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Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it
intended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

National Institute of Standards and Technology Special Publication 1800-30C, Natl. Inst. Stand. Technol.
Spec. Publ. 1800-30C, 140 pages, (November 2020), CODEN: NSPUE2

You can improve this guide by contributing feedback. As you review and adopt this solution for your
own organization, we ask you and your colleagues to share your experience and advice with us.

Comments on this publication may be submitted to: hit nccoe@nist.gov.

Public comment period: November 16, 2020 through December 18, 2020

As a private-public partnership, we are always seeking feedback on our practice guides. We are
particularly interested in seeing how businesses apply NCCoE reference designs in the real world. If you
have implemented the reference design, or have questions about applying it in your environment,
please email us at hit nccoe@nist.gov.

All comments are subject to release under the Freedom of Information Act.

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align with relevant standards
and best practices, and provide users with the materials lists, configuration files, and other information
they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Increasingly, healthcare delivery organizations (HDOs) are relying on telehealth and remote patient
monitoring (RPM) capabilities to treat patients at home. RPM is convenient and cost-effective, and its
adoption rate has increased. However, without adequate privacy and cybersecurity measures,
unauthorized individuals may expose sensitive data or disrupt patient monitoring services.

RPM solutions engage multiple actors as participants in a patient’s clinical care. These actors include
HDOs, telehealth platform providers, and the patients themselves. Each participant uses, manages, and
maintains different technology components within an interconnected ecosystem, and each is

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem ii
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responsible for safeguarding their piece against unique threats and risks associated with RPM
technologies.

This practice guide assumes that the HDO engages with a telehealth platform provider that is a separate

entity from the HDO and patient. The telehealth platform provider manages a distinct infrastructure,
applications, and set of services. The telehealth platform provider coordinates with the HDO to
provision, configure, and deploy the RPM components to the patient home and assures secure
communication between the patient and clinician.

The NCCoE analyzed risk factors regarding an RPM ecosystem by using risk assessment based on the

NIST Risk Management Framework. The NCCoE also leveraged the NIST Cybersecurity Framework, NIST
Privacy Framework, and other relevant standards to identify measures to safeguard the ecosystem. In
collaboration with healthcare, technology, and telehealth partners, the NCCoE built an RPM ecosystem
in a laboratory environment to explore methods to improve the cybersecurity of an RPM.

Technology solutions alone may not be sufficient to maintain privacy and security controls on external

environments. This practice guide notes the application of people, process, and technology as necessary
to implement a holistic risk mitigation strategy.

This practice guide’s capabilities include helping organizations assure the confidentiality, integrity, and

availability of an RPM solution, enhancing patient privacy, and limiting HDO risk when implementing an
RPM solution.

access control; authentication; authorization; behavioral analytics; cloud storage; data privacy; data

security; encryption; HDO; healthcare; healthcare delivery organization; remote patient monitoring;

RPM; telehealth

We are grateful to the following individuals for their generous contributions of expertise and time.
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The collaborators who participated in this build submitted their capabilities in response to a notice in

the Federal Register. Respondents with relevant capabilities or product components were invited to sign

a Cooperative Research and Development Agreement (CRADA) with NIST, allowing them to participate

in a consortium to build this example solution. We worked with:
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Accuhealth

Build Involvement

Accuhealth Evelyn
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The following volumes of this guide show information technology (IT) professionals and security
engineers how we implemented this example solution. We cover all of the products employed in this
reference design. We do not re-create the product manufacturers’ documentation, which is presumed
to be widely available. Rather, these volumes show how we incorporated the products together in our
environment.

Note: These are not comprehensive tutorials. There are many possible service and security configurations
for these products that are out of scope for this reference design.

1.1 How to Use this Guide

This National Institute of Standards and Technology (NIST) Cybersecurity Practice Guide demonstrates a
standards-based reference design and provides users with the information they need to replicate the
telehealth remote patient monitoring (RPM) environment. This reference design is modular and can be
deployed in whole or in part.

This guide contains three volumes:

= NIST SP 1800-30A: Executive Summary
= NIST SP 1800-30B: Approach, Architecture, and Security Characteristics — what we built and why

= NIST SP 1800-30C: How-To Guides — instructions for building the example solution (you are
here)

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary, NIST SP 1800-30A, which describes the following topics:

= challenges that enterprises face in securing the remote patient monitoring ecosystem
= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in NIST SP 1800-30B, which describes what we did and why. The
following sections will be of particular interest:

= Section 3.4, Risk Assessment, describes the risk analysis we performed.

=  Section 3.5, Security Control Map, maps the security characteristics of this example solution to
cybersecurity standards and best practices.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 1
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You might share the Executive Summary, NIST SP 1800-30A, with your leadership team members to help
them understand the importance of adopting standards-based commercially available technologies that
can help secure the RPM ecosystem.

IT professionals who want to implement an approach like this will find this whole practice guide useful.
You can use this How-To portion of the guide, NIST SP 1800-30C, to replicate all or parts of the build
created in our lab. This How-To portion of the guide provides specific product installation, configuration,
and integration instructions for implementing the example solution. We do not recreate the product
manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide does
not endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of the National Cybersecurity Center of Excellences’ (NCCoE’s) risk assessment and deployment of
a defense-in-depth strategy in a distributed RPM solution. Your organization’s security experts should
identify the products that will best integrate with your existing tools and IT system infrastructure. We
hope that you will seek products that are congruent with applicable standards and best practices.
Section 3.6, Technologies, lists the products that we used and maps them to the cybersecurity controls
provided by this reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to

hit nccoe@nist.gov.

Acronyms used in figures are in the List of Acronyms appendix.

1.2 Build Overview

The NCCoE constructed a virtual lab environment to evaluate ways to implement security capabilities
across an RPM ecosystem, which consists of three separate domains: patient home, telehealth platform
provider, and healthcare delivery organization (HDO). The project implements virtual environments for
the HDO and patient home while collaborating with a telehealth platform provider to implement a
cloud-based telehealth RPM environment. The telehealth environments contain simulated patient data
that portray relevant cases that clinicians could encounter in real-world scenarios. The project then
applies security controls to the virtual environments. Refer to NIST Special Publication (SP) 1800-308B,
Section 5, Security Characteristic Analysis, for an explanation of why we used each technology.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 2
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1.3 Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/Symbol Meaning Example
Italics file names and path names; For language use and style guidance,
references to documents that | see the NCCoE Style Guide.
are not hyperlinks; new
terms; and placeholders
Bold names of menus, options, Choose File > Edit.
command buttons, and fields
Monospace command-line input, mkdir

onscreen computer output,
sample code examples, and
status codes

Monospace Bold

command-line user input
contrasted with computer
output

service sshd start

blue text

link to other parts of the
document, a web URL, or an
email address

All publications from NIST’s NCCoE
are available at
https://www.nccoe.nist.gov.

1.4 Logical Architecture Summary

Figure 1-1 illustrates the reference network architecture implemented in the NCCoE virtual
environment, initially presented in NIST SP 1800-30B, Section 4.5, Final Architecture. The HDO

environment utilizes network segmenting similar to the architecture segmentation used in NIST SP 1800-
24, Securing Picture Archiving and Communication System (PACS) [1]. The telehealth platform provider is
a vendor-managed cloud environment that facilitates data transmissions and communications between
the patient home and the HDO. Patient home environments have a minimalistic structure, which

incorporates the devices provided by the telehealth platform provider.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem
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179  Figure 1-1 Final Architecture
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181  This section of the practice guide contains detailed instructions for installing and configuring all the
182 products used to build an instance of the example solution. This practice guide implemented several
183 capabilities that included deploying components received from telehealth platform providers and

184  components that represent the HDO. The telehealth platform providers provisioned biometric devices
185  that were deployed to a patient home environment. Within the HDO, this practice guide deployed
186 network infrastructure devices to implement network zoning and configure perimeter devices. This

187  practice guide also deployed security capabilities that supported vulnerability management and a
188  security incident event management (SIEM) tool. The following sections detail deployment and

189  configuration of these components.

190 2.1 Telehealth Platform Provider

191  This practice guide implemented a model where an HDO partners with telehealth platform providers to
192 enable RPM programs. Telehealth platform providers are third parties that, for this practice guide,
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configured, deployed, and managed biometric devices and mobile devices (e.g., tablets) that were sent
to the patient home. The telehealth platform provider managed data communications over cellular data
where patients send biometric data to the telehealth platform provider. The telehealth platform
provider implemented an application that allowed clinicians to access the biometric data.

This practice guide collaborated with two independent telehealth platform providers. Collaborating with
two unique platforms enabled the team to apply NIST’s Cybersecurity Framework [2] to multiple
telehealth platform implementations. One platform provides biomedical devices enabled with cellular
data. These devices transmitted biometric data to the cloud-based telehealth platform. The second
platform provider deployed biometric devices enabled with Bluetooth wireless technology. Biometric
devices communicated with an interface device (i.e., a tablet). The telehealth platform provider
configured the interface device by using a mobile device management solution, limiting the interface
device’s capabilities to those services required for RPM participation. The patient transmitted biometric
data to the telehealth platform provider by using the interface device. The interface device transmitted
data over cellular data communications. Both telehealth platform providers allowed HDOs to access
patient data by using a web-based application. Both platforms implemented unique access control
policies for access control, authentication, and authorization.

2.1.1 Accuhealth

Accuhealth provided biometric devices that included cellular data communication. Accuhealth also
included a cloud-hosted application for HDOs to access patient-sent biometric data. Accuhealth
provisioned biomedical devices with subscriber identity module (SIM) cards that enabled biomedical
devices to transmit data via cellular data communications to the Accuhealth telehealth platform.
Accuhealth stored patient-transmitted data in an application. Individuals assigned with clinician roles
accessed transmitted data hosted in the Accuhealth application. The biomedical data displayed in the
following screen captures are notional in nature and do not relate to an actual patient.

2.1.1.1 Patient

This practice guide assumed that the HDO enrolls the patient in an RPM program. Clinicians would
determine when a patient may be enrolled in the program appropriately, and conversations would occur
about understanding the roles and responsibilities associated with participating in the RPM program.
When clinicians enrolled patients in the RPM program, the HDO would collaborate with Accuhealth.
Accuhealth received patient contact information and configured biometric devices appropriate for the
RPM program in which the patient was enrolled. Accuhealth configured biometric devices to
communicate via cellular data. Biometric devices, thus, were isolated from the patient home network
environment. Accuhealth assured device configuration and asset management.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 5
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226 2.1.1.2 HDO

227  The Accuhealth solution includes installing an application within the HDO environment. Clinicians access
228 a portal hosted by Accuhealth that allows a clinician to view patient biometric data. The application

229  requires unique user accounts and role-based access control. System administrators create accounts and
230 assign roles through an administrative console. Sessions from the clinician to the hosted application use

231 encryption to ensure data-in-transit protection.

232 This section discusses the HDO application installation and configuration procedures.

233 1. Access a device that has a web browser.

234 2. Navigate to accuhealth login page and provide a Username and Password. The following
235 screenshots show a doctor’s point of view in the platform.

236 3. Click LOGIN.

accuhealth.

Email Address or Username

Password

Keep me signed in

INFO | FORGOT PASSWORD | HELP

237 After logging in, the Patient Overview screen displays.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 6
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Patient Overview
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238 4. To view patients associated with the account used to log in, navigate to the View Select drop-
239 down list in the top left corner of the screen, and select My Patients.

Patient Overview
View Seioct
My Patients - | x
Un-Actioned Critical Readings Un-Actioned Al-Risk Readings Fallowed Patients
2m ag0
Critical / Al-Risk Patient Readings
Prone Numser Fovew Riview
Time Staws . Patieat £ Categeey Paramater 3 Comments & Folowing + Reading * Detaits +
Critical # Detected: 182 bpa o coments yet [ ] E=
Critical [TTEPCRINER 3 Hemrt A Kigh Feart Rate Detected: 102 bps o comments yet ) l:l
Critical Hart Hate Figh keart Hate Uetected: 182 bpe fo comments yet [ ] |

240 5. Click a Patient to display the Patient Details page, which displays all patient biomedical
241 readings.
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Patient Details

Select Patient Tirse Range
Tashon Dion : 228w X Lavst 4 clays
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Time = Status . Patont = +  Catogory t Reading + Comments £ Following * Roading = Datails =
BIVBAES  Heart Rate o2 bom o ]
Tashon Dixes 287164875  Heart Fate 107 bom S Coma Ty o O
I bem fo coments yet (-] =
“Untithed - Notepad |

To leave a comment on a reading, click no comments yet under the Comments column on the
row of the reading to which the comment refers.

A Comment screen displays that allows free text input.
Click Comment.

Click Close.

Comment

“Untitled - Notepad

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 8
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10. To have a call with a patient, click Request an Appointment in the top left of the Patient Details
page.

11. A notification box displays, asking if the Home Health Agency needs to schedule an appointment
with the patient.

12. Click OK.

B Paticnt Dotails | Accuhealth 800 %X 4

= C @& rpmaccub

Patien Details

Patient Details

2.1.2 Vivify Health

Vivify provided biometric and interface devices (i.e., Vivify provisioned a tablet device) and a cloud-
hosted platform. Vivify enabled biometric devices with Bluetooth communication and provisioned
interface devices with SIM cards. Individuals provisioned with patient roles used the interface device to
retrieve data from the biometric devices via Bluetooth. Individuals acting as patients then used the
interface device to transmit data to Vivify using cellular data. Vivify’s application presented the received
data. Individuals provisioned with clinician roles accessed the patient-sent data stored in the Vivify
application via a web interface.

2.1.2.1 Patient

This practice guide assumed that the HDO enrolls the patient in an RPM program. Clinicians would
determine when a patient may be enrolled in the program appropriately, and conversations then occur
about understanding the roles and responsibilities associated with participating in the RPM program.
When clinicians enroll patients in the RPM program, the HDO would collaborate with Vivify. Vivify
received patient contact information and configured biometric devices and an interface device (i.e.,

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 9
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tablet) appropriate for the RPM program in which the patient was enrolled. Vivify assured device
configuration and asset management.

2.1.2.2 HDO

The Vivify solution includes installing an application within the HDO environment. Clinicians access a
portal hosted by Vivify that allows a clinician to view patient biometric data. The application requires
unique user accounts and role-based access control. System administrators create accounts and assign
roles through an administrative console. Sessions from the clinician to the hosted application use
encryption to ensure data-in-transit protection.

This section discusses the HDO application installation and configuration procedures.
1. Access a device that has a web browser.

2. Navigate to https://demonccoerpm.vivifyhealth.com/CaregiverPortal/index.html#/Login and
provide the Username and Password of the administrative account provided by Vivify.

3. Click Login.

Remote Patient Monitoring

Log in to shape lives.

Login

4. Navigate to the Care Team menu item on the left-hand side of the screen.

Click + New User.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem
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282 5. Inthe New User screen provide the following information:

283 a. First Name: Test

284 b. Last Name: Clinician

285 c. User Name: TClinicianl

286 d. Password: *#xkkkkokkx

287 e. Confirm Password: ***#x#xkxx

288 f. Facilities: Vivify General

289 g. Sites: Default

290 h. Roles: Clinical Level 1, Clinical Level 2

291 i.  Email Address: *****xkkxk

292 j- Mobile Phone; ***#***x:x*

293 6. Click Save Changes.

294 7. Navigate to Patients in the left-hand menu bar.

295 8. Select the NCCoE, Patient record.

296 9. Under Care Team, click the notepad and pencil in the top right of the box.
297 10. In the Care Team window, select Clinician, Test and click Ok.

298 11. Logout of the platform.

299 12. Login to the platform using the Test Clinician credentials and click Login.
300 13. Click the NCCoE, Patient record.

301 14. Navigate to the Monitoring tab to review patient readings.

302 15. Based on the patient’s data, the clinician needs to consult the patient.
303 16. Click the ellipsis in the NCCoE, Patient menu above the green counter.
304 17. Select Call Patient.

305 18. In the Respond to Call Request screen, select Phone Call Now.

306 19. After the consultation, record the action items performed during the call.
307 20. In the Monitoring window, click Accept All under the Alerts tab to record intervention steps.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem



308
309

310

311

312
313
314

315

316
317
318
319

320

321
322
323
324
325
326

327

328

329

330

331

332

333

334

335

336

DRAFT

21. In the Select Intervention window, select the steps performed to address any patient alerts.
22. Click Accept.

23. Navigate to Notes to review recorded interventions or add other clinical notes.

2.2 Security Capabilities

The following instruction and configuration steps depict how the NCCoE engineers along with project
collaborators implemented provided cybersecurity tools to achieve the desired security capabilities
identified in NIST SP 1800-30B, Section 4.4, Security Capabilities.

2.2.1 Risk Assessment Controls

Risk assessment controls align with the NIST Cybersecurity Framework’s ID.RA category. For this practice
guide, the Tenable.sc solution was implemented as a component in an HDO’s risk assessment program.
While Tenable.sc includes a broad functionality set, this practice guide leveraged Tenable.sc’s
vulnerability scanning and management capabilities.

2.2.1.1 Tenable.sc

Tenable.sc is a vulnerability management solution. Tenable.sc includes vulnerability scanning and
configuration checking, which displays information through a dashboard graphical user interface.
Tenable.sc’s dashboard includes vulnerability scoring, enabling engineers to prioritize patching and
remediation. This practice guide used Tenable.sc to manage a Nessus scanner, which performed
vulnerability scanning against HDO domain-hosted devices. While the Tenable.sc solution includes
configuration-checking functionality, this practice guide used the solution for vulnerability management.

System Requirements

Central Processing Unit (CPU): 4
Memory: 8 gigabytes (GB)
Storage: 250 GB

Operating System: CentOS 7
Network Adapter: VLAN 1348

Tenable.sc Installation

This section discusses installation of the Tenable.sc vulnerability management solution.
1. Import the Tenable.sc open virtual appliance or appliance (OVA) file to the virtual environment.

2. Assign the virtual machine (VM) to VLAN 1348.
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3. Start the VM and document the associated internet protocol (IP) address.

4. Open a web browser that can talk to virtual local area network (VLAN) 1348 and navigate to the
VM’s IP address.

5. For the first login, use wizard as the Username and admin for the Password.
6. Tenable.sc prompts a popup window for creating a new admin username and password.
7. Repeat step 5 using the new username and password.

a. Username: admin

b. Password: ****#xkxkx

c. Check the box beside Reuse my password for privileged tasks.

tenable

Lser name

adrmin

Password

Reuse my password for privileged tasks

A Feguired for agdmin usage

8. After logging in, the Tenable Management Console page displays.

9. Click the Tenable.sc menu option on the left side of the screen.

10. To access Tenable.sc, click the IP address next to the uniform resource locator (URL) field.
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- tenable-0xata384

Tenable.sc™

System
ﬁ System Log
Metworking
Storage URL:  https://192.168.45.101:443
Accounts

License:  License is valid and expires in 315 days (Expires Menday, June
Services 21st, 2021, 8:00:00 PM).

Diagnostic Reports
Service Status:  Running Stop | Restart

Terminal

Remote Storage Challenge  6485cfa9c5b6358fc9705ea336b50baf669b15f7
Code:

Tenable.sc

Daemons  httpd

Update Management
Running:

SSL/TLS Certificates Jobd.php
Backup/Restore Application  5.15.0
SNMP Version:

Software Updates Build ID: 202007153999

RPM Version: 5.15.0

349 11. Log in to Tenable.sc using the credentials created in previous steps, and click Sign In.
350 a. Username: admin
351 b. Password; *#**¥kkx

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 14



352

353

354

355

356
357

358

359

360

DRAFT

12.

13.

14.

15.

16.

17.
18.

19.

( )tenable.sc

admin

P

O tenable

After signing in, Tenable.sc’s web page displays.

Navigate to the System drop-down list in the menu ribbon.
Click Configuration.
Under Tenable.sc License, click Upload next to License File.

Navigate to the storage location of the Tenable.sc license key obtained from a Tenable
representative and select the key file.

Click OK.
Click Validate.

When Tenable.sc accepts the key, a green Valid label will display next to License File.
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\ " tenable.SC  Dashboard  Resources~  Repositories~  Organizations ~ Users «

License Configuration

Tenable.sc License

|P Limit 64 ( 0 currently active )

Type Subscription

Expiration Jun 21, 2021 20:00

Licensee National Cybersecurity Center of Excellence (NCCOE)
Hostname tenable-Oxata384

License File m Update License

361 20. Under Additional Licenses, input the Nessus license key provided by a Tenable representative
362 next to Nessus Scanner.
363 21. Click Register.
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Repositories = Organizations Users Scanning * System =

Tenable.sc License

IP Limit 64 ( 0 currently active
Type Sut
Expiration un 21. 2021 20:00

Licensee Nationa

Hostname tenable-Oxata384

License File m Jpdate

Additional Licenses

nessus | |

Scanner

364  Tenable.sc Configuration

365  This practice guide leveraged support from Tenable engineers. Collectively, engineers installed

366  Tenable.sc and validated license keys for Tenable.sc and Nessus. Engineers created Organization,
367 Repository, User, Scanner, and Scan Zones instances for the HDO lab environment. The configuration
368  steps are below.

369 Add an Organization

370 1. Navigate to Organizations in the menu ribbon.

371 2. Click +Add in the top right corner of the screen. An Add Organization page will appear.
372 3. Name the Organization RPM HDO and leave the remaining fields as their default values.
373 4. Click Submit.
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Otenable.sc'

Dashboard Resources = Repositories + Organizations u

General

Name* RPM HDO

Add a Repository

1. Navigate to the Repositories drop-down list in the menu ribbon.
2. Click +Add in the top right corner of the screen. An Add Repository screen displays.

3. Under Local, click IPv4. An Add IPv4 Repository page displays. Provide the following
information:

a. Name: HDO Repository
b. IP Ranges: 0.0.0.0/24
¢. Organizations: RPM HDO

4. Click Submit.
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( )tenable.sc  pashboara

Add IPv4 Repository

General

Name*

Description

Data

IP Ranges”

Access

Organizations

Resources v

HDO Repository

0.0.0.0/24

Search

& RPM HDO

Repositories v

Organizations

Add a User

1. Navigate to the Users drop-down list in the menu ribbon.

2. Select Users.

3. Click +Add in the top right corner. An Add User page displays. Provide the following information:

a. Role: Security Manager

b. Organization: RPM HDO
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First Name: Test

Last Name: User

Username: TestSecManager
Password: * sk sk k

Confirm Password: *#*#xsoxsdork
Enable User Must Change Password.

Time Zone: America/New York

4, Click Submit.

(:/' tena b le.SC Dashboard Resources v Repositories ~

Add User

Organizations

Users =

Membership

Role Security Manager ¥
Organization™ RPM HDO ~

First Name Test

Last Name User

Usermmame*® TestSecManager
Password*® sssssssrarassessessesanee
Confirm ’ ......... sostessessnnsny
Password™®

User Must &

Change

Password

Time Zone™ America/New_York «
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For the lab deployment of Tenable.sc, the engineers instantiated one Nessus scanner in the Security
Services subnet that has access to every subnet in the HDO environment.

Add a Scanner
1. Navigate to the Resources drop-down list in the menu ribbon.
2. Select Nessus Scanners.

3. Click +Add in the top right corner. An Add Nessus Scanner page displays. Fill in the following
information:

a. Name: HDO Scanner

b. Description: Scans the Workstation, Enterprise, HIS, Remote, and Database VLANs
¢. Host: 192.168.45.100

d. Port: 8334

e. Enabled: on

f. Type: Password

g. Username: TestSecManager

bl

Password. 3k 3k ok 3k %k %k k k ok ok

4. Click Submit.
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( tenable.sc

Dashboard Resources v

Add Nessus Scanner

General
Name*

Description

Host*

Port*

Enabled

Verify Hostname

Use Proxy

Authentication

Repositories v Organizations

HDO Scanner

Scans the Workstation, Enterprise, HIS,

192.168.45.100

8834

Type Password ~
Username* TestSecManager
Password* [T

Users v

The engineers created a scan zone for each subnet established on the HDO network. The process to

create a scan zone is the same for each subnet aside from the IP address range.

As an example, the steps for creating the Workstation scan zone are as follows:

Add a Scan Zone

1. Navigate to the Resources drop-down list in the menu ribbon.

2. Select Scan Zones.
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3. Click +Add. An Add Scan Zone page will appear. Provide the following information:
a. Name: Workstations
b. Ranges: 192.168.44.0/24
¢. Scanners: HDO Scanner

4, Click Submit.

Q tenable.sc Dashboard Resources v Repositories v Organizationg

Add Scan Zone

General
Name* Workstations
Description
VA
Ranges® 192.168.44.0/24
Scanners Search Q

& HDO Scanner

Repeat steps in Add a Scan Zone section for each VLAN.

To fulfil the identified NIST Cybersecurity Framework Subcategory requirements, the engineers utilized
Tenable’s host discovery and vulnerability scanning capabilities. The first goal was to identify the hosts
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427 on each of the HDO VLANs. Once Tenable identifies the assets, Tenable.sc executes a basic network scan
428  to identify any vulnerabilities on these assets.

429 Create Scan Policies

430 1. Engineers created a Security Manager account in a previous step when adding users. Log in to
431 Tenable.sc using the Security Manager account.

432 2. Navigate to the Scans drop-down list in the menu ribbon.

433 3. Select Policies.

434 4. Click +Add in the top right corner.

435 5. Click Host Discovery in the Add Policy page. An Add Policy > Host Discovery page will appear.
436 Provide the following information:

437 a. Name: HDO Assets

438 b. Discovery: Host enumeration

439 c. Leave the remaining options as their default values.

440 6. Click Submit.

¢ )te nable,sc Dashboard ~ Solutions Analysis v Scans v Reporting Assels Workflow » Users =

Add Policy > Host Discovery

setup General

Name* HDO Assets
Report

Description

Tag -

Configuration

General Settings:
Discovery Host enumeration ~ « Always test the local Nessus host
=« Use fast network discovery
Ping hosts using:
« TCP
= ARP
« |CMP (2 refries)
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7. Click +Add in the top right corner.

8. Click Basic Network Scan in the Add Policy page. An Add Policy > Basic Network Scan page
displays.

9. Name the scan HDO Network Scan and leave the remaining options to their default settings.

10. Click Submit.

';,':._‘__:Il- tenable.sC  pashboard~  Solutions sis cans ssets  Workflow = Users » & Test User =
Add Policy = Basic Network Scan €Back
Batup General
Name* HDO Network Scan
ription
ag
Configuration
Performance options
Advanced Defaull = L
Port scan (common pons) ~
General Settings:

Create Active Scans

1. Navigate to the Scans drop-down list in the menu ribbon.
2. Select Active Scans.

3. Click +Add in the top right corner. An Add Active Scan page will appear. Provide the following
information for General and Target Type sections.

General
a. Name: Asset Scan
b. Description: Identify hosts on the VLANs
c. Policy: Host Discovery

Targets

a. Target Type: IP/DNS Name
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457 b. IPs/DNS Names: 192.168.44.0/24, 192.168.40.0/24, 192.168.41.0/24,
458 192.168.42.0/24, 192.168.43.0/24
459 4. Click Submit.

Analysis = Scans Reporting>  Assets

Workflow -

( )tenable.sc  Dashboara~

Add Active Scan

General
Setlings
Targets
Credentials

Post Scan

General

Name* Asset Scan

Description Identify hosts on the VLANS
Policy™ Host Discovery ~
Schedule

Schedule On Demand #
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( \ tenable.sc Dashboard v Solutions Analysis v Scans v Reporting v Assets Workflow v Users v

Add Active Scan

General Target Type IP / DNS Name ~
. IPs / DNS Names*® 192.168.44.0/24, 192.168.40.0/24, 192.168.41.0/24, 192.168.42.0/24,
Settings 192 168.43 0/24|
Targets
Credentials
Post Scan
s

460 Repeat steps in Create Active Scans section for the Basic Network Scan policy. Keep the same value as
461  defined for Active Scan with the exception of the following:

462 a. Name the scan HDO Network Scan.
463 b. Set Policy to HDO Network Scan.

464  After the engineers created and correlated the Policies and Active Scans to each other, they executed
465 the scans.

466 Execute Active Scans

467 1. Navigate to the Scans drop-down list in the menu ribbon.

468 2. Select Active Scans.

469 3. Next to HDO Asset Scan click p>.

470 4. Navigate to the Scan Results menu option shown at the top of the screen under the menu
471 ribbon to see the status of the scan.

472 5. Click HDO Asset Scan to see the scan results.

473 6. Repeat the above steps for HDO Network Scan.

474 View Active Scan Results in the Dashboard

475 1. Navigate to the Dashboard drop-down list in the menu ribbon.

476 2. Select Dashboard.
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3.

4.

In the top right, click Switch Dashboard.

Click Vulnerability Overview. A screen will appear that displays a graphical representation of the
vulnerability results gathered during the HDO Host Scan and HDO Network Scan.

2.2.1.2 Nessus

Nessus is a vulnerability scanning engine that evaluates a host’s operating system and configuration to
determine the presence of exploitable vulnerabilities. This project uses one Nessus scanner to scan each
VLAN created in the HDO environment to identify hosts on each VLAN and the vulnerabilities associated
with those hosts. Nessus sends the results back to Tenable.sc, which graphically represents the results in
dashboards.

System Requirements

CPU: 4

Memory: 8 GB

Storage: 82 GB

Operating System: CentOS 7

Network Adapter: VLAN 1348

Nessus Installation

1.

2.

Import the OVA file to the virtual lab environment.
Assign the VM to VLAN 1348.
Start the VM and document the associated IP address.
Open a web browser that can talk to VLAN 1348 and navigate to the VM'’s IP address.
Log in using wizard as the Username and admin for the Password.
Create a new admin username and password.
Log in using the new username and password.
a. Username: admin
b. Password: *****xkxkx

c. Enable Reuse my password for privileged tasks.
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_tenable

Lzer name

admin

Password

Reuse my password for privileged tasks

A Reguirad for admin usage

503 8. Click Tenable.sc on the left side of the screen.

504 9. To access Tenable.sc, click the IP address next to the URL field.
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tenable-gyx8j0wp
AR =
== Nessus®
System
@ System Log
Networking
Storage URLs:  https://192.168.45.100:8834
Accounts License: Managed by SecurityCenter
Services
Diagnostic Reports Service Status  Running Stop | | Restart
Terminal
Challenge Code:  683cfc32203a303fccebeadb4f722297a4dceb37
Nessus
Application Version:  8.11.0
Remote Storage
Build ID:  8.11.0
Update Management u

Nessus Configuration

The engineers utilized Tenable.sc to manage Nessus. To configure Nessus as managed by Tenable.sc,
follow Tenable’s Managed by Tenable.sc guide [3].

2.2.2 |dentity Management, Authentication, and Access Control

Identity management, authentication, and access control align with the NIST Cybersecurity Framework
PR.AC control. This practice guide implemented capabilities in the HDO to address this control category.
First, the practice guide implemented Microsoft Active Directory (AD), then installed a domain controller
to establish an HDO domain. Next, the practice guide implemented Cisco Firepower as part of its
network core infrastructure. The practice guide used Cisco Firepower to build VLANs that aligned to
network zones. Cisco Firepower also was configured to provide other network services. Details on
installation are included in the following sections.

2.2.2.1 Domain Controller

The engineers installed a Windows Server domain controller within the HDO to manage AD and local
domain name service (DNS) for the enterprise. The following section details how the engineers installed
the services.

Domain Controller Appliance Information
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CPU: 4

Random Access Memory (RAM): 8 GB

Storage: 120 GB (Thin Provision)

Network Adapter 1: VLAN 1327

Operating System: Microsoft Windows Server 2019 Datacenter

Domain Controller Appliance Installation Guide

Install the appliance according to the instructions detailed in Microsoft’s Install Active Directory Domain

Services (Level 100) documentation [4].

Verify Domain Controller Installation

1. Launch Server Manager.

2. Click Tools > Active Directory Domains and Trusts.

= @ I I' Manage Tools View

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

= ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

i

3. Right-click hdo.trpm.

4. Click Manage.
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,ﬂ Active Directory Domains and Trusts
File Action View Help

o= |F E G HE

ﬂ Active Directory Domains and Trust

i3 hdotrom

| Mame

Manage
Raise Domain Functional Level...

Properties

Help

5. Click hdo.trpm > Domain Controllers.

6. Check that the Domain Controllers directory lists the new domain controller.

] Active Directory Users and Computers
File Action View Help

o« | FE FEIXEBd2 BHR|PRETE%R

] Active Directory Users and Computy|| MName Type DC Type Site
v | Saved Queries

w f_j hdo.trpm
s || Builtin
» | Computers

Computer Default-First-5ite-MName

= | Domain Contrellers
» | ForeignSecurityPrincipals
» [ | Managed Service Accounts
] Users

Configure Local DNS

1. Launch Server Manager.

2. Click Tools > DNS.
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Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
er ADS! Edit

Compaonent Services

Computer Management

Defragment and Optimize Drives

je Disk Cleanup
DMNS

Event Viewer

Group Policy Management

1 services iSCS| Initiator
541 3. Click the arrow symbol for DC-HDO.
542 4. Right-click Reverse Lookup Zones.
543 5. Click New Zone.... The New Zone Wizard displays.
£ DNS Manager — O >

File Action View Help
9| @d=zHE 88

é [ENS Mame

hd j DC-HDO E'DC_HDO
| Forward Lookup Zones
| Reverselc * 7
| Trust Poin MNew Zone...
= Cendition S

Help
544 6. Click Next >.
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Mew Zone Wizard
Welcome to the New Zone
Wizard
This wizard helps you create a new zone for your DNS
SErVEr,
A zone translates DMS names to related data, such as IP
addresses or network services,
To continue, did Next,
< Back Cancel
545 7. Click Primary zone.
546 8. Check Store the zone in Active Directory.
547 9. Click Next >.
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Mew Zone Wizard

Zone Type

The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.,

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Autharity
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DMS server is a writeable domain
controller)

10. Check To all DNS servers running on domain controllers in this forest: hdo.trpm.

11. Click Next >.
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Mew Zone Wizard

Active Directory Zone Replication Scope
You can select how you want DMS data replicated throughout your netwark,

Select how you want zone data replicated:

{®) To all DNS servers running on domain controllers in this forest: hdo. trpm
(") To all DNS servers running on domain controllers in this domain: hdo. trpm
() To all domain controllers in this domain (for Windows 2000 compatibility): hdo. trpm

To all domain controllers spedified in the scope of this directory partition:

550 12. Check IPv4 Reverse Lookup Zone.

551 13. Click Next >.
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Mew Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

addresses,

(@) IPv4 Reverse Lookup Zone

() IPvS Reverse Lookup Zone

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvE

Cancel

552 14. Check Network ID.
553 15. Under Network ID, type 192.168.
554 16. Click Next >.
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Mew Zone Wizard

Reverse Lookup Zone Name
& reverse lookup zone translates IP addresses into DMNS names.

To identify the reverse lookup zone, type the netwaork ID or the name of the zone.
(@) Network ID:
|192 168 |

The netwark ID is the portion of the IP addresses that belongs to this zone. Enter the
netwark ID in its normal {not reversed) order.

If you use a zero in the netwark ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:
168.192.in-addr.arpa

555 17. Check Allow only secure dynamic updates.

556 18. Click Next >.
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Mew Zone Wizard

Dynamic Update

¥ou can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DMS server whenever changes occur,

Select the type of dynamic updates you want to allow:

(®) allow only secure dynamic updates {recommended for Active Directory)
This option is available only for Active Directory-integrated zones.,

() allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

4. This option is a significant security vulnerability because updates can be
“2  accepted from untrusted sources.,

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

19. Click Finish.
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Mew Zone Wizard
Completing the New Zone Wizard
‘fou have successfully completed the Mew Zone Wizard, You
specified the following settings:
Mame:  163.192.in-addr.arpa
Type: Active Directory-Integrated Primary
Lookup type; Reverse
Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.
To dose this wizard and create the new zone, dick Finish.
< Back Cancel
558 20. Click the arrow symbol for Reverse Lookup Zones.
559 21. Right-click 168.192.in-addr.arpa.
560 22. Click New Pointer (PTR)....
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é DMS Manager

File Action View Help

&% =z Hm i 8&

£ DNS
v F DC-HDO
> [ Forward Lockup Zones
~ || Reverse Lookup Zones
|z 168.192.in-addr.arpa
[ Trust Points
] Conditional Forwarders

MName Type

There are no items to show in this view,

Update Server Data File

Reload

Mew Pointer (PTR)...

Mew Alias (CMNAME)...

MNew Delegation...

Other New Records...

DMSSEC >

All Tasks »

Delete
Refresh

Properties

Help

Create a new pointer resource record.

23. Under Host name, click Browse....
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Mew Resource Record

Pointer (PTR)

Host [P Address:

192.168.

Fully qualified domain name (FQDM):

168.192 in-addr.arpa

Host name:

Browse. .

[ ] Allow any authenticated user to update all DNS records with the same
name. Thig setting applies only to DN5 records for a new name.

oKk || Cancd

562 24. Under Look in, select hdo.trpm.
563 25. Under Records, select dc-hdo.
564 26. Click OK.
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Mew Resource Record

Doirdoe (B TOY

Browse it
Loak in: 15__‘| hdo. trpm e |£‘||
Records: EJ_., DNS
3 pc+oo
Name || Forward Lookup Zones ! ~
1 _udp B hdo.trpm
|| DomainDns...
|| ForestDnsZ...
g (same as p... Host(A) 192.163.40... &/14/2020...
Sl clinicalws  Haost (&) 192.168.44... 8/17/2020...
S dc-hdo Host (A) 192,163.40... static
g OpENMrs Host (A) 192.168.41... &/14/2020... W
Selection: dc-hdo.hdo. trpm
Record types: | Hosts (& or AAAA Recaords) b |
o[ ot |
. 0K || Cancel

27. Click OK.
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Mew Resource Recaord

Fairter (FTR)

Host |P Address:

192.168.40.10|

Fully qualified domain name (FQDMN):

10.40.168.192 in-addr apa

Host name:
de-hdo hdo tpm | Browse... |

[] Allow any authenticated user to update all DNS reconds with the same
name. This setting applies only to DMNS records for a new name.

OK || Cancel
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& DNS Manager - O *
File Action View Help

x| mXE HmR § EE

Eﬁ EENS Mame Type Data
v B [?_C_HDO E—I(same as parent folder) Start of Authority (SOA) [4], de-hdo.hdotrpm,, ho..
o — ;Z:::::!‘DDDD:LT:ZZ;:;S E—I(sameasparentfolder] Mame Server (N5) de-hde.hdo.trpm.
- - 168.192.in-addr.arps 192.168.40.10 Pointer (PTR) dec-hde.hdotrpm.
3 'I_-"r—ustPoints E-|192.168.41.20 Pointer (PTR) openmrs.hdo.trpm.

| Conditional Forwarders

2.2.2.2 Cisco Firepower

Cisco Firepower consists of two primary components: Cisco Firepower Management Center and Cisco
Firepower Threat Defense (FTD). Cisco Firepower provides firewall, intrusion prevention, and other
networking services. This project used Cisco Firepower to implement VLAN network segmentation,
network traffic filtering, internal and external routing, applying an access control policy, and Dynamic
Host Configuration Protocol (DHCP). Engineers deployed Cisco Firepower as a core component for the
lab’s network infrastructure.

Cisco Firepower Management Center (FMC) Appliance Information

CPU: 4

RAM: 8 GB

Storage: 250 GB (Thick Provision)
Network Adapter 1: VLAN 1327
Operating System: Cisco Fire Linux 6.4.0

Cisco Firepower Management Center Installation Guide

Install the appliance according to the instructions detailed in the Cisco Firepower Management Center
Virtual Getting Started Guide [5].

Cisco FTD Appliance Information

CPU: 8
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RAM: 16 GB

Storage: 48.5 GB (Thick Provision)
Network Adapter 1: VLAN 1327
Network Adapter 2: VLAN 1327
Network Adapter 3: VLAN 1316
Network Adapter 4: VLAN 1327
Network Adapter 5: VLAN 1328
Network Adapter 6: VLAN 1329
Network Adapter 7: VLAN 1330
Network Adapter 8: VLAN 1347
Network Adapter 9: VLAN 1348
Operating System: Cisco Fire Linux 6.4.0

Cisco FTD Installation Guide

Install the appliance according to the instructions detailed in the Cisco Firepower Threat Defense Virtual
for VMware Getting Started Guide in the “Deploy the Firepower Threat Defense Virtual” chapter [6].

Configure FMC Management of FTD

The Cisco Firepower Threat Defense Virtual for VMware Getting Started Guide’s “Managing the
Firepower Threat Defense Virtual with the Firepower Management Center” (FMC) chapter covers how
we registered the FTD appliance with the FMC [7].

Once the FTD successfully registers with the FMC, it will appear under Devices > Device Management in
the FMC interface.
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Overview Analysis Policies JESUILEN Objects AMP Intelligence Deploy , System Help v

Device Management NAT VPN w QoS Platform Settings FlexConfig Certificates

Device Management

List of all the devices currently registered on the Firepower Management Center.

View By : | Group | All{1) | Eror(1) | Waming (0) | Offline (0) | MNormal (0) | Deployment Pending (0 |@ Add - |

-, Search Device

Name Model | V... | Chassis Licenses Access Contr... |

4 ] Ungrouped (1)

FTD-TRPM FTD for Base, Threat - I
@ (10 1 ra0.101 - Routed VMWare AT [T (2 more...) [EEFERED & R

admin v

From the Device Management section, the default routes, interfaces, and DHCP settings can be
configured. To view general information for the FTD appliance, navigate to Devices > Device

Management > FTD-TRPM > Device.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem

a7



DRAFT

Overview Analysis

Policies

Devices Qelij[Hue

AMP Intelligence

Deploy

, System Help »

Device Management MNAT VPN ¥ Qos Platform Settings FlexConfig Certificates
Cisco Firepower Threat Defense for WMWare
m Routing Interfaces Inline Sets DHCP
General &7 i License &
Name: FTD-TRPM Base: Yes
Transfer Packets: Yes Export-Controlled Y
Es
Features:
Mode: routed
Malware: Yes
Compliance Mode: MNone
Threat: Yes
TLS Crypto No
Acceleration: URL Filtering: Yes
AnyConnect Apex: No
AnyConnect Plus: Mo
AnyConnect VPN N
o
Only:
System @c Health
i Cisco Firepower Threat Status: @
Model: Defense for VMWare
- S Initial Health Policy
Serial: AT 2020-02-26 20:00:53
Time: 2020-08-20 11:58:41 Blacklist: None
Time Zone: UTC (UTC+0:00)
Version: 5.4.0.8
Management & @D
Host: 152.168.40.101
Status: @
Advanced &
Application Bypass: No
Bypass Threshold: 3000 ms

608  Configure Cisco FTD Interfaces for the RPM Architecture

609 By default, each of the Interfaces are defined as GigabitEthernet, and are denoted as 0 through 6.
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610 1. From Devices > Device Management > FTD-TRPM > Device, click Interfaces.

611 2. Onthe Cisco FTD Interfaces window, an Edit icon appears on the far right. The first

612 GigabitEthernet interface configured is GigabitEthernet0/0. Click on the Edit icon to configure
613 the GigabitEthernet interface.

Overview Analysis Policies LU0 Objects AMP Intelligence L, System Helpv admin v

Device Management MNAT VPN ¥ QoS Platform Settings FlexConfig Certificates
FTD-TRPM (@ cancel |
Cisco Firepower Threat Defense for YMWare
Device Routing Interfaces Inline Sets DHCP
Search by name & sync Device | | (20 Add Interfaces =
[Imterface Logical Name Type Security Zones  MAC Adds (Active/s 1P Add
Diagnostic0/0 <|ir!f..1““‘=| ic l":;\;‘u'l al i .
GigabitEthernet0/0 Physical
GigabitEthernet0/1 Physical
GigabitEthernato/2 Physical &
GlgabitEthernetd/3 Physical é
GigabitEtherneto/4 Physical 4
GigabitEthernet(/s Physical a4
GigabitEtherneto/6 Physical g
614 3. The Edit Physical Interface group box displays. Under the General tab, enter WAN in the Name
615 field.
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Edit Physical Interface

m IPv4 IPv6é  Advanced Hardware Configuration

Name: WAN

Description:

Mode: None i
Security Zone: None o
Interface ID:

MTU: 1500 (64 - 9000)

Enabled

OK

] Management Only

Cancel

4. Under Security Zone, click the drop-down arrow and select New....
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Edit Physical Interface X
m IPv4 IPv6  Advanced Hardware Configuration
Name: WAN Enabled [ | Management Only
Description:
Mode: None h
Security Zone: None |v |
None
Interface 1ID:
Clinical-Workstations
MTU: Databases
Enterprise-Services
HIS-Services
Remote-Services
Security-Services
New... | OK | | Cancel
5. The New Security Zone pop-up box appears. Enter WAN in the Enter a name... field.
6. Click OK.
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New Security Zone

Enter a name...

|waN

619 7. On the Edit Physical Interface page group box, click the IPv4 tab.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 52



620

621

622

623

DRAFT

Edit Physical Interface

m IPv4 IPv6  Advanced Hardware Configuration

Name: WAN

Description:

Mode: None i
Security Zone: WAN |v |
Interface ID:

MTU: 1500 (64 - 9000)

Enabled

0K

(] Management Only

Cancel

8. Fill out the following information:

a. IP Type: Use Static IP

b. IP Address: 192.168.4.50/24

c. Click OK.
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Edit Physical Interface ? X
General lizl IPvé  Advanced Hardware Configuration
IP Type: Use Static IP v
IP Address: eg. 192.0.2.1/255.255.255.128 or
192.168.4.50/24 192.0.2.1/25
OK Cancel

9. Configure each of the other GigabitEthernet interfaces following the same pattern described

above, populating the respective IP addresses that correspond to the appropriate VLAN. Values

for each VLAN are described below:
a. GigabitEthernet0/0 (VLAN 1316)
i. Name: WAN
ii. Security Zone: WAN
iii. 1P Address: 192.168.4.50/24
b. GigabitEthernet0/1 (VLAN 1327)
i. Name: Enterprise-Services
ii. Security Zone: Enterprise-Services
iii. 1P Address: 192.168.40.1/24
c. GigabitEthernet0/2 (VLAN 1328)

i. Name: HIS-Services
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ii. Security Zone: HIS-Services
iii. IP Address: 192.168.41.1/24
d. GigabitEthernet0/3 (VLAN 1329)
i. Name: Remote-Services
ii. Security Zone: Remote-Services
iii. IP Address: 192.168.42.1/24
e. GigabitEthernet0/4 (VLAN 1330)
i. Name: Databases
ii. Security Zone: Databases
iii. 1P Address: 192.168.43.1/24
f. GigabitEthernet0/5 (VLAN 1347)
i. Name: Clinical-Workstations
ii. Security Zone: Clinical-Workstations
iii. 1P Address: 192.168.44.1/24
g. GigabitEthernet0/6 (VLAN 1348)
i. Name: Security-Services
ii. Security Zone: Security-Services
iii. 1P Address: 192.168.45.1/24
10. Click Save.

11. Click Deploy. Verify that the Interfaces have been configured properly. Selecting the Devices
tab, the Device Management screen displays the individual interfaces, the assigned logical
names, type of interface, security zone labelling, and the assigned IP address network that
corresponds to the VLANSs that are assigned per security zone.
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Overview Analysis Policies =0T 0 Objects AMP Intelligence Jeploy , System Helpv admin ¥
Davice Management NAT VPN * Qos Platform Settings FlexConfig Certificates
FTD-TRPM 6.Concel..)
Cisco Firepower Threat Dafense for VMWare
Device Routing Interfaces Inline Sets DHCP
h by name 22 sync Device | | (D) Add Interfaces =
Interface Logical Name Type Security Zones  MAC Address (Active/Stan... IP Address
Diagnostic/0 diagnostic Physical
GigabitEtherneta/o WAN Physical WAN 192.168.4.50/24(Static) &
GigabirEtl1ern-:L0.-’1 Enterprise-Servi..  Physical Enterprise-Servi... 192.168.40.1/24( Static) &
GigabitEthernet,2 HIS-Services Physlcal HIS-Services 192.168.41.1/24(Static) &
GigabitEthernetny3 Remote-Sarvices Physical Remota-Sarvices 192.168.42,1/24(Static) &
GigabltEthernet0/4 Databases Physical Databases 192.168.43.1/24(Static) &
GigabitEthernet0/s Clinical-Worksta...  Physical Clinical-Worksta... 192.168.44,1/24(Static) o
GigabitEthernet0/6 Security-Services  Physical Security-Services 192.168.45.1/24(Static) o
660  Configure Cisco FTD DHCP
661 1. From Devices > Device Management > FTD-TRPM > Interfaces, click DHCP.

662 2. Click the plus symbol next to Primary DNS Server.

Overview Analysis Policies STl Objects | AMP Intelligence Deploy

Device Management MNAT VPN v Qos Platform Settings FlexConfig Certificates
FTD-TRPM
Cisco Firepower Threat Defense for WMWare
Device Routing Interfaces Inline Sets m
» DHCP Server Ping Timeout 50
DHCP Relay
T Lease Length 3600
Auto-Configuration O
Interface
Override Auto Configured Settings:
Domain Name
Primary DMNS Server w @ Primary WINS Server
Secondary DNS Server W @ Secondary WINS Server
663 3. The New Network Object popup window appears. Fill out the following information:
664 a. Name: Umbrella-DNS-1
665 b. Network (Host): 192.168.40.30
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666 4. Click Save.
New Network Object ? X
Name Umbrella-DNS-1
Description
Network @ Host (O Range (O Network () FQDN

192.168.40.30

Allow Overrides [ ]

save || cancel
667 5. Click the plus symbol next to Secondary DNS Server.
668 6. The New Network Object popup window appears. Fill out the following information:
669 a. Name: Umbrella-DNS-2
670 b. Network (Host): 192.168.40.31
671 7. Under Domain Name, add hdo.trpm.
672 8. Click Add Server.

Overview Analysis Policies JREICEE Objects | AMP Intelligence

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates
FTD-TRPM
Cisco Firepower Threat Defense for VMWare
Device Routing Interfaces Inline Sets m
* DHCP Server Ping Timeout 50
DHCP Relay
- Lease Length 3600
Auto-Configuration
Intarface
Override Auto Configured Settings:
Domain Name hda.trpm
Primary DNS Server Umbrella-DNS-1 v @ Primary WINS Server v
Secondary DNS Server Umbrella-DNS-2 v Q Secondary WINS Server v o
673 9. The Add Server popup window appears. Fill out the following information:
674 a. Interface: Enterprise-Services
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b. Address Pool: 192.168.40.100-192.168.40.254

c. Enable DHCP Server: Checked

10. Click OK.
Add Server ? X
Interface* Enterprise-Services v
Address Pool* 192.168.40.100-192.168.¢
Enable DHCP Server

OK Cancel

11. Add additional servers following the same pattern described above, populating the respective
Interface, Address Pool and check the Enable DHCP Server that correspond to the appropriate
server. Values for each server are described below:

a. Interface: Enterprise-Services
i. Address Pool: 192.168.40.100-192.168.40.254
ii. Enable DHCP Server: Checked

b. Interface: HIS-Services
i. Address Pool: 192.168.41.100-192.168.41.254
ii. Enable DHCP Server: Checked

c. Interface: Remote-Services
i. Address Pool: 192.168.42.100-192.168.42.254
ii. Enable DHCP Server: Checked

d. Interface: Databases
i. Address Pool: 192.168.43.100-192.168.43.254
ii. Enable DHCP Server: Checked

e. Interface: Clinical-Workstations
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i. Address Pool: 192.168.44.100-192.168.44.254
ii. Enable DHCP Server: Checked
f. Interface: Security-Services
i. Address Pool: 192.168.45.100-192.168.45.254
ii. Enable DHCP Server: Checked
12. Click Save.

13. Click Deploy. Verify that the DHCP servers have been configured properly. Select the Devices tab
and review the DHCP server configuration settings. Values for Ping Timeout and Lease Length
correspond to default values which were not altered. The Domain Name is set to hdo.trpm,
with values that were set for the primary and secondary DNS servers. Below the DNS server
settings, a Server tab displays the DHCP address pool that corresponds to each security zone.
Under the Interface heading, one should view each security zone label that aligns to the
assigned Address Pool and review that the Enable DHCP Server setting appears as a green check
mark.
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RO Devices

Overview Analysis

Objects

AMP Intelligence

Deploy

Secondary DNS Server

m Advanced

Umbrella-DNS-2

v @

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
Cisco Firepower Threat Defense for WMWare
Device Routing Interfaces Inline Sets m
» DHCP Server Ping Timeout 50
DHCP Relay
Lease Length
DDNS g 3600
Auto-Configuration J
Interface
Owerride Auto Configured Settings:
Domain Mame hda.trpm
Primary DNS Server Umbrella-DNS-1 W @ Primary WINS Server

Secondary WINS Server

Interface Address Pool Enable DHCP Server
Enterprise-Services 192.168.40.100-192,168.40.254 I
HIS-Services 192.168.41.100-192.168.41.254 v
Remote-Services 192.168.42.100-192,168.42.254 v
Databases 192.168.43.100-192,168.43.254 «
Clinical-Workstations 192.168.44.100-192,168.44.254 v
Configure Cisco FTD Static Route
1. From Devices > Device Management > FTD-TRPM > DHCP, click Routing.
2. Click Static Route.
NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 60




711

712
713

714

DRAFT

Policies Il Objects | AMP Intelligence

Overview Analysis

Device Management NAT VPN v QoS Platform Settings FlexConfig

FTD-TRPM

Cisco Firepower Threat Defense for VMWare

m Interfaces Inline Sets DHCP

* OSPF

OSPFv3 D Process 1
RIP
- (IBGP
E] Process 2

Static Route
- ) Multicast Routing

Redistribution InterArea Filter Rule

OSPF... Area ... Area... Netw... Optio... |

Click Add Route.

Intelligence Deploy , System Helpv adminv

Overview Analysis Policies geEWUT-ER Objects | AMP
QoS Platform Settings FlexConfig Certificates

Device Management MNAT VPN *
You have unsaved changes i._E_Save | i_.-_é_Eanccl

FTD-TRPM

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP
& Add Route

OSPF

OSPFv3

RIP

i ecp
Static Route
i_; Multicast Routing ¥ IPVG Routes

¥ IPv4 Routes

-

4. The Add Static Route Configuration popup window appears. Fill out the following information:

a. Interface: WAN

b. Selected Network: any-ipv4
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5. Click the plus symbol next to Gateway.
Add Static Route Configuration X
Type: ® 1pvda O IPve
Interface* WAN o
Available Network €% (3] Selected Network
| 4, Search | éany—ipvﬂr a
-5-;1 any-ipv4 -
9 Cisco-FMC
& Cisco-SFC
&8 Cisco-SMC
5-;1 Clinical-Workstations
5-;1 Databases
5-_;1 Enterprise-Services
-__1-;1 HDO-Domain-Controller
w
Gateway* v ©
Metric: 1
Tunneled: (] (Used only for default Route)
Route Tracking: v ©
| oK | | Cancel
6. The New Network Object popup window appears. Fill out the following information:
a. Name: HDO-Upstream-Gateway
b. Network (Host): 192.168.4.1
7. Click Save.
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New Network Object ? X
Name | HDO-Upstream-Gateway
Description
Network (@ Host () Range () Network () FQDN
192.168.4.1 |
Allow Overrides |
Save ] [ Cancel
8. Click OK.
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9.

Add Static Route Configuration

Type: ® 1Pvda O 1PV

Interface* WAN

Available Network ¢ O

| , Search |

== any-ipv4

=2 Cisco-FMC

= Cisco-5FC

= Cisco-SMC

I=2 Clinical-Workstations
&= Databases

== Enterprise-Services

&2 HDO-Domain-Controller
= HDO-Upstream-Gateway

w

Route Tracking:

Gateway* HDO-Upstream-Gateway
Metric: 1
Tunneled: U (Used only for default Route)

Selected Network

== any-ipv4

OK

| | Cancel

Click Save.

10. Click Deploy. Verify that the static route has been set correctly. From Devices, selecting the
Routing tab, the Static Route will indicate the network routing settings. The screen displays the
static route settings in a table format that includes values for Network, Interface, Gateway,
Tunneled and Metric. The static route applies to the IP addressing that has been specified,
where network traffic traverses the interface. Note the Gateway value. The Tunneled and

Metric values display the default value.
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Overview Analysis Policies rEUIE8 Objects AMP Intelligence oy , System Helpv admin v

Device Management NAT VPN ¥ Qos Platform Settings FlexConfig Certificates

FTD-TRPM O Concel |

Clsco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP

OSPF & Add Route
OSPFv3 N
Network Interface Galeway Tunneled Metric Tra...
RIP =
1 v
(] BGP IPv4 Routes
* Static Route any-ipv4 WanN HDO-Upstream-Gateway false 1 @

(! Multicast Routing =
IPvG Routcs

728 Configure Cisco FTD Network Address Translation (NAT)

729 1. Click Devices > NAT.

730 2. Click New Policy > Threat Defense NAT.

Overview Analysis Policies g0 Objects | AMP Intellige

Device Management NAT VPN v QoS Platform Settings Flex

[ =2 New Policy ]

Firepower NAT

‘ NAT Policy ‘ Device Type ‘ Status
, Threat Defense NAT
TOnRA RAT Tlwmnt Cof Targeting
731 3. The New Policy popup window appears. Fill out the following information:
732 a. Name: TRPM NAT
733 b. Selected Devices: FTD-TRPM
734 4. Click Save.
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New Policy ? X

Name: | TRPM NAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
2, Search by name or value b—;dFI’D—TRPM [_:j

== FTD-TRPM

Add to Policy

Save ] [ Cancel ]

735 5. Click the edit symbol for TRPM NAT.

Overview Analysis Policies JeENIL-ER Objects | AMP Intelligence Deploy , System Help v admin ¥

Device Management NAT VPN v QoS Platform Settings FlexCaonfig Certificates

Targeting 1 devices E|_] l
Up-to-date on all targeted devices

TRPM NAT Threat Defense

736 6. Click Add Rule.
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Overview Analysis Policies eE\YI<-C0 Objects | AMP Intelligence System Help ¥ admin v
Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates Q
TRPM NA
Enter Description

|_—‘ Policy Assignments (1)

E8 Filter by Device | O Add Rule
737 7. The Edit NAT Rule popup window appears. Under Interface Objects, fill out the following
738 information:
739 a. NAT Rule: Auto NAT Rule
740 b. Type: Dynamic
741 c. Source Interface Objects: Enterprise-Services
742 d. Destination Interface Objects: WAN
743 8. Click Translation.
Edit NAT Rule ? X
NAT Rule: Auto NAT Rule M
Type: Dynamic v ‘
Translation ~ PAT Pool  Advanced
Available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)
§, Search by name | +aw Enterprise-Services B saw WAN @

saw Clinical-workstations
.o Databases

<o Enterprise-Services
saw HIS-Services

aw Remote-Services

iow Security-Services

san WAN
| 0K || Cancel
744 9. Under Translation, fill out the following information:
745 a. Original Source: Enterprise-Services
746 b. Translated Source: Destination Interface IP
747 10. Click OK.

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 67



748
749

750

751

752

753

754

755

756

757

758

759

760

761

762

763

DRAFT

Edit NAT Rule ? X
NAT Rule: Auto NAT Rule N
Type: Dynamic hd |
Interface Objects 'ﬂam PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* Enterprise-Services v @ Translated Source: Destination Interface IP v
) The values selected for Destination Interface
Objects in 'Interface Objects' tab will be used
Original Port: TCP v
oK Cancel

11. Create addition rules following the same pattern described above, populating the respective
information for each rule. Values for each rule are described below:

a. HIS-Services

i. NAT Rule: Auto NAT Rule

i. Type: Dynamic

iii. Source Interface Objects: HIS-Services

iv. Destination Interface Objects: WAN

v. Original Source: HIS-Services

vi. Translated Source: Destination Interface IP
b. Remote-Services

i. NAT Rule: Auto NAT Rule

i. Type: Dynamic

iii. Source Interface Objects: Remote-Services
iv. Destination Interface Objects: WAN

v. Original Source: Remote-Services

vi. Translated Source: Destination Interface IP

NIST SP 1800-30C: Securing Telehealth Remote Patient Monitoring Ecosystem 68



764

765

766

767

768

769

770

771

772

773

774

775

776

777

778

779

780

781

782

783

784

785

786
787
788
789
790

DRAFT

c. Databases

iv.

V.

vi.

NAT Rule: Auto NAT Rule

Type: Dynamic

Source Interface Objects: Databases
Destination Interface Objects: WAN
Original Source: Databases

Translated Source: Destination Interface IP

d. Clinical-Workstations

iv.

V.

vi.

NAT Rule: Auto NAT Rule

Type: Dynamic

Source Interface Objects: Clinical-Workstations
Destination Interface Objects: WAN

Original Source: Clinical-Workstations

Translated Source: Destination Interface IP

e. Security-Services

iv.

V.

vi.

12. Click Save.

NAT Rule: Auto NAT Rule

Type: Dynamic

Source Interface Objects: Security-Services
Destination Interface Objects: WAN
Original Source: Security-Services

Translated Source: Destination Interface IP

13. Click Deploy. Verify the NAT settings through the Devices screen. The NAT rules are displayed in
a table format. The table includes values for Direction of the NAT displayed as a directional
arrow, the NAT Type, the Source Interface Objects (i.e. the security zone IP networks), the
Destination Interface Objects, the Original Sources (i.e. these addresses correspond to the IP
network from where the network traffic originates), the Translated Sources, and Options. The
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settings indicate that IP addresses from the configured security zones are translated behind the

Interface IP address.

Policies QeEUISER Objects | AMP  Intelligence l, System Help v

admin

Device Management NAT VPN Y Qos Platform Settings FlexConfig Certificates
TRPM NAT | ESAUE !i 0 Cancel |
|¥l Policy Assignments (1}
88 Fiter by Device o Akl Rude
(_Driuilml Packet r— Translated Packet e
#  Direction Type Source Original 0.. 0. Translated  T.. T.. Options
Interface Objects Sources D.. 5. Sources D.. 5.
¥ NAT Rules Before
¥ Auto NAT Rules
# - Dynamic a3 Enterprise-Services o WAN &g Enterprise-Services ) Interface &} Ons:false 7§
s - Dynamic iva HiS-Services o WAN g HiS-Services & Interface @ Onsifalse 7
s » Dynamic aen REMOtE-Services sun AN & Remote-Services o} Interface &} Ons:false 7
= » Dynamic oxy Databases ion WAN 2 Databases o Interface ) Ons:false 7
# » Dynamic +oa Clinical-Workstations = WanN & Clinical-Workstations o Interface &} Ons:false a8
s - Dynamic o WAN & Security-Services ) Interface o Dns:false 7
¥ NAT Rules After

Configure Cisco FTD Access Control Policy

1. Click Polices > Access Control > Access Control.

2. Click the edit symbol for Default-TRPM.

Overview Analysis QECISEER Devices Objects | AMP Intelligence Deploy , System Help ¥

admin v

Access Control » Access Control Metwork Discovery Application Detectors Correlation Actions v

Object Management Intrusion Network Analysis Pollcy DNS Import/Export

[ © Newpolicy |

 Last Modified i |
i Targeting 1 devices 2020-08-19 10:50:23 G I= -
Default-TREM Up-to-date on all targeted devices Maodified by "admin” - ] « O

3. Click Add Category.

Overview Analysis JEGUISEEE Devices Objects | AMP  Intelligence , System Help v admin v
Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Default-TRPM You have unsaved changes | Analyze Hit Counts | [=] save ]| 3 cancel J
Prefilter Policy: Default Prefilter Pallcy, SSL Policy: None :;{’;;é::

Security Intelligence  HTTP Responses  Logging  Advanced

-E Inheritance Settings | [¥] Policy Assignments (1)

#8 Filter by Device |_I'Show Rule Conflicts & & Add Catagory | ) Add Rule | Search Rules
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797 4. Fill out the following information:
798 a. Name: Security Services
799 b. Insert: into Mandatory
800 5. Click OK.
Add Category X
Name: Security-Serviced
Insert: into Mandatory V |
OK I | Cancel
801 6. Repeat the previous steps of Add Category section for each network segment in the
802 architecture.
803 7. Click Add Rule.
Overview Analysis JEGUISEEE Devices Objects | AMP  Intelligence ,, System Helpv adminv
Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Default-TRPM You have unsaved changes | Analyze Hit Counts | | [=] save || €3 cancel :J
Prefilter Policy: Default Prefilter Pollcy SSL Policy: None ::‘::T:é:
'g Inheritance Settings | [¥] Policy Assignments (1)
Security Intelligence  HTTP Responses  Logging  Advanced
@ Filter by Device _| Show Rule Conflicts & &) Add Category | ) Add Rule
804 8. The Add Rule screen appears, fill out the following information:
805 a. Name: Nessus-Tenable
806 b. Action: Allow
807 c. Insert: into Category, Security Services
808 d. Under Networks, click the plus symbol next to Available Networks, and select Add
809 Object.
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Name |Messus-Tenable 3 Enabled Insert |into Category ¥ | |Security-Services

Action | & Allow ¥ I

VLAN Tags .. Users Applications Ports URLs SGT/ISE Attributes

Inspection  Logging

Comments

Available Networks & Q

Source Networks (0) Destination Networks (0)
| 4 Search by name or value & Add Object m Original Client
e TR LT

B any -

=8 any-ipva

2 any-ipvi

& Clsco-FMC

2 Clsco-SFC

& Cisco-5MC

2 Clinical-Workstations

&8 Databases

&8 Enterprise-Services v Eniter an 1P address | l add_| |Lntf.-r an 1P address

[ A |

9. The New Network Object pop-up window appears, fill out the following information:

a. Name: Tenable.sc

b. Network (Host): 192.168.45.101

10. Click Save.

New Network Object

Name Tenable.sc
Description |
Network ® Host (0 Range (O Network ) FQDN

1192.168.45.101

Allow Overrides [ ]

[ Save ] l Cancel ]

11. In the Add Rule screen, under the Networks tab, set Destination Networks to Tenable.sc.

12. Click Ports.
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Add Rule

Name | Nessus-Tenable Enabled

Action |« Allow b A

Insert |into Category ¥ | |Security-Services b

m VLAN Tags .. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Networks & @ Source Networks (0) Destination Networks (1)

| 4 Search by name or value | m Original Client = Tenable.sc

Geolocation
= IPve-Link-Local -

= 1Pvo-Frivate-Unigue-Local-Addresses Add To |
Source
3 1Pvi-to-1Pvd-Relay-Anycast MNetworks

&8 RDP-Jumpbox

3 Remate-Services
2 Security-Services
2 Tenable sc

2l Umbrella-DNS-1

[¥]

&8 Umbrella-DNS-2 - Enter an IP address | | Add | | Enter an 1P address

[ ada

J|_ cancer |

13. In the Add Rule screen, under the Ports tab, set Selected Destination Ports to 8834.
14. Click Add.

Add Rule

Name  MNessus-Tenable & Enabled Insert | inte Category ¥ | | Security-Services

Action |« Allow v o8

Zones  MNetworks VLAN Tags .. Users Applications URLs  SGT/ISE Attributes Inspection Logging Comments

Available Ports & Q Selected Source Ports (0) Selected Destination Ports (1)
| 4, Search by name or value |

o All:Ba3d

#° noL =
);‘ Bittorrent

#” DNS_over_TCP

#° DNS_over_UDP

Pl

Fa

#° HTTPS

&° map

& Loap

& NFSD-TCP - Protacol v | Port

| Add

| | Cancel ]

15. Repeat the previous steps for any network requirement rules if necessary.

16. Click Save.

17. Click Deploy.

2.2.3 Security Continuous Monitoring

This practice guide implemented a set of tools that include Cisco Stealthwatch, Cisco Umbrella, and
LogRhythm to address security continuous monitoring. This practice guide uses Cisco Stealthwatch for
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NetFlow analysis. Cisco Umbrella is a service used for DNS-layer monitoring. The LogRhythm tools
aggregate log file information from across the HDO infrastructure and allow behavioral analytics.

2.2.3.1 Cisco Stealthwatch

Cisco Stealthwatch provides network visibility and analysis through network telemetry. This project
integrates Cisco Stealthwatch with Cisco Firepower, sending NetFlow directly from the Cisco FTD
appliance to a Stealthwatch Flow Collector (SFC) for analysis.

Cisco Stealthwatch Management Center (SMC) Appliance Information

CPU: 4

RAM: 16 GB

Storage: 200 GB (Thick Provision)
Network Adapter 1: VLAN 1348
Operating System: Linux

Cisco SMC Appliance Installation Guide

Install the appliance according to the instructions detailed in the Cisco Stealthwatch Installation and
Configuration Guide 7.1 [8].

Cisco SFC Appliance Information

CPU: 4

RAM: 16 GB

Storage: 300 GB (Thick Provision)
Network Adapter 1: VLAN 1348
Operating System: Linux

Cisco SFC Appliance Installation Guide

Install the appliance according to the instructions detailed in the Cisco Stealthwatch Installation and
Configuration Guide 7.1 [8].

Accept the default port value 2055 for NetFlow.

Configure Cisco FTD NetFlow for Cisco SFC

1. Click Objects > Object Management > FlexConfig > Text Object.
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2. Inthe search box, type netflow.

3. Click the edit symbol for netflow_Destination.

Overview Analysis Policies Devices EsISISEN | AMP Intelligence ,, System Helpv admin v
Object Management Intrusion Rules
£ ) Add Text Object y netflow
Text Object Lo fect | |
Text objects define free-form lext strings that you use as variables in a FlexConfig object. These objects can have single values or be a list of multiple values,
& SUnanIy L L B T I 7 — = ;
4 £] istinguished Name ~ Name ~ Value Type - Override il

[T1 Individual Dbjects

k Gbjack Graups netflow_Destination System Defined (] &
.ml)ﬁs Server Group
T netflow_Event_Types all System Defined [~] &
4 % FlexConfig . 1 ] ) 2
S FlaxConflg Object netfllow_Paramelers go System Defined [~] o

- Text Object

El Geolocatlon

4. The Edit Text Object popup window appears, fill out the following information:
a. Count:3
b. 1:Security Services
c. 2:192.168.45.31
d. 3:2055
e. Allow Overrides: Checked

5. Click Save.
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Edit Text Object

-
X

2. destination
3. port <1-65535> UDP port number

Variable Type | Multiple w Count %

Name: netflow_Destination
Description: [This variable defines a single NetFlow export destination.
1. interface

1 Security-Services
2 192.168.45.31
3 2055

Allow Overrides

860 6. Click the edit symbol for netflow_Event_Types.
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Overview Analysis Policies Devices EsISISEN | AMP Intelligence [ L, System Help v admin v

Object Management Intrusion Rules

[ (o Add Text Object ] | 4 netflow

Text Object

Text objects define free-form lext strings that you use as variables in a FlexConfig object. These objects can have single values or be a list of multiple values,

Sl UL s

(A Text Object
@ Geolocatlon

-
4 «f:i Distinquished Name
[T1 Individual Dbjects Securlty-Services
" tflow_Destinati 192.168.45.31 System Defined - e
:‘I:.: nhTPFf Gfﬂl]nﬁ netiiow_Uestination S5 3. Y m Defines @ o
-@I)NH Server Group ~
Flle List netflow_Event_Types all System Defined [-] &
- '_yl lexConfig b § @
netflow_Parameters 4] System Defined i &
s FlexConflg Object 10

7. The Edit Text Object popup window appears, fill out the following information:
a. Count:1
b. 1:All
c. Allow Overrides: Checked

8. Click Save.
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Edit Text Object

Name:

Description:

Count 1

<>

Variable Type Multiple v

1 all

Allow Overrides

Override (0)

Save

| I Cancel

9. Click Devices > FlexConfig.

10. Click New Policy.

Policies JIEYI[=-l Objects | AMP Intelligence

Overview Analysis

System Help v

Device Management NAT VPN v QoS Platform Settings FlexConfig

Certificates

[

&) New Policy ]

11. The New Policy screen appears, fill out the following information:
a. Name: FTD-FlexConfig
b. Selected Devices: FTD-TRPM

12. Click Save.
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New Policy ? X

Name: FTD-FlexConfig
Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

4, Search by name or value EFTDfTRPM |

Add to Policy

Save | | Cancel

872 13. Click the edit symbol for FTD-FlexConfig.

Overview Analysis Policies SIS Objects | AMP Intelligence System Help v admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates Q
— 2

[ \J) New Policy ]

' _

- T ti 1 devi 2020-06-09 09:54:04 . =

FTD-FlexConfig Ua[:ﬂifggte or?\;lﬁingeted devices Modified by "admin” E—J ¢ 4
873 14. Under the Devices tab, select Netflow_Add_Destination and Netflow_Set_Parameters.
874 15. Click the right-arrow symbol to move the selections to the Selected Append FlexConfigs

875 section.
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Overview Analysis Policies JsEUICN Objects = AMP Intelligence Deploy ,, System Help ¥ admin ¥

Device Management MNAT VPN ¥ Qos Platform Settings FlexConfig Certificates

FTD-FlexConfig vou nave nsaved changes. (_preview Confi ) (B save ] (@ cancel

®| Policy Assignments (1)

Available FlexConfig ¢ | ) FlexConfig Object _: ™ sSelected Prepend FlexConfigs
x . Name Description

T Inspect_IPv6_UnContigure -
[71 1515_Configure

[71 1515_Interface_Configuration

™ 1515_Unconfigure

= ISIS_Unconfigure_All

[.] Netflow_Add_Destination

-t' netflow_Clear_Parameters

-‘ Metflow_Delete_Destination

[.] Netflow_Set_Parameters
- 5

o
] N PN LT | | Selected Append FlexConfigs
[21 Policy_Based_Routing

-~ #. Name Description
| Policy_Based_Routing_Clear

[2] Sysopt_AAA_radius

™ Sysopt_AAA_radius_negate
876 16. Click Save.
877 17. Click Deploy. From the Devices screen, verify the FlexConfig settings. Select the FlexConfig tab.
878 The NetFlow configurations appear in the lower right of the screen as a table. Under Selected
879 Append FlexConfigs, the table includes columns labelled # which corresponds to the number of
880 configurations that have been made, Name and Description.
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Overview Analysis Policies Objects = AMP Intelligence ¢ , System Help v admin v

Device Management NAT VFN ¥ Qos Platform Settings FlexConfig Certificates

FTD-FlexConfig preview Config_| [ [ save |[ @ cancel |

Enter Description

If] Policy Assignments (1)

Available FlexcConfig € ™| Selected Prepend FlexConfigs

x

T| Inspect_IPve_UnContigure al
[ 1515_Configure
[l 1515_Interface_Configuration
n ISIS_Unconfigure
) 1515_Unconfigure_All
L_—]_. Netflow_Add_Destination
U Metflow_Clear_Parameters
) Nettiow_Delete_Destination
ietflow_Set Parameters
[ Policy_Based_Routing
™| policy_Based_Routing_Clear
L_| Sysopt_AAA_radius

[ Selected Append FlexConfigs

1. Netflow_Set_Parameters Set global parameters for .. 408

ﬂ Sysopt_AAA_radius_negate 2 Netflow_Add_Destination Create and configure a Net... 4 [j
[L] Sysopt_basic 3

881 Creating a Custom Policy Management Rule

882 1. Click Configure > Policy Management.

N
il steatwatr 000

Dashboards Monitor Analyze Jobs Configure Deploy

Metwork Classification

Security Insight Dashboard | Ins
Host Group Management

Alarming Hosts @ Applications -
Policy Management
Concern Index Target Index Recon C&C Exploitation DDOS SOUMA ey Exfillration Policy Violati.. Anomaly
883 2. Click Create New Policy > Role Policy.
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]
cisco Stealthwatch

Dashboards Monitor Analyze

Policy Management

Search for a host or s...

Search

Custom Events (5) Relationship Events (352)

Core Events (437) ©®

e @ e Desktop Client

Configure Deploy

Create New Policy

Custom Security Event

Relationship Policy

EVENT EVENTTY... POLICYNAME POLICYTYPE@  HOSTS WHEN HC _
Role Policy
Ex. Anom... ~» Ex. C... ~ Ex. Outsi... Ex. On +,
Single Host Policy
addr Scanften Seruritv Firewyallg MAT Gat
3. Give the policy a name and description.
4. Under Host Groups, click the plus symbol.
Policy Management m
Actions
NAME # DESCRIPTION
Qutside Recon Raise alarm if selected hosts perform recon-like behavior
HOST GROUPS IP ADDRESS OR RANGE
+
5. Under Outside Hosts, select Eastern Asia and Eastern Europe.
6. Click Apply.
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v Outside Hosts
[ 3 Authorized External DNS Servers
Content Networks

v Countries
Africa
Americas
v Asia
[ 3 Central Asia
» @ Eastern Asia
[ 3 South-Eastern Asia
| 2 Southern Asia
[ 3 Western Asia

v Europe
@ Eastern Europe

v

Europe Proxy
Northern Europe
Southern Europe
Western Europe
Oceania
Other

Custom Reputation List

) Trusted Internet Hosts
o
888 7. Under Core Events, click Select Events.
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Policy Management | Role Policy

NAME *

Qutside Recon

HOST GROUPS

¥ —

Core Events (0)

DESCRIPTION

Raise alarm if selected hosts perform recon-like behavior

IP ADDRESS OR RANGE

Select Events

You must select at least one event before saving this policy. Click here to select events.

8. Select Recon.
9. Click Apply.
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[] Anomaly

[[] Command & Control

[[] Data Exfiltration

[[] Data Hoarding

[] Exploitation

[[] High Concern Index

[[] High DDoS Source Index
[[] High DDoS Target Index
[[] High Target Index

[[] Policy Violation

Recon
poy
891 10. Under Core Events > Recon > When Host is Source, select On + Alarm.
892 11. Click the expand arrow next to Recon.

EVENT EVENT TYPE WHEN HOST IS SOURCE WHEN HOST IS TARGET ACTIONS

Ex. Anomaly e Ex. Category  ~~ Ex. On + Alarm v Ex. On + Alarm

Recon Category of o NA ( Delete 1
off
On

893 12. Select Behavioral and Threshold.
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Core Events (1)

(+) Behavioral and Threshold

EVENT EVENT TYPE
Ex. Anomaly o Ex. Category o
Recon Category

Select Events

WHEN HOST IS SOURCE WHEN HOST IS TARGET ACTIONS
Ex. On + Alarm AV Ex. On + Alarm R
On + Alarm ~ NA

This is a category event made up of the following security events: @

Addr_Scan/tcp, Addr_Scan/udp, Bad_Flag_ACK, Bad_Flag_All, Bad_Flag_NoFlg, Bad_Flag_RST, Bad_Flag_Rsrvd,
Bad_Flag_SYN_FIN, Bad_Flag_URG, Flow_Denied, High SMB Peers, ICMP_Comm_Admin, ICMP_Dest_Host_Admin,
ICMP_Dest_Host_Unk, ICMP_Dest_Net_Admin, ICMP_Dest_Net_Unk, ICMP_Host_Unreach, ICMP_Net_Unreach,
ICMP_Port_Unreach, ICMP_Src_Host_lIsclated More(12)

() Threshold Only
Tolerance 95 /100
Never trigger alarm when less than: 32K points in 24 hours
Always trigger alarm when greater than: 1 G points in 24 hours
13. Click Save.
Policy Management | Role Policy Save
Actions »
NAME * DESCRIPTION

Qutside Recon

HOST GROUPS

-

Core Events (1)

EVENT EVENT TYPE
Ex. Anomaly eve Ex. Category
Recon Category

Raise alarm if selected hosts perform recon-like behavior

IP ADDRESS OR RANGE

Select Events

WHEN HOST IS SOURCE WHEN HOST IS TARGET ACTIONS
Ex. On + Alarm W Ex. On + Alarm ~
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2.2.3.2 Cisco Umbrella

Cisco Umbrella is a cloud service that provides protection through DNS-layer security. Engineers
deployed two Umbrella virtual appliances in the HDO to provide DNS routing and protection from

malicious web services.

Cisco Umbrella Forwarder Appliance Information

CPU: 1

RAM: 0.5 GB

Storage: 6.5 GB (Thick Provision)
Network Adapter 1: VLAN 1327
Operating System: Linux

Cisco Umbrella Forwarder Appliance Installation Guide

Install the appliance according to the instructions detailed in Cisco’s Deploy VAs in VMware guidance [9].

Create an Umbrella Site

1. Click Deployments > Configuration > Sites and Active Directory.

2. Click Settings.

"l"frf- :_.\'.I oyments [ Configu I
© ‘tics’ Sites and Active Directory e

4

< —~
(\ (@)

= FILTERS Q

e w mal |
forwarder-1 192.168.40.30 Default Site Virtual Appliance
forwarder-2 192.168.40.31 Default Site Virtual Appliance

Page:: 1 ~w

Search Sites and Active Directory

Status

@ Imported: 5 months ago

@ Imported: 5 months ago

1
Resuits Per Page: 10 ~~

Want to set up Active Directory integration or deploy Virtual Appliances? Click Download above to get started.

283

283

1-20f 2

3. Click Add New Site.
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© ‘die’ Sites and Active Directory @

® ©

®

Settings Add DC Downiload
Want to set up Active Directory integration or deploy Virtual Appliances? Click Download above to get started.
< BACK TO SITES AND ACTIVE DIRECTORY
Sites Auto-Updates © Add New Site
Name
Defauit Site
4. Inthe Add New Site popup window, set Name to HDO.
5. Click Save.
Add New Site
Site Name
HDO |
6. Click Deployments > Configuration > Sites and Active Directory.
7. Click the edit symbol for the Site of forwarder-1.
8. Under Site, select HDO.
9. Click Save.
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Name w Internal IP Version

Site

forwarder-1 192.168.40.3C HDO v I : 5 months ago 2.8.3

Need to add a site? View Settings

forwarder-2 192.168.40.31 : 5 months ago 283

age: 1-20of 2 < >

10. Repeat the previous steps for forwarder-2.

Name w Internal IP Site Type Status Version
forwarder-1 192.168.40.30 HDO Virtual Appliance ° Imported: 5 months ago 2.8.3
forwarder-2 192.168.40.31 HDO Virtual Appliance ° Imported: 5 months ago 2.8.3

Page: Results Per Page: 10 ~~/ 1-2 of 2 4

Configure an Umbrella Policy

1. Click Policies > Management > All Policies.

2. Click Add.

e

e

e ®

e A” PO“Cl("}S o Add Palicy Tester

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of
your identities. Policies also control log levels and how block pages are displayed. Policies are enforced in a descending
order, so your top policy will be applied before the second if they share the same identity. To change the priority of your
policies, simply drag and drop the policy in the order you'd like, More policy info can be found in this article,

3. Expand the Sites identity.
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What would you like to protect?

Select Identities
Search |dentities

All Identities

[] u AD Groups

[] L AD Users

[] @ AD Computers

) & Networks

) = Roaming Computers

[ @ Sites 2
[] & Network Devices

(] O Mobile Devices

M &= Chramahanlbe L e e e e e e e mmmmmmmmmmmmmm————m— e —————————

CANCEL NEXT

922 4. Select HDO.

923 5. Click Next.
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6.

What would you like to protect?

Select Identities

| Search ldentities ' 1 Selected REMOVE ALL ‘
All Identities [ Sites | 9 HDO
9 HDO

[ 9 Default Site 5

CANCEL NEXT

Click Next.

What should this policy do”

Choaose the policy components that you'd like to enable.

Enforce Security at the DNS Layer
Ensure domains are blocked when they host malware, command and control, phishing, and more.

Inspect Files
Selectively inspect files for malicious content using antivirus signatures and Cisco Advanced
Malware Protection.

Limit Content Access
Block or allow sites based on their content, such as file sharing, gambling, or blogging.

Control Applications
Block or allow applications and application groups for identities using this policy.

Apply Destination Lists
Lists of destinations that can be explicitly blocked or allowed for any identities using this policy.

» Advanced Settings

CANCEL PREVIOUS NEXT
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7. Click Next.

U

Categories To Block EDIT

Security Settings

Ensure identities using this policy are protected by selecting or creating a security setting. Click Edit Setting to make
changes to any existing settings, or select Add New Setting from the dropdown menu.

Select Setting

Default Settings M

Malware

Websites and other servers that host malicious software, drive-by downloads/exploits, mobile threats and more.

Newly Seen Domains
Domains that have become active very recently. These are often used in new attacks.

Command and Control Callbacks
Prevent compromised devices from communicating with attackers' infrastructure.

Phishing Attacks
Fraudulent websites that aim to trick users into handing over personal or financial information.

Dynamic DNS
Block sites that are hosting dynamic DNS content.

Potentially Harmful Domains
Domains that exhibit suspicious behavior and may be part of an attack.

DNS Tunneling VPN

VPN services that allow users to disguise their traffic by tunneling it through the DNS protocol. These can be used to

bypass corporate policies regarding access and data transfer.

Cryptomining
Cryptomining allows organizations to control cryptominer access to mining pools and web miners.

CANCEL PREVIOUS NEXT

8. Select Moderate.

9. Click Next.
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Limit Content Access
Access to these sites will be restricted based on the type of content served by the pages of the site. For more
information about categories, click here
O Categories To Block -Moderate
Adware Alcohol
Dating Drugs
@ Gambling German Youth Protection
Hate / Discrimination Internet Watch Foundation
Lingerie / Bikini Nudity
Pornography Proxy / Anonymizer
Sexuality Tasteless
Terrorism Weapons
O Low ?
ocks pornography
O Custom
Create a custom grouping a Des
928 10. Under Application Settings, use the drop-down menu to select Create New Setting.

Control Applications

Application Settings

Default Settings v

Default Settings

CREATE NEW SETTING

— n

Select applications or application categories you'd like to block or allow for the users in your organization

929 11. Under the Control Applications screen, fill out the following information:
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a. Name: HDO Application Control

b. Applications to Control: Cloud Storage

12. Click Save.

Control Applications

Give Your Setting a Name

‘ HDO Application Control

Applications To Control

‘ Search for an application

(> Ad Publishing
D > Anonymizer

D > Application Development and
Testing

C] » Backup & Recovery
D > Business Intelligence

> Cloud Storage

Select applications or application categories you'd like to block or allow for the users in your organization

13. Click Next.
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Control Applications

Select applications or application categories you'd like to block or allow for the users in your organization

Application Settings

‘ HDO Application Control v

Applications To Control

‘ Search for an application ’

(> Ad Publishing
D > Anonymizer

D > Application Development and
Testing

D > Backup & Recovery
D » Business Intelligence

» Cloud Storage

CANCEL PREVIOUS NEXT

14. Click Next.
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Apply Destination Lists

Search for and apply the appropriate block or allow Destination Lists for this policy. Click Add New List to create a
Destination List.

Q Search . ’ 1 Allow Lists Applied

Select All Showing: All Lists ¥ 2 Total @ Global Allow List 0

All Destination Lists 1 Block Lists Applied
© Global Allow List 0> © Global Block List 0

@ Global Block List 0>

CANCEL PREVIOUS NEXT

15. Click Next.

File Analysis

Inspect files for malicious behaviors using a combination of static and dynamic analysis methods, in addition to file
reputation and advanced heuristics.

.@ File Inspection
Inspect files for malware using signatures, heuristics and file reputation (powered by Cisco Advanced Malware
Protection).

CANCEL PREVIOUS NEXT

16. Click Next.
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Set Block Page Settings

Define the appearance and bypass options for your block pages.

@ Use Umbrella’s Default Appearance

Preview Block Page »

O Use a Custom Appearance

Choose an existing appearance M

BYPASS USERS

BYPASS CODES
CANCEL NEXT
937 17. In the Policy Summary screen, set the Name to HDO Site Policy.
938 18. Click Save.
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Policy Summary

Policy Name

HDO Site Policy

U 1Identity Affected U
Edit

U Security Setting Applied: Default Settings
Edit Disable

U Content Setting Applied: Moderate

Edit Disable

U Application Setting Applied: HDO Application
Control

Edit Disable

» Advanced Settings

2 Destination Lists Enforced
Edit

File Analysis Enabled

Edit

Umbrella Default Block Page Applied
Edit Preview Block Page

CANCEL PREVIOUS m

Configure Windows Domain Controller as the Local DNS Provider

1. Click Deployments > Configuration > Domain Management.

2. Click Add.
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©

Deployments [ Configuration

asco Domain Management e

°

#
8

Want to route certain domains to your local resolver? You've come to the right place. Click " Add" above to get started.

Domain Name 4 Description Applies To

Page:i 1 s | Results Per Page.| 10 ~~ ‘ 1-20f2

Add New Bypass Domain or Server popup window appears, fill out the following information:

a. Domain: hdo.trpm

b. Applies To: All Sites, All Devices

Click Save. Verify the rule for the hdo.trpm has been added.
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Add New Bypass Domain or Server

will also be treated as an internal domain.

Domaln Type

@® Internal Domains

Domain

When you add a domain, all of its subdomains will inherit the setting.
If ‘example.com’ is on the internal domains list, "www_example.com’

hdo_trpm

Descriptlon

All HDO domains|

Applles To
All Sites X || All Devices % v |
Domain Name 4 Description Applies To
= ed or

REC-1018 All Sites, All Devices
| 1 Al C 15 All Sites, All Devices

All Sites, All
hdo_trpm All HDO domains %

Devices

Page:‘ 1 ~ ‘ Results Per Page‘.‘ 10 ~~ ‘ 1-30f3 4 >

2.2.3.3 LogRhythm XDR (Extended Detection and Response)

LogRhythm XDR is a SIEM system that receives log and machine data from multiple end points and
evaluates the data to determine when cybersecurity events occur. The project utilizes LogRhythm XDR in
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the HDO environment to enable a continuous view of business operations and detect cyber threats on
assets.

System Requirements

CPU: 20 virtual central processing unit (vCPU)
Memory: 96 GB RAM

Storage:

= hard drive C: 220 GB
= hard drive D: 1 terabyte (TB)
= hard drive L: 150 GB

Operating System: Microsoft Windows Server 2016 X64 Standard Edition
Network Adapter: VLAN 1348

LogRhythm XDR Installation

This section describes LogRhythm installation processes.

Download Installation Packages

1. Acquire the installation packages from LogRhythm, Inc.

2. Prepare avirtual Windows Server per the system requirements.

3. Create three new drives.

4. Create a new folder from C:\ on the Platform Manager server and name the folder LogRhythm.

5. Extract the provided Database Installer tool and LogRhythm XDR Wizard from the installation
package in C:\LogRhythm.

Install Database

1. Open LogRhythmDatabaselnstallTool folder.

2. Double-click LogRhythmDatabaselnstallTool application file.

3. Click Run.

4. A LogRhythm Database Setup window will appear. Provide the following information:
a. Which setup is this for?: PM

b. Disk Usage:
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5.

6.

Data: E:\
Logs: L:\
Temp: T:\

s3% LogRhythm Database Setup x

:*LogRhythm

The Security Intelligence Company

Select and Configure the LogRhythm Database

Which setup is this for? Disk Usage
Drive Usage: Drve Letter:  Drive Size: Free Space: Wil Use:
O ¥M
Data EM 95 GB 95 GB 76 |5 GB
® PM Logs Ly 43 GB 43 GB 10 |5 GB
Temp TN v 43 GB 48 GB 4 | GB
Systemn Memory: 64 GB Reserve for SGL: 15 |5 GB

Flease zee LogRhythm
documentation on the Support Portal
or call LogRhythm Support if you
have any questions

Change Default SQL Password

View Logs

The remaining fields will automatically populate with the appropriate values. Click Install.

Click Done to close the LogRhythm Database Setup window.

Install LogRhythm XDR

1.

2.

Navigate to C:\ and open LogRhythm XDR Wizard folder.
Double-click the LogRhythminstallerWizard application file.
The LogRhythm Install Wizard 7.4.8 window will appear.

Click Next.

A LogRhythm Install Wizard Confirmation window will appear.
Click Yes to continue.

Check the box beside I accept the terms in the license agreement to accept the License
Agreement.

Click Next.
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9. Inthe Selected Applications window, select the following attributes:
a. Configuration: Select the XM radio button.
b. Optional Applications: Check both Al Engine and Web Console boxes.

10. Click Install.

:*LogRhythmr

Configuration Selected Applications
OB
O PM
) DPX {upgrade only)
O op
) Client Conscle
) Web Consale
O AIE
O D

Optional Applications
Al Engine
Web Consale

22* LogRhythm Install Wizard 7.4.8 X

11. A LogRhythm Deployment Tool window displays.

12. Click Configure New Deployment.
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:* LogRhythm Deployment Tool - O :

:#*LogRhythm™ LogRhythm Deployment Tool

Welcome to the 7.4.8 LogRhythm Deployment Tool

Configure New Deployment Configure a new 7.4.8 LogRhythm Deploym
Upgrade an existing LogRhythm deploymei
Add or remove hosts from your current Log

Check the status of hosts in your deployme
configuration.
Installation Instructions

997 13. In the Deployment Properties window, keep the default configurations and click Ok.
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+:% LogRhythm Deployment Toal B O X

Deployment Properties

Does your deployment include a Web Console?

@ Yes
® No

Cancel

998 14. Click +Add Host IP in the bottom right corner of the screen, and provide the following
999 information:

1000 a. IP Address: 192.168.45.20

1001 b. Nickname: XM

1002 15. Click Save.
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Add Host

Enter the host's IP address and optional nickname:

IP Address
192.168.45.20

(Optional) Nickname
XM|

Cancel

1003 16. Click Create Deployment Package in the bottom right corner of the screen.
1004 17. A Create Deployment Package window displays.
1005 18. Click Create Deployment Package.

3% LogRhythm Deployment Tool

Create Deployment Package
You are about to create a Deployment Package for the Following hosts.

Ensure that the list below contains all the hosts of your LogRhythm Deployment.

IP Addres: Nickname

192.168.45.103 XM

Cancel %X Create Deployment Package

1006 19. A Select Folder window appears.
1007 20. Navigate to C:\LogRhythm.
1008 21. Click Select Folder.
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v & » ThisPC > Local Disk (C) v & | Searchlocsl Disk (C
Organize « Mew folder
~ -
~ [ This PC Name Date modified
[ Desktop inetpub
LogRhythm
Logs
Perflogs

Program Files

File folder
File folder
File folder
File folder
File folder

Program Files (x86) g/ M File folder
B videos ProgramData g 08 PM File folder

| Documents
4 Downloads
J’! Music

| Pictures

) hosts.

i, Local Disk (C:) tmp 9 BELVINTEEEE ) b cployment.
s Data (E) Users 9 1217PM  File folder

DD Drive (F) N Windows g AN File folder

Mew Volume (H:

Log Files (L) =

Folder: | Local Disk (C:)

Select Folder

=, Create Deployment Package

1009 22. Click Next Step.

+%% LogRhythm Deployment Tool - = .

Create Deployment Package

Your Deployment Package was exported to:

C:\LogRhythm

The next step explains how to use the Deployment Package to install certain necessary
components on each host in your LogRhythm Deployment.

Open in Explorer NextStep

1010 23. Click Run Host Installer on this Host.
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23% LogRhythm Deployment Tool _ - ~

ogRhythm™ LogRhythm Deployment Tool

Next Steps

On the PM (the current Host), run the Host Installer.

Note: This step starts the deployment process. After you click this, your LogRhythm Deployment will be down until you successfully
complete the rest of the LogRhythm deployment installation process.

Run Host Installer on This Host

1011 24. After the Host Installer has finished, click Verify Status.

2% LogRhythm Deployment Tool _ o »

LogRhythm" LogRhythm Deployment Tool

successfully complete the rest of the LogRhythm deployment installation process.
Host Install Successful!

- T e ey
2020-09-15T16:21:05.883-04: [INFO] Cleaning up any existing ServiceRegistry data
05.807-04:00 [INFO] Successfully verified no old Serwvice Req y data is left on
907-04:00 [INFO] Installing Common Components
[INFO] Starting service LogRhythm Service Regi
[INFO] Started service LogRhythm Service Reg:
)-09-15T16:21:=09.56 = [INFO] Restoring KV store
09-15T1 -047-04:00 [INFO] Local install completed successfully

Run the tool to confirm that all LogRhythm Host Installers have completed successfully.
Choose to modify your deployment configuration.

Verify Status

Add/Remove Hosts

Show Console Log

1012 25. Click Exit to Install Wizard.
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Deployment Status Verification

Current Status:

IP Address Nickname Status

19216845103 XM Active

D Refresh Status £ Add/Remove Hosts @ Exit to Install Wizard

This table only indicates the health of LogRhythm Common Components across
the deployment, it does not perform version checking. Make sure that the latest

version of the Deployment Package has been run on each host.

Show Console Log

1013 26. A notification window displays stating the installation could take up to 30 minutes. Click OK.
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3* LogRhythm Install Wizard 7.4.8

::*LogRhythmr

[Infrastructure Installer 5
(Al Engine 5
[Alarming Manager 5
Authentig=somm—te—s n
Adminie| LOGRNythm Install Wizard Information

Client Cof

Jab Man complete.

Mediator

@ Installing Client Console prerequisites may take 30 minutes to

Conﬁguldll UTT TWTaTTageErT

27. After the Install Wizard has successfully installed the services, click Exit.

+2+ LogRhythm Install Wizard 7.4.8

:*LogRhythmr

[Infra structure Installer
(AI Engine
[:Alarming Manager

[Authenticaﬁun Services
[:Administratl'cn AP
[:CIient Console

[Data Indexer

[:Job Manager
[Medfator Server Service
(System Manitor Service
[:Web Consale
[Conﬁguraticm Manager

il lvilvlvilv wv
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LogRhythm XDR Configuration

The LogRhythm XDR configuration includes multiple related components:

= System Monitor

= LogRhythm Artificial Intelligence (Al) Engine
= Mediator Server

= Job Manager

=  LogRhythm Console

Configure System Monitor

1. Open File Explorer and navigate to C:\Program Files\LogRhythm.
2. Navigate to LogRhythm System Monitor.

3. Double-click the Irconfig application file.

4. In the LogRhythm System Monitor Local Configuration Manager window, provide the following

information and leave the remaining fields as their default values:
a. Data Processor Address: 192.168.45.20
b. System Monitor IP Address/Index: 192.168.45.20

5. Click Apply, and then click OK.
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:2* LogRhythm System Monitor Local Config... O X

General  Windows Service  Log File

System Monitor Agent

Specify the System Monitor Agent configuration settings.

Data Processor Connection Settings

Data Processor Address Port
[192.168.45.20 | 443 2
System Monitor IP Address / Index Port
|192.168.45.20] | |0 :

Host Entity 1D (Zero for system assigned 1D}
0 =

-

Systemn Monitar High Awailability (HA Only) Folders

For High Availability {HA) deployments, the Configuration and State paths can be
modified from their default locations.

WARMIMNG: Changing these values could impact your deployment. Ensure you
understand the impacts before making changes.

Corfiguration File Parent Directory
C:M\Program Files“LogRhythm“LogRhythm System Monitar', |

QK Cancel Apply

Configure LogRhythm Al Engine

1.

2.

Open File Explorer and navigate to C:\Program Files\LogRhythm.
Navigate to LogRhythm Al Engine.
Double-click the Irconfig application file.

In the LogRhythm Al Engine Local Configuration Manager window, provide the following
information, and leave the remaining fields as their default values:

a. Server: 192.168.45.20
b. Password: *******%xx

Click Test Connection, then follow the instruction of the alert window to complete the test
connection.

Click Apply, and then click OK.
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+** LogRhythm Al Engine Local Configurat.. — O

Al Engine

Specify the Al Engine configuration setktings.

Platform Manager Connection Settings

Server:  [192.168.45.20)

Database: |LogRhythmEMDB

] Login with Windows accourt

UserID:  |LogRhythmAIE

Password: |

Encrypt all communications Test Connection

Al Engine High Availability (HA anby) Folders

For High Awailability (HA) deployments, the Corfiguration and State paths can be
modified from their default locations.

WARNING: Changing these values could impact your deployment. Ensure you
understand the impacts before making changes.

Generzl | Windows Sewioe] Al Engine Log File ] Comm Mar Log File

Cancel

Configure Mediator Server

1.

2.

Open File Explorer and navigate to C:\Program Files\LogRhythm.
Navigate to Mediator Server.

Double-click Irconfig application file.

In the LogRhythm Data Processor Local Configuration Manager window, provide the following

information, and leave the remaining fields as their default values:
a. Server:192.168.45.20

b Password. 3k sk ko k sk sk k ok ok
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1051 5. Click Test Connection, then follow the instruction of the alert window to complete the test
1052 connection.
1053 6. Click Apply, and then click OK.

+2* LogRhythm Data Processor Local Confi.. — O e

Data Processor

Specify the Data Processor configuration settings..

Platform Manager Connection Settings

Server:  |192.168.45.20] |

Database: |LogRhythmEMDE |
[] Login with Windows account

UserID:  |LogRhythmLM |

Password: |

[] Encrypt all communications Test Connection

Data Processaor High Availability (HA onby) Folders

For High Awvailability (HA) deployments, the Configuration and State paths can be
modified from their default locations.

WARMNING: Changing these values could impact your deployment. Ensure you
understand the impacts before making changes.

Corfiguration File Parent Directony

C:"Program Files*LogRhythm*LogRhythm Mediator Servert.
State File Parent Directory

C:\Program Files*LogRhythm*LogRhythm Mediator Servert.

General | Windows Sewioel Log File]

Concat | [ oo

1054  Configure Job Manager
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1. Open File Explorer and navigate to C:\Program Files\LogRhythm.
2. Navigate to Job Manager.
3. Double-click the Irconfig application file.

4. In the LogRhythm Platform Manager Local Configuration Manager window, provide the
following information, and leave the remaining fields as their default values:

a. Server: 192.168.45.20
b. Password: *****kkxkx

5. Click Test Connection, then follow the instruction of the alert window to complete the test
connection.

6. Click Apply, and then click OK.
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+*% LogRhythm Platform Manager Local C.. — O X

Job Manager

Specify the Job Manager configuration settings.

o

Platform Manager Connection Settings

Server.  |192.168.45.20] |

Database: |LogRhythmEMDB |

] Login with Windows accourt

User ID: | LogRhythmJaobMar |

Password: |

[] Encrypt all communications Test Connection

Job Manager High Availability (HA only) Folders

For High Awailability (HA) deployments, the Configuration and State paths can be
madified from their default locations.

WARMNING: Changing these values could impact your deployment. Ensure you
understand the impacts before making changes.

Corfiguration File Parert Directory

C:"Program Files*LogRhythm"LogRhythm Job Managert,
State File Parent Directony

C:Program Files*LogRhythm*LogRhythm Job Manager,

Job Manager | Alarming and Response Manager I Windows Sewicel Job Mz 4

Concat | [ oo

7. Navigate to the Alarming and Response Manager tab in the bottom menu ribbon.

8. Inthe Alarming and Response Manager window, provide the following information, and leave

the remaining fields as their default values:

a. Server:192.168.45.20
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b. Password: ****%*%x*x

9. Click Test Connection, then follow the instruction of the alert window to complete the test
connection.

10. Click Apply, and then click OK.
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+2+ LogRhythm Platform Manager Local C.. — O X

Alarming and Response Manager

Specify the ARM configuration settings.

Platform Manager Connection Settings

Server:  |192.168.45.2( |

Database: |LogRhythmEMDE |

[] Login with Windows account

UseriD:  |LogRhythmARM |

Password: |

[] Encrypt all communications Test Connection

ARM High Availability (HA only) Folders

For High Awailability (HA) deployments, the Corfiguration and State paths can be
modified from their default locations.

WARMNING: Changing these values could impact your deployment . Ensure you
understand the impacts before making changes.

Configuration File Parent Directory

C:M\Program Files“LogRhythm"LogRhythm Alarming and Fesponse Manag
State File Parent Directony

C:%Program Files*LogRhythm*LogRhythm Alaming and Response Manag

Job Manager Alarming and Response Manager Windows Service I Job Mz 4 P

Cancel Aoply

Configure LogRhythm Console

1. Open File Explorer and navigate to C:\Program Files\LogRhythm.

2. Navigate to LogRhythm Console.
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3. Double-click Irconfig application file.

4. In the LogRhythm Login window, provide the following information:
a. EMDB Server: 192.168.45.20
b. UserID: LogRhythmAdmin
C. Password: **#xkxkx

5. Click OK.

:*LogRhythmr

EMDB Server |192.168 4520 |

Database: |LogRhythmEMDB |

[ Login with Windows account

UserID: |LogRhythmAdmin |

Password: |

[] Encrypt all communications
[ Login automatically next time

Cancel

6. A New Platform Manager Deployment Wizard window displays. Provide the following
information:

a. Windows host name for Platform Manager: LogRhythm-XDR
b. IP Address for Platform Manager: 192.168.45.20

c. Check the box next to The Platform Manager is also a Data Processor (e.g., an XM
appliance).
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1088 d. Check the box next to The Platform Manager is also an Al Engine Server.
1089 7. Click the ellipsis button next to <Path to LogRhythm License File> and navigate to the location
1090 of the LogRhythm License File.

& New Platform Manager Deployment Wizard >

Initialize Platform Manager
Windows host name for Platform Manager

|LogRhythm-XDR |
IP Address for Platform Manager

192.168.45.20 |

The Platform Manager is also a Data Processor {e.g., an XM appliance)
The Platform Manager is also an Al Engine Server

[] LogMart DB Server Ovemide

LogRhythm License File

<Path to LogRhythm License File: | E
DK Cancel

1091 8. The New Knowledge Base Deployment Wizard window displays and shows the import progress
1092 status. Once LogRhythm has successfully imported the file, a message window will appear
1093 stating more configurations need to be made for optimum performance. Click OK to open the
1094 Platform Manager Properties window.
1095 9. Inthe Platform Manager Properties window, provide the following information:
1096 a. Email address: no_reply@logrhythm.com
1097 b. Address: 192.168.45.20
1098 10. Click the button next to Platform, enable the Custom Platform radio button, and complete the
1099 process by clicking Apply, followed by clicking OK.
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11.

12.

13.

14.

15.

& Platform Manager Properties

Host
LogRhythm-¥DR

Platfarm

|Custum

Enable Alaming Engine
[] Enable Reporting Engine

Log Level
|‘u’EH BOSE v |

Email From Address

|no_repl‘_.r@iogm1_.'thm.com

SMTP Servers
SMTP Server (Primary)

Address

|192.168.45.20

User

Password

[] Use Windows authertication

Primary Secondary Tertiary

Advanced Defaults

QK Cancel Apphy

After the Platform Manager Properties window closes, a message window displays for
configuring the Data Processor. Click OK to open the Data Processor Properties window.

Click the button next to Platform and enable the Custom Platform radio button.

Click OK.

Leave the remaining fields in the Data Processor Properties window as their default values and

click Apply.

Click OK to close the window.
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' Data Processor Properties

General Al Engine  Automatic Log Source Corfiguration

Host
LogRhythm-XDR

Platform

|Custom

Data Processor Name

| LogRhythm-XDR

Cluster Name
logrhythm -
Operating Mode
() Cffline - Data Processor is unavailable for use.

(® Online Active - Data Processor is online for active log data collection and analysis.

Message Processing Engine Settings
Enable MPE log processing

Disable MPE Evert forwarding

Advanced Defaults OK

(7) Cnline Archive - Data Processor is online for use in archive restoration and analysis.

&0 | Heartbeat Waming Interval. Value between 60 seconds and 86,400 seconds (1 day).

Apply

Set LogRhythm-XDR for System Monitor

1.

2. Navigate to System Monitors on the Deployment Manager menu ribbon.

3.

Back in the LogRhythm console, navigate to the Deployment Manager tab in the menu ribbon.

Double-click LogRhythm-XDR.
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4.

5.

6.

:53 LogRhythm Consele - [Deployment Manager] - o x
*'j File Edit View My LogRhythm Tools Window Help -8 X
@ g}‘ a | & Personal Dashboard 4 Investigate ' Tail @ ReportCenter  Z| ListManager

%3 Deployment Monitor £ Deployment Manager

Entity Platform Manager Data Processors Al Engine  Network Monitors  System Monitors  |og Sources  Log Processing Policies  Alarm Rules  People  Third Party Applications

[Mew System Monitor Agents ¥
Action Status Host Operating System Hest IP Address Resclved Known Hest Agent Name Vi?:irgn Agent GUID
(=] = = = = = = =
Fiterby | [ s e [=] [E || 5Tme | ] O3 ok e
Action Hest Entity HostName Type L A L ! bled MetflowEnabled R DatelUpdated LicenseType
3 W Primary Site ] tem Monitor.
O Primary Site ClinicalWs ClinicalwW's O O 7192020 11:2.  System Monitor.

< >
Showing 2 of 2

Service Requests

g Search For  Alarm ~ Value In the past Minute{s) * Include All ~ Options~ - Go

In the System Monitor Agent Properties window, navigate to Syslog and Flow Settings.
Click the checkbox beside Enable Syslog Server.

Click OK to close the System Monitor Agent Properties window.

.. System Monitor Agent Properties Y

Agent Settings  Data Processor Settings  Syslog and Flow Seftings  SNMP Trap Receiver  Endpoint Monitoring — Additional Information

Enable Syslog Server
Syslog Relay Hosts (one host |P addr per ine) Syslog Relay Regular Expressions (one regex per line)

"o <prionty="d{1,3})=\s"(F<message =(F<month > [az A-Z){31) s (Paday>hd {1, 21N P<hoursd {1,23):(?
<minute=d{1,2}):{?<seconds:\d{1 2})'s*Message forwarded from (?<hostidentifiers'.5+): %)
“o(Peprionty>\d{1, 31> s F<message > Pamonth: [az A-ZH3Ns " Faday>\d {1 2 (P<hour>d {1, 23):(7
<minute=d{1, 2} P<seconds = \d{1 2s (S s")

"o <prionty="d{1,3})=\s"(F<message = (F<month > [az A-Z){31) s (Paday=td {1, 21N P<hoursd {1,23):(?
<minute=\d{1,2}):{?<seconds:\d{1 2})\s*(P<hostidentifier:S+)\s* %)
“o(Peprionty=\d{1,3})x\s"(T<messages.)

“(P<message>(?<month>fa-zA-ZH3H s ?<day= d{1.2})\s"(P<hour=\d {1, 21):( P«minute>'d{1,2}):(P<seconds >
a1, 21hs " F<hostidentfier="5+'s*%)

[ ] Enable Load Balancing
] Enable IPFIX/Netflow/J-Flow Server
[] Enable sFlow Server

Log sFlow Courters

Log Message Sources Collected by this Agent
Showing 11 of 11

| Advanced | | Defauts | oK [ Cancel | Appty |

Use the LogRhythm Web Console

1.

Open a web browser and navigate to https://localhost:8443.
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2. Enter the Username: logrhythmadmin

3. Enter the Password: **********

Sign in to LogRhythm

Logrhythmadmin

L LL A LR

2.2.3.4 LogRhythm NetworkXDR

LogRhythm NetworkXDR paired with LogRhythm XDR enables an environment to monitor network
traffic between end points and helps suggest remediation techniques for identified concerns. This
project utilizes NetworkXDR for continuous visibility on network traffic between HDO VLANs and
incoming traffic from the telehealth platform provider.

System Requirements

CPU: 24 vCPU
Memory: 64 GB RAM

Storage:
= QOperating System Hard Drive: 220 GB
= Data Hard Drive: 3TB
= QOperating System: CentOS 7

Network Adapter: VLAN 1348

LogRhythm NetworkXDR Installation

LogRhythm provides an International Organization for Standardization (.iso) disk image to simplify
installation of NetMon. The .iso is a bootable image that installs CentOS 7.7 Minimal and NetMon. Note:
Because this is an installation on a Linux box, there is no need to capture the screenshots.
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Download the Installation Software

8.

9.

10.

Open a new tab in the web browser and navigate to https://community.logrhythm.com.

Log in using the appropriate credentials.
Click LogRhythm Community.

Navigate to Documentation & Downloads.
Register a Username.

Click Accept.

Click Submit.

Navigate to NetMon.

Click downloads: netmon4.0.2.

Select NetMon ISO under Installation Files.

Create a New Firewall Rule

NetMon communicates over TCP 443. The lab environment was configured to allow network sessions
connecting to the LogRhythm agent.

Install LogRhythm NetworkXDR

1.

2.

In the host server, mount the .iso for the installation.

Start the VM with the mounted .iso.

When the welcome screen loads, select Install LogRhythm Network Monitor.
The installer completes the installation, and the system reboots.

When the system reboots, log in to the console by using logrhythm as the login and ****** 35
the password.

Then change the password by typing the command passwd, type the default password, and then
type and verify the new password.

LogRhythm NetworkXDR Configuration

1.

2.

Data Process Address: 192.168.45.20

Click Apply.
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+2% LogRhythm System Monitor Local Config...

General  Windows Service Log File

System Monitor Agent

Specify the System Monitor Agent configuration settings

Data Processor Connection Settings

Diata Processor Address

Port
192.168.45.20 | [443 5
System Monitor IP Address / Index Fort
152.168.45.20 | [3333 :

Host Entity |10 (Zero for system assigned 10}
0 =

-

Systemn Manitor High Availability (HA Only) Folders

For High Awvailability (HA) deployments, the Configuration and State paths can be
modified from their default locations.

WARNING: Changing these values could impact your deployment. Ensure you
understand the impacts before making changes.

Configuration File Parent Directony

|C:"-.F‘n:|g|am Files*LogRhythm*LogRhythm System Monitar®, |

State File Parent Directony

|C:"-.F‘n:|g|am Files*LogRhythm*LogRhythm System Monitar®, |

0K Cancel Applhy
1163 3. Click the Windows Service tab.
1164 4. Change the Service Type to Automatic.
1165 5. Click Apply.
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a3t LogRhythm System Monitor Local Config... O X

General Windows Service  Log File

Windows Service

Specify the Windows Service configuration settings.

LogRhythm System Monitor Service

Startup Type
|;’-‘-.|.rh:|mati|: w

Start Service Status:  Stopped

Log On
(® Local System Accourt
() This Account:  LocalSystem

Password:
QK Cancel Apply
1166 6. Click the Log File tab.
1167 7. Click Refresh to ensure NetworkXDR log collection.
1168 8. Click OK to exit the Local Configuration Manager.
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+¢+ LogRhythm System Monitor Local Config... O =

General Windows Service Log File

File Location: Refresh
C:MProgram Files“LogRhythm*LogRhythm System Monitor'Logs*scsm log

0K Cancel Apphy

2.2.3.5 LogRhythm System Monitor Agent

LogRhythm System Monitor Agent is a component of LogRhythm XDR that receives end-point log files
and machine data in an IT infrastructure. The system monitor transmits ingested data to LogRhythm XDR
where a web-based dashboard displays any identified cyber threats. This project deploys LogRhythm’s
System Monitor Agents on end points in each identified VLAN.

Install the LogRhythm System Monitor Agent on one of the end points (e.g., Clinical Workstation) in the
HDO environment so that the LogRhythm XDR can monitor the logs, such as syslog and eventlog, of this
workstation.

System Monitor Agent Installation
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This section describes installation of the system monitor agent.

Download Installation Packages

1.

2.

7.

8.

Using a Clinical Workstation, open a web browser.

Navigate to https://community.logrhythm.com.

Log in using the credentials made when installing and configuring LogRhythm XDR.

Navigate to LogRhythm Community.

Click Documents & Downloads.
Click SysMon.

Click SysMon - 7.4.10.

Click Windows System Monitor Agents and save to the Downloads folder on the Workstation.

Install System Monitor Agent

1.

2.

On the Workstation, navigate to Downloads folder.

Click LRWindowsSystemMonitorAgents.

Click LRSystemMonitor_64_7.

On the Welcome page, follow the Wizard, and click Next...

jﬂ LogRhythm System Monitor Service

:*LogRhythmr

s

Welcome to the Install Wizard for LogRhythm
System Monitor Service

The Install Wizard will allow you to modify or repair LogRhythm
System Monitor Service. To continue, dick Mext.
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1193 5. Onthe ready to begin installation page, click Install.

#2 LogRhythm System Monitor Service b

Ready to Upgrade LogRhythm System Monitor Service
The wizard is ready to begin installation.

Click Install to begin the installation.

Instalshield
< Badk Cancel
1194 6. Click Finish.
12 LogRhythm System Monitor Service X

Install Wizard Completed

:*LogRhythmr
The Install Wizard has successfully installed LogRthythm System
Manitor Service, Clids Finish to exit the wizard.

Launch System Monitor Configuration Manager

1195 System Monitor Agent Configuration

1196 1. After exiting the LogRhythm System Monitor Service Install Wizard, a LogRhythm System
1197 Monitor Local Configuration window displays. Under the General tab, provide the following
1198 information:
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1199 a. Data Process Address: 192.168.45.20

1200 b. System Monitor IP Address/Index: 192.168.45.20

1201 2. Click Apply.

+2% LogRhythm System Monitor Local Config...

General  Windows Service  Log File

System Monitor Agent

Specify the System Monitor Agent configuration settings

Data Processor Connection Settings
Diata Processor Address

Port
192.168.45.20

|443 =

System Monitor IP Address / Index

Port
192.168.45.20

| 3333 =

Host Entity |10 (Zero for system assigned 10}
0 =

-

Systemn Manitor High Availability (HA Only) Folders

For High Awailability (HA) deployments, the Configuration and State paths can be
modified from their default locations.

WARNING: Changing these values could impact your deployment. Ensure you
understand the impacts before making changes.

Corfiguration File Parent Directony

|C:"-.F‘n:|g|am Files*LogRhythm*LogRhythm System Monitar®, |

State File Parent Directory

|C:"-.F‘n:|g|am Files*LogRhythm*LogRhythm System Monitar®, |

QK Cancel Apphy

1202 3. Click the Windows Service tab.

1203 4. Change the Service Type to Automatic.

1204 5. Click Apply.
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a3t LogRhythm System Monitor Local Config... O X

General Windows Service  Log File

Windows Service

Specify the Windows Service configuration settings.

LogRhythm System Monitor Service

Startup Type
|;’-‘-.|.rh:|mati|: w

Start Service Status:  Stopped

Log On
(® Local System Accourt
() This Account:  LocalSystem

Password:
QK Cancel Apply
1205 6. Click the Log File tab.
1206 7. Click Refresh to ensure NetworkXDR log collection.
1207 8. Click OK to exit the Local Configuration Manager.
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+¢+ LogRhythm System Monitor Local Config... O =

General Windows Service Log File

File Location: Refresh
C:MProgram Files“LogRhythm*LogRhythm System Monitor'Logs*scsm log

0K Cancel Apphy

Add Workstation for System Monitor

Engineers added Clinical Workstation for System Monitor and Set Its Message Source Types in the
LogRhythm Deployment Manager.

1. Login to the LogRhythm Console.
a. User ID: LogRhythmAdmin

b Password. k 3k sk ok sk sk k k ok ok
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EMDB Server:

Database:

UserlD:

Password:

192 168 45.20

\LogRhythmEMDB

[ Login with Windows account

LogRhythmAdmin

[] Encrypt all communications
[ Login automatically next time

:*LogRhythmr

Cancel

2. Navigate to the Deployment Manager in the menu ribbon.

3. Under the Entity tab on the Deployment Manager menu ribbon.

4. Click New to open the Host pop-up window, and enter the following under the Basic

Information tab:

a. Name: ClinicalWS

b. Host Zone: Internal
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a Host

Mame

Basic Information  |dertifiers  Host Roles

X

Threat Level Additional Information

|Clinical W5

Host fone

Operating System

|"Mndaws

Host Location

® Intemal O DMZ O EBdemal

Operating System Yersion

Windows 10 e

Brief Description

Host Risk Level

|u None o risk)

Windows Event Log Credentials

[] Use specified credentials

Usemame ([domain‘wusemame)

Fasgword

Confirm Password

Cancel

5. Navigate to the Identifiers tab, provide the following information in the appropriate fields, and

click Add.

a. IP Address: 192.168.44.251

b. Windows Name: clinicalws (Windows Name)
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B Host

Basic Information  |dentfiers  Host Roles

Threat Level Additional Information

IP Address

192.168.44.251 | Add
DMNS Mame

| [
Windows Name
|dinicalw5 (Windows Name)| | Add
Identifiers

clinicalws (Windows Name)

152 168 44 251

Delete

Cancel

6. Add the Clinical WS as a new system monitor agent by navigating to the System Monitors tab,
right-clicking in the empty space, and selecting New.

7. Inthe System Monitor Agent Properties window, click the button next to Host Agent is Installed

on, and select Primary Site: ClinicalWS.
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10.

11.

12.

13.

+33 LogRhythm Console - [Deployment Manager] - O 'S
£ File Edit View My LogRhythm Tools Window Help -8 X

@ © | @ | & PersonalDashboard 4 Investigate ' Tail | @ ReportCenter | S| ListManager | ®g Deployment Moniter © Deployment Manager

Entity Platform Manager Data Processors Al Engine  Metwork Monitors ~ System Monitors  |og Sources  Log Processing Policies  Alarm Rules  People  Third Party Applications
||New System Monitor Agents el |

Drag a column header here to group by that column

Action Status Host Operating System Host IP Address Resolved Known Host Agent Hame V:E;"u‘n Agent GUID

O] £, System Monitor Agent Properties ] X @ =

ude Retied Clear

Filter by I: Agent Settings  Data Processor Settings  Syslog and Flow Settings  SNMP Trap Receiver Endpoint Monitoring  Additional Information
er

Host Agent is Installed on
Primary Site : Clinical WS
System Monitor Agent Name

Drag a column header he

Action Hast Entity ‘ rdStatus DatelUpdated LicenseType
I - = o
O Primary Site | Corfiguration Palicy - SO 38 Sysiem Maritar.

» No Palicy i " :Syslem Monitor}

Host 05 Type

@ Windows (O L O Solais O AIX (O HP-UX

04 days | 00100 (& Heartbeat Waming Interval. Value between 1 minute and 30 days.

< >
Showing 2of 2 Aheartbeat has yet to ocour.
Service Requests

Search For  Alarm

—
- i - - “

Go to System Monitors.

Double-click ClinicalWS.

Under LogSource of the System Monitor Agent Property window, right-click in the empty space,
and select New. The Log Message Source Property window will open.

Under the Log Message Source Property window, click the button associated with Log Message
Source Type. It will open the Log Source Selector window.

In the text box to the right of the Log Source Selector window, type XML, and click Apply.

Select the Log Source Type and click OK.
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EX System Monitor Agent Properties x
~ WV g P Agent
Agent Settings  Data Processor Settings  Syslog and Flow Settings  SNMP Trap Receiver  Endpoint Monitoring ~ Additional Information
Host Agent is Installed on
Clinical WS 3
System Monitor Agert Name
[cinicaiws Log Message Source Properties X
Configuration Poli
| guratien Falcy Basic Configuration  Additional Settings  Log Source Vitualization  Flat File Settings  UDLA Settings  Additional Info
No Policy
Host 05 T Log Source Host
° Pe Clinical'W's
H Windows Linuoe Solaris
Collection Agent 05 Type.
e days [001:00 |2 HeatbeatVW [CinicalWs |
b Log Message Source Type
™ The last heartbeat occumed on Saturday, Septeml ‘ ‘
Br
Log Message Source Name
4 ‘ 18+ Log Source Type Selector ] s
Filter by ‘ | ‘ Brief Description File Edit
Record Type Filter Text Filter
IDragacnIumn header here to group by that * Al tems — WML |
Action Log Entity Log H 5 fustem
[m] [=] Log Message Processing Settings i, System UEiEmei e
Log Message Processing Mode ® Keyword O Regex Clear
O Frimary Site Clinical\w's ‘ MPE Processing Enabled. Event Forwarding Enabled
O Frimany Site Cliniel\/s Log Message Frocessing Engine (MPE) Folicy ng SEIEE IEE
O Primary Site Clinicalws ‘(No Policy Assigned> %,System MS Windows Event Logging XML - Applicat. )
O Primary Site ClinicalWs o1, System : MS Windows Event Logging XML - Forward
| Primary Site Clinicalws Forward Logs to LogRhythm LogMart %‘System MS Windows Event Logging XML - Generic
O] Primary Site Clinicaivis %‘System S Windows Evert Logging XML - LR Tracer
O Frimary Site Climicaiinis %‘System MS Windows Event Logging XML - Microso...
e - a s Advanced 1, System : MS Windows Event Logging XML - Security
[ nimary sie mes! 2 System : MS Windows Event Logging XML - Sysmon
;%,‘System MS Windows Event Logging XML - Sysmon...
E.,System MS Windows Event Logging XML - System
< ;%,‘System MS Windows Event Loaging XML - Unisys
Showing G of 9 g%.‘System Syslog - MS Windows Event Logging XML -...
2 System - Syslog - MS Windows Event Logging XML -
2, System : Syslog - MS Windows Event Logaing XML ... v
3 ot
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AD

CPU
DHCP
DNS
FMC
FTD

URL
vCPU
VLAN
VM
XDR

Active Directory

Central Processing Unit

Dynamic Host Configuration Protocol

Domain Name Service

Firepower Management Center

Firepower Threat Defense

Gigabyte

Healthcare Delivery Organization

Internet Protocol

International Organization for Standardization
Information Technology

Network Address Translation

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
Open Virtual Appliance or Application

Picture Archiving and Communication System
Random Access Memory

Remote Patient Monitoring

Stealthwatch Flow Collector

Security Incident Event Management
Stealthwatch Management Center

Special Publication

Terabyte

Uniform Resource Locator

Virtual Central Processing Unit

Virtual Local Area Network

Virtual Machine

Extended Detection and Response
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