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The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards
and Technology (NIST) addresses businesses’ most pressing cybersecurity problems with
practical, standards-based solutions using commercially available technologies. The NCCoE
collaborates with industry, academic, and government experts to build modular, open, end-to-
end reference designs that are broadly applicable and repeatable. The center’s work results in
publicly available NIST Cybersecurity Practice Guides, Special Publication Series 1800, that
provide users with the materials lists, configuration files, and other information they need to
adopt a similar approach.

To learn more about the NCCoE, visit http://nccoe.nist.gov. To learn more about NIST, visit
http://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication Series 1800) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate
the adoption of standards-based approaches to cybersecurity. They show members of the
information security community how to implement example solutions that help them align more
easily with relevant standards and best practices.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. The documents in this series do not
describe regulations or mandatory practices, nor do they carry statutory authority.

Enterprises rely upon strong access control mechanisms to ensure that corporate resources (e.g.
applications, networks, systems and data) are not exposed to anyone other than an authorized
user. As business requirements change, enterprises need highly flexible access control
mechanisms that can adapt. The application of attribute based policy definitions enables
enterprises to accommodate a diverse set of business cases. This NCCoE practice guide details a
collaborative effort between the NCCoE and technology providers to demonstrate a standards-
based approach to attribute based access control (ABAC).

This guide discusses potential security risks facing organizations, benefits that may result from
the implementation of an ABAC system and the approach that the NCCoE took in developing a
reference architecture and build. Included is a discussion of major architecture design
considerations, explanation of security characteristic achieved by the reference design and a
mapping of security characteristics to applicable standards and security control families.

For parties interested in adopting all or part of the NCCoE reference architecture, this guide
includes a detailed description of the installation, configuration and integration of all
components.


http://nccoe.nist.gov
http://www.nist.gov
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Practice Guide Structure

This NIST Cybersecurity Practice Guide demonstrates a standards-based example solution and
provides users with the information they need to replicate this approach to implementing
attribute based access control (ABAC) that leverages identity federation. The example solution
is modular and can be deployed in whole or in parts.

This guide contains three volumes:
= NIST SP 1800-3a: Executive Summary

m  NIST SP 1800-3b: Approach, Architecture, and Security Characteristics - what we built and
why

m  NIST SP 1800-3c: How To Guides - instructions for building the example solution - this
document

The following instructions show IT professionals and security engineers how the National
Cybersecurity Center of Excellence (NCCoE) implemented an example solution to the challenge
of implementing an ABAC deployment that supports identity federation. We developed a build
that conforms to federal standards and best practices, and addresses the challenge of providing
access control mechanisms for a diverse set of subjects requesting access to corporate
resources when many of these subjects may not be managed or even known to the enterprise.
This build also helps ensure that once users are authenticated, fine-grained access decisions are
enforced based on a range of attributes, such as user identity, resource type, and
environmental conditions.

This example solution is packaged as a “How To” guide. The guide demonstrates how to
implement standards-based, commercially available cybersecurity technologies in the real
world, based on risk analysis. We cover all the products that we employed in this example
solution. We do not recreate the product manufacturers' documentation, which is generally
widely available. Rather, we show how we incorporated the products together in our
environment to create the example solution.

This guide assumes that the IT professionals using this document have experience
implementing security products within an enterprise. While we have used a suite of
commercial products to address this challenge, this guide does not endorse these particular
products.! We assume that you have the knowledge and expertise to choose other products
that might better fit your IT systems and business processes. If you use substitute products, we
hope you'll seek products that are congruent with standards and best practices, as we have.
Refer to NIST SP 1800-3b: Approach, Architecture, and Security Characteristics, Section 4.5,
table 4.2 for a list of the products that we used, mapped to the cybersecurity controls provided
by this example solution, to understand the characteristics you should seek in alternate
products. Section 4.4, Security Characteristics and Controls Mapping, of that document
describes how we arrived at this list of controls.

This NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible
solution. This is a draft version. We are seeking feedback on its contents and welcome your

1.Certain commercial entities, equipment, or materials may be identified in this document in or-
der to describe an experimental procedure or concept adequately. Such identification is not in-
tended to imply recommendation or endorsement by NIST or NCCoE, nor is it intended to imply
that the entities, materials, or equipment are necessarily the best available for the purpose
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input. Comments and suggestions will improve subsequent versions of this guide. Please
contribute your thoughts to abac-nccoe@nist.gov, and join the discussion at
http://nccoe.nist.gov/forums/attribute-based-access-control.

Typographical Conventions

The following table presents typographic conventions used in this volume.

Typeface/ Symbol

Italics

Bold

Monospace

Monospace Bold

blue text

Meaning

references to documents that are
not hyperlinks, new terms, and
placeholders

names of menus, options,
command buttons and fields

command-line input, on-screen
computer output, sample code
examples, status codes

command-line user input
contrasted with computer output

link to other parts of the
document, a web URL, or an email
address

Example

For detailed definitions of terms,
see the NCCoE Glossary.

Choose File > Edit.

mkdir

service sshd start

All publications from NIST’s
National Cybersecurity Center of
Excellence are available at
http://nccoe.nist.gov
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Introduction

This guide details an attribute based access control (ABAC) implementation that leverages
identity federation. In a federation model, the Identity Provider authenticates the user
requesting access and provides attributes assigned to that user to the Relying Party. The Relying
Party, which controls access to the resource requested by the user, utilizes the identity and
attributes information to make run-time decisions to grant or deny access to the user.

In this chapter we install and configure federation components at the Identity Provider. The
components described in this chapter facilitate federated, SAML-based authentication using
account credentials in the Identity Provider’s Microsoft Active Directory Domain Services
(referred to as Microsoft AD in this guide). The federated authentication between the Relying
Party and the Identity Provider is facilitated by Ping Identity’s PingFederate application. This
build also requires the user to authenticate with a second factor, which is handled by the RSA
adaptive authentication server.

Each of the components used for the build are described in section 2.2, Components. Following
that section are step-by-step instructions for installing, configuring, and integrating the
components. If you follow the instructions in this chapter, you will be able to perform a
functional test to verify the successful completion of the steps for installing, configuring, and
integrating the components.

Components

Federated Authentication at the Identity Provider involves the following distinct components:

= Microsoft AD: An LDAP directory service that stores user account and attribute
information.

= PingFederate-IdP: A federation system or trust broker for the Identity Provider.
= PingFederate-RP: Serves as the trust broker for SharePoint.

= RSA Adaptive Authentication (RSA AA): Requires the user to authentication using an SMS
message sent to their mobile phone. Collects environmental information about the user
and the user’s system or agent at the time of authentication.

=  SCE Plugin: Handles communications between the PingFederate-IdP and the RSA AA.

Microsoft AD

Microsoft AD acts as a user identity management repository for the IdP. This includes the ability
to provision and de-provision user identities; the creation, modification, and deletion of subject
attributes; and the provisioning and de-provisioning of subject attributes to specific user
identities. In this build, Microsoft AD is the only source for subject attributes.
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PingFederate-1dP

Ping Identity PingFederate-IdP serves as a federation system or trust broker for the IdP.
PingFederate-IdP provides initial user authentication and retrieval of user attributes to satisfy
SAML requests from the RP. Once the user has been authenticated, PingFederate-IdP queries
subject attributes from AD and environmental attributes from the RSA AA event log.
PingFederate-IdP packages both subject and environmental attributes in a SAML 2.0 token to be
sent to the RP.

PingFederate Usage Notes

= When using the PingFederate application to perform an administrative configuration, there
is usually a sequence of screens that require user entry, ending with a summary page. Once
you click Done on the summary page, you must also click Save on the following page to
actually save the configurations. If you forget to click Save, you may inadvertently lose
changes to the configuration.

= Inthe PingFederate application and associated documentation, the Relying Party is referred
to as the Service Provider.

= When using the PingFederate application to perform configuration, refer to the title of the
tab with a small star icon to its left, to identify the item you are currently configuring. For
example, if you navigated to the following screen, you would be on the IdP Adapter screen.

() Create Adapter Instance
Al . UENVEIS Extended Contract  Adapter Attributes  Summary

PingFederate-RP

Ping Identity PingFederate-RP serves as the trust broker for SharePoint. When the user requires
authentication, PingFederate-RP redirects the user to the IdP via a SAML request to get the
necessary assertions. Once authenticated, PingFederate-RP arranges for the browser’s HTTPS
content to have the proper information in proper format for acceptance at the target resource
(SharePaoint).

RSA Adaptive Authentication

RSA Adaptive Authentication (RSA AA) has the responsibility to gather environmental
information about the user and the user's system or agent at the time of authentication. RSA
AA collects information such as patch level, operating system, and location, and it generates a
risk score associated with the user authentication. A risk score threshold can then be defined in
RSA AA, which, if exceeded, can force a user to step up to one of the additional authentication
mechanisms. In this build, information collected by RSA AA to generate a risk score is also
passed through PingFederate-IdP to the RP side of the operation to be used as environmental
attributes. The RSA AA event log contains the transaction ID of each user authentication and
the associated environmental information collected by RSA AA at the time of authentication.
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832.2.5 SCE Plugin
84 The SCE Plugin handles communications between the PingFederate-IdP and the RSA AA. Itis
85 responsible for passing the RSA AA transaction ID for the user authentication that
86 PingFederate-IdP uses to query the RSA AA event log.
87 . .
Table 2.1 Required or Recommended Files, Hardware, and Software
Recommended BN,
Recommende o System or
. o Hardware or Minimum
Required d or Minimum : . . Other
Component : Used in this  Operating
Files Hardware : Software
. Build System or : .
Requirements Used in this
Other Software .
Build
Microsoft AD 512MB RAM; 4GB RAM; Microsoft
1.4GHz CPU; 2.2GHz CPU; Windows
32GB free 108GB free Server 2012
disk space disk space
PingFederate sce-adapters-p 1GB RAM; 4GB RAM; sce-adapters-pin  Microsoft
ingfederate-aa  1.8GHz CPU; 2.2GHz CPU; gfederate-aa.1.1. Windows
A.1.jar 250MB free 98 GB jar Server 2012
disk space

RSA AA

Adaptive
Authentication
(On-Premise)
7.0.0.0-SNAPSH
oT

2.3 Install Microsoft AD

89 1. Log on to the server that will host Microsoft AD.

90 2. Follow the instructions at the link below to create a new Microsoft AD domain that will
91 store the accounts and identity information for the Identity Provider.

92 3. During setup, you will be asked to provide a name for your new domain.

93 The name of the domain used for this build is ABAC.TEST.

94 https://technet.microsoft.com/en-us/library/jj574166.aspx
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2.4 Create a User in Microsoft AD

96 To create a user account in the Microsoft AD Domain:

97 1. Launch the Active Directory Users and Computers program.

File Action View Help

L REIEREE i S Rk 2

] Active Directory Users || Name Type Description
b [ Saved Queries [ Builtin builtinDomain

3 ABAC.TEST [ Computers Container Default container for upgraded computer accounts
12 Domain Controllers Organizational.. Default container for domain controllers

[ ForeignSecurityPrincipals Container Default container for security identifiers (SIDs) associated with ohje
[ LostAndFound lostAndFound Default container for orphaned objects

[ Managed Service Accounts Container Default container for managed service accounts

[ Program Data Container Default location for storage of application data.

[ System Container Builtin system settings

[ Users Container Default container for upgraded user accounts
[ NTDS Quetas msD5-QuotaC...  Quota specifications container

[ TPM Devices msTPM-Infor...

Infrastructure infrastructurel...

98
99 2. Click on the name of your domain in the left pane and then right-click on the Users folder in
100 the right pane.

101 3. Inthe popup menu that appears, select New, and then select User.

File Action Wiew Help

e HE 8 XEBe B tetaTER

] Active Directory Users || Name Type Description
B[] Saved Queries | Builtin builtinDomain
b 4 ABACTEST [ ] Computers Container Default container for upgraded computer accounts
[Z] Demain Controllers Organizational... Default container for domain controllers
[ ForeignSecurityPrincipals Container Default container for security identifiers (SIDs) associated with obje
[ LostAndFound lostAndFound Default container for orphaned objects
("] Managed Service Accounts Container Default container for managed service accounts
(] Program Data Container Default location for storage of application data.
[ System Container Builtin system settings
[ | Users Container Default container for upgraded user accounts I
(I NTDS Quo Delegate Control... I5-QuotaC.. Quota specifications container
[ TPM Devid] Find... PM-Infor...
Infrastruct: New , Tomprm
All Tasks v Contact
Refresh Group
Properties InetOrgPerson
.
Help msD5. : PropertyList
I PSPs
MSMCQ Queue Alias
Printer
‘ User
Shared Folder

(<[ m ]

Create a new object...

102
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103 4. Inthe New Object - User screen that displays, type the First and Last name of the user, as
104 well as their User logon name (that is, the account name).
New Object - User [x

;_) Creatzin:  ABAC TEST/Users

First name |Lucy | Initials: | |

Last name: |Smith |

Full name |Lucy Smith |

User logon name:

B | [@nBacTEST v]

User logon name {pre-Windows 2000).
[reacy | [t |

< Back Mext =

105
106 5. Click Next.
107 6. Inthe password screen that appears, type in the user’s initial password. Then, type it again
108 in the Confirm password field. When users log in for the first time, they will be prompted to
109 create her own unique password.
New Object - User [x

;_) Createin:  ABAC.TEST/Users

Password: ‘-"-"-" |

Conffirm password: ‘-nnun\ |

User must change password at next logon

[[] User cannet change password

[] Password never expires

[] Account is disabled

<Back | Nei> | [ Cancel

110
11 7. Click Next.
112 8. Inthe confirmation screen with information about the new user that displays, click Finish to
113 complete the operation.
114 When the user logs on to the domain for the first time, the user will be prompted to create a
115 new unique password.
116 The following illustrations demonstrate what the new password screens may look like on
117 Microsoft Windows Server 2012 when the user Lucy Smith attempts to log on to a computer in
118 the ABAC.TEST domain using her user name Ismith and the initial password.

10
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Other user

== Windows Server2012R2

When Lucy clicks OK, she will see the screen below. She will type in her new password, which
adheres to the organization’s password strength policy, then she will type the password in again
to confirm.

Other user

Ismith

When she presses Enter, Microsoft Windows will change her password.

Create the LDAP User for Federated Authentication

Follow the steps in the previous section to create a user named LDAP user in Microsoft AD. This
user account will be used by the PingFederate-IdP to perform LDAP queries in Microsoft AD.

Install RSA AA

RSA AA (On-Premise) comes packaged as a virtual snapshot that will must be installed on a
virtual machine. A full installation requires core and back office applications, database scripts
and maintenance tools - all necessary for this build. Follow these instructions to install RSA AA
for the Identity Provider.

1. Logon to VMware and load the RSA AA virtual appliance. [e.g. Adaptive Authentication
(On-Premise) 7.0.0.0-SNAPSHOT]

2. Start the RSA AA virtual machine using VMware.

11



Attribute Based Access Control Practice Guide

136 3. Logon to the server that hosts the new virtual machine.
137 4. Launch the RSA AA installation file.

138 5. On the Installation Types screen, select Full to install all required components. Then, click
139 Next.

(On-Premise) Installati

Installation Types
Select the installation type which best suits wour requirements. R S A

The Security Division of EMC

Select the type of installation that you want to perform. Click Mext when you are ready ko continue,
Y

oX Jrul
Recommended. Installs all components including the databases, core applications, Back
Office applications, development utilities, and maintenance utilities.

O &3 Databases
Installs only the databases (Core Database, Back Office Database, and Case
Management Database),

3 ) Core Applications
Installs only the core applications (Adaptive Authentication, Adaptive Authentication
Admin & Scheduler). The databases must already be installed.

& Back Office Applications

Installs only the Back Cffice applications, The databases and core applications must
already be installed.

) &3 Maintenance Uil
Far system administrators. Installs only the maintenance utilities.
&) Development Ui
For developers, Installs only the development utilities,
O ) Custom

Installs only selected components,

ies

ies

[ < Back ][ Mext = ] [ Cancel

140

141 6. Click Next in the Installation Components screen.

e

Adaptive Authentication (On-Premise) Installation Modu

Installation Components
Select the components you want to install,

RSA

The Security Division of EMC

1] Datzbases

ik Core Database
¢k Back Office Database
& Case Management Databas:
= 1] Core Applications

i Adaptive Authenticatior
i Adaptive Authentication Admin
gk Scheduler
1] Back Office Applications

¢k Administration Console, Policy Management and Customer Service Applications
¢k Aggregate Device Token

¢k Case Management

ik Report Viewer
gk Web Services Credentials Manager
g Maintenance Utiities
g Development Utilities

ik Access Management

Copyright © 2011 EMC Corporation. All Rights Reserved.

< Back H Next » ] [ Cancel

142
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7.

8.

In the environment screen, set the database type [MS SQL] and the JDBC driver file. This is

illustrated in the following figure.

Mapﬁve:Auﬁ\ent.ical;lm On-Premi

Environment ;
Select the database and application server types in your environment. R S A

The Security Division of EMC

D Type
() Oracle
@ MasQL
Select the IDBC driver file for all databases

IDBC Driver File | C:\Program Files\Apache Software Foundation{Tomeat 7.0Vib\sgljdbc4.jar

JDBC Driver com.microsoft.sqlserver.jdbc. SQLServerDriver

Application Server

@ Tomeat

) WebSphere

Directories

Main Directory .c:\:sa

Copyright @ 2011 EMC Corporation. All Rights Reserved.

<Back | [ Mext> | [ cancel

For the core database setup, create a new database, and set the core database properties

and credentials.

Core Database
Enter the connection parameters for the Core Database, R S A

The Security Division of EMC

Core D: Setup

Generate and save sql scripts to:

(@ Create a new database
(7) Use newly created database

Run the sql scripts

Core D Properties
Host ;iumihost.
Port |1433

Instance (optional)

Name |RsA_coRE_aa
Schema i;:lbo
Core D {3

Administrator Username §sa
Administrator Password
Care Applications Username |rsa_core_user

Core Applications Password - CIYTTTTY)

Note: passwords must comply with the company and database password policy

Copyright @ 2011 EMC Corporation. All Rights Reserved,

<Back | [ Mext> | | cancel

13



Attribute Based Access Control Practice Guide

149 9. On the Core Database screen, set parameters for the data and log files (directory, name,
150 size, and growth).
L1 Adaptive Authentication lOn—%rﬂnise]kstallaﬁon Module EEX |

Core Database )
Enter the creation parameters for the Core Database. R SA

The Security Division of EMC

Data File
Directory C:\temp'db
Name |RSA_CORE_AA_DATA

Size (MB) 100

Growth (MB) |10

Log File

Directory C:itempldb
Name RSA_CORE_AA_LOG

Size (MB) 100

Growth (ME) |10

Copyright € 2011 EMC Corporation. All Rights Reserved,

< Back ][ Next > ] [ Cancel ]
151
152 10. On the Core Applications screen, provide the web service credentials and application server
153 properties.
w0 fdaptive Authentication (On-Premise) Installation Module
Site-to-User Authentication
Install site-ta-user images
The Security Division of EMC

Site-to-User Images

Install ste-to-user mageg

() Save images in the Core Database

() Save images in the file system

Source Direckary |C:\DEV\SP2\IMAGES | [ Browse, ..

< Back. Mext = Cancel

154 [ J J )
155 11. Review the configuration options on the Installation Parameters Summary and click Install.
156 Once complete, you can confirm that the installation was successful by viewing the log files.
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157

1582.6

159
160
161
162
163
164
165
166

1672.6.1

168
169
170

171
172

173
174
175

176

Installation Parameters Summary

are correct, dick Install, To change the parameters, dick Back to return to the
relevant screen(s)

Customer Name: rsa
Selected Components

Core Database

Back Office Database

Case Management Database
Adaptive Authentication
Adaptive Authentication Admin
Scheduler

Access Management

Aggregate Device Token

Case Management

Report Viewer

Web Services Credentials Manager
Maintenance Utilities

Development Utilities

Databases

Core Database Host and Port: localhost: 1433
Core Database Name: RSA_CORE_AA
Back Office Database Host and Port: localhost: 1433
Back Office Database Name: RSA_BO_AA
Case Management Database Host and Port: localhost: 1433
Case Management Database Name: RSA_CM_AA
Core Applications

Host and Port: localhost:8080
Configurations Direcotory: ctrsa_70\configs
Logs Directory: ciysa_70%ogs
Back Office Applications

Host and Port: localhost:8080

Copyright © 2011 EMC Corporation. All Rights Reserved,

Review the following installation parameters that you provided. If the parameters

Administration Console, Policy Management and Customer Service Applications

B S F il
|91 Adaptive Authentication (On-Premise) Installation MMuw_Elﬂlg

RSA|

The Security Division of EMC |

-

< Back “ Install ] [ Cancel

Configure RSA AA Rules

RSA has a built-in policy management application that allows administrators to create and
update rules for user login based on various scenarios. For example, high-risk users can be
required to answer challenge questions or respond to an out-of-band SMS. For more
information, see the Back Office User’s Guide. This example shows how to create a challenge
rule for users to confirm identity for large transactions using an out-of-band SMS code. RSA
Back Office allows administrators to manage set up policy for enabling the enhanced features
provided by the RSA adapter such as answering challenge questions and providing SMS

confirmation codes are enabled through this interface.

Create Rule for Non-Persistent User Enrollment

RSA AA requires information for each user to help verify their identity. These users are classified
into two groups: persistent and non-persistent users. A rule is created to request enrollment
information for non-persistent users, those not kept in the user database.

1. Login in to the Back Office application
[http://xxx.xxx.xxx.xxx:8080/backoffice]

2. Once logged in, click Manage Rules under Policy Management. Select New Rule.

3. Inthe Rule Details (in the General tab):

a. Set Rule Name to User Enrollment Not Persistent - Adapter.

b. Set the Status to Production.
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177
178

179

180

181

182

183
184
185

186

Note: The rule cannot be in production until it is created and approved by an
administrator.

c. In Event Type, select Create User and Enroll.
d. Setthe Orderto 1.

Policy Management Administration Customer Service

Edit Rule

@ 2: Conditions 3: Actions Summary

Define the general details for this rule

Rule Details
*Rule Mame: User Enroliment Not Persistent - Adapter
Cescription
» Status Praduction j (21
Comment:
#Event Type: Event Type « (71
[F] CHANGE_PHONE LI
[C] CHANGE_STATEMENT SETTINGS
[F] CHANGE_STU J
CREATE_LISER
[F] pEPoSIT
[F] EDIT_PAYEE
ENROLL
[T ExTR& &1TH =
*Order: 1 ;‘ Available Range: 1- 22 [?]

[ men | [ swesbn | [ conca |

 Reduired Fisld

Click Next.

In the Rule Conditions page add a condition (Condition 1) and with one expression
Expression 1). Set Expression 1 to Account Details such that Persistent User is Equal to
FALSE.

Policy Management Administration Customer Service

Edit Rule

Build the condition(s) for this rale using categories, facts, and operators. You must add at least one condition. Each condition must contain at least one expression.

Rule Conditions

~  Condition 1

~] Expression 1

Account Details |" = Persistent User v = Egualto v =+ FALSE e

L) Duplicate Expression

Join Muttiple Expression By oR | v | | (@) Add Mew Expression

(@ Add New Condition

[(rex ] [ sweaest | [ cacel |
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187 6. Click Next.
188 7. Inthe Rule Actions page:
189 a. Set Action to Challenge.
190 b. Set Authentication Methods to QUESTION, OOBSMS, OOBPHONE, SECURID, and
191 TeleSign2FASms.
192 c. In Create Case, make sure that only for when authentication fails is selected.
193 Then, click Next.
New Rule

1: General 2: Conditions m Summary

Define the action to occur when the rule conditions are met

Rule Actions
#*Action Challenge j
+Authentication Methadis): Available Methodi(s) Selected Methodis) [2]
KBA QUESTION
DOBEMAIL DOBSMS
oTP O0BPHONE (2]
SECURID
TeleSignZFASms
Create Case [¥ when authentication fails  [7]
[~ when authentication succeeds  [?]
[ Hext ] [ Save & Exit ] [ Cancel
+Regquired Field
194
195 8. Review the rule settings in the Summary page. Then, click Save and Finish.
196 Once created, a rule is in Work in Progress status until approved by an administrator.
197 9. Click Status and Approve Status, then click Approve to set rule to Production status.
O vorivrion  Cownasericr |
Manage Rules
o Succenal
S 1 P S e — e L e o [ T
.'M‘Lm:‘:ll-fﬂul’vm Adaprar e
=
198
199 You can use these steps to create each of the rules in the following sections.
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2002.6.2 Create Rule for Persistent User Enrollment
201 Persistent users are those that will be added to the user table.
202
Rule Name User Enrollment Persistent - Adapter
Event Type Create User, Enroll
Rule Order 2
Rule Condition IF (Account Details -> Persistent User Equal to TRUE)
Rule Action Allow
Authentication Method
Create Case No
2042.6.3 Create Rule for User Updates
205 Once users are created, a rule is applied to allow persistent users to update their information.
206
Rule Name User Update
Event Type User Update
Rule Order 3
Rule Condition IF (Account Details -> Persistent User Equal to TRUE)
Rule Action Allow
Authentication Method
Create Case No
2072.6.4 Create Rule for Challenge SMS
208 In this build, large transactions require users to respond to an out-of-band SMS challenge
209 during authentication. When transactions meet the prerequisite, a random code will be sent to
210 the user’ SMS-enabled device that must be entered to confirm the transaction.

211

Parameter Setting

Rule Name Challenge SMS for Payment
Event Type Challenge
Rule Order 4

Rule Condition

IF (Transaction Details -> Transaction Amount is BETWEEN
5000 and 10000)

18
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2122.6.5

213
214
215
216

217

218

2192.6.6

220
221
222
223
224
225

Parameter Setting

Rule Action Allow
Authentication Method 1. OOBSMS
Create Case When Authentication Succeeds

Increase SMS Token Length

The default token length for out-of-band SMS is currently set to four [4] digits. Access the
Administration tab on the Back office application. Under Components, select Authentication
Methods and scroll down to Out-of-Band SMS section. Adjust the token length by changing the
value of SMS - OTP Token Length to six [6].

A
Authentication

Adminisiration

S mport & Export Palindo Al Changes [ Pubish

Commpements Awthentication Methods
pre— » KA - Dttt Session Time-oul (seconds) 00

Athertacalion Welhods KB~ Fraud Nesfication Bafors Session Time-sut F i

Back Otfice Appications

= Out-of-Band SMS

Davica Managemart
Frmebiet -
EHS - Servie URL PRSI SUmEntty comisdsitetsun 3t
External buta Froviders )
S NS - Customer 1D REA_MGCP
sk Enge M3 - Accountid S99
Schecied Task
wewyy | SNS-Seeltmsek semsseesssssereenene
n 17
“numbers =
7
* SWS - Auth Level #50
ri
g
+ GNS - Default Session Time-out (seconds) 00
see | [Cum
* equrea Fisa

Figure 2.1  Out-of-Band Token Length

Create Policy for Session Sign-In

The following rules create different sign-in scenarios for users based on an RSA-generated risk
score at the time of login. RSA AA uses a risk engine to give users a risk score to determine a
level of trust at the time of access. See the tables below for the session sign-in parameters for
each risk level. Before creating the session sign-in rules, lists need to be created to group users
together. This build will group users into four categories based on risk level (low, medium, high,
and critical).
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262.6.7 Create Lists for Session Sign-In

227 1. Login to the Back Office application.

228 2. Go to Policy Management and select Manage Lists.

229 3. Set List Name to Low Risk Users, List Type to User ID, and Status to Enabled.

230 4. Under List Content, select Add Value and set the Value to demolowrisk and Organization

231 to default.

232 5. Click Add Value.
233 6. Click Save.
234 Repeat these steps to create a list for Medium, High, and Critical risk users.

Aeagetm s :n,n.:.

3 b ot S 10 | g g (Y

235 [T r=yrre——r—r—]

236 Figure 2.2  List for Session Sign-In Created Successfully

2372.6.8 Create Rules for Session Sign-In

238 Repeat the steps as in section 2.6.1, Create Rule for Non-Persistent User Enrollment, to create
239 the session sign-in rules for different user groups.
240

Table 2.2 Session Sign-In - Low Risk

Parameter Setting

Rule Name Session Sign In - Low Risk

Event Type Session Sign-in

Rule Order 5

Rule Condition IF (Account Details->User ID within Low Risk Users)
Rule Action Allow

20
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Table 2.2

Parameter

Session Sign-In - Low Risk

Setting

Authentication Method

Create Case

Table 2.3

Parameter

Session Sign-In - Medium Risk

Setting

Rule Name Session Sign In - Medium Risk
Event Type Session Sign-in
Rule Order 6

Rule Condition

IF (Account Details->User ID within Medium Risk Users)

Rule Action

Allow

Authentication Method

1. Question

Create Case

When Authentication Fails

Table 2.4

Parameter

Session Sign-In - High Risk

Setting

Rule Name Session Sign In - High Risk
Event Type Session Sign-in
Rule Order 5

Rule Condition

IF (Account Details->User ID within High Risk Users)

Rule Action Challenge
Authentication Method 1. OOBSMS
2. O0OBPhone

Create Case

When Authentication Fails

Table 2.5

Parameter

Session Sign-In - Critical Risk

Setting

Rule Name Session Sign In - Low Risk
Event Type Session Sign-in
Rule Order 8

Rule Condition

IF (Account Details->User ID within Critical Risk Users)
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Table 2.5 Session Sign-In - Critical Risk

Parameter Setting

Rule Action Challenge
Authentication Method 1. Securid
Create Case When Authentication Fails

242.6.9 Create Rule to Allow Forced Sign-In for Payment

245 The rules for session sign-in in the preceding sections were based predefined facts built within
246 RSA AA. This build requires a rule that uses additional facts that are not within the build.

247 Fortunately, new facts can be created within the Back Office application. Once custom facts are
248 created, they can be used to further build rules.

2492.6.10 Create Custom Fact

250 1. Login in to the Back Office application.
251 2. Go to Policy Management and select Manage Custom Facts.
252 3. Select New and set the Field Name to Force Workflow, Field Type to String, and Status to
253 Enabled.
RS/ P
New Fact

Complete the fields below to define a Custom Fact in the system

Custom Fact Details

Category: Custom Facts
*Fact Name: FORCE WORKFLOWY ‘ [?]
#*Field Type String j 121
+8talus Enable j
Description: [?]
* Required Field
254
255 4. Click Save.
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256

257
258
259

2602.7

261
262
263
264
265
266

267
268

269

270
271

272
273
274
275

276
277

‘Adaptive
EEIAY A thentication

Palicy Management Adminlstration | Customer Serdce

Manage Custom Facls
Marage custom (xets useg the 13bls below. To st 3 fact, elick on ke Custom Fat Name. You may mansge up to 1000 custom fsets.

«” Success!

FORGE WORKFLOW has boon sawd successhully

v 9 Gt
Custom Faet Hame Fast Type Status
| EoRMEvORNFLON sueg Trasind

Create a new rule using this custom fact that allows payment if this fact is met. Use the
settings in the following table.

Table 2.6 Force Allow

Parameter Setting

Rule Name Force Allow

Event Type Payment, Session Sign-in

Rule Order 9

Rule Condition IF (Custom Fact -> Force Workflow Equal to Allow)
Rule Action Allow

Authentication Method

Create Case No

Installing and Configuring PingFederate-RP

The PingFederate installation in this section is for the Federation Server at the Relying Party.
This is the only component at the Relying Party in this chapter. Even though the goal of this
chapter is to setup the federation for the Identity Provider, the basic configuration of the
PingFederate-RP in this section is necessary, in order to produce metadata that is exchanged
with the Identity Provider. A complete configuration of the PingFederate-RP will be performed
in chapter 3 of this guide.

1.

Log on to the Relying Party’s server that will host the PingFederate service and follow the
instructions at the link below to install PingFederate and run it as a Windows service.

https://documentation.pingidentity.com/display/PF73/Installation

Follow the steps in this section to perform a basic configuration of the PingFederate-RP and
export the metadata.

Launch your browser and navigate to the PingFederate app URL:
https://<DNS_NAME>:9999/pingfederate/app. Replace DNS_NAME with the fully
qualified name of the Relying Party's PingFederate server

(e.g. https://rp.abac.test:9999/pingfederate/app).

Log on to the PingFederate application using the credentials you configured in the previous
installation section.
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PingFederate

License Viclation: Expiration date passed

@ Server Configuration

@ APPLICATION INTEGRATION SETTINGS @,’: SYSTEM SETTINGS @ CERTIFICATE
"= MANAGEMENT

o ADMINISTRATIVE

FEDERATION SETTINGS @ Funcmons
278 '
279 5. On the Main menu under System Settings, click Server Settings.
280 6. Click the Roles and Protocols tab.
281 7. Select Enable Identity Provider (IdP) role and support the following.
282 8. Select SAML 2.0.
283 9. Select WS-Federation.
284 10. Select Enable Service Provider (SP) role and support the following.
285 11. Select the SAML 2.0.
PO e e e S ——
286 Carcel [ <prososs [ test> ] sem
287 12. Click Next.
288 13. On the Federation Info screen, enter the Base URL and SAML 2.0 Entity ID using the format
289 https://<DNS_NAME>:9031 (e.g. https://rp.abac.test:9031).
290 14. Enter the WS-Federation Realm using the format urn:<DNS_NAME>
291 (e.g. urn:rp.abac.test).
292 Note: Keep a copy of the urn because it will be used later to configure the WS-Federation
293 relationship with Sharepoint
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(®) Server Settings

System Administration  System Info  Runtime Notifications Runtime Reporting Account Management Roles & Protocols

¢ Federation Info [ETECEHIRETITT ST T ETL

You must create a unique identifier for your server for use with your federation partners. A unique identifier is required for each protocol
enabled. You will need to communicate this with your pariners out-of-band or through metadata exchange. The Base URL Is used to
construct other URLS in the system and may be used as part of your system ID.

Base URL hitps://rp.abac.test:9031 m*
SAML 2.0 Entity ID hitps:/irp abac test-0031 *

W&-Federation Realm urn:rp.abac fest

294
295 15. Click Save.
296 16. On the Main menu under Administrative Functions, click Metadata Export.
297 17. On the Metadata Role screen, select | am the Service Provider (SP).

‘_ u (®) Export Metadata

#r Metadata Role  11=t: Mode Connection Met & 3

This system is configured fo act as both an IdP and an SP. For which role would you like to generale metadala?

© | am the Identity Pravider (IdP}

@ | am the Senice Provider (SP)
298
299 18. Click Next.
300 19. On the Metadata Mode screen, select Select information to include in metadata manually.
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® Main

UEGLEICHILILA A Metadata Mode Protocol  Attribute Contract  Signing Key  Metadata Signing  Export & Summary

(® Export Metadata

You can generate metadata specific to a connection, including the Attribute Contract and public key. Or you can provide a new contract
and select a key manually. The resuiting metadata may be shared with your partner to simplify connection creation.

@ Use a connection for metadata generation
@ Select information to include in metadata manually

Use the secondary port for SOAP channel

20. Click Next.
21. On the Protocol screen, make sure that SAML 2.0 is listed.

@) Main (=) Export Metadata

UEELEENGICEEN I EELEIEY LG 4 Protocol  Attribute Contract  Signing Key  Metadata Signing XML Encryption Certificate

Export & Summary

For this metadata file, choose from among the federation protocols you have enabled that support metadata exchange with partners.

SAML 2.0

22. Click Next.
23. On the Attribute Contract screen, click Next.

24. On the Signing Key screen, select the certificate that will be used to sigh communications
with the Identity Provider.
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(® Main (=) Export Metadata

EELE G NG G ETGR LT i o O GT N G LN CEG T LG Tl 4 Signing Key  Metadata Signing XML Encryption Certificate

Export & Summary

| The metadata may contain a public key that this system uses for digital signatures. If you wish to include a key, please select from the
list of available signature Keys.

DIGITAL SIGNATURE KEY S/CERTS

01:30°'DB'8C25°AB (cn=demo dsig new) B

25. Click Next.

26. On the Metadata Signing screen, if you plan to sign the metadata file that will be exported,
select the certificate that will be used to sign the file.

® Main | (®) Export Metadata

Metadata Role  Metadata Mode Protocol  Attribute Contract  Signing Key [BYgll U ETERST T BT

ion Certificate

Export & Summary

" From this list of cerfificates, choose which one to Use for sighing the selected file

Signing Certificate - SELECT - B

Manage Certificates.

Cancel < Previous

27. Click Next.

28. On the XML Encryption Certificate screen, select the certificate that the Identity Provider
will use to encrypt XML messages
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(® Main (=) Export Metadata

Metadata Role  Metadata Mode Protocol Attribute Contract  Signing Key ~ Metadata Signing [FW@ AT [I 2 t,Y 1) Wer-y 1 {11 28

Export & Summary

| The metadata may contain a certificate that your partner can use to encrypt XML content. If you wish to include a certificate, please
select one from the list.

ENCRYPTION KEYS/CERTS

01:4C:09:35:30:19 (cn=demo-sp-enc) B

Manage Certificates...
= F.rEVi e

29. Click Next.

(®) Main | (®) Export Metadata

Metadata Role  Metadata Mode Protocol Attribute Contract  Signing Key  Metadata Signing XML Encryption Certificate

+¥r Export & Summary

| Click the Export button to export this metadata to the file system.

Export Metadata
METADATA ROLE
Metadata role Senice Provider

METADATA MODE

Metadata mode Select information manually
Use the secondary port for SOAP channel false

PROTOCOL

Protocal SAML 2.0

ATTRIBUTE CONTRACT
Attribute MNone defined

SIGNING KEY

30. Click Export.

This will create an export file that contains the metadata of the Relying Party that you can
download using the browser. This file will be used later in the chapter, when configuring the
PingFederate-IDP.

Cpening
You have chosen to open:

D metadataxml
which is: XML file (3.5 KB)
from: hitps://rp.abac.test:9999

What should Firefox do with this file?

(0 Openwith | Applications\EXCEL.EXE (default) i

@ : Save File

Do this automatically for files like this from now on.
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»2.8 Install PingFederate-IdP

326 This PingFederate installation in this section is for the PingFederate-IdP.

327 Log on to the server that will host the PingFederate service for the Identity Provider and follow
328 the instructions at the link below to install PingFederate and run it as a Windows service.

329 https://documentation.pingidentity.com/display/PF73/Installation

»2.9 Install the SCE Plugin for the PingFederate-IdP

331 The SCE Plugin integrates the features provided by RSA AA with PingFederate-IdP by providing a
332 customizable user interface when RSA AA is accessed. New users will be enrolled into RSA's

333 enhanced security features and be prompted to provide information such as security questions,
334 a phone number, email address, and an SMS-enabled device. Follow the instructions below to
335 install the SCE Plugin adapter for the Identity Provider. The variable <PF-install> used in the

336 instructions corresponds to the PingFederate installation path. In this build the PingFederate
337 installation path was c:\pingfederate-7.3.0.

338 1. Log on to the server that hosts the PingFederate service for the Identity provider.

339 2. Download the SCE Plugin adapter jar file (e.g.

340 sce-adapters-pingfederate-aa.1.1.jar) to the local PingFederate server.

341 3. Copy the jar file to <PF-instal I>/server/defaul t/deploy

342 4. From the adapter dist/conf/template folder, copy all .html files to

343 <PF-install>/server/default/conf/template

344 5. From the adapter dist/conf/template/assets folder, copy the aa folder to

345 <PF-install>/server/default/conf/template/assets

346 6. From the adapter dist/data/adapter-config folder, copy the aa folder to

347 <PF-install>/server/default/data/adapter-config

348 7. From the adapter dist/1ib folder, copy all .jar files to

349 <PF-install>/server/default/lib

x2.10 Configure PingFederate-IdP

351 Follow the instructions in the subsections below to configure PingFederate as the Federation
352 Server for the Identity Provider.

353 1. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app.

354 2. Replace DNS_NAME with the fully qualified name of the Identity Provider’s PingFederate
355 server (e.g. https://idp.abac.test:9999/pingfederate/app).

356 3. Logon to the PingFederate app using the credentials you configured during installation.
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(€ ) @ hitps://idp.abac test9998/pingfederate/app < & || O vga adapter IR ak= 3+ @

[8) Most Visited > Sharepoint Admin E) ABAC Top Level [ ABAC Finance | | Nextlabs Reporter

PingFederate’

License Violation: Expiration date passed
(<” 1dP Configui Server Configurat
@ APPLICATION INTEGRATION SETTINGS @ SYSTEM SETTINGS CERTIFICATE
MANAGEMENT
Adapters Server Settings
Authentication Selection Data Stores Trusted CAs
Default URL Redirect Validation SSL Server Certificates
Application Endpoints SSL Client Keys &
Certificates
@ ADMINISTRATIVE Digital Signing & XML
FEDERATION SETTINGS FUNCTIONS Decryption Keys &
Certificates
Protocol Endpoints Metadata Export Certificate Revocation
XML File Signatures Checking

3582.10.1 Configure SAML Protocol

359

360
361

362

363

364

1. Onthe Main menu under System Settings, click Server Settings.

2. Click the Roles and Protocols tab. Select Enable Identity Provider (1dP) role and support
the following.

3. Select SAML 2.0.

(®) Server Settings

System Administration  System Info  Runtime Notifications Runtime Reporting Account Management RUSMEER AT H

Federation Infe ~ System Options  Outbound Provisioning  Summary

Select the role(s) and protocol(s) that you intend to use with your federation partners.

Enable OAuth 2.0 Authorization Server (AS) role
Enable Identity Provider (IdP) role and support the following:
SAML 2.0
Auto-Connect Profile
SAML 1.1
SAML 1.0
WS-Federation
Qutbound Provisioning
WS-Trust
Enable Service Provider (SP) role and support the following:

Enable |dP Discovery role (SAML 2.0 only)

4. Click Save.
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365 2.10.2 Create Data Store for Microsoft AD

366

367

368

369

370

371

372

373
374

375

376

1. Onthe Main menu under System Settings, click Data Stores.

PingFederate

Help | About | Logout (Administrator)

License Violation: Expiration date passed

+r Manage Data Stores
Manage daia store definitions for use with attribute lookups.
DESCRIPTION SYSTEM ID USER TYPE LDAP ACTION

TYPE

csqiserverdi10.33.7.12:1433

JDBC-B342DF1B15A101BDFAA22FB2AGO0538A4792B4B0  ping Database

rver data dirj${hypersonics:

WProvisionerDefaultDB  ProvisionerDS sa Database

LDAP-DFBEOBABO0B5467A07741DF51D756CBCB0737960 LDAP  LDAP Active
User Directory

Add New Data Store

2. Select LDAP.

N

o v kW

PingFederate’

Help | About | Logout(Administratar)

License Violation: Expiration date passed

¥r Data Store Type

Please seiect a lype of data store.

© Database

@ LDAP

© Custom
Click Next.

Enter the Hostname where the Microsoft AD is hosted (e.g. activedirectory.abac.test).
For the LDAP Type, select Active Directory.

Enter the User DN created in section 2.4.1, Create the LDAP User for Federated
Authentication (e.g. CN=LDAP User, CN=Users,DC=ABAC,DC=Test).

Enter the password associated with the LDAP User DN. Select the option to use LDAPS.

Click Next. Then, click Save on the Summary screen.
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PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

0 @ Data Store
+ LDAP Configuration

Please provide the details for configuring this L DAP connection.

Hostname(s) activedirectory.abac test o]

LDAP Type Active Directory
[T Bind Anonymously
win] CN=LDAP User,CN=Users DC=A

Password ss00ss000e 6]

Use LDAPS

I Mask Values in Log

377

378 2.10.3 Create Credential Validator for Microsoft AD

379 1. Onthe Main menu under Authentication, click Password Credential Validators.

PingFederate’

Help | Abaut | Logout (Administrator)

License Violation: Expiration date passed

(®) Manage Credential Validator Instances

+r Manage Credential Validators

Credential Vaiidators are plug-ins used to verify username and password pairs in various contexts throughout the system. The actual
‘application of a Validator instance must be configured in the appropriate context as needed (e.g., OAuth Resource Owner Credentials
Mapping)

INSTANCE NAME ¥ INSTANCE ID ~ TYPE ~ PARENT NAME ~ ACTION
AD AD LDAP Username Password Credential Validator (Check Usage)
SamplePCV SamplePCV Simple Usemname Password Credential Validator (Check Usage)

380

381 2. Click Create New Instance.

382 3. Enter a unique Instance Name you would like to use to refer to this configuration (e.g. AD
383 username password).

384 4. Enter a unique Instance Id (typically the same as the Instance Name) without any spaces.
385 5. For Type select LDAP Username Password Credential Validator.
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PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

(®) Create Credential Validator Instance

+r Type

Identify this Credential Validator Instance. The Validator types available are limited fo the plug-in implementations currently instalied on

your server
Instance Name AD username password

Instance Id ADusernamepassword

Type LDAP Username Password Credential Validator E‘ * Visit Pingldentity com for additional types
Parent Instance None E‘

6. Click Next.
7. Forthe LDAP DATASTORE select the Active Directory data store you created earlier (e.g.

activedirectory.abac.test).

8. Enter the SEARCH BASE (i.e. location in the directory where the LDAP search begins) for

your Microsoft AD LDAP directory (e.g. DC=ABAC,DC=TEST).

9. Enter the SEARCH FILTER (e.g. sAMAccountName=S${username}). The SEARCH FILTER

allows Ping to search the LDAP directory, looking for a match where the attribute named
sAMAccountName matches the username value passed from the Pingldentity server.

(®) Create Credential Validator Instance

137:-4 + Instance Configuration

Compiete the configuration necessary for this Password Credential Validator to check username/password pairs. This configuration
was designed into, and is specific to, the selected Credential Validator piug-in.

This password credential validator provides a means of verifying credentials stored in a directory server via the LDAP protocol. Additional user attributes
from the directory can also be returned by this PCV by adding the desired attribute names to the Extended Contract.

AUTHENTICATION ERROR OVERRIDES (4 table of LDAP authentication error codes and customized matching expressions that will match the error code to
an LDAP error message. These entries override the default individual mappings of messages to codes. Use the localization features to customize the error
messages displayed to end users.)

MATCH EXPRESSION (The expression matched against the LDAP error message returned by the server) ERROR Action

Add a new row to "Authentication Error Overrides’

FIELD NAME FIELD VALUE DESCRIPTION

LDAP DATASTORE | activedirectory.abac test B - Selectthe LDAP Datastore

SEARCH BASE DC=ABAC DC=TEST = The location in the directory from which the LDAP search begins.

SEARCH FILTER SAMAccoumName=${username} + You may use ${username} as part of the query. Example (for Active Directory).
sAMAccountMame=5{username}

SCOPE OF © OneLevel @ Subtree

SEARCH

Manage Data Stores_..

10. Click Next.
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397 You should see two attributes listed under CORE CONTRACT, DN, and username.

PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

(®) Create Credential Validator Instance

Type Instance Configuration EVSNCHLEY R IET
You can extend the attribiite contract of this Password Credential Validator instance.

CORE CONTRACT

DN
EXTEND THE ACTION
CONTRACT
Add
398
399 11. Click Next.
400 You should see a summary page.

(®) Create Credential Validator Instance

Type Instance Configuration Extended Contract PUSNILEIENRY

F c ial Validator configuration summary.
TYPE
Instance Name AD username password
Instance Id ADusemamepassword
Type LDAP Usemame Password Credential Validator
Class Name org.sourceid_sami20 domain LDAPU PasswordCred [Valid
Parent Instance Name None

INSTANCE CONFIGURATION

LDAP Datastore activedirectory.abac test

Search Base DC=ABAC DC=TEST

Search Filter sAMAccountName=${usemame}
Scope of Search Subtree

EXTENDED CONTRACT
Attribute DN

Attribute usemnmame

401

402 12. Click Done.

403 You should see a list of the credential validator instances, including the newly added
404 validator (e.g. AD username password).
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PingFederate’

Help | About | Logout (Administrator)

License Viclation: Expiration date passed

(%) Manage Credential Validator Instances

+r Manage Credential Validators

Credential Validators are plug-ins used to verify username and password pairs in various contexts throughout the system. The actual
application of a Validator instance must be configured in the appropriate context as needed (e.g., OAuth Resource Owner Credentials

Create New Instance...

Mapping)
INSTANCE NAME %  INSTANCE ID ~ TYPE «
AD AD LDAP Usemname Password Credential Validator
AD LDAP Username Password Credential Validator
SamplePCV Simple Username Password Credential Validator

PARENT NAME ~ ACTION

(Check Usage)
Delete

(Check Usage)

13. Click Save to complete configuration of the credential validator.

2072.10.4 Create |dP Adapter for Authentication with Microsoft AD via Web

408

409
410

411

412

413

414
415

416
417

Browser Form

The IdP Adapter created in this section is the logical component PingFederate uses to
authenticate a user with Microsoft AD via a web browser login page.

1. Onthe Main menu under Application Integration Settings, click Adapters.

PingFederate’

Help | About | Logout (Administrator)

License Viclation: Expiration date passed

@ Manage IdP Adapter Instances

+r Manage IdP Adapter Instances

SP connections may use to fulfill Attribute Coniracts sent to partners.

Create New Instance...

Click Create New Instance.

INSTANCE NAME ¥ INSTANCE ID ~ TYPE *

AdaptiveAuthentication AdaptiveAuthentication RSA Adaptive Authentication Adapter 2.0.0.0
HTMLForms HTMLForms HTML Form IdP Adapter

IaP Adapter idpadapter ReferencelD Adapter 1.0
MultiFactorAuthentication Composite Adapter

PingFederate uses adapters to authenticate users to your partners' applications. Here you can manage "instances" of adaplers that

PARENT NAME < ACTION

Check Usage)

eck Usage)

Check Usage)

(Checl Usage)

In Instance Name, enter a unique name for the instance. The name will be used to refer to

this configuration (e.g. AD HTML forms).

Enter a unique Instance Id (typically the same as the instance name) without any spaces.

For Type select HTML Form IdP Adapter.
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PingFederate’

Help | Apout | Logout (Administrator)

Enter an Adapter instance Name and Id, select the Adapler Type, and a parent if applicable. The Adapier Type /s limited to the adapters
currently installed on your server.

License Violation: Expiration date passed

¥ Type

Instance Name AD HTML forms

Instance Id ADHTMLforms

Type HTML Form IdP Adapter g viser il
Parent Instance None E‘

5. Click Next.

6. Under PASSWORD CREDENTIAL VALIDATOR INSTANCE, click on the Add a new row to
Credential Validator's hyperlink. This will add a new selection box under the PASSWORD
CREDENTIAL VALIDATOR INSTANCE with the value of -Select One- in it. In that new box,
select the credential validator for Microsoft AD that was created in an earlier section (e.g.
AD username password).

LT 1dP Adapter

Complete the configuration necessary to look up user security contexts in your environment. This configuration was designed info the
adapter for use at your site

CREDENTIAL VALIDATORS (A list of Password Credential Validators to be used for authentication.)
PASSWORD CREDENTIAL VALIDATOR INSTANCE Action

Cancel

AD username password E| *

Add a new row to ‘Credential Validators'

FIELD NAME FIELD VALUE DESCRIPTION

CHALLENGE 3 + Maxvalue of User Challenge Refries.

RETRIES

SESSION STATE @ Globally © PerAdapter © None  Determines how state is maintained within one adapter or between different adapter
instances

SESSION TIMEQUT 60 Session |dle Timeout (in minutes). If left blank the imeout will be the Session Max
Timeout. Ignored if ‘Mone’is selected for Session State

SESSION MAX 480 Session Max Timeout (in minutes). Leave blank for indefinite sessions. Ignored if None”

TIMEOUT is selected for Session State

LOGIN TEMPLATE ntml.form_login.template.ntmi + HTML template (in <pf_home=/server/default/confiemplate) to render for login. The

defaultvalue is html.form.login.template.html.

LOGOUT PATH Path on the PingFederate serverto end a users IdP session. Mustinclude the initial
slash (example: /mylogoutpast). (Resulting URL will be hitp[s]:#<pf_host=:<port=
lext=Logout Path=). If specified, the path should be unique across HTML Form IdP
Adapter instances, including child instances.

| AAALITBERIDEAT A falhs eialifind D1 niealh atthn @0 taowhich o oearsill haoradicnctnd affar lnand

7. Under PASSWORD CREDENTIAL VALIDATOR INSTANCE click the Update hyperlink on the
right side of the page. This will cause the selection box to turn grey.
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#® Main | (=) Manage IdP Adapter Instances | (%) Create Adapter Instance

LN ¥ IdP Adapter  Extended Contract  Adapter Attributes  Summary

Complete the configuration necessary to look up user security contexts in your environment. This configuration was designed into the adapter for use at
your site.

CREDENTIAL VALIDATORS (A list of Password Credential Validators to be used for authentication )

PASSWORD CREDENTIAL VALIDATOR INSTANCE Action
AD username password E‘ Edit Delete

Add a new row to 'Credential Validators’

FIELD NAME FIELD VALUE DESCRIPTION

CHALLENGE RETRIES 3 +  Maxvalue of User Challenge Retries.

SESSION STATE @ Globally @ Per Adapter @ None Determines how state is maintained within one adapter or between different adapter instances

SESSION TIMEOUT 60 Session ldle Timeout (in minutes). Ifleft blank the timeout will be the Session Max Timeout. Ignored if Mone’

is selected for Session State.

SESSION MAX TIMEOUT  4gq Session Max Timeout (in minutes). Leave blank for indefinite sessions. Ignored if None' is selected for
Session State

LOGIN TEMPLATE + HTML template (in <pf_home=/semver/defaulticonfitemplate) to render for login. The default value is

html.form.login.template.html

html.form.login.template_htmi

LOGOUT PATH Path on the PingFederate server to end a user's IdP session. Must include the initial slash (example
Imylogoutpast). (Resulting URL will be hitp[s].#<pf_host= =port=/ext=Logout Path=). If specified, the path
428 should be unique across HTML Form IdP Adapter instances, including child instances.
429 8. Click Next. Then, click Next again to bypass the Extended Contract screen.
430 9. On the Adapter Attributes screen, select the PSEUDONYM check box in the username row.

Instances | (W) Create Adapter Instance

Type [IdP Adapter Extended Contract EVGIGET.IE ] T CNNRT

As an IdF, some of your SP partners may choose [0 receive a pseudonym lo uniquely identity a user. From the atiributes in this
authentication adapter, please select the values that you would liike to use in construceting this unique identifier. Optionally, specify here.
any attributes that must be masked in log files.

ATTRIBUTE PSEUDONYM MASK LOG VALUES

username

Mask all OGNL-expression generated log values

Cancel evious -

431

432 10. Click Next. On the Summary screen click Done.
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+¥r Manage IdP Adapter Instances

PingFederate uses adapters to authenticate users to your partners' appiications. Here you can manage "instances" of adapters that
SP connections may use to fulfill Attribute Gontracts sent to partners.

INSTANCE NAME * INSTANCE ID ~ TYPE « PARENT NAME « ACTION
AD HTML forms ADHTMLforms HTML Form IdP Adapter Delete
AdaptiveAuthentication AdaptiveAuthentication RSA Adaptive Authentication Adapter 2.0.0.0

HTMLForms HTMLForms HTML Form IdP Adapter

IdP Adapter idpadapter ReferencelD Adapter 1.0

MultiFactorAuthentication MultiFactorAuthentication Composite Adapter

Create New Instance

433

434 11. Click Save to complete configuration of the new adapter.

1352.10.5 Create |dP Adapter for Two-factor Authentication with RSA AA

436 The IdP Adapter created in this section is the logical component PingFederate uses to
437 authenticate a user with RSA AA using a second factor.

438 1. On the Main menu under Application Integration Settings, click Adapters.

439 2. On the Manage IdP Adapters screen, click Create New Instance.

440 3. On the Type screen, enter an Instance Name and Instance ID.

441 4. Set the following settings on the Adapter Type page before clicking Next:

442 a. Instance Name: [Instance Name]

443 b. Instance ID: [Instance ID]

444 c. Type: RSA Adaptive Authentication Adapter 2.0

445 d. Class Name:

446 com.thescegroup.adapters.aa.pingfederate.AdaptiveAuthenticationAdapter
447 e. Parent Instance: None
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License Violation: Expiration date passed

@ Create Adapter Instance

IdP Adapter Extended Contract Authentication Context Adapter Attributes Summary
The values of the selected Adapter.

Instance Name

AdaptiveAuthentication
Instance Id AdaptiveAuthentication
Type RSA Adaptive Authentication Adapier 2.0.0.0
Class Name com.thescegroup adapters. aa pingfederate AdaptiveAuthenticationAdapter
Parent Instance None E|

3 3 &

Corporation All Rights Reserved

Ping

5. Onthe IdP Adapter configuration page, click Show Advanced Fields and input the following
parameters while leaving the rest as default, before clicking Next:

a. AA Web Service URL:

http://<RSA Server DNS>:8080/AdaptiveAuthentication/services/AdaptiveAuthentication
b. AA Web Service Username: [username]
c. AA Web Service Password: [password]

Note: The credentials must match on the RSA server.

RLicenee Violason: [xpiraton dats pasted

(8) Create Adapter Instance
B e

LD RAME

AL TS SEACE 1L

AR HRVICE USTRRAME

AL TS SERCE P S TEORD

A DRGANIZATION RAME

WUMSIR OF GUSTIONS TO COLLICT

WUMSER OF CUESTIONS T0 A

WUMSER OF PHONE NUMBERS T0 COLLECT

WUMSIR OF 5135 CAPABLE PAOME WIMBRS
TOCoLLECT

CUT.OF AND PROME PROVENR

CUT.OF BAND 015 PROVIOER

WUMRSER OF EMAAIL ADGRERSES TO COLLECT

DISPLAY DOVCT POSG

DEFALLT DEVICT BINCSNG DRTION

6. On the Extended Contract screen, type transactionid (all lowercase). Then, click Add. By
default, username should already be listed under Core Contract.
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A
(® Main | (&) Manage IdP Adapter Instances | () Create Adapter Instance

Type IdP Adapter B @SCENLELERYicl-8 Authentication Context  Adapter Attributes ~ Summary

CORE CONTRACT

username

EXTEND THE CONTRACT ACTION

transactionid Edit/ Delete
Add

459
460 7. Click Next.
461 8. On the Authentication Context screen, select SecureRemotePassword as the fixed value
462 for authentication. This value will be included in the SAML assertion. Click Next.

Fiy

{#) Main (&) Manage IdF Adapter Instances () Create Adapter Instance

L] HF Bdapisr  Dolnded Correet [EURF FETSTRSETSSEE RN B i ARribvuisa SamTaTy

SauraHe Telfaaanyard El‘
463
464 9. On the Adapter Attributes screen, select username as the Pseudonym. Click Next.

d

(W) Main (=) Manage IdP Adapter Instances () Create Adapter Instance

Sl S Autegrdmgbon Covken] ESTECHET T Samvroery

S Teleiasans g El‘
465
466 10. On the Summary screen, verify the information is correct and click Done.
467 11. On the Manager IdP Adapter Instances screen, click Save to complete the Adapter
468 configuration.
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102.10.6 Create Composite IdP Adapter Integrating Microsoft AD and RSA
AA

The IdP Adapter created in this section is composite adapter that integrates the two previously
created adapters for Microsoft AD and RSA AA. When a user is directed to the PingFederate IdP
server, the user will see a web form where they can enter their Microsoft AD credentials.
Following authentication with Microsoft AD, PingFederate will initiate the second factor
authentication with an SCE Plugin. The SCE Plugin will then present the user with a request for
the second factor.

470

471
472
473
474
475
476

477

478

479
480

481

482

483

484

485
486
487
488

489
490

1.
2.
3.

On the Main menu under Application Integration Settings, click Adapters.
On the Manage IdP Adapters screen, click Create New Instance.

Enter a unique Instance Name you would like to use to refer to this configuration (e.g. RSA
Multifactor).

Enter a unique Instance Id (typically the same as the Instance Name) without any spaces.

For Type select Composite Adapter.

¥ Type

Enter an Adapter Instance Name and Id, select the Adapter Type, and a parent if applicabie. The Adapter Type is limited to the adapters
currently instalied on your server.

Instance Name RSA Multifactor
Instance Id RSAMultifactor
Type Composite Adapter E‘ i
Parent Instance None E‘
Click Next.

On the IdP Adapter screen, under ADAPTER INSTANCE, click on the Add a new row to
'Adapters' hyperlink. This will add a new selection box under the ADAPTER INSTANCE with
the value of -Select One- into the box. In that new box, select the adapter instance for html
forms with Microsoft AD that was created in an earlier section (e.g. AD HTML forms).

Under ADAPTER INSTANCE click the Update hyperlink on the right side of the page. This will
cause the selection box to turn grey.
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491

492
493
494
495

496

497
498
499

500
501

502

503
504

9.

10.

11.

12.
13.

(®) Create Adapter Instance

178 IdP Adapter

Complete the configuration necessary to I00k Up user security contexts in your environment This configuration was designed into the
adapler for use at your site.

A Composite Adapter allows existing adapter instances to be chained together to execute in sequence. Each configured instance of a Composite Adapter
is treated as a single logical adapter instance

ADAPTERS (Chained adapters)

ADAPTER INSTANCE POLICY AUTHN CONTEXT AUTHN CONTEXT OVERRIDE Action
WEIGHT
AD HTML forms .| @ Required Sufficient 3 |+ Edi alete
id ane w to "Adapte
INPUT USER ID MAPPING (Create mappings)
TARGET ADAPTER USER ID SELECTION Action

ow to ‘Input User |d Mapping

Repeat the previous steps to add another row to Adapters using the hyperlink on the right
side of the page. This time select the AdaptiveAuthentication adapter in the selection box.
When complete the IdP Adapter screen will look similar to the screenshot below, with two
adapters configured under ADAPTER INSTANCE.

(®) Create Adapter Instance

Complete the configuration necessary to jook up user security contexis in your environment. This configuration was designed into the
adapter for use at your site.

1. o 1dP Adapter

A Composite Adapter allows existing adapter instances to be chained together to execute in sequence. Each configured instance of a Composite Adapter
is treated as a single logical adapter instance.

ADAPTERS (Chained adapters)

ADAPTER INSTANCE POLICY AUTHN CONTEXT AUTHN CONTEXT OVERRIDE

Action
WEIGHT
AD HTML forms @ Required Move  Edit Delete
Sufficient down
AdaptiveAuthentication © Required Move up  Edit Delste
Sufficient

dd a new row to ‘Adapters’

Under TARGET ADAPTER, click on the Add a new row to 'Input User Id Mapping' hyperlink.
This will add a new selection box under the TARGET ADAPTER with the value of
-Select One- in the box.

In that new box, select the adapter instance for the RSA authentication that was created in
an earlier section (e.g. AdaptiveAuthentication).

In the new USER ID SELECTION box, select username.

Under TARGET ADAPTER click the Update hyperlink on the right side of the page. This will
cause the selection box to turn grey.
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@ Manage IdP Adapter Instances @ Create Adapter Instance

® Main

T S 1dP Adapter

Extended Contract  Adapter Attributes  Summary

A Composite Adapter allows existing adapter instances to be chained together to execute in sequence. Each configured instance of a Composite Adapter

is treated as a single logical adapter instance.

ADAPTERS (Chained adapters)

ADAPTER INSTANGE pPoLICY AUTHN CONTEXT  AUTHN CONTEXT OVERRIDE Action
WEIGHT
AD HTML forms E| © Required 3 E\ Move  Edit Delete
Sufficient down
AdaptiveAuthentication E| © Required 3 E\ Move up Edit Delete
Sufficient

Add a new row to 'Adapters’

INPUT USER ID MAPPING (Create mappings)
TARGET ADAPTER USER ID SELECTION Adtion

AdaptiveAuthentication E| username E| Edit Delete

Add 3 new row to ‘Input User Id Mapping

505
506 14. Click Next.
507 15. On the Extended Contract screen, enter the value username in the EXTEND THE
508 CONTRACT field.
A
(® Main | (=) Manage IdP Adapter Instances (=) Create Adapter Instance
LTI G LU EL T 4 Extended Contract  Adapter Attributes  Summary
|| This adapter type supports the creation of an Extended Adapter Contract after initial deployment of the adapter i . This Adapter
Contract may be used to fulfill the Attribute Gontract, look up additional attributes from a local data store, or creale a persistent name
identifier which uniquely identifies the user passed fo your SP partners.
EXTEND THE ACTION
CONTRACT
username Add
< Previous
509
510 16. Click Add. Enter the value transactionid (all lowercase) in the EXTEND THE CONTRACT field.
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(®) Create Adapter Instance

This adapter type supports the creation of an Extended Adapter Contract after initial deployment of the adapter instance. This Adapter
Contract may be used to fulfill the Attribute Contract, look up additional attributes from a local data store, or create a persistent name
identifier which uniquely identifies the user passed to your SP partners.

LG GET TN A Extended Contract

EXTEND THE ACTION
CONTRACT
usermname Edit / Delete
transactionid Add
511
512 17. Click Add. Then, click Next.
513 18. On the Adapter Attributes screen, in the username row, select the PSEUDONYM column.
(®) Create Adapter Instance
TG SR GET T S SHE L EL L G TY - Adapter Attributes
As an IdP some of your SP partners may choose fo receive a pseudonym to uniquely identify a user. From the attributes in this
authentication adaptec please select the values that you would like to use in COF]S[FUCEFHQ this um‘que identifier. ODEFOHB”K SDEC}TY here
any attributes that must be masked in log files.
ATTRIBUTE PSEUDONYM MASK LOG VALUES
transactionld O ]
username D
[ Mask all OGNL-expression generated log values
514
515 19. Click Next. On the Summary screen, click Done.
516 20. Click Save to complete configuration of the new composite adapter.

5172.10.7 Configure the Federation Connection to the Relying Party

518 This PingFederate SP Connection at the PingFederate-IdP will configure the SAML exchange
519 with a server in the Relying Party's environment. This connection will also enable a user to
520 authenticate using the composite adapter created in the previous section.

521 1. Onthe Main menu under SP CONNECTIONS, click Create New.

522 2. On the Connection Type screen, make sure Browser SSO Profiles is selected.
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(®) SP Connection

¢ Connection Type

Select the fype of conneclion needed for this SP: Browser S50 Profiles (for Browser S50), WS5-Trust STS (for access to identity-enabled
Web Services), Outbound Provisioning (for provisioning users/groups to an SP) or all.

Connection Template No Template
Browser S50 Profiles Protocol  SAML 2.0
[ ws-Trust STS

[T Outhound Provisianing

3. Click Next. On the Connection Options screen, make sure Browser SSO is selected.

- (®) SP Connection

WL LRETES 4 Connection Options
Please select optians that apply fo this connection.

Browser S50
["] 1dP Discovery

O Attribute Query

Cancel < Previous

4. Click Next.

5. On the Import Metadata screen, click Browse and select the metadata file that you
exported from the Relying Party’s PingFederate server.
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(=) SP Connection

Connection Type  Connection Options RUNINGHET EEUETE]

If you received a metadata file from a pariner SP describing this new connection, import the file here to populate many connection

settings aulomatically.
metadata xml
529
530 6. Click Next.
531 7. On the Metadata Summary screen, click Next.
532 8. On the General Info screen you should see some configuration information (e.g. Base URL)
533 about the Relying Party that was taken from the metadata file that you selected earlier.
@® Mair (®) SP Connection
Connection Type  Connection Options  Import Metadata  Metadata Summary EUgelNIGIRNTE
This information identifies your partner's unique connection identifier (Connection ID). Connection Name represents the piain-
language identifier for this connection. Optionaily, you can specify multiple virtual server IDs for your own server to use when
communicating with this partner. If sef, these virtual server IDs will be used in place of the unigue protocol identifier configured for your
server in Server Settings. The Base URL may be used to simplify configuration of partner endpoints.
Partner's Entity ID (Connection D} hitps:#/rp.abac test 9031 m*
Connection Name hitps://rp abac test:9031 *
Virtual Server IDs Add
Base URL https://rp.abac test-0031
Company
Contact Name
Contact Number
Contact Email
Application Name
Application lcon URL
Logging Mode © None
534 @ Standard
535 9. Click Next. On the Browser SSO screen, click Configure Browser SSO.
536 10. Select IdP-Initiated SSO and SP-Initiated SSO. Then, click Next.

46



537

538

539
540

541

542

543

Chapter 2. Setting up the Identity Provider

@ Browser SSO

bV 1 T IGRE R I E  Assertion Creation  Protocol Settings

A SAML Profile defines what kind of messages may be exchanged between an identity Provider and a Service Provider, and how the
messages are transported (bindings). As an IdP. you configure this information for your SP connection.

Single Sign-On (550) Profiles Single Logout (SLO) Profiles
IdPInitiated 530 IdP-Initiated SLO
SP-nitiated SSO [F] SP-Initiated SLO

11. On the Assertion Lifetime screen, click Next.

12. On the Assertion Creation screen, click Configure Assertion Creation. This will bring up a
sequence of sub screens starting with ldentity Mapping.

13. On the Identity Mapping screen, select the Standard option.

Identity mapping is the process in which users authenticated by the IdP are associated with user accounts local to the SP. Select the type
of name identifier that you will send to the SP. Your selection may affect the way that the SP will look up and associate the user to a
specific iocal accaunt.

+r Identity Mapping [ dNERRTETES

@ Standard: Send the SP a known attribute value as the name identifier The SP will often use account mapping ta identify the user locally.

@ Pseudonym: Send the SP a unique, opague name identifier that preserves user privacy. The identifier cannot be traced back to the user's identity at
this 1dP and may be used by the SP to make a persistent association between the user and a specific local account. The SP will often use account
linking to identify the user locally.

[ Include attributes in addition to the pseudonym.

@ Transient: Send the SP an opaque, temporary value as the name identifier.
[ Include attributes in addition to the transient identifier.

14. Click Next. This will bring up the Attribute Contract screen.
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® Main

[LENVRIELIGUTE 4 Attribute Contract  Authentication Source Mapping  Summary

(®) SP Connection | (®) BrowserSSO (=) Assertion Creation

| An Attribute Contract is a set of user attributes that this server will send in the assertion.

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT urn:oasis:names:tc.SAML:1.1:nameid-format:unspecified E| N
EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT

urn:oasis:names:tc:SAML: 2 0:atimame-format:basic E| Add

= F.re“ e

544
545 15. Click Next.

® Main | (®) SP Connection | (®) BrowserSSO | (®) Assertion Creation

(LR ETT T IR TR TR Y Authentication Source Mapping  Summary

|| PingFec uses IdP adapters to aL icate users to your SP. Users may be authenticated by one of several different adapters, so

map an adapter instance for each IDM system on your server.

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
546
547 16. On the Authentication Source Mapping screen, click Map New Adapter Instance. This will
548 launch a sequence of sub-screens, beginning with the Adapter Instance screen.
549 17. On the Adapter Instance screen, select the composite adapter created in an earlier section
550 (e.g. RSA Multifactor).
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® Main

@ IdP Adapter Mapping

(@) sP Connection  (®) Browser SSO  (®) Assertion Creation

v Adapter Instance  Assertion Mlapping  Attribute Contract Fulfillment  Issuance Criteria  Summary

ADAPTER INSTANCE RSA Multifactor

ADAPTER CONTRACT
transactionld
username

Override Instance Settings

Manage Adapter Instances..

18. Click Next. On the Assertion Mapping screen, select Use only the Adapter Contract values

in the SAML assertion.

® Main (&) SP Connection  (®) Browser 550
@ IdP Adapter Mapping

(®) Assertion Creation

LUELIGIIDEERT 4 Assertion Mapping  Attribute Contract Fulfillment  Issuance Criteria  Summary

ADAPTER CONTRACT
transactionld
usemame

@ Retrieve additional attributes from multiple data stores using one mapping
&) Retrieve additional attributes from a data store—includes options to use alternate data stores and/or a failsafe mapping
@ Use only the Adapter Contract values in the SAML assertion

. FIrEViGUE.

19. Click Next.

20. On the Attribute Contract Fulfillment screen, for SAML_SUBJECT, select Adapter for the
SOURCE field and username for the VALUE field.
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® Main (=) SP Connection ~ (®) Browser SSO  (®) Assertion Creation

@ IdP Adapter Mapping

LUET T LB DT SLE LT GLR I EL LG+ Attribute Contract Fulfillment  Issuance Criteria  Summary

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT | | None
= Adapter l username .
" s E available

558
559 21. Click Next.
560
® Main | (=) SP Connection (@) BrowserS50 | (®) Assertion Creation | (=) 1dP Adapter Mapping
Adapter Instance  Assertion Mapping  Aftribute Contract Fulfillment EUSESTELI-Yof G EEEETNIRERY
SOURCE ATTRIBUTE NAME CONDITION VALUE ERROR RESULT A
| - SELECT - (EsaEcE ‘ - SELECT - “ i [ |+
v
561
562 22. Click Next.
@® Main (=) SP Connection (@) Browser SS0  (®) Assertion Creation
@ IdP Adapter Mapping
Adapter Instance  Assertion Mapping  Attribute Contract Fulfillment  Issuance Criteria [Nt e 00
ADAPTER INSTANCE
Selected adapter RSA Multifactor
ASSERTION MAPPING
Adapter Composite Adapter
Data Store or Assertion Use only the Adapter Contract values in the SAML assertion
ATTRIBUTE CONTRACT FULFILLMENT
SAML_SUBJECT username (Adapter)
ISSUANCE CRITERIA
Criterion (None)
563
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564 23. Click Done. This will bring you back to the Authentication Source Mapping screen and you
565 should see the composite adapter (e.g. RSA Multifactor) listed.

® Main  (®) SP Connection

Identity Mapping

(=) BrowserSSO | () Assertion Creation

LULLITERE LB S  Authentication Source Mapping  Summary

| PingFederate uses IdP adapiers to authenticate users fo your SP. Users may be authenticated by one of several different adaplers, so

ADAPTER INSTANCE NAME

RSA Multifactor

VIRTUAL SERVER IDS ACTION

Delete

Map New Adapter Instance..

566
567 24. Click Next.
(#®) Main | (=) SP Connection | (®) BrowserSS0 | (8) Assertion Creation
Identity Mapping  Attribute Contract  Authentication Source Mapping FVSTUTIELY
. Bummary information for your Assertion Creation configuration. Click a heading link to edit a configuration sefting.
Assertion Creation
IDENTITY MAPPING
Enable Standard Identifier true
ATTRIBUTE CONTRACT
Attribute SAML_SUBJECT
Subject Name Format urn:oasis-names:tc:SAML:1 1:nameid-format-unspecified
AUTHENTICATION SOURCE MAPPING
Adapter instance name RSA Multifactor
ADAPTER INSTANCE
Selected adapter RSA Multifactor
ASSERTION MAPPING
Adapter Composite Adapter
Data Store or Assertion Use only the Adapter Contract values in the SAML assertion
ATTRIBUTE CONTRACT FULFILLMENT
SAML_SUBJECT username (Adapter)
ISSUANCE CRITERIA
Criterion (None)
568
569 25. On the Summary screen, click Done. This will take you back to the Configure Assertion
570 Creation screen.
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(® Main | (®) SP Connection | (W) Browser SSO

SAML Profiles  Assertion Lifetime BYEErN T N CEIT M Protocol Settings IEITNTHET

Assertion Configuration

Identity Mapping Standard
Attribute Contract SAML_SUBJECT
Adapter Instances 1

Configure Assertion Creation

571
572 26. Click Next.
(#® Main | (=) SP Connection | (®) Browser S50
SAML Profiles  Assertion Lifetime  Assertion Creation By {ntl BT LTI EL
| This task provides the configuration for speeific endpoints and security considerations appiicable to selected profiles. Glick the: button
below fo create or revise this configuration.
Protocol Settings
Outbound SSO Bindings POST, Artifact
Inbound Bindings POST, Redirect, Artifact, SOAP
Artifact Lifetime 60 second(s)
Signature Paolicy SAML-standard, Authn requests over POST & Redirect
Encryption Palicy No Encryption
Configure Protocol Settings
573
574 27. On the Protocol Settings screen, click Configure Protocol Settings. This will launch a
575 sequence of sub-screens, beginning with the Assertion Consumer Service URL screen.
576 28. On the Assertion Consumer Service URL screen, make sure that the BINDING field is set to
577 POST and the ENDPOINT URL field is set to /sp/ACS.saml2.
(®) Main | (®) SP Connection | (®) BrowserSSO | () Protocol Settings
+#r Assertion Consumer Service URL  Allowable SAML Bindings [l AR R IE N S (S E1cryption Policy
Summary
| Asthe IdP, you send SAML assertions o the SP's Assertion Consumer Service. The SP may request that the SAML assertion be sent
to one of several URLs, via different bindings. Please provide the possible assertion consumer URLs below and select one to be the
default.
DEFAULT  INDEX BINDING ENDPOINT URL ACTION
default 0 POST /sp/ACS sami2 Edit / Delete
- SELECT - |z| " " Add
578
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579 29. Click Next.
580 30. On the Allowable SAML Bindings screen, select POST and Redirect.

(@) Main | (®) SP Connection | (®) BrowserSS0  (®) Protocol Settings

GET L R BT TR o4 Allowable SAML Bindings

MULECE I Encryption Policy  Summary

 When the SP sends messages, what SAML bindings do you want to aliow?

Artifact
¥ posT
[ Redirect

SOAP

581

582 31. Click Next.

583 32. On the Signature Policy screen, select Require AuthN requests to be signed when received
584 via the POST or Redirect bindings.

® Main (=) BrowserSSO | () Protocol Settings

Assertion Consumer Service URL ~ Allowable SAML Bindings

(®) SP Connection

¥ Signature Policy Encryption Policy  Summary

Additional guarantees of authenticity may be agreed upon between you and your partner. For SP-initiated SSO, you can choose to
require signed authentication requests sent via the POST or redirect bindings. You can also choose (o sign assertions sent to this
partner, regardiess of the binding used.

Require AuthM requests to be signed when received via the POST or Redirect bindings

Always sign the SAML Assertion

SR

586 33. Click Next. On the Encryption Policy screen, select The entire assertion.

585
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587

588

589

590

® Main

Assertion Consumer Service URL  Allowable SAML Bindings  Signature Policy EVSSTT iGN [T EEEEITIINETY

(@) SP Connection | (®) BrowserSSO (=) Protocol Settings

@ None
@ The entire assertion
@ One or more attributes

[l SAML_SUBJECT

34. Click Next.

® Main

Assertion Consumer Service URL  Allowable SAML Bindings

(=) SP Connection (=) BrowserSSO (=) Protocol Settings

Signature Policy  Encryption Policy EvaetituliER"

Protocol Settings

ASSERTION CONSUMER SERVICE URL
Endpoint URL: /sp/ACS.saml2 (POST)
ALLOWABLE SAML BINDINGS

Artifact false
POST true
Redirect true
S0AP false
SIGNATURE POLICY

Require digitally signed AuthN requests true
Always sign the SAML Assertion false

ENCRYPTION POLICY

Encrypt Entire Assertion true

Save Draft Cancel < Previous

35. On the Summary screen, click Done.
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@® Main

SAML Profiles

(®) SP Connection | (%) Browser SSO

Assertion Lifetime  Assertion Creation

¢ Protocol Settings  Summary

This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Click the butfon
below to create or revise this configuration.

Protocol Settings

Qutbound SSO Bindings POST

Inbound Bindings POST, Redirect

Artifact Lifstime 60 second(s)

Signature Policy SAML-standard, Authn requests over POST & Redirect
Encryption Policy SAML Assertion

Configure Protocol Settings

= F.rEVi e

This will take you back to the Protocol Settings screen.

36. Click Next.On the Summary screen, click Done.

This will take you back to the Browser SSO screen.

(® Main (=) SP Connection

Connection Type  Connection Options  Import Metadata Metadata Summary  General Info FUSEIETgREN]

Activation & Summary

 This task provides connection-endpoint and other tion i 2nabling secure b -based SS0, fo at your
partner’s sile. Cmmembemmwatewreﬂsemfsammamn

Browser 550 Configuration

Configure Browser S50

37. Click Next.

38. On the Credentials screen, click Configure Credentials.

39. For the Signing Certificate field, select the certificate to be used to sign the SAML message.
40. Select the certificate that you configured for the server in an earlier section.

41. Select the Signing Algorithm for your environment (e.g. RSA SHA256).
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601

602

603

604

605
606

607
608

® Main

+r Digital Signature Settings

(®) SP Connection | (®) Credentials

Signature Verification Settings  Select XML Encryption Certificate EEITNEIERY

51 vou may need 1o ogtaly sign SAML messages or securty tokens 1o protect against tampering, Please select @ Key/kertficate o us

Signing Certificate 01:30°'DB:8C25'AB (cn=demo dsig new) |+|*
Include the certificate in the signature <Keylnfo> element.

Signing Algorithm RSA SHAZ256 B

Manage Certificates...

42. Click Next.

® Main  (®) SP Connection (W) Credentials

(MOTEIRATIELTTERT TN BN Y Signature Verification Settings RIS INSTLTIGHRW NI Summary

| Incoming SAML messages or security tokens may be digitally signed. This configuration task provides options for verifying signatures.

Manage Signature Verification Settings. ..

43, Click Next.

44. On the Select XML Encryption Certificate screen, select the Block Encryption Algorithm
(e.g. AES-128), and the Key Transport Algorithm (e.g. RSA-OAEP).

45. For the selection box above the Manage Certificates button, select the Relying Party’s
public key certificate to be used to encrypt the message content.
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@) Main | (®) SP Connection  (®) Credentials

(NTTETRAT TR T E RN D ENTT R =TT RS TN Y Select XML Encryption Certificate  Summary

Block Encryption Algorithm Key Transport Algorithm
@ AES-128 R8Av15

AES-256 (help) @ RSA-OAEP
@ Triple DES

01:4C:09:35:30:19 (cn=demo-sp-enc) B =

Manage Certificates..

Save Draft < Previous

609
610 46. Click Next.
(®) Main | () SP Connection | (=) Credentials
Digital Signature Settings  Signature Verification Settings  Select XML Encryption Certificate BVl TELT
B
Credentials
DIGITAL SIGNATURE SETTINGS
Selected Certificate CN=demo dsig new. OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
Include Certificate in Keylnfo false
Selected Signing Algorithm RSA SHA256
Signature Verification
TRUST MODEL
Trust Model Unanchored
SIGNATURE VERIFICATION CERTIFICATE
Selected Certificate CN=demo dsig new, OU=Pingldentity. O=PingFederate, L=Denver, ST=CO, C=US
SELECT XML ENCRYPTION CERTIFICATE
Selected Block Encryption Algorithm Aes 128
Selected Key Transport Algorithm Rsa_oaep
Selected Encryption Certificate CN=demo-sp-enc. O=NCCoE, C=US
611
612 47. On the Summary screen, click Done. This will take you back to the Credentials screen.
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Mﬁt! @ SP Connection

Connection Type  Connection Options  Import Metadata ~Metadata Summary  General Info  Browser S50 E s ChEYETE

Activation & Summary

~For each credential shown here, configure the necessary settings.

Credential Requirement
Digital Signature Not Configured
Signature Verification Settings Unanchored Certificate (Primary CN=demo dsig new, Secondary Mot Configured)

Encryption Certificate CN=demo-sp-enc

Configure Credentials

48. Click Next.

49. On the Activation and Summary screen, select Active for the Connection Status field.

V Main V SP Connection

Connection Type Connection Options  Import Metadata Metadata Summary  General Info  Browser S50  Credentials

¥ Activation & Summary

Summary Information for your SP connection. Click a heading in & section to edit a particular configuration setting.

Connection Status @ Active

@ Inactive
S50 Application https=//idp.abac.test:9031/idp/stant550.ping?PartnerSpld=https://rp.abac test:9031
Endpoint

SP Connection

CONNECTION TYPE

Connection Role SP

Browser 3SO Profiles true
Protocol SAML 2.0
Connection Template No Template
WS-Trust STS false
Outbound Provisioning false

CONNECTION OFTIONS

Browser SSO true

50. Copy the Identity Provider’s SSO Application Endpoint URL (e.g.
https://idp.abac.test:9031/idp/startSSO.ping?PartnerSpld=https://rp.abac.test:9031) to
the clipboard and save it to a text file, because this URL will be used in the functional test
section.

51. Click Done. This will take you to a screen that lists the connections for the server, including
the new connection you just created. Click Save to complete the configuration.
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Certificates

Once you have installed the various products for this ABAC build, you can replace the default
self-signed certificates with certificates signed by a Certificate Authority. For our build, we used
Symantec’s Managed PKI Service to sign our certificates using a local Certificate Authority.
Certificates were used to support various exchanges that require encryption, such as digital
signature, SAML message encryption, and encryption of TLS communications.

Although the detailed instructions of configuring certificates signed by a certificate authority
vary by vendor product, this section describes the general process. For each certificate you
perform the following high level steps:

1. Using the vendor product (e.g. PingFederate, Sharepoint), generate a certificate signing
request on the server where you want to use the certificate. Save the signing request to a
file.

2. Submit an enrollment request to your certificate authority. You will need to provide the
signing request that was generated in step 1. This step is typically where you provide
information such as the name of the server you intend to use the certificate on (e.g.
idp.abac.test).

3. Arepresentative at the certificate authority will examine the enrollment request and
approve it. The representative will issue a certificate response signed with the certificate
authority’s key. You can download the signed response. If you are using a certificate
authority that is locally managed by your organization, you will also need to download the
public key of the certificate authority because you will need to add this the Trusted
Certificate Authorities on each server and client that will be using the certificates.

4. Go back to the vendor product where you created the certificate signing request. If you are
using a local certificate authority, you will first need to add the certificate authority’s public
key to the list of Trusted Certificate Authorities.

5. Import the certificate file for your server that was signed by the certificate authority.

Certificate Configuration PingFederate

In the PingFederate app, on the Main menu, under Certificate Management, click Trusted CAs
to import the public key of your local certificate authority. If you are using a well-known,
external, major certificate authority and that authority's public key is already available in
cacerts in the Java runtime, it is not necessary to import the same certificate into the
PingFederate Trusted CA store.

m  For SSL Server certificates follow the instructions in the link below. The applicable sections
are To create a new certificate, To create a certificate-authority signing request, and To
import a certificate authority response. Once you have imported a signed certificate
response, you will need to active the certificate on the PingFederate runtime server
instance your applications are running on. Follow the instructions in the section To activate
a certificate.

https://documentation.pingidentity.com/display/PF73/SSL+Server+Certificates

= For digital signatures and performing encryption / decryption, follow the instructions in the
link below. The applicable sections are the same as for SSL Server certificates.

https://documentation.pingidentity.com/display/PF73/Digital+Signing+and+Decryption+K
eys+and+Certificates
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«2.12 Functional Test of All Configurations for this Chapter
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The instructions in this section will help perform an integrated test all of the configurations in
this chapter. Using the browser and PingFederate, a user will log on and validate that the
federated authentication to Microsoft AD and RSA AA are properly configured.

The test for this chapter was performed using the Mozilla Firefox browser and the SAML tracer
Add-on, which enables examination of HTTPS POST and SAML messages.

1.

Install the Firefox SAML tracer Add-on from the link below.
https://addons.mozilla.org/en-Us/firefox/addon/saml-tracer/

Launch your Firebox browser and select SAML tracer from the Tools menu.

—Iools Help

Downloads Ctrl+)

Add-ons Ctrl+Shift+4

Apps
Set Up Sync...

Web Developer 3
Page Info

Options
SAML tracer
This will launch an empty SAML tracer window.

s SRR W Ty "
P e

Minimize the SAML tracer window. The SAML tracer will automatically record the details of
the HTTPS messages in the background.

Go back to the main browser window and navigate to the Identity Provider’s SSO
Application Endpoint URL identified in the previous section (e.g.
https://idp.abac.test:9031/idp/startSSO.ping?PartnerSpld=https://rp.abac.test:9031).

Expected Result: You should see the PingFederate Sign On screen.

Please sign on and we'll send you right along.

Username

Password

Fing Sl o

Enter the Username of the account created in Microsoft AD earlier in this chapter (e.g.
Ismith).
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6. Enter aninvalid Password for the account. Do not enter the correct password.

Please sign on and we'll send you right along.

Usemame

Ismith

Password

7. Click Sign On.

Expected Result: You should see an error message that states: We didn't recognize the

username or password you entered.

Please sign on and we'll send you right along.

We didn't recognize the username or password you entered.
Please try again

Username

Ismith

Password

m cancel m

8. Close the existing browser and launch a new browser.

9. Navigate to the Identity Provider’s SSO Application Endpoint URL again.

10. Enter the user name of the account created earlier in this chapter (e.g. Ismith). Then, enter

the correct password.

Please sign on and we'll send you right along.

Usemame

Ismith

Password

m cancel m

11. Click Sign On.
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699 Expected Result: You should see the two-factor RSA AA plugin screen. This screen prompts
700 you to enter the SMS text validation code received by your mobile phone.
Identity Verification
We need to verify your identity because you are attempting to access your account from a computer or device we do not recognize.
Confirm the Phone Number:
To confirm that you can receive SMS for authentication at this phone number, click Continue.
® work: +100C00C1373
(You should receive an SMS message within 30 seconds aftes k Continue!
701
702 Figure 2.3  Identity Verification via SMS

SCE

Identity Verification

‘We are now sending an SMS message containing a confirmation code the following phone number you selected
Selected Phone Number:
work: +1-J00C0K-1373

Enter the confirmation code below. After entering the confirmation code, you will be authorized to continue.
Ifyou didnt receive the SMS within 60 seconds or had other problems, please contact your administrator.

Confirmation Code: || *

Would You Like Us to Remember this Computer?

) Yes, | plan on using this computer to access my account in the future

® No, This is a public computer or one | do not plan on using often to access my account

703

704 Figure 2.4  Confirmation Code Screen

705 12. Enter the SMS validation code received on your mobile phone and proceed. This will initiate
706 a communication with the RSA AA server to validate the code that was entered.

707 Expected Result: The browser should redirect to the Relying Party’s Federation Server (e.g.
708

rp.abac.test) and you should see an error message similar to the following screenshot.
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13.

14.

ol Error

(‘ @ https//rp.abactest:9031/sp/ACS.saml2 | Q Search 3

85 Most Visited [ Sharepoint Admin B ABAC Top Level B ABAC Finance { | Nextlabs Reporter

Error

Unexpected System Error

Sorry for the inconvenience. Please contact your administrator for
assistance and provide the reference number below to help locate
and correct the problem

Reference#: nfffua

Go back to the SAML tracer window. Scroll to the bottom of the list of messages in the
upper pane. Click on the last message (e.g. POST https://rp.abac.test:9031/sp/ACS.saml2)
that has a SAML icon associated with it. This will show the details of the POST message.

A e
Cloae |19 e o o Eipert | impart

=%199.0) Oecies/20100101 Fizefon/39.0
q=0, qma. 8

Content-Length:

HTTR/?.7 800 Sarver Error
Date; Man. 70 Jul 3

Expected Result: In the details page at the bottom, on the http tab, you should see that the
browser sent a POST message to the Relying Party’s PingFederate server rp.abac.test. The
HTTP response status code (identified on the line that begins with HTTP) should be a

500 Server Error.

Click on the SAML tab.

8 s e — e ———— e W E—————

e[ " it msircn) tpent 1) bngen]

Expected Result: You should see the details of the SAML message, including the Issuer. The
Issuer should be the Identity Provider’s Federation server, idp.abac.test.
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03.1 Introduction

11 In the previous chapter of this How-To Guide we demonstrated how to set up federated,

12 SAML-based authentication at the Identity Provider (IdP). Before continuing with this chapter, it
13 is necessary to have a working federation service that will represent the Identity Provider and
14 can receive and issue SAML 2.0 request and responses. For instructions on how to set this up
15 using Ping Federate, please refer to chapter 2 of this guide.

16 In order to federate identities and attribute information between organizations a federation

17 service must exist at both the Identity Provider and the Relying Party (RP). A trust relationship
18 between these two services must then be instantiated to allow for identity and attribute

19 requests and responses. In this chapter we configure an instance of PingFederate (henceforth
20 called PingFederate-RP) at the Relying Party to act as a federation service and to redirect users
21 to the PingFederate-IdP via a SAML request. We then configure the trust relationship and

22 federated authentication between the PingFederate-RP and the PingFederate-IdP, allowing the
23 SAML request to be processed by the Identity Provider and the subsequent return of a SAML
24 response containing identity and attribute assertions.

25 If you follow the instructions in this chapter, you will be able to perform a functional test to

26 verify the successful completion of the steps for installing, configuring, and integrating the

27 components.

»s3.2 Components

29 Federated authentication between the Relying Party and the Identity Provider involves the
30 following distinct components:

31 = PingFederate-IdP: A federation system or trust broker for the Identity Provider

32 = PingFederate-RP: Serves as the trust broker for SharePoint

133.2.1 PingFederate-IdP

34 Ping Identity PingFederate-IdP serves as a federation system or trust broker for the IdP.

35 PingFederate-IdP provides initial user authentication and retrieval of user attributes to satisfy
36 SAML requests from the RP. Once the user has been authenticated, PingFederate-IdP queries
37 subject attributes from AD and environmental attributes from the RSA AA event log.

38 PingFederate-IdP takes the name:value pairs of both the subject and environmental attributes
39 and stores them in a SAML 2.0 token to be sent to the RP.

40 PingFederate Usage Notes:

41 m  When using the PingFederate application to perform an administrative configuration, there
42 is usually a sequence of screens that require user entry, ending with a summary page. Once
43 you click Done on the summary page, you must also click Save on the following page to save
44 the configurations. If you forget to click Save, you may inadvertently lose changes to the

45 configuration.

46 = Inthe PingFederate application and associated documentation, the Relying Party is referred
47 to as the Service Provider.
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= When using the PingFederate application to perform configuration, refer to the title of the
tab with a small star icon to its left, to identify the item you are currently configuring. For
example, if you navigated to the following screen, you would be on the IdP Adapter screen.

(®) Create Adapter Instance

Type RB-@LEFUCEVEIE Extended Contract Adapter Attributes  Summary

PingFederate-RP

Ping Identity PingFederate-RP serves as the trust broker for SharePoint. When the user requires
authentication, PingFederate-RP redirects the user to the IdP via a SAML request to get the
necessary assertions. Once authenticated, PingFederate-RP arranges for the browser's HTTPS
content to have the proper information in proper format for acceptance at the target resource
(SharePoint).

Export Metadata from the Identity Provider

Follow the instructions in this section to export a metadata file from the PingFederate-IdP.
1. Log on to the server that hosts the PingFederate service for the Identity Provider.

2. Launch your browser and navigate to the PingFederate application URL:
https://<DNS_NAME>:9999/pingfederate/app.

3. Replace DNS_NAME with the fully qualified name of the Identity Provider's PingFederate
server (e.g. https://idp.abac.test:9999/pingfederate/app). Log on to the PingFederate
application using the credentials you configured during installation.

4. Onthe Main Menu under Administrative Functions, click Metadata Export.
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67 5. Onthe Metadata Mode screen, select Use a connection for metadata generation.

¥ Metadata Mode
You can generate metadata specific to a connection, including the Attribute Confract and public key. Or you can provide a new contract
and select a key manually. The resuiting metadata may be shared with your partner to simplify connection creation

® Use a connection for metadata generation
@ Select information to include in metadata manually

Use the secondary port for SOAF channel

68

69 6. Click Next. On the Connection Metadata screen, select the connection to the Relying Party
70 that you configured in the previous chapter (e.g https://rp.abac.test:9031). This should
71

automatically populate some of the fields on the screen with information from the
72 connection.

@ Export Metadata

UEELE RN GLEE % Connection Metadata

Select a connection that contains the Aftribute Coniract and Digital Signature Key you wish to inciude In the metadata.

.

nttps//rp abac test9031 E

ATTRIBUTE CONTRACT
SAML_SUBJECT

DIGITAL SIGNATURE KEY

CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US

XML ENCRYPTION KEY

No XML key available for this connection

73
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7. Click Next. On the Metadata Signing screen, if you plan to sign the metadata file that will be

exported, select the certificate that will be use to sign the file.

(® Main | (%) Export Metadata

U EELEIER LGRS L E G LR EELE TG 4 Metadata Signing  Export & Summary

Signing Certificate -SELECT - E'

Manage Certific

3 F”'E‘uil:'ug

8. Click Next. On the Export & Summary screen, you should see a summary of the options that

were selected.

(® Main | (=) Export Metadata

Metadata Mode  Connection Metadata Metadata Signing EVSSTLLERIT 1 ELY

Export button to export this metadata to the file system.

METADATA MODE
Metadata mode Use connection
Use the secondary port for SOAP channel false

CONNECTION METADATA

Selected connection https:/frp.abac.test:9031
Attribute SAML_SUBJECT
Digital Signature Key CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US

METADATA SIGNING

Signing Cerificate Naone

Export

Cancel < Previous
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80 9. Click Export. This will create an export file that contains the metadata of the Identity
81 Provider that you can download using the browser.

' ™
Opening metadata.xm‘ M

You have chosen to open:

metadata.xml

which is: XML file (3.6 KB)
from: https://rp.abac.test:0999

| What should Firefox do with this file?

() Open with | Applications\EXCEL.EXE (default) ']

@ Save File

7] Do this automatically for files like this from now on.

[ oK l I Cancel ]
82 i
83 10. Copy the metatdata file to the server that hosts the PingFederate service for the Relying
84 Party.

3.4 Configure PingFederate-RP Connection to the
86 PingFederate-IdP

87 Follow the instructions in this section to configure a PingFederate connection from the Relying
88 Party to the Identity Provider.

89 1. Log on to the server that hosts the PingFederate service for the Relying Party.

90 2. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app.

91 3. Replace DNS_NAME with the fully qualified name of the Relying Party's PingFederate server
92 (e.g. https://rp.abac.test:9999/pingfederate/app). Log on to the PingFederate application
93 using the credentials you configured in the previous installation section.
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PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

APPLICATION INTEGRATION
SETTINGS

Adapters

Authentication Selection
Default URL

Application Endpoints

FEDERATION SETTINGS

Protocol Endpoints

[E] sP coNNECTIONS (3)

LEIE sharepoint
ELUTRXD nttps-/inextiabs-p
ELU¥ XD Demo SP

» WManage AllSP » Create New » Import

[ SP AFFILIATIONS (0)

» Manage All Affiiations » Create New

@ Server Configuration

©) sYSTEM SETTINGS

Server Settings
Data Stores
Redirect Validation

ADMINISTRATIVE
FUNCTIONS

Metadata Export

XML File Signatures

Configuration Archive

Account Management

License Management @
Virtual Host Names

CERTIFICATE
MANAGEMENT

Trusted CAs

SSL Senver Certificates
SSL Client Keys &
Certificates

Digital Signing & XML
Decryption Keys &
Certificates

Certificate Revacation

Checking

AUTHENTICATION

Application Authentication
Password Credential
Validators

Active Directary
Domains/Kerberos Realms

IDP-TO-SP
BRIDGING

Adapter-to-Adapter

4. On the Main Menu under IDP CONNECTIONS, click Create New.

5. On the Connection Type screen, select Browser SSO Profiles.

(®) 1dP Connection

¢ Connection Type

APPLICATION INTEGRATION
SETTINGS

Adapters

Target URL Mapping
Identity Store Provisioners
Default URLs

Application Endpoints

FEDERATION SETTINGS

Pratocol Endpoints

IDP CONNECTIONS (2)

ELVTW XN hitps-//idp.abac
SAML2.0 JaPntelty =}

» Manage AllidP » Create New » Import

As an SF, you are making a connection to a partner IdP. Select the type of connection needed for this IdP: Browser SSO Profiles (for
Browser S50}, WS-Trust STS (for access to identity-enabled Web Services), OAuth SAML Grant (for authenticating against the
PingFederate Authorization Server), Inbound Provisioning (for integrating with Saas partners) or ail.

Browser S50 Profiles
[ WS Trust 8T8
[ OAuth SAML Grant

[ Inbound Provisioning

6. Click Next.

Protocol SAML 2.0

7. On the Connection Options screen, make sure Browser SSO is selected.
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@"ﬂm @ IdP Connection

LUL T GL RN Connection Options  Import Metadata Ger

Credentials  Activation & Summary
~ Piease select options that apply to this connection.

Browser S50
JIT Provisioning
[ oAuth Attribute Mapping

Attribute Query

100

101 8. Click Next.

102 9. On the Import Metadata screen, click Browse and select the metadata file that you
103 exported from the Identity Provider's PingFederate server.

Main | (®) IdP Connection

Connection Type

(LN (WLROLL B 4 Import Metadata  General Info Browser 550 Credentials  Activation & Summary

| Ifyou received a metadata file from a partner IdP describing this new connection, import the file here to popuiate many connection
settings automatically.

metadata idp.xml

104

105 10. Click Next.
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106 11. On the Metadata Summary screen, click Next. On the General Info screen you should see
107 some configuration information (e.g. Base URL) about the Identity Provider that was taken
108 from the metadata file that you selected.

(® Main | (®) 1dP Connection

Connection Type  Connection Options  Import Metadata Metadata Summary BCESIEIGINNIGE Browser S50  Credentials

Activation & Summary

| This information identifies your partner's unique connection identifier (Connection ID). Connection Name represents the plain-language
identifier for this connection. Optionally, you can specify multiple virtual server IDs for your own Server to use when communicating with
this partner. If set, these virtual server IDs will be used in place of the unigue prolocol identifier configured for your server in Server
Settings. The Base URL may be used to simpiify configuration of partner endpoints.

Partners Entity ID (Connection D) hitps://idp.abac. test:9031 |-

Connection Name hitps:/fidp.abac test:0031 N

Virtual Server IDs

Base URL nitps:/fidp.abac test:0031
Company

Contact Name

Contact Number

Contact Email

Error Message:

109

110 12. Click Next.

@ Main | (=) IdP Connection

Connection Type  Connection Options  Import Metadata  Metadata Summary  General Info [EVT{VWR RN 4]

Activation & Summary

= mmmmmmmmmmmmmmmmmmsm to resources at your
site. Click the button below to create or revise this configuration.

Browser 550 Configuration

Configure Browser SS0O

111

112 13. On the Browser SSO screen, click Configure Browser SSO.
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113 14. On the SAML Profiles screen, select IdP-Initiated SSO and SP-Initiated SSO.

® Main | (®) IdP Connection | (%) Browser SSO

R\ MG User-Session Creation  Protocol Settings

Single Sign-On {550) Profiles Single Logout (SLO) Profiles
|dP-Initiated S50 IdPnitiated SLO
SPnitiated S50 SP-nitiated SLO

114

115 15. Click Next.

(® Main | (=) IdP Connection | (=) Browser SSO

ELUVIR SRR User-Session Creation [EGIGHURELRDNEN  Summary

User-Session Configuration

Identity Mapping Mot Configured
Attribute Contract SAML_SUBJECT
Adapter Instances 0

Connection Contract Mappings 0

Configure Use sion Creation

116
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117 16. On the User-Session Creation screen, click Configure User-Session Creation.

@® Main

+r Identity Mapping

(=) IdP Connection | (=) BrowserSS0 | (®) User-Session Creation

LU TR ETRl Target Session Mapping  Summary

B

o with a
@ Account Mapping: The IdP is sending a set of attributes that may be used to dynamically map the user to a specific local account.

© Account Linking: The |dP is sending a unique name identifier (possibly opague). An opaque identifier preserves user privacy in that it cannat be traced
back to a user's identity at the I[dP. The name identifier is used by this SP to create a persistent association between the user and a specific local
account.
[T] The assertion includes attributes in addition to the unique name identifier.

118

119 17. On the Identity Mapping screen, click Next.

® Main | (®) IdP Connection | (®) BrowserSS0 (=) User-Session Creation

[GELITRIEL LGN ¥ Attribute Contract  Target Session Mapping  Summary
| An Attribute Contract Is a set of user attributes that the IdP will send In the assertion.

ATTRIBUTE CONTRACT
SAML_SUBJECT

EXTEND THE MASK VALUES IN LOG ACTION
CONTRACT

Add

120

75



Attribute Based Access Control Practice Guide

121 18. On the Attribute Contract screen, click Next.

® Main

Identity Mapping

(®) 1dP Connection

(®) Browser SSO

LU LINCREG] GETRE + Target Session Mapping

(®) User-Session Creation

Summary

ADAPTER INSTANCE NAME

VIRTUAL SERVER IDS

ACTION

CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION

Map New Adapter Instance... Map New

Connection Contract Mapping. ..

i Prewnus
122

123

19. On the Target Session Mapping screen, click Map New Connection Contract Mapping

@® Main (@) IdP Connection (=) Browser SSO

(®) User-Session Creation
@ Connection Contract Mapping

v Connection Mapping Contract  Atribute Retrieval

Contract Fulfillment  Issuance Criteria

Summary
EM“‘ { the connectic ‘i;.-_,_ i \-E"I: ild like to activate for i "Zr.mw_‘ F mfm?m is partner.

CONNECTION MAPPING CONTRACT | _gp e - E

CONTRACT ATTRIBUTES

Manage Connection Mapping Contracts...

124

76




Chapter 3. Setting up Federated Authentication Between the Relying Party and the Identity Provider

125 20. On the Connection Mapping Contract screen, click Manage Connection Mapping
126 Contracts.

@® Main (=) IdP Connection (@) BrowserSSO  (®) User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

+¥r Manage Contracts

CONTRACT NAME CONTRACTID ACTION

SharePoint 2TSYIIBHRp5igs2t Celetz (Check Usage)

Create New Contract

127

128 21. On the Manage Contracts screen, click Create New Contract.

129 22. On the Contract Info screen, enter the Contract Name (e.g. Sharepoint 2013).

® Main (=) IdP Connection ~ (®) Browser SSO () User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

@ Connection Mapping Contract

v ContractInfo  Contract Attributes  Summary

Contract Name Sharepoint 2013| |
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131 23. Click Next.

@® Main (=) IdP Connection (@) BrowserSSO  (®) User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

@ Connection Mapping Contract

(e LETRE DIV Contract Attributes  Summiary

ATTRIBUTE CONTRACT

SAML_SUBJECT

EXTEND THE ACTION
CONTRACT

132

133 24. Click Next.

@® Main (=) IdP Connection (@) BrowserSSO  (®) User-Session Creation
@ Connection Contract Mapping @ Manage Connection Mapping Contracis

@ Connection Mapping Contract

Contract Info  Contract Attributes

Connection Mapping Contract

CONTRACT INFO

Contract Name Sharepoint 2013
CONTRACT ATTRIBUTES
Attribute SAML_SUBJECT

Cancel

134
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25. On the Summary screen, click Done.

® Main

@ Connection Contract Mapping

(®) I1dP Connection  (®) Browser SO () User-Session Creation

@ Manage Connection Mapping Confracts

+r Manage Contracts

CONTRACT NAME CONTRACTID ACTION
SharePaoint 2TSYIiBHRpSigs2t Delete (Check Usage)
Sharepoint 2013 pHDOPDzxOTReXCnFp Delete

Create New Contract..

e

26. On the Manage Contracts screen, you should see the new contract listed. Click Save.

27. On the Connection Mapping Contract screen, for the CONNECTION MAPPING CONTRACT

field select the name of the new contract that was created (e.g. Sharepoint 2013).

® Main (=) IdP Connection (W) Browser SSO  (®) User-Session Creation

@ Connection Contract Mapping
¥ Connection Mapping Contract  Atiribute Retrieval Contract Fulfillment  Issuance Criteria  Summary

o

o seleat ages from this partner.

fricicliphidontity

CONNECTION MAPPING CONTRACT | gparepaint 2013 '

CONTRACT ATTRIBUTES

subject

Manage Connection Mapping Contracts...
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28. Click Next. On the Attribute Retrieval screen, select Use only the attributes available in the

141
142 SSO Assertion.
® Main (@) IdP Connection (@) Browser SSO (W) User-Session Creation
@ Connection Contract Mapping
oLV LRI ELL GRS LG Tl A Attribute Retrieval — Contract Fulfillment  [ssuance Criteria  Summary
7 - You can fulfil the Connection Mapping Contract by using only the atfributes from the SAML assertion or by using these attributes to fook
up additional information from & local data )
CONNECTION MAPPING CONTRACT
subject
@ Use the S50 Assertion to look up additional information
@ Use only the attributes available in the S50 Assertion
143
144 29. Click Next. On the Contract Fulfillment screen, for the SOURCE field select Assertion. For
145 the VALUE field, select SAML_SUBJECT.

@® Main  (®) IdP Connection  (®) Browser SSO (W) User-Session Creation

@ Connection Contract Mapping

Summary

LU LTERE GETET + Contract Fulfillment  Issuance Criteria

Connection Mapping Contract

You can fulfill your Gonnection Mapping Contract with values from the assertion, dynamic text, expressions, or from a data-store I00Kup.

CONNECTION MAPPING SOURCE VALUE ACTIONS

CONTRACT

subject Assertion B SAML_SUBJECT B None
available

Cance‘

146
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147 30. Click Next.

®) Main | (®) IdP Connection | (®) Browser SSO | (W) User-Session Creation | () Connection Contract Mapping

Connection Mapping Contract  Atfribute Retrieval ~ Contract Fulfillment SUREUTED URel i T SRS INETY

SOURCE ATTRIBUTE NAME CONDITION VALUE ERROR RESULT ACTION

| -SELECT - " VIfSELECTfi‘ - SELECT - ‘ e | Add

148

149 31. On the Issuance Criteria screen, click Next.

(® Main (@) IdP Connection (@) BrowserSSO  (®) User-Session Creation

@ Connection Contract Mapping

Connection Mapping Contract  Atiribute Retrieval Contract Fulfillment  Issuance Criteria

CONNECTION MAPPING CONTRACT
Selected contract Sharepoint 2013
ATTRIBUTE RETRIEVAL

Attribute location Use only the attributes available in the SSO Assertion
CONTRACT FULFILLMENT
subject SAML_SUBJECT (Assertion)

ISSUANCE CRITERIA

Criterion {None)

150

151 32. On the Summary screen, click Done.
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152 33. On the Target Session Mapping screen, you should see new contract (e.g. Sharepoint 2013)
153 listed under the CONNECTION MAPPING CONTRACT NAME field.

(® Main | (®) IdP Connection | (®) BrowserSS0 | (®) User-Session Creation

(G BTV TR G Tl Target Session Mapping  Summary

St interm me&mmmmm
your system. Likewise, map mnaewunmntraﬁmreammmersp(s)

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION
Sharepoint 2013 Delete

Map New Adapter Instance.. Map New Connection Contract Mapping...

Cancel < Previous

154
155 34. Click Next.
@ Main @ IdP Connection @ Browser SSO @ User-Session Creation
Identity Mapping  Attribute Contract ~ Target Session Mapping B @ hiTIELT
" Summary i ion for ion Creation iguration. Click a ing link to edit a iguration setting.
User-Session Creation
IDENTITY MAPPING
Enable Account Mapping true
ATTRIBUTE CONTRACT
Attribute SAML_SUBJECT
TARGET SESSION MAPPING
Connection mapping contract name Sharepoint 2013
CONNECTION MAPPING CONTRACT
Selected contract Sharepoint 2013
ATTRIBUTE RETRIEVAL
Attribute location Use only the attributes available in the SSO Assertion
CONTRACT FULFILLMENT
subject SAML_SUBJECT (Assertion)
ISSUANCE CRITERIA
Criterion (None)
156
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157 35. Click Done.

(® Main | (®) 1dP Connection | (®) Browser SSO

LT ML ) User-Session Creation REGGIIRTI LI Summary

User-Session Configuration

Identity Mapping Mot Configured
Attribute Contract SAML_SUBJECT
Adapter Instances 0
Connection Contract Mappings il

Configure on Creation

158

159 36. On the User-Session Creation screen, click Next.

(® Main | (®) IdP Connection | (®) Browser SSO

SAML Profiles  User-Session Creation [BValaffii vt =1 ) T RSN ETy

Protocel Settings Configuration

Outbound SSO Bindings POST, Redirect

Inbound Bindings POST, Redirect, Artifact, SOAP

Signature Palicy SAML-standard, Authn requests over POST & Redirect

Encryption Palicy No Encryption

Configure P
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161 37. On the Protocol Settings screen, click Configure Protocol Settings. This will bring up a
162 sequence of sub-screens.

(®) Main | (®) IdP Connection | (=) BrowserSSO (=) Protocol Settings

PR VTN EW  Allowable SAML Bindings ~ Artifact Resolver Locations  Default Target URL ~ Signature Policy [ttt {{=Uu-tiTn I B

| Asthe SP you send authentication requests (AuthnRequests) for single sign-on to the ldP's SSO Service. Depending on the situation, the IdP may have
several endpoints available. Please provide the endpoints that you want to use when sending these requests.

BINDING ENDPOINT URL ACTION

POST fidp/S50.sami2 Edit / Delete

Redirect fidp/S30.saml2 Edit / Delete
- SELECT - El * " Add

163
164 38. On the SSO Service URLs screen, click Next.
165 39. On the Allowable SAML Bindings screen, select POST and select Redirect.
® Main | (®) IdP Connection | (W) BrowserSSO  (®) Protocol Settings
ERVRELLEA N ESS o4 Allowable SAML Bindings [LEETUSETGL AT LEWNENGISE Encryption Policy  Summary
| When the IdP sends messages, over what SAML bindings do you want to receive them?
Artifact
¥ posT
[¥] Redirect
SOAP
Cancel < Previous
166
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40. Click Next.

@® Main

§50 Service URLs

(®) 1dP Connection

(=) BrowserSS0 | (®) Protocol Settings

Allowable SAML Bindings

¥ Default Target URL [ESIGLETTIERIM Encryption Policy  Summary

Optionally, you can specify a default target URL for this IdP connection. Entering a URL in the Default Target URL field overrides the SP Default URL SSO
setting.

Default Target URL

e

41. On the Default Target URL screen, click Next.

42. On the Signature Policy screen, make sure that the following are selected:
a. Specify additional signature requirements and
b. Sign AuthN requests sent over POST and Redirect bindings

@® Main (@) 1dP Connection  (®) Browser SSO

RRTe IR 1 S LAVE TR ST T RV ETL A BT UM B + Signature Policy  Encryption Policy  Summary

(®) Protocol Settings

- Additional guarantees of authenticity may be agreed upon between you and your pariner. For SP-initiated S5O, you can choose lo sign authentication
requests sent via the POST or redirect bindings. You can also choose {0 require signed assertions, regardless of the binding used.

Specify how message authenticity and integrity is ensurad:
@ Use SAML-standard signature requirements
@ Specify additional signature requirements
Sign AuthN requests sent over POST and Redirect bindings

Require signed SAML Assertions (rather than signed Responses — Assertions are contained inside SAML Responses)
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43. Click Next. On the Encryption Policy screen, select:

a. Allow encrypted SAML Assertions and SLO messages and
b. The entire assertion

@® Main

$50 Service URLs

(®) 1dP Connection

Allowable SAML Bindings

(®) Browser SSO

Default Target URL

(®) Protocol Settings

LILLELTTCR G5 % Encryption Policy Summary
© None
@ Allow encrypted SAML Assertions and SLO messages

[ The entire assertion

SAML_SUBJECT (Name Identifier)

One or more attributes

Cancel < Pravious

44, Click Next.

#®) Main | (®) IdP Connection | (=) BrowserSSO | (%) Protocol Settings

550 Service URLs  Allowable SAML Bindings Default Target URL  Signature Policy  Encryption Policy B @S ELY

- Summary information for your Protacol Settings configuration. Click a heading fink to edit a configuration setting.

Protocol Settings

550 SERVICE URLS
Endpoint URL: /idp/S50._sami2 (POST)
Endpoint URL: /idp/SS0._saml2 (Redirect)

ALLOWABLE SAML BINDINGS

Artifact false
POST true
Redirect true
SOAP false
DEFAULT TARGET URL

SIGNATURE POLICY

Sign AuthM requests over POST and Redirect true
Require digitally signed SAML Assertion false
ENCRYPTION POLICY

Encrypt Entire Assertion true
Encrypt Name Ildentifier false
Encrypt One or More Attributes false
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180 45. On the Summary screen, click Done.

® Main

SAML Profiles

(®) IdP Connection | (=) Browser 5SSO

LT RLLLREEE LI ¥ Protocol Settings  Summary

L This

Protocol Settings Configuration

Outbound SS0 Bindings POST, Redirect
Inbound Bindings POST, Redirect
Signature Palicy SAML-standard, Authn requests over POST & Redirect
Encryption Policy SAML Assertion

Configure Protocol Settings

181
182 46. On the Protocol Settings screen, click Next.
subject SAML_SUBJECT (Assertion)

ISSUANCE CRITERIA

Criterion (None)

Protocol Settings

$S0 SERVICE URLS

Endpoint URL: /idp/SS0.saml2 (POST)
Endpoint URL: /idp/SS0.saml2 (Redirect)
ALLOWABLE SAML BINDINGS

Artifact false
POST true
Redirect true
SOAP false
DEFAULT TARGET URL

SIGNATURE POLICY
Sign AuthN requests over POST and Redirect true
Require digitally signed SAML Assertion false

ENCRYPTION POLICY

Encrypt Entire Assertion true
Encrypt Name Identifier false
Encrypt One or More Attributes false

Cancel < Previous
183
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47. On the Summary screen, click Done.

184
@) Main | (®) I1dP Connection
Connection Type Connection Options  Import Metadata  Metadata Summary  General Info FUSETGITET SN Activation & Summary
Browser 550 Configuration
Canfigure Browser S50
< Previous
185
186 48. On the Browser SSO screen, click Next.
(@® Main | (=) IdP Connection
Connection Type  Connection Options  Import Metadata Metadata Summary  General Info  Browser 550 U@ El L TE] e ERELR T HEL
Credential Requirement
Digital Signature Mot Configured
Signature Verfication Settings Unanchored Certificate (Primary CN=demo dsig new, Secondary Not Configured)
Decryption Certificate Mot Configured
Configure Credentials
< Previous Next >
187

188 49. On the Credentials screen, click Configure Credentials.
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189 50. On the Digital Signature Settings screen, select:
190 a. Signing Certificate for SAML messages and
191 b. Signing Algorithm

® Main

¥ Digital Signature Settings

(®) IdP Connection | () Credentials

Signature Verification Settings  Select XML Decryption Key EEIINER]

Signing Certificate 01:30:DB:8C:25:AB (cn=demo dsig new) |~|*

Include the certificate in the signature <Keylnfo> element.

Signing Algorithm RSA SHA256

Manage Certificates.

192

193 51. Click Next.

(®) Main | (®)IdP Connection | (®) Credentials

DGTERILDEGT RIS LG EN 4 Signature Verification Settings ESESCBIELLTILLRICTH Summary

Manage Signature Verification Se

194
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195 52. On the Signature Verification Settings screen, click Manage Signature Verification Settings.

@® Main

+r Trust Model

(®) IdP Connection | () Credentials  (®) Signature Verification

Signature Verification Certificate JESININERY

|1 Select the Trust Mode! to be used for veritying digital signatures received from this partner.

@ Anchored The verification certificate must be signed by a Trusted CA and included in the incoming message.

@ Unanchored The verification certificate is self-signed, or you wish to trust a specific certificate.

Cancel Nem
196

197 53. On the Trust Model screen, click Next.

198 54. On the Signature Verification Certificate screen, select the certificate to verify digital
199 signatures.

(®) Main | (®) IdP Connection | (W) Credentials | (®) Signature Verification

WAL GLEE 4 Signature Verification Certificate  Summary

| Please select the certificate(s) to use when verifying these digital signatures. When multiple certificates are chosen, each certificate Js tried from the top of
the list down until the signature is verified.

Primary 01-30 DB 8C 25AB (cn=demo dsig new) El *

Secondary _ SELECT - E|

Manage Certificates ..

200
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55. Click Next.

@® Main

Trust Model

(®) 1dP Connection

(®) Credentials

Signature Verification Certificate EVgIMuhiELY

(®) Signature Verification

' Summary information for your Signature Verificati iguration. Click a ing link to edit a configuration setting.

Signature Verification

TRUST MODEL
Trust Mode! Unanchored
SIGNATURE VERIFICATION CERTIFICATE

Selected Certificate CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US

Cancel < Previous Dane

56. On the Summary screen, click Done.
57. On the Signature Verification Settings screen, click Next.

58. On the Select XML Decryption Key screen, select the certificate associated with the private

key that will decrypt messages from the Identity Provider.

@® Main

Digital Signature Settings

(®) IdP Connection | (®) Credentials

Signature Verification Settings

¥r Select XML Decryption Key  Summary

01:4C:09:35:30:19 (cn=demo-sp-enc) EI *

Manage Certificates...

Cancel < Previous Next >
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208 59. Click Next.

@®) Main | (®) IdP Connection | (8) Credentials

Digital Signature Settings  Signature Verification Seftings  Select XML Decryption Key B3Ny LIELT

Credentials

DIGITAL SIGNATURE SETTINGS

Selected Certificate CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
Include Cerificate in Keylnfo false
Selected Signing Algorithm RSA SHA256

Signature Verification

TRUST MODEL

Trust Model Unanchored
SIGNATURE VERIFICATION CERTIFICATE
Selected Certificate CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
SELECT XML DECRYPTION KEY

Selected Decryption Certificate CN=demo-sp-enc, O=NCCoE, C=US

209
210 60. On the Summary screen, click Done.

(® Main | (=) IdP Connection

Connection Type  Connection Options  Import Metadata  Metadata Summary  General Info  Browser S50 EU@aGhEn iG] M e HE- T N EL

Credential Requirement
Digital Signature CN=demo dsig new

Signature Verification Settings Unanchored Certificate (Primary CN=demo dsig new, Secondary Not Configured)

Decryption Certificate CH=demo-sp-enc

Configure Credential

211

212 61. On the Credentials screen, click Next.

92



213

214

215
216
217
218

219

220

221
222

223
224

225
226
227
228

229
230
231

232

Chapter 3. Setting up Federated Authentication Between the Relying Party and the Identity Provider

3.5

62. On the Activation and Summary screen, select Active for the Connection Status field.

(®) IdP Connection
Connection Type  Connection Options  Import Metadata Metadata Summary General Info  Browser 550 Credentials

+r Activation & Summary

Summary information for yeur IdP connection. Click a heading in a seetion to edit a particular configuration seiting

Connection Status @ Active

© Inactive
SS0 Application https:/frp.abac test:9031/sp/start SSO.ping?Partnerldpld=https:/fidp.abac test:9031
Endpaint

IdP Connection
CONNECTION TYPE

Connection Role 1dP
Browser S5O Profiles true
Protocal SAML 2.0
WS-Trust STS false
OAuth SAML Grant false
Inbound Provisioning false

CONNECTION OPTIONS

Browser S50 true
JIT Provisioning false
OAuth Attribute Mapping false
Attribute Query false

63. Copy the Relying Party's SSO Application Endpoint URL (e.g.
https://rp.abac.test:9031/sp/startSSO.ping?Partnerldpld=https://idp.abac.test:9031) to
the clipboard and save it to a text file, because this URL will be used in the functional test
section.

64. Click Save to save the configuration.

Functional Test of All Configurations for this Chapter

This section provides instructions to perform an integrated test all of the configurations in
Chapter 2.

1. Usingthe browser and PingFederate, a user will log on at the Identity Provider, and then get
redirected to the Relying Party.

Note: This test is similar to the test in chapter 2, except this time the Relying Party has a
destination endpoint connection that was configured in chapter 3, so the response code
from the Relying Party’s Federation server (e.g. rp.abac.test), should be an HTTP 200 status
code.

2. Launch your browser and navigate to the Relying Party's SSO Application Endpoint URL
identified in the previous section (e.g.
https://rp.abac.test:9031/sp/startSSO.ping?Partnerldpld=https://idp.abac.test:9031).

3. Launch the SAML tracer as in chapter 2 and minimize the tracer window.
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233 Expected Result: You should see the PingFederate Sign On screen.

Please sign on and we'll send you right along.
Username
*
Password
*
= coce [N
234
235 4. Enter the Username and Password of the account created in chapter 2 (e.g. Ismith) and
236 click Sign On.
237 5. When the RSA Adaptive Authentication screen comes up, enter the SMS text validation
238 code.
239 Expected Result: You should see the browser redirect to the Relying Party's Federation Server
240 (e.g. rp.abac.test) and an error message similar to the message in the following screenshot.
j“ Sign On Error x\+_
(' @ https//rp.abac.test3031/sp/ACS.sami2 C‘-'_ Q Search
|2 Most Visited > Sharepaint Admin [} ABAC Top Level B ABAC Finance || Nextlabs Reporter
ign On Error
Unexpected exception occurred in Response Handling: No SP
adapter or SP connection is allowed for this virtual server id:
https://rp.abac test-9031
Partner: https:/fidp.abac.test:3031
Target Resource: https:/irp.abac.test:9031/quickstart-app-sp/go
241
242 6. Return to the SAML tracer window.
243 7. Scroll to the bottom of the list of message in the upper pane.
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8. Click on the last message (e.g. POST https://rp.abac.test:9031/sp/ACS.saml2) that has a
SAML icon associated with it. This will show the details of the POST message.

s
T Sy FemTy

[SAML]

031/9p/ACS . saml? ETTR/L.1

Expected Result: In the details page at the bottom, on the http tab, you should see that the
browser sent a POST message to the Relying Party's PingFederate server (e.g. rp.abac.test). The
HTTP response status code (identified on the line that begins with "HTTP") should be a 200 OK
code.
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Introduction

In previous sections of this How-To Guide, we installed several products to establish RP and IdP
environments, their components, and the federation between them (Chapter 2 and Chapter 3).

In this section of the How-To Guide we will illustrate how to install IIS (Internet Information
Services 8), Microsoft SQL Server 2012, and Microsoft SharePoint Server 2013. Then, within
SharePoint we will illustrate how to create a web application, configure the web application to
run SSL, create a site collection, and create sub-sites.

In our build, we used ABAC policies and policy enforcement to protect RP resources like
SharePoint sites and documents with the help of NextLabs products installed in subsequent
How-To sections (Chapter 7 and Chapter 8).

Components Used in this How-To Guide

1. Internet Information Services (lIS) Manager - extensible web server created by Microsoft
(formerly Internet Information Server) and is pre-installed in most Windows editions
though is not active by default.

2. Microsoft SharePoint 2013 - Microsoft SharePoint is a web-based application within the
Windows operating environment. Commonly, SharePoint is deployed as a document
management system for intranet, extranet, or cloud repository purposes. SharePoint
natively uses an RBAC authorization environment, but it also supports the use of attributes
within the user transaction request, a capability Microsoft refers to as being "claims aware."
SharePoint also allows for tagging data within its repository, which can be leveraged as
object attributes.

3. Microsoft SQL Server 2012 - relational database management system developed by
Microsoft. As a database server, it is a software product with the primary function of storing
and retrieving data
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154.1.2 Required or Recommended Files, Hardware, and Software

36

Component

Internet
Information
Services (11S) 8

Microsoft
SharePoint
Server 2013

Microsoft SQL
Server 2012

Required Files

Built-in
componentin
Windows Server
2012 operating
system (inactive
by default) -
Windows Server
2012 1SO

SharePoint
Server 2013
installation
setup file or
DVD

SQL Server 2012
setup file or
DVD

Required Other
Software

N/A

Microsoft SQL
Server 2012;
Microsoft SQL
Server
Management
Studio; IS 7.0 or
8.0 (Web Server
Role, 8.0
required for
Windows Server
2012)

.NET 4.0
Framework (SQL
Server installs
.NET 4.0 during
the feature
installation step.)

Minimum
Hardware
Requirements

For the Windows
2012 Server OS:
512 MB RAM, 1.4
GHz 64-bit CPU,
32 GB hard disk;
Gigabit Ethernet
adapter

12 GBRAM, 4
core, 64 bit CPU,
80 GB hard disk
space for system
drive

1GB RAM, 1.4GHz
CPU, 6 GB of
hard-disk space

Recommended
Hardware

For the
Windows 2012
Server 0S: 800+
MB RAM, >1.4
GHz 64-bit CPU,
>32 GB hard
disk

8+ GB RAM,
4+core 64-bit
CPU, >80 GB
hard disk

4 GB RAM
(should be
increased as
database size
increases to
ensure optimal
performance),
>2.0GHzCPU, 6
GH of hard-disk
space

Recommended or
Minimum Operating
System

Windows Server
2012 R2 Standard
64-bit

The 64-bit edition of
Windows Server
2008 R2 Service Pack
1 (SP1) Standard,
Enterprise, or
Datacenter or the
64-bit edition of
Windows Server
2012 Standard or
Datacenter

Windows Server
2008 R2 or Windows
Server 2012,
Windows 8.1,
Windows 8,
Windows 7 SP1,
Windows Vista SP2

Operating System
or Other Software
Used in this Build

Windows Server
2012 R2 Standard
64-bit

Windows Server
2012 R2 Standard
64-bit

Windows Server
2012 R2 Standard
64-bit
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»4.2 Installation of Required Components

184.2.1 Installing SQL Server 2012

39 1. Onthe server where SQL Server 2012 is going to be installed, follow the steps from this link
40 to install SQL Server 2012:

41 https://technet.microsoft.com/en-us/library/ms143219(v=sql.110).aspx

42 a. Note: in our build, this SQL Server instance is leveraged by SharePoint Server 2013 and
43 by the NextLabs ABAC policy definition, deployment, and enforcement components.

44 Two of these NextLabs components are also installed on the same server as SQL Server
45 2012 (Chapter 7). In our build we call this server SQLServer.

46 i. Itis generally recommended by Microsoft regarding SharePoint Server and

47 NextLabs regarding Control Center that the SQL Server be installed on a separate,
48 dedicated server, which is why we chose that deployment in our build.

14.2.2 Installing IS 8.0 on the SharePoint Server

50 1. Onthe separate server where SharePoint Server 2013 is going to be installed, follow the

51 steps from this link to install 1IS 8.0 (if not already installed; required for SharePoint Server
52 2013):

53 http://www.iis.net/learn/get-started/whats-new-in-iis-8/installing-iis-8-on-windows-serve
54 r-2012

55 a. Note: in our build we call this the SharePoint Server.

s64.2.3 Installing Microsoft SharePoint Server 2013

57 1. On the separate server where SharePoint Server 2013 is going to be installed, follow the
58 steps from this link to install SharePoint Server 2013:

59 http://social.technet.microsoft.com/wiki/contents/articles/14209.sharepoint-2013-install
60 ation-step-by-step.aspx

61 a. Note: in our build we call this the SharePoint Server (same as step 2.2).

=4.3 Creating the Web Application (I1S site) in SharePoint

63 1. Onthe SharePoint Server, open a web browser.
64 2. Inthe URL address bar of the browser, enter the address for Central Administration and
65 click Enter or Go: http://sharepoint:44444/default._aspx
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3. From the Central Administration page, click on Application Management.

SharePoint

D

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Mewsfeed OneDrive Sites

@ Application e‘!\i System Settings

Management Y= Manage servers in

Manage web this farm
applications Manage services
Create site on server
collections Manage farm
Manage service features
applications Configure
Manage content alternate access
databases mappings

Resources

There are current
links to display. T
click "Add new lir

gk Add new link

4. Onthe Application Management Page, under the Web Applications section, click on
Manage web applications.

SharePoint

D

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Mewsfeed OneDrive Sites

Application Management

Web Applications

Manage web applications
Configure alternate access mappings

@ Site Collections
Create site collections = Delete a site collection
Confirm site use and deletion | Specify quota templates
Configure quotas and locks
Change site collection administrators
View all site collections = Configure self-service site creation

Service Applications
Manage service applications

T o o Wo_al_ o o il
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71 5. From the left-most end of the Web Applications ribbon menu click on New.
e @|E> http://sharepoint:44444/_admin/WebApplicationListaspx 2 ~ & | E) Web Applications Manage...
SharePoint Mewsfeed OneDrive Sites
BROWSE  WEB APPLICATIONS
ﬂ Manage Features Blocked File Types
L@ Managed Paths User Permissions
Mew Extend Delete General Authentication Self-Service Site User
Settings Service Connections Providers Creation Web Part Security  Policy
72 Contribute Manage Security
73 6. Inthe Create New Web Application window that automatically opens, in the 1IS Web Site
74 section, do the following steps to choose the web application's basic IIS configuration:
75 a. Leave the radio button for Create a new IIS web site chosen (default).
76 b. Leave the default Name or change the Name to something more memorable to you.
77 c. Leave the default Port displayed or change the Port number to one that makes sense for
78 your environment.
Create New Web Application x
Warning: this page is not encrypted for secure communication. User names, passwords, and any other
information will be sent in clear text. For more information, contact your administrator.
0K Cancel
IS Web Site
- — (O Use an existing 1IS web site
Choose between using an
existing I15 web site or create a Default Web Site
new one to serve the Microsoft ~
SharePaint Foundation @) Create a new IS web site
application. MName
If you select an existing IS web SharePoint - 6454
site, that web site must exist on
all servers in the farm and have
the same name, or this action Port
will not succeed. 5454
v
If you opt to create a new 1S Host Header
79
80 d. Leave the Host Header blank and keep the default Path.
If you opt to create a new 1S Host Header
web site, it will be automatically
created on all servers in the
fa.rm. If an IIS S§tting that you Path
‘:’;:It:ozhca:fislz ::25‘;1::,; o netpublwwwrootywss\VirtualDirectories\6454
create the basic site, then
update it using the standard [IS
tools.
81
82 7. Further down in the Create New Web Application window, in the Security Configuration
83 section, do the following steps to configure the web application to run SSL:
84 a. Under Allow Anonymous leave the No radio button chosen (default).
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b. Under Use Secure Sockets Layer (SSL), click Yes.

Create New Web Application

Security Configuration

If you choose to use Secure
Sockets Layer (S50), you must
add the certificate on each
server using the IIS
administration tools. Until this

is done, the web application will
be inaccessible from this 1S web

site,

Allow Anonymous

Oes

®nNo
Use Secure Sockets Layer (S5L)

® ves

O Mo

8. Further down in the Create New Web Application window, in the Claims Authentication
Types section, do the following steps to enable Windows Authentication (as illustrated):

a. Click on Enable Windows Authentication

b. Click on Integrated Windows authentication

Create New Web Application

Claims Authentication Types

Choose the type of
authentication you want to use
for this zone.

Negotiate (Kerberos) is the
recommended security
configuration to use with
Windows authentication. If this
opticn is selected and Kerberos
is not configured, NTLM will be
used, For Kerberos, the
application pool account needs
to be Metwork Service or an
account that has been
configured by the domain
administrator. NTLM
authentication will work with

W] Enable Windows Authentication

Wlintegrated Windows authentication

NTLM

[JBasic authentication (credentials are sent in clear text)

[JEnable Forms Based Authentication (FBA)
ASP.NET Membership provider name

ASP.MET Role manager name

9. Further down in the Create New Web Application window, in the Claims Authentication
Types section, note that there is a Trusted Identity provider section. Do not select this
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94 option now, but later in our build and in other chapters there will be steps for setting up the
95 federated logon.

Create New Web Application

any application pool account [ITrusted Identity provider
and with the default domain . .
configuration. Trusted Identity Provider

Basic authentication method Federated Logon from Identity Provider
passes users’ credentials over a
network in an unencrypted
form. If you select this option,
ensure that Secure Sockets
Layer (S5L) is enabled.

ASP.NET membership and role
provider are used to enable
Forms Based Authentication
(FBA) for this Web application.
After you create an FBA Web
application, additional
configuration is required.

Trusted Identity Provider v
Authentication enables

96

97 10. Further down in the Create New Web Application window, in the Sign In Page URL section,
98 leave the Default Sign In Page radio button chosen (default).

Create New Web Application

Sign In Page URL ~
® Default Sign In Page

When Claims Based

Authentication types are

enabled, a URL for redirecting

the user to the Sign In page is

required.

O Custom Sign In Page

Learn about Sign In page

redirection URL.
99

100 11. Further down in the Create New Web Application window, in the Public URL section, change
101 the URL or keep the default URL:

Create New Web Application

Public URL A
The public URL is the domain URL
name for all sites that users will https://SHAREPOINT:6454
access in this SharePoint Web
application. This URL domain Zone
will be used in all links shown Default ﬂ
on pages within the web
application. By default, it is set
to the current servername and
port.
http://go.microsoft.com/fwlink/?
102 Linkld=114854

103 12. Further down in the Create New Web Application window, in the Application Pool section,
104 leave the default values:

105 a. Leave the radio button for Create new application pool chosen.

106 b. Note that the Configurable button is already chosen to select an existing security
107 account for the new application pool, an account called SharePointAdmin in this build
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i. Ifyoudo notalready have a managed account for this purpose, click on the Register
new managed account link and follow the prompts to create one.

Create New Web Application

Application Pool

Choose the application pocl to
use for the new web application.
This defines the account and
credentials that will be used by

this service.

You can choose an existing

application pool or create a new

one.

O Use existing application pool
NETv20
® Create new application pool
Application pool name
SharePoint - 6454
Select a security account for this application pool

Predefined
Network Sewice

® Configurable
ABAC\SharepointAdmin
Register new managed account

13. Further down in the Create New Web Application window, in the Database Name and
Authentication section, leave the following fields filled in with the default information or

enter your own manually:

a. IP Address of the Database Server. In our build the separate, dedicated SQL Server IP

address is 10.33.7.210

b. Database name

Create New Web Application

Database Name and
Authentication

Use of the default database
server and database name is
recommended for most cases.
Refer to the administrator's
guide for advanced scenarios
where specifying database
information is required.

Use of Windows authentication
is strongly recommended. To
use S0L authentication, specify
the credentials which will be
used to connect to the
database.

Database Server ~
10.33.7.210

Database Name
WSS_Content_d61ef2e5986542e68889¢ce121ffb

Database authentication

® windows authentication (recommended)

(O 5QL authentication
Account

Password

14. Further down in the Create New Web Application window, in the Failover Server section,
leave the Failover Database Server field blank.
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15. Further down in the Create New Web Application window, in Service Application
Connections, leave the default checkbox for User Profile Service Application checked.

Create New Web Application

Failover Server

You can choose to associate a
database with a specific failover
server that is used in conjuction
with SQL Server database
mirroring.

Service Application
Connections

Choose the service applications
that this Web application will be
connected to. A Web
application can be connected to
the default set of service
applications or to a custom set
of service applications. You can
change the set of service
applications that a Web

mmnlieadinem s cmmabad 2o a2

x
Failover Database Server A
Edit the following group of connections: | default
Mame Type
W User Profile Service User Profile Service
Application Application Proxy
b

16. Further down in the Create New Application window, in Customer Experience Improvement
Program, either keep the Enable Customer Experience Improvement Program radio button
for No chosen, or click on Yes.

17. At the bottom of the Create New Application window click OK to finish the web application

creation process.

Customer Experience
Improvement Program
Collect web site analytics about
web pages on this web
application. Please read the
Administration guide before
turning this on for web
applications available over the
public Internet.

Enable Customer Experience Improvement Program
O es
® No
Warning: In order for Customer Experience Improvement

Program (CEIP) to collect data, both CEIP and browser CEIP, at
the farm level, should be enabled.

0K Cancel

18. Wait for the new web application to be created.

Create New Web Application

i, This shouldn't take long.
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131 19. In the Application Created window, click OK.
P x
Application Created
The Microsoft SharePoint Foundation Web application has been created.
If this is the first time that you have used this application pool with a SharePoint Web application, you
must wait until the Internet Information Services (11S) Web site has been created on all servers. By
default, no new SharePoint site collections are created with the Web application. If you have just
created a Forms Based Authentication (FEA) Web application, then before creating a new site
collection, you will need to perform some additional configuration steps.
Learn about how to configure a Web application for FBA.
Once you are finished, to create a new site collection, go to the Create Site Collection page.
132
133 20. Back on the Web Applications page, verify that your new SharePoint web application is
134 listed ("SharePoint - 6454" from this example).
6
SharePoint (VSIS ERL VST PR SHAREPOINT\Administrator~ £ 2
BROWSE  WEB APPLICATIONS ) SHARE [,
= Manage Features Blocked File Types
LL:@ Managed Paths User Permissions
MNew Exdend Delete General Authentication Seff-Service Site User  Ancnymous Permission
Settings Service Connections Providers Creation Web Part Security Policy Policy Policy
Contribute Manage Security Policy
~
Central Administration Name URL Port
Application SharePoint - 80 http://sharepoint/ 80
Management SharePoint Central Administration v4 http://sharepoint44444; 44444
System Settings SharePoint - 8388 http://sharepoint:8888/ B855
Monitoring SharePaoint - 6454 https://sharepoint:6454/ 6454
Backup and Restore
Security
Upgrade and Migration
General Application >
Settings
< >
135
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136 21. In another browser window, navigate to your new web application (e.g.,
137 https://sharepoint:6454/). Until the SSL certificate is installed as seen in the following
138 section, you will receive this error.

R = | -

/‘L, Problem loading page x \+

(- https://sharepoint:2434 || Q Search f} E 0 ‘ A 9

(D Secure Connection Failed

The connection to the server was reset while the page was loading.
® The page you are trying to view cannot be shown because the authenticity
of the received data could not be verified.

® Please contact the website owners to inform them of this problem.

Try Again

Report this error -

139

w4.4  Creating and installing SSL certificate

141 For a protected lab environment it is possible to use self-signed certificates, however for
142 production network deployments it is generally recommended to use certificates signed by a
143 Certificate Authority. Instructions related to both approaches are included in this section.

14 4.4.1 Self-Signed Certificates

1454.4.1.1 Creating a Self-Signed Certificate on IIS 8

146 1. On the SharePoint Server, click on the Windows icon in the bottom left corner of your
147 screen.

148 2. Begintyping I1S.

149 3. When the Internet Information Services (IIS) Manager appears, click on it.

Search
Everywhere -

15 T

ML Internet Information Services (IIS)
Fb Manager

150
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151 4. Click on the SharePoint Instance to see its Features.
152 5. Scroll down and double-click on Server Certificates.
€3 » SHAREPOINT »
File  View Help
= | = SHAREPOINT Home
IR %9 —
- Start Page . - 2 Restart
1@ SHAREPOINT (SHAREPDINT\Admini F"":’" 7 G - GEShew Al | Group by: »
. % Q:plicatmn Pools . . . — Al e stop
@] Sites = -
ﬁ s @ /] View Application Pools
Authentic... Authorizat.. Compression  Default Directory  Error Pages View Sites
Rules Document  Browsing P TOEE—————————————
Change .NET Framework
= =y, L @ — Version
@ ‘Q :n l @ et New Web Platform
Failed Handler HTTP HTTP IP Address  ISAPl and Components
Request Tra.. Mappings Redirect Respon..  and Doma... CGI Restri... - 0 Help
i = . =
i prd & =
ISAPIFilters  Legging  MIMETypes  Modules OQutput Request
Caching Filtering
J | @
Lig) ¢
Server Worker -
Certificatd Request and manage certificates for websites that use SSL [~
<] w | |5 [EFestures view ] 72 contentiew
Ready Q.
153
154 6.
File View Help
% Server Certificates
Import...
ﬁ Start Page -
SHAREPOINT (SHARERQI drmini Use this feature to request and manage certificates that the Web server can use with Create Certificate Request...
5 qi ( L websites configured for S5L. Complete Certificate Request...
@ Application Pools —
b (8] Sites Filter: v W Go - g Show All | Group by: Mo Grouping Create Domain Certificate...
Name Issued To Issued By Create Self-Signed Certificate...
ForefrontldentityManager ForefrontldentityMan: Enable AutomanicR
sharepoint.abac.test Sharepoint ABAC. TEST Sharepoint. ABAC.TES Renewed Certificate
0 Help
[<] [
I Content view
155

109



Attribute Based Access Control Practice Guide

156 7. Inthe Actions panel on the right side of the IIS Manager window, next to the Server
157 Certificates window, click on Create Self-Signed Certificate.
Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

@ Help

158

159 8. Inthe Create Self-Signed Certificate window, Specify a friendly name for the certificate and
160 Select a certificate store for the new certificate, then click OK.

” Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

[SharePointSelfsignedCert

Select a certificate store for the new certificate:

|Persona| v

161

1624.4.1.2 Importing Self-Signed Certificate to SharePoint Certificate Store

163 1. After creating the self-signed certificate and clicking OK in the previous sub-section, you will
164 see your new certificate.
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165 2. Double-click on the new certificate.

€2 » SHAREPOINT »

File View Help

= Server Certificates
a,' H l =l |@. Import...
32 ;tl-aI:RPEanC;NT STRRE ppoe Use this feature to request and manage certificates that the Web server can use with Create Certificate Request...
= X i M websites configured for SSL. Complete Certificate Request...
@ Application Pools —
b -[&1 Sites Filter: = % Go - (g Show All | Group by: No Grouping - Create Domain Certificate...
Name - Issued To Issued By Create Self-Signed Certificate...
ForefrontldentityManager ForefrontldentityMan: Vot
sharepoint.abac.test Sharepoint. ABAC.TEST Sharepoint. ABAC TES = rt
SharePointSelfSignedCert Sharepoint.ABAC.TEST Sharepoint ABAC.TES s
x Remove

Enable Automatic Rebind of
Renewed Certificate

9 Help
[<] [ [»]
<] n [ 15| [ElFeatures view |72 Content View
Ready 9%
166
167 3. Inthe Details tab of the Certificate window, click on Copy to File.
| General | Details | certification Path
Show: | <All=
eld Value
Version V3
Serial number 79cedcaf 2fafad sb 40 eaf...
Signature algorithm shalRSA
Signature hash algorithm shal
Sharepoint, ABAC. TEST
Thursday, July 23, 2015 11:1...
Friday, July 22, 2016 8:00:00 ...
Sharepoint, ABAC. TEST
Edit Properties. .. | | Copy to File... |
168
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169 4. In the Certificate Export Wizard window that opens, click Next.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

170

171 5. Inthe Certificate Export Wizard window on the Export Private Key screen, keep the
172 selection No, do not export the private key and click Next.

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(O Yes, export the private key

(®) No, do not export the private key

173

112



Chapter 4. Installing and Configuring Microsoft SharePoint Server and Related Components

174 6. Inthe Certificate Export Wizard window on the Export File Format screen, select the format
175 you want to use (DER in this example), then click Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(®) DER. encoded binary ¥.509 (.CER)

() Base-64 encoded X509 {,CER)

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
[Tincude all certificates in the certification path if possible

(O Personal Information Exchange - PKCS #12 (.PFX)
[Tincude all certificates in the certification path if possible

[ pelete the private key if the export is successful
["]Export all extended properties

() Microsaft Serialized Certificate Store (,S5T)

176
177 7. Inthe Certificate Export Wizard window on the File to Export screen, type in the certificate
178 file name and click Next.
File to Export

Specify the name of the file you want to export

File name:

SharePointSelfSignedCert]
179
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180 8. Inthe Certificate Export Window on the Completing the Certificate Export Wizard screen,
181 click Finish.

(€) - Certificate Export Wizard

Completing the Certificate Export Wizard

‘fou have successfully completed the Certificate Export wizard.

‘fou have spedfied the following settings:

Export Keys Mo
Indude all certificates in the certification path Mo
File Format DER. Encoded Binary X.509 (*.cer)
£ m »
182
183 9. Inanother Certificate Export Wizard window that automatically opens, you will see that the
184 export was successful. Click OK.
Certificate Export Wizard -
The export was successful,
185

1864.4.1.3 Add the Self Signed Certificate to Trust management in Central Administration

187 1. Click on the Windows icon at the bottom left corner of your screen.
188 2. Begin typing the words: manage computer certificates.
189 3. Click on the Manage Computer Certificates icon.

Search

Everywhere -

managecomputercenificates|

190
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191 4. In the certlm window, right-click on the SharePoint node, hover over All Tasks, then click
192 Import.

File Action View Help

Y E RN G

Gl Certificates - Local Computer Object Type

I [ Personal [ Certificates
b [ Trusted Root Certification Au
b Enterprise Trust

b [0 Intermediate Certification Aul
b [ Trusted Publishers

B [ Untrusted Certificates

b Third-Party Root Certificatior
B [ Trusted Pecple

B [ Client Authentication Issuers
B [ Remote Desktop

b [ Certificate Enrollment Reque:
I || SharePoir

b ] Smart Car | Find Certificates...
b [ Trusted D[ All Tasks Find Certficates..
Web Host
> I wel View Import...
Refresh
Export List...
Help
T
| B3|
SharePoint store contains 4 certificates.
193
194 5. Inthe Certificate Import Wizard window that opens, click Next.
Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
Store Location
() Current User
(®) Local Machine
To continue, dick Next.
195
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196 In the Certificate Import Wizard window, on the File to Import screen, click Browse to find
197 the self-signed certificate we created in the previous sub-section.
File to Import
Specify the file you want to import.
File name:
Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P78)
Microsoft Seriglized Certificate Store ((55T)
198
199 7. Inthe File Explorer window that opens automatically, click through location folders to find
200 the self-signed certificate we created in the previous sub-section (example from this build:
201 C:/Windows/System32/).
202 8. Find the certificate and click to select it; then click Open.

@ - 4 |_L| <« Windows » System32 » v 0| | Search Systern32

Organize *  MNew folder

203

T.} Favorites
B Desktop
j Downloads
“El Recent places

1M This PC
__H Desktop
_E Documents
j Downloads
_ﬂ Music
__EI Pictures
i Videos

i, Local Disk (C:)

~

w

MName

u zh-HK

. zh-TW

& connectedsearch-appemd
|£ connectedsearch-contacts
& connectedsearch-history
|£ connectedsearch-music
& connectedsearch-paths
& connectedsearch-protocol
|£ connectedsearch-results
& connectedsearch-suggestions
B connectedsearch-zercinput

Date modified

2/26/2015 2:53 PM
2/26/2015 2:53 PM
6/18/2013 10:5% AM
8/3/2013 12:39 AM
6/18/2013 10:5% AM
6/18/2013 10:5% AM
6/18/2013 10:5% AM
6/18/2013 10:5% AM
2/1/2014 1:00 AM
2/1/2014 1:00 AM
2/1/2014 1:00 AM

File fo
File fo
Search
Search
Search
Search
Search
Search
Search

Search

Search =

||$ SharePointSelfSignedCert.cer

7/23/2015 11:37 AM

[<] [T

File name: | SharePointSelfSignedCert.cer

Y] | |X.509 Certificate (*.cer*.crt)

| Open | | Cancel
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204 9. Back at the Certificate Import Wizard, on the File to Import screen, the location of the
205 self-signed certificate will be in the File name field. Click Next.

File to Import
Specify the file you want to import.

File name:
C:\Windows\System32\sharePointSelfSignedCert. cer | | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Seriglized Certificate Store ((55T)

206
207 10. In the Certificate Import Wizard window on the Certificate Store screen, leave the default
208 radio button for Place all certificates in the following store chosen. The Certificate store
209 field should be set to SharePoint. Click Next.
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
O automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:
| SharePoint | | Browse...
210
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211 11. In the Certificate Import Wizard window, click Finish.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘fou have spedfied the following settings:

i e JUEETY SharePoint
Content Certificate
File Name C:\Windows\System32\sharePointSelfSignedCert. cer

212
213 12. In the Certificate Import Wizard window that automatically opens, you will see a message
214 that the import was successful. Click OK.
o The import was successful,
215
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self-signed certificate you created will be listed there.

File Action View Help

13. In the certlm window, double-click on Certificates under the SharePoint node. The new

= 7= 8| Q=

Gl Certificates - Local Computer ~
b [ Personal

b [ Trusted Root Certification
b Enterprise Trust

B [ Intermediate Certification
b [ Trusted Publishers

B [ Untrusted Certificates

b Third-Party Root Certifica
B [ Trusted Pecple

B [ Client Authentication Issu
B [ Remote Desktop

b [ Certificate Enrollment Rec
4 [ ] SharePoint

] Certificates

b [ Smart Card Trusted Roots
I wm >

-

Issued To
E SharePoint Security Token Servi...
E SharePoint Security Token Servi...
E SharePoint Services

5l Sharepoint ABAC.TEST

5l Sharepoint ABAC.TEST

Issued By

SharePoint Root Authority
SharePoint Root Authority
SharePoint Root Authority
Sharepoint. ABAC.TEST
Sharepoint. ABAC.TEST

Expiration Date
12/31/9998
12/31/9998
12/31/9998
7/22/2016
5/5/2016

<

Intended Purposes
<All>

<All>

<All>

Server Authenticati..
Server Authenticati..

SharePoint store contains 5 certificates.

certificate (from this example: C:/Windows/System32/).

L A L

Home Share View

% cut
Copy path

Co Paste
P E Paste shortcut

Clipboard

K 2 X =F

Move Copy Delete Rename
to~- to~- =

Organize

MNew
folder

1 Newitem - D
—;:j Easy access =

Properties

" Open -

14. Open File Explorer and click through locations to reach the location of your self-signed

~ 0

BB select an

Edit f5 Select none

Open

Egln\rert selection

Select

© = 1L Thiskc

v Local Disk (C:) » Windows » Systemn32

v0|

| Search System32

2

i Desktop ~
| Documents

8 Downloads

W Music

= Pictures

B Videos

i, Local Disk (C3)

. Features

. inetpub

. PerflLogs

. Program Files

. Program Files (x86)
. software

J Users

—

. Windows

o~ . > < |
2,792 items  1item selected 752 bytes

MName

Date mod}ied

Type

~

| =] SharePointSelfSignedCert.cer

7/23/2015 11:37 AM

Security Certificate

1KB|

|| perfcD08.dat

|| perfh009.dat

| PerfStringBackup.IMI
|| FNTCACHE.DAT

%] atmfd.dll

2] atmlib.dll

% wuauclt.exe

%] wuaueng.dil
Iﬂwuapp.exe

%) wuwebv.dll

%) WUSettingsProvider.dll
%] wudriver.dil

%] wuapi.dil

7/22/2015 10:04 AM
7/22/2015 10:04 AM
7/22/2015 10:04 AM
7/22/2015 9:56 AM
71472015 10:14 AM
71472015 10:13 AM
7/9/2015 3:51 PM
7/9/201512:03 PM
7/9/2015 11:54 AM
7/9/2015 11:53 AM
7/9/2015 11:50 AM
7/9/2015 11:50 AM
7/9/2015 11:43 AM

DAT File

DAT File
Configuration sett...
DAT File
Application extens...
Application extens...
Application
Application extens...
Application
Application extens...
Application extens...
Application extens...
Application extens...

156 KB
T80 KB
929 KB
468 KB
351 KB
43 KB
134 KB
3,615KB
35KB
137KB
400 KB
94 KB

certificate and press the keys Ctrl+C.

Ctrl+V to save a copy of the certificate in an accessible location.

15. Right-click on the self-signed certificate and click on Copy or left-click on the self-signed

16. Right-click on your Desktop and click Paste, or left-click on your Desktop and press the keys

17. To Manage Trust via Central Administration, do the following steps: Open a browser.
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227 18. In the URL address bar of the browser, enter the address for Central Administration and
228 click Enter or Go: http://sharepoint:44444/default.aspx
229 19. From the Central Administration page, click on Security in the left-hand menu.

e =¥ @ http://sharepoint:44444/ default.aspx p~c S

SharePoint Mewsfeed OneDrive  Sites SHAREPOINT\Administrator =

sk

Central Administration

) SHARE

Application
Management
System Settings I, Application ; System Settings
Monitoring Management Y= Manage servers in
Manage web this farm

Backup and Restore applications Manage services

3 Create site on server
EETUTI collections Manage farm

Upgrade and Migration Manage service features
o applications Configure
General Application Manage content alternate access

Settings databases mappings
http://sharepoint:44444/security.aspx

230
231 20. From the Security page, under the General Security section, click on Manage Trust.
e )| B hitp://sharepoint:44444/security.aspx = O~ & 5
SharePoint NETS S R L VSl SHAREPOINT\Administrator» £ 2
) SHARE
H A
Central Administration
o Users
Application Manage the farm administrators group
Management Approve or reject distribution groups
System Settings Specify web application user policy
Monitoring @ General Security
Backup and Restore Configure managed accounts = Configure service accounts
) Configure password change settings
Security Specify authentication providers | Manage trust
Upgrade and Migration Manage antivirus settinc_;s Define blocked file types
Manage web part security
General Application Configure self-service site creation v
Settings
232

120



Chapter 4. Installing and Configuring Microsoft SharePoint Server and Related Components

233 21. Under the Trust Relationships tab of the Manage Trust page, click New.

e =¥ @http:ffsharepoint:wf_admin.-"Managt,0' [} @TrustReIation... B S ¥

SharePoint NETS S R L VSl SHAREPOINT\Administrator» £ 2

BROWSE  TRUST RELATIONSHIPS €) sHAaRE O,

Mew Edit  Delete

Manage

234 Central Administration Name Description Type

235 22. In the Establish Trust Relationship window that opens automatically, enter the Name for
236 the trust relationship being created, then click Browse to find the certificate created in
237 previous sub-sections.

Establish Trust Relationship

General Setting A
MName:

The name for this trust |
relationship.

Learn about trusts.

Root Certificate for the

trust relationship Root Authority Certificate

This is mandatory | I Browse... | |

regardless of whether you

want to provide to or

consume trust from the

other farm. Please add the

Root Certificate for the

other farm with which you

want to establish a trust [¥]
relationship.

< >

238
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23. In the Choose File to Upload window that opens automatically, navigate to the copy of your
certificate from section 4.4.1.3 (e.g., Desktop). Click on the certificate so its name
automatically fills the File name field at the bottom of the window, then click Open.

* 1t ‘ fu » ThisPC » Desktop » v O‘ | Search Desktop

Organize *  MNew folder

457 Favorites
B Desktop
4 Downloads
&l Recent places

48 This pC
I g Desktop =
I [ Documents
b g Downloads
B Music
b &l Pictures
I @ Videos
b i Local Disk (C3)

W
- S,

MName Date mod;‘ied Type

5] SharePointSelfSignedCert.cer 7/23/201511:3T AM  Security Certificate

File name: | SharePointSelfSignedCert.cer v | [ANFiles ¢

| Open

24. In the Establish Trust Relationship window, the certificate's location will be automatically
entered as the Root Authority Certificate.

Establish Trust Relationship x

The name for this trust
relationship.

Learn about trusts.

Root Certificate for the
trust relationship

This is mandatory
regardless of whether you
want to provide to or
consume trust from the
other farm. Please add the
Root Certificate for the
other farm with which you
want to establish a trust
relationship.

Learn about certificates.

Mame:
| ABACExampleCert

Root Authority Certificate

| IC:\User‘:\Ad ministrator\Desktop\SharePointSelfSignedCert.cer Browse... | |
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246 25. In the Establish Trust Relationship window, scroll down leaving the remaining fields empty,
247 and click OK.

Establish Trust Relationship

other farm. Please add the
Root Certificate for the
other farm with which you
want to establish a trust
relationship.

Learn about certificates.

Security Token Service
(STS) certificate for [ provide Trust Relationship
providing Trust Token Issuer Description:

This step is optional. Only

add this certificate if you Token Issuer Certificate
want to provide trust to
another farm. Browse...

>

248

249 26. Your new trust relationship will be listed under the Trust Relationships tab.

e &4 @ http://sharepoint: 44444/ admin/ManageTrustaspx O ~ € meﬂ Relationships ~ » |

SharePaint Mewsfeed OneDrive  Sites SHAREPOINT\Administrator~ £ 2

) sHame O,

BROWSE

TRUST RELATIONSHIPS

=i

MNew Edit  Delete

Manage

Central Administration Name Description Type
Application ABACExampleCert Trusted Service Consumer
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps v

250

2514.4.1.4 Configure 1S Binding for the Self-Signed Certificate
252 1. Click on the Windows icon in the bottom left corner of your screen.

253 2. Begin typing I1S.
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254 3. When the Internet Information Services (IIS) Manager appears, click on it.

Search
Everywhere -

) Manager]

“!‘Eh Internet Information Services (/1S)

Manager
255
256 4. On the left-hand side of the IIS Manager window, click on the SharePoint web application
257 created in previous steps, then click Bindings in the Actions pane on the right.
U2 Internet Information Services (IIS) Manager HE1IES
@_'-ﬂ’ ‘@ b SHAREPOINT » Sites » SharePoint- 6454 » |th1I “ @ -
File  View Help
Connections h ) Actions
FEETEI) g SharePoint - 6454 Home " "N
-4 Start Page —_ . Edit Permissions...
A.ﬁgj SHAREPOINT (SHAREPOINT\Adminil | " v ¥ Go - ghShowAll | Group by: & ———
-2} Applicaticn Peols ASP.NET ~ A . ;
(@] Sites = & — T\ m. in s
b ) Default Web Site = F ¢ F o _ [E Basic Settings...
b ‘€9 SharePoint - 6454 {NET {NET {NET Error {NET .MET Profile  .NET Roles B View Applications -
:D 9 SharePoint - 80 Authorizat.. Compilation Pages Globalization View Virtual Directories =
b 4 SharePoint - 5385 3 3 —_— =N . I ——
:p &) SharePoint Central Administrz é’;@' E;’J ab g‘? E’E—J Manage Website &
b SharePoint Web Services NET Trust  .MET Users Application Connection Machine Key Pages and © Restart
Levels Settings Strings Controls [ 4
B Stop
) G
‘?\?:’w % 5 Browse Website
Providers  Session State SMTP E-mail > Browse :6454 (https)
Advanced Settings...
< m > .j Content View o o
Ready L=
258
259 5. Inthe Site Bindings window that opens, look for a binding type of https.
260 a. If a binding type of https does not exist, click on Add.
261 b. If a binding type of https does already exist, click on it, then click Edit.
Site Bindings [ > |
Type Host Name Port IP Address Binding Informa... Add...
https 6454
262
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263 6. Inthe Edit Site Binding window next to the SSL certificate field, click Select.

Type: P address:

|https v| |AII Unassigned

Host name:

O Require Server Name Indication

S5L certificate:

| Mot selected

264
265 7. Inthe Select Certificate window, click on the certificate created in previous steps and click
266 OK.
lssued To Expiration Date Friendly Name
Sharepoint.ABAC. 22/2016 )0 PM SharePoint5elfSignedCert
ForefrontldentityManager 12/31/2039 6:59:55 PM
Sharepoint. ABAC.TEST 5/5/2016 8:00:00 PM sharepoint.abac.test
267
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268 8. In the Edit Site Binding window, verify that your SSL certificate is listed, then click OK.
Edit Site Binding [ > |
Type: 1P address: Port:
https All Unassigned v| |6454 |
Host name:

O Require Server Name Indication

SSL certificate:

[SharePointselfSignedCert v] | Select.. | | Ve |
| oK | | Cancel |
269
270 9. Inthe Site Bindings window, click Close.
Site Bindings [ » S|

Type Host Name Port IP Address Binding Informa... Add...

https 6454 *
271

224.4.2 Certificates Signed by Local or Online Certificate Authority

273 Instead of using self-signed certificates which can be used in protected lab environments, it is
274 recommended that you use certificates signed by a Certificate Authority. For our build, we used
275 Symantec's Managed PKI Service to sign our certificates using a local Certificate Authority.

276 Certificates were used to support various exchanges that require encryption, such as digital
277 signature, SAML message encryption, and encryption of TLS communications.

278 Although the detailed instructions of configuring certificates signed by a certificate authority
279 vary by vendor product, the general process is described below. For each certificate you

280 perform the following high level steps:

281 1. Using the vendor product (e.g., SharePoint), generate a certificate signing request on the
282 server where you want to use the certificate. Save the signing request to a file.

283 2. Submit an enrollment request to your certificate authority. You will need to provide the
284 signing request that was generated in step 1. This step is typically where you provide
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information such as the name of the server on which you intend to use the certificate (e.g.,
"sharepoint.abac.test").

A representative at the certificate authority will examine the enrollment request and
approve it. The representative will issue a certificate response signed with the certificate
authority's key. You can download the signed response. If you are using a certificate
authority that is locally managed by your organization, you will also need to download the
public key of the certificate authority because you will need to add this to the Trusted
Certificate Authorities on each server and client that will be using the certificates.

Go back to the vendor product where you created the certificate signing request. If you are
using a local certificate authority, you will first need to add the certificate authority's public
key to the list of Trusted Certificate Authorities.

Import the certificate file for your server that was signed by the certificate authority.

2074.4.2.1 Generating a Certificate Signing Request (CSR)

298
299

300

301

302

303

304

1.

5.

Log into the server where SharePoint Server 2013 is installed (e.g., SharePoint Server in our
build).

Click on the Windows icon in the bottom left corner of your screen.
Begin typing 11S.

When the Internet Information Services (1IS) Manager appears, click on it.

Search
Everywhere -

15 T

“!‘E Internet Information Services (/IS)
h Manager

In the left-hand Connections column, left-click on your SharePoint instance.
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305 6. Scroll down in the SharePoint Home pane and left-click on Server Certificates.

@5 » SHAREPOINT »

File View Help

e -z e

% SHAREPOINT Home

Manage Server

; ?iﬁtart Page . = :‘} Restart
: Filter: v W Go ~ \ggShowAll | G d
29 SHAREPOINT (SHAREPOINTAdmini | ¥ Go - (g ShowAl | Group by: b Stat
T3 T Y h & LJ| =i
22 Application Pools N [Ead B o
&1 Sites Error Pages Failed Handler HTTP HTTP P
ke Request Tra... Mappings Redirect Respon... View Application Pools
| ¥ @ 8 ﬁg View Sites
%' = Change .MET Framework
IP Address ISAPI and  ISAPI Filters Legging  MIME Types Version
and Doma... CGl Restri... ° Get New Web Platform
I 1Y T Components
" i8] o= r— 1 @ P!
A ¥ v I . L N @ e
Modules Output Request Server Worker
Caching Filtering Certificates  Processes
Management =
=+ —
B
Configurat... Feature Shared [
Editor Delegation Configurat... |
< ] | || |EFeatures View |2 Content View
Ready 8
306
307 7. Inthe right-hand Actions column, click on Open Feature.
Open Feature
Manage Server
‘: Restart
P Start
B Stop
View Application Pools
View Sites
Change .NET Framework
Version
o Get New Web Platform
Compoenents
® Help
308
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309 8. Inthe Server Certificates pane, in the right-hand Actions column, click on Create Certificate
310 Request.

€5 » SHAREPOINT »

View Help

ST % Server Certificates

w Start Page
€= SHAREPOINT (SHAREPOINT\A
@ Application Pools

I -l@) Sites Filter: - ¥ Go - %Shcm All | Group by: s Create Domain Certificate...

Name lssued To Issued Create Self-Signed Certificate...
Forefrontldentityfanager Forefro Enable Automatic Rebind of

sharepoint.abac.test Sharepoint ABAC.TEST Sharepc Renewed Certificate

SharePointSelfSignedCert Sharepoint ABAC.TEST Sharept o Help

Import...

Use this feature to request and manage certificates that the Web server can Create Certificate Request...
use with websites configured for S5L. Complete Certificate Request...

[<] m [

[ resures view | - Content view

311
312 9. In the Distinguished Name Properties window that opens automatically, enter your
313 organizational information and click Next.
Distinguished Name Properties
Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.
Common name: |www.sharepoint-abac-enample.com
Organization: |ABAC Examnple Org.
R —
City/locality |Your-Ci‘t}r
State/province: |Your-’5tate
Country/region:
Previous
314
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315 10. In the Cryptographic Service Provider Properties window that opens automatically, choose
316 the Cryptographic service provider and a Bit length, then click Next.

Cryptographic Service Provider Properties

Select a crypt phic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Crypt: phic service p

| Microsoft RSA SChannel Cryptographic Provider

EBit length:

2048

| Previous
317
318 11. On the File Name screen, browse to the location where you would like to save this
319 certificate or type in the path, including a name for your certificate ending in ".txt," then
320 click Finish.
File Name
Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.
Specify a file name for the certificate request:
|C:\cer‘tificates\aampleCertificate.bct | IZI
Previous
321
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3224.4.2.2

323
324

325
326

327
328

329

330

331

332

333

Installing the new signed SSL Certificate

When the new signed SSL Certificate is available either from a local or online Certificate
Authority, install the certificate using the instructions in this section.

1.

Log onto the SharePoint Server and save the SSL certificate resulting from the CSR in
section 4.4.1.2.

Click on the Windows icon in the bottom left corner of your screen.
Begin typing 11S.

When the Internet Information Services (1IS) Manager appears, click on it.

Search
Everywhere -

) Manager]

Internet Information Services (/IS)
Manager

W

In the left-hand Connections column, left-click on your SharePoint instance.

Scroll down in the SharePoint Home pane and left-click on Server Certificates.

] Internet Information Services (IIS) Manager HE1IES
(60 |85 v sHaREPONT » |@ = = @-
File View Help
Q i gl SHAREPOINT Home
3" =l 2} # Manage Server
-4 Start Page . e Restart
P Filter: - G = Show All | G by -
{82 SHAREPOINT (SHAREPOINTAdmini | " ) —_— & o o g2l
-2 Application Pools - o — — — Al e s
= Error Pages Failed Handler HTTP HTTP o
| -[&] Sites R
equest Tra... Mappings Redirect Respon... View Application Pools
- = - /
r | ™ ? é ij ﬂ“‘ View Sites
< - Change .NET Framework
|P Address ISAPI and  ISAPI Filters Legging MIME Types Versioh
and Doma... CGl Restri... o Get New Web Platform
"%ﬂ _ L;’ a=" £ Components
&= ; = o= a @ty @ Help
Modules Qutput Request Server Worker
Caching Filtering Certificates  Processes
Management ~ =
= =
ER
=M
Configurat... Feature Shared
Editor Delegation Configurat... v
< m > ' - Content View
Ready L=
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334 7. Inthe right-hand Actions column, click on Open Feature.

Open Feature
Manage Server
‘i,..* Restart
P Start
B Stop
View Application Pools
View Sites
Change .NET Framework
Version
o Get New Web Platform
Compoenents
Hel
335 0
336 8. Inthe Server Certificates pane, in the right-hand Actions column, click on Complete
337 Certificate Request.
File View Help
% Server Certificates
Import...
@ Use this feature to request and manage certificates that the Web server can Create Certificate Request...
L a é"lﬁ[ﬁm?—r (S;MTEPDINT\A use with websites configured for 55L. Complete Certificate Request...
pplication Pools
I (@] Sites Filter: -~ ¥ Go ~ %Showﬁull | Group by: s Create Domain Certificate...
Name - Issued To Issued | Create Self-Signed Certificate...
Forefrontldentitybanager Forefro Enable Automatic Rebind of
sharepoint.abac.test Sharepoint. ABAC.TEST Sharept Renewed Certificate
SharePointSelfSignedCert Sharepoint ABAC.TEST Sharept 0 Help
L<] " | [>]
< m [ > El Content View
Ready 5
338
339 9. Inthe Complete Certificate Request wizard on the Specify Certificate Authority Response
340 screen, browse to the location of the new SSL certificate generated from your CSR or type in
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341
342

343

3444.4.2.3

345
346
347

3484.5

349

350
351

its location, enter a friendly name, and choose a certificate store from the drop-down

menu. Click OK.

Complete Certificate Request

Specify Certificate Authority Response

|
1|
I|—:
g
Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response,
File name containing the certification authority's response:

[ | [-]

Friendly name:
| |

Select a certificate store for the new certificate:

|Per50na| v|

B

Cancel

Configure the CA-Signed Certificate

Follow the steps listed in section 4.4.1.4 to configure IIS Binding for the new SSL certificate

signed by a local or online Certificate Authority. You can choose port 443 or any other available

port if you prefer to use a non-standard port for SSL traffic.

Creating a site collection

1. Onthe SharePoint Server, open a web browser.

2. Inthe URL address bar of the browser, enter the address for Central Administration and

click Enter or Go: http://sharepoint:44444/default.aspx
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352 3. From the Central Administration page, in the Application Management section, click on
353 Create site collections.

e =2 @ http://sharepoint: 44444/ default.aspx Je R} @ Home - Central Administra., * .

SharePoint NS N R I T i NETEE N SHAREPOINT\Administrator $ 2
€ sHaRe [T,
H i
Central Administration
Application
Management
System Settings & Application f"\‘ System Settings Resources
A Management L\& Manage servers in There are current
Monitoring Manage web this farm links to display. T
Backup and Restore applications Manage services click "Add new lit
cecuri Create site on server
ecuri 1
ty collections ) z;l:;‘g;fﬁﬂ“ & Add new link
Upgrade and Migration Manage service
applications Configure
General Application Manage content alternate access
Settings databases mappings v
< >
354
355 4. On the Create Site Collection page, do the following:
356 a. Verify that the web application under consideration is the one chosen.
357 b. Enter a Title (required) and Description (optional).
358 c. Choose the web site address you prefer for your site (in this build,
359 https://sharepoint:6454/).
€ | T — Y [T
SharePoint (U CRL R e[ EToly N EE  SHAREPOINT\Administrator~ 3 2
) sHame O,
~
Create Site Collection o
Central Administration
Application
Management
e s Web Application . .
¥ g ST TS Web Application: httpsy//sharepoint:6454/ ~
Monitoring
To create a new web application
Backup and Restore go to New Web Application page.
Security
Upgrade and Migration Title and Description o
S Type a title and description for .
Gen.eral Application your new site. The title will be SharePoint Example Site
Settings displayed on each page in the site. Lo
Description:
Apps
Office 365
Nextlabs Entitlement
Manager
Configuration Wizards \Web Site Address el
Spedify the URL name and URL o
path to create a new site, or hip/fharepoinestsaimes[V]| |
choose to create a site at a specific
h.
360 P
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5. Inthe browser, scroll down to the Template Selection area and Primary Site Collection
Administrator area of the Create Site Selection page and do the following:

a.

b.

Choose the version and template (e.g., 2013 Team Site)

In the User name field, under the Primary Site Collection Administrator area, type in the
name of your SharePoint Administrator account and click on the Name check icon. If
the name is found, it will not give a warning and the name will be underlined.

i. Alternatively, you can look up users by name using the address book people picker
mechanism next to the user name text field.

In the User name field under the Primary Site Collection Administrator area, type in the
name of a secondary administrator if you so choose.

i. Alternatively, you can look up users by name using the address book people picker
mechanism next to the user name text field.

SharePoint Newsfeed OneDrive Sites SHAREPOINT\Administrator~ £x 2
Q) share O

~
Template Selection

Select experience version:
2013[v]
Select a template:

Collaboration | Enterprise  Publishing Custom

Blog

Developer Site
Project Site
Community Site

A place to work together with a group of people

Primary Site Collection

Administrator User name:

Spedify the administrator for this SharepointAdmin & E5
site collection, Only one user login =
can be provided; security groups

are not supported.

Secondary Site Collection

Administrator User name:
Optionally specify a sec
collection administ
r login
security groups are not supported.

6. Scroll down in the browser to the Quota Template area of the Create Site Collection page.
Leave the default choice No Quota chosen. Click OK.

Quota Template

Select a predefined quota Select a quoi.a"template:

template to limit resources used No Quota|V
for this site collection.

Storage limit:
To add a new quota template, go Mumber of invited users:
to the Manage Quota Templates
page.

OK Cancel
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377

378

379
380

381

382
383

7. Wait for the Site Collection to successfully complete.

8.

Working on it...

:,t This shouldn't take long.

In the browser, on the page that indicates a new top-level site was created successfully, click
OK.

(—- (=)@ nitpsh

SharePoint

Central Administration - Application Management -

Central pdmingstration The new top-level site was created successfully with the specified URL If you have permission to view the Web site, you can do so
in a new browser window by clicking the URL. To return to SharePoint Central Administration, click OK .

44/ admin/SiteCreated.aspriSiteld=62267¢13 2 ~ € || B Top-Level Site Successfully .. X

Newsfeed OneDrive  Sites

Application

Management 3
https://sharepoint:6454

System Settings

Monitorin,
N oK

Backup and Restore

Security

9. Open a browser and navigate to the URL for your new web application (e.g.,

https://sharepoint:6454)
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384 a. You may see a warning first because of the self-signing certificate.

/i, Untrusted Connection

| (-.J, @ https://sharepoint:6454 v | | Q Search | ﬁ' B 9 3 @ (=] | =

~

This Connection is Untrusted

You have asked Firefox to connect securely to sharepoint:6454, but we can't confirm that your
~——  connection is secure.

MNermally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that somecne is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

~ Technical Details

* 1 Understand the Risks

385

386 b. Inthe browser window, click on I Understand the Risks, then Add Exception.

387 c. Inthe Add Security Exception window, click on Confirm Security Exception.

. You are about to override how Firefox identifies this site.
& Legitimate banks, stores, and other public sites will not ask you to do this.

Server

| Get Certificate

Certificate Status
This site attempts to identify itself with invalid information.

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
autherity using a secure signature,

[w] Permanently store this exception

LConfirm Security E)(ception| | Cancel
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389 10. In the Authentication Required window that opens automatically, enter the administrator
390 account User Name and Password, then click OK.
Authentication Required -
@_. Enter username and password for https://sharepoint:6454

User Narme: |ShareP0intAdmin |

Password: |uuuuuouu |

| oK | | Cancel |
391
392 11. Upon verification that the login was a success, you will see default site contents.
- | O -
> SharePoint Example Site - . 3\+
6 B @ nttps://sharepoint:6d54/_layouts/15/start.aspd/SitePages/He 7 @ | | Q Search wB 9 +F 4 0 =
SharePoint Mewsfeed OneDrive  Sites [N tIltaasli RSN o BYS
BROWSE  PAGE € sHare 1y Fowow Cdsme # eom T
E> SharePaint Example Site # EDIT LINKS Search this site 2
SharePoint Example Site )
Home Get started with your site  removeTHis
Documents
Site Contents
7o il
# EDIT LINKS t) | V |
Working on a
Share your site. deadline? and other What's your style?
< | >
393
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3944.6

395
396

397

398

399

Creating new sub-sites

1. After logging into your site, in your browser window click the gear symbol next to the

Administrator login area, then click on Site Contents.

f@ SharePoint Example Site - ... x\+

B https://sharepoint:6454/_layouts/15/5 || Q search

L

SharePoint

BROWSE

sk

Home
Documents

Site Contents

# EDIT LINKS

PAGE

SharePoint Example Site

MNewsfeed

OneDrive

Sites Syste

€ SHARE iy FOLLOW

# EDIT LINKS

SharePoint Example Site

Get started with your site

<

Share your site.

REMOVE THIS

| |
Working on a
deadline?

m Account =

Shared with...

Edit page

Add a page

Add an app

<|

and other apps.

Site contents

Change the look

Site settings

Getting started

3 ?

2. Inthe browser window, the Site Contents page will open.

f@ Site Contents

SharePoint

x\+

B https://sharepoint:6454/_layouts/15/5

SharePoint Example Site

@ || Q Search

MNewsfeed

# EDIT LINKS

OneDrive

Sites Syste

€) SHARE 1y FoLlOw O

Search this site

m Account =

sk

Home

Site Contents

Lists, Libraries, and other Apps

Documents

Site Contents

# EDITLINKS add an app

- Form Templates
r—q 0 items

(\:/) SITE WORKFLOWS

&

Documents

0 items

< m

MicroFeed
2 items

Medified & hours ago

3 ?

0

£k sl

139



Attribute Based Access Control Practice Guide

400 3. Inthe browser window, scroll down to the Subsites area and click the plus sign button next
401 to new subsite.
@ Site Contents x
\ (- il ' & hitps://sharepoint:6454/_layouts/15/startasprz/_| 7 & | | Q Search wB U 4+ 4 | =

SharePoint OneDrive  Sites [ ENasTTIAANNE o S

€) SHARE 1y FoLlOw O

Style Library

5 items
i Medified & hours ago

Subsites

@ new subsite

This site does not have any subsites.

£ m »
402
403 4. Inthe browser window on the New SharePoint Site screen, do the following:
404 a. Enter Title (required) and Description (optional).
405 b. Enter a URL name.
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406 c. Select a template.

@ MNew SharePoint Site

( (' il ' @ hittps://sharepoint:6434/ layouts/15/start.as © & | iQ Search | ﬁ' B 9 3 @ [ ] |

SharePoint Newsfeed OneDrive Sites System Account~  §¥

.

€ SHARE Yy FOLLOW

SharePoint Example Site # EDIT LINKS

Site Contents - New SharePoint Site

Title and Description
Title:

Sales Department

Description:

Web Site Address
URL name:

https://sharepoint:6454/| sales

Template Selection
Select a template:

Collaboration | Enterprise

Document Center

Records Center

Business Intelligence Center
Enterprise Search Center
Basic Search Center

Visio Process Repository

[>

1207 I<| | [
408 5. Inyour browser, scroll down and do the following:
409 a.

Choose User Permissions (in our build, we left the Use same permissions as parent site
410 radio button selected).
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411

412

413

414

415

416

417
418

b. Choose your Navigation and Navigation Inheritance settings.

Permissions

You can give permission to
access your new site to the same
users who have access to this
parent site, or you can give
permission to a unique set of
users,

MNote: If you select Use same
permissions as parent site, one
set of user permissions is shared
by both sites. Consequently, you
cannot change user permissions
on your new site unless you are
an administrator of this parent
site.

MNavigation

Mavigation Inheritance

User Permissions:

@® Use same permissions as parent site
(O Use unique permissions

1] Display this site on the Quick Launch of the parent site?

® Yes O No
Display this site on the top link bar of the parent site?
@ Yes O No

Use the top link bar from the parent site?

® Yes O No

6. Inthe browser, scroll down and click Create.

7. Your new subsite will open in the browser.

<

N

B Home - Sales Department  x

] il ' @ hitps://sharepoint 5454/sales/default.aspx

v @ || Q Search \ﬁEUGﬁB\

BROWSE PAGE

SharePoint Example Site
Sales Department

Libraries

Lists

Recent
Documents
Tasks

Site Contents

OneDrive  Sites System Account ~ o S
€ SHARE Yy FOLLOW O,
Sales Department Search this site 0 ‘ M
Welcome tO the DUp\oadaDo:ument
Document Center ]

Use this site to create, work on, and store documents.
This site can become a collaborative repository for
authoring documents within a team, or a knowledge
base for documents across multiple teams.

8. Return to the homepage URL https://sharepoint:6454 and repeat the steps from

section 4.6 to create other subsites of interest.
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Introduction

In previous chapters of this How-To Guide we demonstrated how to set up set up federated
authentication between the Relying Party and the Identity Provider and how to create the
Relying Party’s SharePoint site. In this chapter we demonstrate how to set up federated
authentication between the Relying Party's SharePoint and the PingFederate-RP. Before
continuing with this chapter implementers are required to have federation servers at both the
Identity Provider and the Relying Party as well as a working SharePoint instance that is
claims-aware. For this build we provide instructions for setting up these components in
chapter 2, chapter 3, and chapter 4.

We will demonstrate how to set up a trusted logon provider for the Relying Party so that when
a user requests access to a SharePoint site, the user will be redirected to the PingFederate-RP
for authentication via WS-Federation. The Ping-Federate-RP will then forward the
authentication request to the PingFederate-IdP. The PingFederate-IdP will present a logon page
to the user. Once the user authenticates, the user will be redirected back to the original
SharePoint site and will be able to access the site because they have a valid authentication
token.

As you complete different steps in this chapter you will be able to verify the correctness or
completeness of your component configuration and integration in functional test sub-sections.

If you follow the instructions in this chapter, you will be able to perform a functional test to
verify the successful completion of the steps for installing, configuring, and integrating the
components.

5.2 Usage Notes on PingFederate

= When using the PingFederate application to perform an administrative configuration, there
is usually a sequence of screens, ending with a summary page. Once you click Done on the
summary page, you must also click Save on the following page to save the configurations. If
you forget to click Save, you may inadvertently lose changes to the configuration.

m  Ping identity refers to the Relying Party as the Service Provider in their PingFederate
product and associated documentation.

= When using the PingFederate application to perform configuration, refer to the title of the
tab with a small star icon to its left, to easily identify the item you are currently configuring.
For example, if you navigated to the following screen, you would be on the IdP Adapter
screen.

(®) Create Adapter Instance

Al GEL T Fxtended Contract  Adapter Attributes ~ Summary
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44
45
46
47
48

49

50
51
52
53
54
55

565.3.1

57
58

59
60

61
62

63
64

Configure a SharePoint Federated Logon Provider

Follow the instructions in this section to configure the federated logon provider at the Relying
Party’s SharePoint site. Once this configuration is complete, the user will see two
authentication options when first attempting to access the SharePoint site. The first option is to
log on using the default Windows Authentication. This option does not use federation. The
second option is to use a federated logon.

SignIn x U+
If’wg \

| (' Bl ' B https://sharepoint.abac.test/_login/default.aspx?ReturnUrl=%2f_layouts%2f15%2fAuthenticate.aspx¥3fSource? c

|2 Most Visited m Sharepoint Admin E) ABAC Top Level E> ABAC Finance || Nextlabs Reporter

Select the credentials you want to use to logon to this SharePoint site:

N

Windows Authentication

Federated Logon from Conway Air

In order to set up a federated logon, you will configure a trust relationship between the
SharePoint server and the PingFederate-RP that will faciliate the federated logon. Once a user
authenticates via a federated logon, the PingFederate-RP will cryptographically sign
WS-Federation messages and send them to the SharePoint server. The PingFederate-RP must
be configured as a trusted identity token Issuer in SharePoint, so that SharePoint will accept the
messages sent by the PingFederate-RP and allow the user access to the SharePoint site.

Setting up the Certificate

Setting up a certificate involves creating the certificate at the from the Identity Provider,
exporting the certificate, and importing it in the SharePoint site of the Relying Party.

1. Log on to the server that hosts the PingFederate service for the Relying Party.
2. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app.

3. Replace DNS_NAME with the fully qualified name of the Relying Party’s PingFederate server
(e.g. https://rp.abac.test:9999/pingfederate/app).

4. Logon to the PingFederate application using the credentials you configured during
installation.
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PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

@ Server Configuration

APPLICATION INTEGRATION @ SYSTEM SETTINGS CERTIFICATE @
SETTINGS . - MANAGEMENT

Server Settings
Adapters Data Stares

Authentication Selection Redirect Validation

Default URL

i e ¢
Application Endpaint: ADMINIS TIVE e
FUNCTIONS Decryption Keys &
FEDERATION SETTINGS Ceriific
Certific:
Protocol Endpoints M Checking
Configuration An
4 Man:
{E) sP CONNECTIONS (3) P (@ AUTHENTICATION

Virtual Host Names

BT sharepoint Application Authentication
ELXEED fips finextlabs-p Password Credential
| FXI®XD D:mo SP Validators
lanaae AllS| S Active Directory
» Manage AISP » New s Import Domainafeibaios Reilms
[a] SP AFFILIATIONS (0) B8 |DP-TO-SP
» Manage All Affllations + Create New BRIDGING
Adapter-to-Adapter

5. On the Main menu, under CERTIFICATE MANAGEMENT, click Digital Signing and XML.

¥ Manage Digital Signing Certificates

Establish and maintain your server's signing certificates, which may be used to sign assertions, security tokens, requests, and responses.

These certificates may also be used for XML decryption.

SERIAL SUBJECTDN EXPIRES KEY DETAILS

01:30:DB:8C:D4:83 Ch=localhost, O=Quick Start App, FriJun 05 06:18:17 PDT 2111 RSA 1024
c=Us

01:30:DB:8C:25:AB CMN=demo dsig new, FriJun 05 06:17:32 PDT 2111 RSA 1024
OU=Pingldentity, O=PingFederate,
L=Denver, 3T=C0, C=U3

01:4C:09:35:30:19 ChN=demo-sp-enc, 0=NCCoE, Thu Mar 10 07:20:22 PST RSA 2048

c=Us 2016

Create New._. Import_..

APPLICATION INTEGRATION
SETTINGS

Adapters

Target URL Mapping
Identity Store Provisioners
Default URLs

Application Endpoints

FEDERATION SETTINGS

Protocal Endpaints

IDP CONNECTIONS (2)

hitps-/idp abac
Demo IdP

» Manage AllidP » Create New » Import

STATUS ACTION

Valid Export
Certificate Signing

Delete

Valid Export
Certificate Signing

(Check Usage)

Valid Export
Certificate Signing

(Check Usage)

6. Locate the certificate that will be used to sign messages that will be sent to the SharePoint
server. In the example screen shot above, this certificate has CN with the value demo dsig
new.

7. Click on the Export link for this certificate in the ACTION column.
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You have a choice of exporting the certificate and the key or just the certificate

¥ Export Certificate

@ Certificate Only
@ Certificate and private key

8. Select Certificate Only and click Next.

(®) Export Certificate

Click the Export button to export this certificate to the file system.

Export Certificate

(S0 A6 iE Gl o Export & Summary

EXPORT CERTIFICATE

Subject DN CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
Issuer DN CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
Serial Number 01:30-DB-8C-25-AB

Expires Fri Jun 05 06:17:32 PDT 2111

Export

Cancel < Previous Done.

9. On the Export & Summary page, click the Export button on the left side of the page. Save
the file to the hard drive and rename it to federation.cer.

10. Using the SharePoint administrator credentials, log on to the server that hosts SharePoint
for the Relying Party.

11. Copy the federation.cer file to the desktop on the SharePoint server.

12. Click on the Start menu and navigate to the SharePoint 2013 Products group. Open the
SharePoint 2013 Management Shell.
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13.

14.

SharePoint 2013 Management Shell
PS C:\Users\BharepointAdmin> _

&= Windows Server 2012

To verify that you placed the federation.cer file to the desktop, enter the following
command into the Management Shell (using the correct path for your server).

dir c:\users\SharePointadmin\desktop\federation.cer

You should see information about the file such as the LastWriteTime.

Directory: C:\users’sharepointadninidesktop

LastWriteTine Length Name
3,30-2015  2:44 FH 812 federation.cer

IPS C:\Users SharepointAdnin’> _

Enter the following commands into the Management Shell to import the PingFederate-RP’s
signing certificate (using the correct path for your server):

$cert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2(*'C:\
users\SharePointadmin\Desktop\federation.cer')

New-SPTrustedRootAuthority -Name "Federated Token Signing Cert"
-Certificate $cert

SharePoint responds by displaying details about the imported certificate.
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96

975.3.2

98
99
100
101
102

103
104
105
106
107
108
109
110

111
112
113

114
115

116
117
118
119

SharePoint 2013 Management Shell

esySharepointAdmin> New—8PTrustedRootAuthority -Name “Federated Token §
—Certificate Scert

ertificate : [Subject]
CH=demo dsig new, OU= Plngldentlty
gFederate. L=Denver. 5= c=0g

[Issuerl
CH=demo dsig new, OU=Pingldentity.
0=PingFederate, L=Denver. 85=C0. C=US

[Serial Humberl
BI3BDBBCZSRB

[Not Beforel
6-29-2011 9:17:32 AH

[Not Rfte
6/5/2111 9 17:32 AN

[Thumbprint
BB?IBB9DFEBIF29E7FBS59351D54CS957F9EF21E

: Federated Token Signing Cert

: Microsoft.SharePoint.Administration.SPTrustedRoot
Authority

: Federated Token Signing G

H ga?5a461 aebc—4167-h?3%- Bc3l9a4fc376

H SPTxuatedRuutnuthux1tyManagex

[Properties

arn : §PFarm Name-SharePoint_Config
pgradedPersistedProperties : {3

PS C:\UserssSharepointAdnin> _

Configuring the Trusted Identity Token Issuer

To configure a new Trusted Identity Token Issuer, enter each of the commands displayed below
the next paragraph into the Management Shell to configure a new Trusted Identity Token Issuer.
Enter each command separately, and enter a Carriage Return after the command. If the
command executed successfully, Management Shell will not provide any feedback. If an error
occurs, Management Shell will display the error.

In the example commands below, the attribute upn is configured. You can replace upn with an
attribute that is appropriate for your environment. The realm value (e.g.
urn:SharePoint.abac.test) must be identical to the realm value configured in the Relying Party's
PingFederate Service Provider (SP) connection that will be configured later in this chapter. The
signInURL should be configured with the PingFederate-RP WS-Federation URL (e.g.
https://rp.abac.test:9031/idp/prp.wsf). In this example, the name given to this new token
issuer in SharePoint is Federated Logon from Identity Provider. The issuer name will be
displayed in SharePoint administration screens and to the end user on the Sign On screen.

$claimmap = New-SPClaimTypeMapping -IncomingClaimType
“"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn®
-IncomingClaimTypeDisplayName "‘upn™ -SameAslncoming

$realm = ""urn:SharePoint.abac.test"

$signInURL = https://rp.abac.test:9031/idp/prp.wsf

$ap = New-SPTrustedldentityTokenlssuer -Name "Federated Logon from
Identity Provider™ -Description "Federated Logon" -realm $realm
-ImportTrustCertificate $cert -ClaimsMappings $claimmap -SigninuUrl
$signInURL -ldentifierClaim $claimmap. InputClaimType
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5.3.3 Configuring the Token Issuer as a Sign On Option

After configuring the new Trusted Identity Token Issuer, configure the new token issuer as a Sign
On option for the SharePoint site.

1.

U

Launch your browser and go the SharePoint central administration page (e.g.
http://SharePoint.abac.test:44444/default.aspx).

Log on using the credentials of the SharePoint administrator
In the Application Management group, click on Manage web applications.

Click on the web application that contains the SharePoint site you are managing (e.g.
SharePoint - 80). SharePoint will highlight the web application row that you clicked on.

Click on the Authentication Providers button at the top of the page.

SharePoint Ve Sites ystem account = B P

Bt/ harepaint/ oo

al Acministration w hitp/ sharwpointA444d/

Authentication Providers %

Click on the Default link in the Zone column.

On the Edit Authentication screen, scroll down to the Claims Authentication Types group.
Select the Trusted Identity provider option.

Under the Trusted Identity provider checkbox, select the name of the new token issuer that
was created using the Powershell commands (e.g. Federated Logon from Identity
Provider).
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138

139

1409.3.4

141
142
143

144
145

146

147

148

149

Edit Authentication
BROWSE WEE APPLICATIONS

= F 2 [ Manage Fe
LEm L5 x IF Claims Authentication Types

@2 Managed B
New Extend Delete General |

[FIEnable Windows Authentication
Settings ~ [21 Service Cof

Choose the type of i icati
mose:iie by peo) [#1ntegrated windows authentication

]

Contribute Manage W authentication you want to use B
| forthiszone. NTLM |
Central Administration Name | Megpotiate (Kerberos) is the
recommended security [T Basic authentication (credentials are sent in clear text)
Application Shereficy configuration ta use with
Management SharePain Windows authentication. If this
option is selected and Kerberos is
System Settings SharePoinl not configured, NTLM will be [CJEnable Forms Based Authentication (FBA)
used. For Kerberos, the ASP.NET Membership provider name
Monitoring application poal account needs
to be Network Service or an * 2
Backup and Restore =
BCCOUN R e Deen ASP.NET Role manager name
Sectiity configured by the domain
administrator. NTLM
Upgrade and Migration authentication will work with any
application pool account and
General Application with the default domain [ Trusted Identity provider
Settings configuration. -
Apps E:‘;'Wth?”hizt;::t::a?c:r " Federated Logon from Identity Provider
Office 365 network in an unencrypted form,
If you select this option, ensure
Nextlabs Entitlement that Secure Sockets Layer (SSL) is
Manager enabled,
Configuration Wizards ASP.NET membership and role

provider are used ta enable

9. Scroll to the bottom of the page and click Save.

Configuring the Access Control Rule on SharePoint

After configuring the token issuer as a Sign On option for SharePoint, configure the access
control rule on the SharePoint site that is necessary for federated users to be able to access the

site.

1. Log on to the Relying Party's SharePoint site (e.g. https://SharePoint.abac.test) using the

credentials of the SharePoint administrator.

2. Select Windows Authentication in the Sign On screen.

SharePoint

BROWSE  PAGE

2 Runabout Air - root site Finance Internet Technology Marketin Research and Development
Runabout Air & d ?

Runabout Air - root site

ABAC Root Site Get started with your site  remove s
Documents
Access Control

Claims Viewer

C Finance Dept

ABAC IT Dept

C Marketing Dept

ABAC Research Dept Documents

ABAC Sales Dapt @ new document or drag files here
Recent v [0 Name Modified  Modified By
Site Contents There are no documents in this view.

# EDIT LINKS

[eITLI I PO System Account~  $F

) SHARE ¥y Fouow [Zsmc » eorm

Sales 4 EDIT LINKS Search this site

Your site. Your brand.

3. Click the gear icon at the top right corner of the page and select the Site Settings link.

4. On the Site Settings screen, in the Users and Permissions group, click People and Groups.
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150 5. Under the Groups heading on the left pane, click on the HOME Members group.
Runabout Air Runabout Air - root site Finance Internet Technology Marketing Research and Development Sales

People and Groups - ABAC-HOME Members o

redps New ~ Actions ~ Settings ~
ABAC-HOME
Members o Cneme About me Title Department

There are no items to show in this view of the "User Information List" list.

Excel Services
Viewers

ABAC-HOME
Qwners

style Resource
Readers

Designers

Hierarchy Managers
Approvers
Restricted Readers

Quick Deploy Users

151 More...
152 6. Under the page title, click on the New link and select the Add Users option from the popup
153 menu.

Runabout Air - root site Finance Internet Technology Marketing Research and Development sales

People and Groups - ABAC-HOME Members o

New « | Actions = Settings ~

Add Users . About me Title Department
1 Add users to this group. iew of the "User Information List" list.
154
People and Groups - ABAC-HOME Members o
New ~ Actions - Settings ~
0 e tment
there arel  Share ‘Runabout Air - root site’
Add people to the ABAC-HOME Members group
Enter names, email addresses, or 'Everyone’.
Cancel
155
156 7. On the Share popup screen, enter Everyone in the text field.
157 SharePoint will display a list box underneath the text field.
|
Share ‘Runabout Air - root site’ x
Add people to the ABAC-HOME Members group
— ‘
e o
158
159 The list will contain multiple entries for the same value of Everyone. If you place your cursor
160 over an entry in the list SharePoint will display details about the entry.
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161

162

163

164

165

166

167
168

169

1705.3.5

171
172

173
174
175

8.

Share '‘Runabout Air - root site’

Add people to the ABAC-HOME Members group
Everyone

Everyone ‘L‘

Federated Logon from Identity Provider
company

Locate the entry that is associated with All Users.

Share ‘Runabout Air - rooct site' *

Add people to the ABAC-HOME Members group
Everyone
Everyone o
[ -
Showing 3 results m Share Cancel
All Users

9. Click on the entry associated with All Users.

Share ‘Runabout Air - root site’

Add pe

o the ABAC-HOME Members group

Everyone x ‘ ‘

Share Cancel

10. Click Share.

When you go back to the People and Groups screen, you should see Everyone listed for the
Home Members group.

H Runabout Air - root site Finance Internet Technology Marketing Research and Development Sales # EDIT LINKS
Runabout Air o ¢ ’

People and Groups - ABAC-HOME Members o

Groups

MNew -  Actions ~ settings View:
ABAC-HOME
RS @ name About me Title Department
Excel Services B Everyone
Viewers
ABAC-HOME

Visitors

Functional Test of the Federated Logon at the Resource Provider

1.

Launch a new browser window and go to the Relying Party's SharePoint site (e.g.
https://SharePoint.abac.test).

Expected Result: You should see two logon options in the dropdown box. One of the
options should be the name of the new trusted token issuer that was configured in the
previous section (e.g. Federated Logon from Identity Provider).
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: .
| B SignIn x \+

€ il ) & hips//sharepoint.abac.test/_login/default.aspxiReturnUrl=9:2f layouts 36215 %2fAuthenticate.aspx¥3fSource® ¥ C

8 Most Visited B Sharepoint Admin B ABAC Top Level B> ABAC Finance | Nextlabs Reporter

Select the credentials you want to use to logon to this SharePoint site:

I |

Windows Authentication
Federated Logan from Identity Provider

176
177 Next you will verify that SharePoint is configured to read the upn attribute that was
178 configured for the federated logon.
179 2. Launch your browser and go the SharePoint central administration page (e.g.
180 http://SharePoint.abac.test:44444/default.aspx).
181 3. Logon using the credentials of the SharePoint administrator.
(: il ' @ sharepoint.abactest:44444/default.aspx e || Q search

2l Most Visited [ Sharepaint Admin [§> ABAC Top Level [ ABAC Finance { | Nextlabs Reporter

SharePoint News

BROWSE  PAGE

Central Administration () The SharePoint Health Analyzer has detected some crifical issues that require your attention. View th

Application
Management

System Settings | =P Application Management (},L, System Settings
~—&ad) Manage web applications WY =| Manage servers in this farm
Moanitaring Create site collections Manage services on server
Backup and Restore Manage service applications Manage farm features
Manage content databases Configure alternate access
Security mappings
Upgrade and Migration ' Manitoring
General Application lf:jlﬁj Review problems and solutions 3)‘&1 Backup and Restore
Settin Check jab status £ perform a backup
e - fi backup
Restore from a
Apps e o 1 Perform a site collection backup
o 2 Security
Office 365 \E/ Manage the farm administrators =
Nextlabs Entitlement grou.p ‘ p ‘:Jugrade anq Migration
MEHRCJET Conflgure service accounts & ‘é Convert farm license type
Check product and patch
Configuration Wizards I ctallition ctahis
182 B = s
183 4. In the Application Management group, click on Manage web applications.
184 5. Click on the web application that contains the SharePoint site you are managing (e.g.

185 SharePoint - 80). SharePoint will highlight the web application row that you clicked on.
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€ il ' @ sharepoint.abacitest:44444/ admin/WebApplicationList.aspx 7 & || Q Search %+ 2l =] + & ©F

[ Most Visited B Sharepoint Admin B> ABAC Top Level ) ABAC Finance | Nextlabs Reporter

System Account~

BROWSE ~ WEB APPLICATIONS ) SHA

|_I% DE‘ x u.u [ Manage Features E} @ [& Blocked File Types

&% User Permissions

5 Managed Faths ? -
New Extend Delete  General Authentication Self Service Site User  Ananymaus Permissian
- Settings - [#1 Service Cannections Providers Creation  [[ Web Part Security  Poliy  Policy Palicy

Contribute Manage Security Policy

Central Administration Name URL Port
Application SharePoint - 80 https//sharepoint/ 20
Management SharePoint Central Administration v4 http://sharepoint:44444/ 44444
System Settings SharePoint - 8838 httpi//sharepoint:2888; 8838
Manitering SharePaoint - 6454 https://sharepoint:6454, 6454
Backup and Restore
Security
Upgrade and Migratian
General Application
Settings
Apps
Office 365
Nextlabs Entitlement
Manager
Configuration Wizards

€ )@ 44444/ AW ationList.aspx & || a search Al =] + A O

| Mextlabs Reporter

System Account ~

BROWSE = WEB APPLICATIONS LR

u\i\?é T| x Qﬂ [ Manage Features [‘2 @ [& Blacked File Types

8 Managed Paths &% User Permissions

New Edend Delete  General Authentication Self-Service Site Anonymous Permission
- ettings - [2L Service Connections Providers Crestion  [[gg Web Part Security Palicy Policy

Cantribute Manage Security Palicy

Central Administration Name i G st x Port

) Policy for Web Application

Application Shar 80
Menagement Sharel | - 44444
Sytem Being Sharep Adding or updating Web application policy with new users or groups will trigger a 8838
Monitoring SharePe SharePoint Search crawl over all content covered by that policy. This can reduce search 6454

crawl freshness and increase crawl load. Consider using security groups at the policy

Backup and Restore level and add/remove users from security groups to avoid this.

Security.
Upgrade and Migration 3 add Users | X Delete Selected Users | B2 edit permissions of Selected Users
General Application Zone Display Name User Name permissians
Settings

(All zones) NT AUTHORITY\LOCAL NT AUTHORITY\LOCAL Full Read
Apps SERVICE SERVICE
Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

188

189 7. Click Add Users.

Add Users ®

Select the Zone
The security policy will apply to Zones:

requests made through the (All zones) :
specified zone, To apply a policy

to all zones, select "(All zones)",

All zone policies are only valid for

Windows users.

Next > Cancel

190

191 8. Click Next.
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Add Users x
Zone e
The security policy will Zone:
apply to requests made (Al zones)
through the specified
Choose Users
You can enter user names Users:
or group names, Separate
with semi-colons.
L5 |
Choose Permissions
Choose the permissions permissions:
hD“ want these users to [T Full Control - Has full control.
e [C] Full Read - Has full read-only access.
[C] Deny write - Has no write access.
[T] Deny All - Has no access.
Choose System Settings
System accounts will not [C] Account operates as System
be recorded in the User
Information lists unless
the account is direc
added to the permissions
of the site. Any changes il
192 ek b b
193 9. On the Add Users screen, click the small browse icon (looks like a book) under the Users
194 field.
195 Expected Result: On the Select People and Groups screen, you should see a grouping with
196 the name of the trusted token issuer that was configured via Powershell (e.g. Federated
197 Logon from Identity Provider). You should also see the upn attribute listed under that
198 grouping.
Select Pecple and Groups ®
Select People and Gro
Find 2 List View |Z|
) Display Name E-mail Address Title Departme
4 Organizations Type into the search box above then press "Enter”
:& Active Directory
L All Users
4 [, Federated Logon from Identity
upn
L e T— (A P T— b
Add ->
o
199 ——— -
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200 5.4

201

202
203

204

205
206
207
208

209

210
211

212

Configure the PingFederate-RP Connection to
SharePoint

Follow the instructions below to configure a PingFederate connection from the
PingFederate-RP to the Relying Party's SharePoint.

1. Logon to the server that hosts the PingFederate service for the Relying Party.

2. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app. Replace
DNS_NAME with the fully qualified name of the Relying Party's PingFederate server (e.g.
https://rp.abac.test:9999/pingfederate/app). Log on to the PingFederate application using
the credentials you configured during installation.

PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

@ Server Configuration

APPLICATION INTEGRATION @ SYSTEM SETTINGS CERTIFICATE APPLICATION INTEGRATION
SETTINGS N ) MANAGEMENT SETTINGS
Adaptars D Ti Adapters
Authentication Selection R Validation rget URL
Default URL

Application Endpoints

ADMINISTRATIVE
FUNCTIONS

FEDERATION SETTINGS

Certificat
Checking

FEDERATION SETTINGS

Protocol Endpoints

Protocal Endpaints

(& AUTHENTICATION

[E] sp coNNECTIONS (3)

Applicati entication

[E) IDP CONNECTIONS (2)

ew » Import

E&] SP AFFILIATIONS (0) @ IDP-TO-SP
BRIDGING

» Manage All Affiliations » Create Me:

Adapter-to-Adapter

3. On the Main menu under SP CONNECTIONS, click Create New. On the Connection Type
screen, select Browser SSO Profiles. For the Protocol field, select WS-Federation.

¥r Connection Type

Select the type of connection needed for this SP: Browser SSO Profiles (for Browser SS0), WS-Trust STS (for access lo identity-enabled Web Services),
Outbound Provisioning (for provisioning users/groups to an SP) or all

Connection Template No Template
Browser SSO Profiles Pratocol | WS-Federation E‘ =
| WS-Trust STS

| Qutbound Provisioning
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213 4. Click Next. On the Connection Options screen, select Browser SSO.

(=) SP Connection

(LG IBLRITEE 4 Connection Options

Please select options that apply to this connection.

Browser 5SSO
1 1dP Discovery

"] Attribute Query

214

215 5. Click Next. On the General Info screen, for the Partner's Realm field, enter the name of the
216 Resource Provider’s (SharePoint) realm (e.g. urn:SharePoint.abac.test). Keep a copy of the
217 realm name because it will be used in a configuration of SharePoint later in the guide.

218 6. Enter a unique name for this new PingFederate configuration in the Connection Name field.
219 For the Base URL field, enter the root destination URL at the SharePoint site where the

220 PingFederate will redirect a user once authenticated (e.g. https://SharePoint.abac.test).

(=) SP Connection

Connection Type  Connection Options BVEeLNIETRNILY

This information identifies your partner's unique connection identifier (Connection 1D). Connection Name represents the plain-language identifier for this
connection. Optionally, you can specify muitiple virtual server IDs for your own server to use when communicating with this partner. If set, these virtual
server IDs will be used in piace of the unigue protocol identifier configured for your server in Server Settings. The Base URL may be used to simplify
configuration of partner endpoints.

Partner's Realm {Connection ID) urn'sharepoint abac test m-*

Connection Name Sharepoint

Virtual Server IDs Add
Base URL https:/#/sharepoint abac test

Company

Contact Name
Contact Number
Contact Email
Application Name
Application lcon URL
Logging Mode © None
® Standard

© Enhanced
@ Full

221

222 7. Click Next.
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(® Main | (=) SP Connection

(8601 ot i G R R ST L o T Rl D R D LI G TR GI ¥ Browser 5SSO Credentials  Activation & Summary

ihe button below to create

Browser 550 Configuration

Configure Brows

223

224
225

8. On the Browser SSO screen, click Configure Browser SSO. On the Assertion Lifetime screen,
enter a value of 20 for the Minutes After field.

® Main  (®) SP Connection

¥r Assertion Lifetime

@ Browser S50

Protocol Settings

Assertion Creation Summary

Minutes Before 5
Minutes After 20|

226

227 9. Click Next.

® Main  (®) SP Connection

G GRS + Assertion Creation

@ Browser SSO

Protocol Settings  Summary

Assertion Configuration

Identity Mapping Email Address

Attribute Contract SAML_SUBJECT
Adapter Instances 0

Connection Contract Mappings 0

Configure Assertion Creation

228
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229 10. On the Assertion Creation screen, click Configure Assertion Creation. On the Identity

230 Mapping screen, select User Principal Name.

(®) Assertion Creation

¥ Identity Mapping

Select the type of hame identifier you will send lo the SP. Your selection may affect the way the SP will ook up and associale the user to a speciiic iocal
account.

© Email Address
@ User Principal Name

© Common Name

231

232 11. Click Next. On the Attribute Contract screen, below the EXTEND THE CONTRACT FIELD,
233 enter upn in the text box. For the ATTRIBUTE NAME FORMAT select the
234 schemas.xmlsoap.org 2005 identity claims format.

An Attribute Contract is a set of user attributes that this server will send in the assertion.

LEDTGRELLGE 4 Attribute Contract

ATTRIBUTE CONTRACT

SAML_SUBJECT

EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT
upn hitp://schemas. xmisoap.org/ws/2005/05/identity/claims. E| Add

235

236 12. Click Add.
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An Attribute Contract Is a sel of user atiributes that this server will send in the assertion.

LERVRLELILT 4 Attribute Contract

ATTRIBUTE CONTRACT

SAML_SUBJECT

EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT
upn http:/fschemas xmlsoap.org/ws/2005/05/dentity/claims Edit / Delete

http-//schemas xmisoap. org/ws/2005/05/identity/claims B Add

237
238 13. Click Next.
TR EL LG TN R LE TS f Authentication Source Mapping & @
PingFederate uses IdP adaplers or partner IdPs fo autheniicate users fo your SP. Users may be authenticated by one of several different adapiers or
connection mapping contracts, so map an adapter instance for each IDM system or a connection mapping contract for partner IdPs.
ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION
Map New Adapter Instance. .. Map Nes nection Contract Mapping. ..
239
240 14. On the Authentication Source Mapping screen, click Map New Connection Contract
241 Mapping. On the Connection Contract Mapping screen, for the CONNECTION MAPPING
242 CONTRACT field, select the name of the contract with the Identity Provider that was
243 configured in chapter 3 (e.g. SharePoint 2013).
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® Main

@ Connection Contract Mapping

(®) SP Connection (=) BrowserSSO  (®) Assertion Creation

¥ Connection Mapping Contract  Asseriion Mapping  Attribute Contract Fulfillment  Issuance Criteria  Summary

CONNECTION MAPPING CONTRACT  sparepaint 2013

CONTRACT ATTRIBUTES

subject

Manage Connection Mapping Contracts

b

244
245 15. Click Next. On the Assertion Mapping screen, select Use only the Connection Mapping
246 Contract values in the SAML assertion.
(® Main (=) SP Connection | (®) BrowserSSO (W) Assertion Creation
@ Connection Contract Mapping
(L L LU R ED LD REGDGT ) ¥ Assertion Mapping  Atiribute Contract Fulfillment  Issuance Criteria  Summary
CONNECTION MAPPING CONTRACT
subject
@ Retrieve additional attributes from multiple data stores using one mapping
@ Retrieve additional attributes from a data store—includes options to use altemate data stores and/or a failsafe mapping
@ Use only the Connection Mapping Contract values in the SAML assertion
247
248 16. Click Next.
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@® Main

(®) Connection Contract Mapping

(W) SP Connection (W) Browser SSO (W) Assertion Creation

(DL DO ET DG RE DL e T S GO REL LG 4 Attribute Contract Fulfillment  Issuance Criteria Summary

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT Connection Mapping Contract EI subject None available
pn Connection Mapping Contract EI subject None available

249
250 17. On the Attribute Contract Fulfillment screen, click Next.

@ Assertion Creation | (%) Connection Cantract Mapping

(®) Browser S50

Amarticn Mapping  Atriby

10 confiure the e for e i 3

ATTRIBUTE NAME CONDITION VALUE ERROR RESULT ACTION
- SELECT - E] - SELECT - |:j - SELECT - E_| 2 Ada

- [oooe QO s T e

252 18. On the Issuance Criteria screen, click Next.

(® Main | (®) SP Connection (@) BrowserSS0  (®) Assertion Creation

(®) Connection Contract Mapping

Connection Mapping Contract  Assertion Mapping  Atiribute Contract Fulfillment  Issuance Criteria

| Click a heading link fo edlt a configuration seting.

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ASSERTION MAPPING

Connection Mapping Contract Sharepoint 2013

Data Store or Assertion Use only the Connection Mapping Contract values in the SAML assertion

ATTRIBUTE CONTRACT FULFILLMENT

upn subject (Connection Mapping Contract)
SAML_SUBJECT subject (Connection Mapping Contract)
ISSUANCE CRITERIA

Criterion (None)

253
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254 19. On the Summary screen, click Next.

(® Main | (®) SP Connection | () BrowserSS0 | (%) Assertion Creation

(LETVRLETTID TN G TN CRBGT A 4 Authentication Source Mapping  Summary

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION
Sharepoint 2013 Delete

Map New Adapter Instance.. Map New Connection Contract Mapping..

255

256 20. On the Authentication Source Mapping screen, click Next.

@® Main

Identity Mapping

(=) SP Connection | () BrowserSSO | (=) Assertion Creation

Attribute Contract ~ Authentication Source Mapping F-g@aTTIELY

. Summary i ion for your ion Creation iguration. Click a ing link to edit a configuration setting.

Assertion Creation
IDENTITY MAPPING
Name Identifier User Principal Name

ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT
Attribute upn
Attribute Name Format http://schemas xmlsoap_org/ws/2005/05/identity/claims

AUTHENTICATION SOURCE MAPPING

Connection mapping contract name Sharepoint 2013

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ASSERTION MAPPING

Connection Mapping Contract Sharepoint 2013

Data Store or Assertion Use only the Connection Mapping Contract values in the SAML assertion
ATTRIBUTE CONTRACT FULFILLMENT

upn subject (Connection Mapping Contract)
SAML_SUBJECT subject (Connection Mapping Contract)
ISSUANCE CRITERIA

Criterion (None)

Save Draft Cancel

257

258 21. On the Summary screen, click Done.

164



Chapter 5. Set up Federated Authentication at the Relying Party’s SharePoint

LELLIRR S EE 4 Assertion Creation

This task provides the configuration for creating SAML assertions to enable S50 access to resources at your SP partner's site.

Assertion Configuration

Identity Mapping User Principal Name
Attribute Contract SAML_SUBJECT, upn
Adapter Instances 0

Connection Contract Mappings 1

Configure Assertion Creation

259
260 22. On the Assertion Creation screen, click Next.

Assertion Lifetime  Assertion Creation Ryt R H

This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Glick the button below to create or
revise this configuration.
Protocol Settings
Signature Policy SAML-standard
Save Draft Cancel < Previous Next >

- [ sorot Y corcet [ <rroions [ e |
262 23. On the Protocol Settings screen, click Configure Protocol Settings.
263 24. On the Service URL screen, for the Endpoint URL field, enter the name of the destination
264 URL at the Service Provider (SharePoint) site (.e.g. /_trust/). When PingFederate completes
265 the authentication process, the user will be sent to a destination URL. The destination URL
266 is a combination of two configuration fields. The first is the Base URL that was configured
267 earlier, and the second is the Endpoint URL on this screen. The Endpoint URL will be
268 appended to the Base URL. An example is provided below.
269 Base URL: https://SharePoint.abac.test
270 Endpoint URL: /_trust/
271 After authentication, PingFederate will redirect to the destination:
272 https://SharePoint.abac.test/_trust/
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(® Main | (®) SP Connection | (®) BrowserSSO | (=) Protocol Settings

¥r Service URL  Summary

Endpoint URL ‘ 1 trust]| @

You can specify additional allowed domains and paths below. This whitelist will also be used to validate wreply for SLO, if enabled under Server Settings > Redirect Validation.

Require HTTPS Valid Domain Name (leading Valid Path (leave blank to allow any path)

Allow Any Action
wildcard =" allowed) Query/Fragment
® | B |

Save Draft
273

274 25. Click Next.

(® Main  (®) SP Connection (W) Browser SSO

Service URL [FVSN T ENG

(®) Protocol Settings

Protocol Settings

SERVICE URL

Endpoint URL 1_trust/

275

Done

276 26. On the Summary screen, click Done.
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@® Main

Assertion Lifetime

@ Browser SSO

Assertion Creation

¥r Protocol Settings ~ Summary
ration for specific endpoints and security considerations applicable (o selected profiles. Click the butfon below fo create or

Protocol Settings

Signature Palicy SAML-standard

27. On the Protocol Settings screen, click Next.

IDENTITY MAPPING
MName |dentifier User Principal Name

ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT
Attribute upn
Attribute Name Format http://schemas xmlsoap.org/ws/2005/05/identity/claims

AUTHENTICATION SOURCE MAPPING

Connection mapping contract name Sharepoint 2013

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ASSERTION MAPPING

Connection Mapping Contract Sharepoint 2013

Data Store or Assertion Use only the Connection Mapping Contract values in the SAML assertion
ATTRIBUTE CONTRACT FULFILLMENT

upn subject (Connection Mapping Contract)
SAML_SUBJECT subject (Connection Mapping Contract)
ISSUANCE CRITERIA

Criterion (Mone)

Protocol Se

SERVICE URL

Endpoint URL i_trust/

Save Draft Cancel evious Done

28. On the Summary screen, click Done.
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(® Main | (®) SP Connection

[ T 0T I R oG L L T T R ER e TG LG 4 Browser SSO  Credentials  Activation & Summary

Browser 550 Configuration

Configure Browser S50

e S

281

282 29. On the Browser SSO screen, click Next.

(® Main | (®) SP Connection

Connection Type  Connection Options ~ General Info  Browser 550 EVRW G LY iE] N ET T ST T ET

Credential Requirement

Digital Signature Mot Configured

Configure Cr

283

284 30. On the Credentials screen, click Configure Credentials.

285 31. On the Digital Signature Settings screen, select the Signing Certificate for SAML messages.
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(® Main | (®) SP Connection  (8) Credentials

¥ Digital Signature Settings  Summany

Signing Certificate | 01:30:DB:8C:25:AB (cn=demo dsig new) |=[*
Include the raw key in the signature <KeyValue> element.
Signing Algorithm | RSA SHAZ56

286

287 32. Click Next.

(® Main |(®)SP Connection (=) Credentials

Digital Signature Settings E-@3ThTIELY

Credentials

DIGITAL SIGNATURE SETTINGS

Selected Certificate CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
Include Raw Key in KeyValue false
Selected Signing Algorithm

RSA SHA256

288

289 33. On the Summary screen, click Done.
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(® Main | (=) SP Connection

Connection Type  Connection Options  General Info  Browser 550 [E oG LY T R ST T ETY

Credential Requirement

Digital Signature CN=demo dsig new

3 =3

290
291 34. On the Credentials screen, click Next.
Attribute Name Format http://schemas.xmlsoap.org/ws/2005/05/identity/claims
AUTHENTICATION SOURCE MAPPING
‘Connection mapping contract name Sharepoint 2013
CONNECTION MAPPING CONTRACT
Selected contract Sharepoint 2013
ASSERTION MAPPING
Connection Mapping Contract Sharepoint 2013
Data Store or Assertion Use only the Connection Mapping Contract values in the SAML assertion
ATTRIBUTE CONTRACT FULFILLMENT
upn subject (Connection Mapping Contract)
SAML_SUBJECT subject (Connection Mapping Contract)
ISSUANCE CRITERIA
Criterion (None)
SERVICE URL
Endpoint URL /_trust/
DIGITAL SIGNATURE SETTINGS
Selected Certificate CN=demao dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
Include Raw Key in KeyValue false
Selected Signing Algorithm RSA SHA256
292
293 35. On the Activation and Summary screen, select Active for the Connection Status field and
294 click Save to complete the configuration.
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205 9.9

296
297

298
299
300

301

302
303

304
305

306

307
308

309
310
311

Functional Test of All Configurations for This Chapter

The instructions in this section will perform an integrated test all of the configurations in this
chapter.

1. Using the browser, you logon using an account that was created in Active Directory and
validate that the complete federated authentication flow between SharePoint and the
PingFederate servers at the Relying Party and Identity Provider operates successfully.

2. Launch your Firebox browser and select SAML tracer from the Tools menu.

This will launch an empty SAML tracer window. Minimize the SAML tracer window. The
SAML tracer will automatically record the details of the HTTPS messages in the background.

3. Go back to the main browser window and go to the Relying Party’s SharePoint site (e.g.
https://SharePoint.abac.test).

v E) SignlIn x‘i{-

€ il ' & https://sharepoint.abac.test/_login/default.aspx?Returnlri=%2f

s%2f15%2fAuthenti

|8l Most Visited E} Sharepoint Admin E) ABAC Top Level E) ABAC Finance | Nextlabs Reporter

Select the credentials you want to use to logon to this SharePoint site:

| -]

Windows Authentication

Federated Logon from Identity Provider

4. Select the option to use the new trusted token issuer (e.g. Federated Logon from Identity
Provider) that was configured in this chapter.

Expected Result: Your browser should be redirected to the PingFederate-IdP and you
should see the PingFederate Sign On screen. Examine the server name in the URL to ensure
that it is the Identity Provider’s PingFederate server (e.g. idp.abac.test).
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317
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325
326
327
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5.

Vaw-s Y —

(' @ https://idp.abac.test9031/idp/S50.5ami2 C || Q Search

@ Most Visited arepoint Admin m ABAC Top Level m ABAC Finance :: Nextlabs Reporter

Sign On
Please sign on and we'll send you right along.

Username
\

Password

m cance‘ m

Enter the Username and Password of the Active Directory account created earlier in this
guide (e.g. Ismith).

Please sign on and we'll send you right along.

Username

Ismith *

Password

LYY T YT PR YT Y *

Click Sign On. On the RSA Adaptive Authentication screen, enter the SMS validation code
received on your mobile phone. Click Next.

Note: Once authenticated at the Identity Provider, your browser should automatically
redirect to the PingFederate-RP (e.g. rp.abac.test) and then to the Relying Party’s
SharePoint (SharePoint.abac.test) site. Depending on the processing time of the servers in
your environment, and other factors, it may take several seconds before your browser
arrives back at the SharePoint site. The Identity Provider will redirect your browser to the
PingFederate-RP first, and then the PingFederate-RP will redirect your browser to the
SharePoint site, however you may not notice all of this activity if it happens quickly.

Expected Result: Go back to the SAML tracer window. Scroll down the list of messages at
the top and ensure there is a POST message to the SharePoint server to the _trust URL (e.g.
POST https://SharePoint.abac.test/_trust/).
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P "

Clear[ﬁ Au‘toscmllI T Filter rsourcs]
POST  https://lastpass.com/error.php
POST  https://idp.abac.test:9031/idp/8alSw/resumeSAML20/idp/S50.ping
POST  https://rp.abac.test:9031/sp/ACS.saml2
POST  https://sharepoint.abac.test/_trust/

Authenticate xISource= %2F

GET https://sharepoint.abac.test/_login/default.aspx?ReturnUrl= %62f_layouts %2f15%2fAuthenticate aspx%a3fSource?:3d%252F&Source="%2F

hitp | Parameters

7. Click on the POST message to the SharePoint _trust URL to bring up the details of the

message in the bottom pane.

L e R ——
— T —_
CIEEF{{;E Auioscmll[ I Filter rsoulcsl
POST  https://lastpass.com/errar.php
POST  https://idp.abac.test:9031/idp/8al Sw/resumeSAML20/idp/550.ping
POST  https://rp.abac.test:9031/sp/ACS.saml2
POST  https://sharepoint.abac.test/_trust/
GET st [ & Authi priSou
GET https://sharepoint.abac.test/ login/default.aspx?ReturnUrl=%2f layouts%2f15%2fAuthenticate.aspx¥:3fSource%3d%252F&Source=%62F

http | Parameters

POST https://sharepoint.abac.test/ trust/ HTTE/1.1

Host: sharepoint.abac.test

User-Agent: Mozilla/5.0 (Windows NT 6€.1; WOW&4; rv:39.0) Gecko/20100101 Firefox/39.0

Apcept: teaxt/html,application/zhtml+xml,application/zml;q=0.9,*/*:g=0.8

Accept-Language: en-US,en;g=0.5

Accept-Enceding: gzip, deflate

Referer: https://rp.abac.test:9031/sp/ACS.saml2

Cookie: Ribbon.Read=1201680|-1]|0|-10712485; Ribbon.WeblApp=1187680|-1]378|-10712485; W55_FullScreenMode=false
Content-Type: application/z-www-form-urlencaoded

Content-Length: 4716

HTTP/?.? 302 Found

Location: https://sharepoint.abac.test/_ layouts/15/Authenticate.aspx?Source=3%2F

Server: Microsoft-IIS/EB.5

Set-Cookie:

FedAuth=77u/PD94bWwgdmVyc21vb]0iMS4wIiBlbmNvIGluZz0idXRuLTgiPz48U1A+HEUudHxmZWRlLcmF0ZWRgbGenb2 4gZnJvbSBpZGVudGlo
RlcnxscZlpdGgsMTMwODISHM] QxCDQ2ZNTg4MzEWwLEZhbHN1 LF1FTGLuRONXREVvbXVEZUdLMnBRcFAWbGEFt ZTh6eVkrcmhHWGX 35kwScTVXS11PSU
cHlu¥YXBHNWgyInJdmblJgSXdNMThTdFp4a3V1Z05BeEFnUGE SazhXWHhtc2 J1¥Y3RWSml gdFNad3hGQ1RnVFRCLZNEeGS 607 dhWnNYVENib0VoMTHh
10Q1pMeTI4Q0hDbHQIVES4U3k5WndgNFppSmtWeThLb0syVnJELExrU0ZPQkF i Y3paZ zF] cGavAWs 4NVIrVEFTenVIOWJul3cxakdwlU2djc1hBZU
secure; HttpOnly

SPRequestGuid: 302clefd-86ce-e0ld-6291-300cB5f414£3

request-id: 302clef8d-B6ce-e0ld-6291-300cE5L414f3

8. Click on the Parameters tab for the bottom pane.

POST  itpe/ihanspaint sbac tet truss/

GET  hittp//sharepaint sbae best/_lgin/ el sl atps Heturnl s %0 3O Rt ate pipe I Foure AN Ak eunces SIF

hitp Paeametert

posT

o neep: /) sehemas, wnlscap . 65g 8702/ s
5 QLECVLTH

o
3%

="3015=0T=3 1117
Eionrdl saml s Condati
1eat i3

Bas, Seatd/saml

t#ebyeet>

1 BEEp: S/ peh N Flarie/pani: s B:

#/wchs : 08, paml: che/maml s ¥ CRpANY hTTRE
b L o8, paml; Faml /i hsTr sreps /e wd

#3000/ 0%/ Kmldnigh">

<driJignedlntor

2001/20/=1-wxc-

5 14n8=s>
3., 5rg/ 3001/ 04/ x=ldnig-moTe T

835675

7 s 0l
= $nZTQLACVLTH_IKB|

<ds:Transformas

<dsIT:

hTopef fnnr.wd .o f
naformiAlgerichmmrhrep: /v vl erg/ 2000/ 10/ Enl cena-eldnd =/ s
sforman
+Bigestiethedshlgarirham"heep: / fuwnr. wd. org/ 2001/ 04/ xnl encl sha2 567/ s
L

<jdstReterencen
</da:Siguedlagen
<ds: SignatureValoes

] ¥

9. Copy all of the content (beginning with the POST line) in the bottom page and pasteitinto a

text editor such as Notepad. Turn on Word Wrap to make it easier to see all of the XML
content.
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"] Untitled - Notepad ™ - T T — — -— R=REc]

File Edit Format View Help

POST

wa: wsigninl.O

wresult: <wst:Re uestsecurw‘t{rokenkesponse

xmlns:wst="http://schemas. xm soap Drg/ws/ZDDS/DZ/trust WS REquEStEdSE[I‘F‘\tyTl)kEn)-(Sal!ﬂ Asssrt‘mn
+Majorversion="1"+Minorversion="1" +Assert10nnh nz?qLGUV'\?NJO(SQLdefLG'\ch +IssueInstant="2015-07-
27T17:36:21.4397"+Issuer="urn:rp. abac. test"+xmins:saml="urn:oasis:names:tc:5AML:1.0:assertion"><saml:Conditions+NotBefore="2015-
07-27T17:31:21.439z2"+Notonor after="2015-07-

27T17:41:21.4397"><sam] : AudienceRestrictionCondition><saml:Audience>urn:sharepoint. abac. test</saml :Audience></saml:Audiencerestri
ctionconditions</saml:conditions><saml :Authenticationstatement+authenticationIinstant="2015-07- =
|27T17:36:21. 4247 "+AuthenticationMethod="urn:oasis:names:tc:5AML:2.0:ac:classes:unspecified"><sam] :Subject><sam] :NameIdentifier
+Format="http://schemas.xmlsoap.org/claims/UPN">1smith</sam]:NameIdentifier></saml:subject></saml:authenticationstatement><saml:A
ttributestatement><saml:Subject><saml:NameIdentifier

||+Format="http: //schema .xmls0ap.org/claims /UPN">Tsmith</sam] :NameIdentifier></saml: Sub]ectxsam"\ Attribute
+AttributeName="upn"+AttributeNamespace="http://schemas.xmlsoap.org/ws/2005/05/identity/claims"><sam]:Attributevalue>Tsmith</saml
| Attrwbuteva"\uex/sam"\ Attrwbutexsam"\ Attrwgute

+AttributeName="comp. an{ +Attr1hutENamEspacEJ'httg //schemas.xm'\soap.org/ws/zuui/ﬂﬁ/‘\dent‘\ty/('\a‘\ms "»<saml:Attributevalue>Conway
|+Inc</sam'\ :attributevalues</saml :Attributes</saml:Attributestatement><ds:signature+xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:signedinfos>
<ds:canonicalizationmethod+algorithm="http://www.w3.0rg/2001,/10/xm]l-exc-cl4n#" />
<ds:signaturemethod+Algorithm="http://www.w3.0rg/2001/04 /xmldsig-more#rsa-sha256" />
<ds :Reference+URI="#nZ7qLE0V]7N_XX8QLxKdFLGT1CM" ">

<ds:Transforms>
<ds:Transformtalgorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature” />
<ds:TransformtAlgorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</ds:Transforms>

<ds:DigestMethod+algorithm="http:/ /www.w3.0rg/2001/04 /xmlenc#sha256” />

337 <ds :Digestvalue>K/L270IUIkwy3xiqbfgvb3ogiLpArDo5adw/zf7wasSk=</ds :Digestvalues>
338 10. Scroll down the SAML message and locate the AttributeStatement node and sub-nodes.
"] Untitled - Notepad e o " B = — — — L=l

File Edit Format View Help

POST
wa: wsigninl.o

wresult: <WSt RequestSecurit DkEnRESpDnSE

xmlns :wst=" http /schemas xmlsoap. org/ws/2005/02/trust"><wst:RequestedsecurityToken><saml :Assertion
+Majorversion="1"+Minorversion="1"+AssertionID="nZ7qL60V17N_XX8QLxKdfLG11CM "+IssueInstant="2015-07-
27T17:36:21.4392"+Issuer="urn:rp.abac. test"+xmins:saml="urn:oasis:names:tc:samL:1.0:assertion"><saml :conditions+NotBefore="2015-
07-27T17:31:21.4397"+NotonorAfter="2015-07-

27T17:41:21.4392"><sam] :audiencerestrictionCondition><saml: Audiencesurn:sharepoint. abac test</saml:audiences</saml:audiencerestri
(t1oncond‘\t‘mn>-</sam'\ Conditions><saml:Authenticationstatement+AuthenticationInstant="2015-07- =
27T17:36:21.424z "+authenticationMethod="urn:oasis:names:tc:saML:2.0:ac:classes unspecified”><sam] :subject><saml :NameIdentifier
+Format=""| //s(hsmas xm'\soa.or/('\a‘\ms/UPN ">1smith</saml:NameIdentifier></saml:subject></saml:Authenticationstatement

a 1subj Titier
Format="http: //;(hm.h xm'i;oap Drg/('ia‘\m;/UFN *>Ismith</saml :NameIder t‘\ Tel
Attributename="upn"+Attributenamespace="| httg //schemas. xmlsoap.
:Attr‘\bute\c'a'!uex/;am'l Attr‘\butex;am'l Attribut
Attributename="company +AttributenNamespace="| httg //5chemas. xmisoap. or,
Tnc</saml :Attributevalue></saml:Attribute></saml:Attribi

<ds :51gnedinfo>
<ds :CanonicalizationMethod+Algorithm="http://vww.w3.0rg/2001,/10/xml-exc-clan#"/>

<ds :5ignatureMethod+Algorithm="http://www.w3.0rg/2001/04 /xmldsig-more#rsa-sha256" />

339 de sDaforancail BT EnT Tl EAUTTN VWRAL viedEl 2T1rm

340 11. For the AttributeStatement node and sub-nodes, enter some carriage returns before each
341 XML tag to make it easier to examine the data. The goal is to be able to easily examine the
342 Attribute nodes within the AttributeStatement node.

"] Untitled - Notepad

File Edit Format View Help

POST
wa: wsigninl.o

wresult: <wst:Re uestsecurwt%lTokenResponse

xmlns :wst="http://schemas. xm soap org/ws/ZDDS/DZ/trust WSt REquEStEdSE(uF‘ItyTDkEl‘I)—(Sallﬂ Assert‘lon
+Majorversion="1"+Minorversion="1"+AssertionID="nZ7qLEOV]7N_XXBQLXKdfLG11CM" +Is5uelnstant="2015-07-
27T17:36:21.439Z"+Issuer="urn:rp. abac. test”+xmins:saml="urn:oasis:names:tc:SAML:1,0:assertion”><saml:Conditions+l
07-27T1 1:21.4397"+Notonor After="2015-07-

27T17:41:21.439z7"><sam] :Audiencerestrictioncondition><saml:audience>urn:sharepoint. abac test</saml :Audiences></sal
ctionConditi on>-<fsam'\ conditions><saml:Authenticationstatement+AuthenticationInstant="2015-07-

27T17: 1.424z"+AuthenticationMethod="urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified ><saml:Subject><saml:|
+Format="http://schemas. xmlsoap.org/claims/UPN">1smith</sam] :NameIdentifier></saml:subject></saml :authentication:

saml:AttributeStatement:|
ubject:|
:NameIdentifier+Format=

saml :Attributestatement:|

343

344 Expected Result: Within the AttributeStatement node, there should be an Attribute
345 sub-node. The Attribute sub-node should have an AttributeName value of upn. The
346 AttributeNamespace value should be
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347
348
349
350

351
352
353
354
355
356
357

358
359
360
361

362
363
364

365

3665.6

367

368
369
370
371
372
373
374

http://schemas.xmlsoap.org/ws/2005/05/identity/claims. There should be an
AttributeValue sub-node and it should contain the account username (e.g. Ismith) that was
used to authenticate at the Identity Provider (e.g.
<saml:AttributeValue>Ismith</saml:AttributeValue>).

Expected Result: Verify that the name (and case) of the attribute (noted by the
AttributeName) is identical to the name configured at the SharePoint using Powershell
earlier in this chapter. Verify that the AttributeNamespace is identical to the
IncomingClaimType option configured at the SharePoint using Powershell earlier in this
chapter. If the name or namespace of the attribute being passed to SharePoint does not
match with the SharePoint configuration, SharePoint will not allow access to the site, and
direct your browser back to the SharePoint Sign On screen.

12. If you verified that the name and namespace of the expected attribute match with the
SharePoint configuration and SharePoint does not direct your browser to the site home
page, follow the instructions in section 5.6, Troubleshooting SharePoint Federated
Authentication Problems, to determine the cause of the problem.

Expected Result: Go back to the main browser window. The SharePoint server should
present the site home page. You should see the account username of the user that
authenticated in the upper right corner of the page.

€ i @ hitps//sharepoint.abac.test/SitePages/Home.aspx ¢ || Q Search wa v s ald =
[#) Most Visited [ Sharepoint Admin > 4BAC Top Level [ ABAC Finance | | Nextlabs Reporter
SharePoint Newsfeed OneDrive Sites  [MEITURGNNE o B4
BROWSE  PAGE Yy rouow Cdsmc # eom B
A Runabout Air - root site  Finance  Internet Technology ~ Marketing  Research and Development  Sales Search this sit
Runabout Air . : ? i S e

Runabout Air - root site

ABAC Root Site Get started with your site  remove s
Documents
Access Control

Claims Viewer

ABAC Finance Dept

ABAC IT Dept

ABAC Marketing Dept

Documents

ABAC Research Dept

ABAC Sales Dept @® new document or drag files here

Recent v [ Hame Modified M

Site Contents There are no documents in this view

Troubleshooting SharePoint Federated
Authentication Problems

If you encounter a situation where SharePoint is not allowing a federated user access to the
site, you may have a problem with the authentication configuration. A symptom that indicates
you have an authentication configuration problem is when a user successfully signs on at the
Identity Provider, then the user is redirected back to the SharePoint site, and instead of
displaying the site home page, SharePoint presents the SharePoint Sign On screen again. This
section describes how to determine the root cause of this type of authentication problem so
that the problem can be resolved.
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Note: A SharePoint access control problem is a distinctly separate issue from authentication. A
symptom of an access control problem is when the user received a message that states "This
site has not been shared with you" upon successful authentication. Access control problems
can be resolved by setting up SharePoint permissions on the People and Groups administration
page, located in the Site Settings, Users and Permissions group.

Follow these instructions to troubleshoot federated authentication problems at the SharePoint
site.

Before you configure diagnostic logging for the SharePoint site to determine the root cause of
the authentication problem, check the following items first:

1.

3.

Verify that the Relying Party’s PingFederate Server and the Relying Party’s SharePoint Server
synchronize their clocks from the same source. If both servers are on the same domain,
they should be synchronized with the domain controller automatically. Log on to both
servers and verify that the clocks display the same time.

Verify that the expiration time of the security token generated by the PingFederate Server is
more than 10 minutes.

SharePoint calculates the time length of its session using the formula:
SharePointSessionTime = SecurityTokenLifeTime - LogonTokenCacheExpirationWindow.

SecurityTokenLifeTime is the length of time the token is valid, and this time is generated by
the PingFederate server when it issues the token.

By default the SharePoint LogonTokenCacheExpirationWindow is set to 10 minutes,
therefore the SecurityTokenLifeTime must be greater than 10 in order to generate a
SharePointSessionTime greater than zero.

In our build we set the SecurityTokenLifetime to 20 minutes in the PingFederate
configuration.

The expiration time of the security token can be set in the configuration of the SP
Connection on the Relying Party’s PingFederate server. When you open the configuration
for the SP Connection, click on the Assertion Lifetime link in the Browser SSO section. Enter
a value for the Minutes After field that is greater than 10 (e.g. 20).

¢ Assertion Lifetime [AECE

When an assertion is issued (o the SF, there is a timeframe of validity before and after issuance. Please specily these parameters below.
Minutes Before 5

Minutes After 20
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If you checked the items in the previous section and you are still encountering authentication
problems, you will need to examine detailed authentication logs on the SharePoint server.
Follow the instructions below to configure diagnostic logging on the SharePoint server and
analyze the logs to determine the root of the authentication problem.

1. Perform the instructions at the following link to change the levels of ULS authentication
logging on the SharePoint server. Make sure that you perform the instructions in the
following two sections of the article:

e To configure SharePoint 2013 for the maximum amount of user authentication logging
e Tofind the failed authentication attempt manually
https://technet.microsoft.com/en-us/library/11906556.aspx

2. Once you configure the SharePoint diagnostic authentication logging, perform the sign on
process to your SharePoint again to generate activity in the log.

Tip: Since the SharePoint ULS log file contains many entries, it can be helpful to copy the file
to another computer and analyze it offline.

3. Open a copy of the log file and scroll to the bottom of the file. The bottom of the log
contains the most recent activity.

4. Starting at the bottom of the file, perform an upward search for the term authentication.
Examine the entries that are labeled either Claims Authentication or Authentication
Authorization.

5. Look at the details for each of these two types of authentication entries to look for clues
regarding what the source of the problem could be. You may have to look through several
entries in the file to understand the sequence of events.

We used this approach to troubleshoot an authentication problem in our lab. We found the
following entry in the log file, that seemed as though it could be the source of the problem:

m security token "Oe.t]|federated logon from ldentity
Provider]Ismithcc221cd9-23d7-4302-b029-ee81784754d2_Internet” is
found in the local cache, but it is expired. Returing Null.

Two lines further down in the file, we found the following entry as well:

s Token Cache: Failed to find token for user "Oe.t|federated logon
from Identity Provider]lIsmith® for cookie so signing out the user.

Based on the log file, we performed an Internet search for the term security token is found in
the local cache, but it is expired. Returing Null. By researching various Internet blogs and
forums, and performing additional analysis of the log file, we found a blog article on the
Pingldentity website that described why the lifetime of the security token generated by the
PingFederate-RP must be greater than 10 minutes when issuing a token for SharePoint. Once
we updated the associated configuration on the PingFederate-RP, the authentication problem
was resolved.

Identity Providerldentity Provider

177


https://technet.microsoft.com/en-us/library/JJ906556.aspx

.0 Attribute Exchange Between the Identity
Provider and Relying Party

2

6.1
6.2
6.3
6.4
6.5
6.6

T 0T [N Tox o] o USSR 180
Create Custom User Attributes in MiCroSOft AD .......c.ooiiiiieieiiieceeiese e 180
Configure PingFederate Servers to Pull User AttribUteS ........c.ccveveviie i 193
Configure PingFederate-RP and SharePoint to Pass and Read Attributes ..................... 220
Configure the Claims Viewer Web Part at the SharePoint Site.............cccceveveieiiinenne, 231
Functional Test of All Configurations for this Chapter ............ccccoeviiiiiiie e, 237

179



Attribute Based Access Control Practice Guide

06.1 Introduction

11 In previous chapters of this How-To Guide, we demonstrated foundational steps to building an
12 ABAC solution:

13 =  Configuring federated authentication at the PingFederate-IdP

14 m  Configuring the SAML exchange between the PingFederate-ldp and PingFederate-RP

15 = Configuring the Relying Partys SharePoint site

16 = Configuring the federated logon at the SharePoint site

17 Building upon that foundation, this chapter describes how to:

18 = Create custom attributes and set values for them in the Microsoft AD

19 m  Configure the PingFederate-IdP to pull user and environmental attributes during

20 authentication

21 = Configure the PingFederate-RP to pass the user and environmental attributes to the Relying
22 Party’s SharePoint

23 s Configure SharePoint to load the user and environmental attributes passed from the

24 PingFederate-RP into the web session

25 If you follow the instructions in this chapter, you will be able to perform a functional test to

26 verify the successful completion of the steps for installing, configuring, and integrating the

27 components.

0.2 Create Custom User Attributes in Microsoft AD

29 Follow the instructions in this section to create custom user attributes in the Microsoft AD

30 schema. You will add a new attribute and add it to the user class. Microsoft AD user accounts
31 inherit from the user class, therefore the new attribute will be available to all of the users in the
32 domain.

136.2.1 Preparing the AD Schema for Creating New Custom Attributes

346.2.1.1 Backing up Your Directory before Making Schema Changes

35 Microsoft recommends that you backup your directory before making schema changes. Choose
36 the names of your new custom attributes carefully, because the creation of a new attribute is a
37 permanent operation.

38 1. Log on to the server that contains the Microsoft AD schema (typically the schema is on the
39 domain controller).

40 2. Launch a command prompt, using the Run as Administrator option.

41 3. Execute the following command

42 regsvr32 schmmgmt.dii
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& Administrator: Command Prompt M =] 3
Microsoft Windows [Uersion 6.1.76811
Copyright (c> 280? Microsoft Corporation. A1l rights reserved.

C:xWindowsssystem32>regsvr32 schnmgmt .d1ll
C:“\Windows\system32}>

;0, DlRegisterServer in schmmgmt.dll succeeded.

4. Click the Start button and enter mmc.exe in the search field.

5. Launch the mmc.exe program.

Search

Everywhere «

E mimc.exe

= Console1 - [Console Root]
G File Action View Favorites Window Help

== = BE

| Console Root MNarne

There are no items to show in this view.

6. Click on the File menu. Then, click Add / Remove Snap-in.

7. Click on Active Directory Schema in the list of Available snap-ins on the left; then, click Add

to add it to the Selected snap-ins on the right.
8. Click OK.
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Add or Remove Snap-ins -

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-n ~ " Console Root Edit Extensions...
5»&(1}'\:’& Directory Domains and Trusts EAcﬁve Directory Schema
Ehcﬁve Directory Schema B
EEAcﬁVE Directory Sites and Services
: Active Directory Users and Computers Move Up
=" ActiveX Control
2 ADSI Edit Move Down
Auﬂ'mrizaﬁun Manager
G Certificates

CH Component Services
:Ié' Computer Management
iy Device Manager

=1 Disk Management

£ Dhs

Description:
View and edit the Active Directory Schema

Consolel - [C
File Action Xiew Favorites Window Help
«=E

| Console Root Mame
b &, Active Directory Schema (& Active Directory Schema

9. Expand the Active Directory Schema on the left.

6.2.1.2 Reviewing Existing Attributes to Avoid Redundancies when Creating New Attributes

Before you create a new attribute it is important to review existing user attributes in your
Active Directory Schema. Under Active Directory Schema on the left, expand the Classes folder
and scroll down to click on the user class. Examine the existing set of user class attributes listed
on the right. These attributes are native to Active Directory, and can be assigned to users as
subject attributes. These attributes may meet existing requirement for implementing subject
attribute, alleviating the need to add custom attributes to the schema. You can list the
attributes in alphabetic order by clicking on the Name column.
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e

File Action

View Favorites

[

& [=

Console1 - [Console Root\Active Directory Schema [ActiveDirectory ABAC.TEST]\Classes\user]
Window Help

912 samDomainBase ~ || Name Type System Description Source Class ~
T3 samServer Ll_):accountB:piras Optional Yes Account-Expires user =
ecret EaccuuntNameHlstUry Opticnal Yes Account-Name-History securityPrincipal
T2 securityObject [ aCSPalicyName Optional ~ Yes ACS-Policy-Name user
ST securityPrincipal [ adminCount Optional Yes Adrnin-Count user
nver EadmmDes:rlptmn Opticnal Yes Admin-Description top
enversContainer EadminDisplayNama Optional Yes Admin-Display-Name top
E serviceAdministrationPoin Ll_):allowedAttributes Optional Yes Allowed-Attributes top
 serviceClass EalluwedAttrlbutesEf‘fEthe Opticnal Yes Allowed-Attributes-Effe..  top
% serviceConnectionPoint )
* senvicelnstance EallnwedCh\\dC\a;ses Optional Yes AHnwed—Ch!Id—C\a;ses top
chadowhccount Ll_):allowedCh\\dC\assesEFfectwa Opticnal Yes Allowed-Child-Classes-...  top
simpleSecurityDbject EaltSecuntyldentlt\es Opticnal Yes Alt-Security-ldentities securityPrincipal
= site Eas;i;tant Optional Yes Assistant organizationalPerson
* sitelink Ll_):attributeCartif\cateAttnbuta Opticnal No A digitally signed or cert... person
= sitelinkBridge Eaudm Opticnal Mo The Audio attribute type... user
* sitesContainer Ehadpasswde\me Optional Yes Bad-Password-Time user
3 storage EbadPWdCount Optional Yes Bad-Pwd-Count user
subnet Ebr\dgehaadSeNerL\:tBL Opticnal Yes Bridgehead-Server-List-BL  top
912 subnetContainer Ebusmess(ategury Optional Yes Business-Category user
1% subSchema E( Optional Yes Country-Mame organizationalPerson
op Ll_):canonicalNama Opticnal Yes Canenical-Name top
12 trustedDomain [ carlicense Opticnal No Wehicle license or registr...  user
S typelibrary [” clearance Opticnal No user
= Ll_):cn Mandatory  Yes Common-Name mailRecipient
) N Ecn Opticnal Mo Common-Name posieiiccount
- Attributes hd E(n Mandatory  Yes Common-Name person
< m 4 [en Ontinnal ___Ves Cammon-Name ton h

64

65 Let’s say you wanted to create an attribute to store the user’s cell phone number, you would
66 look through the attributes and notice that the attribute cellphone does not exist. However,
67 there is an existing attribute named mobile that could be used to store a cell phone number.

Consolel - [Console Root\Active Directory Schema [ActiveDirectory. ABAC.TEST]\Classes\user]

68

69
70

File Action View Favorites Window Help
s g =
= samDomainBase || Name - Type System Description Source Class ~
o samberver Phone-Mol onalPerson
3 secret Emud\fyTlmeStamp Optienal Yes Modify-Time-Stamp top
securityObject 1" m5-D5-ConsistencyChildCount Optional ~ Ves MS-DS-Consistency-Chi... top
% securityPrincipal 1" mS-DS-ConsistencyGuid Optional Yes MS-DS-Consistency-Guid — top
senver EmS-DS-CreaturSlD Optienal Yes M5-D5-Creator-SID user
N erversContainer EmsCOM—PamtinnSatLink Optienal Yes Link from a Partitionto ... top
servlcené;imml;tratlunpum EmsCOM-UserLink Optienal Yes Link from a PartitionSet .. top
sencetlass EmsCOM-UserPartlt\DnSethk Optienal Yes Link from a User to a Par... user =
erviceConnectionPoint . .
ervicelnstance EmsDFSR—CnmputerRa’eren{EBL Optienal No Backlink attribute for ms... top
EmsDFSR-MemberReFerencaBL Optienal No Backlink attribute for ms... top
shadowAccount
* simpleSecurityObject EmsDRM-IdentltyCemﬁcate Optional Yes The ¥rML digital rights ... user
= cite EmsDS—A\\nwedTnArtOnEahalfOfOt... Optienal Yes This attribute is used for..  organizationalPerson
= citelink ],1_{msDS-AHowedToDa\agateTo Optienal Yes Allowed-To-Delegate- organizationalPerson
siteLinkBridge EmsDS-Apper-ImmEd-Suburdmates Optienal Yes ms-DS-Approx-lmmed-...  top
sitesContainer EmsDS—AssignadAuthNPnlicy Optienal Yes This attribute specifies ... user
3 storage ],1_"msDS-AssignadAuthNPoIicySilo Optional Yes This attribute specifies .. user
subnet EmsDS-AuthentlcatEdAtDC Optienal Yes Forwardlink for ms-D5-...  user
subnetContainer EmsDS—AuthanticatadTﬂAcmunth;t Optienal Yes Backlink for ms-DS-Aut..  top
subSchema 1" msDS-AuthNPolicySiloMembersBL ~ Optional Yes This attribute is the back... user
top EmsDS-Ca:hed-Membershlp Optienal Yes ms-D5-Cached-Membe..,  user
S trustedDomain 1" msDS-Cached-Membership-Time-... Cptianal Yes ms-DS-Cached-Membe...  user
15 typelibrary 1" msDS-ClaimSharesPossibleValues...  Optional Yes For a claim type object, .. top
T user = EmsDS-cIUudExtenslUnAt‘trlbute'l Optienal Mo An attribute used to hou... msDS-CloudExtensions
. “T2 volume EmsDS—(InudExtensinnAttrihutew Optienal No An attribute used to hou...  msDS-CloudExtensions
| Atributes hd l‘_"msDS-cIoudB¢ensionAttribute11 Optienal No An attribute used to hou... msDS-CloudExtensions
< O > 15" meNS.cloudEvtencinn Attribi e Ontinnal [P An attrihite ced to hon meNS-ClondFvtencinne

Once you have identified that the creation of a new attribute is warranted, proceed with the

instructions in the following section.
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716.2.1.3 Creating New Custom Attributes

72 1. Launch a browser window and go the Microsoft site:
73 https://gallery.technet.microsoft.com/scriptcenter/56b78004-40d0-41cf-b95e-6e795b2e8
74 a06
75 2. Copy the oidgen.vbs script code that is shown on the page to the clipboard.
76 3. Open Notepad and paste the script into the editor.
77 4. Save the script to a file on the desktop named oidgen.vbs.
78 5. Go back to the Active Directory schema window.
79 6. On the left pane and click on the Attributes folder.
Mt Acton  Veew  Focorten  Window  Melp
o= = -’1:‘] 4 B'»u'
1 Conmole st Hawr Syt R Drnirgaen
¥ I AD T L accoumats Large Intege L &
) ¥ el ABACTIST] | o, Uncode ftrng Actan Aot Mara-Hitory
¥ & Cluses L8 sCShgprogiteTobemt. Lugeintegoeintersl  Actve A Aggregete Teken
| Attt 52 [ At ALY Alodsble-BIVP Bs
L oCsCachaTomeest  mteger Active ACS-Cache-Teneout
#CSDwection Iteger Acte ACS-Drncton
| oCS0SBMDsdTime integer Active ACS-DSBM-DesdTime
Lo scsosmnsrnty Ieteger Atove AL DU Prasety
| 1% scsoseasRetiet Integer Actir ACS[UEA Refresh
[p:“l[ullﬁ(skmu [ At ACS- [rabie A0S Servie
Lo st Sttt Paccon.. Boskosn Acter AL Ersble RSP 2oco.
Lo 0CSirabief S Phteria. Bookesn Active AL Erable BSVP Mt
L et sheamtioglend e Acthn ACSvert-Log-Led
L2 s asertitytiame Uncode Sarng Actie ACS-identity-Narme
L Freptites Luge A ACHMarAgpepeebe
[ sCsMaDurtanPetL. eteger pre AL Man-Durstinr Prv-
L4 s SmumiTisice  Large integue interval Active AL Masseram 300 Sae
1o s SMabioOtaccount... intoger Actor ACS-Man-No- O Acco..
L{‘Woﬁiﬂ teger At ALK Maw-Ne- O Log- b
et Peait Largr intege Ace ACS Max Pesk-Bandas.
L7 P s Bandantt . Lavge integes intereat Activr ACSMan Peai-Bands
1 st SMatae ORIV Intagar Acthn A M S OF RSP
[ sCMaS e DR PLo.. Integer Acte AL Man- e 04RSP
L aCintaaTolunBunchnt.  Lasge integuon/intarval Acte AL M- Toham- Bt
Rttt (rycktymdd by AT
80
81 7. Right click on the Attributes folder and select Create Attribute.
82 8. Click Continue on the warning window.
1 Comole Roct Hana Syrta st Descrpton
» I ADR G 1" secoumt: Large intege o Adtre e
“ ARACTEST] | [ Unnsode St Actrn Attt Hamma Hestory
b O Cleiie | As? Tokenfl_ Large intagy Agtrer ACS-Aggreque Teben
o borbten |1 Fhan_ Lirge integy - Actren AL Ao sble- REVP s
oo Anibite LS acsCacmaToneot beteger Aetrr ACS-Cache-Temeout
i o | L atsDvection teteger Acte ACS-Direition
= = étmm Integur Active ACS-DUBM-DeadTone
DB ety Actne ACS-DLBML
Howe Wifowfaca ooa ‘ | o€ SO38MRresh :: actren Ms—wm
P Taskpad Ve o, s ShnsbtenCttennce  Bocesn Aetrr ACS-Erable ATt
Rgbreth L“wk(u Bociesn Actrr ACH-Unabie BSVP-Acco.
Lo sCoEnabiefSuPhterss. Bociesn Agtae ACS-Enabie EIVP-Mas
Semitin ‘ Lo s Stvantloglendd Intoger P ACS-vent-Log-Lewd
Fiatg L% o Dtorea, blpma. Urncode g Actve ACS-kentey Namne
—~ Large L Aatne ACSMar AggregatePe
L% s St nPorfL integer Actrn ACS-Mas- Durptuon-Per-
e A0 Large integees Active ACS M. $DU Sae
.g:‘%wm. rdager Actre ACS-Mas-No- OF Accon.
Lo sCsMaticOnoghies  tnteger Aetive ACS-Man-Neo-Of-Log-Fi
s Large Actve ACH-Mar Pesk- Bandwi
Lo #C Saenifiandmnt . Large Wteger interesl Active ALY Man Peak-Banded..
Lo 4CSMa S e DRIV PAL. Intnger Frre ACS-Mar-Sae-Of- RSP
1" oCSMutelmREvPLL. iteger Actne ACT My Ste- OF-REVP.
£ oM TobemBurket. Loge integme/intercal  Aetie LM Token-Bucket_.
A Large 7 o Actae ACSMae-Token Fate P
s 0 i Acshn fra
83 Craste s New Aftribute Cbyect
84 9. Enter the name of your new attribute and select the type of attribute in the Syntax field. In
85 the example below, the name of the new attribute is clearance and the type of attribute is
86 Unicode String.
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- ADSI Edit - [Console Root\Active Directory Schema [Acti
& File Action View Favorites Window Help
e 2@ oz B Create New Attribute [E3)
1 Console Roo N4
b zwsid«l 1 E Creste a New Attrbuts Object :‘
4 B Active Directory Schema [ActiveDirectory ABACTEST] || 4] identhication v
[ Cl-ntm E c Mame: O 3
| Attributes E iz 1
|#) LDAP Duplay Name:  |clesrance .
L icue X500 Object 10 w
E &
% Description o)
x 5l
[#] Smtaxand Range n
LY srem [Unicode Sng vl l~
g - [ I
E [ | He
u.. e
WY O masvaied i
.‘é 1N
1] oK | [ Cocd | [ Wb | I
1] _ S § __
| ST P eakBandwmdth Large integer/Interval Actre AT
127 aCSMasPeakBandwidt Large Integes/} d Active ACS-Ma
|7 #CSMusSizeOMRSVPAC... Integer Active ACS-Ma
|7 aCSMaxSizeOIRSVPLE... Integer Active ACS-Ma
1o aCSMaTokenB Large Integer/Interval Active ACS-Ma
1% 4CSMaxTokenk: - Large Integer/h i Active ACS-My
1" srga DNatwiin | sens d Brtion SCS-MG
87
886.2.1.4 Generating an ID to Enter into the Unique X500 Object ID Field
89 Next you need to generate an ID to enter into the Unique X500 Object ID field.
90 1. Go to the desktop and double click on the oidgen.vbs script that was saved earlier. This
91 should execute the script to generate a unique Object ID.
92 2. Enter this long Object ID into the Unique X500 Object ID field in the Active Directory Create
93 New Attribute window.

Windows Script Host 3|

Ve roct O =
12840113556, 1. 3000 2550 60612 121 T2 A1 1A 19008 4841 71 12T B8 2841543
Create s Mew fevtnte Obyect
ertfeston

Cammon Name Cawawrce

Thet prefin hould be uted 1o Aame your schema sttnbutes and <lavses. For
example: f your prefa i “WMicrosoft”, you thould name schemas dements ble
“merotoft- Employee- ShoeSae”. For maore snformation on the prefo, view the
Schoma g Rides in the sorver el

(it et reef com mandows terve SO0L partneny i sppepec ).

LDAP Diagiay Name ceararie

Urigue X500 Otject 10 |72 61116 15028 43417 11271188 2841541
Vew can creste subsequent OI03 for new schoma classes and sttnbutes by
sppending 8 X 1o the 00D where X may be sevy mumber that you cheote. A
Comemon schems extenson scheme generally uies the folowng ttrudtune
H your astigned O was: 12840113556, 180002454 99009%

then chatbes could be under: 12840113556 1.5000.2 554 9500001
whath makes the farit clads Oo0: 12880113554 1 80002558 96599%5.1.1
the sevend class O 12880113856, 1 S000 550 S0900L1.Y  wte

Using thes example stinbutes could be under: 1.2.540.11 3554 180002550 5655665.2
which s the farst sttribute OO 12860115556 1500025540 999999. 2.1
the secend sttnbute OI0: 1. 2880113556 1000025509909 02 wix.

Here are some other usehul lnks regardng AD schema

Underitanding AD Schema

hittp//technetlmacroioft. com WindowyServe/en/Library /b Tb 36 T4 eddt -£20-a
SR TR 0N 10 mape

Developer documentstson on AD Schoma
hitpe//rmsdnd macrouetcom/on-un ey mad TION S anpe

[Estendang the Scherma
it/ msdnd mecrotefioom en L bbeary/ mas 00 a1 pe

94
95 3. Click OK to create the new attribute.
96 4. Scroll down the list of attributes and make sure your newly added attribute is listed there.
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B Fle Amon View Faverites Window Help

ow 2mBas B
» G ADSIER [Sldesance  UniodeStiog ___Aaee ]
4 B Active Durectory Schema [Actveirectory ABACTEST) | [/ ¢ Unsgede Strng Active Conmtry-Naere
b Classes [ caCentiicate Octet Sering Active CA-Centdicate
| Antnbutes " caCenificateON Unscode String Active CA-Centificate-ON
L& cAConnect Unicode String Active Ca-Connect
Em&ﬂm Unscode String Actree Cancoal-Hame
[ canUipgradesenpe Urscede Stnmg Actre CaneUpgeade-Sergt
| carticenze Unicode String Active Vehiche bense o regratr
1" catategs Unsgede String Active Catslogs
14" categories Unicode String Active Categories
L« categontd Octet String Active Category-id
1" causages Unscede String Agtrve Chclsages
Lo cawesumL Unicode String Active CA-WEB-URL
1 contiicatetuthentyO. - Acte Centicate-Authorty-0.
[ conificneRerccationl . Octet String Active Conficate-Revocation-l
[« cenificateTemplates  Unicode String Active Centdicate-Templates
|} classDaplntiome  Unscode String Actre Class-Desplay-Mame
I en Urscode String Active Cemmmen-Hame
' co Unicode String Actrve Test-Country
1. codepage Integer Actve Code-Page
1< cOMCl0 Unicode String Active COM-ClasslD
COMCLSD Unegode String Actre COM-CLSID
[ cOMintertaced Unscode String Actve COM-intertacelD
1" comment Unscode String Active User-Comment
97 EM Unicode String Active COM-Cther-Prog-id
986.2.1.5 Adding the New Attribute to the User Class
99 Next you need to add the new attribute to the user class.
100 1. Inthe left pane, expand the Classes folder. Scroll down the list of classes and right click on
101 the user class and select Properties.
102 2. Click on the Attributes tab.
B ADSI it - [Console Root\Active Dirctory Schema [ActveDirecto
e e
e nm = BT
.;%.H = (Y | Gonor | Rlatoratp | Aebutes | Dk Secty | :
13 samServer I'?:mm B ot !
o3 secret | B aCsPokey ‘s
13 securityObject B2 aCSResour]
1 securityPrincipal BaCssubned| | oo
2 server | 90 addressBof b
53 serversContainer o
B4 sernceAdminitrationPomnt .;m"
72 ervcelnstance Gaepcmio —
B2 shadowhccount Blapplicationl | Qptonal lmrzu- A |
" 5 ity Obi P appbeatiod et i |
3 she B attributeS | s | Bemove
=2 stelink 2 bootableD] MM‘N L
22 stelinkBndge B2 bustinDon usressCategory
o g . ."': R eaxlcorse =
2 storage 2 certificatiol = ~ —J h
B2 gubnet B2 elarsRegin
22 subnetContainer 2 elassSchend! |
i s S =T 2 | > |
1 trustedDomain 2 comp Tl Compoes
EWW 1| * configueation Structural Active Configueation
.::"“’ ‘B | "lconnectionPoint Abstract Actre Connection-Point
Ty Soh | "Zeontact Structural Active Contact
a = . ¥ | M container Structursl Active Containes
<[ - 12 e 2 Sarnsrtisent Brtee e Sunher
103
104 3. Click Add. Scroll down and click on the new attribute.
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@ ADSI Edit - [Console Root\Active Directory Schema [ActiveDirector
@ Fle Action View Favorites Window Help 53 |7|x|
L ’_‘.E"] gy E["l‘ : -
7 samDomanBase ™ |
2 samServer B2 sccount he
3 secret | B2 aCSPolicy Select 5 schema chiect
o ns o e : -
=13 securityPrincipal B2 o S5ubnet m?emu" o]
By perver e cenfeateTorpines -m -
2 senvesContaines | e | ——
W% serviceAdminntrationPoint [ o
B2 serviceClass ':W: o P
2 sennceConnectionPoint ..:w cOMCIsselD
B3 senvicelnstance it COMCLSID
15 shadowdiocount || PR apphcation cOMitetaceiD "
[ B3 application W:O‘a‘m“‘| (Progid o
al ::on!ecu-)%m 3 attributeSq company
#:: saelink Cboctabiedy || |OUTRSD n
73 sitelinkBridge 1 buitinDont ﬁl’
2 stesContainer 13 categonyRd
2 storage B2 centificatiol mm . b
= subnet || Brctabegig || [coreticoensze ~
72 subnetContainer B2 classSchent
2 subSchema 17 elarsStore |
up | =2amcom o [ comos [[ oo || b ]|
105 3 trustedDomain || 2 computer Sruchural Kl Tomputer
106 4. Click OK on the Select Schema Object window, and then click OK one more time on the User
107 Properties window. At this point you've added the new attribute to the user class.
108 When you examine the list of attributes for the user class you should be able to see the new
109 attribute.

W Pl Acen Vew Fresto Wit  Hep
% afn o B0
2 samDemankiaia ™ ™ Stem  Descrpten SowcaClom |~
o megiad Lo emgsryeaType Cptonsl  Nio Tmpiayee-Type e
2 seou | amploysebbuvber Optionst N Umgiayve:Hmber nar
::-«W L#* Sagirhiama Optionsl  Ne gy Hama e
G ity el Lo} separtmamatirtes Opesmal N Isunts s Sapamens e
B ey P O e O S W e e
:f:‘:‘m Ee;w\-m Cor Wabsle b s sty wnar
--mx-....‘ s I sste Optonsl Mo Th A smribute ype.. user
55 sanicals s .-:F-D'rdwlw Optendd N e L
B senicanatince e o] Optenst N e mettn it e b el |
Bt bbbt 4" el clostemcmarintath Oponst N L
-:m Lo malrh clouet tomatadringnte ! Optondl Mo A pnitete g 10 betns. el Clontloten
2 e Lo el el st gttt te Optonsl M A pmetnte et 18 b % Clotliten
2 ek Lo il clemnll Maminkiinibntn U Optnsl  Na A ptrltn wrd 00 Petna_ el Lol
2 vtel sk fdge e Cptansd Mo A trdte Al 10 Paps . alrh Clpnetloten
B2 phanCiomtarar e ] Optonsl Mo A mete e te bens. alrl Clonsliten
3 vaeage L s cimatl sttt Optndd Mo Ao vt wtnd 80 tns . - Claiten
=2 et Lo el et ametmiinnte ! | Optionsl Mo A Mt aed b s i Chenatntes
=3 wbnetContnee 4% el ol emcndrinte s Cptonsl Mo o e e 80 b - Choatliten
2 b Lo D chinel ikt Optondl Mo A ot wd 09 Pebns el (it
i R Optensd e R smritnts wind b b il Cienotltes
3 tnatedDoman < et ot ety e Cptonsl Mo A Mttt e 00 Pt D Chonatltes
o ey LeE ol clessttemismieirtnter Optonst Mo A bt whod e . i Cooiiten
b 8 [ melt-cloosttmonintueed Cptonsl Mo o it i b0 . e Chomaliten
B2 velumy
o e e Cptond N D L 2 2
110 1 S = 14" mal cloutlaterentantnte Suwacs b A0 et a4 16 b el Cowstoter ™ |

1116.2.2 Set Values for Custom User Attributes in Microsoft AD

112 Once you've created a new custom attribute in the Active Directory user class, that new

113 attribute will be available for all users in the domain. You will be able to set specific values for
114 the new attribute for each distinct user. Follow the instructions in this section to set a

115 user-specific value for a new attribute in Active Directory.

116 1. Log on to the Microsoft AD server.

117 2. Open the Active Directory Users and Computers program.
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File Action View Help

es|rm o Boz Bm3eEaTEnR

] Active Directory Users and Com || Mame Description
; B A Users
b G ABACTEST
118
119 3. Click on the View menu and select Advanced Features.
File Action | View | Help
L] *| ﬁE Add/Remaove Columns... BT 2%
] Active Dire Large Icons Type Description
4[] Saved @ Small lcons User Built-in account for ad...
g AllY List User Built-in account for gue...
My . User
s 55 ApACT|.@] Deeil User
| v | Advanced Features User
| Customize... User
¥, Krotgt User Key Distribution Center ...
& LDAP User User
& Lucy Smith User
& SharepointAdmin User
2 SPinstall User
& SPService User
2 saladmin User
2 salagent User
2 soLoe User
120
121 4. Right click on Saved Queries and select New > Query. Enter a name for your query (e.g. My
122 Users).
E Active Directory Users and Computers
File Action View Help
I EEIEEEN ER Y Y 8K
] Active Directory Users and Com || Mame Description
p 1 Saved Queries Bl Al Users
b Ed ABACTEST
[#] Include subcontainers
Guery string:
123
124 5. Click on Define Query. From the Name list, select Has a value.
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New Query ?| x

Name:

Find: |Common Queries v

Users | Computers | Groups

Define the varables of your query.

Name: | Has a value v | | |
Description: | v| | |
["] Disabled accounts

[ Non expiring passwords

Days since last logon: l:l

[ ok || Ccancel
125
126 6. Click OK. Then, click OK again to create your new query.
127 7. You will see a list of Active Directory Users displayed in the right pane.
File  Action View Help
B EEIEE EEE R 2K
] Active Directory Users and Com || Mame Type Description
4 [ Saved Queries sAdministrator User Built-in account for ad...
E All Users &_.Guest User Built-in account for gue...
] My Users s lam Test User
b g ABACTEST &JaneWiIIiams User
sJohn Doe User
sJorge Gonzalez  User
3! krbtgt User Key Distribution Center ...
& LDAP User User
& Lucy Smith User
& SharepointAdmin User
2 SPinstall User
& SPService User
2 saladmin User
2 salagent User
2 soLoe User
128
129 8. Double click on the specific user (e.g. Lucy Smith) that you want to modify to bring up the
130 properties window.
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E Active Directory Users and Computers
File Action View Help
e nE f8/XES HE 3wt
] Active Directory Users and Com || Mame Type bubehed Catica o= I Moy I i Hicohcation I L I e
. - Security I Environment I Sessions I Remote control
4 [ Saved Queries s Administrator User
3 All Users 2. Guest U Remote Deskiop Services Profie | COMs | Attribute Editor
E My Users s‘:la::Test Uz:: General | Address I Account I Profile I Telephones I Organization
b 3 ABACTEST s Jane Williams User & Lucy Smith
s John Doe User
sJorge Gonzalez  User
%.__krbtgt User First name: Lucy | Initials: |
LDAP User User
s Lucy Smith T Last name: |Sm'rth
% SharepointAdmin User Display name: |Lucy Smith
SPInstall User
2 sPsenvice User Deseription: |
2 saladmin User Office: |Conway Ha
2 salagent User
2 soLoe User
Telephone number: |
E-mail: |I5rn'rth@conway.com
Web page: |
131
132 9. Click on the Attribute Editor tab.
133 10. Scroll down and locate the new custom attribute you want to set a value for (e.g.
134 clearance).
Published Certificates | Member OF | P { Replication | Dialin | Object
Security I Environment I Sessions I Remote control
General I Address I Account I Profile I Telephones I Organization
Remote Deskiop Services Profle | COM= | Attibute Edtor
Attributes:
Attribute Value ~
c <not set>
canonicalName ABAC TEST/Users/Lucy Smith D
carlicense
Lucy Smith
<not set>
codePage i}
comment <not set>
comparny Conway Inc
control AccessRights <not set>
countryCode i}
create Time Stamp 5/15/2015 5:45:47 AM Pacific Daylight Time
dBCSPwd <not set>
defaultClass Store <not set>
<l
135
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136
137
138

139
140

141

142
143
144

1456.2.2.1

146
147
148

11. Double click on the attribute, and enter a value suitable for your organization. In this

example the clearance attribute will be set to a value of Interim for the user Lucy Smith in
subsequent steps.

12. Click OK and then click OK again. The information is saved and the User Properties window

closes.
Lucy Smith Properties ?| x
Published Certficates | Member OF | P { Replication | Dialin | Object
Security I Environment I Sessions I Remote control
General I Address I Account I Profile I Telephones I Organization
Remote Desktop Services Profile I COM+ | Atribute: Editor
Attributes:
Attribute Value ~
c <not set>
canonicalName ABAC TEST/Users/Lucy Smith
] i, od oot
String Attribute Editor
Attribute: clearance
Value:
|Interim| |
o] [ o]
T T Tor ZU T T =7 = T T T 2L DAy T
dBCSPwd <not set>
defaultClass Store <not set> -
< m >
[ ok ][ cancel || pply Help

Note: When you set an attribute value in the attribute editor and then go back to the Users

query view, you have to press F5 or click the Action menu > Refresh to see the new value in the

view.

Adding New Columns to the Users Query View

Next you will add new columns to the Users query view to help monitor the custom attribute
values for each user in the directory. By default, the Users view only shows the attribute values
for Name, Type and Description.
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Active Directory Users and Computers

File Action View Help
L IEEEIEIER 1= S YR 25K

] Active Directory Users and Com || Mame Type Description
4[4 EEVEd Queries 2, Administrator User Built-in account for ad...
=l All Users 2, Guest User Built-in account for gue...
. £ My Users _aJ lam Test User
b G5 ABACTEST ?JJaneWiIIiams User
?JJohn Doe User
_aJ Jorge Gonzalez  User
!. krbtgt User Key Distribution Center ...
_aJ LDAP User User
_aJ Lucy Smith User
_aJ SharepointAdmin User
_aJ SPInstall User
_aJ SPService User
_aJ 5QLAdmin User
_aJ SQLAgent User
2 soLoe User
149
150 1. Inthe Saved Queries folder, click on the name of the query to be modified (e.g. My Users).
151 2. Click on the View menu and select Add/Remove Columns...
152 3. Inthe list of Available columns, scroll up or down to find desired columns.
153 4. Click on column name and click on the Add button.
154 5. When all desired columns have been chosen click OK.
155 The following screenshot shows a query view after adding custom attribute columns. The
156 example contains new columns for the attributes User Logon Name, Company, Department,
157 Title, Staff Level, and Clearance.
Mame User Logon Mame Type Description  Company Department Title Staff Level Clearance
3) Administrator User Built-in ac...
a_. Guest User Built-in ac...
2, lam Test itest@ABAC.TEST User
i)laneW\H\ams jwilliams@ABAC.TEST User Conway Inc Business Intelligence Business Analyst
2, John Doe jdoe@ABAC TEST User
i)JDI’QE Gonzalez  jgonzalez@ABAC.TEST User Conway Inc Research 8 Development  Senior R&D Scientist
2, krbtgt User Key Distrib...
;) LDAP User LDAPUser@ABAC.TEST User
i) Lucy Smith Ismith@ABAC.TEST User Conway Inc Business Intelligence Business Analyst Interim
?) SharepointAdmin SharepointAdmin@ABACTEST  User
?) SPinstall SPInstal @ABAC. TEST User
?) SPService SPService@ABAC TEST User
i) SQLAdmin SQLAdmMin@ABAC.TEST User
2, s0LAgent SQLAgent@ABAC TEST User
158 i) SOLDB SOLDB@ABAC.TEST User
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1500.3

160

1616.3.1

162

163
164
165

166

167
168

169
170

171

172

173

Configure PingFederate Servers to Pull User
Attributes

Configure PingFederate-IdP to Pull User Attributes During
Authentication

Follow the instructions in this section to configure the PingFederate-IdP to pull user attribute
values from Microsoft AD during the authentication process. In the following example, the
value for the user attribute company is extracted from Microsoft AD.

1. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app.

2. Replace DNS_NAME with the fully qualified name of the Identity Provider’s PingFederate
server (e.g. https://idp.abac.test:9999/pingfederate/app).

3. Logon to the PingFederate application using the credentials you configured during
installation.

4. On the Main menu under SP CONNECTION, click Manage All SP.

¥r Manage Connections

On this screen you can manage connections to your partner SPs. Use the drop-downs to filter the connection fist. You can also override the
logging mode for all SP connections by specifying a single, global logging mode.

CONNECTION NAME ~ CONNECTION ID ~ PROTOCOL STATUS ~ ACTION
Al E\ Al E\
Demo SP PF-DEMO [ SAML2.0] Active
hitps: t https:firp.abac.test 9031 [ SAML2.0] Active
urn:nccoeabacrp urn:nccoe:abacrp SAML2.0° Active

Create Connection.. Import Connection = Check All Connections For Errors

Logging Mode Override
@ Off
@ On

5. Click on the link for the connection created in chapter 3 (e.g. https://rp.abac.test:9031).
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@® Main  (®) SP Connecti

Connection Type  Connection Options

(=) SP Connection

General Info  Browser 550 Credentials R aWeifElnn EARTIINELY

 Summary information for your SP connection. Glick a heading In a section to edit a particular configuration setting.

Connection Status @ Active

@ Inactive
S50 Application https://idp.abac test:9031/idp/startSSO ping?PartnerSpld=https://rp.abac test:9031
Endpaint

SP Connection

CONNECTION TYPE
Connection Role
Browser SSO Profiles
Protocol

Connection Template
WS-Trust STS
Qutbound Provisioning
CONNECTION OPTIONS
Browser SSO

1dP Discovery
Attribute Query
GENERAL INFO

Partners Entity ID (Connection D)

SP

true

SAML 2.0
Mo Template
false

false

true

false

false

https://rp.abac_test:9031

6. On the Activation & Summary screen, scroll down to the Assertion Creation group and click

on the ATTRIBUTE CONTRACT link.

(@ Main  (®) SP Connection | (®) BrowserSS0  (®) Assertion Creation

Identity Mapping E-@N . NCYe it Authentication Source Mapping

Summary

.~ AnAtliribute Contract is a set of user attributes that this server will send in the assertion.

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT

EXTEND THE
CONTRACT

urn:oasis:names:ic:SAML:2.0:attrname-format:basic

urn:oasis:names:ic.SAML:1.1:nameid-format.unspecified *

ATTRIBUTE NAME FORMAT ACTION

B Add

m

7. On the Attribute Contract screen, under the EXTEND THE CONTRACT column, enter the

name of the attribute to be extracted from Microsoft AD (e.g. company) in the empty text

field.
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(® Main | (®) SP Connection | () BrowserSSO | (8) Assertion Creation

Identity Mapping EVEAGMNCRWET-8 Authentication Source Mapping  Summary

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT urn:oasis:names:tc.SAML:1.1:nameid-format:unspecified
EXTEND THE ATTRIBUTE NAME FORMAT
CONTRACT

company| urn:oasis:names:tc:SAML:2 0-attrname-format-basic I;|

I;l,

ACTION

Add

181

182 8. Click Add.

(® Main | (®) SP Connection | (®) BrowserSSO | (®) Assertion Creation

Identity Mapping BN MY IIEt=8 Authentication Source Mapping  Summary

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT urn:oasis:names:ic.:SAML:1.1:nameid-format.unspecified
EXTEND THE ATTRIBUTE NAME FORMAT
CONTRACT

company urn:oasis:names:tc: SAML:2.0:attrname-format:basic

urnoasis:names:tc:SAML:2.0:attrname-format:basic B

El,

ACTION

Edit/ Delete

Add

184 9. Click Next.

(® Main | (®) SP Connection | (®) BrowserSSO | (®) Assertion Creation

LERET DG VN EReGL TGS 4 Authentication Source Mapping BEILLEDY

ADAPTER INSTANCE NAME

VIRTUAL SERVER IDS
RSA Multifactor

ACTION

Delete

185

186
187 that is listed (e.g. RSA Multifactor).

< Previous

10. On the Authentication Source Mapping screen click on the name of the ADAPTER INSTANCE
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(® Main  (®) SP Connection ~ (®) Browser SSO (@) Assertion Creation

@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping B @ NiiiNCReGHIEN- RNl EHI@ Issuance Criteria  Summary

Pl your Attibute Gontract wit vaiues rom the authentication a0

ATTRIBUTE CONTRACT  SOURCE VALUE ACTIONS
SAML_SUBJECT Adapter B TerTTe None available
company _ SELECT- None available

= F‘ S b m

188
189 11. Click on Assertion Mapping tab and select Retrieve additional attributes from multiple
190 data stores using one mapping.
@® Main (=) SP Connection  (®) Browser SSO  (®) Assertion Creation
@ IdP Adapter Mapping
LUELICALEELGLE 4 Assertion Mapping  Atiribute Sources & User Lookup [REDINERG G = @2V T TR ELTTET R 1 ST T BTy
B rou partner values provided by the "Cc ryou
ADAPTER CONTRACT
transactionld
usemames
@ Retrieve additional attributes fram multiple data stores using one mapping
@) Retrieve additional attributes from a data store—includes options to use alternate data stores and/or a failsafe mapping
@ Use only the Adapter Contract values in the SAML assertion
Cancel < Previous Next =
3
192 12. Click Next.
(® Main  (®) SP Connection  (®) Browser SSO  (®) Assertion Creation
@ IdP Adapter Mapping
GLETI DU BT G R BTG 4 Attribute Sources & User Lookup
DESCRIPTION TYPE ACTION
193 —_—
194 13. Click on Add Attribute Source.
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195 14. On the Attribute Sources & User Lookup screen enter a unique name in the Attribute
196 Source Id field (e.g ActiveDirectory).

197 15. In the Attribute Source Description field, enter a description.

198 16. From the Active Data Store list, select the existing Data Store that connects to Active
199 Directory.

(®) Attribute Sources & User Lookup

+r Data Store

This server uses local data stores to retrieve supplemental atiributes to be sent in an assertion. Specify an Attribute Source name that will
distinguish this user lookup for the sefected data store.

Attribute Source Id ActiveDirectory

Attribute Source Afts from MS AD

Description

Active Data Store activedirectory. abac test E| ]
Data Stare Type LDAP

Manage Data Stores...

200
201 17. Click Next.

202 18. On the LDAP Directory Search screen, enter the Base DN (e.g. DC=ABAC,DC=TEST).

203 19. Under the ROOT OBIJECT CLASS column, select the Active Directory class that contains the
204 attribute you want to pull the value from. In the example below, the organizationalPerson
205 class is selected because it is the root class that contains the company attribute.

206 20. Under the ATTRIBUTE column, select the attribute (e.g. company), then click Add

207 Attribute.
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@® Main () SP Connection () Browser SSO () Assertion Creation

@ IdP Adapter Mapping @ Attribute Sources & User Lookup

UEIERSGICH 4 LDAP Directory Search  LDAP Filter  Summary

Base DN | DC=ABAC DC=TEST

Search Scope | Subtree

Attributes to return from search

ROOT OBJECT CLASS ATTRIBUTE ACTION
Subject DN
company Remaove
organizationalPerson [ | assistant : Add Attribute |

View Attribute Contract

208
209 21. Click Next.
210 22. On the LDAP Filter screen, enter samaccountname=${username}.

@® Main (=) SP Connection (&) Browser SSO () Assertion Creation

@ IdP Adapter Mapping @ Attribute Sources & User Lookup

Data Store  LDAP Directory Search [RC R RS T SEEITITHETY

Filter

samaccouniname=3${username} [

Adapter Values

${transactionld}

B{usermname}

View List of Available LDAP Attributes

Cancel < Previous Next =

3 =3
212 23. Click Next.
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@® Main (=) SP Connection (@) Browser SSO  (®) Assertion Creation

@ IdP Adapter Mapping @ Attribute Sources & User Lookup

Data Store  LDAP Directory Search  LDAP Filter [FVAN 1 ETY

Attribute Sources & User Lookup

DATA STORE

Attribute Source Atts from MS AD
Attribute Source Id ActiveDirectory

Type of Data Store LDAP

Data Store activedirectory abac test

LDAP DIRECTORY SEARCH

Base DN DC=ABAC.DC=TEST

Search scope SUBTREE SCOPE

Attribute Subject DN

Attribute company

LDAP FILTER

Filter samaccountname=3{usemams}
213
214 24. On the Summary screen, click Done.

(® Main (=) SP Connection  (®) Browser SSO  (®) Assertion Creation

@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping B @ UiHNERAIGCER FICTRRGITVE  Atiribute Contract Fulfillment  Issuance Criteria  Summary

DESCRIPTION TYPE ACTION

Atts from MS AD LDAP Delete

Add Attribute Source
i FIrE“UUE.
215

216 25. On the Attribute Sources & User Lookup screen, click Done.
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@ IdP Adapter Mapping
Adapter Instance  Assertion Mapping  Attribute Sources & User Lookup B @UGHIMCReGniEtdaiill CHIE@ |ssuance Criteria  Summary

company does not have a value mapped.

Fulfill your Attribute Contract with values from one or more data stores, the authentication adapter, or dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT e . None
apler E| username [| R
company - OF| ECF~ MNone
El available
Cancel < Previous MNext > Save
. BT B B B
218 26. On the Attribute Contract Fulfillment screen, for the company attribute select the SOURCE
219 and VALUE. For the SOURCE, select LDAP (Atts from MS AD). For VALUE select company.
@ IdP Adapter Mapping
Adapter Instance  Assertion Mapping  Attribute Sources & User Lookup [RV@ iR TTIET: 2111 |1 EHTS
Fulfill your Attribute Contract with values from one or more data stores, the authentication adapter, or dynamic text values.
ATTRIBUTE CONTRACT ~ SOURCE VALUE ACTIONS
SAML_SUBJECT T = = Nons
i [| sl |:| available
company LDAP (Atts from MS AD) |» - None
(Atts from ) D company |:| i~
Cancel < Previous Mext = Save
. =] (=] i ] (]
221 27. Click Save to complete the configuration.

2226.3.1.1 Functional Test of Pulling User Attributes During Authentication

223 The instructions in this section will help perform a test to ensure that the Identity Provider is
224 getting the configured attributes (e.g. company) from Active Directory and passing them in a
225 SAML message to the Relying Party. The Firefox SAML tracer Add-on is used to examine the
226 SAML message.

227 Follow the instructions in section 6.6.1, Temporarily Disable SAML Encryption for Testing and
228 Troubleshooting Message Exchanges, on page 240 to disable SAML encryption. Once SAML
229 encryption has been disabled, you can proceed with the following functional test instructions.
230 1. Launch your Firebox browser and select SAML tracer from the Tools menu.

231 This launches an empty SAML tracer window.

232 2. Minimize the SAML tracer window.

233 The SAML tracer automatically records the details of the HTTPS messages in the

234 background.
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235 3. Go back to the main browser window and go to the Relying Party’s SharePoint site (e.g.
236 https://SharePoint.abac.test).

r - T
Vesen & -mcarme e I

€ il ) & hitps://sharepoint.abac.test/_login/default.aspx?ReturnUrl=%2f_layouts%2f15%2f Authenticate.aspx3fSor 7 C

8 Most Visited E}’ Sharepoint Admin E> ABAC Top Level B’} ABAC Finance | ! Nextlabs Reporter

Sign In
Select the credentials you want to use to logon to this SharePoint site:
\ ]
Windows Authentication
237
238 4. Select Federated Logon from Identity Provider.
239 5. Inthe Identity Provider’s PingFederate Sign On screen, enter the credentials for the account
240 you are testing with (e.g. Ismith) and click Sign On.
241 6. On the RSA 2-factor authentication screen, enter the validation code and proceed.
242 The browser redirects to the PingFederate-RP and then to the Relying Party's SharePoint
243 site. You may not notice the redirection to the PingFederate-RP if it happens quickly.
244 7. Go back to the SAML tracer window. Scroll down and click on the last POST message that
245 contains a SAML icon.
L . S e . ]
oD ] e EL
e am
246
247 8. Click on the SAML tab. Scroll down the SAML message and locate the AttributeStatement
248 node and sub nodes.
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6.3.2

http Parameter;l SNV”—|

~omuL . ou T
<zaml:NameID Format="urn:casis:names:tc:S5AML:1.1:nameid-format:unspecified">1lsmith</saml :NameID>
<saml:SubjectConfirmation Method="urn:ocasis:names:tc:SAML:Z2.0:cm:bearer">

<saml:SubjectConfirmationData Recipient="https://rp.abac.test:9031/sp/ACS5.saml2"
NotOnOrAfter="2015-07-24T01:38:35.2622Z"
InResponseTo="Xr5LoltnhIzYg2DbE3S3Y_1z9Wa"
>
</=saml:SubjectConfirmation>
</zaml:Subject>
<saml:Conditions NotBefore="2015-07-24T01:28:35.262Z"
NotOnOrAfter="2015-07-24T01:38:35.2622Z"
>
<saml:AudienceRestriction>
<saml:Audience>https://rp.abac.test:9031</saml : Audience>
</saml:BudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement Sessionlndex="vZCYgPxHycOvuHWwMr366HpSDES"™
AuthnInstant="2015-07-24T01:33:35.2682Z"
>
<saml:AuthnContext>
<saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified</saml:AuthnContextClassRef>
</saml:ButhnContexts>

</saml:AuthnStatement>

<saml:AttributeStatement.
<saml:Attribute Name="company"|

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"|

<saml:AttributeValue xsi:type="xs:string"
xmlns:xs="http://www.w3.org/2001/XMLSchema"|
xmlns:xsi="http://www.w3.org/2001/XMLSchema—-instance"|
>Conway Inc</saml:AttributeValue:

</saml:Attribute:

</saml:Assertion>
</samlp:Response>

Expected Result: Ensure that the attribute you configured from Microsoft AD contains a
node. In the preceding example screen shot you can see that there is an Attribute node for
the company attribute because of the line <saml:Attribute Name= "company".

Expected Result: Ensure that the AttributeValue node contains the expected value for the
attribute from ActiveDirectory. In the example screen shot above you can see there is an
AttributeValue node for the company attribute and the value is Conway Inc. This is correct
because in our Microsoft AD environment, the user account we tested with is Ismith (Lucy
Smith), and Lucy’s company attribute in Microsoft AD is set to a value of Conway Inc.

When you complete this functional test, you must enable SAML encryption between the
Identity Provider and Relying Party again. Follow the instructions in the section 6.6.1.2, Enable
SAML Encryption Again, on page 241 to enable SAML encryption.

Configure PingFederate-IdP to Pull Environmental Attributes During
Authentication

Follow the instructions in this section to configure the PingFederate-IdP to get environmental
attribute values from the RSA Adaptive Authentication system during the authentication
process. The environmental attributes are passed along with the user attributes in the SAML
messages that is sent to the Relying Party. In the example below, the environmental attribute
ip_address will be pulled from RSA Adaptive Authentication.

RSA Adaptive Authentication stores environmental attributes about the user's web transactions
in a SQL Server database named RSA_CORE_AA. The PingFederate-IdP will be configured to
query to the RSA_CORE_AA database and get the value of ip_address from the EVENT_LOG
table.

Before you can configure the query for ip_address, you must first create an account for the
PingFederate application in the RSA_CORE_AA database. Follow these instructions to create
the account in the SQL Server database.
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275 Log on to the server that hosts the RSA Adaptive Authentication SQL Server database engine.
276 1. Open SQL Server Management Studio.
277 2. Expand the RSA-AA-Server folder, then the Security folder.

278 3. Right click on Logins and select New Login.
'@ RSA-AA on - aap———
File View VM

N RN

Mumber of active connections has changed. There are now 2 active connections to this console

File Edit Wew Debug Tools Window Community Help

P00 Mewouery | [y |y |5 & | )
Connect- @] 31 m T [F] S
= Ld RSA-AA-Server (SQL Server 10.50.1600 - sa)
[ Datzbases
B 3 Security
]
[ serviiRoles
3 Credentials
L@ Cryptographic Providers
£@ Audits
L3 Server Audit Spedifications
@ Server Objects
[£3 Replication
3 Management
[B sqQL server agent

279
280 4. Set the Login name (e.g. ping), under SQL Server authentication choose a password that
281 meets the Windows password policy.
r
(& RSA-AA on -
File View VM
> EBGBRR PR
Number of active connections has changed. There are now 2 active connections to this console
Eile Edit W¥ew Debug Tools Window Community Help
D ey | 03| |5 L 8 | B
| e > 8 v S RS EE|
s ¥ = X
et MW m T TS =10l x|
£ = I
1 |3 RSA-AAServer (5QL Server 10,5016 ‘ = senet JED
3 Databases 24 Server Roles
' B 3@ Security g User Mapping Login name: Ipmg Search..
I B G Loghne (2 Secursbles | Windows authentication
| A, ==M5_PolicyEventPraces % Status
&, ##M5_PolicyTsgExecutio | ¥ 5QL Serverauthertication
A NT AUTHORITY\SYSTEM Password |...............
| & ping
I A rsa_bo_user Corfim password: I--unuu-u-.
A rsa_om_user ] Specify old password
A rsa_core_user
- 0Old passward: I
& TSE-CBOZXUXGEHS\Admir 7| Eoreon pesssmond oty
L Server Roles r i
Bl Credentials Enfonce password expiration
[ Cryptographic Providers I= Usermust chiange password &t rext login
[ Audits €| Weppedio cefificate [ -
3 Server Audit Spedifications
L@ Server Objects | Mappedio asymmetric ey I =
£ Replication M ko Ciedarsinl =
3 Management e = I J &I
[B sat server agent Mapped Crecertisls Credertial [ Provider ]
Server:
RSA-AA-Server
Connection: —
58
_!9 View connection properties [SI10M
Farone
Reacy Defautt database Imasler
Diefault language IEninsh
282
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283 5. Under Server Roles, select public.
1o x|
 Selectapage 5 Soipt ~ [ Help
Server role is used 1o grant server-wide securty privileges to & user,
L5 Status Server mles:
[ bulkadmin
[ dbecreator
[ diskadmin
[ processadmin
[l public
[ securtyadmin
[ serveradmin
[ setupadmin
[ sysadmin
Server:
RSA-AA-Server
Connection:
34 View connection properties
Ready
o
284 -
285 6. Under User Mapping, check the Map box next to RSA_CORE_AA. In the bottom pane, under
286 Database role membership, check the box next to db_datareader.
=loix]
| Selectapage 1 L sorpt ~ [ Help
3’ General
EIE:EP;:;::Q Users mapped to this login:
[ Securables Map I Database I User I Default Schema I
14 Status O | master
r model
[0 | msdb
[0 | RSA_BO_AA
r RSA_CM_AA
- tempdb
I | Guest sccournt ensbledfor BSA CORE AR
Database role membership for: RSA_CORE_A4
[] db_accessadmin
Sirver: [ db_backupoperator
=t < T
[ db_datawriter
Connection: [ db_ddladmin
e [ db_denydatareader
7 View connection properties [0 db_denydatawriter
%} View comectonppaties (] dh_mm’;ra‘ i
[ db_securityadmin
i sublc
Ready
287
288 7. Under Status, set Permission to connect to database engine to Grant and Login to
289 Enabled. Click OK.
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E Login Properties - ping -|EI ﬂ
Ieclap@p ;S Script + m Help
12 General
2 Server Roles i
_‘F“ User Mapping ngs
A Securzbles i
= Permission to connect to database engine:
e
' Grart
' Deny
Login
+ Enabled
" Digabled
Status
SQL Server authentication

7| Loginislocked out

Server:
RSA-AA-Server

Connection:
53

_if Miew connection properties

Reaay

2916.3.2.1 Configuring a New Data Store that Connects to the RSA Database

292
293
294

295

296
297
298

299
300

301

302

Next you will configure a new Data Store that connects to the RSA_CORE_AA database on the
Identity Provider's PingFederate server. This new data store will be used in the RP Connection
to query the EVENT_LOG table during the authentication process.

Follow the instructions below to create a new Data Store for the RSA_CORE_AA database.

1. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app. Replace
<DNS_NAME> with the fully qualified name of the Identity Provider’s PingFederate server
(e.g. https://idp.abac.test:9999/pingfederate/app).

2. Log on to the PingFederate application using the credentials you configured during
installation.

3. Under Server configuration, select Data Stores.

PingFederate

License Violation: Expiration date passed

[B] APPLICATION INTEGRATION SETTINGS (S) SYSTEM SETTINGS (&) CERTIFICATE MANAGEMENT

() ADMINISTRATIVE FUNCTIONS
[] FEDERATION SETTINGS =
(&) AUTHENTICATION

[E] s conNECTIONS [3)

[ sP AFFILIATIONS (0)
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4. Under Manage data stores, select Add new data store. Select Database as type of data

store. Click Next.

¥r Data Store Type
Please select a type of dala store.
@ Database

O LpAP
O Custom

5. On the database config page, set the JDBC URL to:
jdbc:sqlserver://<RSA_SERVER_IP_ADDRESS>:1433;databaseName=RSA_CORE_AA

Replace <RSA_SERVER_IP_ADDRESS > with the IP address of the server that hosts the
RSA_CORE_AA database.

6. Set the driver class to com.microsoft.sqlserver.jdbc.SQLServerDriver.

7. Inthe Username and Password fields, enter the credentials for the ping user created in the
SQL server RSA database.

8. Under Validate Connection SQL, type SELECT 1=1.

9. Select the check box Allow multi-value attributes; then, click Next.

‘ @ Data Store
¥r Database Config

Please provide the detalls for configuring this database connection

JDBC URL databaseName=RSA_CORE_AH] *
Driver Class “sqlserver jdbc SQLServerDriver | *
Usemame ping

Password ssssassesses ®
Validate Connection SQL SELECT 1=1

[F1 Mask Values in Log

Allow Multi-Value
Attributes

=

10. Review the settings on the summary page. Then, click Save.
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1 @ Data Store

Data Store Type  Database Config BT ILELN

Click a heading link to edit a configuration setting.

Data Store

DATA STORE TYPE
Type of Data Store Database
DATABASE CONFIG

JDBC URL Jjdbc:sglserver://10.33.7.12:1433;databaseName=RSA_CORE_AA
Driver com.microsoft.sqlserver. jdbe. SQLServerDriver

Usemame ping

Validate Connection SQL SELECT 1=1

Allow Multi-Value Attributes true

En Sl m

3186.3.2.2 Modifying the SP Connection to the RP to Add New Environmental Attribute

319
320

321

322

323

324

Next you will modify the SP Connection to the Relying Party and add a new environmental
attribute ip_address from the RSA_CORE_AA database.

1. Goto the PingFederate Main menu.

2. On the Main menu under SP CONNECTION, click Manage All SP.

| (®) SP Connections

¥ Manage Connections

On this screen you can manage connections fo your partner SPs. Use the drop-downs fo filter the connection list. You can also override the
logging made for all SP connections by specifying a single, giobal logging mode.

CONNECTION NAME =~ CONNECTION ID =~ PROTOCOL ~ STATUS ~ ACTION
All E| All E|
@ pemo sP PF-DEMO Active
@ hittps irp.abaciesta03 https:irp.abac.test 9031 Active
€ urn necoe abac 1] urn:nccoe:abacrp Active
Create Connection | Import Connection | Check All Connections For Errors

Logging Mode Override
© off
@ On

3. Click on the link for the SP connection created in chapter 2 (e.g. https://rp.abac.test:9031).
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Main. (=) SP Connection

Connection Type  Connection Options ~ General Info  Browser 550 Credentials EVgteitE TR THELY

 Summary information for your SP connection. Click a heading in & section to edit a particular configuration setting.

Connection Status @ Active

@ Inactive
S50 Application https:/fidp.abac.test:9031/idp/start S50 ping?PartnerSpld=https://rp.abac test:9031
Endpoint

SP Connection
CONNECTION TYPE

Connection Role SP

Browser 350 Profiles true

Protocol SAML 2.0
Connection Template MNo Template
WS-Trust STS false
Outbound Provisioning falze

CONNECTION OFTIONS

Browser S50 true

|dP Discovery false

Attribute Query false

GENERAL INFO
305 Partner's Entity ID (Connection 1D} https://rp. abac test:9031
326 4. Onthe Activation & Summary screen, scroll down to the Assertion Creation group and click
327 on the ATTRIBUTE CONTRACT link.

® Main

Identity Mapping Be@tigl MW i:1=@ Authentication Source Mapping

(®) SP Connection | (®) BrowserSSO | (®) Assertion Creation

Summary

An Attribute Contract is a set of user aftributes that this server will send in the assertion.

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT urn-oasis:names:tc:SAML:1_1-nameid-format-unspecified B -
EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT
company urmn:oasis:names-tc:SAML:2 0:attrname-format:basic Edit / Delete
urn:oasis:names:tc:SAML:2 O:attrname-format:basic B Add

328

329 5. On the Attribute Contract screen, under the EXTEND THE CONTRACT column, enter the
330 name of the environmental attribute to be pulled from the RSA_CORE_AA database (e.g.
331 ip_address) in the empty text field.

332 6. Click Add.

208



Chapter 6. Attribute Exchange Between the Identity Provider and Relying Party

@ Main | (=) SP Connection | (=) BrowserSSO | (®) Assertion Creation

Identity Mapping BC@:tigiNCRecliicl-@l Authentication Source Mapping Summary

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SN SR ECT | urn-oasisnames tc-SAML A-nameid-format unspecified " 4
EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT
company urn:oasis:names:tc:SAML:2.0:attmame-format:basic Edit / Delste
ip_address urn-oasis-names:tc:SAML-2 0-attmame-format-basic Edit f Delete
‘ | um:oasis.names_tc.SAML 2.0 attrname-format basic | Add
333
334 7. Click Next.
(® Main | (=) SP Connection | (=) BrowserSSO | (®) Assertion Creation
(GEDUTRTETTID G I TR ET 8 Authentication Source Mapping BEITLTIELY
ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
RSA Multifactor Delete
335
336 8. Onthe Authentication Source Mapping screen click on the name of the ADAPTER INSTANCE
337 (e.g. RSA Multifactor).

® Main (=) SP Connection  (®) Browser SSO  (®) Assertion Creation

@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping  Attribute Sources & User Lookup BV NiunCRe L Et=g 3T (LN

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT i | None
— Adapter username
[} [
available
company | LDAP (Atts from MS AD) | company EI None
= available
ip_address i _SELECT - MNone
- available

338
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9. Click on the Attribute Sources and User Lookup tab.

® Main  (®) SP Connection  (®) BrowserSSO  (®) Assertion Creation

@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping R @tulNCRGTTEtE RISIGIGLE  Attribute Contract Fulfillment  Issuance Criteria  Summary

| Here you can specify a series of local data stores that wiil be used to supply additional information about the user in the SAML assertion to the

DESCRIPTION TYPE ACTION

Atts from MS AD LDAP Delete

Add Attribute Source...

Cancel < Previous

10. Click Add Attribute Source.

11. On the Attribute Sources & User Lookup screen, enter a unique name in the Attribute
Source Id field (e.g RSAEventLog).

12. Enter a description (e.g. Atts from RSA).
13. For the Active Data Store field, select the existing Data Store that connects to the
RSA_CORE_AA database.

@® Main  (®) SP Connection (&) Browser SSO (W) Assertion Creation

(®) 1dP Adapter Mapping | (®) Attribute Sources & User Lookup

% Data Store  Database Table and Columns Database Filter Summary

- This server uses local data stores o retrieve supplemental atiributes to be sent in an assertion. Specify an Aftribute Source name that wil
distinguish this user lookup for the seiected data store.

Attribute Source Id RSAEveniLog

Attribute Source Atts from RSA

Description

Active Data Store jdbcsqlserver/10.33.7.12:1433,databaseName=RSA_CORE_AA N
Data Store Type JoBC

Manage Data Stores..

14. Click Next.
15. On the Database Table and Columns screen, select the dbo Schema.
16. Select the EVENT_LOG table.

17. Under the Columns to return from SELECT, select the IP_ADDRESS column and click Add
Attribute.
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(®) Assertion Creation

@® Main (=) SP Connection  (®) Browser S50
(®) IdP Adapter Mapping | (%) Attribute Sources & User Lookup

UEERIGIEE r Database Table and Columns  Daiabase Filler  Summary

& f‘m’:m? select the table and columns you want to query. This information, along with the attributes supplied in the contract, will be used to fulfiil
Schema dbo B
Table EVENT_LOG B .

Columns to return from SELECT

IP_ADDRESS Remave
ACCEPT_LANGUAGE Add Attribute
Refresh

View Attribute Contract

354 18. Click Next.

355 19. On the Database Filter screen, enter the text on the following line into the text field for the
356 Where. Make sure to include the quotes.

357 EVENT_ID = '${transactionid}'

(=) Attribute Sources & User Lookup

@ IdP Adapter Mapping

Data Store

Database Table and Columns

+r Database Filter Summary
. Please supply a WHERE clause to filter the data from your table.

Where

*

EVENT_ID = '${transactionld}|

Adapter Values
${transactionld}

Husername}
Previous Attribute Source Values
${ds ActiveDirectory. Subject DN}

${ds_ActiveDirectory.company}

View List of Columns from "EVENT_LOG" table

. F‘re.vi e

358

359 20. Click Next.
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@ IdP Adapter Mapping @ Attribute Sources & User Lookup

Data Store

Database Table and Columns Database Filter Eval Iy ELY

Attribute Sources & User Lookup

DATA STORE

Attribute Source Atts from RSA

Attribute Source Id RSAEventLog

Type of Data Store JDBC

Data Store jdbc:sglserver:d/10.33.7.12:1433;databaseName=RSA_CORE_AA

DATABASE TABLE AND COLUMNS

Schema dbo
Table EVENT_LOG
Column IP_ADDRESS

DATABASE FILTER

Filter EVENT_ID = ${transactionld)’
Cancel < Previous Done Save

» | conet J§f <P J§ e [ Son
361 21. On the Summary screen, click Done.

@® Main  (®) SP Connection  (®) Browser SSO  (®) Assertion Creation

@ IdP Adapter Mapping

LUETL U ET TR (DL R EL LT 4 Attribute Sources & User Lookup

DESCRIPTION TYPE ACTION
* Atts from MS AD LDAP Delete

- Atts from RSA JoBC Delete
362
363 22. On the Attribute Sources & User Lookup screen, click Done.
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@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping  Attribute Sources & User Lookup B a@tinliNCReGh TSN Issuance Criteria ~ Summary

ip_address does not have a value mapped.

Fulfill your Attribute Gontract with values from one or more data stores, the authentication adapter, or dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT A Nane
i E| usemane B available
company LDAP (Alts from MS AD) |~ - bians
(Afts from )} I:l company D o
ip_address _SELECT- None
El available
(o
364
365 23. On the Attribute Contract Fulfillment screen, for the ip_address attribute select the
366 SOURCE and VALUE. For the SOURCE, select JDBC (Atts from RSA). For VALUE select
367 IP_ADDRESS.
@ I1dP Adapter Mapping
Adapter Instance  Assertion Mapping  Attribute Sources & User Lookup RV GANCReG TG =T [TLEN TS
Fulfill your Attribute Coniract with values from one or more data stores, the authentication adapter, or dynamic text values
ATTRIBUTE CONTRACT  SOURCE VALUE ACTIONS
SAML_SUBJECT A = = None
apter D username P
compiany LDAP (Atts from MS AD - None
il i B SO D available
i address JDBC (Alts from RSA)  |v| IP_ADDRESS |+ Mo
i ! D — D available
o
368
369 24. Click Save to complete the configuration.

3706.3.2.3 Functional Test of Pulling Environmental Attributes During Authentication

371 To test that the Identity Provider's PingFederate server is successfully getting the environmental
372 attributes during the authentication process, follow the instructions in section 6.3.1.1,

373 Functional Test of Pulling User Attributes During Authentication. The only exception to those
374 instructions is that when you examine the SAML message, you need to look for the

375 environmental attribute that is being pulled from the RSA_CORE_AA database. See below for
376 an example.
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Once you have the message open in the SAML tracer window, scroll down the message and
locate the AttributeStatement node and sub nodes.

httpl Parameter;l SNV”—|

SO RN I
<saml:Conditions NotBefore="2015-07-30T20:09:53.495Z"
NotOnOrAfter="2015-07-30T20:19:53.495Z"
>
<saml:AudienceRestriction>
<saml:Audience>https://rp.abac.test:9031</saml : Audience>
</saml:BudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement SessionIndex="xgolCeKQSArSWzpM tTuga.sZ1L"
AuthnInstant="2015-07-30T20:14:53.495Z"
>
<saml:AuthnContext>
<saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified</saml:AuthnContextClassRef>
</saml:ButhnContexts>
</saml:AuthnStatement>
<saml:AttributeStatement>
<saml:Attribute Name="company"
NameFormat="urn:oasis:names:tc:SAML:Z.0:attrname-format:basic"
>
<saml:AttributeValue xsi:type="xs:string"
xmlns:xs="http://www.w3.org/2001/XMLSchema™
xwlns:xsi="http://www.w3.org/2001/XMLSchema-instance"”
>Conway Inc</saml:AttributeValue>

</saml:Attribute>

saml:Attribute Name="ip address"|
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"|

<saml:AttributeValue xsi:type="xs:string"
xmlns:xs="http://www.w3.org/2001/XMLSchema"|
xmlns:xsi="http://www.w3.org/2001/XMLSchema—-instance"|
>10.255.207.19</saml :AttributeValue:

<{saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>
</samlp:Response>

Expected Result: Ensure that the attribute you configured to be pulled from the
RSA_CORE_AA database contains a node. In the preceding example screen shot you can
see that there is an Attribute node for the ip_address attribute because of the line
<saml:Attribute Name="ip_address".

Expected Result: Ensure that the AttributeValue node contains the expected value for the
attribute from the RSA_CORE_AA database. In the preceding example screen shot you can
see there is an AttributeValue node for the ip_address attribute and the value is
10.255.207.19.

Configure PingFederate-RP to Pull Attributes from the ldentity
Provider's SAML Exchange

Once the PingFederate-IdP completes the authentication for a user, the Identity Provider will
send a SAML message to the PingFederate-RP. That SAML message will contain attributes.

Follow the instructions below to configure the PingFederate-RP to get attributes and their
associated values from the SAML message exchange with the Identity Provider. In the example
below, the attribute being configured at the Relying Party is the company attribute.

Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app. Replace
DNS_NAME with the fully qualified name of the Relying Party’s PingFederate server (e.g.
https://rp.abac.test:9999/pingfederate/app). Log on to the PingFederate application using
the credentials you configured during installation.

On the Main menu, under IDP CONNECTIONS, click on the connection that was configured
to the Identity Provider in chapter 3 (e.g. https://idp.abac.test:9031).
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User-Session Creation

IDENTITY MAPPING

Enable Account Mapping true
ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT
Attribute stafflevel
TARGET SESSION MAPPING

Connection mapping contract name Sharepoint 2013
CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013
ATTRIBUTE RETRIEVAL

Attribute location Use only the attributes available in the SS0 Assertion
CONTRACT FULFILLMENT

subject SAML_SUBJECT (Assertion)

stafflevel stafflevel (Assertion)

ISSUANCE CRITERIA
Criterion (Mone)

Protocol Settings

S50 SERVICE URLS

Endpoint URL: /idp/SS0.saml2 (POST)
401 Endpoint URL: /idp/S50.saml2 (Redirect)
402 3. On the Activation & Summary screen, scroll down to the User-Session Creation group and
403 click on the ATTRIBUTE CONTRACT link

® Main | (®) IdP Connection  (®) BrowserSSO | (®) User-Session Creation

Identity Mapping RV@SLINCARLIEEE Target Session Mapping  Summary

An Attribute Contract is a set of user attributes that the idP will send in the assertion.

ATTRIBUTE CONTRACT

SAML_SUBJECT

EXTEND THE MASK VALUES IN LOG ACTION

CONTRACT

Add
Cancel MNext » Done Save

(o [ e o o s
405 4. On the Attribute Contract screen, under the EXTEND THE CONTRACT column, enter the
406 name of the attribute to be pulled from the Identity Provider's message (e.g. company) in
407 the empty text field. In the ACTION column, click Add.
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(®) Browser SSO | (®) User-Session Creation

® Main

Identity Mapping RegiiipNCRaiicla@ Target Session Mapping

(®) 1dP Connection

Summary

| An Attribute Contract Is a set of user attributes that the IdP will send In the assertion.

ATTRIBUTE CONTRACT
SAML_SUBJECT
EXTEND THE MASK VALUES IN LOG ACTION
CONTRACT
company O Edit / Delete
Add
408
409 5. Click Done.
@ Main @ IdP Connection @ Browser SSO
SAML Profiles EYRIETET] Nu GG Protocol Settings  Summary
| This task provides the con
User-Session Configuration
|dentity Mapping Not Configured
Attribute Contract SAML_SUBJECT, company
Adapter Instances 0
Connection Contract Mappings L
Configure User-Session Creation
410
411 6. On the User-Session Creation screen, click Configure User-Session Creation.
@ Main @ IdP Connection @ Browser S50 @ User-Session Creation
Identity Mapping  Attribute Contract  Target Session Mapping FVIN T ETYS
User-Session Creation
IDENTITY MAPPING
Enable Account Mapping true
ATTRIBUTE CONTRACT
Attribute SAML_SUBJECT
Attribute company
TARGET SESSION MAPPING
Connection mapping contract name Sharepoint 2013
CONNECTION MAPPING CONTRACT
Selected contract Sharepoint 2013
ATTRIBUTE RETRIEVAL
Attribute location Use only the attributes available in the S30 Assertion
412
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413 7. Onthe Summary page, under User-Session Creation, click on the CONNECTION MAPPING
414 CONTRACT link.

@® Main  (®) IdP Connection @ Browser SSO (W) User-Session Creation

@ Connection Contract Mapping

b @G DR ER e licte @l Attribute Retrieval — Contract Fulfillment  Issuance Criteria  Summary

CONNECTION MAPPING CONTRACT  Sharepaint 2013
CONTRACTATTRIBUTES

subject

Manage Connection Mapping Contracts...

m

415
416 8. On the Connection Mapping Contract screen, make note of the CONNECTION MAPPING
417 CONTRACT being used because you will need to modify it by adding new attributes. In the
418 example screen shots the contract name is SharePoint 2013.
419 9. Click on Manage Connection Mapping Contracts.
@® Main  (®) IdP Connection  (®) Browser SSO  (®) User-Session Creation
@ Connection Contract Mapping @ Manage Connection Mapping Contracts
+r Manage Contracts
Connection Mapping Contracts ailow IdP Gonnections to map directly to SP Connections using a shared contract. This allows PingFederate to
act as a federation Aub between IdP and SP partners.
CONTRACT NAME CONTRACTID ACTION
SharePaint 2TSYIiBHRpSigs2t Delete
Sharepaint 2013 pHDPDzxOTReXCnFp Delete (Check Usage)
Ted t59COGIWHESZ8xW Delete
420
421 10. On the Manage Contracts screen, click on the name of the contract that is being used for
422 the current configuration (e.g. SharePoint 2013).
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@® Main  (®) IdP Connection (@) Browser SSO () User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

@ Connection Mapping Contract

ContractInfo  Contract Atiributes [FV@CITITLETT

Connection Mapping Contract

CONTRACTINFO
Contract Name Sharepoint 2013
CONTRACTATTRIBUTES

Attribute SAML_SUBJECT

Cancel < Previous m

11. On the Summary screen, click on the Contract Attributes link.

12. On the Contract attributes screen, under the EXTEND THE CONTRACT column, enter the
name of the attribute to be shared with the PingFederate service provider connection (e.g.
company).

13. In the ACTION column, click Add.

® Main  (®) IdP Connection  (®) Browser SSO () User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

@ Connection Mapping Contract

oL iemdlGE +r Contract Attributes

[ Define the set of atribules that the IdP connection will send to the SP connection.

ATTRIBUTE CONTRACT
SAML_SUBJECT
EXTEND THE ACTION
CONTRACT
company Edit f Delete
Add
14. Click Done.

15. On the Manage Contracts screen, click Save.

On the Connection Mapping Contract screen you should see the new attribute (e.g.
company) listed on the page.
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@® Main (@) IdP Connection () Browser SSO  (®) User-Session Creation

@ Connection Contract Mapping

Contract Fulfillment Issuance Criteria  Summary

+ Connection Mapping Contract [LINERHE G

|| Thelist of attributes below, is requi
CONNECTION MAPPING CONTRACT Sharepoint 2013
CONTRACT ATTRIBUTES

company

subject

Manage Connection Mapping Contracts..

m

434
435 16. Click on the Contract Fulfillment tab.
® Main (@) IdP Connection ~ (®) Browser SSO  (®) User-Session Creation
(®) Connection Contract Mapping
Connection Mapping Contract ~ Aftribute Retrieval Bt L1t d MY S
1 Youoan i your G von, aynamo text
CONNECTION MAPPING ~ SOURCE VALUE ACTIONS
CONTRACT
company _ SELECT - Mone available
subject Assertion SAML_SUBJECT Mone available
436
437 17. On the Contract Fulfillment screen, for the new attribute (e.g. company) select Assertion
438 for the SOURCE field and select company for the VALUE field.
® Main  (®) IdP Connection (@) Browser SSO  (®) User-Session Creation
@ Connection Contract Mapping
Connection Mapping Contract  Aftribute Retrieval B e irt=danidllyt1s
, orfrom a ¢
CONNECTION MAPPING SOURCE VALUE ACTIONS
CONTRACT
company Assertion B company El Mone available
subject Assertion B SAML_SUBJECT E| MNone available
Cancel < Previous Nest = Done Save
» B 3 B3 B3
440 18. Click Save to complete the configuration.
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6.4 Configure PingFederate-RP and SharePoint to Pass
442 and Read Attributes

136.4.1 Configure PingFederate-RP to Pass Attributes to SharePoint

444 Once the PingFederate-IdP completes the authentication for a user, the Identity Provider will
445 send a SAML message to the PingFederate-RP. That SAML message will contain attributes. The
446 PingFederate-RP will then take the attributes and send them to SharePoint via WS-Federation.
447 Follow the instructions below to configure the PingFederate-RP to pass attributes and their
448 associated values from the Identity Provider to SharePoint. In the example below, the attribute
449 being configured to be passed to SharePoint is the company attribute.

450 1. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app. Replace
451 DNS_NAME with the fully qualified name of the Relying Party's PingFederate server (e.g.
452 https://rp.abac.test:9999/pingfederate/app).

453 2. Logon to the PingFederate application using the credentials you configured during

454 installation.

455 3. On the Main menu under SP CONNECTION, click Manage All SP.

456 4. Click on the link for the WS-Federation connection to the SharePoint instance created in
457 chapter 3 (e.g. SharePoint).

458 5. On the Activation & Summary screen, scroll down to the Assertion Creation group.

Assertion Creation

IDENTITY MAPPING
MName |dentifier User Principal Name

ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT
Attribute upn
Attribute Name Format http-//schemas_xmlsoap.org/ws/2005/05/identity/claims

AUTHENTICATION SOURCE MAPPING

Connection mapping contract name Sharepoint 2013

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ASSERTION MAPPING

Connection Mapping Contract Sharepoint 2013

Data Store or Assertion Use only the Connection Mapping Contract values in the SAML assertion
ATTRIBUTE CONTRACT FULFILLMENT

upn subject {Connection Mapping Contract)
SAML_SUBJECT subject {Connection Mapping Contract)
ISSUANCE CRITERIA

Criterion (Mone)

Protocol Settings

SERVICE URL
459 Endpoint URL [ trust/
460 6. Click on the ATTRIBUTE CONTRACT link. On the Attribute Contract screen, under the
461 EXTEND THE CONTRACT column, enter the name of the attribute (e.g. "company") to be
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462 passed from the PingFederate-RP to SharePoint in the empty text field. For the ATTRIBUTE

463 NAME FORMAT select the schemas.xmlsoap.org 2005 identity claims format.

® Main

Identity Mapping Rr@tighiicRaiicl-8l Authentication Source Mapping

(®) SP Connection | () BrowserSSO (@) Assertion Creation

Summary
 An Attribute Contract is a set of user attributes that this server will send in the assertion.
ATTRIBUTE CONTRACT

SAML_SUBJECT

EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT

upn http://schemas.xmlsoap.org/ws/2005/05/identity/claims Edit/ Delete

company hitp://schemas xmisoap.org/ws/2005/05/identity/claims Add

464

465 7. Click Add.

(® Main | (®) SP Connection | () BrowserSS0 | (®) Assertion Creation

Identity Mapping E@NGLINCRIE=8 Authentication Source Mapping  Summary

- An Atiribute Coniract is a set of user altribules that this server will send in the assertion.

ATTRIBUTE CONTRACT
SAML_SUBJECT

EXTEND THE ATTRIBUTE NAME FORMAT

ACTION
CONTRACT
company http://schemas_xmlsoap.org/ws/2005/05/identity/claims Edit f Delete
upn http:/{schemas xmlsoap.orghws/2005/05/dentity/claims Edit / Delete

nttp://schemas xmisoap.orgiws/2005/05/dentity/claims B Add

. Frreviuu > : :
466

467 8. Click Done.

@ Main | (=) SP Connection | (®) BrowserSSO | (®) Assertion Creation

Identity Mapping  Attribute Contract

Summary

B mmmwmwmmmmmmmw Users may be authenticated by one of several different
fu pping , S0 map an adapter instance for each IDM system or a

pping for partner
1dPs.
ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION
Sharepoint 2013 Delete

Map New Adapter Instance... Map New Connection Contract Mapping...

468
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9. On the Authentication Source Mapping screen, under the CONNECTION MAPPING
CONTRACT NAME heading click on the name of the connection mapping contract (e.g.
SharePoint 2013) between this PingFederate SP connection and the PingFederate IdP
connection that was configured in section 6.3.3, Configure PingFederate-RP to Pull
Attributes from the Identity Provider's SAML Exchange.

@ Connection Contract Mapping

Connection Mapping Contract  Assertion Mapping B@tiMEReiie @M INEN 0 Issuance Criteria  Summary

pany must be mapped to thi

Fulfill your Attribute Contract with values from the connection mapping contract or with dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML SUBIECT Connection Mapping Contract E| subject B MNone
available
company _SELECT - E| MNaone
available
upn Connection Mapping Contract E| subject E‘ MNone

available

10. On the Attribute Contract Fulfillment screen, for the company attribute, select Connection
Mapping Contract for the SOURCE field. Select company for the VALUE field.

@ Connection Contract Mapping

Connection Mapping Contract  Assertion Mapping Bt Ncyeniicl=aznlllly Vi@ Issuance Criteria  Summary

Fulfill your Attribute Contract with values from the connection mapping contract or with dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT Connection Mapping Coniract E| subject B Mone
available
campeay Connection Mapping Coniract E| company B Mone
available
Lo Connection Mapping Contract El subject B Mone

available

11. Click Save to complete the configuration.

Functional Test of PingFederate-RP Passing Attributes to SharePoint

The instructions in this section will help perform a test to ensure that the PingFederate-RP is
sending the correct attributes to SharePoint. The Firefox SAML tracer Add-on is used to
examine the SAML message.
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Launch your Firebox browser and select SAML tracer from the Tools menu.

This will launch an empty SAML tracer window. Minimize the SAML tracer window. The
SAML tracer will automatically record the details of the HTTPS messages in the background.

Go back to the main browser window and go to the Relying Party’s SharePoint site (e.g.
https://SharePoint.abac.test).

!j B signin X_

(' Bl ' @ hitps;//sharepoint.abactest/ login/default.aspx?ReturnUrl=32f layouts%2f15%2FAuthenticate aspx%3fSor = &

Most Visited > Sharepoint Admin [ ABAC Top Level > ABAC Finance [ | Nextlabs Reporter

Select the credentials you want to use to logon to this SharePoint site:

| -]

[
Windows Authentication
| Federated Logon from Idenfity Provider

Select the option to use the federated logon (e.g. Federated Logon from Identity Provider).

Your browser should be redirected to the PingFederate-IdP and you should see the
PingFederate Sign On screen.

| A sgnon Y —

€ | & https//idp.abac.test9031 /idp/S50.sami2 @ || Q Search

|8 Most Visited .'-:\ arepoint Admin w ABAC Top Level m ABAC Finance || Nextlabs Reporter

Sign On
Please sign on and we'll send you right along.

Usgrame
\

Password

Enter the Username and Password of the Microsoft AD account created previously in this
guide (e.g. Ismith).
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Please sign on and we'll send you right along.

Usemame
Ismith *
Password
eSS RRRRRRRRRRY 'h

Gancel m

5. Click Sign On. On the RSA Adaptive Authentication screen, enter the SMS validation code

received on your mobile phone. Click Continue.

Once authenticated at the Identity Provider, your browser should automatically redirect to
the PingFederate-RP (e.g. rp.abac.test) and then to the Relying Party’s SharePoint
(SharePoint.abac.test) site.

Go back to the SAML tracer window. Scroll down the list of messages and click on the POST
message to SharePoint _trust URL to bring up the details of the message in the bottom
pane.

p SAML tracer ~ T —

Clear [ ] Autuscrolll Filter resources|

POST  https://|

stpass.com/error.php

POST  hity p.abac.test:9031/idp/8al Sw/resumeSAML20/idp/550.ping
POST  https://rp.abac.test:9031/sp/ACS.saml2

POST  https://sharepoint.abac.test/_trust/

GET https://sharepoint.abac.test/ login/default.aspx?ReturnUrl=2:2f layouts362f15%2fAuthenticate.aspx33fSource:3d%252F&50urce=%2F

http Palametersl

POST https://sharepoint.abac.test/ trust/ HTTP/1.1

Host: sharepoint.abac.test

User-Agent: Mozilla/5.0 (Windows NT &.1; WOW64; rv:39.0) Gecko/20100101 Firefox/39.0

Accept: text/html, application/zhtml+xzml,application/xml;g=0.9,*/*;g=0.8

Accept-Language: en-U3,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: https://rp.abac.test:9031/sp/ACS,. saml2

Cookie: Ribbon.Read=1201680]|-1]|0|-10712485; Ribbon.WebApp=1197680|-1|378|-10712485; W35 FullScreenMode=false
Content-Type: application/z-www-form-urlencoded

Content-Length: 4716

HTTP/?.? 302 Found

Location: https://sharepoint.abac.test/ layouts/15/Authenticate.aspx?Source=%2F

Server: Microsoft-IIS 8.5

Set-Cookie:

FedAuth=77u/PD94bWwgdmVyc2 1vbj0iMS4wIiBlbnNvZIGluZz0idXRulTgiPz48UlA+MGUudHamZWR1cnF0ZWRgbGInkb24gZnJvb5BpZGVudGlo
Rlcnxsc2lpdGgsMTMwODISH ] OxODQ2NTg4MzEwLEZhbHENILF1FTGluRONXREVvEXVEZUdLMnBRCFAWLGF tZTh6eVkromhHWGx3 5w S5cTVXS11PSU
CW1luYXBHNWgvTnImblJgSXdNMThTdFp4a3V1Z058eEFmMUGE 3azhXWHhtc2 J1Y3RWSmlgdFNad3hGQ1RNVFRCLzNEeGS 6Q] dhWnNYVENib0VoMTHh
10Q1pMeTI4Q0NDbHQIVES4U3kSHndgNFppSmtWeThLbdsyVnJELEXrU0ZPQkFj¥3paZzF] cGs v 4NV IrVkFTenVICHJuN3cxakdwU2djc1hBZU
secure; Httplnly

SPRequestGuid: 302cledd-86ce-e01d-6291-300cB5£4141f3

request-id: 302cledd-86ce-e01d-6291-300c85£414L3

7. Click on the Parameters tab for the bottom pane.
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506

507
508
509

510

511

512

513
514
515

A _layous A1V Autmenticate ppr 3T

¥ S5 g2 CHAERELERFILYE
3E 3

content.

"] Untitled - Notepad T - - T T m——— — - —

File Edit Format View Help

POST

wa: wsigninl.0

wresult? <wst:Re uestsecur1t¥TokenResponse

xmlns :wst="htt /s[hemas xmlsoap urg/ws/ZDDS/DZ/trust ><wst: REquEstEdSE[ur‘|tyTukEn>—<sam'l :Assertion

+Ma]orver51on— ik +M1norver51o 1" +Assert1onID= nz?qLGOV]?NJ(xBQLdefLG]iCM +Issuelnstal 2015-07-

4397"+Issuer="urn:rp. abac. test"+xmins:saml="urn:oasis:names:tc:5AML:1.0:assertion"><saml:Conditions+NotBefore="2015-
1.439z"+Notonor After="2015-07-

ct1oncond1t1orb</sam1 conditions><saml :Authenticationstatement+Authenticationinstant="2015-07-

||27T17:36: urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified"><sam]:5ubject=<saml:NameIdentifier
+Format="http://schemas. xmlsoap.org/claims/uUPN">1smith</saml :NameIdentifier></saml:subject></saml :authenticationstatement><saml :A
ttributestatement><saml:Ssubject><saml:NameIdentifier

||+Format="http: //schemas xmlsoap.org/claims/uPN">1smith</sam] :NameIdentifier></saml: 5ub]ect><53m1 Attribute

+AttributeName="upn’ +Attr1hutENamEspacef"httg //schemas. xmlsoap. org/ws/2005/05/identity/claims"><saml :Attributevalue>1smith</saml
| Attr1buteva1ue></sam1 Attributes<saml :Attribute

+AttributeName=""comp. an)ll +Attr1hutENamEspacef"httﬁx //schemas. xmlsoap. urg/ws/zuﬂﬁ/ﬂﬁ/identity/('laims">—<sam'|:Attributeva'luexunway
|+Inc</sam1 :attributevalues</saml :Attribute></saml :Attributestatement><ds:signature+xmins :ds="http://www.w3. 0rg/2000/09/xmldsig#">
<ds :signedinfo>

<ds:canonicalizationmethod+algorithm="http://www.w3.0rg/2001,/10/xm]-exc-cl4n#" />

<ds :signaturemethod+Algorithm="http:/ /www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />

<ds :Reference+URI="#nz7qL60V]7N_xx8QLxKdfLGTL1CM >

<ds:Transforms>

<ds:Transform+algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"” />

<ds:Transform+algorithm="http:/ /www.w3. 0rg/2001/10/xm] -exc-cl4n#" />

</ds:Transforms>

<ds :DigestmMethod+algorithm="http:/ /www.w3. 0rg/2001/04/xmlenc#shaz56" />

<ds:Digestvalue>K/L270IUIkwy3xiabfgvb3oqiLparDo5adw/zf 7waSk=</ds :Digestvalue>

9. Scroll down the SAML message and locate the AttributeStatement node and sub-nodes.

"] Untitled - Notepad - - - T, ——  — F .

1.4397"><sam] :AudiencerestrictionCondition><saml:Audience>urn:sharepoint. abac. test</saml:Audience></saml:Audiencerestri

File Edit Format View Help

POST

wa: wsigninl.o

wresult: <WSt RequestSecurit DkEnRESpDnSE

xmlns :wst=" http /schemas xmlsoap. org/ws/2005/02/trust"><wst:RequestedsecurityToken><saml :Assertion
+Majorversion="1"+Minorversion="1"+AssertionID="nZ7qL60V17N_XX8QLxKdfLG11CM "+IssueInstant="2015-07-
27T17:36:21.4392"+Issuer="urn:rp.abac. test"+xmins:saml="urn:oasis:names:tc:samL:1.0:assertion"><saml :conditions+NotBefore="2015-
07-27T17:31:21.4397"+NotonorAfter="2015-07-

27T17:41:21.4392"><sam] :audiencerestrictionCondition><saml: Audiencesurn:sharepoint. abac test</saml:audiences</saml:audiencerestri
(t1oncond‘\t‘mn>-</sam'\ Conditions><saml:Authenticationstatement+AuthenticationInstant="2015-07-

27T17:36:21.424z "+authenticationMethod="urn:oasis:names:tc:saML:2.0:ac:classes unspecified”><sam] :subject><saml :NameIdentifier
+Format=""| //s(hsmas xm'\soa.or/('\a‘\ms/UPN ">1smith</saml:NameIdentifier></saml:subject></saml:Authenticationstatement

a 1subj Titier
Format="http: //;(hm.h xm'i;oap Drg/('ia‘\m;/UFN *>Ismith</saml :NameIder t‘\ Tel
Attributename="upn"+Attributenamespace="| httg //schemas. xmlsoap.
:Attr‘\bute\c'a'!uex/;am'l Attr‘\butex;am'l Attri ut
AtTributenName="company"+ATTributeNamespac:
Inc</saml :Attributevalue></saml:Attribute><,

g /schemas. xmlsoap. or.
/;a.m Attrwb

<ds :51gnedinfo>
<ds :CanonicalizationMethod+Algorithm="http://vww.w3.0rg/2001,/10/xml-exc-clan#"/>

<ds :5ignatureMethod+Algorithm="http://www.w3.0rg/2001/04 /xmldsig-more#rsa-sha256" />

e spafarancai BT "EnT 7ol AAVTTR VVRAL viedF 211 e

8. Copy all of the content (beginning with the POST line) in the bottom page and paste it into a
text editor such as Notepad. Turn on Word Wrap to make it easier to see all of the XML

10. For the AttributeStatement node and sub-nodes, enter some carriage returns before each

XML tag to make it easier to examine the data. The goal is to be able to easily examine the

Attribute nodes within the AttributeStatement node.
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7 umited - Neerod

File Edit Format View Help

POST

wa: wsigninl.o

wresult: <wst'Re uestsecurw‘t%rrokenResponse

xmlns :wst="htt /S(hemas xmlsoap Drg/ws/ZDDS/DZ/trust ><wst: quuestedsscur‘\tyTDkEn><sanﬂ Asssrt‘mn

+Majorversion= e +M1norversworh "L +Assert10nIB= nz?qLGuv'\?NJO(SQLdefLG'\ch +IssueInstant="2015-07-
27T17:36:21.4397"+Issuer="urn:rp. abac. test"+xmins:saml="urn:oasis:names:tc:5AML:1.0:assertion"><saml:Conditions+NotBe
07-27T17:31:21.4392"+NotOnorafter="2015-07-

27T17:41:21.4397"><sam] : AudienceRestrictionCondition><saml:Audience>urn:sharepoint. abac. test</saml:Audience></saml:Au
ctwoncondwmonx/sam'\ conditions><saml: AuthermcaUonstatement+Authem1caUonInstant— 2015-07-
27T17:36:21.4247"+AuthenticationMethod="urn:oasis:names:tc:5aML:2.0:ac:classes:unspecified"><sam] :subject><saml :NameT
+Format="http://schemas.xmlsoap.org/claims/UPN">1smith</sam] :NameIdentifier></saml:subject></saml:authenticationstate

:Subject>]
:NameIdentifier+Format="http:

sam b ompany b
saml @ Attr‘[bute\ta'lu»(unwa +In(<,’sam'| Attr"sbute\ra'lu»
[l</saml:Attributes]

/5am| :Attributestatements]

Expected Result: Within the AttributeStatement node, there should be multiple Attribute
sub-nodes. There should be an Attribute sub-node that has an AttributeName value of
company. The AttributeNamespace value should be
http://schemas.xmlsoap.org/ws/2005/05/identity/claims. There should be an
AttributeValue sub-node and it should contain the expected value (e.g. Conway Inc) for the
company attribute that was pulled from Microsoft AD (e.g. <saml:AttributeValue>
Conway+Inc </saml:AttributeValue>) for the specific user (e.g. Ismith) that authenticated
at the Sign On screen.

Configure SharePoint to Read Custom Attributes from
PingFederate-RP

The PingFederate-RP will send attributes to SharePoint via WS-Federation. Follow the
instructions below to configure SharePoint to read the attributes and load them into the web
session. In the example below, the attribute being configured to be read by SharePoint is the
company attribute.

1.

Using SharePoint administrator credentials, log on to the server that hosts SharePoint for
the Relying Party.

Click on the Start menu and navigate to SharePoint 2013 Products group. Open SharePoint
2013 Management Shell.
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SharePoint 2013 Management Shell
PS C:\Users\BharepointAdmin> _

&= Windows Server 2012

Enter each of the commands displayed below the next paragraph into the management
shell to configure a new attribute, company for the existing Trusted Identity Token Issuer
named Federated Logon from Identity Provider. Enter each command separately, and enter
a carriage return after the command. If the command executed successfully, management
shell will not provide any feedback. If an error occurs, the management shell will display the
error.

$tokenlssuer = Get-SPTrustedldentityTokenlssuer -ldentity "Federated
Logon from ldentity Provider"

$tokenlssuer.ClaimTypes.Add("'http://schemas.xmlsoap.org/ws/2005/05/
identity/claims/company')

$tokenlssuer .Update()

$claimmap = New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/company’’
-IncomingClaimTypeDisplayName ‘‘company’™ -SameAslncoming

Add-SPClaimTypeMapping -TrustedldentityTokenlssuer $tokenlssuer
-ldentity $claimmap

SharePoint 2013 Management Shell I;Ii-

C:slserssSharepointAdmin?> Stokenlssuer = Get—S8PTrustedIdentityTokenlzsuer —I1dj8
entity "Federated Logon from Identity Provider"
P s\SharepointAdmin> $tokenlssuer.ClaimTypes . Add{"http:-//schemas.xmlsoapjd
BA5 /@5 /identitysclaims /comp. '

rs“SharepointAdmin $tokenlss Update{>

s\SharepointAdmin> %claimmap = New—S8PClaimTypeMapping —IncomingClaimTy|
://schemas . xmlsoap.orgs/ws /2805785 /ident ity claims/company” —IncomingClai
layName “company' —SamefsIncoming

s\SharepointfAdmin? Add-SPClaimTypeMapping —-TrustedldentityTokenlssuer

» —Identity $claimmap
s \SharepointAdmin> _

o
|
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5536.4.2.1 Functional Test of SharePoint Reading Attributes from PingFederate-RP

554 The instructions in this section will help perform a test to ensure that SharePoint can read the
555 attributes sent in messages from the PingFederate-RP.
556 1. Follow the instructions in this section to ensure that SharePoint is configured to read the
557 newly configured attributes from PingFederate-RP.
558 2. Launch your browser and go the SharePoint central administration page (e.g.
559 http://SharePoint.abac.test:44444/default.aspx).
560 3. Logon using the credentials of the SharePoint administrator.
(f il * @ sharepoint abac.test 44444/ default.aspx ¢ || Q Search

2 Most Visited [#> Sharepoint Admin B> ABAC Top Level P ABAC Finance { | Nextlabs Reporter

SharePoint News

BROWSE PAGE

Central Administration ® The SharePoint Health Analyzer has detected some critical issues that require your attention. View th

Application

Management

System Settings ‘ . Application Management (-”_ System Settings

: " Manage web applications > é —| Manage servers in this farm
Manitaring Create site collections Manage services on server
Backup and Restore Manage service applications Manage farm features
Manage content databases Configure alternate access

Security mappings

Upgrade and Migration 0 Monitoring

General Application |—J:\_A_"J Review problems and solutions ‘&1 Backup and Restore

Settings Check job status [ & ‘;)' Perform a backup

Restore from a backup
Apps ~ 3 Perform a site collection backup
N i W Security

Office 365 7/ Manage the farm administrators

Nextlabs Entitlement group 5| Upgrade and Migration

Manager Configure service accounts u;é Convert farm license type

Check product and patch

Configuration Wizards : S . installation status
561 |/ 4, Genersl Application Settings Chekk Wpradie satis
562 4. Under the Application Management group, click on Manage Web Applications.
563 5. Click on the web application that contains the SharePoint site you are managing (e.g.
564 SharePoint - 80). SharePoint highlights the web application row that you clicked.

228



Chapter 6. Attribute Exchange Between the Identity Provider and Relying Party

€& B @ sherep  admin/WebApplicationList.asp r @ || Q Search B 4+ & ©F

Most Visited B Sharepoint Admin B ABAC Top Level B> ABAC Finance [} Nextlabs Reporter

System Account =

BROWSE  WEB APPLICATIONS ) sHe
\_\= E x ] [ Manage Features D ’E@l [ Blacked File Types 7
=] 3 €3 Managed Paths ] &% User permissions ? o
New Edend Delete  General Authentication Self Service Site User  Anonymous Permission
- Settings + [4L Service Connedtions Providers Creation [ Web Part Security ~ Poliy  Policy Policy

Cantribute Manage Security Palicy

Central Administration Name URL Port
Application SharePoint - 80 httpi//sharepoint/ 20
Management SharePoint Central Administration vd hitp://sharepoint44444/ 44444
System Settings SharePaint - 8888 https//sharepaint:2888/ 8838
Monitoring SharePoint - 6454 https://sharepaint:6454/ 6454
Backup and Restore
Security
Upgrade and Migration
General Application
Settings
Apps
Office 365
Nextlabs Entitlement
Manager
Configuration Wizards

€)@ citest 44444/ _admin/WebApplicationList aspx v C || Q Search | % & + A O

Most Visited [J> Sharepoint Admin [ ABAC Top Level > ABAC Finance { | Nextlabs Reporter

System Account ~

BROWSE | WEB APPLICATIONS (o
=“é= D:‘ x g [ Manage Features D @ [® Blocked File Types
LL:@ = | 3 Managed Paths a &% User Permissions
New Bxtend Delete  General Authentication Seff-Senvice Site Anonymous Permission
- ettings =[5} Semvice Connedtions Providers Creation Web Part Security Policy Policy
Contribute Manage | Security Policy
Central Administration . o x Port
- Policy for Web Application :
Application 80
Management
g ‘ - 40444
System Settings 3838

Adding or updating Web application policy with new users or groups will trigger a
sharepoint Search crawl over all content covered by that policy. This can reduce search 6454
crawl freshness and increase crawl load. Consider using security groups at the policy

level and add/remove users fram security groups to avoid this.

Monitoring

Backup and Restore
Security

Upgrade and Migration S add Users | X Delete Selected Users | B Edit Permissions of Selected Users

General Application

Zone Display Name User Name Permissions
Settings
(Al zones)  NT AUTHORITV\LOCAL NT AUTHORITWLOCAL  Full Read
Apps SERVICE SERVICE
Office 365
Nextlabs Entitlement
Manager

Configuration Wizards

567

568 7. Click the Add users link.

Add Users

Select the Zone
The security policy will apply to Zones:

requests made through the (all zones) :
specified zone. To apply a policy

to all zones, select "(All zones)'
All zone policies are only valid for
Windows users,

Next > Cancel

569
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8. Click Next.

9.

x
Add Users
Zone k=
The security policy will Tone:
apply to requests made (all zones)
through the specified
Zone.
Choose Users
Vi . Users;
'ou can enter user names
or group names. Separate
with semi-colons,
LE |

Choose Permissions
Choose the permissions Permissions:
youwant these users to [Z] Full Control - Has full control.
have.

[7] Full Read - Has full read-only access.

[C] Deny write - Has no write access.

[C] Deny All - Has no access.

Choose System Settings

System accounts will not [C] Account operates as System
be recorded in the User

Information lists unless

the account is directly

added to the permissions

of the site. Any changes

i s = b

On the Add Users screen, click the small browse icon (looks like an open book) under the
Users field.

Expected Result: On the Select People and Groups screen, you should see a grouping with
the name of the trusted token issuer (e.g. Federated Logon from Identity Provider). You
should also see the newly configured attribute (e.g. company) listed under that grouping.

Select People and Groups ®
Find 2 List View |E|

Display Name E-mail Address Title Departme|
:& Organizations

,ﬁ Active Directory
;& All Users
4 ,& Federated Logon from Identity

Type into the search box above then press "Enter”

upn

company

Add ->

R ——
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Configure the Claims Viewer Web Part at the
SharePoint Site

Follow the instructions in this section to configure the Claims Viewer Web part at the
SharePoint site. The Claims Viewer is a component that is useful to the SharePoint
administrator because it displays a list of the attributes that are loaded into the web session.
This list can be used to validate that the correct set of attributes and associated values are being
passed from the PingFederate-RP, and that SharePoint is correctly configured to read the

attributes.

1. Log on to the server that hosts SharePoint for the Relying Party.

2. Launch your browser and go the SharePoint central administration page (e.g.
http://SharePoint.abac.test:44444/default.aspx). Log on using the credentials of the
SharePoint administrator.

The central administration home page displays.

€ il ) @ sharepoint.abac test41144 /default.aspx G| Q viewsamimessagesfiddler <+ W B ©@ # @ @

(2 Moast Visited E Sharepoint Admin B> ABAC Top Level B> ABAC Finance || Nextlabs Reporter

SharePoint

BROWSE  PAGE

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

Newsfeed OneDrive Sites  [RSCINENSTSINE o3

) SHARE [T

(%) The SharePoint Health Analyzer has detected some critical issues that require your attention. View these issues.

=g

g

iSF -3

Application Management oh System Settings Resources
Manage web applications L ] Manage servers in this farm There are currently no favorite links to display.
Create site collections Manage services on server To add a new link, click "Add new link".
Manage service applications Manage farm features
Manage content databazes Configure alternate access & Add new link

mappings

Menitoring
Review problems and solutions 3“1 Backup and Restore
Check job status L perform a backup

= Restore from a backup

Perform a site collection backup
Security

Manage the farm administrators

group Upgrade and Migration

Configure service accounts Convert farm license type
Check product and patch
installation status

General Application Settings Check upgrade status

Fanfimien mand fa FAnnncbiane

3. On the Central Administration menu on the left, click System Settings.

& il @ shorcpointabacitest4dddssy

| Q viewsamimessagesfiddler | Tr B @ & A& @

[ Most visited B> Sharepoint Admin > ABAC Top Level B> ABAC Finance {_} Nextlabs Reparter

SharePoint

BROWSE  PAGE

Newsfeed OneDrive  Sites System Account~ £

) SHARE

System Settings

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

Servers
Manage servers in this farm Manage services on server

E-Mail and Text Messages (SMS)
Configure outgeing e-mail settings | Configure incoming e-mail settings
Configure mobile account

Farm Management
Configure alternate access mappings = Manage farm features = Manage farm solutions
Manage user salutions = Configure privacy aptions = Configure crass-firewall access zane

4. On the Farm Management menu, click Manage Farm Solutions.
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OneDrive System Account~  $¥ 2

) SHARE [,

E:) Solution Management o

Central Administration Name Status Deployed To
Application helloitsliam.claimsviewerwebpart.wsp Not Deployed Naone
Management nextlabs.entitlement.wsp Deployed http://sharepoint:8888/....

System Settings
Monitoring

595 Backup and Restare

596 5. Click on the helloitsliam.claimsviewerwebpart.wsp link.

feed OneDrive Sys

E:) Solution Properties

Central Administration
Deplay Solution | Remove Solution | Back te Solutions

Application
Management
System Settings Name: helloitsliam.claimsviewerwebpartwsp
Monitoring Type: Core Solution
Contains Web Application Resource: Yes
Backup and Restore
P Contains Global Assembly: Yes
Security Contains Code Access Security Policy: No
Upgrade and Migration Deployment Server Type: Front-end Web server
Deployment Status: Not Deployed
General Application ploy pley
Settings Deployed To: None
R Last Qperation Result: The solution was successfully retracted.
Apps
Last Operation Details: SHAREPOINT : hitp://sharepoint/ : The solution was successfully retracted.
Office 365 SHAREPOINT : hitp://sharepoint:888/ : The solution was successfully retracted.

SHAREPOINT : http://sharepoint/ : The solution was successfully retracted.
SHAREPOINT : http://sharepoint:8888/ : The solution was successfully retracted.
Last Operation Time: 7/20/2015 7:08 PM

Nextlabs Entitlement
Manager

597 Configuration Wizards

598 6. Click on the Deploy Solution link at the top of the page.

E:) Deploy Solution o

Central Administration Solution Information
Mame: helloitsliam.laimsviewerwebpartwsp
N Information on the solution you
Application ¥
have chosen to deploy.
Management ? Locie: 0
System Settings
Deployed To: Naone

Monitoring

Backup and Restore Deployment Status: Not Deployed

Security Deploy When?

Atimer job is created to deploy Choose when to deploy the solution:

Upgrade and Migration

~ . I cify the @ Now
General Application time at which you want this © At a specified time:
Settings salution to be deployed. e ——— —
| 7202015 |E |11 pm E] |00 E]
Apps =
Office 365 Deploy To?
Nextlabs Entitlement The solution contsins Web Ghonsed Web applicrion 1o deploy this sohien:
Manager application scoped resources |AH content Web applications EI
and should be deployed ta -
Configuration Wizards specific Web applications, Pleas : :
9 R KL eee Warning: Deploying this solution will place assemblies in
choose the Web spplication . 3
Whete s naAEtRe soliion 5o the global assembly cache, This will grant the solution
be deployed assemblies full trust. Do not proceed unless you trust the

solution provider.

599

600 7. Click OK at the bottom of the page.

601 The claimsviewerwebpart should be shown as deployed on the Solution Management page.
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602

603
604

6056.5.1

606

607
608
609

610

611

SharePoint

Newsfeed OneDrive Sites System Accour

1

Solution Management o

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

Name Status Deployed To
helloitsliam.claimsviewerwebpart.wsp Deployed http://sharepoint:8888/....
nextlabs.entitlement.wsp Deployed http://sharepoint:3888/....

This completes the portion of the claims viewer web part configuration at the SharePoint
central administration page.

Configure SharePoint Claims Viewer

This section explains how to add a new page to the SharePoint site to view the claims.

1. Log on to the Relying Party’s SharePoint site (e.g. https://SharePoint.abac.test) using the
credentials of the SharePoint administrator. Select Windows Authentication on the Sign On

screen.

SharePoint

BEROWSE  PAGE

Runabout Air

ABAC Root Site
Documents
Access Control

Claims Viewer

ABAC Finance Dept
ABACTT Dept

ABAC Marketing Dept
ABAC Research Dept
ABAC Sales Dept
Recent

site Contents

# EDIT LINKS

Newsfeed OneDrive Sites [ESEINWNSSNINS I o

J SHARE % FOLLOW L sWNC  # EDT

Runabout Air - root site Finance Internet Technology Marketing Research and Development Sales # EDIT LINKS Search this site

Runabout Air - root site

Get started with your site  remove tHis

==
v

Working on a

Share your site deadline?

Documents
(® new document or drag files here

v [0 Neme  Modified  Modified By

There are no documents in this view.

2. Click the gear icon at the top right corner of the page and select the Site Contents link.

233



612

613

614

615
616
617

618

Attribute Based Access Control Practice Guide

Runabout Air - root site

Site Contents

Finance Internet Technology

Runabout Air

ABAC Raot Site Lists, Libraries, and other Apps

s
F
=

Documents
Access Control

Claims Viewer add an app

ABAC Finance Dept
Form Templates

0 items

Modified 3 months ago

ABAC IT Dept

ABAC Marketing Dept
ABAC Research Dept
ABAC Sales Dept Site Collection Documents
Recent 0items

) Modified 3 months age
Site Contents

# EDIT LINKS
style Library

28 items
Modified 3 months ago

m
m
&
M

Marketing

Content and Structure
Reports

7 items

Modified 2 months ago

Reusable Content
3items
Modified 3 months ago

Site Collection Images
Oitems
Modified 2 months ago

workflow Tasks

0 items
Modified 3 months ago

Research and Development

sales

& SITE WORKFLOWS

b | wh | )

# EDIT LINKS Search this site
fEseTriNgs E RECYCLE BIN (@)
Documents
0 items

Modified 7 weeks age

Site Assets
2items
Modified 7 weeks age

Site Pages
Sitems
Modified 8 minutes ago

3. Click on the Site Pages library. This will show a list of the existing pages on the site.

A Runabout Air - root site  Finance  Internet Technology ~ Marketin
Runabout Air o 9
Root Site @ new Wiki page
Documents AllPages By Author By Editor Find a file el
Access Control
v [ name
Claims Viewer
& testzx
testl #
ABAC Finance Dept =
- &) Home
JACIT Dept
AC Marketing Dept Claimsviewer -
How To Use This Library

ABAC Research Dept
ABAC Sales Dept
Recent

Site Contents

# EDIT LINKS

Research and Development

Sales

# EDIT LINKS Search this site

4. Click the new Wiki page link to add a new page. This link may be named differently,

depending on the type of SharePoint template your site is configured with. Enter a name for

the new page (e.g. ClaimsView).
Runabout Air

ABAC Root Site

Documents

Access Control

Runabout Air - root site Finance Internet Technology Marketing Research and Development Sales # EDIT LINKS | Search this site
New page name:
[ claimsview
Find itat https://sharepoint.abac.test/SitePages/ClaimsView.aspx
Create Cancel

Claims Viewer

ABAC Finance Dept
ABAC IT Dept

ABAC Marketing Dept
ABAC Research Dept
ABAC sales Dept
Recent

Site Contents

# EDIT LINKS
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619 5. Click Create. The SharePoint page editor for the newly added page displays.

SharePoint

[ T System Account~  £F P

BROWSE  PAGE | FORMATTEXT | INSERT € sHARE Yy Fouow g save O

I o cut TR .
E’?J D Body ¥ - 13px - ST EESE MM ABC <}- L)
M [ Ex cony aasbcend | A g Bl | AaBbCc v 7 setea
Save Check Out  Paste B I U asex, x° A A Spelling  Text Edit
= * o Undo u A- e Paragraph | | Heading1 | | Heading2 ||, A S —
Edit Clipboard Font Paragraph Styles Spelling  Layout Markup

ABAC Root Site
Dacuments
Access Control

Claims Viewer

ABAC Finance Dept
ABAC IT Dept

ABAC Marketing Dept
ABAC Research Dept
ABAC Sales Dept
Recent

Site Contents

# EDIT LINKS

620

621 6. Click on the INSERT tab at the top of the page. Click on the Web Part button.

SharePoint

Newsfeed OneDrive System Accountv &% 2

BROWSE  PAGE | FORMATTEXT | INSERT ) SHARE ¥y FoLOw g SAvE O
@
MdH @m & <

Table Picture Videoand Link Upload App Web  Embed
- - Audio~ - File Part  Part

Code
Tables Media Links Parts Embed
Categories Parts About the part
=3 Apps  [MContent and Structure Reports [Esite Collection Images Content and Structure Reports
[3 8log £ | [pPocuments @Site Pages Use the reports list to customize the queries that
[C3@ Business Data Form Templates ¥| Workflow Tasks appear in the Content and Structure Tool views
Ca Community [MReusable Content
[Ea Content Rollup fisite Assets
@ Custom msite Collection Documents
F e —

Upload a Web Part +
Add part to: Rich Content [=]

Add Cancel
ABAC Root Site
Documents
Access Control
Claims Viewer
622
623 7. From the Categories list, select Custom. From the Parts list, select ClaimsViewerWebPart.
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SharePoint

BROWSE

DE@) %@ "DEIQ‘)

PAGE | FORMATTEXT | INSERT

Newsfeed OneDrive Sites  [RSENNCETISANE o]

) SHARE ¥y FOLLOW pg SAVE I

Table Picture Video and Link  Upload App Web Embed
- - Audio ~ - File Part Part Code
Tables Media Links Parts Embed
Categories Parts About the part
[ Apps | |SlClaimsViewerWebPart - ClaimsVi.. ClaimsViewerWebPart - ClaimsVisualizer
[Ca Blog E My Web Part

=T

[ Business Data
[Ca Community
[a Content Rollup
-3 Custom

< M G

Upload a Web Part v

Add part to: Rich (GntentE

Add Cancel

ABAC Root Site
Documents
Access Control

Claims Viewer

624
625 8. Click Add.
SharePoint Newsfeed OneDrive  Sites  [ESIGEINNTUISNE o S
BROWSE PAGE FORMAT TEXT INSERT O SHARE ﬂf FOLLOW E) SAVE [El]
7 o Cut == . B
E’?J [El B o con Body EIBE T —&EE JaBbCaDal AaBb AsBbCe '3 <.> Qse\m.
Edit Clipboard Font Paragraph Styles Spelling ~ Layout Markup
ABAC Root Site
Documents ClaimsViewerWebPart - ClaimsVisualizer
Access Control = e
Claims Viewer
ABAC Finance Dept
ABAC IT Dept
ABAC Marketing Dept
ABAC Research Dept
ABAC Sales Dept
Recent
Site Contents
# EDIT LINKS
626
627 9. Click the SAVE button at the top right corner of the page.
628 SharePoint launches the new page (e.g. ClaimsView) that was just created. (Save the URL of
629 the new page (e.g. https://SharePoint.abac.test/SitePages/ClaimsView.aspx), because
630 you will use it later in a functional test.)
631 The Claims Viewer Web Part on the page displays. It is collapsed by default.
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632

633
634

635

6366.6

637
638
639
640
641

SharePoint Newsfeed OneDrive Sites  [IRHETUENSsIISE o B4

BROWSE  PAGE ) SHARE Yy Fouow # om0
Runabout Air Runabout Air - root site  Finance  Internet Technology ~ Marketing  Research and Development  Sales # EDIT LINKS Search this site

ABAC Root site ClaimsViewerWebPart - ClaimsVisualizer

Documents [CR=2

Access Control

Claims Viewer

ABAC Finance Dept

AC IT Dept
ABAC Marketing Dept
AC Research Dept
ABAC Sales Dept
Recent

Site Contents

# EDIT LINKS

10. Click on the + sign under ClaimsViewerWebPart to view the claims data. You see a list of
claim values, and information about the SAML token at the bottom of the page.

SharePoint Mewsfeed OneDrive Sites [EETINNTaTUSE o B
BROWSE  PAGE ) SHARE Yy Fouow . Eom O
Runabout Air Runabout Air - root site Finance Internet Technology Marketing Research and Development  Sales # EDIT LINKS Search this site

ABAC Root Site ClaimsViewerWebPart - ClaimsVisualizer
Documents =2 i)
Access Control Issued Identity
Claims Viewer Claim Type Claim Value

http://schemas. xmlsoap.org

Jws/2005/0 vintadmin

inameidentifier
hitp-//schemas microsoft com

ABAC Finance Dept

ABAC IT Dept #ws/2008/06/identity/claims 5-1-5-21-972639958-268376111-2639239546-1108
Jprimarysid
ABAC Marketing Dept http://schemas.microsoft.com
fws/2008/06/identity/claims 5-1-5-21-972639958-268376111-2639239546-513
ABAC Research Dept /primarygroupsid
A http-//schemas xmlsoap org
ABAC Sales Dept Iws/2005/05 identity in@ABAC TEST
Recent Jclaims/upn
http://schemas.microsoft.com
Site Contents p 009, ABAC
Juserlaganname
# EDITLINKS http://schemas_microsoft.com
00 02w
Juserid
http://schemas xmlsoap.org
#ws/2005/05/ identit: 0#.wlab: p J
Irlsimenama

Functional Test of All Configurations for this Chapter

The instructions in this section will perform an integrated test all of the configurations in this
chapter. Using the browser, you will log on using an account that was created in Microsoft AD.
Then you will use the SharePoint claims viewer to validate that the newly configured attributes
are passed from the Identity Provider to the Relying Party and that the attributes are
successfully loaded into the SharePoint web session.
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642 1. Launch your browser and go to the Relying Party’s SharePoint site (e.g.
643 https://SharePoint.abac.test).
Vo b T T
(- i @ https://sharepoint.abac.test/_login/default.aspx?RetumUrl=62f_layouts%2f15%2fAuthenticate.aspx%3f5or 7 C
Most Visited > Sharepoint Admin B} ABAC Top Level B> ABAC Finance || Nextlabs Reporter
Sign In
Select the credentials you want to use to logon to this SharePoint site:
]
Windows Authentication
| Federated Logon from Identity Provider
644
645 2. Select Federated Logon from Identity Provider.
646

Your browser is redirected to the PingFederate-IdP and you see the PingFederate Sign On
647 screen.

U ol sign 0;\

€ | @ nhttps//idp.abac.test9031 fidp/S50.sami2

Most Visited [

Sign On
Please sign on and we'll send you right along.

Username

Password

s e (D

648

649 3. Enter the credentials of the Microsoft AD account created earlier in this guide (e.g. Ismith).
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Please sign on and we'll send you right along.

Username
Ismith ¥
Password
SesssssssssssRRREReS 'b

m cancel m

4. Click Sign On. On the RSA Adaptive Authentication screen, enter the SMS validation code

received on your mobile phone. Then, click Continue.

Once authenticated at the Identity Provider, your browser automatically redirects to the
PingFederate-RP (e.g. rp.abac.test) and then to the Relying Party’s SharePoint site
(SharePoint.abac.test).

€ B ' @ nhttps//sharepaint.abac test/SitePages/Home.aspx || Q Search a9 3+ ald =
[8) Most Visited [F> Sharepeint Admin [ ABAC Top Level [ ABAC Finance | | Mextlabs Reperter
SharePoint Newsfeed OneDrive Sites (RTINS o NS
BROWSE  PAGE Yrrouow Cdsmc ¢ eom I
A Runabout Air - root ste  Finance  Internet Technology ~ Marketin Research and Development ~ Sales Search this sit
Runabout Air : : i S

Runabout Air - root site

ABAC Root Site Get started with your site  remove s
Documents
Access Control

Claims Viewer

ABAC Finance Dept

ABAC IT Dept

ABAC Marketing Dept

ABAC Research Dept Documents

ABAC Sales Dept @ new document or drag files here
B v [ name  Moafiea  Moaitied By
Site Contents There are no documents in this view.

5. Once you arrive at the SharePoint site home page, navigate to the claims viewer page that

was created in the previous section (e.g.
https://SharePoint.abac.test/SitePages/ClaimsView.aspx). Expand the claims viewer web
part on the page to see a list of claims.

Expected Result: You should see the newly configured attribute (e.g. company), and its
associated claim value. The claims viewer shows the name of each attribute (i.e. claim)
using a long format such as
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/company.
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665

666 0.6.1

667

668
669
670
671
672

673
674
675
676
677

6786.6.1.1

679
680
681
682

683

684
685

686

SharePoint Newsfeed OneDrive Sites [EENTURINNEo]
BROWSE  PAGE ¥y FOLOW # EDN
Runabout Air Runabout Air - root site Finance Internet Technology Marketing Research and Development Sales Search t|

ClaimsViewer

ABAC Root Site ClaimsViewerWebPart - ClaimsVisualizer
Documents k=l
Access Control Issued Identity

-, Claim Type Claim Value
http:#/schemas . xmlsoap.org
Jwsf2005/05fidentity/claims Ismith
/nameidentifier

ABAC Finance Dept fttp.//schemas xmisoap.org
ABAC IT Dept ws/2005/05dentity] Jsmith]
Jclaims/upr]
ABAC Marketing Dept http://schemas. xmlseap.org
'ws/2005/05/identity/claim: [Conway Inc]
ABAC Research Dept m
ARAC http:/'schemas. microsoft.com
ABAC Sales Dept
- P Isharepoint/2009/08/claims Oe tifederated logon from identity providerllsmith
Recent luserid
http://schemas xmlsoap. arg
Site Contents Iws/2005/05fidentity Oe tifederated logon from identity provider|lsmith

Iclaims/name

http:/'schemas. microsoft.com
Isharepoint/2009/08/claims trusted:Federated Logon from Identity Provider
lidentityprovider

Temporarily Disable SAML Encryption for Testing and
Troubleshooting Message Exchanges

Follow the instructions below to temporarily disable the encryption of SAML messages
between the Identity Provider and the Relying Party. You should only perform the steps in this
section when explicitly instructed to do so in another section of the guide (e.g. during a
functional test). You may also need to refer back to this section in the future to test or
troubleshoot SAML message exchanges in your environment.

Temporarily disabling the encryption can help test that the expected attributes are being
exchanged between the Identity Provider and the Relying Party. By temporarily disabling the
encryption, you will be able to see the attributes and their associated values in the SAML
messages using the Firefox SAML tracer Add-on or a comparable software tool. When testing or
troubleshooting has completed, you can enable the encryption again.

Disable SAML Encryption

1. Launch your browser and go to: http://<DNS_NAME>:9999/pingfederate/app. Replace
DNS_NAME with the fully qualified name of the Identity Provider’s PingFederate server
(e.g. https://idp.abac.test:9999/pingfederate/app). Log on to the PingFederate application
using the credentials you configured during installation.

2. On the Main menu under SP CONNECTION, click Manage All SP.

3. Click on the link for the SP connection that you want to disable the encryption for (e.g.
https://rp.abac.test:9031).

4. Scroll down to the Protocol Settings group.
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Protocol Settings

ASSERTION CONSUMER SERVICE URL
Endpoint URL: /sp/ACS.saml2 (POST)

ALLOWABLE SAML BINDINGS

Artifact false
POST true
Redirect true
SOAP false
SIGNATURE POLICY

Require digitally signed AuthN requests true
Always sign the SAML Assertion false

ENCRYPTION POLICY

Encrypt Entire Assertion true
687
688 5. Click on the ENCRYPTION POLICY link.
689 6. On the Encryption Policy screen, select None.
(®) Protocol Settings
Assertion Consumer Service URL ~ Allowable SAML Bindings  Signature Policy EUSMYIGLELITEE Summary
Additional guarantees of privacy may be used between you and your partner. Specify an encryption policy for the exchange of SAML messages.
@ None
@ The entire assertion
@ One or more attributes
[ sAML_SUBJECT
[ company
Cancel < Previous Next = Save
» =] == =] =] =]
691 7. Click Save.
692 At this point you have disabled SAML encryption at the Identity Provider for this specific
693 connection to the Relying Party. You can perform authentication testing using the Firefox SAML
694 tracer to examine the SAML messages being sent by the Identity Provider to the Relying Party.

6956.6.1.2 Enable SAML Encryption Again

696 Once testing has completed, perform the following instructions to enable the encryption once
697 again.

698 1. Onthe PingFederate Main menu under SP CONNECTION, click Manage All SP.

699 2. Click on the link for the SP connection that you want to enable the encryption for (e.g.

700 https://rp.abac.test:9031).

701 3. Scroll down to the Protocol Settings group.
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Protocol Settings

ASSERTION CONSUMER SERVICE URL

Endpoint URL: /sp/ACS.saml2 (POST)
ALLOWABLE SAML BINDINGS

Artifact false

POST true

Redirect true

S0AP false

SIGNATURE POLICY

Require digitally signed AuthN requests true

Always sign the SAML Assertion false

ENCRYPTION POLICY

Status Inactive
702 —_——— ]
703 4. Click on the ENCRYPTION POLICY link.
704 5. On the Encryption Policy screen, select The entire assertion.

(® Protocol Settings

Assertion Consumer Service URL  Allowable SAML Bindings ~ Signature Policy BV aLRIIYE Summary

Additional guarantees of privacy may be used between you and your partner. Specify an encryption policy for the exchange of SAML messages.

@ Mone
@ The entire assertion
©  One or more attributes

[[] sAML_SUBJECT

[ company
=

705
706 6. Click Save.
707 7. On the Select XML Encryption Certificate screen, select the Block Encryption Algorithm
708 (e.g. AES-128) and the Key Transport Algorithm (e.g. RSA-OAEP). For the selection box
709 above Manage Certificates, select the Relying Party’s public key certificate to be used to
710 encrypt the message content.
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® Main

Digital Signature Settings

(®) SP Connection | (®) Credentials

¢ Select XML Encryption Certificate

Signature Verification Settings

Block Encryption Algorithm Key Transport Algorithm
@ AFS-128 ) RBAv1S

0 AES-266 (help) @ RSA-DAEP

@ Triple DES

01:4C:09:35:30:19 (cn=demo-sp-enc) E' *

Manage Certificates _

Cancel < Previous Next > Save

711

712 8. Click Save.

713 You have now enabled the encryption for the connection again.
714

715

243



./ Setting up NextLabs to Protect SharePoint

2 7.1
3 7.2
4 7.3
5 7.4
6 7.5
7 7.6
8 7.7
9

11T 18 Tox 1o o SRS 246
(@00 0] 010 ] 11T ] SRR 246
Installation and Configuration of NextLabs Control Center (on the SQL Server)............. 252
Installation and Configuration of NextLabs Policy Studio: Enterprise Edition (PAP)........ 267
Installation and Configuration of Policy Controller (PDP)........cccccvveveeieeie i 273

Installation and Configuration of NextLabs Entitlement Manager for SharePoint Server. 276
FUNCHONAT TESES ...ttt sttt ne e e 284

245



wl.1

11

21
22
23
24
25
26
27

% (.2

29
30
31

32
33
34

35
36
37
38

39
40
41

27.2.1

43
44
45
46
47
48
49

Attribute Based Access Control Practice Guide

Introduction

In this build we are using an ABAC architecture to protect resources on a Microsoft SharePoint
instance. In this section we will install the NextLabs Control Center, Policy Studio, Policy
Controller, and Entitlement Manager for SharePoint Server. Before getting started installing
these components, you must prepare your environment. At a minimum, Windows Server 2012
must be set up with a configured Active Directory, and SharePoint must be installed and
configured with a Site Collection. If you haven't already completed the basic installation and
configuration of Windows Server 2012 and Active Directory, please refer to chapter 2, Setting
up the Identity Provider. If you have not already completed the installation and configuration of
SharePoint, please refer to chapter 3, Setting up Federated Authentication Between the Relying
Party and the Identity Provider.

The four NextLabs components installed in this chapter provide an Information Control
Platform (ICP), Policy Administration Point (PAP), Policy Decision Point (PDP), and Policy
Enforcement Point (PEP) in the ABAC Architecture. Each component will be described generally
in section 7.2, Components. Then there will be separate sections illustrating installation and
configuration of each component. Finally, section 7.7, Functional Tests, will give some guidance
for verifying the correct installation and configuration of the various components presented in
this chapter.

Components

= NextLabs Control Center (release 7.5): enterprise-level Information Control Platform (ICP)
for policy-driven data loss prevention and entitlement management; can contain many
software components, including the following two in this build:

e Policy Studio: Enterprise Edition (PAP): application for policy lifecycle management,
provides a graphical user interface (GUI) for defining and deploying attribute-based
access control policies. This product is installed on an instance of SQL Server.

e Policy Controller (PDP): distributed component of the Control Center that evaluates
policies created in the PAP to determine a deny or allow decision when users attempt to
access protected resources. This product is installed on an instance of Microsoft
SharePoint Server.

= NextLabs Entitlement Manager for Microsoft SharePoint Server (PEP): enforces the
decisions from the PDP to deny or allow access to SharePoint resources. This product is
installed on an instance of Microsoft SharePoint Server.

NextLabs Control Center (release 7.5)

The NextLabs Control Center is an enterprise-level Information Control Platform (ICP). It
integrates into existing IT infrastructure, and applications and can be used to digitally manage
policies to govern data classification, access, sharing, and automate security compliance
procedures. In order to fulfill its diverse capabilities, the Control Center can be configured to
incorporate and coordinate many NextLabs software components. It is also possible to develop
your own custom access control enforcers for applications that do not already have an available
enforcer built by NextLabs. In this build, we take advantage of the Policy Studio, Policy
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Controller, and Entitlement Manager for Microsoft SharePoint Server, which are discussed in
the following sub-sections.

In order to support administrative and configuration activities necessary for its many
components, NextLabs Control Center provides a web application user interface called
Administrator. Some of the system monitoring and administrative tasks available via
Administrator include: checking how many policies are deployed in the network, finding out on
which hosts the Control Center components are installed, checking the status of Control Center
server components, finding out how many enforcers are currently running, finding out if any
enforcers are disconnected, and finding out or modifying the current heartbeat setting for an
enforcer, among others.

Another key component of the Control Center is the Policy Server. The Policy Server runs
continuously from the moment of startup as a Windows service. As new policy is defined or
policies are updated, the Policy Server pushes these policy sets to the Policy Controller on the
SharePoint Server.

The Control Center platform is installed and configured on the same server as the build's SQL
database, which we refer to as the SQL Server.

NextLabs Policy Studio: Enterprise Edition

The NextLabs Policy Studio component of the Control Center is intended for administrators and
policy designers responsible for converting the general data access and usage management
goals of the enterprise into deployable, active policies. Depending on a company's business
rules, policies can be defined to evaluate user (subject) attributes, resource (object) attributes,
and environmental (contextual) attributes.

The Policy Studio provides a graphical user interface with which you can create an abstract
model representing the various parts of the enterprise environment (users, applications,
computers, and environmental context), construct policies with these modeled components,
and fine-tune policies using advanced conditions that can change based on dynamic
comparisons, evaluations, and contextual factors. For example, policy designers can select
pre-defined conditions including the time of day, day of the week, connection type, and IP
address, among many others. In addition to defining which attributes to evaluate when making
an enforcement decision, the policy construction process can also determine notification
obligations such that when a policy is allowed or denied, a user can be notified with a default or
custom message, a statement can be added to the application's log file, and an email can be
sent to an administrator.

Like the Control Center platform, the Policy Studio is installed and configured on the SQL Server.

NextLabs Policy Controller

Each NextLabs Policy Controller provides the interface to the Policy Server component of the
Control Center (installed on the SQL Server), and serves as a distributed Policy Decision Point
(PDP). It comprises a set of software modules delivered with Control Center, read-to-install on
the enforcer host or development machine. Because it is not specific to any adapter type, it
requires no customization. In this build, the Policy Controller is installed and configured on the
same server as the SharePoint instance, which we refer to as the SharePoint Sever.
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In general, the logical architecture of a NextLabs enforcer that protects an application (such as
the Entitlement Manager for SharePoint Server, covered in the next sub-section) consists of two
parts, the Policy Controller and the Policy Adapter.

The Policy Controller consists of the following functional components:

The Policy Evaluation Engine evaluates whether or not each user action is covered by any
of the policies currently cached at that enforcement point. It bases its evaluation on
multiple criteria such as who the user is, what host he is using, how he is connected to the
network, which action is being attempted, on what resource, the date, the time, and so on.
It does this in real time, and operates continuously whether the host is connected to the
network or not Note that while disconnected from the network the local encrypted
bundle.bin policy cache would not be able to be updated from policy changes made in the
PAP.

e Note: Policies are authored in the PAP GUI on the SQL Server, and any modifications to
the policy set are transmitted by the Policy Server, also installed on the SQL Server, to
the Policy Controller on the SharePoint Server. It takes a heartbeat length of time for the
updates to take effect on the SharePoint Server. By default, the heartbeat rate of the
desktop enforcer is set to 60 minutes, which is appropriate for a live production
environment. For testing and learning purposes, however, you should change this to 1
minute, which will allow you to define, deploy and test policies with shorter delays. A
heartbeat can be configured via the Control Center Administrator web application.

The Context Manager keeps constant track of the environmental context of all events, and
provides it to the Policy Engine and Policy Adapter. The context includes user identity,
computer host name, network connection type, and date and time.

For any policy that evaluates as True, the Obligation Manager initiates an obligation by
sending a request to a policy adapter's obligation services or executing a built-in
obligations. It contains three sub-components:

e Policy Logger - collects and logs all activity details and policy decision results
e Messaging Services - sends message to recipients or targets listed in a policy

e Application Extender - launches an application or custom executable that performs
some custom obligation

The Controller Manager records non-policy activities, updates the configuration, and
secures the controller. Components include:

e Activity Recorder - records activities tracked by the policy adapter in real time.
e Configuration Manager - applies profile and system configuration changes in real time

e Policy Authentication - authenticates the policy set from the Policy Server and encrypts
it on the local file system

o Note: It is the responsibility of the Controller Manager to encrypt the bundle.bin file
on the local file system for use during policy evaluation by the PDP.

e Tamper Resistance Module - protects all Entitlement Manager processes, installed files,
and registry settings from tampering by users or other processes, and governs the
automatic start-up and restart features. The Policy Controller runs as a Windows service
continuously from the moment of startup, called Control Center Enforcer Service.
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133
134
135

136 (.2.4

137
138
139
140
141

142 7.2.5

143

= The ICENet Client provides the interface for all communication with the Policy Server. It is
used for deploying new or changed policies, periodically sending activity logs from each
control point, and providing controller health status.

NextLabs Entitlement Manager for Microsoft SharePoint Server

The NextLabs Entitlement Manager for SharePoint is designed to enforce the policies that
control whether and how users can access, download, and use data stored on a SharePoint
server. SharePoint policies can apply to entire portals or to any parts thereof, and allow some
users to view all webparts on a page while blocking other users from viewing some subset of
the webparts on the same page.

Required or Recommended Files, Hardware, and Software

Required
Files

Component

Control license.dat;
Center (CC) ControlCen
ter-64-7.5.
0.0-64-201
410211146
.Zip
External N/A
Database

Recommended
or Minimum
Hardware
Requirements

Hardware
Used in
this Build

1GB RAM; 1GHz

CPU; 4GB free

disk space

500 GB for table 500 GB

space for table
space

Recommended
or Minimum
Operating
System or Other
Software

Windows Server
2008, Enterprise
Edition, R2,
64-bit, or
Windows Server
2012; Java
bundled and
installed within
NextLabs CC;
Microsoft SQL
Server 2012;
Microsoft SQL
Server
Management
Studio

Internal
PostgreSQL;
External,
PostgreSQL,
External Oracle,
or External MS
SQL Server

Operating
System or
Other Software
Used in this
Build

Windows Server
2012; Java
bundled and
installed within
NextLabs
software
architecture;
Microsoft SQL
Server 2012;
Microsoft SQL
Server
Management
Studio

External MS SQL
Server 2012
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Component

Policy Studio

Required
Files

PolicyStudi
o-setup64-
7.5.0.0-10-
201410291
227.zip

Recommended
or Minimum
Hardware
Requirements

i3 or above, 1.5
GHz, dual-core
CPU; 2GB; 10
GB free disk
space

Hardware
Used in
this Build

Recommended
or Minimum
Operating
System or Other
Software

Windows XP,
Service Pack 3,
32-bit, Windows
7, 32-bit and
64-bit, or
Windows Server
2008, Enterprise
Edition, R2,
64-bit; Microsoft
SQL Server 2012;
Microsoft SQL
Server
Management
Studio

Operating
System or
Other Software
Used in this
Build

Windows Server
2012; Microsoft
SQL Server
2012; Microsoft
SQL Server
Management
Studio
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Component

Policy
Controller

Entitlement
Manager for
SharePoint
Server

Required
Files

PolicyContr
oller-CE-64
-7.0.1.0-1-2
014051916
24.zip

SharePoint
Enforcer-20
13-64-7.1.3
.0-7-20141
0101427.zi

p

Recommended
or Minimum
Hardware
Requirements

2GB RAM; i3 or
above, 1.5 GHz,
dual-core CPU;
10 GB free disk
space

Hardware
Used in
this Build

Recommended
or Minimum
Operating
System or Other
Software

Windows XP,
Service Pack 3,
32-bit Windows
2003, 32-bit,
Windows 7,
32-bitand 64-bit,
Windows Server
2008, Enterprise
Edition, R2,
64-bit, or Red
Hat Linux
Release 1,
Updates 1-3

= Microsoft
Office
SharePoint
Server 2007
on Windows
Server 2003,
Enterprise
Edition,
32-bit, Service
Pack 2, or
Windows
Server 2008,
Enterprise
Edition,
64-bit, R2

= Microsoft
Office
SharePoint
Server 2010
on Windows
Server 2008,
Enterprise
Edition,
64-bit, R2

= Microsoft
SharePoint
Server 2013
on Windows
Server 2008,
Enterprise
Edition,
64-bit, R2

Operating
System or
Other Software
Used in this
Build

Windows Server
2012

Microsoft
SharePoint
Server 2013 on
Windows Server
2012
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s (.3 Installation and Configuration of NextLabs Control
145 Center (on the SQL Server)

146 7.3.1 Installation and Configuration

1477.3.1.1 Install the Microsoft SQL Server via Microsoft SQLServer 2012

148 Instructions available at the Microsoft SQLServer site:

149 https://technet.microsoft.com/en-us/library/hh231622(v=sql.110).aspx.

150 Notes

151 1. Regarding installation of Microsoft SQLServer 2012: if you already completed the

152 installation as described in section 4.2.3this step will already have been completed.

153 2. Regarding having a database dedicated to NextLabs: NextLabs recommends that for

154 anything but a demo or testing environment, you should use a database running on its own
155 dedicated server to store all system data, rather than rely on Control Center's internal

156 database. A dedicated database server is strongly recommended because policy

157 enforcement data accumulates quickly and can reach a significant volume. The problem is
158 not necessarily storage space, but the performance drag on other processes caused by

159 database queries of large amounts of data.

160 7.3.1.2 Create a New Database and Database User for the NextLabs Control Center
161 Installation and Administration

162 1. Open Microsoft SQL Server Management Studio and login to Microsoft SQL Server.
] Microsoft SQL Server Management Studio (Administrator) = = =
File Edit View Tools Window Help
Pl G | Newuey (B ELE| 4 D30 - - S5 8]0 =
Object Explorer el Connect to Server

Connect~ 3 4! m T 2] \.§

;Eb Microsoft*

2 SQL Server 2012
Servertype: |Database Engine v ‘
Server name [5aLServed ~]
Authertication: |Windows Authentication ~ ‘

SQLSERVER‘\Administrator

Connect H Cancel || Help H Options >

163

164 2. Right-click on Databases, left-click on New Database.
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s Microsoft SOL Server Management Studio (Administrator) = | != -
File Edit View Debug Tools Window Help
PG il S | A NewQuey (eG4 B9 -0 -5 r
Object Explorer v X
Connect~ 3 3 m 7 [£] ;
= LB SQLServer (SOL Server 11.0.5058 - SOLSERVER\Ad
am W MNew Database...
+ [ Secur
# 3 Servel Attach...
& [ Replic Restore Database...
@ 3 Alway . .
% 3 Mana Restore Files and Filegroups...
# 1 Integr Deploy Data-tier Application...
[ saLs Import Data-tier Application...
Start PowerShell
Reports
Refresh
< m >
165
166 3. Inthe New Database window, specify a Database name that works for you. The application
167 automatically copies this into the Logical Names of the Database files. Click OK. Example
168 name from this build: nextlabs
5 New Database = | = -
Selecta page I e
4 General ; e U b
28 Options
7 Filegroups Database name: |next|abs |
Owner: |:defa|.||t> | I:l
Database files:
Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
nextlabs Rows ... PRIMARY 4 By 1 MB, Unlimited
Log Mot Applicable 1 By 10 percent, Unlimited
Connection
Server:
SGLServer
Connection:
SQLSERVERAdministrator
ﬂj View connection properties
Progress
Ready < m >
[ ok || cance |
169
170 4. Click on the menu box next to Security to begin the process for creating a new login for the
171 new NextlLabs database's administrator.
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s Microsoft SOL Server Management Studio (Administrator) = | = -
File Edit View Debug Tools Window Help
PGl S @ | A Newauey (305 5| 4 B9 -0 -3-5 (@ » L
Object Explorer v X
Connect~ 33 3l m T [2] \H
= LB SQLServer (SOL Server 11.0.5058 - SOLSERVER\Ad
# [ Databases
= [ Security
[z} Logins
% [ Server Roles
# 1 Credentials
+ [ Cryptographic Providers
= C3 Audits
+ [ Server Audit Specifications
+ [ Server Objects
+ [ Replication
# 1 AlwaysOn High Availability
e
£

+ 1 Management
3 Integration Services Catalogs
[ SQL Server Agent (Agent XPs disabled)

< m [ >

172
173 5. Right-click Logins. Left-click New Login.
174 6. Click on SQL Server authentication, and enter a new Login name and Password.
g Login - New (- [= [T
Selectapage 0 e I
“A General ; =cxt U Hep
% Server Roles
User Mapping Login name: |next|ab5 | Search
Securables = o
f Status () Windows authentication
(®) SQL Server authertication
Password: |uuuu |
Confirm password: |uuuu |
["] Enforce password palicy
) Mapped to certificate
) Mapped to asymmetric key |
c - [ Map to Credential
Server: Mapped Credentials Credential Provider
SQLServer
Connection:
SQLSERVER Administrator
2 View connection properties
Progress
Ready Default database: |next|ab5 b |
Default language: | <default> ¥ |
[ ok || cance |
175
176 7. Click the menu box next to Logins. Right-click on the new user created in the previous step.
177 Click Properties.
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Lin Microsoft SOL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help
Pl - S e | L NewQuey [y PR R | 4 Ga B9 -0 - L5 [

Object Explorer v X
Connect~ 3 3 m 7 [£] ;
# [ Databases ~
= 3 Security
= 1 Legins

&, #2M5_PolicyEventProcessingLogin
&, #2M5S_PolicyTsqlExecutionLogings
A ABAC\sharepointadmin

A ABAC\SOLAdmiIn

& MNew Legin...
A NT 4 . .
A NTS Script Login as 3 !
A NTS Policies 4
& NTS Facets
A NTS
My sa Start PowerShell
& soL T e
oh

Report 3

+ [J Server R it A
£ L Rename

BE |

Refresh
Properties

8. Click on User Mapping, then New Database. Under Database role membership for:

[database_name],

check the box next to db_owner.

Server Roles
User Mapping
Securables
&7 Status

Connection

Server:
SQLServer

Connection:
SQLSERVER\Administrator

2 View connection properties

Progress
Ready

BE |

Login Properties - nextlabs
55 Seipt = [ Help
Users mapped to this login:

Map Database User
master

Default Schema |

model

nextlabs dbo I:l

SharePoint_AdminCon...
SharePoint_Corfig
Social DB

Sync DB

tempdb

noOoooROOod

Database role membership for: nestlabs

db_accessadmin
db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_derydatawriter
db_owner
db_securityadmin
public

3

ok || Cancel
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1827.3.1.3 Install and Configure the NextLabs Control Center

183 Complete standard Control Center installation per NextLabs documentation available to

184 customers, using the following steps:

185 1. Go to your Desktop or other known location where the required NextLabs Control Center
186 installation files are stored. Example:

187 C:\Users\Administrator\Desktop\NextLabs\Platform\7.5.0.0\

188 a. Note the location of the required license.dat file which will be needed later; example:
189 C:\Users\Administrator\Desktop\NextLabs\Platform\License\license.dat

190 2. Right-click on ControlCenter-64-7.5.0.0-64-201410211146.zip and select Extract All from
191 the floating menu. Wait for the files to be extracted.

192 3. Double-click to open the ControlCenter-64-7.5.0.0-64-201410211146 folder.

BN 7.5.00 [ [=
Home Share View - o

© ~ | L » Platorm » 7500 » v & | [ Search 7500 2|
;S —— ki MName - Date modified
B Desktop [ | ControlCenter-64-7.5.0.0-64-201410211146 2/27/2015 1:48 PM
4+ Downloads 1) ControlCenter-64-7.5.0.0-84-20141 0211146.zip 10/21/2014 3:09 PM
15l Recent places 2. release artifacts 10/30/2014 3:06 PM
%] Thumbs.db 11/13/2014 2:37 PM
18 This PC =
m Desktop
| Documents
& Downloads
o Music
=| Pictures
& Videos
&y Local Disk (C:) z = 5
ditems 1 item selected H==| =]

193
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194 4. Right-click on ControlCenterServer-setup.exe, and select Run as administrator.

I ED Application Tools ~ ControlCenter-64-7.5.0.0-64-20... I;Ii-
Home Share View Manage v 0

~

:(-) - T| , « 7.5.00 » ControlCenter-64-7.5.0.0-64... W C,:| | Search ControlCenter-64-7.5.... 0@ |

S

Ll MName Date modified Type

0 Favorites

B Desktop B ControlCenterServerDAC-setup.exe /2014 406 PM  Application
4 Downloads [E ControlCenterServer-setup.exe Open on
i.'J Recent places - S
) ¥ Run as administrator
- = Troubleshoot compatibili
18 This PC = ey
Pin to Start
jm Desktop inte >ta
‘| Documents Share with 3
& Downloads Pin to Taskbar
J' Music Restore previous versions
= Pictures Send to »
“E Videos it
i Local Disk (C) < . Fa
2items  1item selected 323 MB Cronte=hareut

Delete
Rename
Properties
195
196 5. Click Next.
) Control Center Server - Installation
Welcome to the Installation Wizard for Cont rOI
Control Center Server ce nter
The Installation Wizard will install Control Center Server on
your computer, To continue, dick Next.
WARNING: This program is protected by copyright law and
international treaties.
< Back MNext = | | Cancel
197
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198 6. Select | accept the terms in the license agreement, then click Next.

License Agreement

Please read the following license agreement carefully. ce nter

NextLabs
Software License Agreement

IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT CAREFULLY.‘
BY CLICKING ON THE "ACCEPT" BUTTOMN BELOW, CUSTOMER,
ACKNOWLEDGES THAT CUSTOMER HAS READ THIS AGREEMENT,
UNDERSTANDS IT. AND AGREES TO BE BOUND BY IT. IF CUSTOMER|
DOES NOT AGREE TO ANY OF THE TERMS BELOW, NEXTLABS IS|
UNWILLING TO LICENSE THE SOFTWARE AND DOCUMENTATION TO

w
ACOEAT  DUITTAR DELAMAl T DISCARTIMIE . TUS IMSTALL ATIO L

(®) T accept the terms in the license agreement
(0 1 do not accept the terms in the license agreement

199
200 7. Click Next.
Destination Folder
Cick Mext to install to this folder, or dick Change
to install to another folder.
Install Control Center Server to:
C:\Progrzm Files\NextLabs\Policy Server
201
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202 8. Select the Complete setup type. Then, click Next.

Sewwe o Cotrol @‘

Choose the setup type that best suits your needs, Ce nter

Please select a setup type.

® Complete
All program features will be installed. (Requires the most disk.
space.)

) Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

203
204 9. Enter the location of the license file in the License File Location field, or click Change to
205 navigate to its location in Windows File Explorer. Click Next.
206 Example location: C:\Users\Administrators\Desktop\Platform\7.5.0.0\
207 ControlCenter-64-7.5.0.0-64-201410211146\license.dat
License File Location Con't rol ‘
Center @
Please locate the license. dat file required for installing Control Center Server, If
you have not obtained this file, please cancel the installation and contact
Mextlabs to request for a license file,
1 \Users\Administrator\Desktop \Platform'7, 5.0.0'Contro Change...
208
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209 10. In the configuration wizard Super User password screen, enter a Password for the built-in
210 administrative user for all Control Center Server applications. Click Next.

Super User Password CO n't rol
Center

Enter the Administrator password. The Administrator is the built-in administrative user for all
Control Center Server applications.

Administrator Login Name:

|Adminish’amr

Password:

Please confirm your password:

211

212 11. At the SSL Certificate Password screen, enter a Password to access the SSL certificates for
213 the Control Center Server. Click Next.

SSL Certificate Password CO nt rol
Center

Please enter a password to access the 551 certificates for Control Center Server,

Password:

Please confirm your password:

214
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215 12. At the Encryption Key Store Password screen, enter a Password to access the Encryption
216 Key Store for the Control Center Server. Click Next.

Encryption Key Store Password CO nt rol
Center

Please enter a password to access the Encryption Key Store for Control Center Server,

Password:

Please confirm your password:

217
218
Control
Center
Enter the source domain to authenticate Control Center Server application users, If
you don't want to use integrated Windows authentication, dick on Skip. You can
change this configuration at a later time.
Domain MName: |
Domain Controller: I
(e.g. dc=bluejungle)
(e.g. jsmith)
219
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220 14. At the Control Center Server Database Location screen, select Store in an external Sql
221 Server database instance. Click Next.
) Control Center Server - Installation -

Control Center Server Database Location Co n‘t ro I |
Center

() Let Control Center Server handle this data

Control Center Server will store all data in its internally managed
database. This option is only recommended for software evaluation and
very small size deployments.

() Store in an external PostgreSQL database instance

y “j Control Center Server will store all data in an external Postgres

g database. You will need to provide a connect string and valid
credentials to this database. This option is recommended for small to
medium size deployments,

() Store in an external Orade database instance

Control Center Server will store all data in an external Orade database.
‘fou will need to provide a connect string and valid credentials to this
database. This option is recommended for medium to large size
deployments,

(®) Store in an external Sgl Server database instance

Control Center Server will store all data in an external Sqgl Server
database. You will need to provide a connect string and valid
credentials to this database. This option is recommended for medium to
large size deployments.

< Back " Next > | | Cancel
222
223 15. At the SQL Server Settings screen, do the following:
224 a. Specify the Connect String, including the name of the new SQL database created.
225 Example: nextlabs
226 b. Specify Username (non-Super User) and Password.
227 c. Click Next. Note: If the error Connection to the SQL database could not be established
228 properly appears, it may help to restart the SQL Server.
) Control Center Server - Installation -
PO Servensctong: Control .
Center @

Please enter the Sgl Server settings below.

Connect String:

lsqlserver:fﬂocalhost: 1433;DatabaseMame =nextiabs;

Username:

|nextiabs

Password:

|| LI T LT

< Back || Next > | | Cancel

229
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230 16. At the Port numbers window, the default port numbers are already entered: Web service
231 port number: 8443, Web application port number: 443. Click Next.

Control
Center _
Control Center Server is going to use the following ports. If needed, you can change the port
numbers below.

Web service port number:

Web application port number: |443

232
233
Control Cc ‘
Center
In order for Control Center Server to send email notifications, please enter the location of your
mail server, If required, please enter valid credentials to access the mail server,
Mail server location: Mail server Port:
234
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235 18. At the Ready to Install the Program screen, click Install.

) Control Center Server - Installation -

Ready to Install the Program CO nt ro I
The wizard is ready to begin installation. ce nter ,@

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

| < Back ” Install | | Cancel |
236
237 19. At the Installation Wizard Completed screen, click Finish.
) Control Center Server - Installation -
Installation Wizard Completed Control @
Center Lbd
The Installation Wizard has successfully installed Control
Center Server.
Click Finish to exit the wizard.
To start Control Center Server, please go to the services
control panel and start the Control Center Server Service once
the import process completes,
< Back Cancel
238
239 20. Open an Internet browser and navigate to the following URL:
240 https://localhost/administrator to login to the Control Center Administrator web
241 application.
242 a. If a security certificate warning comes up, click Continue to this website.
243 b. Enter the Administrator (Super User) Username and Password.
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244 c. Click Login.

= (O -
|| (2 Control Center Administrat... | | ok ‘fé}

~

NEXTLABS

Administrator Login

Username: Administrator

Password: esesssse| -
Login
W

245
246 21. Once logged into the Control Center Administrator web application in your browser, you can
247 verify that the NextLabs Control Center is installed and configured correctly on the SQL
248 Server, and view the following information:
249 a. Fully qualified domain name (FQDN) of the server hosting the NextLabs Control Center.
250 Example: SQLServer.ABAC.TEST
251 b. Services running on the host server, including but not limited to:
252 i. Intelligence Server
253 ii. Dynamic Access Control
254 iii. Key Management Server
255 iv. Management Server
256 v. Policy Management Server
257 For more information about these or other services running continuously via
258 NextLabs Control Center on the SQL Server, please refer to NextLabs support
259 documentation.
260 c. Port via which the above services are running. Example: 8443, default for web services
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261 d. For each of the listed services, the default heartbeat period is 60 minutes, and can be
262 modified via the Administrator (See step 22).

2 Control Center Administrat... * ri

NEXTLABS' ) a
| Status H Users And Roles H Palicy Enforcer Configuration Logged n 3 AGminetEce | logout | enengs passcr | nem
Status Overview | Palicy Enforcer Status
Status Overview
EEET ...
Lastupdared-8:35 AW
Server Type Host Port Last Hearibeat
Policy Enforcer Status (Last24 Hours) 7 =
Polty 2hforcas iol SOLSERVER ABAC TEST dac 'S"::':}eme SQLSERVER ABAC TEST 8443 ;f';:;i‘:s
connecting £
Punam Jun 30, 2015 -
Policy Consistency SOLSERVER ABAC. TEST_ddac Access SOLSERVERABACTEST 8443 e
Policy enforcers with out-of- o Control o
date policy Koy
- SOLSERVER ABAC TEST dims Managsment SQLSERVER ABAC TEST segp iR
T — st ey ' S
Server
Lastupdared-8:35 AW =
[ SQLSERVER ABAC.TEST_dem Enroliment SOLSERVERABACTEST 8443 Jun30.2015
Policy Enforcers Manager 834:17 AM
Deskiop Enforcers ICENet Jun 30, 2015 -
e 0 SOLSERVER ABAC. TEST_abs i SOLSERVERABACTEST 8443 S
Portal Enforcers Registered 1 Management Jun 30, 2015 -
S SQLSERVER ABAG TEST_tms ot SOLSERVERABACTEST 8443 T
File Server Enforcers 0 Policy
Registered SQLSERVER ABAC.TEST_dpms Management SQLSERVER ABAC TEST 8443 ;?;4-3501; f&‘[s - v
263 ESSSE
264 22. Click on the Policy Enforcer Configuration tab. The default Profile to open is the Desktop
265 Enforcer Portal, with the Settings sub-tab defaulted also open. To change the heartbeat
266 frequency for testing or debugging purposes, edit the Heartbeat Frequency field (minimum
267 time is 1 minute). Click Save.
| (& Control Center Administrat... *
NEXTLABS'
| status | vsersandRoles | Policy Enforcer Configuration | Logget i 36: Adminettoe | logout | ehange passwond | nelp
Deskiop Enforcer File Server Enforcer Portal Enforcer
Deskiop Enforcer Profiles Desktop Enforcer Default Profile
Deskiop Enforcer Default Profile Settings | Hosls |
= Tite
ICENet Server [hitps:/SQLSERVER ABAC TEST-2443/dabs v |- o -
Heartbeat Frequency [1__ Jhours V]
Audit Log Upload Frequency [30  |seconds V]
Max Log Size MB
Enable Push: [ Default Port{2000 |
i ive Password
Confirm Password l:l
[(Save || Cancel |[Reset |
©2000-2014 NextLsbs. Inc. All ights Reserved.
268
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xs 7.4 Installation and Configuration of NextLabs Policy
270 Studio: Enterprise Edition (PAP)

o1 7.4.1 Installation

272 Complete the standard Policy Studio installation per NextLabs documentation available to
273 customers using the following steps:
274 1. Onthe SQLServer, go to your Desktop or other known location where the required NextLabs
275 Policy Studio installation files are stored. Example:
276 C:\Users\Administrator\Desktop\NextLabs\
277 2. Right-click on PolicyStudio-setup64-7.5.0.0-10-201410291227.zip and select Extract All.
278 Wait for files to be extracted.
VIR Nextlabs B |
Home Share View . 0
-t} - T| ;v Mextlabs » ] O| | Search MextLabs o |
4 Favorites (= Name = Date modified

B Desktop | . Platform

& Downloads ) PolicyStudio-setup64-7.5.0.0-10-201410281227 A

| Recent places EN PolicyStudio-setupf4-7.5.0.0-10-201410291227.zip 10

18 This PC |E

pu Desktop

©| Documents

& Downloads

o' Music

= Pictures

H Videos

i Local Disk (C) | = H

3 items

279
280 3. Double-click to open the PolicyStudio-setup64-7.5.0.0-10-201410291227 folder.
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281 4. Right-click on PolicyStudio-setup.exe and select Run as Administrator.
Application Toaols |
Home Share View Manage b 0
®© = 1 [l » Next.. » PolicyStudio-setupsd-7.5.0.0.. v | [ search PolicyStudio-setupéd-... 2 |
¢ Favorites _.A_ MName & Date modified Type
B Desktop PolicyStudio-setup.exe 10/29/2014 438 PM  Application
H, Downloads
“El Recent places
18 This PC
i Desktop
| Documents
H, Downloads
U Music
EI Pictures
I Videos
iy Local Disk (C) I
Titem  1item selected '.-"69 MEB
282
283 5. At the Welcome to the Installation Wizard for Policy Studio screen of the Policy Studio
284 Installation Window, click Next.
Welcome to the Installation Wizard for
Policy Studio
The Installation Wizard will install Policy Studio on your
computer, To continue, dick Next.
WARNING: This program is protected by copyright law and
international treaties.
285
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286
287

6. Atthe License Agreement screen, select | accept the terms in the license agreement, and

click Next.
License Agreement Control
Flease read the following license agreement carefully. Ce nter
PLEASE READ THIS AGREEMENT CAREFULLY ij
NextLabs, Inc. Software License Agreement

IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT CAREFULLY.
BY CLICKING ON THE "ACCEPT" BUTTON BELOW, CUSTOMER v
(®) I accept the terms in the license agreement
(0 1 do not accept the terms in the license agreement
InstallShield

288

289

Control @‘

Destination Folder
Center

Click Next to install to this folder, or dick Change to

install to another folder.

Install Policy Studio to:

C:\Program Files\MextLabs\Policy Studio,

InstallShield

290
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291 8. At the Policy Management Server Location screen, enter the default location
292 localhost:8443. Click Next.

Control
Center

Policy Management Server location:

localhost:a443|

InstallShield

293
294
Policy Author Key Store Password
Flease enter a password to access the Policy Author Key Store for Policy Studio.
Password:
|| LIl
Flease confirm your password:
|| LI T LT
295
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296 10. At the Ready to Install the Program screen, click Install.

Readvtnlnstallthergra | On'tro] @‘

The wizard is ready to begin installation. Ce nter

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

297
298
Installation Wizard Completed
The Installation Wizard has successfully installed Policy Studio.
Click Finish to exit the wizard.
299
300 12. In Windows Explorer, find and open the policystudio.exe application file.
301 a. Double-click the C:/ drive.
302 b. Double-click Program Files.
303 c. Double-click NextLabs.
304 d. Double-click Policy Studio.
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e. Double-click policystudio.exe.

File Home Share View N e
@ * T |b « Local Disk (C:) » Program Files » MextLabs » Policy Studio » v & | | Search Policy Studio o |
B Desktop ™ Name i Date modified Type Size Lo
8§ Downloads [
% an:af |, configuration 7/2/2015 458 PM File folder
eempees 15 Wi 7/2/2015457PM  File folder
8 This PC L . plugins 7/2/20154:57 PM File folder =
I Li D's i | security 77272015 4:57 PM File folder
_E Des op | workspace 2/27/2015 216 PM File folder
! ts
B Docurrer;s __| eclipseproduct 10/28/201412:35...  ECLIPSEPRODUCT... 1KB
0. '{JW.H i E ) policystudio.exe 10/26/201412:35...  Application 53 KB ~
7 items EEE =

13. In the Control Center Policy Studio window, enter a User Name and Password to connect to

the Policy Management Server

Connect to Policy Management Server

User Narme: | Administrator

Password: | .I..I..Il

Policy Management Server: | localhost:3443

14. If the connection is successful, the Control Center Policy Studio - Policy Author window will

open.

a. Policies are defined and deployed in this interface, to be covered in chapter 8.

File Edit Tools Actions Window Help

Poides

[NewPolicy | [New Folder]| | <1 <[[search]

Computers

| enter search terms |I'Saalth|

_—
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3147.5

315

316 /.9.1

317
318

319
320
321

322
323

324
325

326
327

328

Installation and Configuration of Policy Controller

(PDP)

Installation

To complete standard Policy Controller installation per NextLabs documentation available to

customers, use the following steps:

1.

On the SharePoint Server, go to your Desktop or other known location where the required

NextLabs Policy Controller installation files are stored. Example:

C:\Users\Administrator\Desktop\SharePoint\

Right-click on PolicyController-CE-64-7.0.1.0-1-201405191624.zip and select Extract All

from the floating menu. Wait for files to be extracted.

Double-click on PolicyController-CE-64-7.0.1.0-1-201405191624 folder to open it.
Double-click CE-PolicyController-setup64.msi to begin installation.

At the Welcome to the InstallShield Wizard for NextLabs Policy Controller Installation

screen, click Next.

) MextlLabs Policy Controller - InstallShield Wizard .

Welcome to the InstallShield Wizard for
NextLabs Policy Controller

The Installshield(R) Wizard will install NextLabs Policy Controller
on your computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back Mext = | | Cancel
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329 6. Atthe License Agreement screen, select | accept the terms in the license agreement and
330 click Next.
) MextlLabs Policy Controller - InstallShield Wizard
License Agreement Cont rol @
Fl d the following li t
c:rn;sfﬁlll;lea e lowing license agreemen’ ce nter ____.

PLEASE READ THIS AGREEMENT CAREFULLY

NextLabs, Inc. Software License Agreement

IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT CAREFULLY.
BY CLICKING ON THE "ACCEPT" BUTTON BELOW, CUSTOMER -

(®) I accept the terms in the license agreement

(0 1 do not accept the terms in the license agreement

InstallShield
< Back ” Mext = | | Cancel
331
332 7. At the Destination Folder screen, click Next.
) MextlLabs Policy Controller - InstallShield Wizard .
Destination Folder Control @
Click Next to install to this folder, or dick Ch
tt:uI inst:IThD algisfferent f\;slder. e e ce nter —
Install NextLabs Policy Controller to:
C:\Program Files\MextLabs,
InstallShield
< Back ” Mext = | | Cancel
333
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8. At the ICENet Server Location screen, enter the default ICENet Server Location:

sqlserver:8443. Click Next.

ICENet Server Location

ICENet Server location:

) MextLabs Policy Controller - Installation .
Control

Please specify the location of the ICENet Server,

Center @

sqlserver:5443|

InstallShield

< Back

| | Mext = | | Cancel

9. At the Ready to Install the Program screen, click Install.

) MextlLabs Policy Controller - InstallShield Wizard .
Ready to Install the Program Co n‘t ro I
The wizard is ready to begin installation. Ce nter @

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back ” Install | | Cancel
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339 10. At the InstallShield Wizard Completed screen, click Finish.

) MextlLabs Policy Controller - InstallShield Wizard .

InstallShield Wizard Completed

The Installshield Wizard has successfully installed NextLabs
Policy Controller. Click Finish to exit the wizard.

[[] show the Windows Installer log

< Back Cancel

340
341 11. In the window that immediately opens, click Yes to restart the computer, or click No to wait
342 and restart after installing the PEP (see section 7.6, Installation and Configuration of

343 NextLabs Entitlement Manager for SharePoint Server).

« (.6 Installation and Configuration of NextLabs
35 Entitlement Manager for SharePoint Server

u6 7.6.1 Installation and Configuration

347 Note: Prior to installing the Entitlement Manager for SharePoint Server, it is necessary to install
348 the NextLabs Policy Controller on the SharePoint Server. If you have not already installed the
349 Policy Controller, please refer to section 7.5 before proceeding.

350 7.6.1.1 Verify that a Web Application Site and Site Collection Already Exist in SharePoint

351 1. Onthe SharePoint Server, open an Internet browser and navigate to the following URL:
352 http://sharepoint:44444/default.aspx to login to the SharePoint Central Administration
353 portal.
354 2. Enter the User Name and Password for your SharePoint Central Administration account,
355 and click OK.
Authentication Required -
Q_. Enter username and password for http://sharepoint:44444

User Narme: |SharePointAdmin |

Password: |uuuuuuuo| |

ok || Cancel

356
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3. Atthe Central Administration page, click on Manage web applications under Application
Management.

| B Home - Central Administra... % | +

il @ sharepoint 44444/ default.aspx

SharePoint

BROWSE PAGE

Central Administration

Application
Management

System Settings & | Application Management g System Settings

L‘: Manage web applications \{i Manage servers in this farm
Monitaring Create site collections ¥ Manage services on server
Backup and Restore Manage service applications Manage farm features

Manage content databases Configure alternate access mappings

Security
Upgrade and Migration n Monitoring 5;&[ Backup and Restore
General Application %I Review problems and solutions I & Pperform a backup
Settings Check job status =2 Restore from a backup

. Perform a site collection backup
Apps

4. If they do not already exist, create a default Web Application site and add it to a basic Site
Collection in SharePoint via Central Administration (See Chapter 4).

[T—— « =

€ B A vunpone . i - a0 9 &+ #n

SharePoin Mewieed  OneDeive  Sies

Install NextLabs Entitlement Manager for SharePoint Server

Complete the standard Entitlement Manager for SharePoint Server installation per NextLabs
documentation available to customers using the following steps:

1. On the SharePoint Server, go to your Desktop or other known location where the required
NextLabs Policy Controller installation files are stored. Example:
C:\Users\Administrator\Desktop\SharePoint\

2. Right-click on SharePointEnforcer-2013-64-7.1.3.0-7-201410101427.zip and select Extract
All from the floating menu. Wait for the files to be extracted.

3. Double-click on the SharePointEnforcer-2013-64-7.1.3.0-7-201410101427 folder.
4. Double-click on SharePointEnforcer-2013-64-7.1.3.0-7.msi to begin the installation.
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373 5. Atthe Welcome to the InstallShield Wizard for NextLabs Entitlement Manager for MicroSoft
374 SharePoint screen, click Next.
) MextlLabs Entitlement Management - InstallShield Wizard

Welcome to the InstallShield Wizard for
Nextlabs Entitlement Manager for Microsoft
SharePoint

The Installshield(R) Wizard will install NextLabs Entilement
Manager for Microsoft SharePoint on your computer, To
continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

Mext = | | Cancel

375

376 6. At the License Agreement screen, select | accept the terms in the license agreement and
377 click Next.

) MextlLabs Entitlement Management - InstallShield Wizard .

License Agreement

L]
Please read the following license agreement carefully. N E xT L A B s

PLEASE READ THIS AGREEMENT CAREFULLY

NextLabs, Inc. Software License Agreement

IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT CAREFULLY.
BY CLICKING ON THE "ACCEPT" BUTTON BELOW, CUSTOMER “

(®) I accept the terms in the license agreement

(0 1 do not accept the terms in the license agreement

InstallShield

< Back ” Mext = | | Cancel

378
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379 7. At the Ready to Install the Program screen, click Install.

) MextlLabs Entitlement Management - InstallShield Wizard .
Ready to Install the Program

The wizard is ready to begin installation. N E xT L A B sw

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back ” Install | | Cancel
380
381 8. At the InstallShield Wizard Completed screen, click Finish.
) MextlLabs Entitlement Management - InstallShield Wizard .

InstallShield Wizard Completed

The Installshield Wizard has successfully installed NextLabs

Entittlement Manager for Microsoft SharePoint. Click Finish to

exit the wizard,

[[] show the Windows Installer log

382
383 9. Afterinstalling the IIS server must be reset:
384 a. Click on the Windows icon and begin typing the word PowerShell
385 b. When the Windows PowerShell application icon appears, double-click on the icon to
386 open the Windows PowerShell
387 c. From within the Windows PowerShell window, type in this command and press Enter to
388 reset Internet Information Services: iisreset

389 7.6.1.3 Deploy Entitlement Manager for SharePoint Server to your SharePoint Farm

390 On the SharePoint Server, complete standard Entitlement Manager for SharePoint Server
391 deployment per NextLabs documentation available to customers using the following steps:
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392 1. On the SharePoint Server, click the Start icon to see the applications pinned to the Start
393 menu.

Administrator A

LY

Internet
Infermation..

394 Desitop
395 2. Click on the NextLabs Entitlement Manager for SharePoint Server Deployment icon.

396 a. This shortcut is automatically pinned during the initial installation. In case the shortcut
397 is not created automatically, the application can be opened from File Explorer at the
398 location: C:\Program Files\NextLabs\SharePoint

399 Enforcer\bin\NextLabs.Entitlement.Wizard.exe

400 3. At the Welcome to NextLabs Entitlement Manager for Microsoft SharePoint Deployment
401 wizard screen, click Next.

MextlLabs Entitlement Manager for Microsoft SharePoint

Welcome to

Nextlabs Entitement Manager for Microsoft SharePoint Deployment wizard

This wizard will guide you through the process of deploying or removing the NextLabs Entitlement Manager
for Microsoft SharePoint to your SharePoint Farm. Click Mext to begin.

Ned | [ Cancel

hitp:/iwww. nextlabs . com/

402
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403 4. At the System Check screen, after the system check is complete, click Next.

MextlLabs Entitlement Manager for Microsoft SharePoint

System Check

Step 1 of 3. Verifying system configuration to ensure successful installation.

Microsoft SharePoint Foundation is installed.

Microsoft Office SharePoint Server is installed.

You have pemission to install and deploy ShareFoint solutions.

The SharePoint Administration service is started.

The SharePoirt Timer service is started.

MextLabs. Entitlement wsp solution file found.

MextLabs Entitlement Manager for Microsoft SharePoint is not deployed.

0000000

All checks succeeded. Click Next to proceed.

Previous | | Next | | Cancel |
fwowew nextlabs .com/
404
405 5. At the Farm Deployment Targets screen, select the applicable web application on which to
406 deploy.
407 a. Note: if there is only one entry listed, i.e., http://sharepoint:44444/Central
408 Administration, no web applications have been created. In that case, refer back to
409 section 7.6.1.1 or chapter 4.
MextlLabs Entitlement Manager for Microsoft SharePoint
Farm Deployment Targets @
Step 2 of 3. Selectthe web application targets for deployment.
Web Applications:
http://sharepoint-dev 44444/ (Central Administration)
http://sharepoint-dev/  (SharePoint - 80)
Click MNext to deploy solution.
Previous | | Next | | Cancel
hitp:/iwww. nextlabs . com/
410
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411

412

413

414

4157.6.1.4
416

417
418
419

6. At the Deploying Step 3 of 3 screen, click Next.

Deployling

Step 3 of 3. Deploy Solution.

| Previous || Next | | Close |

hitp:/iwww. nextlabs . com/

7. At the Successful Deployment Completed screen, click Close.

Deployment Successfully Completed @

Details:

“==* SOLUTION DEPLOYMENT ===
SHAREPOINT-DEV : hitp://sharepoint-dev:44444/ - The solution was successfully deployed.
|SH:\F{EF‘OINT—DE\lr : hitp://sharepoint-dev/’ : The solution was successfully deployed.

Previous || o | | Close

hitp:/iwww. nextlabs . com/

Enable Policy Enforcement on your Web Application via SharePoint Central
Administration

1. Onthe SharePoint Server, open an Internet browser and navigate to the following URL:
http://sharepoint:44444/default.aspx to login to the SharePoint Central Administration
portal.
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2. Enter the User Name and Password for your SharePoint Central Administration account,
and click OK.

o

User Narme: | SharePointAdmin

Enter

3. Click on the NextLabs Entitlement Manager icon.

al

EROWSE

B Home - Central Administra.., %
& @ sharepoint-dev 44440 default.asps

ﬂ Runabout SharePaint ..

PAGE

aJ

4

+

€ || Q seorch

Office 365
Configure Yammer
Configure OneDrive
and Sites links

Configuration
Wizards

9

MONTOr ApPS

Nextlabs
Entitlernent
Manager
Enable or disable
policy
enforcement
Prejpare site for
export or backup
Configure search
trimmeng
Configure
Metiabs Rights
Management
View status

€7 SHARE

System Account = # ?

[}

=)

-
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425 4. Inthe page that opens, scroll down to verify that the correct Web Application is chosen and
426 the service is Enabled.

J (1] MestLabs Entitiemnent Man... = \_ili: : -
€ | @ sharepoint-ev 41 layouti 15 FemureMansgeuFeatureControliers || O\ Secre "B U 3+ A =
B Runsboit SharePoint .
Central Administration NextLabs Entitlernent Management - Enable or disable policy
> enforcemant
Administration of Nextlabs Enttfement in SharePaint
Description
Web Application +
Web Application SharePaint - B0 - hitp:/fsharepoint-dev)
Select Web Applaatien "
o Activate Peb d Y fault
aibe Poboy Enforcement by Defalt, Al rew bl Acthaata Polley Erforoamiert by Dt
tion vell be protected by polcy enforcement.
Ypdate successfully ot S/4/2018 41748 BM
Overview
Select the sie cobertion(s) Shat you want to operate.
= sharepoint-dev
[Site Collection
[ Update ] Renen | =
427

2 (.7 Functional Tests

1207.7.1 Verify that the NextLabs Webpart for Policy Enforcement has
430 Successfully Been Enabled on the Site Collection in SharePoint

431 1. Similar to section 7.6.1.4, complete the following steps to login to SharePoint Central
432 Administration:

433 a. Click on the Start icon.
434 b. Click the NextLabs Entitlement Manager for SharePoint icon.
435 c. Open SharePoint Central Administration and login as Administrator.
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2. Click on Enable or disable policy enforcement under the NextLabs Entitlement Manager

webpart.

e _} B hitp://sharepoint: 44444/ default.aspx D - & || @ Home - Central Administra... X i

SharePoint Newsfeed OneDrive SHAREPOINT\Administrator~ £ 2

BROWSE PAGE

Configure send fo
connections
Configure content
deployment paths
and jobs

Manage form
templates

Office 365
Configure Yammer

Configure OneDrive
and Sites links

++ Configuration
Wizards

—

) SHARE

Apps
Manage App
Catalog
Manage App
Licenses
Monitor Apps

Nextlabs
Entitlement
Manager
Enable or disable
policy
enforcement
Prepare site for
export or backup
Configure search
trimming
Configure
MNextLabs Rights
Management
View status

3. Scroll down to the Web Application area to verify that the Entitlement Manager is activated

for the correct SharePoint web application.

MNextLabs Entitlement Management can be

on web ication or site
collection.Just select the web application and/or
site collection that you want to operate and dlick
Update to change.Click Disable to disable policy
enforcement on the selected web application.

‘Web Application
Select Web Application
If you check Activate Policy Enforcement by

Default. All new created site collection will be
protected by policy enforcement.

Overview

Select the site collection(s) that vou want to
operate,

Web Application [SharePoint - 80 - http://sharepoint/

[¥] Activate Policy Enforcement by Default

[] Disable Policy Enforcement on the web application

Update successfully at 6/4/2015 2:47:42 PM

E-@SharePoint - B0 - http://sharepoint/
Relying Party Inc - root site (Site Collection)
relyingparty (Site Collection)
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127.7.2 Test to Verify the NextLabs Service is Running

443

444

445

446

447

448

Click on the Windows Start icon.

Start typing the word Services.

Click on the Windows Services icon to open the list of running services.

Look for the NextLabs Policy Controller service called Control Center Enforcer Service.

Verify that the status is Running.

Eile Action Miew Help

G | B A now
5, Services (Local) Name -