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The National Institute of Standards and Technology (NIST) Cybersecurity Practice Guide explains how
the Manufacturer Usage Description (MUD) Specification (Internet Engineering Task Force [IETF]
Request for Comments [RFC] 8520) can be used to reduce the vulnerability of Internet of Things (loT)
devices to botnets and other network-based threats as well as reduce the potential for harm from
exploited loT devices. It describes the logical architecture of a standards-based reference design for
using MUD, threat signaling, and employing software updates to significantly increase the effort
required by malicious actors to compromise and exploit loT devices on a home or small-business
network. It provides users with the information they need to replicate deployment of the MUD protocol
to mitigate loT-based distributed denial of service (DDoS) threats. The guide contains three volumes and
a supplement:

= NIST SP 1800-15A: Executive Summary — why we wrote this guide, the challenge we address,
why it could be important to your organization, and our approach to solving this challenge.

= NIST SP 1800-15B: Approach, Architecture, and Security Characteristics — what we built and
why, including the risk analysis performed, and the security control map.

= NIST SP 1800-15C: How-To Guides — instructions for building the example implementations
including all the security-relevant details that would allow you to replicate all or parts of this
project.

This document, Functional Demonstration Results, is a supplement to NIST SP 1800-15B, Approach,
Architecture, and Security Characteristics. The document describes the functional demonstration results
for four implementations of the reference design that were demonstrated as part of this National
Cybersecurity Center of Excellence (NCCoE) project. These implementations are referred to as builds:

=  Build 1 uses equipment from Cisco Systems and Forescout. The Cisco MUD Manager is used to
provide support for MUD, and the Forescout Virtual Appliances and Enterprise Manager are
used to perform non-MUD-related device discovery on the network.

= Build 2 uses equipment from MasterPeace Solutions Ltd., Global Cyber Alliance (GCA), and
ThreatSTOP. The MasterPeace Solutions Yikes! router, cloud service, and mobile application
are used to support MUD, as well as to perform device discovery on the network and to apply
additional traffic rules to both MUD-capable and non-MUD-capable devices based on device
manufacturer and model. The GCA Quad9 DNS Service and the ThreatSTOP Threat MUD File
Server are used to support threat signaling.

= Build 3 uses equipment from CableLabs. CableLabs Micronets (e.g., Micronets Gateway,
Micronets Manager, Micronets mobile phone application, and related service provider cloud-
based infrastructure) supports MUD and implements the Wi-Fi Alliance’s Wi-Fi Easy Connect
protocol to securely onboard devices to the network. It also uses software-defined networking

Functional Demonstration Results: Supplement to NIST SP 1800-15B 1
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to create separate trust zones (e.g., network segments) called “micronets” to which devices
are assigned according to their intended network function.

= Build 4 uses software developed at the NIST Advanced Networking Technologies laboratory.
This software serves as a working prototype for demonstrating the feasibility and scalability
characteristics of the MUD RFC.

For a more comprehensive description of each build and a detailed explanation of each build’s
architecture and technologies, refer to NIST SP 1800-15B.

1.1 Objective

This document, Functional Demonstration Results, reports the results of the functional evaluation and
demonstration of Builds 1, 2, 3, and 4. For each of these builds, we defined a list of requirements unique
to that build and then developed a set of test cases to verify that the build meets those requirements.
The requirements, test cases, and test results for each of these four builds are documented below.

1.2 Functional Demonstration Activities

All builds were tested to determine the extent to which they correctly implement basic functionality
defined within the MUD RFC. Builds 1, 2, and 3 were also subjected to additional exercises that were
designed to demonstrate non-MUD-related capabilities. These additional exercises were demonstrative
rather than evaluative. They did not verify the build’s behavior for conformance to a standard or
specification; they were designed to demonstrate advertised capabilities of the builds related to their
ability to increase device and network security in ways that are independent of the MUD RFC. These
additional capabilities may provide security for both non-MUD-capable and MUD-capable devices.
Examples of this type of capability are device discovery, identification and classification, support for
threat signaling, and secure, automated onboarding of devices using the Wi-Fi Easy Connect protocol.

1.3 Assumptions

The physical architecture of each build as deployed in the NCCoE laboratory environment is depicted
and described in NIST SP 1800-15B. Tests for each build were run on the lab architecture documented in
NIST SP 1800-15B. Prior to testing each build, all communication paths to the IoT devices on the
network were open and could potentially be used to attack systems on the internet. For traffic to be
sent between loT devices, it was required to pass through the router/switch that served as the policy
enforcement point (PEP) for the MUD rules.

In the lab setup for each build, the following hosts and web servers were required to be set up and
available to support the tests defined below. On the local network where the loT devices are located,
hosts with the following names must exist and be reachable from an loT device that is plugged into the
local network:

Functional Demonstration Results: Supplement to NIST SP 1800-15B 2
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= unnamed-host (i.e., a local host that is not from the same manufacturer as the loT device in
question and whose MUD Uniform Resource Locator (URL) is not explicitly mentioned in the
MUD file of the loT device as denoting a class of devices with which the loT device is permitted
to communicate. For example, if device A’s MUD file says that it may communicate locally with
devices that have MUD URLs www.zzz.com and www.xxx.com, then a local host that has a
MUD file of www.gqgg.com could be unnamed-host.)

= anyhost-to (i.e., a local host to which the loT device in question is permitted to initiate
communications but not vice versa)

= anyhost-from (i.e., a local host that is permitted to initiate communication to the loT device
but not vice versa)

= same-manufacturer-host (i.e., a local host that is from the same manufacturer as the loT
device in question. For example, if device A’s MUD file is found at URL www.aaa.com and
device B’s MUD file is also found at URL www.aaa.com, then device B could be same-
manufacturer-host.)

On the internet (i.e., outside the local network), the following web servers must be set up and reachable
from an loT device that is plugged into the local network:

=  https://yes-permit-to.com (i.e., an internet location to which the loT device in question is
permitted to initiate communications but not vice versa)

= https://yes-permit-from.com (i.e., an internet location that is permitted to initiate
communications to the loT device but not vice versa)

=  https://unnamed.com (i.e., an internet location with which the loT device is not permitted to
communicate)

We also defined several MUD files for each build (provided in each build section below) that were used
to evaluate specific capabilities.

1.4 Document Conventions

For each build, a set of requirements and a corresponding set of functional test cases were defined to
verify that the build meets a specific set of requirements that are unique to that build. For evaluating
MUD-related capabilities, these requirements are closely aligned to the order of operations in the
Manufacturer Usage Description Specification (RFC 8520). However, even for MUD-specific tests, there
are tests that are applicable to some builds but not to others, depending on how any given build is
implemented.

For each build, the MUD-related requirements for that build are listed in a table. Each of these
requirements is associated with two separate tests, one using Internet Protocol version 4 (IPv4) and one
using IPv6. At the time of testing, however, IPv6 functionality was not fully supported by any of the
builds and so was not evaluated. The names of the tests in which each requirement is tested are listed

Functional Demonstration Results: Supplement to NIST SP 1800-15B 3
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203  inthe rightmost column of the requirements table for each build. Tests that end with the suffix “v4” are
204 those in which IPv4 addressing is used; tests that end with the suffix “v6” are those in which IPv6

205  addressing is used. Only the IPv4 versions of each test are listed explicitly in this document. For each
206 test that has both an IPv4 and an IPv6 version, the IPv4 version of the test, loT-n-v4, is identical to the
207 IPv6 version of the test, loT-n-v6, except:

208 = |oT-n-v6 devices are configured to use IPv6, whereas loT-n-v4 devices are configured to use
209 IPv4.

210 = |oT-n-v6 devices are configured to use Dynamic Host Configuration Protocol version 6

211 (DHCPv6), whereas loT-n-v4 devices are configured to use DHCPv4.

212 = The loT-n-v6 DHCPv6 message that is emitted includes the MUD URL option that uses Internet
213 Assigned Numbers Authority (IANA) code 112, whereas the loT-n-v4 DHCPv4 message that is
214 emitted includes the MUD URL option that uses IANA code 161.

215 Each test consists of multiple fields that collectively identify the goal of the test, the specifics required
216  to implement the test, and how to assess the results of the test. Table 1-1 describes all test fields.

217 Table 1-1: Test Case Fields

Test Case Field Description

Parent Requirement Identifies the top-level requirement or the series of top-level re-
quirements leading to the testable requirement

Testable Requirement Guides the definition of the remainder of the test case fields,
and specifies the capability to be evaluated

Description Describes the objective of the test case

Associated Test Case(s) In some instances, a test case may be based on the outcome of
(an)other test case(s). For example, analysis-based test cases
produce a result that is verifiable through various means (e.g.,
log entries, reports, and alerts).

Associated Cybersecurity Frame- Lists the Cybersecurity Framework Subcategories addressed by
work Subcategory(ies) the test case
loT Device(s) Under Test Text identifying which loT device is being connected to the net-

work in this test

Functional Demonstration Results: Supplement to NIST SP 1800-15B 4
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Test Case Field Description

MUD File(s) Used

Name of MUD file(s) used

Preconditions

Starting state of the test case. Preconditions indicate various
starting-state items, such as a specific capability configuration
required or specific protocol and content.

Procedure

Step-by-step actions required to implement the test case. A pro-
cedure may consist of a single sequence of steps or multiple se-
guences of steps (with delineation) to indicate variations in the
test procedure.

Expected Results

Expected results for each variation in the test procedure

Actual Results

Observed results

Overall Results

Overall result of the test as pass/fail

Each test case is presented in the format described in Table 1-1.

1.5 Document Organization

The remainder of this document describes the evaluation and demonstration activities that were
performed for Builds 1, 2, 3, and 4. Each build has a section devoted to it, with that section being
divided into subsections that describe the evaluation of MUD-related capabilities and the
demonstration of non-MUD-related capabilities (if applicable). The MUD files used for each build are

also provided.

Acronyms used in this document can be found in the Acronyms Appendix in NIST SP 1800-15B.

Functional Demonstration Results: Supplement to NIST SP 1800-15B 5
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226 1.6 Typographic Conventions

227  The following table presents typographic conventions used in this document.

Typeface/

Symbol Meaning Example

Italics file names and path names; For language use and style guidance, see
references to documents that the NCCoE Style Guide.

are not hyperlinks; new terms;
and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons, and fields

Monospace command-line input, onscreen | Mkdir
computer output, sample code
examples, status codes

Monospace Bold | command-line user input service sshd start
contrasted with computer
output

blue text link to other parts of the All publications from NIST’s NCCoE are
document, a web URL, or an available at_https://www.nccoe.nist.gov.

email address

Functional Demonstration Results: Supplement to NIST SP 1800-15B 6
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28 2 Build1

229 Build 1 uses equipment from Cisco Systems and Forescout. The Cisco MUD Manager is used to support
230 MUD and the Forescout Virtual Appliances, and Enterprise Manager is used to perform non-MUD-
231 related device discovery on the network.

232 2.1 Evaluation of MUD-Related Capabilities

233 The functional evaluation that was conducted to verify that Build 1 conforms to the MUD specification
234 was based on the Build 1-specific requirements defined in Table 2-1.

235 2.1.1 Requirements
236  Table 2-1: MUD Use Case Functional Requirements

Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-1 The loT DDoS example imple- loT-1-v4,
mentation shall include a loT-1-v6,
mechanism for associating a loT-11-v4,
device with a MUD file URL loT-11-v6

(e.g., by having the MUD-en-
abled loT device emit a MUD
file URL via DHCP, Link Layer
Discovery Protocol [LLDP],
or X.509 or by using some
other mechanism to enable
the network to associate a
device with a MUD file URL).

CR-1.a Upon initialization, the loT-1-v4,
MUD-enabled IoT de- loT-1-v6,
vice shall broadcast a loT-11-v4,
DHCP message on the loT-11-v6

network, including at
most one MUD URL,

in hypertext transfer
protocol secure

Functional Demonstration Results: Supplement to NIST SP 1800-15B 7
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

(https) scheme,
within the DHCP
transaction.

CR-1.a.1 The DHCP server loT-1-v4,
shall be able to re- loT-11-v4
ceive DHCPv4 DIS-
COVER and REQUEST
with IANA code 161
(OP-
TION_MUD_URL_V4)
from the MUD-ena-
bled loT device.

CR-1.a.2 The DHCP server loT-1-v6,
shall be able to re- loT-11-v6
ceive DHCPv®6 Solicit
and Request with
IANA code 112 (OP-
TION_MUD_URL_V6)
from the MUD-ena-
bled loT device.

CR-1.b Upon initialization, the loT-1-v4,
MUD-enabled IoT de- loT-1-v6,
vice shall emit the loT-11-v4,
MUD URL as an LLDP loT-11-v6
extension.

CR-1.b.1 The network service |loT-1-v4,

shall be able to pro- |loT-1-v6,

cess the MUD URL loT-11-v4,
that is received as an |loT-11-v6
LLDP extension.

Functional Demonstration Results: Supplement to NIST SP 1800-15B 8
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-2 The |oT DDoS example imple- loT-1-v4,
mentation shall include the loT-1-v6
capability for the MUD URL
to be provided to a MUD
manager.

CR-2.a The DHCP server shall loT-1-v4,
assign an IP address loT-1-v6
lease to the MUD-ena-
bled loT device.

CR-2.a.1 The MUD-enabled loT-1-v4,
loT device shall re- loT-1-v6
ceive the IP address.

CR-2.b The DHCP server shall loT-1-v4,
receive the DHCP mes- loT-1-v6
sage and extract the
MUD URL, which is
then passed to the
MUD manager.

CR-2.b.1 The MUD manager loT-1-v4,

shall receive the loT-1-v6
MUD URL.

CR-3 The IoT DDoS example imple- loT-1-v4,
mentation shall include a loT-1-v6
MUD manager that can re-
quest a MUD file and signa-
ture from a MUD file server.

CR-3.a The MUD manager loT-1-v4,

shall use the GET loT-1-v6
method (RFC 7231) to

Functional Demonstration Results: Supplement to NIST SP 1800-15B
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)
request MUD and sig-
nature files (per RFC
7230) from the MUD
file server and can val-
idate the MUD file
server’s Transport
Layer Security (TLS)
certificate by using
the rules in RFC 2818.

CR-3.a.1 The MUD file server |loT-1-v4,
shall receive the loT-1-v6
https request from
the MUD manager.

CR-3.b The MUD manager loT-2-v4,
shall use the GET loT-2-v6
method (RFC 7231) to
request MUD and sig-
nature files (per RFC
7230) from the MUD
file server, but it can-
not validate the MUD
file server’s TLS certif-
icate by using the
rules in RFC 2818.

CR-3.b.1 The MUD manager |loT-2-v4,
shall drop the con- loT-2-v6
nection to the MUD
file server.

CR-3.b.2 The MUD manager |loT-2-v4,
shall send locally de- |loT-2-v6
fined policy to the

Functional Demonstration Results: Supplement to NIST SP 1800-15B 10
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

router or switch that
handles whether to
allow or block traffic
to and from the
MUD-enabled IoT de-
vice.

CR-4 The |oT DDoS example imple- loT-1-v4,
mentation shall include a loT-1-v6
MUD file server that can
serve a MUD file and signa-
ture to the MUD manager.

CR-4.a The MUD file server loT-1-v4,
shall serve the file loT-1-v6
and signature to the
MUD manager, and
the MUD manager
shall check to deter-
mine whether the
certificate used to
sign the MUD file
(signed using distin-
guished encoding
rules [DER]-encoded
Cryptographic Mes-
sage Syntax [CMS]
[RFC 5652]) was valid
at the time of signing,
i.e., the certificate
had not expired.

CR-4.b The MUD file server loT-3-v4,
shall serve the file loT-3-v6
and signature to the

Functional Demonstration Results: Supplement to NIST SP 1800-15B 11
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case
Requirement

(CR-ID)

MUD manager, and
the MUD manager
shall check to deter-
mine whether the
certificate used to
sign the MUD file was
valid at the time of
signing, i.e., the certif-
icate had already ex-
pired when it was
used to sign the MUD

file.

CR-4.b.1 The MUD manager loT-3-v4,
shall cease to process |l0T-3-v6
the MUD file.

CR-4.b.2 The MUD manager loT-3-v4,
shall send locally de- |loT-3-v6
fined policy to the
router or switch that
handles whether to
allow or block traffic
to and from the
MUD-enabled IoT de-
vice.

CR-5 The loT DDoS example imple- loT-1-v4,

mentation shall include a loT-1-v6

MUD manager that can
translate local network con-
figurations based on the
MUD file.

Functional Demonstration Results: Supplement to NIST SP 1800-15B 12
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-5.a The MUD manager loT-1-v4,
shall successfully vali- loT-1-v6
date the signature of
the MUD file.

CR-5.a.1 The MUD manager, |loT-1-v4,

after validation of the | l1oT-1-v6
MUD file signature,

shall check for an ex-

isting MUD file and

translate abstrac-

tions in the MUD file

to router or switch
configurations.

CR-5.a.2 The MUD manager loT-10-v4,
shall cache this newly |l0T-10-v6
received MUD file.

CR-5.b The MUD manager loT-4-v4,

shall attempt to vali- loT-4-v6

date the signature of
the MUD file, but the
signature validation
fails (even though the
certificate that had
been used to create
the signature had not
been expired at the
time of signing, i.e.,
the signature is invalid
for a different reason).

Functional Demonstration Results: Supplement to NIST SP 1800-15B
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-5.b.1 The MUD manager |loT-4-v4,
shall cease pro- loT-4-v6

cessing the MUD file.

CR-5.b.2 The MUD manager |loT-4-v4,
shall send locally de- |l0T-4-v6
fined policy to the
router or switch that
handles whether to
allow or block traffic
to and from the
MUD-enabled IoT de-

vice.
CR-6 The loT DDoS example imple- loT-1-v4,
mentation shall include a loT-1-v6
MUD manager that can con-
figure the MUD PEP, i.e., the
router or switch nearest the
MUD-enabled loT device that
emitted the URL.

CR-6.a The MUD manager loT-1-v4,
shall install a router loT-1-v6
configuration on the
router or switch near-
est the MUD-enabled
loT device that emit-
ted the URL.

CR-6.a.1 The router or switch |loT-1-v4,

shall have been con- |loT-1-v6
figured to enforce
the route filter sent

Functional Demonstration Results: Supplement to NIST SP 1800-15B 14
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)
by the MUD man-
ager.

CR-7 The |oT DDoS example imple- loT-5-v4,

mentation shall allow the loT-5-v6
MUD-enabled loT device to

communicate with approved

internet services in the MUD

file.

CR-7.a The MUD-enabled loT loT-5-v4,
device shall attempt loT-5-v6
to initiate outbound
traffic to approved in-
ternet services.

CR-7.a.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall allow
it to pass based on
the filters from the
MUD file.

CR-7.b An approved internet loT-5-v4,
service shall attempt loT-5-v6
to initiate a connec-
tion to the MUD-ena-
bled loT device.

CR-7.b.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall allow
it to pass based on
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)
the filters from the
MUD file.

CR-8 The |oT DDoS example imple- loT-5-v4,
mentation shall deny com- loT-5-v6
munications from a MUD-
enabled loT device to unap-
proved internet services
(i.e., services that are denied
by virtue of not being explic-
itly approved).

CR-8.a The MUD-enabled loT loT-5-v4,
device shall attempt loT-5-v6
to initiate outbound
traffic to unapproved
(implicitly denied) in-
ternet services.

CR-8.a.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-8.b An unapproved (im- loT-5-v4,
plicitly denied) inter- loT-5-v6
net service shall at-
tempt to initiate a
connection to the
MUD-enabled loT de-
vice.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

CR-8.b.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-8.c The MUD-enabled loT loT-5-v4,
device shall initiate loT-5-v6
communications to an
internet service that is
approved to initiate
communications with
the MUD-enabled de-
vice but not approved
to receive communi-
cations initiated by
the MUD-enabled de-

vice.

CR-8.c.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-8.d An internet service loT-5-v4,

shall initiate commu- loT-5-v6

nications to a MUD-
enabled device that is
approved to initiate
communications with
the internet service
but that is not ap-
proved to receive
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)
communications initi-
ated by the internet
service.

CR-8.d.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-9 The IoT DDoS example imple- loT-6-v4,

mentation shall allow the loT-6-v6
MUD-enabled loT device to

communicate laterally with

devices that are approved in

the MUD file.

CR-9.a The MUD-enabled loT loT-6-v4,
device shall attempt loT-6-v6
to initiate lateral traf-
fic to approved de-
vices.

CR-9.a.1 The router or switch |loT-6-v4,
shall receive the at- |l0oT-6-v6
tempt and shall al-
low it to pass based
on the filters from
the MUD file.

CR-9.b An approved device loT-6-v4,
shall attempt to initi- loT-6-v6
ate a lateral connec-
tion to the MUD-ena-
bled loT device.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-9.b.1 The router or switch |loT-6-v4,
shall receive the at- |l0oT-6-v6
tempt and shall al-
low it to pass based
on the filters from
the MUD file.

CR-10 The loT DDoS example imple- loT-6-v4,
mentation shall deny lateral loT-6-v6
communications from a
MUD-enabled loT device to
devices that are not ap-
proved in the MUD file (i.e.,
devices that are implicitly de-
nied by virtue of not being
explicitly approved).

CR-10.a The MUD-enabled loT loT-6-v4,
device shall attempt loT-6-v6
to initiate lateral traf-
fic to unapproved (im-
plicitly denied) de-
vices.

CR-10.a.1 The router or switch |l0T-6-v4,
shall receive the at- |l0T-6-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-10.b An unapproved (im- loT-6-v4,

plicitly denied) device loT-6-v6
shall attempt to initi-
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

ate a lateral connec-
tion to the MUD-ena-
bled loT device.

CR-10.b.1 The router or switch |loT-6-v4,
shall receive the at- |l0T-6-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-11 If the loT DDoS example im- loT-7-v4,
plementation is such that its loT-7-v6
DHCP server does not act as
a MUD manager and it for-
wards a MUD URL to a MUD
manager, the DHCP server
must notify the MUD man-
ager of any corresponding
change to the DHCP state of
the MUD-enabled loT device,
and the MUD manager
should remove the imple-
mented policy configuration
in the router/switch pertain-
ing to that MUD-enabled loT
device.

CR-11.a The MUD-enabled loT loT-7-v4,
device shall explicitly loT-7-v6
release the IP address
lease (i.e., it sends a
DHCP release message
to the DHCP server).
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

CR-11.a.1 The DHCP server loT-7-v4,
shall notify the MUD ||oT-7-v6
manager that the de-
vice’s IP address
lease has been re-

leased.
CR-11.a.2 The MUD manager |loT-7-v4,
should remove all loT-7-v6

policies associated
with the discon-
nected loT device
that had been config-
ured on the MUD PEP
router/switch.

CR-11.b The MUD-enabled loT loT-8-v4,
device’s IP address loT-8-v6
lease shall expire.

CR-11.b.1 The DHCP server loT-8-v4,
shall notify the MUD ||0T-8-v6
manager that the de-
vice’s IP address
lease has expired.

CR-11.b.2 The MUD manager loT-8-v4,
should remove all loT-8-v6
policies associated
with the affected loT
device that had been
configured on the
MUD PEP
router/switch.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-12 The |oT DDoS example imple- l0T-10-v4,

mentation shall include a loT-10-v6
MUD manager that uses a
cached MUD file rather than
retrieve a new one if the
cache-validity time period
has not yet elapsed for the
MUD file indicated by the
MUD URL. The MUD man-
ager should fetch a new
MUD file if the cache-valid-
ity time period has already
elapsed.

CR-12.a The MUD manager loT-10-v4,
shall check if the file loT-10-v6
associated with the
MUD URL is present
in its cache and shall
determine that it is.

CR-12.a.1 The MUD manager loT-10-v4,
shall check whether |lo0T-10-v6
the amount of time
that has elapsed
since the cached file
was retrieved is less
than or equal to the
number of hours in
the cache-validity
value for this MUD
file. If so, the MUD
manager shall apply
the contents of the
cached MUD file.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-12.a.2 The MUD manager loT-10-v4,
shall check whether ||0T-10-v6
the amount of time
that has elapsed
since the cached file
was retrieved is
greater than the
number of hours in
the cache-validity
value for this MUD
file. If so, the MUD
manager may (but
does not have to)
fetch a new file by
using the MUD URL
received.

CR-13 The loT DDoS example imple- loT-9-v4,
mentation shall ensure that l0T-9-v6
for each rule in a MUD file
that pertains to an external
domain, the MUD PEP
router/switch will get config-
ured with all possible instan-
tiations of that rule, insofar
as each instantiation con-
tains one of the IP addresses
to which the domain in that
MUD file rule may be re-
solved when queried by the
MUD PEP router/switch.

CR-13.a The MUD file for a de- loT-9-v4,
vice shall contain a l0T-9-v6
rule involving a do-
main that can resolve
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

to multiple IP ad-
dresses when queried
by the MUD PEP
router/switch. An Ac-
cess Control List (ACL)
for permitting access
to each of those IP
addresses will be in-
serted into the MUD
PEP router/switch for
the device in question,
and the device will be
permitted to com-
municate with all of
those IP addresses.

CR-13.a.1 IPv4 addressing is l0T-9-v4
used on the network.

CR-13.a.2 IPv6 addressing is l0T-9-v6
used on the network.

2.1.2 Test Cases

This section contains the test cases that were used to verify that Build 1 met the requirements listed in
Table 2-1.

2.1.2.1 Test Case loT-1-v4
Table 2-2: Test Case loT-1-v4

Test Case Field Description

Parent Requirements (CR-1) The loT DDoS example implementation shall include a mechanism
for associating a device with a MUD file URL (e.g., by having the MUD-
enabled loT device emit a MUD file URL via DHCP, Link Layer Discovery
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Test Case Field Description

Protocol [LLDP], or X.509 or by using some other mechanism to enable
the network to associate a device with a MUD file URL).

(CR-2) The loT DDoS example implementation shall include the capabil-
ity for the MUD URL to be provided to a MUD manager.

(CR-3) The loT DDoS example implementation shall include a MUD man-
ager that can request a MUD file and signature from a MUD file server.
(CR-4) The loT DDoS example implementation shall include a MUD file
server that can serve a MUD file and signature to the MUD manager.
(CR-5) The loT DDoS example implementation shall include a MUD man-
ager that can translate local network configurations based on the MUD
file.

(CR-6) The loT DDoS example implementation shall include a MUD man-

ager that can configure the router or switch nearest the MUD-enabled
loT device that emitted the URL.

Testable Requirements (CR-1.a) Upon initialization, the MUD-enabled IoT device shall broadcast
a DHCP message on the network, including at most one MUD URL, in
https scheme, within the DHCP transaction.

(CR-1.a.1) The DHCP server shall be able to receive DHCPv4 DISCOVER
and REQUEST with IANA code 161 (OPTION_MUD_URL_V4) from the
MUD-enabled loT device. (NOTE: Test loT-1-v6 does not test this
requirement; instead, it tests CR-1.a.2, which pertains to DHCPv6 rather
than DHCPvA4.)

OR

(CR-1.b) Upon initialization, the MUD-enabled loT device shall emit the
MUD URL as an LLDP extension.

(CR-1.b.1) The network service shall be able to process the MUD URL
that is received as an LLDP extension.

(CR-2.a) The DHCP server shall assign an IP address lease to the MUD-
enabled loT device.

(CR-2.a.1) The MUD-enabled loT device shall receive the IP address.
(CR-2.b) The DHCP server shall receive the DHCP message and extract
the MUD URL, which is then passed to the MUD manager.

(CR-2.b.1) The MUD manager shall receive the MUD URL.
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Test Case Field Description

(CR-3.a) The MUD manager shall use the “GET” method (RFC 7231) to
request MUD and signature files (per RFC 7230) from the MUD file
server and can validate the MUD file server’s TLS certificate by using the
rules in RFC 2818.

(CR-3.a.1) The MUD file server shall receive the https request from the
MUD manager.

(CR-4.a) The MUD file server shall serve the file and signature to the
MUD manager, and the MUD manager shall check to determine whether
the certificate used to sigh the MUD file (signed using DER-encoded CMS
[RFC 5652]) was valid at the time of signing, i.e., the certificate had not
expired.

(CR-5.a) The MUD manager shall successfully validate the signature of
the MUD file.

(CR-5.a.1) The MUD manager, after validation of the MUD file signature,
shall check for an existing MUD file and translate abstractions in the
MUD file to router or switch configurations.

(CR-6.a) The MUD manager shall install a router configuration on the
router or switch nearest the MUD-enabled loT device that emitted the
URL.

(CR-6.a.1) The router or switch shall have been configured to enforce
the route filter sent by the MUD manager.

Description Shows that, upon connection to the network, a MUD-enabled loT device
used in the loT DDoS example implementation has its MUD PEP
router/switch automatically configured to enforce the route filtering
that is described in the device’s MUD file, assuming the MUD file has a
valid signature and is served from a MUD file server that has a valid TLS
certificate

Associated Test Case(s) N/A

Associated Cybersecurity ID.AM-1, ID.AM-2, ID.AM-3, PR.DS-5, DE.AE-1, PR.AC-4, PR.AC-5, PR.IP-1,
Framework Subcate- PR.IP-3, PR.PT-3, PR.DS-2

gory(ies)

loT Device(s) Under Test Raspberry Pi
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Test Case Field Description

MUD File(s) Used ciscopi2.json

Preconditions 1. All devices have been configured to use IPv4.
This MUD file is not currently cached at the MUD manager.
The device’s MUD file has a valid signature that was signed by a cer-
tificate that had not yet expired, and it is being hosted on a MUD file
server that has a valid TLS certificate.

4. The MUD PEP router/switch does not yet have any configuration
settings pertaining to the IoT device being used in the test.

5. The MUD file for the loT device being used in the test is identical to
the MUD file provided in Section 2.1.3.

Procedure Verify that the MUD PEP router/switch for the IoT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test. Also verify that the MUD
file of the loT device to be used is not currently cached at the MUD man-
ager.

Power on the IoT device and connect it to the test network. This should
set in motion the following series of steps, which should occur automati-
cally:
1. loT device automatically emits a MUD URL in one of the following
methods:
a. DHCPv4 message containing the device’s MUD URL (IANA
code 161) (Note that in the v6 version of this test, IPv6,
DHCPv6, and IANA code 112 will be used.)
b. LLDP message containing the device’s MUD URL in its exten-
sion
2. Corresponding service is responsible for the following actions:
a. The DHCP server receives a DHCP message containing the
loT device’s MUD URL.
b. The LLDP server receives an LLDP advertisement containing
the loT device’s MUD URL.
3. The respective service (LLDP or DHCP) extracts the MUD URL.
The MUD URL is then provided to the MUD manager.
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Test Case Field Description

5. The MUD manager automatically contacts the MUD file server that
is located using the MUD URL, verifies that it has a valid TLS certifi-
cate, requests and receives the MUD file and signature from the
MUD file server, validates the MUD file’s signature, and translates
the MUD file’s contents into appropriate route filtering rules. It then
installs these rules onto the MUD PEP for the loT device in question
so that this router/switch is now configured to enforce the policies
specified in the MUD file.

6. The DHCP server offers an IP address lease to the newly connected
loT device.

7. The loT device requests this IP address lease, which the DHCP server
acknowledges.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to enforce the policies specified in
the loT device’s MUD file. The expected configuration should resemble
the following details:

Extended IP access list mud-81726-v4fr.in
10 permit tcp any host 192.168.4.7 eq www ack syn
20 permit tcp any host 192.168.10.104 eq www
30 permit tcp any host 192.168.10.105 eq www

50 permit tcp any 192.168.10.0 0.0.0.255 eq www
60 permit tcp any 192.168.13.0 0.0.0.255 eq www
70 permit tcp any 192.168.14.0 0.0.0.255 eq www

80 permit tcp any eq 22 any

81 permit udp any eq bootpc any eq bootps
82 permit udp any any eq domain

83 deny ip any any

All protocol exchanges described in steps 1-7 above are expected to
occur and can be viewed via Wireshark if desired. If the router/switch
does not get configured in accordance with the MUD file, each exchange
of DHCP and MUD-related protocol traffic should be viewed on the
network via Wireshark to determine which transactions did not proceed
as expected, and the observed and absent protocol exchanges should be
described here.

Actual Results Dynamic access-session on switch:
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Bui ldl#sh access-session int gl1/0/15 det
Interface: GigabitEthernetl/0/15
1IF-1D: Ox1B6BCEAS
MAC Address: b827.ebeb.6c8b
IPv6 Address: Unknown
IPv4 Address: 192.168.13.9
User-Name: b827ebeb6c8b

Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Common Session ID: COA80A02000000A6A9828F06
Acct Session ID: 0x0000003b
Handle: 0x2200009c
Current Policy: mud-mab-test

Server Policies:
ACS ACL: mud-81726-v4fr.in
Vlan Group: Vlan: 3

Method status list:
Method State
mab Authc Success

access-list on switch:

Buildl#sh access-list mud-81726-v4fr.in

Extended IP access list mud-81726-v4fr.in
10 permit tcp any host 192.168.4.7 eq www ack syn
20 permit tcp any host 192.168.10.104 eq www
30 permit tcp any host 192.168.10.105 eq www

50 permit tcp any 192.168.10.0 0.0.0.255 eq www
60 permit tcp any 192.168.13.0 0.0.0.255 eq www
70 permit tcp any 192.168.14.0 0.0.0.255 eq www

80 permit tcp any eq 22 any

81 permit udp any eq bootpc any eq bootps
82 permit udp any any eq domain

83 deny ip any any

Overall Results Pass
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Test case loT-1-v6 is identical to test case loT-1-v4 except that loT-1-v6 tests requirement CR-1.a.2,
whereas loT-1-v4 tests requirement CR-1.a.1. Hence, as explained above, test case loT-1-v6 uses IPv6,
DHCPv6, and IANA code 112 instead of using IPv4, DHCPv4, and IANA code 161.

2.1.2.2 Test Case loT-2-v4

Table 2-3: Test Case loT-2-v4

Test Case Field Description

Parent Requirement (CR-3) The loT DDoS example implementation shall include a MUD man-
ager that can request a MUD file and signature from a MUD file server.

Testable requirement (CR-3.b) The MUD manager shall use the GET method (RFC 7231) to re-
guest MUD and signature files (per RFC 7230) from the MUD file server,
but it cannot validate the MUD file server’s TLS certificate by using the
rules in RFC 2818.

(CR-3.b.1) The MUD manager shall drop the connection to the MUD file
server.

(CR-3.b.2) The MUD manager shall send locally defined policy to the
router or switch that handles whether to allow or block traffic to and
from the MUD-enabled loT device.

Description Shows that if a MUD manager is not able to validate the TLS certificate
of a MUD file server when trying to retrieve the MUD file for a specific
loT device, the MUD manager will drop the connection to the MUD file
server and configure the router/switch according to locally defined pol-
icy regarding whether to allow or block traffic to the loT device in ques-
tion

Associated Test Case(s) loT-11-v4 (for the v6 version of this test, loT-11-v6)

Associated Cybersecurity PR.AC-7
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used ciscopi2.json
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Preconditions 1. All devices have been configured to use IPv4.
This MUD file is not currently cached at the MUD manager.
The MUD file server that is hosting the MUD file of the device under
test does not have a valid TLS certificate.

4. Local policy has been defined to ensure that if the MUD file for a de-
vice is located on a server with an invalid certificate, the
router/switch will be configured to deny all communication to and
from the device.

5. The MUD PEP router/switch for the IoT device to be used in the test
does not yet have any configuration settings with respect to the loT
device being used in the test.

Procedure Verify that the MUD PEP router/switch for the loT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test.

Power on the IoT device and connect it to the test network. This should
set in motion the following series of steps, which should occur automati-
cally:

1. The loT device automatically emits a DHCPv4 message containing
the device’s MUD URL (IANA code 161). (Note that in the v6 version
of this test, IPv6, DHCPv6, and IANA code 112 will be used.)

2. The DHCP server receives the DHCP message containing the loT de-
vice’s MUD URL.

3. The DHCP server offers an IP address lease to the newly connected
loT device.

4. The loT device requests this IP address lease, which the DHCP server
acknowledges.

5. The DHCP server sends the MUD URL to the MUD manager.

The MUD manager automatically contacts the MUD file server that
is located by using the MUD URL, determines that it does not have a
valid TLS certificate, and drops the connection to the MUD file
server.
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Test Case Field Description

7. The MUD manager configures the router/switch that is closest to
the loT device so that it denies all communication to and from the
loT device.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to local policy for communication
to/from the loT device.

***MUDC [STATUS][send_mudfs_request:2005]-->
Request URI <https://mudfileserver/ciscopi2>
</home/mudtester/ca.cert.pem>

Actual Results

*  Trying 192.168.4.5...

* TCP_NODELAY set

* Connected to mudfileserver (192.168.4.5) port 443 (#0)

* found 1 certificate in /home/mudtester/ca.cert.pem

* found 400 certificates in /etc/ssl/certs

* ALPN, offering http/1.1

* SSL connection using TLS1.2 / ECDHE_RSA_AES_ 256_GCM_SHA384
* server certificate verification failed. CAfile:
/home/mudtester/ca.cert.pem CRLFile: none

* stopped the pause stream!

* Closing connection 0O

***MUDC [ERROR][fetch_file:182]--> curl_easy_perform()
failed: Peer certificate cannot be authenticated with given
CA certificates

***MUDC [INFO][send_mudfs_request:2019]--> Unable to reach
MUD fileserver to fetch MUD file. Will try to append .json
*  Trying 192.168.4.5. ..

TCP_NODELAY set

Connected to mudfileserver (192.168.4.5) port 443 (#0)
found 1 certificate in /home/mudtester/ca.cert._pem

found 400 certificates in /etc/ssl/certs

ALPN, offering http/1.1

SSL connection using TLS1.2 / ECDHE_RSA_AES 256 _GCM_SHA384
* server certificate verification failed. CAfile:
/home/mudtester/ca.cert.pem CRLFile: none

* stopped the pause stream!

* Closing connection 0O

***MUDC [ERROR][fetch_file:182]--> curl_easy_perform()
failed: Peer certificate cannot be authenticated with given
CA certificates

O Ok % X %

***MUDC [ERROR][send_mudfs_request:2027]--> Unable to reach
MUD fileserver to fetch _json file

***MUDC [INFO][mudc_construct_head:135]--> status_code: 204,
content_len: 14, extra_headers: (null)
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***MUDC [INFO][mudc_construct_head:152]--> HTTP header:
HTTP/1.1 204 No Content
Content-Length: 14

***MUDC [INFO][send_error_result:176]--> error from FS

***MUDC [ERROR][send_mudfs_request:2170]--> mudfs_conn
failed

Bui ldl#sho access-session int gl1018 det
Interface GigabitEthernetl018
I11F-ID 0x181835C2
MAC Address b827.eba7.0533
IPv6 Address Unknown
IPv4 Address 192.168.10.106
User-Name b827eba70533
Status Authorized
Domain DATA
Oper host mode multi-auth
Oper control dir both
Session timeout NA
Common Session ID COA80A02000000CCBDB267F8
Acct Session ID 0x00000046
Handle 0x100000c2
Current Policy mud-mab-test

Server Policies
Method status list

Method State
mab Authc Success

Overall Results

Pass

247 As explained above, test l0T-2-v6 is identical to test 10T-2-v4 except that it uses IPv6, DHCPv6, and IANA
248 code 112 instead of using IPv4, DHCPv4, and IANA code 161.
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2.1.2.3 Test Case loT-3-v4
Table 2-4: Test Case loT-3-v4

Test Case Field Description

Parent Requirement (CR-4) The loT DDoS example implementation shall include a MUD file
server that can serve a MUD file and signature to the MUD manager.

Testable Requirement (CR-4.b) The MUD file server shall serve the file and signature to the
MUD manager, and the MUD manager shall check to determine whether
the certificate used to sign the MUD file was valid at the time of signing,
i.e., the certificate had already expired when it was used to sign the
MUD file.

(CR-4.b.1) The MUD manager shall cease to process the MUD file.

(CR-4.b.2) The MUD manager shall send locally defined policy to the
router or switch that handles whether to allow or block traffic to and
from the MUD-enabled IoT device.

Description Shows that if a MUD file server serves a MUD file with a signature that
was created with an expired certificate, the MUD manager will cease
processing the MUD file

Associated Test Case(s) loT-11-v4 (for the v6 version of this test, loT-11-v6)

Framework Subcate-
gory(ies)

Associated Cybersecurity PR.DS-6

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used expiredcerttest.json

Preconditions

All devices have been configured to use IPv4.
This MUD file is not currently cached at the MUD manager.
The loT device’s MUD file is being hosted on a MUD file server that

has a valid TLS certificate, but the MUD file signature was signed by
a certificate that had already expired at the time of signature.
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4. Local policy has been defined to ensure that if the MUD file for a de-
vice has a signature that was signed by a certificate that had already
expired at the time of signature, the device’s MUD PEP
router/switch will be configured to deny all communication to/from
the device.

5. The MUD PEP router/switch for the loT device to be used in the test
does not yet have any configuration settings with respect to the loT
device being used in the test.

Procedure Verify that the MUD PEP router/switch for the IoT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test.

Power on the IoT device and connect it to the test network. This should
set in motion the following series of steps, which should occur automati-
cally:

1. The loT device automatically emits a DHCPv4 message containing
the device’s MUD URL (IANA code 161). (Note that in the v6 version
of this test, IPv6, DHCPv6, and IANA code 112 will be used.)

2. The DHCP server receives the DHCP message containing the loT de-
vice’s MUD URL.

3. The DHCP server offers an IP address lease to the newly connected
loT device.

4. The loT device requests this IP address lease, which the DHCP server
acknowledges.

5. The DHCP server sends the MUD URL to the MUD manager.

The MUD manager automatically contacts the MUD file server that
is located by using the MUD URL, verifies that it has a valid TLS cer-
tificate, and requests the MUD file and signature from the MUD file
server.

7. The MUD file server serves the MUD file and signature to the MUD
manager, and the MUD manager detects that the MUD file’s signa-
ture was created by using a certificate that had already expired at
the time of signing.
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Test Case Field Description

8. The MUD manager configures the router/switch that is closest to
the loT device so that it denies all communication to and from the
loT device.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to deny all communication to and
from the loT device. The expected configuration should resemble the
details below.

Expecting a show access session without a MUD file as seen below:

Bui ldl#show access-session int g1018 det
Interface GigabitEthernetl018
I1IF-1D 0x181835C2
MAC Address b827.eba7.0533
IPv6 Address Unknown
IPv4 Address 192.168.10.106
User-Name b827eba70533
Status Authorized
Domain DATA
Oper host mode multi-auth
Oper control dir both
Session timeout NA
Common Session ID COA80A02000000CCBDB267F8
Acct Session ID 0x00000046
Handle 0x100000c2
Current Policy mud-mab-test

Server Policies

Method status list
Method State
mab Authc Success
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*k*k M - -
Actual Results MUDC [INFO][verify_mud_content:1594]--> BIO_reset <1>
***MUDC [ERROR][verify_mud_content:1604]--> Verification
Failure

139713269933824 :error:2E099064:CMS routines:cms_sign-
erinfo_verify_cert:certificate verify er-
ror:../crypto/cms/cms_smime.c:253:Verify error:certificate
has expired

***MUDC [INFO][send_mudfs_request:2092]--> Verification
failed. Manufacturer Index <0>

***MUDC [INFO][mudc_construct_head:135]--> status_code: 401,
content_len: 19, extra_headers: (null)

***MUDC [INFO][mudc_construct_head:152]--> HTTP header:
HTTP/1.1 401 Unauthorized

Content-Length: 19

***MUDC [INFO][send_error_result:176]--> Verification failed
***MUDC [ERROR][send_mudfs_request:2170]--> mudfs_conn
failed

Bui ldl#sho access-session int gl1018 det
Interface GigabitEthernetl1018
I1F-1ID 0x181835C2
MAC Address b827.eba7.0533
IPv6 Address Unknown
IPv4 Address 192.168.10.106
User-Name b827eba70533
Status Authorized
Domain DATA
Oper host mode multi-auth
Oper control dir both
Session timeout NA
Common Session ID COA80A02000000CCBDB267F8
Acct Session ID 0x00000046
Handle 0x100000c2
Current Policy mud-mab-test

Server Policies

Method status list
Method State
mab Authc Success

Overall Results Pass
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251  As explained above, test loT-3-v6 is identical to test 10T-3-v4 except that it uses IPv6, DHCPv6, and IANA
252 code 112 instead of using IPv4, DHCPv4, and IANA code 161.

253 2.1.2.4 Test Case loT-4-v4
254 Table 2-5: Test Case loT-4-v4

Test Case Field Description

Parent Requirement (CR-5) The loT DDoS example implementation shall include a MUD man-
ager that can translate local network configurations based on the MUD
file.

Testable Requirement (CR-5.b) The MUD manager shall attempt to validate the signature of

the MUD file, but the signature validation fails (even though the certifi-
cate that had been used to create the signature had not been expired at
the time of signing, i.e., the signature is invalid for a different reason).
(CR-5.b.1) The MUD manager shall cease processing the MUD file.
(CR-5.b.2) The MUD manager shall send locally defined policy to the
router or switch that handles whether to allow or block traffic to and
from the MUD-enabled loT device.

Description Shows that if the MUD manager determines that the signature on the
MUD file it receives from the MUD file server is invalid, it will cease pro-
cessing the MUD file and configure the router/switch according to lo-
cally defined policy regarding whether to allow or block traffic to the loT
device in question

Associated Test Case(s) loT-11-v4 (for the v6 version of this test, loT-11-v6)

Associated Cybersecurity | PR.DS-6
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used ciscop2.json
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Preconditions 1. All devices have been configured to use IPv4.
This MUD file is not currently cached at the MUD manager.

The MUD file that is served from the MUD file server to the MUD
manager has a signature that is invalid, even though it was signed by
a certificate that had not expired at the time of signing.

4. Local policy has been defined to ensure that if the MUD file for a de-
vice has an invalid signature, the device’s MUD PEP router/switch
will be configured to deny all communication to and from the de-
vice.

5. The MUD PEP router/switch does not yet have any configuration
settings with respect to the loT device being used in the test.

Procedure Verify that the MUD PEP router/switch for the loT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test.

Power on the IoT device and connect it to the test network. This should
set in motion the following series of steps, which should occur automati-
cally:

1. The loT device automatically emits a DHCPv4 message containing
the device’s MUD URL (IANA code 161). (Note that in the v6 version
of this test, IPv6, DHCPv6, and IANA code 112 will be used.)

2. The DHCP server receives the DHCP message containing the loT de-
vice’s MUD URL.

3. The DHCP server offers an IP address lease to the newly connected
loT device.

4. The loT device requests this IP address lease, which the DHCP server
acknowledges.

5. The DHCP server sends the MUD URL to the MUD manager.

The MUD manager automatically contacts the MUD file server that
is located by using the MUD URL, verifies that it has a valid TLS cer-
tificate, and requests the MUD file and signature from the MUD file
server.

7. The MUD file server sends the MUD file, and the MUD manager de-
tects that the MUD file’s signature is invalid.
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8. The MUD manager configures the router/switch that is closest to
the loT device so that it denies all communication to and from the
loT device.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to deny all communication to/from
the loT device. The expected configuration should resemble the follow-
ing details.

Expecting a show access session without a MUD file as seen below:

Bui ld1#sho access-session int gl1018 det
Interface GigabitEthernetl018
I1IF-1D 0x181835C2
MAC Address b827.eba7.0533
IPv6 Address Unknown
IPv4 Address 192.168.10.106
User-Name b827eba70533
Status Authorized
Domain DATA
Oper host mode multi-auth
Oper control dir both
Session timeout NA
Common Session ID COA80A02000000CCBDB267F8
Acct Session ID 0x00000046
Handle 0x100000c2
Current Policy mud-mab-test

Server Policies

Method status list

Method State
mab Authc Success
Actual Results > GET /ciscopi2.json HTTP/1.1

Host: mudfileserver
Accept: */*

[Omitted for brevity]

***MUDC [STATUS][send_mudfs_request:2060]-->

Request signature URI <https://mudfileserver/ciscopi2.p7s>
</home/mudtester/mud-intermediate.pem>
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*  Trying 192.168.4.5...
* TCP_NODELAY set
* Connected to mudfileserver (192.168.4.5) port 443 (#0)

* found 1 certificate in /home/mudtester/mud-intermedi-
ate.pem

* found 400 certificates in /etc/ssl/certs

* ALPN, offering http/l1l.1

* SSL connection using TLS1.2 / ECDHE_RSA_AES 256 GCM_SHA384
server certificate verification OK

server certificate status verification SKIPPED
common name: mudfileserver (matched)

server certificate expiration date OK

server certificate activation date OK

certificate public key: RSA

certificate version: #3

subject: C=US,ST=Maryland,L=Rockville,O=National Cy-
bersecurity Center of Excellence - NIST,CN=mudfileserver

L T I T B

* start date: Fri, 05 Oct 2018 00:00:00 GMT

* expire date: Wed, 13 Oct 2021 12:00:00 GMT

* issuer: C=US,0=DigiCert Inc,CN=DigiCert Test SHA2
Intermediate CA-1

* compression: NULL

* ALPN, server did not agree to a protocol
> GET /ciscopi2.p7s HTTP/1.1

Host: mudfileserver

Accept: */*

[Omitted for brevity]

***MUDC [INFO][send_mudfs_request:2080]--> MUD signature
file successfully retrieved

***MUDC [DEBUG][verify_mud_content:1543]--> MUD signature
file (length 4680)

[shortened logs]

***MUDC [INFO][verify_mud_content:1594]--> BIO_reset <1>

***MUDC [ERROR][verify_mud_content:1604]--> Verification
Failure

140561528563456:error :2E09AQ9E:CMS routines:CMS_Sign-
erinfo_verify_content:verification fail-
ure:../crypto/cms/cms_sd.c:819:
140561528563456 :error :2E09D06D:CMS routines:CMS_verify:con-
tent verify error:../crypto/cms/cms_smime.c:393:
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***MUDC [INFO][send_mudfs_request:2092]--> Verification
failed. Manufacturer Index <0>

***MUDC [INFO][mudc_construct_head:135]--> status_code: 401,
content_len: 19, extra_headers: (null)

***MUDC [INFO][mudc_construct_head:152]--> HTTP header:
HTTP/1.1 401 Unauthorized

Content-Length: 19

***MUDC [INFO][send_error_result:176]--> Verification failed

***MUDC [ERROR][send_mudfs_request:2170]--> mudfs_conn
failed

Switch access-session:

Bui ldl#sho access-session int g1/0/18 det
Interface: GigabitEthernetl/0/18
1IF-ID: 0x11C404C6
MAC Address: b827.eba7.0533
IPv6 Address: Unknown
IPv4 Address: 192.168.10.106
User-Name: b827eba70533
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Common Session I1D: COA80A02000000CDBDB68A30
Acct Session ID: 0x00000047
Handle: 0x690000c3
Current Policy: mud-mab-test

Server Policies:

Method status list:
Method State
mab Authc Success

Overall Results Pass

255 As explained above, test l0T-4-v6 is identical to test loT-4-v4 except that it uses IPv6, DHCPv6, and IANA
256  code 112 instead of using IPv4, DHCPv4, and IANA code 161.
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2.1.2.5 Test Case loT-5-v4

Table 2-6: Test Case loT-5-v4

Test Case Field Description

Parent Requirement

(CR-7) The loT DDoS example implementation shall allow the MUD-ena-
bled loT device to communicate with approved internet services in the
MUD file.

(CR-8) The loT DDoS example implementation shall deny communica-
tions from a MUD-enabled loT device to unapproved internet services
(i.e., services that are implicitly denied by virtue of not being explicitly
approved).

Testable Requirement

(CR-7.a) The MUD-enabled IoT device shall attempt to initiate outbound
traffic to approved internet services.

(CR-7.a.1) The router or switch shall receive the attempt and shall allow
it to pass based on the filters from the MUD file.

(CR-7.b) An approved internet service shall attempt to initiate a connec-
tion to the MUD-enabled IoT device.

(CR-7.b.1) The router or switch shall receive the attempt and shall allow
it to pass based on the filters from the MUD file.

(CR-8.a) The MUD-enabled loT device shall attempt to initiate outbound
traffic to unapproved (implicitly denied) internet services.

(CR-8.a.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

(CR-8.b) An unapproved (implicitly denied) internet service shall attempt
to initiate a connection to the MUD-enabled IoT device.

(CR-8.b.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

(CR-8.c) The MUD-enabled IoT device shall initiate communications to
an internet service that is approved to initiate communications with the
MUD-enabled device but not approved to receive communications initi-
ated by the MUD-enabled device.

(CR-8.c.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

(CR-8.d) An internet service shall initiate communications to a MUD-ena-
bled device that is approved to initiate communications with the inter-
net service but that is not approved to receive communications initiated
by the internet service.
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(CR-8.d.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

Description Shows that, upon connection to the network, a MUD-enabled loT device
used in the loT DDoS example implementation has its MUD PEP
router/switch automatically configured to enforce the route filtering
that is described in the device’s MUD file with respect to communication
with internet services. Further shows that the policies that are config-
ured on the MUD PEP router/switch with respect to communication
with internet services will be enforced as expected, with communica-
tions that are configured as denied being blocked, and communications
that are configured as permitted being allowed.

Associated Test Case(s) loT-1-v4 (for the v6 version of this test, loT-1-v6)

Associated Cybersecurity ID.AM-3, PR.DS-5, PR.IP-1, PR.PT-3
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used ciscopi2.json

Preconditions Test loT-1-v4 (or loT-1-v6) has run successfully, meaning that the MUD
PEP router/switch has been configured to enforce the following policies
for the loT device in question (as defined in the MUD file in Section
2.1.3):
a) Explicitly permit https://yes-permit-from.com to initiate commu-
nication with the loT device.
b) Explicitly permit the loT device to initiate communication with
https://yes-permit-to.com.
c) Implicitly deny all other communications with the internet, in-
cluding denying
i) the loT device to initiate communication with https://yes-
permit-from.com
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ii) https.//yes-permit-to.com to initiate communication with
the loT device

iii) communication between the loT device and all other inter-
net locations, such as https.//unnamed-to.com (by not men-
tioning this or any other URLs in the MUD file)

Procedure Note: Procedure steps with strike-through were not tested in this phase
because ingress Dynamic Access Control Lists (DACLs) are not supported
in this implementation.

1. Asstipulated in the preconditions, right before this test, test loT-1-
v4 (or loT-1-v6) must have been run successfully.

2. Initiate communications from the IoT device to https://yes-permit-
to.com and verify that this traffic is received at https://yes-permit-
to.com. (egress)

3. Initiate communications to the loT device from https://yes-permit-
to.com and verify that this traffic is received at the MUD PEP, but it
is not forwarded by the MUD PEP, nor is it received at the loT de-
vice. (ingress)

6. Initiate communications from the loT device to https://un-
named.com and verify that this traffic is received at the MUD PEP,
but it is not forwarded by the MUD PEP, nor is it received at
https://unnamed.com. (egress)

7. Initiate communications to the IoT device from https://un-
named.com and verify that this traffic is received at the MUD PEP,
but it is not forwarded by the MUD PEP, nor is it received at the loT
device. (ingress)
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Expected Results Each of the results that is listed as needing to be verified in procedure
steps above occurs as expected.

Actual Results Procedure 2:
Connection to update server successfully initiated by loT device:

pi@raspberrypi:~ $ wget http://www.updateserver.com/
--2018-12-13 21:28:00-- http://www.updateserver.com/

Resolving www.updateserver._.com (www.updateserver.com)...
192.168.4.7

Connecting to www.updateserver._.com (www.up-
dateserver.com)|192.168.4.7]:80... connected.

HTTP request sent, awaiting response... 200 OK
Length: 10918 (11K) [text/html]
Saving to: “index.html.2”

index.html.2 100%[ >] 10.66K --.-
KB/s in Os

2018-12-13 21:28:00 (30.6 MB/s) - “index.html.2” saved
[10918/10918]

Procedure 3:

Update server failed to connect to loT device:

iot@update-server:~$ wget http://192.168.13.9
--2018-12-13 21:49:36-- http://192.168.13.9/

Connecting to 192.168.13.9:80... failed: Connection timed
out.

Retrying.

Procedure 6:
loT device failed to connect to unapproved server:

pi@raspberrypi:~ $ wget http://192.168.4.105
--2018-12-14 16:42:36-- http://192.168.4.105/

Connecting to 192.168.4.105:80... failed: Connection timed
out.

Retrying.

Procedure 7:

Unapproved server attempts to connect to loT device:
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[mud@unapprovedserver ~]$ wget http://192.168.13.14
--2018-12-14 13:03:32-- http://192.168.13.14/

Connecting to 192.168.13.14:80... failed: Connection timed
out.

Retrying.

Overall Results

Pass (for testable procedures—as stated, ingress cannot be tested)

As explained above, test 10T-5-v6 is identical to test loT-5-v4 except that it uses IPv6, DHCPv6, and IANA
code 112 instead of using IPv4, DHCPv4, and IANA code 161.

2.1.2.6 Test Case loT-6-v4

Table 2-7: Test Case loT-6-v4

Test Case Field Description

Parent Requirement

(CR-9) The loT DDoS example implementation shall allow the MUD-ena-
bled loT device to communicate laterally with devices that are approved
in the MUD file.

(CR-10) The IoT DDoS example implementation shall deny latterly com-
munications from a MUD-enabled loT device to devices that are not ap-
proved in the MUD file (i.e., devices that are implicitly denied by virtue
of not being explicitly approved).

Testable Requirement

(CR-9.a) The MUD-enabled IoT device shall attempt to initiate lateral
traffic to approved devices.

(CR-9.a.1) The router or switch shall receive the attempt and shall allow
it to pass based on the filters from the MUD file.

(CR-9.b) An approved device shall attempt to initiate a lateral connec-
tion to the MUD-enabled loT device.

(CR-9.b.1) The router or switch shall receive the attempt and shall allow
it to pass based on the filters from the MUD file.

(CR-10.a) The MUD-enabled loT device shall attempt to initiate lateral
traffic to unapproved (implicitly denied) devices.

(CR-10.a.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.
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(CR-10.b) An unapproved (implicitly denied) device shall attempt to initi-
ate a lateral connection to the MUD-enabled loT device.

(CR-10.b.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

Description Shows that, upon connection to the network, a MUD-enabled loT device
used in the loT DDoS example implementation has its MUD PEP
router/switch automatically configured to enforce the route filtering
that is described in the device’s MUD file with respect to communication
with lateral devices. Further shows that the policies that are configured
on the MUD PEP router/switch with respect to communication with lat-
eral devices will be enforced as expected, with communications that are
configured as denied being blocked, and communications that are con-
figured as permitted being allowed.

Associated Test Case(s) loT-1-v4 (for the v6 version of this test, loT-1-v6)

Associated Cybersecurity ID.AM-3, PR.DS-5, PR.AC-5, PR.IP-1, PR.PT-3, PR.IP-3, PR.DS-3
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used ciscopi2.json

Preconditions Test loT-1-v4 (or loT-1-v6) has run successfully, meaning that the MUD
PEP router/switch has been configured to enforce the following policies
for the loT device in question with respect to local communications (as
defined in the MUD files in Section 2.1.3):

a) Local-network class—Explicitly permit local communication to
and from the 10T device and any local hosts (including the spe-
cific local hosts anyhost-to and anyhost-from) for specific ser-
vices, as specified in the MUD file by source port: any; destina-
tion port: 80; and protocol: TCP, and which party initiates the
connection.

b) Manufacturer class—Explicitly permit local communication to
and from the loT device and other classes of 10T devices, as
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identified by their MUD URL (www.devicetype.com), and fur-
ther constrained by source port: any; destination port: 80; and
protocol: TCP.

c) Same-manufacturer class—Explicitly permit local communica-
tion to and from loT devices of the same manufacturer as the
loT device in question (the domain in the MUD URLs [mud-
fileserver] of the other 10T devices is the same as the domain in
the MUD URL [mudfileserver] of the loT device in question),
and further constrained by source port: any; destination port:
80; and protocol: TCP.

d) Implicitly deny all other local communication that is not explic-
itly permitted in the MUD file, including denying

i) anyhost-to to initiate communications with the loT device

ii) the loT device to initiate communications with anyhost-to
by using a source port, destination port, or protocol (TCP or
UDP) that is not explicitly permitted

iii) the loT device to initiate communications with anyhost-
from

iv) anyhost-from to initiate communications with the loT de-
vice by using a source port, destination port, or protocol
(TCP or UDP) that is not explicitly permitted

v) communications between the loT device and all lateral hosts
(including unnamed-host) whose MUD URLs are not explic-
itly mentioned as being permissible in the MUD file

vi) communications between the loT device and all lateral hosts
whose MUD URLS are explicitly mentioned as being permis-
sible, but using a source port, destination port, or protocol
(TCP or UDP) that is not explicitly permitted

vii) communications between the loT device and all lateral hosts
that are not from the same manufacturer as the loT device
in question

viii) communications between the IoT device and a lateral host
that is from the same manufacturer, but using a source
port, destination port, or protocol (TCP or UDP) that is not
explicitly permitted
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Procedure Note: Procedure steps with strike-through were not tested in this phase
because ingress DACLs are not supported in this implementation.

1. Asstipulated in the preconditions, right before this test, test loT-1-
v4 (or loT-1-v6) must have been run successfully.

) | i Ve tniti i he loT devi
: bostfrom.§ 6 ttod servi | ot
his traffic | o at the loT device.

3. Local-network (egress): Initiate communications from the loT de-
vice to anyhost-from for specific permitted service, and verify that
this traffic is received at the MUD PEP, but it is not forwarded by the
MUD PEP, nor is it received at anyhost-from.

4. Local-network, controller, my-controller, manufacturer class
(egress): Initiate communications from the loT device to anyhost-to
for specific permitted service, and verify that this traffic is received
at anyhost-to.

6. No associated class (egress): Initiate communications from the loT
device to unnamed-host (where unnamed-host is a host that is not
from the same manufacturer as the loT device in question and
whose MUD URL is not explicitly mentioned in the MUD file as be-
ing permitted), and verify that this traffic is received at the MUD
PEP, but it is not forwarded by the MUD PEP, nor is it received at
unnamed-host.
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8. Same-manufacturer class (egress): Initiate communications from the
loT device to same-manufacturer-host (where same-manufacturer-
host is a host that is from the same manufacturer as the loT device
in question) and verify that this traffic is received at same-manufac-
turer-host.

9. Same-manufacturer class (egress): Initiate communications from the
loT device to same-manufacturer-host (where same-manufacturer-
host is a host that is from the same manufacturer as the loT device
in question) but using a port or protocol that is not specified, and
verify that this traffic is received at the MUD PEP, but it is not for-
warded by the MUD PEP, nor is it received at same-manufacturer-
host.

Expected Results Each of the results that is listed as needing to be verified in the proce-
dure steps above occurs as expected.

Actual Results The numbering in this section correlates with the procedure steps
above:

3. Local_network (egress)—blocked:
pi@raspberrypi:~ $ wget https://192.168.10.106/
--2019-01-31 19:59:23-- https://192.168.10.106/

Connecting to 192.168.10.106:443... failed: Connec-
tion timed out.

Retrying.

4. Local-network, controller, my-controller, manufacturer class
(egress)—allowed:

Local_Network:

pi@raspberrypi:~ $ wget http://192.168.10.175
--2018-12-14 15:11:50-- http://192.168.10.175/
Connecting to 192.168.10.175:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: “index_html_4”

index.html .4 100%[ >] 10.45K
--.-KB/s in Os
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2018-12-14 15:11:50 (41.4 MB/s) - “index.html_4~
saved [10701/10701]

Controller:

pi@raspberrypi:~ $ wget http://192.168.10.105/
--2019-01-31 21:03:45-- http://192.168.10.105/
Connecting to 192.168.10.105:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 277

Saving to: ‘index.html.10’

in-
dex.html .10 100%[ >] 277
--.-KB/s in Os

2019-01-31 21:03:45 (18.8 MB/s) - ‘index.html.10’
saved [277/277]

My-controller:

pi@raspberrypi:~ $ wget http://192.168.10.104/
--2019-01-31 21:06:39-- http://192.168.10.104/
Connecting to 192.168.10.104:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: ‘index.html.11’

in-
dex.html .11 100%[ >] 10.45K
--.-KB/s in Os

2019-01-31 21:06:39 (32.5 MB/s) - ‘index.-html_11’
saved [10701/10701]

Manufacturer:

pi@raspberrypi:~ $ wget http://192.168.14.2/
--2019-01-31 21:13:47-- http://192.168.14.2/
Connecting to 192.168.14.2:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: ‘index.html.12’
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in-
dex.html .12 100%[ >] 10.45K
--.-KB/s in Os

2019-01-31 21:13:47 (39.6 MB/s) - ‘index.html.12’
saved [10701/10701]

6. No associated class (egress)—blocked:
pi@raspberrypi:~ $ wget http://192.168.15.105
--2018-12-14 17:15:36-- http://192.168.15.105/

Connecting to 192.168.15.105:80... failed: Connection
timed out.

Retrying.

8. Same-manufacturer class (egress)—allowed:
pi@raspberrypi:~ $ wget http://192.168.13.8/
--2019-01-31 21:16:41-- http://192.168.13.8/
Connecting to 192.168.13.8:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: ‘index.html.13’

index.html .13 100%[ >] 10.45K -
-.-KB/s in Os

2019-01-31 21:16:41 (37.9 MB/s) - ‘index.html.13" saved
[10701/10701]

9. Same-manufacturer class (egress)—blocked:
pi@raspberrypi:~ $ wget https://192.168.13.8/
--2019-01-31 21:17:15-- https://192.168.13.8/

Connecting to 192.168.13.8:443... failed: Connection
timed out.

Retrying.

Overall Results Pass (for testable procedures—as stated, ingress cannot be tested)

263 As explained above, test 0T-6-v6 is identical to test 10T-6-v4 except that it uses IPv6, DHCPv6, and IANA
264  code 112 instead of using IPv4, DHCPv4, and IANA code 161.
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2.1.2.7 Test Case loT-7-v4

Table 2-8: Test Case loT-7-v4

Test Case Field Description

Parent Requirement

(CR-11) If the 10T DDoS example implementation is such that its DHCP
server does not act as a MUD manager and it forwards a MUD URL to a
MUD manager, the DHCP server must notify the MUD manager of any
corresponding change to the DHCP state of the MUD-enabled loT de-
vice, and the MUD manager should remove the implemented policy con-
figuration in the router/switch pertaining to that MUD-enabled loT de-
vice.

Testable Requirement

(CR-11.a) The MUD-enabled loT device shall explicitly release the IP ad-
dress lease (i.e., it sends a DHCP release message to the DHCP server).
(CR-11.a.1) The DHCP server shall notify the MUD manager that the de-
vice’s IP address lease has been released.

(CR-11.a.2) The MUD manager should remove all policies associated
with the disconnected IoT device that had been configured on the MUD
PEP router/switch.

Description

Shows that when a MUD-enabled loT device explicitly releases its IP ad-
dress lease, the MUD-related configuration for that loT device will be re-
moved from its MUD PEP router/switch

Associated Test Case(s)

loT-1-v4 (or loT-1-v6 when IPv6 addressing is used)

Associated Cybersecurity
Framework Subcate-

gory(ies)

PR.IP-3, PR.DS-3

loT Device(s) Under Test

Raspberry Pi

MUD File(s) Used

ciscopi2.json

Preconditions

Test loT-1-v4 (or loT-1-v6) has run successfully, meaning that the MUD
PEP router/switch has been configured to enforce the policies defined in
the MUD file in section 2.1.3 for the loT device in question.
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Procedure 1. Asstipulated in the preconditions, right before this test, test loT-1-
v4 (or loT-1-v6) must have been run successfully. Verify that the
MUD PEP router/switch for the loT device has been configured to
enforce the policies listed in the preconditions section above for the
loT device in question.

Cause a DHCP release of the loT device in question.

Verify that all the configuration rules listed above have been re-

moved from the MUD PEP router/switch for the IoT device in ques-
tion.

Expected Results All of the configuration rules listed above have been removed from the
MUD PEP router/switch for the |oT device in question.

Actual Results Procedure 1:

Bui ld1l#sh access-session int g1/0/15 det
Interface: GigabitEthernetl/0/15
1IF-ID: Ox1B6BCEA5
MAC Address: b827.ebeb.6c8b
IPv6 Address: Unknown
IPv4 Address: 192.168.13.17
User-Name: b827ebeb6c8b
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Common Session ID: COA80A0200000A6A9828F06
Acct Session ID: 0x0000003b
Handle: 0x2200009c
Current Policy: mud-mab-test

Server Policies:

ACS ACL: mud-81726-v4fr.in
Vlan Group: Vlan: 3

Method status list:
Method State
mab Authc Success
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Procedure 2:

pi@raspberrypi:~ $ sudo dhclient -v -r

Bui ldl#sh access-session int gl1/0/15 det
Interface: GigabitEthernetl/0/15
1IF-1D: Ox1B6BCEAS
MAC Address: b827.ebeb.6c8b
IPv6 Address: Unknown
IPv4 Address: Unknown
User-Name: b827ebeb6c8b
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Common Session ID: COA80A0200000A6A9828F06
Acct Session ID: 0x0000003b
Handle: 0x2200009c
Current Policy: mud-mab-test

Server Policies:

ACS ACL: mud-81726-v4fr.in
Vlan Group: Vlan: 3

Method status list:
Method State
mab Authc Success

Overall Results Failed

267 As explained above, test |0T-7-v6 is identical to test l10T-7-v4 except that it uses IPv6, DHCPv6, and IANA
268 code 112 instead of using IPv4, DHCPv4, and IANA code 161.

269 2.1.2.8 Test Case loT-8-v4
270 Table 2-9: Test Case loT-8-v4
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Parent Requirement

(CR-11) If the IoT DDoS example implementation is such that its DHCP
server does not act as a MUD manager and it forwards a MUD URLto a
MUD manager, the DHCP server must notify the MUD manager of any
corresponding change to the DHCP state of the MUD-enabled loT de-
vice, and the MUD manager should remove the implemented policy con-
figuration in the router/switch pertaining to that MUD-enabled loT de-
vice.

Testable Requirement

(CR-11.b) The MUD-enabled loT device’s IP address lease shall expire.

(CR-11.b.1) The DHCP server shall notify the MUD manager that the de-
vice’s IP address lease has expired.

(CR-11.b.2) The MUD manager should remove all policies associated
with the affected loT device that had been configured on the MUD PEP
router/switch.

Description

Shows that when a MUD-enabled loT device’s IP address lease expires,
the MUD-related configuration for that loT device will be removed from
its MUD PEP router/switch

Associated Test Case(s)

loT-1-v4 (or loT-1-v6 when IPv6 addressing is used)

Associated Cybersecurity
Framework Subcate-

gory(ies)

PR.IP-3, PR.DS-3

loT Device(s) Under Test

TBD (Not testable in Build 1)

MUD File(s) Used

TBD (Not testable in Build 1)

Preconditions

Test loT-1-v4 (or loT-1-v6) has run successfully, meaning that the MUD
PEP router/switch has been configured to enforce the policies defined in
the MUD file in Section 2.1.3 for the IoT device in question.

Procedure

1. Configure the DHCP server to have a DHCP lease time of 10 minutes.
2. Runtest loT-1-v4 (or loT-1-v6).

Functional Demonstration Results: Supplement to NIST SP 1800-15B 57




271
272

273
274

DRAFT

Test Case Field Description

3. Verify that the MUD PEP router/switch for the loT device has been
configured to enforce the policies listed above for the IoT device in
question.

Disconnect the loT device in question from the network.

5. After 10 minutes have elapsed, verify that all of the configuration
rules listed above have been removed from the MUD PEP
router/switch for the IoT device in question.

Expected Results

Once 10 minutes have elapsed after disconnecting the loT device from
the network, all of the configuration rules listed above have been re-
moved from the MUD PEP router/switch for the IoT device in question.

Actual Results

TBD (Not testable in Build 1)

Overall Results

TBD (Not testable in Build 1)

As explained above, test 10T-8-v6 is identical to test loT-8-v4 except that it uses IPv6, DHCPv6, and IANA
code 112 instead of using IPv4, DHCPv4, and IANA code 161.

2.1.2.9 Test Case loT-9-v4
Table 2-10: Test Case l0T-9-v4

Test Case Field Description

Parent Requirements

(CR-13) The IoT DDoS example implementation shall ensure that for
each rule in a MUD file that pertains to an external domain, the MUD
PEP router/switch will get configured with all possible instantiations of
that rule, insofar as each instantiation contains one of the IP addresses
to which the domain in that MUD file rule may be resolved when que-
ried by the MUD PEP router/switch.

Testable Requirements

(CR-13.a) The MUD file for a device shall contain a rule involving an ex-
ternal domain that can resolve to multiple IP addresses when queried by
the MUD PEP router/switch. An ACL for permitting access to each of
those IP addresses will be inserted into the MUD PEP router/switch for
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the device in question, and the device will be permitted to communicate
with all of those IP addresses.

Description Shows that if a domain in a MUD file rule resolves to multiple IP ad-
dresses when the address resolution is queried by the network gateway,
then

1. ACLs instantiating that MUD file rule corresponding to each of these
IP addresses will be configured in the gateway for the loT device as-
sociated with the MUD file, and

2. the loT device associated with the MUD file will be permitted to
communicate with all of the IP addresses to which that domain re-
solves

Associated Test Case(s) N/A

Associated Cybersecurity ID.AM-1, ID.AM-2, ID.AM-3, PR.DS-5, DE.AE-1, PR.AC-4, PR.AC-5, PR.IP-1,
Framework Subcate- PR.IP-3, PR.DS-2

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used dnstest.json

Preconditions 1. The MUD PEP router/switch does not yet have any configuration
settings pertaining to the loT device being used in the test.

2. The MUD file for the loT device being used in the test is identical to
the MUD file provided in Section 2.1.3. (Therefore, the MUD file
used in the test permits the device to send data to www.up-
dateserver.com.)

3. The tester has access to a domain name system (DNS) server that
will be used by the MUD PEP router/switch and can configure it such
that it will resolve the domain www.updateserver.com to any of
these addresses when queried by the MUD PEP router/switch:
x1.x1.x1.x1, yl.yl.ylyl, and z1.z1.z1.z1.

Functional Demonstration Results: Supplement to NIST SP 1800-15B 59



DRAFT

Test Case Field Description

4. There is an update server running at each of these three IP ad-
dresses.

Procedure 1. Verify that the MUD PEP router/switch for the loT device to be used
in the test does not yet have any configuration settings installed
with respect to the IoT device being used in the test.

2. Run test loT-1-v4 (or loT-1-v6). The result should be that the MUD
PEP router/switch has been configured to explicitly permit the loT
device to initiate communication with www.updateserver.com.

3. Verify that the MUD PEP router/switch has been configured with
ACLs that permit the loT device to send data to IP addresses
x1.x1.x1.x1, yl.yl.yl.yl, and z1.z1.z1.z1.

4. Have the device in question attempt to connect to x1.x1.x1.x1,
yl.yl.ylyl, and z1.z1.z1.z1.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to permit the loT device to send
data to IP addresses x1.x1.x1.x1, yl.yl.yl.yl, and z1.z1.z1.z1.

The loT device is permitted to send data to each of the update servers at
these addresses.

Actual Results Procedures 1-2:
Completed; excluded for brevity
Procedure 3:

MUD MANAGER:
***MUDC [INFO][fetch_uri_from macaddr:2166]--> =============
Returning URI:https://mudfileserver/dnstest. json

***MUDC [INFO][handle_get_aclname:3149]--> Found URI
https://mudfileserver/dnstest. json for MAC address
b827ebcf7b81

***MUDC [INFO][validate_muduri:3009]--> uri:
https://mudfileserver/dnstest. jsonhttps://mudfileserver/dnst
est._json

***MUDC [INFO][validate_muduri:3035]--> ip: mudfileserver,
filename: dnstest.json
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***MUDC [INFO][handle_get _aclname:3194]--> Got URL from
message <https://mudfileserver/dnstest.json>

***MUDC [INFO][query_policies_by uri:1873]--> found the

record <{ "_id" : { "$oid" : ""5d51d0eb0ff2eb76576ee38b™ },
"DACL_Name™ : "ACS:CiscoSecure-Defined-ACL=mud-77797-
vAfr.in", "DACL™ : "[\"ip:inacl#10=permit tcp any host

192.168.4.7 range 80 80 syn ack\", \"ip:inacl#20=permit tcp
any host 192.168.4.78 range 80 80 syn ack\",
\"ip:inacl#30=permit tcp any host 192.168.4.77 range 80 80
syn ack\", \"ip:inacl#40=permit tcp any eq 22 any\",
\"ip:inacl#41=permit udp any eq 68 any eq 67\",

\"ip:inacl#42=permit udp any any eq 53\", \"ip:inacl#43=deny

ip any any\"]", "URI" : "https://mudfileserver/dnstest. json"

}>

***MUDC [INFO][query_policies_by uri:1915]--> Response <{
""Cisco-AVPair': ["ACS:CiscoSecure-Defined-

ACL=mud-77797-v4fr._in"]

3>

***MUDC [INFO][mudc_construct_head:63]--> status_code: 200,
content_len: 70, extra_headers: Content-Type:
application/aclname

***MUDC [INFO][mudc_construct_head:80]--> HTTP header:
HTTP/1.1 200 OK

Content-Type: application/aclname
Content-Length: 70

***MUDC [INFO][query_policies_by uri:1918]--> {

"Cisco-AVPair': [""ACS:CiscoSecure-Defined-
ACL=mud-77797-v4fr._in"]
}
***MUDC [INFO][handle_get_aclname:3204]--> Got ACLs from the
MUD URL
Switch/PEP:

Bui ldl#show access-lists

Extended IP access list mud-77797-v4fr.in
10 permit tcp any host 192.168.4.7 eq www ack syn
20 permit tcp any host 192.168.4.78 eq www ack syn
30 permit tcp any host 192.168.4.77 eq www ack syn
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40 permit tcp any eq 22 any

41 permit udp any eq bootpc any eq bootps
42 permit udp any any eq domain

43 deny ip any any

Procedure 4:

i Apache? Ubuntu Default Page: It works - Chromium = E
[ ApacheZ Ubuntu | =

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after installation on Ubuniu
systems. It is hased on the equivalent pafe on Debian, from which the Ubuntu Apache packaging is derived. If you can
read ths pagee, it means thal the Apache HTTP server mstalled al this site s working properly. You should replace this
file (located at Svar fwww/html /index . html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. If the problem persists, please contact the site's administratar.

Configuration Overview
Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split into several files
optimized for interaction with Ubuntu wols. The configuration system is fully documented in
lusrishare/dociapache2lREADME.Debian.gz. Refer to this for the full decumentation. Documentation for the web
server itself can be found by accessing the manual if the apache? -doc package was installed on this server.

The canfiguration layoat for an Apache? weh server installation on Ubuntu systems is as follows:
Aetc/apache2/

|-- amrhp? conf
-- ports.conl

J=

! .

| -- *.conf
|-- conf-enabled
I .
J=
I

| ApacheZ Ubuntu Default Page: It works - Chromium - o
[ Apache? Ubuntu | =
¢ ©
@ Apache2 Ubuntu Default Page
This is the default welcome page used to test the correct operation of the Apache2 server after installation on Ubuniu
systems. It is hased on the equivalent page on Dehian, from which the Ubuntu Apache packaging is desived. If you can
read this page, it means that the Apache HTTP server installed at this site is working properly. You should replace this
file (located at /var fwww/html/index . html) before continuing to operate your HTTP server.
If you are a normal user of this web site and don't know what this page is about, this probably means that the site is.
currenthy unawailable due to mantenance. 1 the problem persists, please contact e site’s admmstrator.
Configuration Overview
Ubuntu's Apache? defaull configuration s ddferent from the upstream defaull configuration, and spiit mlo several hles
optimized for interaction with Ubuntu tools. The configuration system is fully documented in
_Debian.gz. Reler o this Tor the full documentabon. Documentation for the wetb

server itself can be found by accessing the manual if the apache2-doc package was installed on this server.
The configuration layout for an Apache2 web server installation on Ubuniu systems is as follows:

fetc/apachez/s

| -- apachez.conf

| "-- ports.conf

|-~ mods-enabled

| | -- ~.load

] *.conf

| -- conf-enabled

] *.conf

|-- rabled

] *.conf

Overall Results Pass
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275  Test Case l10T-9-v6 is identical to test case l0T-9-v4 except that loT-9-v6 uses IPv6 addresses rather than
276 IPv4 addresses.

277 2.1.2.10 Test Case loT-10-v4
278 Table 2-11: Test Case loT-10-v4

Test Case Field Description

Parent Requirements (CR-12) The IoT DDoS example implementation shall include a MUD
manager that uses a cached MUD file rather than retrieve a new one if
the cache-validity time period has not yet elapsed for the MUD file indi-
cated by the MUD URL. The MUD manager should fetch a new MUD file
if the cache-validity time period has already elapsed.

Testable Requirements (CR-12.a) The MUD manager shall check if the file associated with the
MUD URL is present in its cache and shall determine that it is.
(CR-12.a.1) The MUD manager shall check whether the amount of time
that has elapsed since the cached file was retrieved is less than or equal
to the number of hours in the cache-validity value for this MUD file. If
so, the MUD manager shall apply the contents of the cached MUD file.
(CR-12.a.2) The MUD manager shall check whether the amount of time
that has elapsed since the cached file was retrieved is greater than the
number of hours in the cache-validity value for this MUD file. If so, the
MUD manager may (but does not have to) fetch a new file by using the
MUD URL received.

Description Shows that, upon connection to the network, a MUD-enabled loT device
used in the loT DDoS example implementation has its MUD PEP
router/switch automatically configured to enforce the route filtering
that is described in the cached MUD file for that device’s MUD URL, as-
suming that the amount of time that has elapsed since the cached MUD
file was retrieved is less than or equal to the number of hours in the
file’s cache-validity value. If the cache validity has expired for the respec-
tive file, the MUD manager should fetch a new MUD file from the MUD
file server.

Associated Test Case(s) N/A
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Associated Cybersecurity ID.AM-1, ID.AM-2, ID.AM-3, PR.DS-5, DE.AE-1, PR.AC-4, PR.AC-5, PR.IP-1,
Framework Subcate- PR.IP-3, PR.DS-2, PR.PT-3

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used Ciscopi2.json

Preconditions 1. All devices have been configured to use IPv4.
The MUD PEP router/switch does not yet have any configuration
settings pertaining to the loT device being used in the test.

3. The MUD file for the loT device being used in the test is identical to
the MUD file provided in Section 2.1.3.

Procedure Verify that the MUD PEP router/switch for the loT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test.

Run test loT-1-v4 (or loT-1-v6).

2. Within 24 hours (i.e., within the cache-validity period for the MUD
file) of running test loT-1-v4 (or loT-1-v6), remove the loT device
that was connected during test loT-1-v4 (or l1oT-1-v6) from the net-
work. Ensure all traffic filters associated to loT device have been re-
moved, and reconnect it to the test network. This should set in mo-
tion the following series of steps, which should occur automatically.

3. The loT device automatically emits a DHCPv4 message containing
the device’s MUD URL (IANA code 161). (Note that in the v6 version
of this test, IPv6, DHCPv6, and IANA code 112 will be used.)

4. The DHCP server receives the DHCPv4 message containing the loT
device’s MUD URL.

5. The DHCP server offers an IP address lease to the newly connected
loT device.

6. The loT device requests this IP address lease, which the DHCP server
acknowledges.

7. The DHCP server sends the MUD URL to the MUD manager.
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8. The MUD manager determines that it has this MUD file cached and
checks that the amount of time that has elapsed since the cached
file was retrieved is less than or equal to the number of hours in the
cache-validity value for this MUD file. If the cache validity has been
exceeded, the MUD manager will fetch a new MUD file. (Run the
test both ways—with a cache-validity period that has expired and
with one that has not.)

9. The MUD manager translates the MUD file’s contents into appropri-
ate route filtering rules and installs these rules onto the MUD PEP
for the 10T device in question so that this router/switch is now con-
figured to enforce the policies specified in the MUD file.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to enforce the policies specified in
the loT device’s MUD file. The expected configuration should resemble
the following.

Cache is valid (the MUD manager does NOT retrieve the MUD file from
the MUD file server):

Extended IP access list mud-81726-v4fr.in
10 permit tcp any host 192.168.4.7 eq www ack syn
20 permit tcp any host 192.168.10.104 eq www
30 permit tcp any host 192.168.10.105 eq www

50 permit tcp any 192.168.10.0 0.0.0.255 eq www
60 permit tcp any 192.168.13.0 0.0.0.255 eq www
70 permit tcp any 192.168.14.0 0.0.0.255 eq www

80 permit tcp any eq 22 any

81 permit udp any eq bootpc any eq bootps
82 permit udp any any eq domain

83 deny ip any any

Cache is valid (the MUD manager does NOT retrieve the MUD file from
the MUD file server):

Extended IP access list mud-81726-v4fr.in
10 permit tcp any host 192.168.4.7 eq www ack syn
20 permit tcp any host 192.168.10.104 eq www
30 permit tcp any host 192.168.10.105 eq www
50 permit tcp any 192.168.10.0 0.0.0.255 eq www
60 permit tcp any 192.168.13.0 0.0.0.255 eq www
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70 permit tcp any 192.168.14.0 0.0.0.255 eq www
80 permit tcp any eq 22 any

81 permit udp any eq bootpc any eq bootps

82 permit udp any any eq domain

83 deny ip any any

Cache is not valid (the MUD manager does retrieve the MUD file from
the MUD file server):

Extended IP access list mud-81726-v4fr.in
10 permit tcp any host 192.168.4.7 eq www ack syn
20 permit tcp any host 192.168.10.104 eq www
30 permit tcp any host 192.168.10.105 eq www

50 permit tcp any 192.168.10.0 0.0.0.255 eq www
60 permit tcp any 192.168.13.0 0.0.0.255 eq www
70 permit tcp any 192.168.14.0 0.0.0.255 eq www

80 permit tcp any eq 22 any

81 permit udp any eq bootpc any eq bootps
82 permit udp any any eq domain

83 deny ip any any

All protocol exchanges described in steps 1-9 above are expected to
occur and can be viewed via Wireshark if desired. If the router/switch
does not get configured in accordance with the MUD file, each exchange
of DHCP and MUD-related protocol traffic should be viewed on the
network via Wireshark to determine which transactions did not proceed
as expected, and the observed and absent protocol exchanges should be
described here.

Actual Results MUD manager logs for valid cache:

**MUDC [INFO][mudc_print_request_info:2185]--> print parsed
HTTP request header info

***MUDC [INFO][mudc_print_request_info:2186]--> request
method: POST

***MUDC [INFO][mudc_print_request_info:2187]--> request uri:

/getaclname

***MUDC [INFO][mudc_print_request_info:2188]--> local uri:
/getaclname

***MUDC [INFO][mudc_print_request_info:2189]--> http ver-
sion: 1.1

***MUDC [INFO][mudc_print_request_info:2190]--> query
string: (null)

***MUDC [INFO][mudc_print_request_info:2191]--> con-
tent_length: 27
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***MUDC [INFO][mudc_print_request_info:2192]--> remote ip
addr: 0xe7719c38

***MUDC [INFO][mudc_print_request_info:2193]--> remote port:
49344

***MUDC [INFO][mudc_print_request_info:2194]--> remote_user:
(null)

***MUDC [INFO][mudc_print_request_info:2195]--> is ssl: 0
***MUDC [INFO][mudc_print_request_info:2199]--> header(0):
name: <Host>, value: <127.0.0.1:8000>

***MUDC [INFO][mudc_print_request_info:2199]--> header(1):
name: <User-Agent>, value: <FreeRADIUS 3.0.17>

***MUDC [INFO][mudc_print_request_info:2199]--> header(2):
name: <Accept>, value: <*/*>

***MUDC [INFO][mudc_print_request_info:2199]--> header(3):
name: <Content-Type>, value: <application/json>

***MUDC [INFO][mudc_print_request_info:2199]--> header(4):
name: <X-FreeRADIUS-Section>, value: <authorize>

***MUDC [INFO][mudc_print_request_info:2199]--> header(5):
name: <X-FreeRADIUS-Server>, value: <default>

***MUDC [INFO][mudc_print_request_info:2199]--> header(6):
name: <Content-Length>, value: <27>

***MUDC [INFO][handle_get_aclname:2506]--> Mac address
<b827ebeb6c8b>

***MUDC [INFO][fetch_uri_from macaddr:1702]--> found the
fields <{ "_id" : { "$oid" : "5c182c7edb40218cde918776" },
"URI"™ = "https://mudfileserver/ciscopi2" }>

***MUDC [l NFO] [fetch_uri_from_macaddr: 1711] ——> ====—=—————====
Returning URI:https://mudfileserver/ciscopi2

***MUDC [INFO][handle_get aclname:2513]--> Found URI
https://mudfileserver/ciscopi2 for MAC address b827ebeb6c8b

***MUDC [INFO][validate_muduri:2373]--> uri: https://mud-
fileserver/ciscopi2

***MUDC [INFO][validate_muduri:2399]--> ip: mudfileserver,
filename: ciscopi2

***MUDC [INFO][handle_get_aclname:2558]--> Got URL from mes-
sage <https://mudfileserver/ciscopi2>

***MUDC [INFO][query_policies_by uri:1419]--> found the rec-

ord <{ "_id" : { "$oid" : "5c182d9cdb40218cde91884a" },
"DACL_Name'™ : "ACS:CiscoSecure-Defined-ACL=mud-81726-
vafr._in", "DACL"™ : "[\"ip:inacl#10=permit tcp any host

192.168.4.7 range 80 80 syn ack\", \"ip:inacl#20=permit tcp
any host 192.168.10.104 range 80 80\", \"ip:inacl#30=permit
tcp any host 192.168.10.105 range 80 80\", \"ip:in-
acl#40=permit tcp any host 192.168.10.104 range 80 80\",
\"ip:inacl#50=permit tcp any 192.168.10.0 0.0.0.255 range 80
80\", \"ip:inacl#60=permit tcp any 192.168.13.0 0.0.0.255
range 80 80\", \"ip:inacl#70=permit tcp any 192.168.14.0
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0.0.0.255 range 80 80\", \"ip:inacl#80=permit tcp any eq 22
any\", \"ip:inacl#8l=permit udp any eq 68 any eq 67\",
\"ip:inacl#82=permit udp any any eq 53\", \"ip:inacl#383=deny

ip any any\"]", "URI" : "https://mudfileserver/ciscopi2"”,
"WLAN" : 3 }>
***MUDC [INFO][query_policies_by uri:1461]--> Response <{
""Cisco-AVPair': ['"ACS:CiscoSecure-Defined-
ACL=mud-81726-v4fr._in"],
"Tunnel-Type': "VLAN",
"Tunnel-Medium-Type": "1EEE-802",

"Tunnel-Private-Group-1d": 3

3>

***MUDC [INFO][mudc_construct_head:135]--> status_code: 200,
content_len: 160, extra_headers: Content-Type: applica-
tion/aclname

***MUDC [INFO][mudc_construct_head:152]--> HTTP header:
HTTP/1.1 200 OK

Content-Type: application/aclname

Content-Length: 160

***MUDC [INFO][query_policies_by uri:14647--> {

"Cisco-AVPair': [""ACS:CiscoSecure-Defined-
ACL=mud-81726-v4fr.in"],

"Tunnel-Type': "VLAN",

"Tunnel-Medium-Type": "1EEE-802",

"Tunnel-Private-Group-1d": 3

}
***MUDC [INFO][handle_get_aclname:2568]--> Got ACLs from the
MUD URL

MUD manager logs for expired cache:

***MUDC [INFO][mudc_print_request_info:2185]--> print parsed
HTTP request header info

***MUDC [INFO][mudc_print_request_info:2186]--> request
method: POST

***MUDC [INFO][mudc_print_request_info:2187]--> request uri:

/getaclname

***MUDC [INFO][mudc_print_request_info:2188]--> local uri:
/getaclname

***MUDC [INFO][mudc_print_request_info:2189]--> http ver-
sion: 1.1

***MUDC [INFO][mudc_print_request_info:2190]--> query
string: (null)
***MUDC [INFO][handle_get_aclname:2506]--> Mac address

<b827ebeb6c8b>
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***MUDC [INFO][fetch_uri_from_macaddr:1702]--> found the
fields <{ "_id" : { "$oid" : "5c182c7edb40218cde918776" %},
“"URI"™ = "https://mudfileserver/ciscopi2" }>

***MUDC [INFO][fetch_uri_from macaddr:1711]--> =============
Returning URI:https://mudfileserver/ciscopi2

***MUDC [INFO][handle_get_aclname:2513]--> Found URI
https://mudfileserver/ciscopi2 for MAC address b827ebeb6c8b

***MUDC [INFO][validate_muduri:2373]--> uri: https://mud-
fileserver/ciscopi2

***MUDC [INFO][validate_muduri:2399]--> ip: mudfileserver,
filename: ciscopi?2

***MUDC [INFO][handle_get_aclname:2558]--> Got URL from mes-
sage <https://mudfileserver/ciscopi2>

***MUDC [INFO][query_policies_by uri:1399]-->Cache has ex-
pired

[Omitted for brevity]

***MUDC [STATUS][send_mudfs_request:2005]-->
Request URI <https://mudfileserver/ciscopi2>
</home/mudtester/mud-intermediate.pem>

*  Trying 192.168.4.5__.
* TCP_NODELAY set
* Connected to mudfileserver (192.168.4.5) port 443 (#0)
* found 1 certificate in /home/mudtester/mud-intermedi-
ate.pem
* found 400 certificates in /etc/ssl/certs
* ALPN, offering http/1.1
* SSL connection using TLS1.2 / ECDHE_RSA_AES 256 _GCM_SHA384
server certificate verification OK
server certificate status verification SKIPPED
common name: mudfileserver (matched)
server certificate expiration date OK
server certificate activation date OK
certificate public key: RSA
certificate version: #3
subject: C=US,ST=Maryland,L=Rockville,0=National Cy-
ersecurity Center of Excellence - NIST,CN=mudfileserver
start date: Fri, 05 Oct 2018 00:00:00 GMT
expire date: Wed, 13 Oct 2021 12:00:00 GMT
issuer: C=US,0=DigiCert Inc,CN=DigiCert Test SHA2
Intermediate CA-1
* compression: NULL
* ALPN, server did not agree to a protocol
> GET /ciscopi2 HTTP/1.1

¥ X X T X Ok X F % X * X
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Host: mudfileserver
Accept: */*

[Omitted for brevity]

Overall Results Pass

Test case 10T-10-v6 is identical to test case l0T-10-v4 except that loT-10-v6 tests requirement CR-1.a.2,
whereas |0T-10-v4 tests requirement CR-1.a.1. Hence, as explained above, test 10T-10-v6 uses IPv6,
DHCPv6, and IANA code 112 instead of using IPv4, DHCPv4, and IANA code 161.

2.1.2.11 Test Case loT-11-v4
Table 2-12: Test Case loT-11-v4

Test Case Field Description

Parent Requirements (CR-1) The loT DDoS example implementation shall include a mechanism
for associating a device with a MUD file URL (e.g., by having the MUD-
enabled loT device emit a MUD file URL via DHCP, Link Layer Discovery
Protocol [LLDP], or X.509 or by using some other mechanism to enable
the network to associate a device with a MUD file URL).

Testable Requirements (CR-1.a) Upon initialization, the MUD-enabled loT device shall broadcast
a DHCP message on the network, including at most one MUD URL, in
https scheme, within the DHCP transaction.

(CR-1.a.1) The DHCP server shall be able to receive DHCPv4 DISCOVER
and REQUEST with IANA code 161 (OPTION_MUD_URL_V4) from the
MUD-enabled IoT device.

OR

(CR-1.b) Upon initialization, the MUD-enabled IoT device shall emit the
MUD URL as an LLDP extension.

(CR-1.b.1) The network service shall be able to process the MUD URL
that is received as an LLDP extension.
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Description Shows that the loT DDoS example implementation includes loT devices
that can emit a MUD URL via DHCP or LLDP

Associated Test Case(s) N/A

Associated Cybersecurity ID.AM-1
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi, Molex light engine, u-blox C027-G35

MUD File(s) Used Ciscopi2.json, molex.json, ublox.json
Preconditions Device has been developed to emit a MUD URL in a DHCP transaction
Procedure 1. Power on a device and connect it to the network.

2. Verify that the device emits a MUD URL in a DHCP transaction or
LLDP message.

a. Use Wireshark to capture a DHCP transaction with options
present.

b. Use Wireshark to capture an LLDP message with a MUD URL
present in the LLDP frame.

Expected Results DHCP transaction with MUD option 161 or LLDP TLV MUD extension en-
abled and MUD URL included
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Actual Results

Raspberry Pi (using DHCPv4):

2875 2931.93%@31. ©.8.8.8 255.255,255.255
2877 2933.217946.. ©.9.8.8 255.255,255.255
3174 300@5.512734.. ©.0.8.8 255.255,255.255
3175 3085.513333.. 9.9.8.8 255.255,255.255

Frame 2875: 358 bytes on wire (2888 bits), 35@ bytes captured (2880 bits) on interface @
Ethernet II, Src: Raspberr_eb:6c:8b (bB:27:eb:eb:6c:8b), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 8.8.8.8, Dst: 255.255.255.255
User Datagram Protocel, Src Port: 68, Dst Port: &7
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Reguest (1)
Hardware type: Ethernet (@xel)
Hardware address length: &
Hops: @
Transaction ID: @x@2523497
Seconds elapsed: @
» Bootp flags: @x@88@ (Unicast)
Client IP address: 9.8.8.8
Your (client) IP address: ©.9.8.8
Next server IP address: 2.8.8.8
Relay agent IP address: @.8.8.8
Client MAC address r pberr_eb:6c:8b (bB:27:eb:eb:6c:Bb) |
Client hardware address padding: @@eoeeo2slsocooconas
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
oOption: (S5) Parameter Request List
ption: nutacturer Usage Description
Length: 38
MUDURL: https://mudfileserver/ciscopi2
» Option: (255) End
Padding:

u-blox C027-G35 (using DHCPv4):

(A Tboote

Ho. Tine Source Dusstination Motoccl  Length  Info

~ 149 BB.162148385 9.9.9.8 255.255.255.255 EL) 358 DHCP Discover - Transaction ID @xS3ef@sd!
151 88.167566034 0.9.9.@ 255.255.255.255 DHCP 350 DHCP Request - Transaction ID @xS3ef@sdt
168 91.166593028 10.42.0.1 1€.42.0.186 DHCP 342 DHCP Offer - Transaction ID @x53efd54!

v v

Hops: @
Transacticn ID: @x53efds4s
Seconds elapsed: @

Bootp flags: 2x@ees (Unicast)
Client IP address: 9.9.0.9

Your (client) IP address: ©.0.9.@
Next server IF address: 9.2.0.9

client hardware acdre:
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) OHCF Message Type (Discover)
Optisn: (57) Maximum DHCP Message Size
Optisn: (55) Parsmeter Request List
Option: (161) Manufacturer Usage Description
Length: 27
HUDURL: https://mudfileserver/ublox
» OptionT (I557 Eng
Padding:

Molex light engine (using LLDP):

€ v wvw

35@ DHCP Discover - Transaction
358 DHCP Request - Transaction
358 DHCP Discover - Transaction
358 DHCP Reguest = Transaction

T
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Test Case Field Description
[i | Il 2
Ha, Time: Source Destination Protocol  Length  Info
89 B6.354854926 LLDP_Multicast LLDP 469 TTL = 128 SysName = Transcend Sy
£
» Telecommunications Industry Association TR-41 Committee - Media Capabilities
» Telecommunications Industry Association TR-41 Committee - Network Policy
» Telecommunications Industry Association TR-41 Committes - Extended Power-via-MDI
3 Telecommunications Industry Association TR-41 Committee - Inventory - Hardware Revision
» Telecommunications Industry Association TR-41 Committee - Inventory - Firmware Revision
» Telecommunications Industry Association TR-41 Committee - Inventory = Software Revision
» Telecommunications Industry Asscciation TR-41 Committee - Inventory - Serial Number
» Telecommunications Industry Association TR-41 Committee - Inventory - Manufacturer Name
» Telecommunications Industry Association TR-41 Committee - Inventory - Model Name
» Telecommunications Industry Association TR-41 Committee - Inventory = Asset ID
~ ICANN, IANA Department - Manufacturer Usage Description URL
1111 111. .... .... = TLV Type: Organization Specific (127)
...8 8881 1111 = TLV Length: 31
Organization Unigue Code: @@:0@:5e (ICANN, IANA Departmen
IANA Subtype: Manufacturer Usage Description URL (@x81)
lManufacturer Usage Description URL: https‘.f,-’l!udf.ileserver‘.-’molexI
» End of LLDPDU
Overall Results Pass
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2.1.3 MUD Files

This section contains the MUD files that were used in the Build 1 functional demonstration.

2.1.3.1 Ciscopi2.json

The complete Ciscopi2.json MUD file has been linked to this document. To access this MUD file please
click the link below.

Ciscopi2.json

2.1.3.2 expiredcerttest.json

The complete expiredcerttest.json MUD file has been linked to this document. To access this MUD file
please click the link below.

expiredcerttest.json

2.1.3.3 molex.json

The complete molex.json MUD file has been linked to this document. To access this MUD file please
click the link below.

molex.json

2.1.3.4 ublox.json

The complete ublox.json MUD file has been linked to this document. To access this MUD file please click
the link below.

ublox.json

2.1.3.5 dnstest.json

The complete dnstest.json MUD file has been linked to this document. To access this MUD file please
click the link below.

dnstest.json

2.2 Demonstration of Non-MUD-Related Capabilities

In addition to supporting MUD, Build 1 supports capabilities with respect to device discovery, attribute
identification, and monitoring. Table 2-13 lists the non-MUD-related capabilities that were
demonstrated for Build 1. We use the letter “C” as a prefix for these functional capability identifiers in
the table below because these capabilities are specific to Build 1, which uses Cisco equipment.
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2.2.1 Non-MUD-Related Functional Capabilities
Table 2-13: Non-MUD-Related Functional Capabilities Demonstrated

Functional Parent Capability Subrequirement 1 Subrequirement 2 Exercise

Capability ID

C-1 The loT DDoS example imple- CnMUD-

mentation shall include a vis- 13-v4,
ibility component that can CnMUD-
detect, identify, categorize, 13-v6
and monitor the status of

loT devices that are on the

network.

C-1.a The visibility compo- CnMUD-
nent shall detect and 13-v4, loT-
identify the attributes 13-v6
and category of a
newly connected loT
device.

C-l.a.1 The visibility compo- |CnMUD-
nent shall monitor 13-v4, loT-
the status of the loT |13-v6
device (e.g., notice if
the device goes off-
line).

2.2.2 Exercises to Demonstrate the Above Non-MUD-Related Capabilities

This section contains the exercises that were performed to verify that Build 1 supports the non-MUD-
related capabilities listed in Table 2-13.
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2.2.2.1 Exercise CnMUD-13-v4
Table 2-14: Exercise CnMUD-13-v4

Test Case Field Description

Parent Requirements

(C-1) The loT DDoS example implementation shall include a visibility
component that can detect, identify, categorize, and monitor the status
of loT devices that are on the network.

Testable Requirements

(C-1.a) The visibility component shall detect and identify the attributes
and category of a newly connected IoT device.

(C-1.a.1) The visibility component shall monitor the status of the IoT de-
vice (e.g., notice if the device goes offline).

Description

Shows that the loT DDoS example implementation includes a visibility
component that can perform the following actions. Upon connection of
a live loT device to the network, the device will be detected; identified in
terms of attributes such as its IP address, operating system (0S), and de-
vice type; and continuously monitored as long as it remains live on the
network. If the device becomes disconnected or turns off, this change of
status will also be detected.

Associated Test Case(s)

N/A

Associated Cybersecurity
Framework Subcate-

gory(ies)

ID.AM-1, ID.AM-2, ID.AM-3, DE.AE-1, DE.CM-1

loT Device(s) Under Test

Raspberry Pi

MUD File(s) Used

Not applicable for this test

Preconditions

The visibility component is up and running and attached to the network.

Procedure

Power on a device and connect it to the network.

Verify that the device is detected by the visibility component and
that its type, address, OS, and other features are identified, and the
device is categorized correctly.
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Test Case Field Description

3. Turn off the device.
4. Verify that its absence from the network is detected.
5. Power the device back on.
6. Verify that its presence is detected and its features are identified
correctly.
7. Disconnect the device from the network.
Verify that its absence from the network is detected.
Expected Results All expectations as enumerated in items 2, 4, 6, and 8 above are ob-
served.
Actual Results At Power-On:

pi@raspberrypi:~ $ ifconfig
ethO: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.10.101 netmask 255.255.255.0 broadcast
192.168.10.255
ether b8:27:eb:eb:6c:8b txqueuelen 1000 (Ethernet)
RX packets 9193 bytes 8208593 (7.8 MiB)
RX errors O dropped 5 overruns O frame O
TX packets 7210 bytes 822414 (803.1 KiB)
TX errors O dropped O overruns O carrier O colli-
sions O

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

ineté ::1 prefixlen 128 scopeid 0x10<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 16 bytes 1467 (1.4 KiB)

RX errors O dropped O overruns 0 frame O

TX packets 16 bytes 1467 (1.4 KiB)

TX errors O dropped O overruns O carrier O colli-
sions 0

Screenshot from Forescout:
loT device status is indicated by green or gray light shown in the screen
capture
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Test Case Field Description

PARA AR

g CounterACT 1o Nations! Insitute of Sandrds and Techology (NIST) | = (@] x

-~ ForeScout

" Policies a oms v 5 OF 18 osTs

Hotr Pt g Sagmant ez At Comment DisplayNama  SwhchIPFODN  Swiith Patilas SerchPedfla | Function
Actons

ot Bt
P 2

Ta2180.0180 Buildt

tazissteta Bt nre
[ETETIEE Bullst
13218810101 Builit 182188 1106

1Pv4 Address: 13216317101 Funetion: msmsnen Tachroingy
=7)  MAG Address: sz7sbzoscit Operating System: Faszbian
/" vendor and Moet: rasstemPl

Categorizing loT Device:

We tested this function with a connected light bulb. See the example
screenshots below.
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Test Case Field

Description
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‘Vendor and Modek: Phisps Ligrt

Hos ciaszneaton GMmer Knawn Function

General

et Addras

5 LIGHTING BY

Swtehpaana  Funion

Overall Results

Pass

319
320

Test case CnMUD-13-v6 is identical to test case CnMUD-13-v4 except that test case CnMUD-13-v6 uses
IPv6 and DHCPv6 instead of using IPv4 and DHCPv4.
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321 3 Build 2

322 Build 2 uses equipment from MasterPeace Solutions Ltd., GCA, and ThreatSTOP. The MasterPeace

323  Solutions Yikes! router, cloud service, and mobile application are used to support MUD as well as to
324 perform device discovery on the network and to apply additional traffic rules to both MUD-capable and
325 non-MUD-capable devices based on device manufacturer and model. The GCA Quad9 DNS Service and
326  the ThreatSTOP Threat MUD File Server are used to support threat signaling.

327 3.1 Evaluation of MUD-Related Capabilities

328  The functional evaluation that was conducted to verify that Build 2 conforms to the MUD specification
329  was based on the Build 2-specific requirements listed in Table 3-1.

330 3.1.1 Requirements
331 Table 3-1: MUD Use Case Functional Requirements

Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-1 The |oT DDoS example imple- loT-1-v4,
mentation shall include a loT-1-v6,
mechanism for associating a loT-11-v4,
device with a MUD file URL loT-11-v6

(e.g., by having the MUD-en-
abled loT device emit a MUD
file URL via DHCP, LLDP, or
X.509 or by using some
other mechanism to enable
the network to associate a
device with a MUD file URL).

CR-1.a Upon initialization, the loT-1-v4,
MUD-enabled IoT de- loT-1-v6,
vice shall broadcast a loT-11-v4,
DHCP message on the loT-11-v6

network, including at
most one MUD URL,
in https scheme,
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

within the DHCP
transaction.

CR-1.a.1 The DHCP server loT-1-v4,
shall be able to re- loT-11-v4
ceive DHCPv4 DIS-
COVER and REQUEST
with IANA code 161
(OP-
TION_MUD_URL_V4)
from the MUD-ena-
bled loT device.

CR-1.a.2 The DHCP server loT-1-v6,
shall be able to re- loT-11-v6
ceive DHCPv6 Solicit
and Request with
IANA code 112 (OP-
TION_MUD_URL_V6)
from the MUD-ena-
bled loT device.

CR-2 The |oT DDoS example imple- loT-1-v4,
mentation shall include the loT-1-v6
capability for the MUD URL
to be provided to a MUD
manager.

CR-2.a The DHCP server shall loT-1-v4,
assign an IP address loT-1-v6
lease to the MUD-ena-
bled loT device.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-2.a.1 The MUD-enabled loT-1-v4,
loT device shall re- loT-1-v6

ceive the IP address.

CR-2.b The DHCP server shall loT-1-v4,
receive the DHCP mes- loT-1-v6
sage and extract the
MUD URL, which is
then passed to the
MUD manager.

CR-2.b.1 The MUD manager loT-1-v4,
shall receive the loT-1-v6

MUD URL.
CR-3 The loT DDoS example imple- loT-1-v4,
mentation shall include a loT-1-v6

MUD manager that can re-
quest a MUD file and signa-
ture from a MUD file server.

CR-3.a The MUD manager loT-1-v4,
shall use the GET loT-1-v6
method (RFC 7231) to
request MUD and sig-

nature files (per RFC
7230) from the MUD
file server and can val-
idate the MUD file
server’s TLS certifi-
cate by using the rules
in RFC 2818.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-3.a.1 The MUD file server |loT-1-v4,
shall receive the loT-1-v6

https request from
the MUD manager.

CR-3.b The MUD manager loT-2-v4,
shall use the GET loT-2-v6
method (RFC 7231) to
request MUD and sig-
nature files (per RFC
7230) from the MUD
file server, but it can-
not validate the MUD
file server’s TLS certif-
icate by using the
rules in RFC 2818.

CR-3.b.1 The MUD manager |loT-2-v4,
shall drop the con- loT-2-v6
nection to the MUD
file server.

CR-3.b.2 The MUD manager |loT-2-v4,
shall send locally de- |loT-2-v6
fined policy to the
router or switch that
handles whether to
allow or block traffic
to and from the
MUD-enabled IoT de-
vice.

CR-4 The loT DDoS example imple- loT-1-v4,
mentation shall include a loT-1-v6
MUD file server that can
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

serve a MUD file and signa-
ture to the MUD manager.

CR-4.a The MUD file server loT-1-v4,
shall serve the file loT-1-v6
and signature to the
MUD manager, and
the MUD manager
shall check to deter-
mine whether the
certificate used to
sign the MUD file
(signed using DER-en-
coded CMS [RFC
5652]) was valid at the
time of signing, i.e.,
the certificate had not

expired.
CR-4.b The MUD file server loT-3-v4,
shall serve the file loT-3-v6

and signature to the
MUD manager, and
the MUD manager
shall check to deter-
mine whether the
certificate used to
sign the MUD file was
valid at the time of
signing, i.e., the certif-
icate had already ex-
pired when it was
used to sign the MUD
file.

Functional Demonstration Results: Supplement to NIST SP 1800-15B 85



DRAFT

Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-4.b.1 The MUD manager l0T-3-v4,
shall cease to process |l0T-3-v6
the MUD file.

CR-4.b.2 The MUD manager loT-3-v4,

shall send locally de- |[loT-3-v6
fined policy to the
router or switch that
handles whether to
allow or block traffic
to and from the
MUD-enabled IoT de-

vice.
CR-5 The loT DDoS example imple- loT-1-v4,
mentation shall include a loT-1-v6
MUD manager that can
translate local network con-
figurations based on the
MUD file.

CR-5.a The MUD manager loT-1-v4,
shall successfully vali- loT-1-v6
date the signature of
the MUD file.

CR-5.a.1 The MUD manager, |loT-1-v4,

after validation of the |loT-1-v6
MUD file signature,
shall check for an ex-
isting MUD file and
translate abstrac-
tions in the MUD file
to router or switch
configurations.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case
Requirement

(CR-ID)

CR-5.a.2 The MUD manager l0T-10-v4,
shall cache this newly |l0T-10-v6
received MUD file.

CR-5.b The MUD manager loT-4-v4,
shall attempt to vali- loT-4-v6
date the signature of
the MUD file, but the
signature validation
fails (even though the
certificate that had
been used to create
the signature had not
been expired at the
time of signing, i.e.,
the signature is invalid
for a different reason).

CR-5.b.1 The MUD manager loT-4-v4,
shall cease pro- loT-4-v6
cessing the MUD file.

CR-5.b.2 The MUD manager |loT-4-v4,
shall send locally de- |loT-4-v6
fined policy to the
router or switch that
handles whether to
allow or block traffic
to and from the
MUD-enabled IoT de-
vice.

CR-6 The loT DDoS example imple- loT-1-v4,
mentation shall include a loT-1-v6
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

MUD manager that can con-
figure the MUD PEP, i.e., the
router or switch nearest the
MUD-enabled loT device that
emitted the URL.

CR-6.a The MUD manager loT-1-v4,
shall install a router loT-1-v6
configuration on the
router or switch near-
est the MUD-enabled
loT device that emit-

ted the URL.

CR-6.a.1 The router or switch |loT-1-v4,
shall have been con- |loT-1-v6
figured to enforce
the route filter sent
by the MUD man-
ager.

CR-7 The |oT DDoS example imple- loT-5-v4,

mentation shall allow the loT-5-v6
MUD-enabled loT device to

communicate with approved

internet services in the MUD

file.

CR-7.a The MUD-enabled loT loT-5-v4,

device shall attempt loT-5-v6

to initiate outbound
traffic to approved in-
ternet services.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-7.a.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6

tempt and shall allow
it to pass based on
the filters from the

MUD file.

CR-7.b An approved internet loT-5-v4,
service shall attempt loT-5-v6
to initiate a connec-
tion to the MUD-ena-
bled loT device.

CR-7.b.1 The router or switch |loT-5-v4,

shall receive the at- |loT-5-v6

tempt and shall allow
it to pass based on
the filters from the

MUD file.

CR-8 The loT DDoS example imple- loT-5-v4,
mentation shall deny com- loT-5-v6
munications from a MUD-
enabled loT device to unap-
proved internet services
(i.e., services that are denied
by virtue of not being explic-
itly approved).

CR-8.a The MUD-enabled loT loT-5-v4,

device shall attempt loT-5-v6

to initiate outbound
traffic to unapproved
(implicitly denied) in-
ternet services.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

CR-8.a.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-8.b An unapproved (im- loT-5-v4,
plicitly denied) inter- loT-5-v6
net service shall at-
tempt to initiate a
connection to the
MUD-enabled loT de-

vice.

CR-8.b.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-8.c The MUD-enabled loT loT-5-v4,

device shall initiate loT-5-v6

communications to an
internet service that is
approved to initiate
communications with
the MUD-enabled de-
vice but not approved
to receive communi-
cations initiated by
the MUD-enabled de-
vice.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

CR-8.c.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-8.d An internet service loT-5-v4,
shall initiate commu- loT-5-v6
nications to a MUD-
enabled device that is
approved to initiate
communications with
the internet service
but that is not ap-
proved to receive
communications initi-
ated by the internet

service.

CR-8.d.1 The router or switch |loT-5-v4,
shall receive the at- |loT-5-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-9 The loT DDoS example imple- loT-6-v4,

mentation shall allow the loT-6-v6
MUD-enabled loT device to

communicate laterally with

devices that are approved in

the MUD file.

CR-9.a The MUD-enabled loT loT-6-v4,

device shall attempt loT-6-v6
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)
to initiate lateral traf-
fic to approved de-
vices.

CR-9.a.1 The router or switch |loT-6-v4,
shall receive the at- |l0T-6-v6
tempt and shall al-
low it to pass based
on the filters from
the MUD file.

CR-9.b An approved device loT-6-v4,
shall attempt to initi- loT-6-v6
ate a lateral connec-
tion to the MUD-ena-
bled loT device.

CR-9.b.1 The router or switch |loT-6-v4,
shall receive the at- |l0T-6-v6
tempt and shall al-
low it to pass based
on the filters from
the MUD file.

CR-10 The loT DDoS example imple- loT-6-v4,
mentation shall deny lateral loT-6-v6
communications from a
MUD-enabled loT device to
devices that are not ap-
proved in the MUD file (i.e.,
devices that are implicitly de-
nied by virtue of not being
explicitly approved).
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-10.a The MUD-enabled loT loT-6-v4,
device shall attempt loT-6-v6

to initiate lateral traf-
fic to unapproved (im-
plicitly denied) de-

vices.

CR-10.a.1 The router or switch |l0T-6-v4,
shall receive the at- |l0T-6-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-10.b An unapproved (im- loT-6-v4,

plicitly denied) device loT-6-v6

shall attempt to initi-
ate a lateral connec-
tion to the MUD-ena-
bled loT device.

CR-10.b.1 The router or switch |l0T-6-v4,
shall receive the at- |loT-6-v6
tempt and shall deny
it based on the filters
from the MUD file.

CR-11 If the loT DDoS example im- loT-7-v4,
plementation is such that its loT-7-v6
DHCP server does not act as
a MUD manager and it for-
wards a MUD URL to a MUD
manager, the DHCP server
must notify the MUD man-
ager of any corresponding
change to the DHCP state of
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

the MUD-enabled loT device,
and the MUD manager
should remove the imple-
mented policy configuration
in the router/switch pertain-
ing to that MUD-enabled loT
device.

CR-11.a The MUD-enabled loT loT-7-v4,
device shall explicitly loT-7-v6
release the IP address
lease (i.e., it sends a
DHCP release message
to the DHCP server).

CR-11.a.1 The DHCP server loT-7-v4,
shall notify the MUD ||oT-7-v6
manager that the de-
vice’s IP address
lease has been re-
leased.

CR-11.a.2 The MUD manager |loT-7-v4,
should remove all loT-7-v6
policies associated
with the discon-
nected loT device
that had been config-
ured on the MUD PEP
router/switch.

CR-11.b The MUD-enabled loT loT-8-v4,
device’s IP address loT-8-v6
lease shall expire.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

CR-11.b.1 The DHCP server loT-8-v4,
shall notify the MUD ||0T-8-v6
manager that the de-
vice’s IP address
lease has expired.

CR-11.b.2 The MUD manager |loT-8-v4,
should remove all loT-8-v6
policies associated
with the affected loT
device that had been
configured on the
MUD PEP
router/switch.

CR-12 The |oT DDoS example imple- l0T-10-v4,

mentation shall include a loT-10-v6
MUD manager that uses a
cached MUD file rather than
retrieve a new one if the
cache-validity time period
has not yet elapsed for the
MUD file indicated by the
MUD URL. The MUD man-
ager should fetch a new
MUD file if the cache-valid-
ity time period has already
elapsed.

CR-12.a The MUD manager loT-10-v4,
shall check if the file loT-10-v6
associated with the
MUD URL is present
in its cache and shall
determine that it is.
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement
(CR-ID)

CR-12.a.1 The MUD manager loT-10-v4,
shall check whether ||0T-10-v6
the amount of time
that has elapsed
since the cached file
was retrieved is less
than or equal to the
number of hours in
the cache-validity
value for this MUD
file. If so, the MUD
manager shall apply
the contents of the
cached MUD file.

CR-12.a.2 The MUD manager loT-10-v4,
shall check whether ||oT-10-v6
the amount of time
that has elapsed
since the cached file
was retrieved is
greater than the
number of hours in
the cache-validity
value for this MUD
file. If so, the MUD
manager may (but
does not have to)
fetch a new file by
using the MUD URL
received.

CR-13 The loT DDoS example imple- 0T-9-v4,
mentation shall ensure that loT-9-v6
for each rule in a MUD file

that pertains to an external
domain, the MUD PEP
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Capability Parent Requirement Subrequirement 1 Subrequirement 2 Test Case

Requirement

(CR-ID)

router/switch will get config-
ured with all possible instan-
tiations of that rule, insofar
as each instantiation con-
tains one of the IP addresses
to which the domain in that
MUD file rule may be re-
solved when queried by the
MUD PEP router/switch.

CR-13.a The MUD file for a de- l0T-9-v4,
vice shall contain a loT-9-v6
rule involving a do-
main that can resolve
to multiple IP ad-
dresses when queried
by the MUD PEP
router/switch. An ACL
for permitting access
to each of those IP
addresses will be in-
serted into the MUD
PEP router/switch for
the device in question,
and the device will be
permitted to com-
municate with all of
those IP addresses.

CR-13.a.1 IPv4 addressing is loT-9-v4

used on the network.

CR-13.a.2 IPv6 addressing is l0T-9-v6

used on the network.
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3.1.2 Test Cases

3.1.2.1 Test Case loT-1-v4

This section contains the test cases that were used to verify that Build 2 met the requirements listed in

Table 3-1.

Table 3-2: Test Case loT-1-v4

Test Case Field Description

Parent Requirements

(CR-1) The loT DDoS example implementation shall include a mechanism
for associating a device with a MUD file URL (e.g., by having the MUD-
enabled loT device emit a MUD file URL via DHCP, LLDP, or X.509 or by
using some other mechanism to enable the network to associate a de-
vice with a MUD file URL).

(CR-2) The loT DDoS example implementation shall include the capabil-
ity for the MUD URL to be provided to a MUD manager.

(CR-3) The loT DDoS example implementation shall include a MUD man-
ager that can request a MUD file and signature from a MUD file server.

(CR-4) The loT DDoS example implementation shall include a MUD file
server that can serve a MUD file and signature to the MUD manager.

(CR-5) The loT DDoS example implementation shall include a MUD man-
ager that can translate local network configurations based on the MUD
file.

(CR-6) The loT DDoS example implementation shall include a MUD man-
ager that can configure the router or switch nearest the MUD-enabled
loT device that emitted the URL.

Testable Requirements

(CR-1.a) Upon initialization, the MUD-enabled IoT device shall broadcast
a DHCP message on the network, including at most one MUD URL, in
https scheme, within the DHCP transaction.

(CR-1.a.1) The DHCP server shall be able to receive DHCPv4 DISCOVER
and/or REQUEST with IANA code 161 (OPTION_MUD_URL_V4) from the
MUD-enabled IoT device. (NOTE: Test loT-1-v6 does not test this re-
quirement; instead, it tests CR-1.a.2, which pertains to DHCPv6 rather
than DHCPv4.)

(CR-2.a) The DHCP server shall assign an IP address lease to the MUD-
enabled loT device.

(CR-2.a.1) The MUD-enabled loT device shall receive the IP address.
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Test Case Field Description

(CR-2.b) The DHCP server shall receive the DHCP message and extract
the MUD URL, which is then passed to the MUD manager.

(CR-2.b.1) The MUD manager shall receive the MUD URL.

(CR-3.a) The MUD manager shall use the GET method (RFC 7231) to re-
quest MUD and signature files (per RFC 7230) from the MUD file server
and can validate the MUD file server’s TLS certificate by using the rules
in RFC 2818.

(CR-3.a.1) The MUD file server shall receive the https request from the
MUD manager.

(CR-4.a) The MUD file server shall serve the file and signature to the
MUD manager, and the MUD manager shall check to determine whether
the certificate used to sign the MUD file (signed using DER-encoded CMS
[RFC 5652]) was valid at the time of signing, i.e., the certificate had not
expired.

(CR-5.a) The MUD manager shall successfully validate the signature of
the MUD file.

(CR-5.a.1) The MUD manager, after validation of the MUD file signature,
shall check for an existing MUD file and translate abstractions in the
MUD file to router or switch configurations.

(CR-6.a) The MUD manager shall install a router configuration on the
router or switch nearest the MUD-enabled loT device that emitted the
URL.

(CR-6.a.1) The router or switch shall have been configured to enforce
the route filter sent by the MUD manager.

Description Shows that, upon connection to the network, a MUD-enabled loT device
used in the loT DDoS example implementation has its MUD PEP
router/switch automatically configured to enforce the route filtering
that is described in the device’s MUD file, assuming the MUD file has a
valid signature and is served from a MUD file server that has a valid TLS
certificate

Associated Test Case(s) N/A

Associated Cybersecurity ID.AM-1, ID.AM-2, ID.AM-3, PR.DS-5, DE.AE-1, PR.AC-4, PR.AC-5, PR.IP-1,
Framework Subcate- PR.IP-3, PR.PT-3, PR.DS-2

gory(ies)

Functional Demonstration Results: Supplement to NIST SP 1800-15B 99



DRAFT

Test Case Field Description

loT Device(s) Under Test Raspberry Pi (1)

MUD File(s) Used Yikesmain.json

Preconditions 1. This MUD file is not currently cached at the MUD manager.

2. The device’s MUD file has a valid signature that was signed by a cer-
tificate that had not yet expired, and it is being hosted on a MUD file
server that has a valid TLS certificate.

3. The MUD PEP router/switch does not yet have any configuration
settings pertaining to the loT device being used in the test.

4. The MUD file for the loT device being used in the test is identical to
the MUD file provided in Section 3.1.3.

Procedure Verify that the MUD PEP router/switch for the loT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test. Also verify that the MUD
file of the loT device to be used is not currently cached at the MUD man-
ager.

Power on the loT device and connect it to the test network. This should
set in motion the following series of steps, which should occur automati-
cally:

1. The loT device automatically emits a MUD URL in a DHCPv4 message
containing the device’s MUD URL (IANA code 161). (Note that in the
v6 version of this test, IPv6, DHCPv6, and IANA code 112 will be
used.)

2. The DHCP server offers an IP address lease to the newly connected
loT device.

3. The loT device requests this IP address lease, which the DHCP server
acknowledges.

4. The DHCP server receives the DHCP message containing the loT de-
vice’s MUD URL.

5. The DHCP service extracts the MUD URL.

The MUD URL is then provided to the MUD manager.

Functional Demonstration Results: Supplement to NIST SP 1800-15B 100



DRAFT

Test Case Field Description

7. The MUD manager automatically contacts the MUD file server that
is located by using the MUD URL, verifies that it has a valid TLS cer-
tificate, requests and receives the MUD file and signature from the
MUD file server, validates the MUD file’s signature, and translates
the MUD file’s contents into appropriate route filtering rules. The
MUD manager installs these rules onto the MUD PEP for the IoT de-
vice in question so that this router/switch is now configured to en-
force the policies specified in the MUD file.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to enforce the policies specified in
the loT device’s MUD file. The expected configuration should resemble
the following:

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl0-frdev*

option target ACCEPT

option src lan

option dest wan

option proto tcp

option family ipv4

option src_ip 192.168.20.222

option dest_ip 198.71.233.87
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl0-todev*

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipvd

option src_ip 198.71.233.87
option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl1-frdev*
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option target ACCEPT

option src lan
option dest wan
option proto tcp

option family ipvd

option src_ip 192.168.20.222
option dest_ip 192.168.4.7
option dest_port 80:80

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cll-todev*®

option target ACCEPT

option src wan

option dest lan

option proto tcp

option family ipv4

option src_ip 192.168.4.7

option dest_ip 192.168.20.222
option dest_port 80:80

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl2-frdev*

option target ACCEPT

option src lan
option dest wan
option proto tcp

option family ipv4

option src_ip 192.168.20.222
option dest_ip 99.84.216.69
option dest_port 443:443

config rule

option enabled *"1°

option name "mud_192.168.20.222_main-pi-
Build2_cl2-frdev*

option target ACCEPT

option src lan
option dest wan
option proto tcp

option family ipv4

option src_ip 192.168.20.222
option dest_ip 99.84.216.65
option dest_port 443:443
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config rule
option enabled
option name

Build2_cl2-frdev”
option target
option src
option dest
option proto
option family
option src_ip
option dest_ip

config rule
option enabled
option name

Build2_cl2-frdev*
option target
option src
option dest
option proto
option family
option src_ip
option dest_ip

config rule
option enabled
option name

Build2_cl2-todev*
option target
option src
option dest
option proto
option family
option src_ip
option dest_ip

config rule
option enabled
option name

Build2_cl2-todev*
option target
option src
option dest
option proto
option family

.-
"mud_192.168.20.222_main-pi-

ACCEPT
lan
wan
tcp
ipv4d
192.168.20.222
99.84.216.79

option dest_port 443:443

_-
"mud_192.168.20.222_main-pi-

ACCEPT

lan

wan

tcp

ipvd
192.168.20.222
99.84.216.27

option dest_port 443:443

.-
"mud_192.168.20.222_main-pi-

ACCEPT

wan

lan

tcp

ipvad
99.84.216.27
192.168.20.222

option dest_port 443:443

.-
"mud_192.168.20.222_main-pi-

ACCEPT

wan
lan
tcp
ipv4d
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option src_ip 99.84.216.79
option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled *"1°

option name "mud_192.168.20.222_main-pi-
Build2_cl2-todev”

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipv4

option src_ip 99.84.216.65
option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl2-todev*

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipvd

option src_ip 99.84.216.69
option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_entO-frdev”

option target ACCEPT

option src lan

option dest wan

option proto tcp

option family ipvd

option src_ip 192.168.20.222

option dest_ip 172.217.164.132
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_entO-frdev”

option target ACCEPT
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option src lan
option dest wan
option proto tcp

option family ipvad

option src_ip 192.168.20.222
option dest_ip 0.0.0.0
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_entO-todev*

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipv4

option src_ip 172.217.164.132
option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled *"1°

option name "mud_192.168.20.222_main-pi-
Build2_entO-todev*”

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipv4

option src_ip 0.0.0.0

option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled *"1°

option name "mud_192.168.20.222_ main-pi-
Build2_locO-frdev*

option target ACCEPT

option src lan
option dest lan
option proto tcp

option family ipv4
option src_ip 192.168.20.222

config rule
option enabled "1°
option name "mud_192.168.20.222_main-pi-
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Build2_locO-todev*
option target
option src
option dest
option proto
option family
option src_ip
option dest_ip

config rule
option enabled
option name

Build2_manO-frdev-SM*
option target
option src
option dest
option proto
option family
option src_ip
option ipset
option dest_port

config rule
option enabled
option name

Build2_manO-todev-SM*®
option target
option src
option dest
option proto
option family
option ipset
option dest_ip
option dest_port

config rule
option enabled
option name

Build2_myctlO-frdev”
option target
option src
option dest
option proto
option family
option src_ip
option dest_ip

config rule

ACCEPT

lan

lan

tcp

ipvd
any
192.168.20.222

-
"mud_192.168.20.222_main-pi-

ACCEPT

lan

lan

tcp

ipv4
192.168.20.222
www_gmai l_com-SMTD
80:80

_-
"mud_192.168.20.222_main-pi-

ACCEPT

lan

lan

tcp

ipvd
www_gmail_com-SMFD
192.168.20.222
80:80

-
"mud_192.168.20.222_ main-pi-

ACCEPT
lan
wan
all
ipv4
192.168.20.222
192.168.20.101

Test Case Field Description
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option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_myctlO-todev*

option target ACCEPT

option src wan
option dest lan
option proto all

option family ipv4d
option src_ip 192.168.20.101
option dest_ip 192.168.20.222

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Bui 1d2_mymanO-frdev-SM*

option target ACCEPT

option src lan

option dest lan

option proto udp

option family ipv4

option src_ip 192.168.20.222

option ipset mudfiles_nist_getyikes_com-SMTD

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Bui 1d2_mymanO-todev-SM*

option target ACCEPT

option src lan

option dest lan

option proto udp

option family ipvd

option ipset mudfiles_nist_getyikes_com-SMFD

option dest_ip 192.168.20.222

config rule

option enabled *"1°

option name "mud_192.168.20.222_main-pi-
Build2_REJECT-ALL-LOCAL-FROM*

option target REJECT

option src lan
option dest lan
option proto all

option family ipv4
option src_ip 192.168.20.222

config rule
option enabled *"1°
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option name "mud_192.168.20.222_ main-pi-
Build2_REJECT-ALL-LOCAL-TO"
option target REJECT

option src lan
option dest lan
option proto all
option family ipv4
option src_ip any

option dest_ip 192.168.20.222

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_REJECT-ALL*®

option target REJECT

option src lan
option dest wan
option proto all

option family ipv4
option src_ip 192.168.20.222
# OSMUD end

All protocol exchanges described in steps 1-7 above are expected to oc-
cur and can be viewed via Wireshark if desired. If the router/switch does
not get configured in accordance with the MUD file, each exchange of
DHCP and MUD-related protocol traffic should be viewed on the net-
work via Wireshark to determine which transactions did not proceed as
expected, and the observed and absent protocol exchanges should be
described here.

Actual Results Procedures 1-3:

pi@main-pi-Build2:~$ sudo dhclient -v -i ethO

sudo: unable to resolve host main-pi-Build2: Connection re-
fused

Internet Systems Consortium DHCP Client 4.3.5

Copyright 2004-2016 Internet Systems Consortium.

All rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

RTNETLINK answers: Operation not possible due to RF-Kkill
Listening on LPF/wlan0/b8:27:eb:be:39:de

Sending on LPF/wlan0/b8:27:eb:be:39:de

Listening on LPF/eth0/b8:27:eb:eb:6c:8b

Sending on LPF/eth0/b8:27:eb:eb:6c:8b
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Sending on Socket/fallback

DHCPDISCOVER on ethO to 255.255.255.255 port 67 interval 4
DHCPREQUEST of 192.168.20.222 on ethO to 255.255.255.255
port 67

DHCPOFFER of 192.168.20.222 from 192.168.20.1

DHCPACK of 192.168.20.222 from 192.168.20.1

Too few arguments.

Too few arguments.

bound to 192.168.20.222 -- renewal in 1800 seconds.

Procedures 4-5:

dhcpmasq.txt
2019-07-15T20:27:57Z|OLD| Wi red | DHCP| - |[MUD| - | -
|ba:47:a1:7d:60:44]1192.168.20.148] |
2019-07-15T20:28:01Z|OLD|NIST 5|DHCP|-|MUD|-]-
|18:b4:30:50:98:38]192.168.20.203] |
2019-07-15T20:28:08Z|OLD|NIST 2.4|DHCP|-|MUD]-]-
|d0:73:d5:28:08:2a]192.168.20.202] |
2019-07-15T20:28:11Z|OLD |Wired | DHCP |- |MUD| -] -
|b8:27:eb:95:55:Fe]192.168.20.232] raspberrypi |
2019-07-
15T20:28:31Z|NEW|Wired|DHCP|1,28,2,3,15,6,119,12,44,47,26,12
1,42|MUD] https://mudfiles.nist.getyikes.com/yikesmain.json | -

|b8:27:eb:eb:6c:8b|192.168.20.222 | main-pi-Build2 |
2019-07-15T20:28:42Z INEW[NIST
5]DHCP]1,28,2,121,15,6,12,40,41,42,26,119,3,121,249,33,252,4
2|MUD|-]-]80:00:0b:ef:81:70]192.168.20.238] |

Procedure 6:

MUD MANAGER:

2019-07-15 20:28:32 DEBUG: : GENERAL : :2019-07-
15T20:28:31Z|NEW|Wired|DHCP|1,28,2,3,15,6,119,12,44,47,26,12

1,42 |MUD ] https://mudfiles.nist.getyikes.com/yikesmain.json|-
|b8:27:eb:eb:6c:8b]192.168.20.222 | main-pi-Build2 |

2019-07-15 20:28:32 DEBUG: :GENERAL: :Executing on dhcpmasq
info

2019-07-15 20:28:32 INFO::GENERAL::NEW Device Action: IP:
192.168.20.222, MAC: b8:27:eb:eb:6c:8b

2019-07-15 20:28:32

DEBUG: : COMMUNICATION: :curl_easy_perform() doing it now....
2019-07-15 20:28:32

DEBUG: - COMMUNICATION: - https://mudfiles.nist.getyikes.com/yikesmain.
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json

2019-07-15 20:28:32 DEBUG: : COMMUNICATION: :Found HTTPS
2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :in write data
2019-07-15 20:28:32

DEBUG: : COMMUNICATION: :curl_easy_ perform() success
2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :MUD File Server
returned success state.

2019-07-15 20:28:32

DEBUG: : COMMUNICATION: :curl_easy_perform() doing it now....
2019-07-15 20:28:32

DEBUG : : COMMUNICAT ION: - https://mudfiles.nist.getyikes.com/yikesmain.

p7s

2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :Found HTTPS
2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :in write data
2019-07-15 20:28:32

DEBUG: : COMMUNICATION: :curl_easy_perform() success
2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :MUD File Server
returned success state.

2019-07-15 20:28:32 DEBUG::MUD_FILE_OPERATIONS::IN
FrREXNEW**** MUD and SIG FILE RETRIEVED!!!

2019-07-15 20:28:32 DEBUG: :GENERAL::IN ****NEW****
validateMudFileWithSig(Q)

2019-07-15 20:28:32 DEBUG: :GENERAL: :openssl cms -verify -in
/etc/osmud/state/mudfiles/yikesmain.p7s -inform DER -content
/etc/osmud/state/mudfiles/yikesmain.json -purpose any >
/dev/null

2019-07-15 20:28:32 DEBUG: :GENERAL: z IN ****NEW****
executeMudWithDhcpContext()

2019-07-15 20:28:32

DEBUG: : GENERAL : : /etc/osmud/create_mud_db_entry.sh -d
/etc/osmud/state/mudfiles/mudStateFile._txt -i 192.168.20.222
-m b8:27:eb:eb:6c:8b -c main-pi-Build2 -u
https://mudfiles.nist.getyikes.com/yikesmain.json -f
/etc/osmud/state/mudfiles/yikesmain. json

2019-07-15 20:28:32 DEBUG: :GENERAL::rm -f /tmp/osmud/*
2019-07-15 20:28:32 DEBUG::GENERAL::cp
/etc/osmud/state/ipSets/* /tmp/osmud

2019-07-15 20:28:32 WARNING: :DEVICE_INTERFACE: :The URL in
the MUD file does not match the URL used to download the MUD
FILE

2019-07-15 20:28:32

DEBUG: :GENERAL: : /etc/osmud/remove_ip_fw_rule.sh -i
192.168.20.222 -m b8:27:eb:eb:6c:8b -d /tmp/osmud
2019-07-15 20:28:32

DEBUG: : GENERAL : : /etc/osmud/remove_from_ipset.sh -d
/tmp/osmud -i 192.168.20.222

2019-07-15 20:28:32
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DEBUG: : GENERAL : : /etc/osmud/add_to_ipset.sh -d /tmp/osmud -a

mudfiles.nist.getyikes.com -n SM -i 192.168.20.222 -c main-pi-
Build2

2019-07-15 20:28:32 INFO::DEVICE_INTERFACE: :Processing ACL-
DNS *from* ace rule.

2019-07-15 20:28:32 DEBUG: :GENERAL::Starting DNS lookup

2019-07-15 20:28:32 DEBUG: :GENERAL: :www.osmud.org
2019-07-15 20:28:32 DEBUG: :GENERAL::198.71.233.87
2019-07-15 20:28:32

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j 198.71.233.87 -b 443:443 -p
tcp -n clO-frdev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32 INFO::DEVICE_INTERFACE: :Processing ACL-
DNS *from* ace rule.

2019-07-15 20:28:32 DEBUG: :GENERAL: :Starting DNS lookup

2019-07-15 20:28:32 DEBUG: :GENERAL: :us.dlink.com

2019-07-15 20:28:32 DEBUG: :GENERAL::192.168.4.7

2019-07-15 20:28:32

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j 192.168.4.7 -b 80:80 -p tcp
-n cll-frdev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32 INFO: :DEVICE_INTERFACE: :Processing ACL-
DNS *from* ace rule.

2019-07-15 20:28:32 DEBUG: :GENERAL::Starting DNS lookup

2019-07-15 20:28:32 DEBUG: : GENERAL : :www.trytechy.com
2019-07-15 20:28:32 DEBUG::GENERAL::99.84.216.69
2019-07-15 20:28:32 DEBUG::GENERAL::99.84.216.65
2019-07-15 20:28:32 DEBUG::GENERAL::99.84.216.79
2019-07-15 20:28:32 DEBUG: :GENERAL::99.84.216.27
2019-07-15 20:28:32

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -1 192.168.20.222 -a any -j 99.84.216.69 -b 443:443 -p
tcp -n cl2-frdev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j 99.84.216.65 -b 443:443 -p
tcp -n cl2-frdev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j 99.84.216.79 -b 443:443 -p
tcp -n cl2-frdev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32
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DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j 99.84.216.27 -b 443:443 -p
tcp -n cl2-frdev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32 WARNING: :DEVICE_INTERFACE: :Processing
CONTROLLER *from* ace rule.

2019-07-15 20:28:32 DEBUG: :GENERAL: :Starting DNS lookup

2019-07-15 20:28:32 DEBUG: :GENERAL : :www.google.com
2019-07-15 20:28:32 DEBUG: :GENERAL::172.217.164.132
2019-07-15 20:28:32 DEBUG: :GENERAL::0.0.0.0

2019-07-15 20:28:32

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j 172.217.164.132 -b 443:443 -
p tcp -n entO-frdev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j 0.0.0.0 -b 443:443 -p tcp -n
entO-frdev -t ACCEPT -f all -c main-pi-Build2 -k /tmp/osmud
-r 192.168.20.222

2019-07-15 20:28:32 WARNING: :DEVICE_INTERFACE: :Processing
MY_CONTROLLER *from* ace rule.

2019-07-15 20:28:32 DEBUG: :GENERAL: :Starting DNS lookup

2019-07-15 20:28:32 DEBUG: :GENERAL: :yikes.example.com
2019-07-15 20:28:32 DEBUG: :GENERAL::192.168.20.101
2019-07-15 20:28:32

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j 192.168.20.101 -b any -p all
-n myctlO-frdev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32 INFO::DEVICE_INTERFACE: :Processing
LOCAL_NETWORK *to* ace rule.

2019-07-15 20:28:32

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d
lan -1 192.168.20.222 -a any -j any -b any -p tcp -n locO-
frdev -t ACCEPT -f all -c main-pi-Build2 -k /tmp/osmud -r
192.168.20.222

2019-07-15 20:28:32 INFO: :DEVICE_INTERFACE: :Processing
MANUFACTURER *from* ace rule.

2019-07-15 20:28:32

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d

lan -i 192.168.20.222 -a any -e www.gmail.com-SMTD -b 80:80
-p tcp -n manO-frdev-SM -t ACCEPT -f all -c main-pi-Build2 -
k /tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32 INFO: :DEVICE_INTERFACE: :Processing
SAME_MANUFACTURER *from* THING ace rule.

2019-07-15 20:28:32
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DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s lan -d
lan -1 192.168.20.222 -a any -e mudfiles.nist.getyikes.com-
SMTD -b any -p udp -n mymanO-frdev-SM -t ACCEPT -f all -c
main-pi-Build2 -k /tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32 INFO::DEVICE_INTERFACE: :Successfully
installed fromAccess rule.

2019-07-15 20:28:32 INFO: :DEVICE_INTERFACE: :Processing DNS-
ACL *to* ace rule.

2019-07-15 20:28:32 DEBUG: :GENERAL::Starting DNS lookup

2019-07-15 20:28:32 DEBUG: :GENERAL: :www.osmud.org
2019-07-15 20:28:32 DEBUG: :GENERAL::198.71.233.87
2019-07-15 20:28:32

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s wan -d
lan -i 198.71.233.87 -a any -j 192.168.20.222 -b 443:443 -p
tcp -n clO-todev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32 INFO: :DEVICE_INTERFACE: :Processing DNS-
ACL *to* ace rule.

2019-07-15 20:28:32 DEBUG: :GENERAL: :Starting DNS lookup

2019-07-15 20:28:32 DEBUG: :GENERAL: :us.dlink.com

2019-07-15 20:28:32 DEBUG: :GENERAL::192.168.4.7

2019-07-15 20:28:32

DEBUG: : GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s wan -d
lan -i 192.168.4.7 -a any -j 192.168.20.222 -b 80:80 -p tcp
-n cll-todev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:32 INFO::DEVICE_INTERFACE: :Processing DNS-
ACL *to* ace rule.

2019-07-15 20:28:32 DEBUG: :GENERAL::Starting DNS lookup

2019-07-15 20:28:32 DEBUG: : GENERAL : :www.trytechy.com
2019-07-15 20:28:33 DEBUG::GENERAL::99.84.216.27
2019-07-15 20:28:33 DEBUG: :GENERAL::99.84.216.79
2019-07-15 20:28:33 DEBUG: :GENERAL::99.84.216.65
2019-07-15 20:28:33 DEBUG: :GENERAL::99.84.216.69
2019-07-15 20:28:33

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s wan -d
lan -1 99.84.216.27 -a any —-j 192.168.20.222 -b 443:443 -p
tcp -n cl2-todev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s wan -d
lan -i 99.84.216.79 -a any -j 192.168.20.222 -b 443:443 -p
tcp -n cl2-todev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s wan -d
lan -i 99.84.216.65 -a any -j 192.168.20.222 -b 443:443 -p
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tcp -n cl2-todev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s wan -d
lan -1 99.84.216.69 -a any —-j 192.168.20.222 -b 443:443 -p
tcp -n cl2-todev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33 WARNING: :DEVICE_INTERFACE: :Processing
CONTROLLER *to* ace rule.

2019-07-15 20:28:33 DEBUG: :GENERAL: :Starting DNS lookup

2019-07-15 20:28:33 DEBUG: : GENERAL : :www.google.com
2019-07-15 20:28:33 DEBUG::GENERAL::172.217.164.132
2019-07-15 20:28:33 DEBUG::GENERAL::0.0.0.0

2019-07-15 20:28:33

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s wan -d
lan -1 172.217.164.132 -a any -j 192.168.20.222 -b 443:443 -
p tcp -n entO-todev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s wan -d
lan -1 0.0.0.0 -a any -j 192.168.20.222 -b 443:443 -p tcp -n
entO-todev -t ACCEPT -f all -c main-pi-Build2 -k /tmp/osmud
-r 192.168.20.222

2019-07-15 20:28:33 WARNING: :DEVICE_INTERFACE: :Processing
MY_CONTROLLER *to* ace rule.

2019-07-15 20:28:33 DEBUG: :GENERAL: :Starting DNS lookup

2019-07-15 20:28:33 DEBUG: :GENERAL : :yikes.example.com
2019-07-15 20:28:33 DEBUG: :GENERAL::192.168.20.101
2019-07-15 20:28:33

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s wan -d
lan -i 192.168.20.101 -a any -j 192.168.20.222 -b any -p all
-n myctlO-todev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33 INFO: :DEVICE_INTERFACE: :Processing
LOCAL_NETWORK *to* ace rule.

2019-07-15 20:28:33

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s lan -d
lan -1 any -a any -j 192.168.20.222 -b any -p tcp -n locO-
todev -t ACCEPT -f all -c main-pi-Build2 -k /tmp/osmud -r
192.168.20.222

2019-07-15 20:28:33 INFO: :DEVICE_INTERFACE: :Processing (TBD)
MANUFACTURER *to* ace rule.

2019-07-15 20:28:33

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s lan -d

lan -j 192.168.20.222 -a any -e www.gmail.com-SMFD -b 80:80
-p tcp -n manO-todev-SM -t ACCEPT -f all -c main-pi-Build2 -
k /tmp/osmud -r 192.168.20.222
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2019-07-15 20:28:33 INFO::DEVICE_INTERFACE: :Processing
SAME_MANUFACTURER *to* THING ace rule.

2019-07-15 20:28:33

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d
lan -j 192.168.20.222 -a any -e mudfiles.nist.getyikes.com-
SMFD -b any -p udp -n mymanO-todev-SM -t ACCEPT -f all -c
main-pi-Build2 -k /tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33 INFO: :DEVICE_INTERFACE: :Successfully
installed toAccess rule.

2019-07-15 20:28:33

DEBUG: : GENERAL : : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j any -b any -p all -n REJECT-
ALL -t REJECT -f all -c main-pi-Build2 -k /tmp/osmud -r
192.168.20.222

2019-07-15 20:28:33

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d
lan -1 192.168.20.222 -a any -j any -b any -p all -n REJECT-
ALL-LOCAL-FROM -t REJECT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d
lan -1 any -a any -j 192.168.20.222 -b any -p all -n REJECT-
ALL-LOCAL-TO -t REJECT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33

DEBUG: : GENERAL : : /etc/osmud/commit_ip_fw_rules.sh -d
/etc/osmud/state/ipSets -t /tmp/osmud

2019-07-15 20:28:33 DEBUG: :GENERAL: :Success returned from
for transaction

Procedure 7:

Router/PEP:

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_clO-frdev*

option target ACCEPT

option src lan

option dest wan

option proto tcp

option family ipv4d

option src_ip 192.168.20.222

option dest_ip 198.71.233.87
option dest _port 443:443

config rule
option enabled "1°
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option name "mud_192.168.20.222_ main-pi-
Build2_clO-todev”
option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipvd

option src_ip 198.71.233.87
option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled *"1°

option name "mud_192.168.20.222_main-pi-
Build2_cll1l-frdev*

option target ACCEPT

option src lan
option dest wan
option proto tcp

option family ipv4d

option src_ip 192.168.20.222
option dest_ip 192.168.4.7
option dest_port 80:80

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl1-todev*

option target ACCEPT

option src wan

option dest lan

option proto tcp

option family ipvd

option src_ip 192.168.4.7

option dest_ip 192.168.20.222
option dest_port 80:80

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl2-frdev*

option target ACCEPT

option src lan
option dest wan
option proto tcp

option family ipvad

option src_ip 192.168.20.222
option dest_ip 99.84.216.69
option dest_port 443:443
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config rule
option enabled
option name

Build2_cl2-frdev*
option target
option src
option dest
option proto
option family
option src_ip
option dest_ip

'
"mud_192.168.20.222_main-pi-

ACCEPT
lan
wan
tcp
ipv4d
192.168.20.222
99.84.216.65

option dest _port 443:443

config rule
option enabled
option name

Build2_cl2-frdev*
option target
option src
option dest
option proto
option family
option src_ip
option dest_ip

'L
"mud_192.168.20.222_main-pi-

ACCEPT
lan
wan
tcp
ipvd
192.168.20.222
99.84.216.79

option dest_port 443:443

config rule
option enabled
option name

Build2_cl2-frdev*
option target
option src
option dest
option proto
option family
option src_ip
option dest_ip

.-
"mud_192.168.20.222_main-pi-

ACCEPT
lan
wan
tcp
ipvd
192.168.20.222
99.84.216.27

option dest_port 443:443

config rule
option enabled
option name

Build2_cl2-todev*
option target
option src
option dest
option proto
option family

.-
"mud_192.168.20.222_main-pi-

ACCEPT

wan
lan
tcp
ipv4d

Test Case Field Description
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option src_ip 99.84.216.27
option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl2-todev*

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipv4d

option src_ip 99.84.216.79
option dest_ip 192.168.20.222
option dest _port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl2-todev*

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipvd

option src_ip 99.84.216.65
option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl2-todev*

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipvad

option src_ip 99.84.216.69
option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled *"1°

option name "mud_192.168.20.222_main-pi-
Build2_entO-frdev*

option target ACCEPT

option src lan
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option dest wan

option proto tcp

option family ipvad

option src_ip 192.168.20.222

option dest_ip 172.217.164.132
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_ main-pi-
Build2_entO-frdev*

option target ACCEPT

option src lan
option dest wan
option proto tcp

option family ipvad

option src_ip 192.168.20.222
option dest_ip 0.0.0.0
option dest_port 443:443

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_entO-todev*

option target ACCEPT

option src wan

option dest lan

option proto tcp

option family ipv4

option src_ip 172.217.164.132

option dest_ip 192.168.20.222
option dest_port 443:443

config rule

option enabled "1°¢

option name "mud_192.168.20.222_main-pi-
Build2_entO-todev*

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipv4d

option src_ip 0.0.0.0

option dest_ip 192.168.20.222
option dest_port 443:443

config rule
option enabled *"1°
option name "mud_192.168.20.222_ main-pi-
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Build2_locO-frdev*
option target ACCEPT

option src lan

option dest lan

option proto tcp

option family ipvd

option src_ip 192.168.20.222

config rule

option enabled *"1°

option name "mud_192.168.20.222_main-pi-
Build2_locO-todev*

option target ACCEPT

option src lan
option dest lan
option proto tcp
option family ipvd
option src_ip any

option dest_ip 192.168.20.222

config rule

option enabled "1°¢

option name "mud_192.168.20.222_main-pi-
Build2_manO-frdev-SM*®

option target ACCEPT

option src lan

option dest lan

option proto tcp

option family ipv4

option src_ip 192.168.20.222
option ipset www_gmai l_com-SMTD

option dest_port 80:80

config rule

option enabled *"1°

option name "mud_192.168.20.222_main-pi-
Build2_manO-todev-SM*®

option target ACCEPT

option src lan

option dest lan

option proto tcp

option family ipv4d

option ipset www_gmai l_com-SMFD

option dest_ip 192.168.20.222
option dest_port 80:80

config rule
option enabled *"1°
option name "mud_192.168.20.222_ main-pi-
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Build2_myctlO-frdev”
option target ACCEPT

option src lan

option dest wan

option proto all

option family ipvd

option src_ip 192.168.20.222

option dest_ip 192.168.20.101

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_myctlO-todev*

option target ACCEPT

option src wan

option dest lan

option proto all

option family ipv4d

option src_ip 192.168.20.101

option dest_ip 192.168.20.222

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Bui 1d2_mymanO-frdev-SM*

option target ACCEPT

option src lan

option dest lan

option proto udp

option family ipvd

option src_ip 192.168.20.222

option ipset mudfiles_nist_getyikes_com-SMTD

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_mymanO-todev-SM*

option target ACCEPT

option src lan

option dest lan

option proto udp

option family ipv4d

option ipset mudfiles_nist_getyikes_com-SMFD

option dest_ip 192.168.20.222

config rule

option enabled *"1°

option name "mud_192.168.20.222_main-pi-
Build2_REJECT-ALL-LOCAL-FROM*®
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option
option
option
option
option
option

config rule
option
option

option
option
option
option
option
option
option

config rule
option
option

option

option

option

option

option

option
# OSMUD end

Bui l1d2_REJECT-

target
src
dest
proto
family
src_ip

enabled
name

target
src
dest
proto
family
src_ip
dest_ip

enabled
name
ALL*
target
src
dest
proto
family
src_ip

REJECT

lan

lan

all

ipvd
192.168.20.222

.-
"mud_192.168.20.222_ main-pi-

Build2_REJECT-ALL-LOCAL-TO*

REJECT

lan

lan

all

ipvad
any
192.168.20.222

.-
*mud_192.168.20.222_main-pi-

REJECT
lan
wan
all
ipv4d
192.168.20.222

Overall Results Pass

Test case l10T-1-v6 is identical to test case loT-1-v4 except that loT-1-v6 tests requirement CR-1.a.2,
whereas loT-1-v4 tests requirement CR-1.a.1. Hence, as explained above, test loT-1-v6 uses IPv6,

DHCPv6, and IANA code 112 instead of using IPv4, DHCPv4, and IANA code 161.

3.1.2.2 Test Case loT-2-v4
Table 3-3: Test Case loT-2-v4
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Parent Requirement (CR-3) The loT DDoS example implementation shall include a MUD man-
ager that can request a MUD file and signature from a MUD file server.

Testable Requirement (CR-3.b) The MUD manager shall use the GET method (RFC 7231) to re-
guest MUD and signature files (per RFC 7230) from the MUD file server,
but it cannot validate the MUD file server’s TLS certificate by using the
rules in RFC 2818.

(CR-3.b.1) The MUD manager shall drop the connection to the MUD file
server.

(CR-3.b.2) The MUD manager shall send locally defined policy to the
router or switch that handles whether to allow or block traffic to and
from the MUD-enabled loT device.

Description Shows that if a MUD manager cannot validate the TLS certificate of a
MUD file server when trying to retrieve the MUD file for a specific loT
device, the MUD manager will drop the connection to the MUD file
server and configure the router/switch according to locally defined pol-
icy regarding whether to allow or block traffic to the loT device in ques-
tion

Associated Test Case(s) loT-11-v4 (for the v6 version of this test, loT-11-v6)

Associated Cybersecurity | PR.AC-7
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used Yikesmain.json, yikesmantest.json

Preconditions 1. All devices have been configured to use IPv4.
This MUD file is not currently cached at the MUD manager.

The MUD file server that is hosting the MUD file of the device under
test does not have a valid TLS certificate.

4. Local policy has been defined to ensure that if the MUD file for a de-
vice is located on a server with an invalid certificate, the
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router/switch will be configured to deny all communication to and
from the device.

5. The MUD PEP router/switch for the loT device to be used in the test
does not yet have any configuration settings with respect to the loT
device being used in the test.

Procedure Verify that the MUD PEP router/switch for the IoT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test.

Power on the IoT device and connect it to the test network. This should
set in motion the following series of steps, which should occur automati-
cally:

1. The loT device automatically emits a DHCPv4 message containing
the device’s MUD URL (IANA code 161). (Note that in the v6 version
of this test, IPv6, DHCPv6, and IANA code 112 will be used.)

2. The DHCP server receives the DHCP message containing the loT de-
vice’s MUD URL.

3. The DHCP server offers an IP address lease to the newly connected
loT device.

4. The loT device requests this IP address lease, which the DHCP server
acknowledges.

5. The DHCP server sends the MUD URL to the MUD manager.

The MUD manager automatically contacts the MUD file server that
is located by using the MUD URL, determines that it does not have a
valid TLS certificate, and drops the connection to the MUD file
server.

7. The MUD manager configures the router/switch that is closest to
the loT device according to locally defined policy, which in this case
allows traffic to the loT device in question.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to local policy for communication
to/from the loT device.
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Actual Results Procedures 1-4:

pi@main-pi-Build2:~$ sudo dhclient -v -i ethO

sudo: unable to resolve host main-pi-Build2: Connection re-
fused

Internet Systems Consortium DHCP Client 4.3.5

Copyright 2004-2016 Internet Systems Consortium.

All rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

RTNETLINK answers: Operation not possible due to RF-Kkill
Listening on LPF/wlan0/b8:27:eb:be:39:de

Sending on LPF/wlan0/b8:27:eb:be:39:de

Listening on LPF/eth0/b8:27:eb:eb:6c:8b

Sending on LPF/eth0/b8:27:eb:eb:6c:8b

Sending on Socket/fallback

DHCPDISCOVER on ethO to 255.255.255.255 port 67 interval 4

DHCPREQUEST of 192.168.20.224 on ethO to 255.255.255.255
port 67

DHCPOFFER of 192.168.20.224 from 192.168.20.1
DHCPACK of 192.168.20.224 from 192.168.20.1
Too few arguments.

Too few arguments.

bound to 192.168.20.224 -- renewal iIn 1800 seconds.

Procedure 5:

dhcpmasq.txt

2019-07-15T20:27:57Z|OLD|Wi red | DHCP| - |[MUD| - | -
|ba:47:a1:7d:60:44]1192.168.20.148] |
2019-07-15T20:28:01Z|OLD|NIST 5|DHCP|-|MUD|-]-
|18:b4:30:50:98:38]192.168.20.203] |
2019-07-15T20:28:08Z|OLD|NIST 2.4|DHCP|-|MUD]-]-
|d0:73:d5:28:08:2a]192.168.20.202] |
2019-07-15T20:28:11Z|OLD |Wired | DHCP |- |MUD| -] -
|b8:27:eb:95:55:Fe]192.168.20.232] raspberrypi |

2019-07-
15T20:28:31Z|NEW|Wired|DHCP|1,28,2,3,15,6,119,12,44,47,26,12
1,42|MUD] https://mudfiles.nist.getyikes.com/yikesmain.json | -
|b8:27:eb:eb:6c:8b|192.168.20.224 | main-pi-Build2 |
2019-07-15T20:28:42ZNEW|[NIST
5|DbHCP]1,28,2,121,15,6,12,40,41,42,26,119,3,121,249,33,252,4
2|MUD|-]-]80:00:0b:ef:81:70]192.168.20.238] |
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Procedure 6:

MUD Manager:

2019-06-18 13:59:50 INFO::GENERAL::NEW Device Action: IP:
192.168.20.224, MAC: b8:27:eb:eb:6c:8b

2019-06-18 13:59:50

ERROR: :COMMUNICATION: :curl_easy_getinfo(curl,
CURLINFO_RESPONSE_CODE -- http-code: O

2019-06-18 13:59:50 WARNING: :COMMUNICATION: :Comm error with
a mud-file-server. Retrying transaction...

2019-06-18 13:59:50 INFO::GENERAL::NEW Device Action: IP:
192.168.20.224, MAC: b8:27:eb:eb:6c:8b

2019-06-18 13:59:51

ERROR: :COMMUNICATION: :curl_easy_getinfo(curl,
CURLINFO_RESPONSE_CODE -- http-code: 0O

2019-06-18 13:59:51 ERROR::GENERAL::Comm error with mud-
file-server. Aborting transaction after second attempt and
quarantine device.

Procedure 7:

Router/PEP:

# OSMUD start

#

# DO NOT EDIT THESE LINES. OSMUD WILL REPLACE WITH ITS CON-
FIGURATION

#

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMTD
option match dest_ip
option storage hash
option family ipv4d
option external mudfiles_nist_getyikes_com-SM

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMFD
option match src_ip
option storage hash
option family ipv4
option external mudfiles_nist _getyikes_com-SM
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config ipset
option enabled 1
option name mudfileserver-SMTD
option match dest_ip
option storage hash
option family ipv4
option external mudfileserver-SM

config ipset
option enabled 1
option name mudfileserver-SMFD
option match src_ip
option storage hash
option family ipv4
option external mudfileserver-SMm

config ipset
option enabled 1
option name www_Tfacebook com-SMTD
option match dest_ip
option storage hash
option family ipv4
option external www_facebook com-SM

config ipset
option enabled 1
option name www_Tfacebook_ com-SMFD
option match src_ip
option storage hash
option family ipv4
option external www_facebook_com-SM

config ipset
option enabled 1
option name www_gmail_com-SMTD
option match dest_ip
option storage hash
option family ipv4
option external www_gmail_com-SM

config ipset
option enabled 1
option name www_gmail_com-SMFD
option match src_ip
option storage hash
option family ipv4
option external www_gmail_com-SM

config rule
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option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_clO-frdev*

option target ACCEPT

option src lan

option dest wan

option proto tcp

option family ipvd

option src_ip 192.168.20.197

option dest_ip 198.71.233.87

config rule

option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_clO-todev”

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipv4d
option src_ip 198.71.233.87
option dest_ip 192.168.20.197

config rule

option enabled "1°

option name "mud_192.168.20.197 same-manufac-
ture-pi_mymanO-frdev-SM*

option target ACCEPT

option src lan
option dest lan
option proto tcp

option family ipvd

option src_ip 192.168.20.197

option ipset www_TFacebook _com-SMTD
option dest_port 80:80

config rule

option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_mymanO-todev-SM*

option target ACCEPT

option src lan

option dest lan

option proto tcp

option family ipvad

option ipset www_facebook_com-SMFD

option dest_ip 192.168.20.197
option dest_port 80:80
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config rule

option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_REJECT-ALL-LOCAL-FROM*®

option target REJECT

option src lan

option dest lan

option proto all

option family ipv4d

option src_ip 192.168.20.197

config rule

option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_REJECT-ALL-LOCAL-TO"

option target REJECT

option src lan
option dest lan
option proto all
option family ipv4d
option src_ip any

option dest_ip 192.168.20.197

config rule

option enabled "1°

option name "mud_192.168.20.197 same-manufac-
ture-pi_REJECT-ALL"

option target REJECT

option src lan
option dest wan
option proto all

option family ipvd
option src_ip 192.168.20.197
# OSMUD end

Overall Results Pass

342 As explained above, test l0T-2-v6 is identical to test 10T-2-v4 except that it uses IPv6, DHCPv6, and IANA
343 code 112 instead of using IPv4, DHCPv4, and IANA code 161.

344 3.1.2.3 Test Case loT-3-v4
345 Table 3-4: Test Case loT-3-v4
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Parent Requirement (CR-4) The loT DDoS example implementation shall include a MUD file
server that can serve a MUD file and signature to the MUD manager.

Testable Requirement (CR-4.b) The MUD file server shall serve the file and signature to the
MUD manager, and the MUD manager shall check to determine whether
the certificate used to sign the MUD file was valid at the time of signing,
i.e., the certificate had already expired when it was used to sign the
MUD file.

(CR-4.b.1) The MUD manager shall cease to process the MUD file.

(CR-4.b.2) The MUD manager shall send locally defined policy to the
router or switch that handles whether to allow or block traffic to and
from the MUD-enabled IoT device.

Description Shows that if a MUD file server serves a MUD file with a signature that
was created with an expired certificate, the MUD manager will cease
processing the MUD file

Associated Test Case(s) loT-11-v4 (for the v6 version of this test, loT-11-v6)

Associated Cybersecurity PR.DS-6
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used ExpiredCertTest.json

Preconditions 1. This MUD file is not currently cached at the MUD manager.

The loT device’s MUD file is being hosted on a MUD file server that
has a valid TLS certificate, but the MUD file signature was signed by
a certificate that had already expired at the time of signature.

3. Local policy has been defined to ensure that if the MUD file for a de-
vice has a signature that was signed by a certificate that had already
expired at the time of signature, the device’s MUD PEP
router/switch will be configured to deny all communication to/from
the device.
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4. The MUD PEP router/switch for the loT device to be used in the test
does not yet have any configuration settings with respect to the loT
device being used in the test.

Procedure Verify that the MUD PEP router/switch for the loT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test.

Power on the IoT device and connect it to the test network. This should
set in motion the following series of steps, which should occur automati-
cally:

1. The loT device automatically emits a DHCPv4 message containing
the device’s MUD URL (IANA code 161). (Note that in the v6 version
of this test, IPv6, DHCPv6, and IANA code 112 will be used.)

2. The DHCP server receives the DHCP message containing the loT de-
vice’s MUD URL.

3. The DHCP server offers an IP address lease to the newly connected
loT device.

4. The loT device requests this IP address lease, which the DHCP server
acknowledges.

5. The DHCP server sends the MUD URL to the MUD manager.

The MUD manager automatically contacts the MUD file server that
is located by using the MUD URL, verifies that it has a valid TLS cer-
tificate, and requests the MUD file and signature from the MUD file
server.

7. The MUD file server serves the MUD file and signature to the MUD
manager, and the MUD manager detects that the MUD file’s signa-
ture was created by using a certificate that had already expired at
the time of signing.

8. The MUD manager configures the router/switch that is closest to
the loT device so that it allows all communications to and from the
loT device.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to deny all communication to and

Functional Demonstration Results: Supplement to NIST SP 1800-15B 131



DRAFT

Test Case Field Description

from the loT device. The expected configuration should resemble the
following.

Expecting a show access session without a MUD file as seen below:

# OSMUD start

#

# DO NOT EDIT THESE LINES. OSMUD WILL REPLACE WITH ITS CON-
FIGURATION

#

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMTD
option match dest_ip
option storage hash
option family ipv4d
option external mudfiles_nist_getyikes_com-SM

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMFD
option match src_ip
option storage hash
option family ipv4
option external mudfiles_nist _getyikes_com-SM

config ipset
option enabled 1
option name mudfileserver-SMTD
option match dest_ip
option storage hash
option family ipv4
option external mudfileserver-SMm

config ipset
option enabled 1
option name mudfileserver-SMFD
option match src_ip
option storage hash
option family ipv4
option external mudfileserver-SMm

config ipset
option enabled 1
option name www_facebook_com-SMTD
option match dest_ip
option storage hash
option family ipv4
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option external www_facebook com-SM

config ipset
option enabled 1
option name www_Tfacebook com-SMFD
option match src_ip
option storage hash
option family ipv4d
option external www_facebook_com-SM

config ipset
option enabled 1
option name www_gmail_com-SMTD
option match dest_ip
option storage hash
option family ipv4
option external www_gmail_com-SM

config ipset
option enabled 1
option name www_gmail_com-SMFD
option match src_ip
option storage hash
option family ipv4d
option external www_gmail_com-SM

# OSMUD end

Actual Results Procedures 1-4:

pi@main-pi-Build2:~$ sudo dhclient -v -i ethO

sudo: unable to resolve host main-pi-Build2: Connection re-
fused

Internet Systems Consortium DHCP Client 4.3.5

Copyright 2004-2016 Internet Systems Consortium.

All rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

RTNETLINK answers: Operation not possible due to RF-kill
Listening on LPF/wlan0/b8:27:eb:be:39:de

Sending on LPF/wlan0/b8:27:eb:be:39:de

Listening on LPF/eth0/b8:27:eb:eb:6c:8b

Sending on LPF/eth0/b8:27:eb:eb:6c:8b

Sending on Socket/fallback

DHCPDISCOVER on ethO to 255.255.255.255 port 67 interval 4
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DHCPREQUEST of 192.168.20.226 on ethO to 255.255.255.255
port 67

DHCPOFFER of 192.168.20.226 from 192.168.20.1
DHCPACK of 192.168.20.226 from 192.168.20.1
Too few arguments.

Too few arguments.

bound to 192.168.20.226 -- renewal in 1800 seconds.

Procedure 5:

dhcpmasq.txt

2019-07-11T18:03:00Z]OLDWired ] DHCP]-MUD]-]-
|ba:47:a1:7d:41:bb]192.168.20.160] |
2019-07-11T18:03:05Z]OLDINIST 5]DHCP]-|MUD]-]-
|18:b4:30:50:E2:01]192.168.20.143] |
2019-07-11T18:03:12Z|DEL|Wired|DHCP|-|MUD]-|
|b8:27:eb:95:55:fe|192.168.20.233] raspberrypi|

2019-07-
11T18:03:25Z|NEW]Wired]DHCP]1,28,2,3,15,6,119,12,44,47,26,12
1,42|MUD|https://mudfiles.nist.getyikes.com/ExpiredCert-
Test.json|-|b8:27:eb:eb:6c:8b]192.168.20.226|main-pi-Build2]

Procedure 7:

MUD Manager:

2019-07-11 18:03:26 DEBUG: :GENERAL::2019-07-
11T18:03:25Z|NEW|Wired]|DHCP|1,28,2,3,15,6,119,12,44,47,26,12
1,42|MUD]https://mudfiles.nist.getyikes.com/ExpiredCert-
Test.json|-]b8:27:eb:eb:6c:8b]|192.168.20.226|main-pi-Build2]
2019-07-11 18:03:26 DEBUG::GENERAL::Executing on dhcpmasq
info

2019-07-11 18:03:26 INFO::GENERAL::NEW Device Action: IP:
192.168.20.226, MAC: b8:27:eb:eb:6c:8b

2019-07-11 18:03:26 DEBUG: :COMMUNICATION: :curl_easy per-
form() doing it now....

2019-07-11 18:03:26 DEBUG: :COMMUNICATION: :https://mud-
files.nist.getyikes.com/ExpiredCertTest. json

2019-07-11 18:03:26 DEBUG: :COMMUNICATION: :Found HTTPS
2019-07-11 18:03:26 DEBUG: :COMMUNICATION::in write data
2019-07-11 18:03:26 DEBUG::COMMUNICATION: :curl_easy_per-
form() success

2019-07-11 18:03:26 DEBUG: :COMMUNICATION: :MUD File Server
returned success state.

2019-07-11 18:03:26 DEBUG: :COMMUNICATION: :curl_easy_per-
form() doing it now....

2019-07-11 18:03:26 DEBUG: :COMMUNICATION: :https://mud-
files.nist._getyikes.com/ExpiredCertTest.p7s

2019-07-11 18:03:26 DEBUG: :COMMUNICATION: :Found HTTPS
2019-07-11 18:03:27 DEBUG: :COMMUNICATION::in write data
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2019-07-11 18:03:27 DEBUG: :COMMUNICATION: :curl_easy per-
form() success

2019-07-11 18:03:27 DEBUG: :COMMUNICATION: :MUD File Server
returned success state.

2019-07-11 18:03:27 DEBUG: :MUD_FILE_OPERATIONS: : IN
FxXANEW**** MUD and SIG FILE RETRIEVED!!!

2019-07-11 18:03:27 DEBUG: :GENERAL: : IN ****NEW**** yali-
dateMudFileWithSig(Q)

2019-07-11 18:03:27 DEBUG: :GENERAL: :openssl cms -verify -in
/etc/osmud/state/mudfiles/ExpiredCertTest.p7s -inform DER -
content /etc/osmud/state/mudfiles/ExpiredCertTest. json -pur-
pose any > /dev/null

2019-07-11 18:03:27 ERROR::DEVICE_INTERFACE: :openssl cms -
verify -in /etc/osmud/state/mudfiles/ExpiredCertTest.p7s -
inform DER -content /etc/osmud/state/mudfiles/ExpiredCert-
Test.json -purpose any > /dev/null

2019-07-11 18:03:27 ERROR::MUD_FILE_OPERATIONS::Could not
validate the MUD File signature using openssl cms verify.
Abort mud file processing and quarantine device.

2019-07-11 18:03:27 DEBUG: :GENERAL: :/etc/osmud/cre-
ate_ip_fw_rule.sh -s lan -d wan -i 192.168.20.226 -a any -j
any -b any -p all -n REJECT-ALL -t ACCEPT -f all -c main-pi-
Build2 -k /tmp/osmud -r 192.168.20.226

2019-07-11 18:03:27 DEBUG: :GENERAL: :/etc/osmud/cre-
ate_ip_fw_rule.sh -s lan -d lan -i 192.168.20.226 -a any -j
any -b any -p all -n REJECT-ALL-LOCAL-FROM -t ACCEPT -f all
-c main-pi-Build2 -k /tmp/osmud -r 192.168.20.226
2019-07-11 18:03:27 DEBUG: :GENERAL: :/etc/osmud/cre-
ate_ip_fw_rule.sh -s lan -d lan -i any -a any -j
192.168.20.226 -b any -p all -n REJECT-ALL-LOCAL-TO -t AC-
CEPT -f all -c main-pi-Build2 -k /tmp/osmud -r
192.168.20.226

Router/PEP:

# OSMUD start

#

# DO NOT EDIT THESE LINES. OSMUD WILL REPLACE WITH ITS CON-
FIGURATION

#

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMTD
option match dest_ip
option storage hash
option family ipv4d
option external mudfiles_nist_getyikes_com-SM

config ipset
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option
option
option
option
option
option

option
option
option
option
option
option

option
option
option
option
option
option

option
option
option
option
option
option

option
option
option
option
option
option

option
option
option
option
option
option

enabled 1

name mudfiles_nist_getyikes_com-SMFD
match src_ip

storage hash

family ipv4

external mudfiles_nist_getyikes_com-SM

config ipset

enabled 1

name mudfileserver-SMTD
match dest_ip

storage hash

family ipv4

external mudfileserver-SM

config ipset

enabled 1

name mudfileserver-SMFD
match src_ip

storage hash

family ipv4

external mudfileserver-SM

config ipset

enabled 1

name www_Tfacebook com-SMTD
match dest_ip

storage hash

family ipv4d

external www_facebook_com-SM

config ipset

enabled 1

name www_Ffacebook_com-SMFD
match src_ip

storage hash

family ipv4d

external www_facebook com-SM

config ipset

enabled 1

name www_gmail_com-SMTD
match dest_ip

storage hash

family ipv4d

external www_gmail_com-SM

config ipset
option enabled 1
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option name www_gmail_com-SMFD
option match src_ip

option storage hash

option family ipv4

option external www_gmail_com-SM

config rule
option enabled
option name
ture-pi_clO-frdev*

“-
"mud_192.168.20.197_same-manufac-

option target ACCEPT
option src lan
option dest wan
option proto tcp
option family ipvd

option src_ip
option dest_ip

config rule
option enabled
option name
ture-pi_clO-todev™

192.168.20.197
198.71.233.87

.-
"mud_192.168.20.197_same-manufac-

option target ACCEPT
option src wan
option dest lan
option proto tcp
option family ipvd

option src_ip
option dest_ip

config rule
option enabled
option name

198.71.233.87
192.168.20.197

.-
"mud_192.168.20.197_same-manufac-

ture-pi_mymanO-frdev-SM*

option target ACCEPT
option src lan
option dest lan
option proto tcp
option family ipvd

option src_ip
option ipset

192.168.20.197
www_Facebook_com-SMTD

option dest_port 80:80

config rule

option enabled

option name

.-
"mud_192.168.20.197_same-manufac-

ture-pi_mymanO-todev-SM*

option target
option src

ACCEPT
lan
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option dest lan

option proto tcp

option family ipvad

option ipset www_Facebook_com-SMFD

option dest_ip 192.168.20.197
option dest_port 80:80

config rule

option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_REJECT-ALL-LOCAL-FROM*®

option target REJECT

option src lan
option dest lan
option proto all

option family ipvad
option src_ip 192.168.20.197

config rule

option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_REJECT-ALL-LOCAL-TO"

option target REJECT

option src lan
option dest lan
option proto all
option family ipvd
option src_ip any

option dest_ip 192.168.20.197

config rule

option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_REJECT-ALL"

option target REJECT

option src lan
option dest wan
option proto all

option family ipvad
option src_ip 192.168.20.197
# OSMUD end

Overall Results

Pass

346  As explained above, test loT-3-v6 is identical to test 10T-3-v4 except that it uses IPv6, DHCPv6, and IANA
347 code 112 instead of using IPv4, DHCPv4, and IANA code 161.
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3.1.2.4 Test Case loT-4-v4

Table 3-5: Test Case loT-4-v4

Test Case Field Description

Parent Requirement

(CR-5) The loT DDoS example implementation shall include a MUD man-
ager that can translate local network configurations based on the MUD
file.

Testable Requirement

(CR-5.b) The MUD manager shall attempt to validate the sighature of the
MUD file, but the signature validation fails (even though the certificate
that had been used to create the signature had not been expired at the
time of signing, i.e., the signature is invalid for a different reason).
(CR-5.b.1) The MUD manager shall cease processing the MUD file.
(CR-5.b.2) The MUD manager shall send locally defined policy to the
router or switch that handles whether to allow or block traffic to and
from the MUD-enabled IoT device.

Description

Shows that if the MUD manager determines that the signature on the
MUD file it receives from the MUD file server is invalid, it will cease pro-
cessing the MUD file and configure the router/switch according to lo-
cally defined policy regarding whether to allow or block traffic to the loT
device in question

Associated Test Case(s)

loT-11-v4 (for the v6 version of this test, loT-11-v6)

Associated Cybersecurity
Framework Subcate-

gory(ies)

PR.DS-6

loT Device(s) Under Test

Raspberry Pi

MUD File(s) Used

cr-5b.json

Preconditions

This MUD file is not currently cached at the MUD manager.

2. The MUD file that is served from the MUD file server to the MUD
manager has a signature that is invalid, even though it was signed by
a certificate that had not expired at the time of signing.
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3. Local policy has been defined to ensure that if the MUD file for a de-
vice has an invalid signature, the device’s MUD PEP router/switch
will be configured to deny all communication to/from the device.

4. The MUD PEP router/switch does not yet have any configuration
settings with respect to the loT device being used in the test.

Procedure Verify that the MUD PEP router/switch for the IoT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test.

Power on the IoT device and connect it to the test network. This should
set in motion the following series of steps, which should occur automati-
cally:

1. The loT device automatically emits a DHCPv4 message containing
the device’s MUD URL (IANA code 161). (Note that in the v6 version
of this test, IPv6, DHCPv6, and IANA code 112 will be used.)

2. The DHCP server receives the DHCP message containing the loT de-
vice’s MUD URL.

3. The DHCP server offers an IP address lease to the newly connected
loT device.

4. The loT device requests this IP address lease, which the DHCP server
acknowledges.

5. The DHCP server sends the MUD URL to the MUD manager.
The MUD manager automatically contacts the MUD file server that
is located by using the MUD URL, verifies that it has a valid TLS cer-
tificate, and requests the MUD file and signature from the MUD file
server.

7. The MUD file server sends the MUD file, and the MUD manager de-
tects that the MUD file’s signature is invalid.

8. The MUD manager configures the router/switch that is closest to
the loT device so that it allows all communications to and from the
loT device.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to deny all communication to/from
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the loT device. The expected configuration should resemble the follow-
ing:
Expecting a show access session without a MUD file as seen below:

# OSMUD start

#

# DO NOT EDIT THESE LINES. OSMUD WILL REPLACE WITH ITS CON-
FIGURATION

#

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMTD
option match dest_ip
option storage hash
option family ipv4d
option external mudfiles_nist_getyikes_com-SM

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMFD
option match src_ip
option storage hash
option family ipv4
option external mudfiles_nist_getyikes_com-SM

config ipset
option enabled 1
option name mudfileserver-SMTD
option match dest_ip
option storage hash
option family ipv4
option external mudfileserver-SM

config ipset
option enabled 1
option name mudfileserver-SMFD
option match src_ip
option storage hash
option family ipv4
option external mudfileserver-SM

config ipset
option enabled 1
option name www_Tfacebook_ com-SMTD
option match dest_ip
option storage hash
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option family ipv4d
option external www_facebook com-SM

config ipset
option enabled 1
option name www_facebook_com-SMFD
option match src_ip
option storage hash
option family ipv4d
option external www_facebook_ com-SM

config ipset
option enabled 1
option name www_gmail_com-SMTD
option match dest_ip
option storage hash
option family ipv4
option external www_gmail_com-SM

config ipset
option enabled 1
option name www_gmail_com-SMFD
option match src_ip
option storage hash
option family ipv4
option external www_gmail_com-SM

# OSMUD end

Actual Results Procedures 1-5:
Excluded for sake of length.

Procedure 6:
MUD MANAGER:

2019-07-11 18:10:30 DEBUG: :GENERAL::2019-07-
117T18:10:24Z|NEW]Wired]DHCP|1,28,2,3,15,6,119,12,44,47,26,12
1,42|MUD]https://mudfiles.nist.getyikes.com/cr-5b.json|-
|b8:27:eb:eb:6c:8b]192.168.20.226main-pi-Build2]

2019-07-11 18:10:30 DEBUG: :GENERAL: :Executing on dhcpmasq
info

2019-07-11 18:10:30 INFO::GENERAL::NEW Device Action: IP:
192.168.20.226, MAC: b8:27:eb:eb:6c:8b

2019-07-11 18:10:30 DEBUG: :COMMUNICATION: :curl_easy_per-
form() doing it now....
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2019-07-11 18:10:30
files.nist.getyikes

2019-07-11 18:10:30
2019-07-11 18:10:31

2019-07-11 18:10:31
form() success

2019-07-11 18:10:31

DEBUG

.com/cr-5b. json

DEBUG
DEBUG
DEBUG

DEBUG

returned success state.

2019-07-11 18:10:31

form() doing it now.

2019-07-11 18:10:31
files.nist.getyikes

2019-07-11 18:10:31
2019-07-11 18:10:31

2019-07-11 18:10:31
form() success

2019-07-11 18:10:31

DEBUG

DEBUG

- :COMMUNICATION:
::COMMUNICATION: :
- 2COMMUNICATION:

- 2COMMUNICATION:

- 2COMMUNICATION:

- 2COMMUNICATION:

.com/cr-5b.p7s

DEBUG
DEBUG
DEBUG

DEBUG

returned success state.

2019-07-11 18:10:31

FrHAANEW**** MUD and SIG FILE RETRIEVED!!!

DEBUG

- 2COMMUNICATION:
::COMMUNICATION: :
- 2COMMUNICATION:

- :COMMUNICATION:

Test Case Field Description

2 :COMMUNICATION: : https://mud-

:Found HTTPS

in write data

ccurl_easy per-
:MUD File Server
ccurl_easy per-
https://mud-

:Found HTTPS

in write data

ccurl_easy_per-

:MUD File Server

2 :MUD_FILE_OPERATIONS::IN

2019-07-11 18:10:31 DEBUG: :GENERAL: 1 IN ****NEW**** yali-
dateMudFileWithSigQ)
2019-07-11 18:10:31 DEBUG: :GENERAL: :openssl cms -verify -in
/etc/osmud/state/mudfiles/cr-5b.p7s -inform DER -content
/etc/osmud/state/mudfiles/cr-5b. json -purpose any >

/dev/null

2019-07-11 18:10:31 ERROR::DEVICE_INTERFACE: :openssl cms -
verify -in /etc/osmud/state/mudfiles/cr-5b.p7s -inform DER -
content /etc/osmud/state/mudfiles/cr-5b. json -purpose any >

/dev/null

2019-07-11 18:10:31 ERROR::MUD_FILE_OPERATIONS: :Could not
validate the MUD File signature using openssl cms verify.
Abort mud Ffile processing and quarantine device.

2019-07-11 18:10:31 DEBUG: :GENERAL::/etc/osmud/cre-
ate_ip_fw_rule.sh -s lan -d wan -i 192.168.20.226 -a any -j
any -b any -p all -n REJECT-ALL -t ACCEPT -f all -c main-pi-
Build2 -k /tmp/osmud -r 192.168.20.226
2019-07-11 18:10:31 DEBUG: :GENERAL: :/etc/osmud/cre-
ate_ip_fw_rule.sh -s lan -d lan -i 192.168.20.226 -a any -j
any -b any -p all -n REJECT-ALL-LOCAL-FROM -t ACCEPT -f all
-Cc main-pi-Build2 -k /tmp/osmud -r 192.168.20.226
2019-07-11 18:10:31 DEBUG: :GENERAL::/etc/osmud/cre-
ate_ip_fw_rule.sh -s lan -d lan -i any -a any -j
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192.168.20.226 -b any -p all -n REJECT-ALL-LOCAL-TO -t AC-
CEPT -f all -c main-pi-Build2 -k /tmp/osmud -r
192.168.20.226

Procedure 7:

Router/PEP:

# OSMUD start

#

# DO NOT EDIT THESE LINES. OSMUD WILL REPLACE WITH ITS CON-
FIGURATION

#

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMTD
option match dest_ip
option storage hash
option family ipv4d
option external mudfiles_nist_getyikes_com-SM

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMFD
option match src_ip
option storage hash
option family ipv4
option external mudfiles_nist _getyikes_com-SM

config ipset
option enabled 1
option name mudfileserver-SMTD
option match dest_ip
option storage hash
option family ipv4
option external mudfileserver-SMm

config ipset
option enabled 1
option name mudfileserver-SMFD
option match src_ip
option storage hash
option family ipv4
option external mudfileserver-SMm

config ipset
option enabled 1
option name www_Tfacebook com-SMTD
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option
option
option
option

option
option
option
option
option
option

option
option
option
option
option
option

option
option
option
option
option
option

match dest_ip

storage hash

family ipv4d

external www_facebook_com-SM

config ipset

enabled 1

name www_Tfacebook_ com-SMFD
match src_ip

storage hash

family ipv4

external www_facebook com-SM

config ipset

enabled 1

name www_gmail_com-SMTD
match dest_ip

storage hash

family ipv4

external www_gmail_com-SM

config ipset

enabled 1

name www_gmail_com-SMFD
match src_ip

storage hash

family ipv4d

external www_gmail_com-SM

config rule
option enabled
option name
ture-pi_clO-frdev*

“e
"mud_192.168.20.197 same-manufac-

option target ACCEPT
option src lan
option dest wan
option proto tcp
option family ipvd
option src_ip 192.168.20.197
option dest_ip 198.71.233.87
config rule
option enabled "1°
option name "mud_192.168.20.197_same-manufac-

ture-pi_clO-todev™

option target ACCEPT
option src wan
option dest lan
option proto tcp
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option family
option src_ip
option dest_ip

rule
option enabled
option name

config

option target
option src
option dest
option proto
option family
option src_ip
option ipset

rule
option enabled
option name

config

option target
option src
option dest
option proto
option family
option ipset
option dest_ip

rule
option enabled
option name

config

option target
option src
option dest
option proto
option family
option src_ip

rule
option enabled
option name

config

option target
option src
option dest
option proto

ipv4d
198.71.233.87
192.168.20.197

_-
"mud_192.168.20.197_same-manufac-

ture-pi_mymanO-frdev-SM*

ACCEPT

lan

lan

tcp

ipvad
192.168.20.197
www_facebook_com-SMTD

option dest_port 80:80

.-
"mud_192.168.20.197_same-manufac-

ture-pi_mymanO-todev-SM*

ACCEPT
lan
lan
tcp
ipvd
www_Facebook _com-SMFD
192.168.20.197

option dest_port 80:80

-
"mud_192.168.20.197_same-manufac-

ture-pi_REJECT-ALL-LOCAL-FROM*®

REJECT

lan

lan

all

ipvad
192.168.20.197

-
"mud_192.168.20.197_same-manufac-

ture-pi_REJECT-ALL-LOCAL-TO"

REJECT
lan
lan
all
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option family ipv4d
option src_ip any
option dest_ip 192.168.20.197

config rule

option enabled *"1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_REJECT-ALL"

option target REJECT

option src lan
option dest wan
option proto all

option family ipvad
option src_ip 192.168.20.197
# OSMUD end

Overall Results Pass

350 Asexplained above, test loT-4-v6 is identical to test l0T-4-v4 except that it uses IPv6, DHCPv6, and IANA
351 code 112 instead of using IPv4, DHCPv4, and IANA code 161.

352 3.1.2.5 Test Case loT-5-v4
353 Table 3-6: Test Case loT-5-v4

Test Case Field Description

Parent Requirement (CR-7) The loT DDoS example implementation shall allow the MUD-ena-
bled loT device to communicate with approved internet services in the
MUD file.

(CR-8) The loT DDoS example implementation shall deny communica-
tions from a MUD-enabled loT device to unapproved internet services
(i.e., services that are implicitly denied by virtue of not being explicitly
approved).

Testable Requirement (CR-7.a) The MUD-enabled IoT device shall attempt to initiate outbound
traffic to approved internet services.

(CR-7.a.1) The router or switch shall receive the attempt and shall allow
it to pass based on the filters from the MUD file.
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(CR-7.b) An approved internet service shall attempt to initiate connec-
tion to the MUD-enabled IoT device.

(CR-7.b.1) The router or switch shall receive the attempt and shall allow
it to pass based on the filters from the MUD file.

(CR-8.a) The MUD-enabled IoT device shall attempt to initiate outbound
traffic to unapproved (implicitly denied) internet services.

(CR-8.a.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

(CR-8.b) An unapproved (implicitly denied) internet service shall attempt
to initiate a connection to the MUD-enabled IoT device.

(CR-8.b.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

(CR-8.c) The MUD-enabled IoT device shall initiate communications to
an internet service that is approved to initiate communications with the
MUD-enabled device but not approved to receive communications initi-
ated by the MUD-enabled device.

(CR-8.c.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

(CR-8.d) An internet service shall initiate communications to a MUD-ena-
bled device that is approved to initiate communications with the inter-
net service but that is not approved to receive communications initiated
by the internet service.

(CR-8.d.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

Description Shows that, upon connection to the network, a MUD-enabled loT device
used in the loT DDoS example implementation has its MUD PEP
router/switch automatically configured to enforce the route filtering
that is described in the device’s MUD file with respect to communication
with internet services. Further shows that the policies that are config-
ured on the MUD PEP router/switch with respect to communication
with internet services will be enforced as expected, with communica-
tions that are configured as denied being blocked and communications
that are configured as permitted being allowed.

Associated Test Case(s) loT-1-v4 (for the v6 version of this test, loT-1-v6)
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Associated Cybersecurity ID.AM-3, PR.DS-5, PR.IP-1, PR.PT-3
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used Yikesmain.json

Preconditions Test loT-1-v4 (or loT-1-v6) has run successfully, meaning that the MUD
PEP router/switch has been configured to enforce the following policies
for the loT device in question (as defined in the MUD file in Section
3.1.3):
Note: Procedure steps with strike-through were not tested due to net-
work address translation (NAT).
\Explicit] it § 4 it from.
o ith the loT device.
b) Explicitly permit the loT device to initiate communications with
https://yes-permit-to.com.
c) Implicitly deny all other communications with the internet, in-
cluding denying
i) the loT device to initiate communications with https://yes-
permit-from.com
it 4 it to. A — "
theloT-device
iii) communication between the loT device and all other inter-
net locations, such as https://unnamed-to.com (by not men-
tioning this or any other URLs in the MUD file)

Procedure Note: Procedure steps with strike-through were not tested due to NAT.

1. Asstipulated in the preconditions, right before this test, test loT-1-
v4 (or loT-1-v6) must have been run successfully.

2. Initiate communications from the loT device to https://yes-permit-
to.com and verify that this traffic is received at https://yes-permit-
to.com. (egress)

_ | erifv il i cfic ivedat the MUD PEP. but |
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6. Initiate communications from the loT device to https://un-
named.com and verify that this traffic is received at the MUD PEP,
but it is not forwarded by the MUD PEP, nor is it received at
https://unnamed.com. (egress)

Expected Results Each of the results that is listed as needing to be verified in procedure
steps above occurs as expected.

Actual Results Procedure 1:
Excluded for length’s sake
Procedure 2:

https://www.google.com (approved):

--2019-07-11 18:23:38-- https://www.google.com/

Resolving www.google.com (www.google.com)...
172.217.164.132, 2607:f8b0:4004:814::2004

Connecting to www.google.com
(www.google.com)|172.217.164.132]:443... connected.

HTTP request sent, awaiting response... 200 OK

Length: unspecified [text/html]
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Saving to: “index.html.6”

OK ...,
15.7M=0.001s

2019-07-11 18:23:38 (15.7 MB/s) - “index.html.6” saved
[11449]

https://www.osmud.org (approved):
--2019-07-11 18:23:04-- https://www.osmud.org/
Resolving www.osmud.org (www.osmud.org)... 198.71.233.87

Connecting to www.osmud.org
(www.osmud.org)|198.71.233.87]:443... connected.

HTTP request sent, awaiting response... 301 Moved
Permanently

Location: https://osmud.org/ [following]
--2019-07-11 18:23:04-- https://osmud.org/
Resolving osmud.org (osmud.org)... 198.71.233.87

Connecting to osmud.org (osmud.org)|198.71.233.87]:443. ..
connected.

HTTP request sent, awaiting response... 200 OK
Length: unspecified [text/html]
Saving to: “index_html_.4”

OK .. ...
3.40M=0.007s

2019-07-11 18:23:05 (3.40 MB/s) - “index.html.4” saved
[24697]

https://www.trytechy.com (approved):

--2019-07-11 18:23:24-- https://www._trytechy.com/
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Resolving www.trytechy.com (www.trytechy.com)...
99.84.181.77, 99.84.181.123, 99.84.181.11,

Connecting to www.trytechy.com
(www.trytechy.com)|]99.84.181.77]:443. .. connected.

HTTP request sent, awaiting response... 200 OK
Length: unspecified [text/html]
Saving to: “index.html.5”

OK . ..
13.1M=0.001s

2019-07-11 18:23:24 (13.1 MB/s) - “index.html.5” saved
[16529]

Procedure 6:

https://www.facebook.com (unapproved):
--2019-07-11 18:23:55-- https://www._Tacebook.com/

Resolving www.facebook.com (www.Ffacebook.com)...
31.13.71.36, 2a03:2880:f103:83:face:b00c:0:25de

Connecting to www.facebook.com
(www . Facebook.com)|31.13.71.36]:443... failed: Connection
refused.

Connecting to www.facebook.com
(www . Facebook.com) | 2a03:2880:F103:83:Face:b00c:0:25de| :443..
. failed: Network is unreachable.

https://www.twitter.com (unapproved):
--2019-07-11 18:24:07-- https://www.twitter.com/

Resolving www.twitter.com (www.twitter.com)... 104.244.42.1,
104.244 .42 .65
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Connecting to www.twitter.com
(www._twitter.com)|104.244_.42.1]:443... failed: Connection
refused.

Connecting to www.twitter.com
(www._twitter.com)|104.244.42.65]:443... failed: Connection
refused.

Overall Results Pass (for testable procedures, ingress cannot be tested due to NAT)

354  Asexplained above, test loT-5-v6 is identical to test 10T-5-v4 except that it uses IPv6, DHCPv6, and IANA
355 code 112 instead of using IPv4, DHCPv4, and IANA code 161.

356 3.1.2.6 Test Case loT-6-v4
357 Table 3-7: Test Case loT-6-v4

Test Case Field Description

Parent Requirement (CR-9) The loT DDoS example implementation shall allow the MUD-ena-
bled loT device to communicate laterally with devices that are approved
in the MUD file.

(CR-10) The IoT DDoS example implementation shall deny lateral com-
munications from a MUD-enabled loT device to devices that are not ap-
proved in the MUD file (i.e., devices that are implicitly denied by virtue
of not being explicitly approved).

Testable Requirement (CR-9.a) The MUD-enabled loT device shall attempt to initiate lateral
traffic to approved devices.

(CR-9.a.1) The router or switch shall receive the attempt and shall allow
it to pass based on the filters from the MUD file.

(CR-9.b) An approved device shall attempt to initiate a lateral connec-
tion to the MUD-enabled loT device.

(CR-9.b.1) The router or switch shall receive the attempt and shall allow
it to pass based on the filters from the MUD file.

(CR-10.a) The MUD-enabled loT device shall attempt to initiate lateral
traffic to unapproved (implicitly denied) devices.
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(CR-10.a.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

(CR-10.b) An unapproved (implicitly denied) device shall attempt to initi-
ate a lateral connection to the MUD-enabled loT device.

(CR-10.b.1) The router or switch shall receive the attempt and shall deny
it based on the filters from the MUD file.

Description Shows that, upon connection to the network, a MUD-enabled loT device
used in the loT DDoS example implementation has its MUD PEP
router/switch automatically configured to enforce the route filtering
that is described in the device’s MUD file with respect to communication
with lateral devices. Further shows that the policies that are configured
on the MUD PEP router/switch with respect to communication with lat-
eral devices will be enforced as expected, with communications that are
configured as denied being blocked and communications that are config-
ured as permitted being allowed.

Associated Test Case(s) loT-1-v4 (for the v6 version of this test, loT-1-v6)

Associated Cybersecurity ID.AM-3, PR.DS-5, PR.AC-5, PR.IP-1, PR.PT-3, PR.IP-3, PR.DS-3
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi (3)

MUD File(s) Used Fe-localnetwork.json, Fe-my-controller.json, Fe-controller.json, Fe-manu-
facturerl.json, Fe-manufacturer2.json, Fe-samemanufacturer.json, Fe-
localnetwork-to2.json, Fe-localnetwork-from2.json, Fe-samemanufac-
turer-from2.json, Fe-samemanufacturer-to2.json

Preconditions Test loT-1-v4 (or loT-1-v6) has run successfully, meaning that the MUD
PEP router/switch has been configured to enforce the following policies
for the loT device in question with respect to local communications (as
defined in the MUD files in Section 3.1.3):
a) Local-network class—Explicitly permit local communication to
and from the 10T device and any local hosts (including the spe-
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cific local hosts anyhost-to and anyhost-from) for specific ser-
vices, as specified in the MUD file by source port: any; destina-
tion port: 80; and protocol: TCP, and which party initiates the
connection.

b) Manufacturer class—Explicitly permit local communication to
and from the loT device and other classes of 10T devices, as
identified by their MUD URL (www.devicetype.com), and fur-
ther constrained by source port: any; destination port: 80; and
protocol: TCP.
c) Same-manufacturer class—Explicitly permit local communica-
tion to and from loT devices of the same manufacturer as the
loT device in question (the domain in the MUD URLs (mud-
fileserver) of the other loT devices is the same as the domain in
the MUD URL (mudfileserver) of the 10T device in question),
and further constrained by source port: any; destination port:
80; and protocol: TCP.
d) Implicitly deny all other local communication that is not explic-
itly permitted in the MUD file, including denying
i) anyhost-to to initiate communications with the loT device
ii) the loT device to initiate communications with anyhost-to
by using a source port, destination port, or protocol (TCP or
UDP) that is not explicitly permitted

iii) the loT device to initiate communications with anyhost-
from

iv) anyhost-from to initiate communications with the loT de-
vice by using a source port, destination port, or protocol
(TCP or UDP) that is not explicitly permitted

v) communications between the loT device and all lateral hosts
(including unnamed-host) whose MUD URLs are not explic-
itly mentioned as being permissible in the MUD file

vi) communications between the loT device and all lateral hosts
whose MUD URLs are explicitly mentioned as being permis-
sible but using a source port, destination port, or protocol
(TCP or UDP) that is not explicitly permitted
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vii) communications between the loT device and all lateral hosts
that are not from the same manufacturer as the loT device
in question

viii) communications between the loT device and a lateral host
that is from the same manufacturer but using a source
port, destination port, or protocol (TCP or UDP) that is not
explicitly permitted

Procedure 1. Asstipulated in the preconditions, right before this test, test loT-1-
v4 (or loT-1-v6) must have been run successfully.

2. Local-network (ingress): Initiate communications to the IoT device
from anyhost-from for specific permitted service, and verify that
this traffic is received at the loT device.

3. Local-network (egress): Initiate communications from the loT de-
vice to anyhost-from for specific permitted service, and verify that
this traffic is received at the MUD PEP, but it is not forwarded by the
MUD PEP, nor is it received at anyhost-from.

4. Local-network, controller, my-controller, manufacturer class
(egress): Initiate communications from the loT device to anyhost-to
for specific permitted service, and verify that this traffic is received
at anyhost-to.

5. Local-network, controller, my-controller, manufacturer class (in-
gress): Initiate communications to the loT device from anyhost-to
for specific permitted service, and verify that this traffic is received
at the MUD PEP, but it is not forwarded by the MUD PEP, nor is it
received at the loT device.

6. No associated class (egress): Initiate communications from the loT
device to unnamed-host (wWhere unnamed-host is a host that is not
from the same manufacturer as the loT device in question and
whose MUD URL is not explicitly mentioned in the MUD file as be-
ing permitted), and verify that this traffic is received at the MUD
PEP, but it is not forwarded by the MUD PEP, nor is it received at
unnamed-host.

7. No associated class (ingress): Initiate communications to the loT de-
vice from unnamed-host (where unnamed-host is a host that is not
from the same manufacturer as the loT device in question and
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whose MUD URL is not explicitly mentioned in the MUD file as be-
ing permitted), and verify that this traffic is received at the MUD
PEP, but it is not forwarded by the MUD PEP, nor is it received at the
loT device.

8. Same-manufacturer class (egress): Initiate communications from the
loT device to same-manufacturer-host (where same-manufacturer-
host is a host that is from the same manufacturer as the loT device
in question) and verify that this traffic is received at same-manufac-
turer-host.

9. Same-manufacturer class (egress): Initiate communications from the
loT device to same-manufacturer-host (where same-manufacturer-
host is a host that is from the same manufacturer as the loT device
in question) but using a port or protocol that is not specified, and
verify that this traffic is received at the MUD PEP, but it is not for-
warded by the MUD PEP, nor is it received at same-manufacturer-
host.

Expected Results Each of the results that is listed as needing to be verified in the proce-
dure steps above occurs as expected.

Actual Results Local-Network:
Procedure 2 (from laptop to pi):

http://192.168.20.222

[mud@localhost ~]$ wget 192.168.20.222
--2019-07-24 15:30:01-- http://192.168.20.222/
Connecting to 192.168.20.222:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: “index.html”

100%[ >]
10,701 --.-K/s in Os

2019-07-24 15:30:01 (139 MB/s) - “index.html” saved
[10701/10701]

Functional Demonstration Results: Supplement to NIST SP 1800-15B 157



DRAFT

Test Case Field Description

Procedure 3 (from pi to laptop):

http://192.168.20.238/ (unapproved):
--2019-07-10 17:37:09-- http://192.168.20.238/

Connecting to 192.168.20.238:80... failed: Connection
refused.

Procedure 4 (from pi to local hosts):

http://192.168.20.110:443/ (approved):

--2019-07-10 19:02:34-- http://192.168.20.110:443/
Connecting to 192.168.20.110:443... connected.

HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: “index.html.28~

OK ... aa..
100% 11.2M=0.001s

2019-07-10 19:02:34 (11.2 MB/s) - “index.html.28” saved
[10701/10701]

http://192.168.20.232/ (approved):

--2019-07-10 19:00:10-- http://192.168.20.232/
Connecting to 192.168.20.232:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 277

Saving to: “index.html.14~

OK 100%
10.9M=0s
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2019-07-10 19:00:10 (10.9 MB/s) - “index.html.14” saved
[277/277]

http://192.168.20.117/ (approved):

--2019-07-10 18:59:40-- http://192.168.20.117/
Connecting to 192.168.20.117:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: “index.html.12”

OK ...,
100% 6.05M=0.002s

2019-07-10 18:59:40 (6.05 MB/s) - “index.html.12” saved
[10701/10701]

http://192.168.20.197/ (approved):

--2019-07-10 18:55:39-- http://192.168.20.197/
Connecting to 192.168.20.197:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: “index_.html.8”

OK ...
100% 2.03M=0.005s

2019-07-10 18:55:40 (2.03 MB/s) - “index.html.8” saved
[10701/10701]

http://192.168.20.183/ (approved):
--2019-07-10 18:59:21-- http://192.168.20.183/
Connecting to 192.168.20.183:80... connected.

HTTP request sent, awaiting response... 200 OK
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Length: 10701 (10K) [text/html]
Saving to: “index.html.10~

OK ...
100% 17.6M=0.001s

2019-07-10 18:59:21 (17.6 MB/s) - “index.html.10” saved
[10701/10701]

Procedure 5 (from laptop to pi):

[mud@localhost ~]$ wget 192.168.20.222

--2019-07-10 19:03:17-- http://192.168.20.222/
Connecting to 192.168.20.222:80... failed: Connection
refused.

Procedure 6 (from device):

http://www.facebook.com (unapproved):
--2019-07-10 19:17:39-- https://www.Tacebook.com/

Resolving www.facebook.com (www.facebook.com)...
31.13.71.36, 2a03:2880:f112:83:face:b00c:0:25de

Connecting to www.facebook.com
(www . Facebook.com)]31.13.71.36]:443... failed:
Connection refused.

Connecting to www.facebook.com
(www . Facebook.com) | 2a03:2880:f112:83:Fface:b00c:0:25de| :4
43. .. failed: Network is unreachable.

Procedure 7 (from laptop to Pi):

[mud@localhost ~]$ wget 192.168.20.222

--2019-07-10 19:20:06-- http://192.168.20.222/
Connecting to 192.168.20.222:80... failed: Connection
refused.

Controller:

Procedure 4 (from Pi to controller):
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https://www.trytechy.com/ (approved):
--2019-07-10 17:29:55-- https://www._trytechy.com/

Resolving www.trytechy.com (www.trytechy.com)...
54.230.193.215, 54.230.193.99, 54.230.193.140,

Connecting to www.trytechy.com
(www . trytechy.com)|54.230.193.215]:443. .. connected.

HTTP request sent, awaiting response... 200 OK
Length: unspecified [text/html]
Saving to: “index.html”

OK L iiiiiis e
1.80M=0.009s

2019-07-10 17:29:55 (1.80 MB/s) - “index.html’ saved
[16529]

Procedure 5 (from laptop to pi):

[mud@localhost ~]$ wget 192.168.20.222

--2019-07-10 17:30:04-- http://192.168.20.222/
Connecting to 192.168.20.222:80... failed: Connection
refused.

Procedure 6 (from pi to local hosts):

http://192.168.20.232/ (unapproved):
--2019-07-10 17:37:09-- http://192.168.20.232/

Connecting to 192.168.20.232:80... failed: Connection
refused.

http://192.168.20.110/ (unapproved):
--2019-07-10 17:38:49-- http://192.168.20.110/

Connecting to 192.168.20.110:80... failed: Connection
refused.
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http://192.168.20.183/ (unapproved):
--2019-07-10 17:46:38-- http://192.168.20.183/

Connecting to 192.168.20.183:80... failed: Connection
refused.

http://192.168.20.142/ (unapproved):
--2019-07-10 17:36:38-- http://192.168.20.142/

Connecting to 192.168.20.142:80... failed: Connection
refused.

http://192.168.20.117/ (unapproved):
--2019-07-10 17:36:55-- http://192.168.20.117/

Connecting to 192.168.20.117:80... failed: Connection
refused.

http.//192.168.20.171/ (unapproved):
--2019-07-10 17:47:18-- http://192.168.20.171/

Connecting to 192.168.20.171:80... failed: Connection
refused.

http://192.168.20.181/ (unapproved):
--2019-07-10 17:47:49-- http://192.168.20.181/

Connecting to 192.168.20.181:80... failed: Connection
refused.

http.//192.168.20.247/ (unapproved):
--2019-07-10 17:48:13-- http://192.168.20.247/

Connecting to 192.168.20.247:80... failed: Connection
refused.

Procedure 7 (from laptop to Pi):

[mud@localhost ~]$ wget 192.168.20.222
--2019-07-10 17:50:22-- http://192.168.20.222/
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Connecting to 192.168.20.222:80... failed: Connection
refused.

My Controller:
Procedure 4 (from device):

https://www.google.com (approved):
--2019-07-10 18:13:12-- https://www.google.com/

Resolving www.google.com (www.google.com). ..
172.217.164.132, 2607:18b0:4004:814::2004

Connecting to www.google.com
(www.google.com)|172.217.164.132]:443... connected.

HTTP request sent, awaiting response... 200 OK
Length: unspecified [text/html]
Saving to: “index.html.1~

OK ...
14.9M=0.001s

2019-07-10 18:13:12 (14.9 MB/s) - “index.html.1” saved
[12327]

Procedure 5 (from laptop to pi):

[mud@localhost ~]$ wget 192.168.20.222

--2019-07-24 18:22:48-- http://192.168.20.222/
Connecting to 192.168.20.222:80... failed: Connection
refused.

Procedure 6 (from device):

http://192.168.20.110/ (unapproved):

--2019-07-10 18:29:42-- http://192.168.20.110/
Connecting to 192.168.20.110:80... failed: Connection
refused.

http://192.168.20.117/ (unapproved):

--2019-07-10 18:29:34-- http://192.168.20.117/
Connecting to 192.168.20.117:80... failed: Connection

refused.
http://192.168.20.142/ (unapproved):
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--2019-07-10 18:30:26-- http://192.168.20.142/
Connecting to 192.168.20.142:80... failed: Connection
refused.

http://192.168.20.171/ (unapproved):

--2019-07-10 18:29:55-- http://192.168.20.171/
Connecting to 192.168.20.171:80... failed: Connection
refused.

http://192.168.20.181/ (unapproved):

--2019-07-10 18:29:08-- http://192.168.20.181/
Connecting to 192.168.20.181:80... failed: Connection
refused.

http://192.168.20.183/ (unapproved):

--2019-07-10 18:29:23-- http://192.168.20.183/
Connecting to 192.168.20.183:80... failed: Connection
refused.

http://192.168.20.197/ (unapproved):

--2019-07-10 18:28:32-- http://192.168.20.197/
Connecting to 192.168.20.197:80... failed: Connection
refused.

http://192.168.20.232/ (unapproved):

--2019-07-10 18:30:36-- http://192.168.20.232/
Connecting to 192.168.20.232:80... failed: Connection
refused.

http://192.168.20.247/ (unapproved):

--2019-07-10 18:28:45-- http://192.168.20.247/
Connecting to 192.168.20.247:80... failed: Connection

refused.

Procedure 7 (from laptop to Pi):

[mud@localhost ~]$ wget 192.168.20.222

--2019-07-10 18:29:13-- http://192.168.20.222/

Connecting to 192.168.20.222:80... failed:

refused.

Connection

Same Manufacturer 1 (.197):
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Procedure 4 (from device):
http://192.168.20.222/ (approved):

--2019-07-12 16:04:46-- http://192.168.20.222/
Connecting to 192.168.20.222:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]
Saving to: “index.html.9”

OK ...
100% 104K=0.1s
2019-07-12 16:04:46 (104 KB/s) - “index.html.9” saved
[10701/10701]

Procedure 5 (from laptop to pi):

[mud@localhost ~]$ wget 192.168.20.222

--2019-07-12 16:08:28-- http://192.168.20.222/
Connecting to 192.168.20.222:80... failed: Connection
refused.

Procedure 6 (from device):
http://192.168.20.232/ (unapproved):

--2019-07-12 16:06:35-- http://192.168.20.232/

Connecting to 192.168.20.232:80... failed: Connection
refused.

http.//192.168.20.110:443/ (unapproved):

--2019-07-12 16:06:16-- http://192.168.20.110:443/

Connecting to 192.168.20.110:443... failed: Connection
refused.

http://192.168.20.117/ (unapproved):

--2019-07-12 16:06:01-- http://192.168.20.117/

Connecting to 192.168.20.117:80... failed: Connection
refused.

http://192.168.20.181/ (unapproved):

--2019-07-12 16:05:39-- http://192.168.20.181/
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Connecting to 192.168.20.181:80... failed: Connection
refused.

http://192.168.20.183/ (unapproved):

--2019-07-12 16:05:11-- http://192.168.20.183/

Connecting to 192.168.20.183:80... failed: Connection
refused.

Procedure 7 (from laptop to Pi):

[mud@localhost ~]$ wget 192.168.20.222

--2019-07-12 16:12:03-- http://192.168.20.222/
Connecting to 192.168.20.222:80... failed: Connection
refused.

Manufacturer:

Procedure 4 (from device):
http://192.168.20.183/ (approved):

--2019-07-12 15:57:00-- http://192.168.20.183/
Connecting to 192.168.20.183:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: “index.html.21~

OK ... .....
100% 26.9M=0s
2019-07-12 15:57:00 (26.9 MB/s) - “index.html.21” saved
[10701/10701]

Procedure 5 (from laptop to pi):

[mud@localhost ~]$ wget 192.168.20.222

--2019-07-12 15:59:31-- http://192.168.20.222/
Connecting to 192.168.20.222:80... failed: Connection
refused.

Procedure 6 (from device):
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http://192.168.20.110:443/ (unapproved):

--2019-07-12 15:58:13-- http://192.168.20.110:443/

Connecting to 192.168.20.110:443... failed: Connection
refused.

http://192.168.20.117/ (unapproved):

--2019-07-12 15:57:19-- http://192.168.20.117/

Connecting to 192.168.20.117:80... failed: Connection
refused.

http://192.168.20.232/ (unapproved):

--2019-07-12 15:57:29-- http://192.168.20.232/

Connecting to 192.168.20.232:80... failed: Connection
refused.

http://192.168.20.197 (unapproved):
--2019-07-12 15:58:35-- http://192.168.20.197/

Connecting to 192.168.20.197:80... failed: Connection
refused.

Procedure 7 (from laptop to Pi):

[mud@localhost ~]$ wget 192.168.20.222

--2019-07-12 15:59:31-- http://192.168.20.222/
Connecting to 192.168.20.222:80... failed: Connection
refused.

Same Manufacturer:
Procedure 8 (from device):
http://192.168.20.197/ (approved):

--2019-07-12 16:27:24-- http://192.168.20.197/
Connecting to 192.168.20.197:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10701 (10K) [text/html]

Saving to: “index.html_43"

OK e
100% 3.75M=0.003s
2019-07-12 16:27:24 (3.75 MB/s) - “index.html.43” saved
[10701/10701]
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Procedure 6 (from device):
http://192.168.20.183/ (unapproved):

--2019-07-12 16:27:36-- http://192.168.20.183/

Connecting to 192.168.20.183:80... failed: Connection
refused.

http://192.168.20.181/ (unapproved):

--2019-07-12 16:28:11-- http://192.168.20.181/
Connecting to 192.168.20.181:80... failed: Connection
refused.

http.//192.168.20.142/ (unapproved):

--2019-07-12 16:27:48-- http://192.168.20.142/
Connecting to 192.168.20.142:80... failed: Connection
refused.

http://192.168.20.117/ (unapproved):

--2019-07-12 16:28:20-- http://192.168.20.117/
Connecting to 192.168.20.117:80... failed: Connection
refused.

http://192.168.20.110:443/ (unapproved):

--2019-07-12 16:27:59-- http://192.168.20.110:443/

Connecting to 192.168.20.110:443... failed: Connection
refused.

Procedure 9:
pi@same-manufacture-pi:~ $ wget 192.168.20.222

--2019-07-24 20:49:51-- http://192.168.20.222/

Connecting to 192.168.20.222:80... failed: Connection
refused.

Overall Results Pass

358  Asexplained above, test loT-6-v6 is identical to test 10T-6-v4 except that it uses IPv6, DHCPv6, and IANA
359 code 112 instead of using IPv4, DHCPv4, and IANA code 161.
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3.1.2.7 Test Case loT-7-v4
Table 3-8: Test Case loT-7-v4

Test Case Field Description

Parent Requirement

(CR-11) If the 10T DDoS example implementation is such that its DHCP
server does not act as a MUD manager and it forwards a MUD URL to a
MUD manager, the DHCP server must notify the MUD manager of any
corresponding change to the DHCP state of the MUD-enabled loT de-
vice, and the MUD manager should remove the implemented policy con-
figuration in the router/switch pertaining to that MUD-enabled loT de-
vice.

Testable Requirement

(CR-11.a) The MUD-enabled loT device shall explicitly release the IP ad-
dress lease (i.e., it sends a DHCP release message to the DHCP server).
(CR-11.a.1) The DHCP server shall notify the MUD manager that the de-
vice’s IP address lease has been released.

(CR-11.a.2) The MUD manager should remove all policies associated
with the disconnected loT device that had been configured on the MUD
PEP router/switch.

Description

Shows that when a MUD-enabled loT device explicitly releases its IP ad-
dress lease, the MUD-related configuration for that loT device will be re-
moved from its MUD PEP router/switch

Associated Test Case(s)

loT-1-v4 (or loT-1-v6 when IPv6 addressing is used)

Associated Cybersecurity
Framework Subcate-
gory(ies)

PR.IP-3, PR.DS-3

loT Device(s) Under Test

Raspberry Pi

MUD File(s) Used

Fe-samemanufacturer.json

Preconditions

Test loT-1-v4 (or loT-1-v6) has run successfully, meaning that the MUD
PEP router/switch has been configured to enforce the policies defined in
the MUD file in Section 3.1.3 for the IoT device in question.
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Procedure 1. Asstipulated in the preconditions, right before this test, test loT-1-
v4 (or loT-1-v6) must have been run successfully. Verify that the
MUD PEP router/switch for the loT device has been configured to
enforce the policies listed in the preconditions section above for the
loT device in question.

Cause a DHCP release of the loT device in question.

Check the log file for the MUD manager to verify that it was notified
of the change of DHCP state.

4. Verify that all the configuration rules listed above have been re-
moved from the MUD PEP router/switch for the 10T device in ques-
tion.

Expected Results All of the configuration rules listed above have been removed from the
MUD PEP router/switch for the loT device in question.

Actual Results Procedure 2:

pi@main-pi-Build2:~ $ sudo dhclient -r

Procedure 3:

MUD Manager:

2019-07-11 18:57:30 DEBUG: :GENERAL::2019-07-
11T18:57:29Z|DEL|Wired |DHCP|-|MUD| -] -
|b8:27:eb:eb:6c:8b]192.168.20.226main-pi-Build2]
2019-07-11 18:57:30 DEBUG: :GENERAL: :Executing on dhcpmasq
info

2019-07-11 18:57:30 INFO::GENERAL::DEL Device Action: IP:
192.168.20.226, MAC: b8:27:eb:eb:6c:8b

2019-07-11 18:57:30 DEBUG: :GENERAL: :/etc/osmud/find_de-
vice_in_db.sh -d /etc/osmud/state/mudfiles/mudStateFile.txt
-m b8:27:eb:eb:6¢c:8b -1 192.168.20.226 -s
/etc/osmud/state/ipSets -a DELETE -u NONE

2019-07-11 18:57:30 DEBUG: :GENERAL::Return: 4864.
2019-07-11 18:57:30 DEBUG: :GENERAL::FinalReturn: 19.
2019-07-11 18:57:30 ERROR::DEVICE_INTERFACE: :FinalReturn:
19.

2019-07-11 18:57:30 DEBUG: :CONTROLLER::MUD Controller: A de-
lete event associated with a MUD file is being processed.
IP: 192.168.20.226.

2019-07-11 18:57:30 DEBUG::GENERAL::rm -f /tmp/osmud/*
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2019-07-11 18:57:30 DEBUG: :GENERAL::cp /etc/osmud/state/ip-
Sets/* /tmp/osmud

2019-07-11 18:57:30 DEBUG: :GENERAL: :/etc/osmud/re-
move_ip_fw_rule.sh -i 192.168.20.226 -m b8:27:eb:eb:6c:8b -d
/tmp/osmud

2019-07-11 18:57:30 DEBUG: :GENERAL: :/etc/osmud/re-
move_from_ipset.sh -d /tmp/osmud -i 192.168.20.226
2019-07-11 18:57:30 DEBUG: :GENERAL: :/etc/osmud/com-
mit_ip_fw_rules.sh -d /etc/osmud/state/ipSets -t /tmp/osmud
2019-07-11 18:57:30 DEBUG: :GENERAL: :/etc/osmud/re-
move_mud_db_entry.sh -d /etc/osmud/state/mudfiles/mudState-
File.txt -1 192.168.20.226 -m b8:27:eb:eb:6c:8b

2019-07-11 18:57:30 DEBUG: :GENERAL: :Success returned from
for transaction

Procedure 4:

ROUTER/PEP:

# OSMUD start

#

# DO NOT EDIT THESE LINES. OSMUD WILL REPLACE WITH ITS
CONFIGURATION

#

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMTD
option match dest_ip
option storage hash
option family ipv4
option external mudfiles_nist_getyikes_com-SM

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMFD
option match src_ip
option storage hash
option family ipv4d
option external mudfiles_nist _getyikes_com-SM

config ipset
option enabled 1
option name mudfileserver-SMTD
option match dest_ip
option storage hash
option family ipv4
option external mudfileserver-SM
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config ipset
option enabled 1
option name mudfileserver-SMFD
option match src_ip
option storage hash
option family ipv4d
option external mudfileserver-SM

config ipset
option enabled 1
option name www_facebook_com-SMTD
option match dest_ip
option storage hash
option family ipv4d
option external www_facebook_com-SM

config ipset
option enabled 1
option name www_Tfacebook_com-SMFD
option match src_ip
option storage hash
option family ipv4
option external www_facebook_ com-SM

config ipset
option enabled 1
option name www_gmail_com-SMTD
option match dest_ip
option storage hash
option family ipv4
option external www_gmail_com-SM

config ipset
option enabled 1
option name www_gmail_com-SMFD
option match src_ip
option storage hash
option family ipv4
option external www_gmail_com-SM

config rule

option enabled "1°

option name "mud_192.168.20.197_same-
manufacture-pi_clO-frdev”

option target ACCEPT

option src lan
option dest wan
option proto tcp

Functional Demonstration Results: Supplement to NIST SP 1800-15B 172



DRAFT

Test Case Field Description

option family ipv4d
option src_ip 192.168.20.197
option dest_ip 198.71.233.87

config rule

option enabled *"1°

option name "mud_192.168.20.197_same-
manufacture-pi_clO-todev*

option target ACCEPT

option src wan
option dest lan
option proto tcp

option family ipvd
option src_ip 198.71.233.87
option dest_ip 192.168.20.197

config rule

option enabled "1°

option name "mud_192.168.20.197_same-
manufacture-pi_mymanO-frdev-SM*®

option target ACCEPT

option src lan
option dest lan
option proto tcp

option family ipvd

option src_ip 192.168.20.197

option ipset www_Facebook_com-SMTD
option dest_port 80:80

config rule

option enabled "1°

option name "mud_192.168.20.197_same-
manufacture-pi_mymanO-todev-SM*®

option target ACCEPT

option src lan

option dest lan

option proto tcp

option family ipvd

option ipset www_Facebook com-SMFD

option dest_ip 192.168.20.197
option dest_port 80:80

config rule

option enabled "1°

option name "mud_192.168.20.197_same-
manufacture-pi_REJECT-ALL-LOCAL-FROM*

option target REJECT

option src lan
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option dest lan

option proto all

option family ipvad

option src_ip 192.168.20.197

config rule

option enabled "1°

option name "mud_192.168.20.197_same-
manufacture-pi_REJECT-ALL-LOCAL-TO"

option target REJECT

option src lan
option dest lan
option proto all
option family ipvd
option src_ip any

option dest_ip 192.168.20.197

config rule

option enabled "1°

option name "mud_192.168.20.197_same-
manufacture-pi_REJECT-ALL"

option target REJECT

option src lan
option dest wan
option proto all

option family ipv4
option src_ip 192.168.20.197
# OSMUD end

Overall Results Pass

As explained above, test l0T-7-v6 is identical to test 10T-7-v4 except that it uses IPv6, DHCPv6, and IANA
code 112 instead of using IPv4, DHCPv4, and IANA code 161.

3.1.2.8 Test Case loT-8-v4
Table 3-9: Test Case loT-8-v4

Test Case Field Description

Parent Requirement (CR-11) If the 10T DDoS example implementation is such that its DHCP
server does not act as a MUD manager and it forwards a MUD URL to a
MUD manager, the DHCP server must notify the MUD manager of any
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corresponding change to the DHCP state of the MUD-enabled IoT de-
vice, and the MUD manager should remove the implemented policy con-
figuration in the router/switch pertaining to that MUD-enabled loT de-
vice.

Testable Requirement (CR-11.b) The MUD-enabled IoT device’s IP address lease shall expire.
(CR-11.b.1) The DHCP server shall notify the MUD manager that the de-
vice’s IP address lease has expired.

(CR-11.b.2) The MUD manager should remove all policies associated
with the affected loT device that had been configured on the MUD PEP
router/switch.

Description Shows that when a MUD-enabled loT device’s IP address lease expires,
the MUD-related configuration for that loT device will be removed from
its MUD PEP router/switch

Associated Test Case(s) loT-1-v4 (or loT-1-v6 when IPv6 addressing is used)

Associated Cybersecurity PR.IP-3, PR.DS-3
Framework Subcate-

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used Fe-manufacturerl.json

Preconditions Test loT-1-v4 (or loT-1-v6) has run successfully, meaning that the MUD
PEP router/switch has been configured to enforce the policies defined in
the MUD file in Section 3.1.3 for the IoT device in question.

Procedure 1. Configure the DHCP server to have a DHCP lease time of 60 minutes.
Run test loT-1-v4 (or loT-1-v6).

Verify that the MUD PEP router/switch for the loT device has been
configured to enforce the policies listed above for the IoT device in
question.

4. Disconnect the IoT device in question from the network.
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5. After 60 minutes have elapsed, (1) look at the log file for the MUD
manager to verify that it has received notice of the change of DHCP
state, and (2) verify that all of the configuration rules listed above
have been removed from the MUD PEP router/switch for the loT de-
vice in question.

Expected Results Once 60 minutes have elapsed after disconnecting the loT device from
the network, all of the configuration rules listed above have been re-
moved from the MUD PEP router/switch for the IoT device in question.

Actual Results Procedures 1-4:
Completed; excluded for brevity
Procedure 5:

1. MUD MANAGER:

2019-07-12 17:34:49 DEBUG: :GENERAL::2019-07-
12T17:34:49Z|DEL|Wired |DHCP|-|MUD| -] -
|b8:27:eb:-a2:88:¥3]192.168.20.184manufacturer-pi|
2019-07-12 17:34:49 DEBUG: :GENERAL: :Executing on dhcpmasq
info

2019-07-12 17:34:49 INFO::GENERAL::DEL Device Action: IP:
192.168.20.184, MAC: b8:27:eb:a2:88:f3

2019-07-12 17:34:49

DEBUG: : GENERAL : : Zetc/osmud/find_device_in_db.sh -d
/etc/osmud/state/mudfiles/mudStateFile.txt -m
b8:27:eb:a2:88:f3 -1 192.168.20.184 -s
/etc/osmud/state/ipSets -a DELETE -u NONE

2019-07-12 17:34:49 DEBUG: :GENERAL::Return: 3328.
2019-07-12 17:34:49 DEBUG: :GENERAL::FinalReturn: 13.
2019-07-12 17:34:49 ERROR::DEVICE_INTERFACE: :FinalReturn:
13.

2019-07-12 17:34:49 DEBUG: :CONTROLLER::MUD Controller: A
delete event associated with a MUD file is being processed.

IP: 192.168.20.184.2019-07-12 17:34:49 DEBUG: :GENERAL::rm -f
/tmp/osmud/*

2019-07-12 17:34:49 DEBUG::GENERAL::cp
/etc/osmud/state/ipSets/* /tmp/osmud

2019-07-12 17:34:49

DEBUG: :GENERAL: : /etc/osmud/remove_ip_fw_rule.sh -i
192.168.20.184 -m b8:27:eb:a2:88:f3 -d /tmp/osmud
2019-07-12 17:34:49

DEBUG: : GENERAL : : /etc/osmud/remove_from_ipset.sh -d
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/tmp/osmud -i 192.168.20.184

2019-07-12 17:34:49

DEBUG: :GENERAL: : /etc/osmud/commit_ip_fw_rules.sh -d
/etc/osmud/state/ipSets -t /tmp/osmud

2019-07-12 17:34:50

DEBUG: : GENERAL : : /etc/osmud/remove_mud_db_entry.sh -d
/etc/osmud/state/mudfiles/mudStateFile.txt -i 192.168.20.184
-m b8:27:eb:a2:88:f3

2019-07-12 17:34:50 DEBUG: :GENERAL: :Success returned from
for transaction

2. Router/PEP:

# OSMUD start

#

# DO NOT EDIT THESE LINES. OSMUD WILL REPLACE WITH ITS CON-
FIGURATION

#

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMTD
option match dest_ip
option storage hash
option family ipv4d
option external mudfiles_nist_getyikes_com-SM

config ipset
option enabled 1
option name mudfiles_nist_getyikes_com-SMFD
option match src_ip
option storage hash
option family ipv4d
option external mudfiles_nist_getyikes_com-SM

config ipset
option enabled 1
option name mudfileserver-SMTD
option match dest_ip
option storage hash
option family ipv4
option external mudfileserver-SM

config ipset
option enabled 1
option name mudfileserver-SMFD
option match src_ip
option storage hash
option family ipv4
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option external mudfileserver-SM

config ipset
option enabled 1
option name www_Tfacebook com-SMTD
option match dest_ip
option storage hash
option family ipv4d
option external www_facebook_com-SM

config ipset
option enabled 1
option name www_TFfacebook_ com-SMFD
option match src_ip
option storage hash
option family ipv4
option external www_facebook com-SM

config ipset
option enabled 1
option name www_gmail_com-SMTD
option match dest_ip
option storage hash
option family ipv4d
option external www_gmail_com-SM

config ipset
option enabled 1
option name www_gmail_com-SMFD
option match src_ip
option storage hash
option family ipv4
option external www_gmail_com-SM

config rule

option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_clO-frdev”

option target ACCEPT

option src lan
option dest wan
option proto tcp

option family ipvd
option src_ip 192.168.20.197
option dest_ip 198.71.233.87

config rule
option enabled *"1°
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option name
ture-pi_clO-todev”
option target
option src
option dest
option proto
option family
option src_ip
option dest_ip

rule
option enabled
option name

config

option
option
option
option
option
option
option
option

target
src
dest
proto
family
src_ip
ipset

rule
option enabled
option name

config

option
option
option
option
option
option
option
option

target
src
dest
proto
family
ipset
dest_ip

rule
option enabled
option name

config

option
option
option
option
option
option

target
src
dest
proto
family
src_ip

rule
option

config
enabled

"mud_192.168.20.197_same-manufac-

ACCEPT

wan

lan

tcp

ipvd
198.71.233.87
192.168.20.197

"
"mud_192.168.20.197_same-manufac-

ture-pi_mymanO-frdev-SM*

ACCEPT

lan

lan

tcp

ipv4d
192.168.20.197
www_TFacebook_com-SMTD

dest_port 80:80

-
"mud_192.168.20.197 same-manufac-

ture-pi_mymanO-todev-SM*

ACCEPT
lan
lan
tcp
ipvd
www_facebook com-SMFD
192.168.20.197

dest_port 80:80

_-
"mud_192.168.20.197_same-manufac-

ture-pi_REJECT-ALL-LOCAL-FROM*®

REJECT

lan

lan

all

ipvad
192.168.20.197

"1
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option name "mud_192.168.20.197_same-manufac-
ture-pi_REJECT-ALL-LOCAL-TO"
option target REJECT

option src lan
option dest lan
option proto all
option family ipvd
option src_ip any

option dest_ip 192.168.20.197

config rule

option enabled "1°

option name "mud_192.168.20.197_same-manufac-
ture-pi_REJECT-ALL"

option target REJECT

option src lan

option dest wan

option proto all

option family ipv4d

option src_ip 192.168.20.197
# OSMUD end

Overall Results Pass

366 As explained above, test |0T-8-v6 is identical to test 10T-8-v4 except that it uses IPv6, DHCPv6, and IANA
367 code 112 instead of using IPv4, DHCPv4, and IANA code 161.

368 3.1.2.9 Test Case loT-9-v4
369 Table 3-10: Test Case l0T-9-v4

Test Case Field Description

Parent Requirements (CR-13) The loT DDoS example implementation shall ensure that for
each rule in a MUD file that pertains to an external domain, the MUD
PEP router/switch will get configured with all possible instantiations of
that rule, insofar as each instantiation contains one of the IP addresses
to which the domain in that MUD file rule may be resolved when que-
ried by the MUD PEP router/switch.

Testable Requirements (CR-13.a) The MUD file for a device shall contain a rule involving an ex-
ternal domain that can resolve to multiple IP addresses when queried
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by the MUD PEP router/switch. An ACL for permitting access to each of
those IP addresses will be inserted into the MUD PEP router/switch for
the device in question, and the device will be permitted to communicate
with all of those IP addresses.

Description Shows that if a domain in a MUD file rule resolves to multiple IP ad-

dresses when the address resolution is queried by the network gateway,

then

1. ACLs instantiating that MUD file rule corresponding to each of these
IP addresses will be configured in the gateway for the loT device as-
sociated with the MUD file, and

2. the loT device associated with the MUD file will be permitted to
communicate with all of the IP addresses to which that domain re-
solves

Associated Test Case(s) N/A

Associated Cybersecurity ID.AM-1, ID.AM-2, ID.AM-3, PR.DS-5, DE.AE-1, PR.AC-4, PR.AC-5, PR.IP-1,
Framework Subcate- PR.IP-3, PR.DS-2

gory(ies)

loT Device(s) Under Test Raspberry Pi

MUD File(s) Used Yikesmain.json

Preconditions 1. The MUD PEP router/switch does not yet have any configuration set-
tings pertaining to the loT device being used in the test.

2. The MUD file for the loT device being used in the test is identical to
the MUD file provided in Section 3.1.3. (Therefore, the MUD file
used in the test permits the device to send data to www.up-
dateserver.com.)

3. The tester has access to a DNS server that will be used by the MUD
PEP router/switch and can configure it so that it will resolve the do-
main www.updateserver.com to any of these addresses when que-
ried by the MUD PEP router/switch: x1.x1.x1.x1, yl.yl.yl.yl, and
z1.z1.z1.z1.
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4. There is an update server running at each of these three IP ad-
dresses.

Procedure 1. Verify that the MUD PEP router/switch for the IoT device to be used
in the test does not yet have any configuration settings installed with
respect to the loT device being used in the test.

2. Run test loT-1-v4 (or IoT-1-v6). The result should be that the MUD
PEP router/switch has been configured to explicitly permit the loT
device to initiate communication with www.updateserver.com.

3. Verify that the MUD PEP router/switch has been configured with
ACLs that permit the loT device to send data to IP addresses
x1.x1.x1.x1, yl.yl.yl.yl, and z1.z1.z1.z1.

4. Have the device in question attempt to connect to x1.x1.x1.x1,
yl.yl.ylyl, and z1.z1.z1.z1.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to permit the loT device to send
data to IP addresses x1.x1.x1.x1, yl.yl.yl.yl, and z1.z1.z1.z1.

The loT device is permitted to send data to each of the update servers at
these addresses.

Actual Results Procedures 1-2:
Completed; excluded for brevity
Procedure 3:

MUD MANAGER:

2019-07-15 20:28:32 DEBUG: :GENERAL::2019-07-
15T720:28:31Z|NEW]Wired]DHCP|1,28,2,3,15,6,119,12,44,47,26,12
1,42|MUD]https://mudfiles.nist.getyikes.com/yikesmain.json]|-
|b8:27:eb:eb:6c:8b]192.168.20.222main-pi-Build2]

2019-07-15 20:28:32 DEBUG: :GENERAL: :Executing on dhcpmasq
info

2019-07-15 20:28:32 INFO: :GENERAL::NEW Device Action: IP:
192.168.20.222, MAC: b8:27:eb:eb:6c:8b

2019-07-15 20:28:32

DEBUG: :COMMUNICATION: :curl_easy_perform() doing it now....
2019-07-15 20:28:32

DEBUG: : COMMUNICATION: :https://mudfiles.nist.getyikes.com/yik
esmain.json

2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :Found HTTPS
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2019-07-15 20:28:32 DEBUG: :COMMUNICATION::in write data
2019-07-15 20:28:32

DEBUG: : COMMUNICATION: :curl_easy_perform() success
2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :MUD File Server
returned success state.

2019-07-15 20:28:32

DEBUG: : COMMUNICATION: :curl_easy_perform() doing it now....
2019-07-15 20:28:32

DEBUG: : COMMUNICATION: :https://mudfiles.nist.getyikes.com/yik
esmain.p7s

2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :Found HTTPS
2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :in write data
2019-07-15 20:28:32

DEBUG: : COMMUNICATION: :curl_easy_ perform() success
2019-07-15 20:28:32 DEBUG: :COMMUNICATION: :MUD File Server
returned success state.

2019-07-15 20:28:32 DEBUG: :MUD_FILE_OPERATIONS: : IN
FrXANEW**** MUD and SIG FILE RETRIEVED!!!

2019-07-15 20:28:32 DEBUG: :GENERAL: z IN ****NE|****
validateMudFileWithSig()

2019-07-15 20:28:32 DEBUG: :GENERAL: :openssl cms -verify -in
/etc/osmud/state/mudfiles/yikesmain.p7s -inform DER -content
/etc/osmud/state/mudfiles/yikesmain.json -purpose any >
/dev/null

2019-07-15 20:28:32 DEBUG: :GENERAL: Z IN ****NE|****
executeMudWithDhcpContext()

2019-07-15 20:28:32

DEBUG: :GENERAL: : /etc/osmud/create_mud_db_entry.sh -d
/etc/osmud/state/mudfiles/mudStateFile.txt -i 192.168.20.222
-m b8:27:eb:eb:6c:8b -c main-pi-Build2 -u
https://mudfiles.nist.getyikes.con/yikesmain.json -f
/etc/osmud/state/mudfiles/yikesmain. json

[Logs omitted for brevity]

2019-07-15 20:28:32 DEBUG: :GENERAL : :www.updateserver.com
2019-07-15 20:28:33 DEBUG: :GENERAL::192.168.20.4
2019-07-15 20:28:33 DEBUG::GENERAL::192.168.20.238
2019-07-15 20:28:33

DEBUG: :GENERAL: : /etc/osmud/create_ip_fw_rule.sh -s lan -d
wan -i 192.168.20.222 -a any -j 192.168.20.4 -b 443:443 -p
tcp -n cl2-frdev -t ACCEPT -f all -c main-pi-Build2 -k
/tmp/osmud -r 192.168.20.222

2019-07-15 20:28:33 DEBUG: :GENERAL: :/etc/osmud/cre-
ate_ip_fw_rule.sh -s lan -d wan -i 192.168.20.222 -a any -j
192.168.20.238 -b 443:443 -p tcp -n cl2-frdev -t ACCEPT -f
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all -c main-pi-Build2 -k /tmp/osmud -r 192.168.20.222
[Logs omitted for brevity]

2019-07-15 20:28:33 DEBUG: :GENERAL: :Success returned from
for transaction

Router/PEP:

config rule

option enabled "1°

option name "mud_192.168.20.222_main-pi-
Build2_cl2-frdev~

option target ACCEPT

option src lan

option dest wan

option proto tcp

option family ipv4d

option src_ip 192.168.20.222

option dest_ip 192.168.20.4
option dest_port 443:443

config rule

option enabled "1°

option name “mud_192.168.20.222_main-pi-
Build2_cl2-frdev*

option target ACCEPT

option src lan
option dest wan
option proto tcp

option family ipv4d

option src_ip 192.168.20.222
option dest_ip 192.168.20.238
option dest_port 443:443

Procedure 4:
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Overall Results Pass

370  Test case IoT-9-v6 is identical to test case 10T-9-v4 except that l0T-9-v6 uses IPv6 addresses rather than
371 IPv4 addresses.
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3.1.2.10 Test Case loT-10-v4
Table 3-11: Test Case loT-10-v4

Test Case Field Description

Parent Requirements

(CR-12) The IoT DDoS example implementation shall include a MUD
manager that uses a cached MUD file rather than retrieve a new one if
the cache-validity time period has not yet elapsed for the MUD file indi-
cated by the MUD URL. The MUD manager should fetch a new MUD file
if the cache-validity time period has already elapsed.

Testable Requirements

(CR-12.a) The MUD manager shall check if the file associated with the
MUD URL is present in its cache and shall determine that it is.
(CR-12.a.1) The MUD manager shall check whether the amount of time
that has elapsed since the cached file was retrieved is less than or equal
to the number of hours in the cache-validity value for this MUD file. If
so, the MUD manager shall apply the contents of the cached MUD file.
(CR-12.a.2) The MUD manager shall check whether the amount of time
that has elapsed since the cached file was retrieved is greater than the
number of hours in the cache-validity value for this MUD file. If so, the
MUD manager may (but does not have to) fetch a new file by using the
MUD URL received.

Description

Shows that, upon connection to the network, a MUD-enabled loT device
used in the loT DDoS example implementation has its MUD PEP
router/switch automatically configured to enforce the route filtering
that is described in the cached MUD file for that device’s MUD URL, as-
suming that the amount of time that has elapsed since the cached MUD
file was retrieved is less than or equal to the number of hours in the
file’s cache-validity value. If the cache validity has expired for the respec-
tive file, the MUD manager should fetch a new MUD file from the MUD
file server.

Associated Test Case(s)

N/A

Associated Cybersecurity
Framework Subcate-

gory(ies)

ID.AM-1, ID.AM-2, ID.AM-3, PR.DS-5, DE.AE-1, PR.AC-4, PR.AC-5, PR.IP-1,
PR.IP-3, PR.DS-2, PR.PT-3
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Test Case Field Description

loT Device(s) Under Test To be determined (TBD) (Not testable in Build 2’s preproduction of

Yikes!)
MUD File(s) Used TBD (Not testable in Build 2’s preproduction of Yikes!)
Preconditions 1. The MUD PEP router/switch does not yet have any configuration

settings pertaining to the loT device being used in the test.

2. The MUD file for the loT device being used in the test is identical to
the MUD file provided in Section 3.1.3.

Procedure Verify that the MUD PEP router/switch for the loT device to be used in
the test does not yet have any configuration settings installed with re-
spect to the loT device being used in the test.

Run test loT-1-v4 (or loT-1-v6).

Within 24 hours (i.e., within the cache-validity period for the MUD
file) of running test loT-1-v4 (or loT-1-v6), verify that the loT device
that was connected during test loT-1-v4 (or loT-1-v6) is still up and
running on the network. Power on a second loT device that has
been configured to emit the same MUD URL as the device that was
connected during test loT-1-v4 (or loT-1-v6), and connect it to the
test network. This should set in motion the following series of steps,
which should occur automatically.

3. The loT device automatically emits a DHCPv4 message containing
the device’s MUD URL (IANA code 161). (Note that in the v6 version
of this test, IPv6, DHCPv6, and IANA code 112 will be used.)

4. The DHCP server receives the DHCPv4 message containing the loT
device’s MUD URL.

5. The DHCP server offers an IP address lease to the newly connected
loT device.

6. The loT device requests this IP address lease, which the DHCP server
acknowledges.

The DHCP server sends the MUD URL to the MUD manager.

The MUD manager determines that it has this MUD file cached and
checks that the amount of time that has elapsed since the cached
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Test Case Field Description

file was retrieved is less than or equal to the number of hours in the
cache-validity value for this MUD file. If the cache validity has been
exceeded, the MUD manager will fetch a new MUD file. (Run the
test both ways—with a cache-validity period that has expired and
with one that has not.)

9. The MUD manager translates the MUD file’s contents into appropri-
ate route filtering rules and installs these rules onto the MUD PEP
for the 10T device in question so that this router/switch is now con-
figured to enforce the policies specified in the MUD file.

Expected Results The MUD PEP router/switch for the loT device has had its configuration
changed, i.e., it has been configured to enforce the policies specified in
the loT device’s MUD file. The expected configuration should resemble
the following.

Cache is valid (the MUD manager does NOT retrieve the MUD file from
the MUD file server):

TBD (Not testable in Build 2’s preproduction of Yikes!)

Cache is not valid (the MUD manager does retrieve the MUD file from
the MUD file server):

TBD (Not testable in Build 2’s preproduction of Yikes!)

All protocol exchanges described in steps 1-9 above are expected to oc-
cur and can be viewed via Wireshark if desired. If the router/switch does
not get configured in accordance with the MUD file, each exchange of
DHCP and MUD-related protocol traffic should be viewed on the net-
work via Wireshark to determine which transactions did not proceed as
expected, and the observed and absent protocol exchanges should be
described here.

Actual Results TBD (Not testable in Build 2’s preproduction of Yikes!)

Overall Results TBD (Not testable in Build 2’s preproduction of Yikes!)

374 Test case 10T-10-v6 is identical to test case 1oT-10-v4 except that loT-10-v6 tests requirement CR-1.a.2,
375 whereas loT-10-v4 tests requirement CR-1.a.1. Hence, as explained above, test 10T-10-v6 uses IPv6,
376 DHCPv6, and IANA code 112 instead of using IPv4, DHCPv4, and IANA code 161.
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3.1.2.11 Test Case loT-11-v4
Table 3-12: Test Case loT-11-v4

Test Case Field Description

Parent Requirements

(CR-1) The loT DDoS example implementation shall include a mechanism
for associating a device with a MUD file URL (e.g., by having the MUD-
enabled loT device emit a MUD file URL via DHCP, LLDP, or X.509 or by
using some other mechanism to enable the network to associate a de-
vice with a MUD file URL).

Testable Requirements

(CR-1.a) Upon initialization, the MUD-enabled IoT device shall broadcast
a DHCP message on the network, including at most one MUD URL, in
https scheme, within the DHCP transaction.

(CR-1.a.1) The DHCP server shall be able to receive DHCPv4 DISCOVER
and REQUEST with IANA code 161 (OPTION_MUD_URL_V4) from the
MUD-enabled loT device.

Description

Shows that the loT DDoS example implementation includes loT devices
that can emit a MUD URL via DHCP

Associated Test Case(s)

N/A

Associated Cybersecurity
Framework Subcate-

gory(ies)

ID.AM-1

loT Device(s) Under Test

Raspberry Pi

MUD File(s) Used

Yikesmain.json

Preconditions

Device has been developed to emit MUD URL in DHCP transaction

Procedure

1. Power on a device and connect it to the network.

2. Verify that the device emits a MUD URL in a DHCP transaction. (Use
Wireshark to capture the DHCP transaction with options present.)

Expected Results

DHCP transaction with MUD option 161 enabled and MUD URL included
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Test Case Field Description

Actual Results MUD option included in DHCP transaction:

Mo St Pratocal Lengtl Infa
] pHER 337 DHCP Discower - Transaction ID Bx)E8d43T1S
] [ 334 DHCP Request - Transaction ID 6x26803715
[ LHCP 5 DHCP ar - T n 10 8x5
18 5.3 1 (A HoP T T
18 5.308733652  ©.6. 255.255,255.255 THEP 401 DHCP Request - Transaction ID Gx524ecseb
20 5.3 Sl

70 192,160.20,1 192,168, 20, 223 L I55 DHEP ACK - TFANSECTion 1D OxbZsectib
* Frame 3: 395 bytes on wire (3160 bits), 395 bytes captured (30 bits) on interface o
» Ethernel IT, Sre: Raspberr_vh:fc:gh (b8:27:eb:ch:gc:Bh), Dst: Bromfcast (FF:PO:PE-fE:0e:00)
» Internet Protocol Version 4, Si 0.8.06.0, Dst: 255.255.255.255
* User DAtagram Protocol, sre Port: 68, DSt Port: 67
w Dootstrap Protocol (Discover)
Message fype: Baot Request (1)
Haroware type: Ethernet (Ex81)
METOwWare Bdoress length: &
Hops: @
Transaction T0: BxS240cSsh
Seconds elapsed: &
Bootp flags: 00 {unicast)
Client TP address: 8.8.6.6
‘four [client) IPF address: 9.8.0.0
Next server IP address: 0.8.9.8
kelay BQent 1P address: 0.0.0.0
Client MAC address: Raspbers_ob:ge:gl (b8:27:eb:ob:6c:ab)
Client hardware address padding:. B8 880000
Server Nost name not given
Boat file mame not given
Magic cookie: DHCP
Gption: [53) DHCP Message Type (Discover}
option: (%0) Kequested IF address
optfon: (12) Host Mome
optfon: (161) Manufacturer Usage Description
lengen- an

| huouRL: hteps://mudfiles nist.getyikes.com/yikesmain_ fson |

b Ot MRS
oodo T TF 07 of ¢f (f [EEEERRY «b oc ob 08 00 45 10 [T [
W16 @1 7d 88 66 A6 66 AA 11 39 61 AA 66 a4 a8 T F S
TF ff 80 44 80 43 01 68 Db 21 61 61 96 00 52 de ol -t -RM
©5 6D 0O 00 00 00 U0 D0 DO 00 U0 U0 U0 00 DU DU K
60 B0 69 04 66 88 b8 27 vh vh 6o Ab 9 94 80 60 1
BA A 04 68 68 A0 6B BA 9 A A4 69 66 6 60 6O
00 00 00 00 80 00 00 00 00 00 80 80 00 90 00 B0
DU 0 0O 00 00 U0 U0 DO U 090U D B0 OO 00 00
BA B9 04 64 60 A0 00 OO A HA B0 09 90 A 60 60
00 00 60 00 00 00 00 00 0O 00 00 00 90 00 00 0O
06 60 60 60 60 00 00 00 00 00 60 00 60 00 00 BO
0O 0 0O 00 00 00 D0 D0 DU U9 0O U0 B0 00 00 0V
6O B0 04 64 68 A0 6O B8 M9 640G 99 00 6 8O 60
00 00 60 60 60 00 90 00 OO 00 80 60 90 90 00 00
DU B0 0O 00 00 00 U0 DO 0 0O 00 O B0 00 00 00
DU 0 0O 00 00 00 U0 00 U 09 00 O U0 00 B0 00
Gl B0 G 68 68 A0 00 0B B9 64 A9 99 G0 6 80 60
Overall Results Pass

3.1.3 MUD Files

This section contains the MUD files that were used in the Build 2 functional demonstration.

3.1.3.1 Fe-controller.json

The complete Fe-controller.json MUD file has been linked to this document. To access this MUD file
please click the link below.

Fe-controller.json

3.1.3.2 Fe-localnetwork-from2.json

The complete Fe-localnetwork-from2.json MUD file has been linked to this document. To access this
MUD file please click the link below.

Fe-localnetwork-from2.json

Functional Demonstration Results: Supplement to NIST SP 1800-15B 190


https://www.nccoe.nist.gov/sites/default/files/library/supplemental-files/sp1800-15/Fe-controller.json
https://www.nccoe.nist.gov/sites/default/files/library/supplemental-files/sp1800-15/Fe-localnetwork-from2.json

389

390
391

392

393

394
395
396
397

398
399

400

401

402
403

404

405

406
407

408

409

410
411

412

413

414
415

416

DRAFT

3.1.3.3 Fe-localnetwork-to2.json

The complete fe-localnetwork-to2.json MUD file has been linked to this document. To access this MUD
file please click the link below.

Fe-localnetwork-to2.json

3.1.3.4 Fe-manufacturerl.jso