
BUILDING BLOCK

MOBILE DEVICE SECURITY 
BRING YOUR OWN DEVICE

• Ensuring data is protected when accessed from personal devices poses unique challenges and threats
• The NCCoE worked with industry subject matter experts to develop an example solution architecture
• The example solution can enhance the security and privacy posture of adopting organizations
• The high-level security and privacy goals are illustrated below

The technology vendors who participated in this project submitted their capabilities in response to a call in the Federal Register. 
Companies with relevant products were invited to sign a Cooperative Research and Development Agreement with NIST, allowing 
them to participate in a consortium to build this example solution. Technology collaborators on this project include:

Certain commercial entities, equipment, products, or materials may be identified in order to describe an experimental procedure 
or concept adequately. Such identification is not intended to imply recommendation or endorsement by NIST or NCCoE, nor is it 
intended to imply that the entities, equipment, products, or materials are necessarily the best available for the purpose.

HOW TO PARTICIPATE 
As a private-public partnership, we always seek insights and 
expertise from businesses, the public, and technology 
vendors. If you have feedback on this project, please email  
mobile-nccoe@nist.gov. 

DOWNLOAD THE PRACTICE GUIDE
For more information about this project and to 
download the NIST Cybersecurity Practice Guide 
Special Publication 1800-22, Mobile Device Security: 
Bring Your Own Device practice guide, visit: https://
www.nccoe.nist.gov/projects/building-blocks/
mobile-device-security/bring-your-own-device.
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