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PRELIMINARDRAFT

Certain commercial entities, equipmemiroducts,or materials may be identified in this document in
order to describe an experimental procedure or concept adedyateuch identification is nattended
to imply recommendation or endorsement by NIST or NCCoE, nor is it intendeglyothat the
entities, equipment, products, or materialre necessarily the best available for fharpose.

National Institute of &ndards and Technology Special Publication 1B8Q Natl. Inst. Stand. Technol.
Spec. Publ. 18005C 78 pages, April2019, CODEN: NSPUE2

Youcan improvethis guideby contributing feedback. As you review and adopt this solution for your
own organization, we ask you and your colleagueshtareyour experience and advicetiius.

Comments on thipublication may be submitted tanitigating-iot-ddosnccoe@nist.gov

Public comment periodAugust 24, 201¢hroughJune 24, 2019

All comments are subject to release under the Freedom of Information Act.

National Cybersecurity Center of Excellence
Nationallnstitute of Standards and Technology
100 Bureau Drive
Mailstop 2002
GaithersburgMaryland20899

Email:nccoe @nist.gov
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PRELIMINARDRAFT

The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is aaobrative hub where industry organizations, government agencies, and
FOFRSYAO AyaidAddziaAzya ¢2N] (23SGKSNJ G2 FRRNBaa odz
public-private partnership enables the creation of practical cybersecurity solutmmsplecific

industries, as well as fdiroad, crosssector technology challengeshrough consortia under

Cooperative Research and Development Agreements (CRADAS), intdatiimgjogy partners from

Fortune 50 market leaders to smaller companies speaiglimiinformation technologysecurityt the

NCCoE applies standards and best practices to develop modular, easily adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Spedli Publication 1800 series, which maps capabilities to the NISTsEgbety Framework

and details the steps needed for another entity teaieate the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryladd/eontgomery County,

Marylard.

To learn more about the NCCoE, tigips://www.nccoe.nist.qgov/ To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publicatiors@86§ target specific cybersecurity

challenges in the public and private sectors. They are practicakfnissedly guides that facilitate the
adoption of standardbased approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align more easily with relevant
standards and best practicesnd provide users with the materials lists, configtion files, and other
information they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents doseabdeaegulations
or mandatory practices, nor do they carry statutory authority.

¢KS 321t 2F GKS LyiS NyhSEctuenishdeySSipihnyMUathitettire i€ 2 NDOS Qa
for Intemet of Things (IoT) devices to behave as intended by the manufacturer of the devices. This is

R2yS o0& LINPGARAY3A I adlyRFENR glF& F2NJ YI ydzFl O dzNB NJ
network communications that it requires to perform its intded function. When MUD is used, the

network will automatically permit the 10T device to send and receive the traffic it requires to perform as
intended, and it will prohibit all other communications with the device.
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PRELIMINARDRAFT

The NCCoE has demonstrated for 0T padievelopers and implementetke ability to ensure that
when an loT device connects to a home or stbafliness network, MUD can be used to automatically
permit the device to send and receive only the traffic it requires to perform its intended function

A distributed denial of service (DDoS) attack can cause significant negative impact to an organization
that is dependent on the internet to conduct business. A DDoS attack involves multiple computing
devices in disparate locations sending repeated retpissa server with the intent to overload it and
ultimately render it inaccessible. Recently, 10T devices have been exploited to launch DDoS attacks. 0T
devices may have unpatched or easily discoverable software flaws, and many have minimal security, are
unprotected, or are difficult to secure. A DDoS attack may result in substantial revenue losses and
LGSy dAalt tAFLOAfAGE SELRAMINBI gKAOK OFy RS3INIRS
Victims of a DDoS attack can include

A communications serviproviderswho may suffer service degradation that affects their
customers

A businesses that rely on the internaho may suffer if thé customerscannotreach them

A 10T device manufacturers who may suffer reputational damage if their devicdsearg
exploited

A users of loT devices who may suffer service degradation and potentiallygrizaicostsdue to
increased activity by their captured machines

Use of MUxombatstheseloT-based DDoS attacky prohibiting unauthorized traffic to and from 10T
devices. Even if an IoT device becomes compromised, MUD prevents it from being used in any attack
that would require the device to send traffic to an unauthorized degtton. MUD provides a standard
method for access control information to be available to network control devides.NIST

Cybersecurity Practice Guide sheTproduct and systenproviders how tantegrate and use MUD to
help make home and smalusiness networks more secure. It also shomisat users shald expect from

loT device providers

botnets internet ofthings l1oT;manufacturerusagedescription MUD; router; server; software update
server; threat signaling.

Thell SNX¥Ya GaKFfté FyR GaKFff y20é AYRAOFGS NBI dzA NBY S

publication and from which no deviation is permitted.
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particuarly suitable, without mentioning or excluding others, or that a certain course of action is
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PRELIMINARDRAFT

preferred but not necessarily required, or that (in the negative form) a certain possibility or course of
action is discouraged but not prohibited.

CKS GSNYa yoRVIG@® SSR y2i0¢ AYRAOFIGS ' O2dz2NES 2F | OGA2
publication.
Thei SNX¥a aOlyé YR aOlyy2i¢ AYRAOFGS | Ld#cadsaloAf Ade

This public review includes altfor information on essential patent claims (claims whose use would be
required for compliance with the guidance or requirements in this Information Technology Laboratory
[ITY draft publication). Such guidance and/or requirements may be directly stated in thpsitblitation

or by reference to another publication. This call also includes disclosure, where known, of the existence
of pending U.S. or foreign patent applicationatig to this ITL draft publication and of any relevant
unexpired U.S. or foreign patents.

ITL may require from the patent holder, or a party authorized to make assurances on its behalf, in
written or electronic form, either:

1. assurance in the form of ageral disclaimer to the effect that such party does not hold and
does not currently intend holding any essential patent claim(s); or

2. assurance that a license to such essential patent claim(s) will be made available to applicants
desiring to utilize theitense for the purpose of complying with the guidance or requirements in
this ITL draft publication either:

a. under reasonable terms and conditions that are demonstrably free of any unfair
discrimination or

b. without compensation and under reasonable termmlaconditions that are
demonstrably free of any unfair discrimination.

Such assurance shall indicate that the patent holder (or third party authorized to make assurances on its
behalf) will include in any documents transferring ownership of patents sutebe assurance,

provisions sufficient to ensure that the commitments in the assurance are binding on the transferee,

and that the transferee will similarly include appropriate provisions in the event of future transfers with
the goal of binding each suessoiin-interest.

The assurance shall also indicate that it is intended to be binding on successtesest regardless of
whether such provisions are included in the relevant transfer documents.

Such statements should be addressedrtitigatingriot-ddosnccoe@nist.gov
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Thisguideshows information technology|{) professionals and security engineers how we implemented

the exampleManufacturer Usage Description (MUBased solution for mitigatintnternet of Things

(loT)-based attacks by securing home asdaltbusiness IoT device®/e cwer all of the products

employed in this reference design. We dono@aNB I 1S G KS LINRRdzOG Y ydzF I Ol dzNJ
which is presumed to be widely available. Rather, thedeamesshow how we incorporated the

products together in our environment.

Note: Ths isnot a comprehensive tutorial. There are many possible service and security configurations
for these products that are out of scope for this reference design.

1.1t N} O0AOS DdzA RS { & NHzO{ dzNB

ThisNational Institute of Standards and TechnoloyS) Cykersecurity Practice Guide demonstrates a
standardsbased reference design and provides users with the information they need to repiwate
MUD-based solution for mitigating netwotsased attacks by securing home ardaltbusiness IoT
devices Thisreference design is modular and can be deployed in whole or in part.

This guide contains three volumes:

A NIST BecialPublication (SP)800-15A: Executive Summary
A NIST SP 18aIbB Approach, Architecture, and Security Characterisiisit we built and why
A NIST SP 18a05C How-To Guidesinstructions for building the example soluti¢you are here)

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology offjeeisbe interested in the
Executive SummayrilIST SP 18aIbA, which describes théollowing topics

A challenges enterprises facetitying to mitigate networkbased attacks by securing home and
smaltbusinesdoT devices

A example solution built at the NOE
A benefits of adopting the example solution

Technolay or security program managersho are concerned with how to identify, understand, assess,
and mitigate risk will be interested MIST SP 18aIBB, which describes what we did and why. The
following sections will be of particular interest:

A Section3.4, RiskAssessmentprovides a desiption of the risk analysis we performed

A Section5.2, Security Control Map, maps the security characteristics of this example solution to
cybersecurity standards and best practices

NIST SP 18abC: Securing Smdusiness and Home |oT Devices 1
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You might share thExecutive SummariIST SP 18albA, with your leadeship team members to help
them understand the importance of adoptirgstandardsbasedsolution for mitigating networlbased
attacks by securing home asdallbusiness I0T devices

IT professionalsvho want to implement an approach like this will findgkvhole practice guide useful.

You can use iBhow-to portion of the guideNIST SP 18aIkbC to replicate all or parts of the build

created in our lab. Tiehow-to portion of theguide provides specific product installation, configuration,
andintegration instructions for implementing the example solution. We do netneate the product

Y ydzFI Ol dzZNBNAR Q R 2 OdzY Swidélyaitallably. Rathérkwe Shiéw Hod wed Sy S NI f € &
incorporated the products together in our environment to create anregke solution.

This guide assumes that IT professionals have experience implementing spmditgtswithin the

enterprise. While we have used a suite of commercial products to address this challenge, this guide does

not endorse these particular product¥our organization can adopt this solution or one that adheres to

these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing

parts ofthe MUDbased solutio® | 2 dzNJ 2 NHF YAT | GA 2y Q& thePprodimieikhate S ELISN
will best integrate with your existing tools and IT system infrastructure. We tayte/ou will seek

products that are congruent with applicable standards and best practices. Sdc3orechnologief

NIST SP 18aibBlists the prodictsthat we used and maps them to the cybersecurity controls provided

by this reference solution.

' bL{¢ /@0SNESOdNARGE& t N OiAOS DdzZARS R2Sa y2i RSao
draft guide. We seek feedback on its contents andceele your input. Comments, suggestions, and

successstories will improve subsequent versions of this guide. Please contribute your thoughts to
mitigatingriot-ddosnccoe@nist.gov

12 . dZAft R h @SNIIAS S

ThisNIST Cybersecurity Practice Guide addresses the challenge of using stdrad@diprotocols and
available technologies to mitigate netwebased attacks by securing home amaltbusiness loT

devices. luses products that suppothe IETRMUD protocolto enable eactMUD-capableloT device

that connects to the network tprovidea uniform resource locator{RL for a MUD file The provided

MUD filelists the domains of all external services with which the device is permitted to exchange traffic
The network routeisthen configured according to the information in the MUD filleereby protecting

the IoT device from being attacked by external eatitand protecting external entities from being

attacked by the IoT device. In addition, the MUD file specifies devices with which the 10T device is
permitted to communicate based on, for example, the manufacturer or class of those other devices. If a
localdevice does not have the specified manufacturer or is not a member of the specifiediuass,

router will not permit itto communicate with the IoT device. So if a device on the local network
05S02YSa O2YLINBYAASR I yR {KI ribt oReSHANES D expliditly dzF I O dzNB

NIST SP 18abC: Securing Smdusiness and Home |oT Devices 2


mailto:mitigating-iot-ddos-nccoe@nist.gov

232
233

234
235
236
237
238
239
240
241
242

243

244
245
246
247
248
249
250
251
252
253
254
255
256
257

258

259
260
261

PRELIMINARDRAFT

permitted ina givenL 2 ¢ R BI@Di@,S®mpromiseddevice will not be permitted to send traffic
to attack thegivenloT device.

In addition to the protectionprovided by use of the MUD protogohis build furtrer securedoT

devices through update serveisachloT deviceon the build networkperiodically contactits update

serverto download and apply security patchessuring that it is running the most u#p-date and

secure code availableast the build usedoT device discovery technology to discover, inventory,

profile, and classify all attached devic8sich classification can be udedvalidate that the access that is
0SAYy3a AINFYGSR (G2 SI OK RSJA Otred signali yiad hotibizeédy G 6 A (0 K
incorporated into the current buildHoweverjn the future,the build network coulde enhanced to

periodically receive threat feeds from a threat signaling server to use as a basis for restricting certain
types of network traffic

121! aFr3S {OSYyFNR23&

The example implementation fullthe use cases @MUD-capableloT device being onboarded and
usedon home and smalbusiness networg where plugandplay deployment is requiredcheexample
implementationincludesboth MUDcapableand norMUD-capableloT devicesMUD-capable loT
devices includ¢he Molex PoEGateway and Light Engias well agour developmentkits (devkitg that
the NCCoE configurdd perform actionssuchas power & ED bulb on and offtart network
connectionsand power a smart lighting device on and dffiese MUDcapableloT devices interact with
external systems to access secure updates and various cloud services, in addition to interacting with
traditional personal computing devicess permitted by their MUD filesNon-MUD-capable I0T devices
deployed on the example implementation network inclutieee camerastwo smartphonesiwo smart
lighting devices, a smart assistaatsmart printer, a baby monitor with remote control and video and
audiocapabilities, a smart wireless access poamd a smart digital video recorddrhecameras, smart
lighting deviceshbaby monitor,and digital video recorder are all controlled and managed by a
smartphone In combination, these devices are capablgeheaating a wide range of network traffic
that could reasonalylbe expectedon a home or smalbusiness network.

122! NDKAGSOQldzN¥ f h dSNIASSH

Figurel-1 depicts the logical architecturef this project. A new functional component, the MUD
manager is introduced into the home @maltbusinessetwork to augment the existing networking
functiondity offered by the router or switch: address assignment and control of access to devices.

NIST SP 18abC: Securing Smdusiness and Home |oT Devices 3
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262 CA JasMBSy SNAHO02 IA OF £ | NDKA G SO0 dzNB

Home or Small Business Network

(3) HTTPS get URL

MUD - MUD
Manager B File Server
ry ‘ (4) MUD file

(2) MUD (5) Device
traffic filters

URL

Threat Signaling

ROUter or I T hreatSIQHa"ng ........... Sewer (wl Intel
Switch

. Provided data)

(1) MUD URL
in DHCP
transaction

(6) IP
Address

Update Protocol
Devices L Etsttes LR e paate Frofocol Update Server

264  AMUD-capableloT device insegits MUD URL intthe dynamichost configurationprotocol (DHCP

265 address request that generateswhenit attachesto the network (e.g., wheit powerson).

266  Alternatively, it may include the MUD URL ihiak Layer Discovery Proto¢bLDPmessageThe MUD
267 URL is passed to the MUD nagrer, which retrieves a MUD file from the designatezbsite (denoted as
268 the MUD file servery usinghypertexttransferprotocol secure fittps). The MUD file describes the

269 communications requirements fahe loTdevice; the MUD manager converts the raguanents into

270 traffic filters that are installed on the router or switch to enforce access controls on the network. This
271 enables the router or switch to deny traffic sent to or from the 0T deWitieat traffic is outside the

272 RSPA0O0SQa O2YVYedzy AOI GA2Yy A& LINRTA

263

273  To provide further security, periodic updates are incorporated into the architecture. 0T devices
274  periodically contact the appropriate update server to download and apply security patches. To ensure
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275 G KI G &dzOK dzLJRIF GSa I+ NB flaganisi exdiditly @ermit tieSloTIdevice taréceée O S Q &
276 traffic from the update server.

277 Inthe future, threat signaling could also be incomabed into thearchitecture as shownn Figurel-1.

278  The router or switchwould periodicallyreceivethreat feeds from the threat signaling server to use as a
279 Dbasis for restricting certain types of network traffic. For example, malicious tcaftilc be denied

280 access to a device by a clebdsed or infrastructure service likklomain name systenDNS, with

281 detailed threat information, including type, severity, and mitigatiamailable to the router or switch on
282 demand.The example implementativincludes all of tharchitecturalelements shown irfrigurel-1

283  except for threat signalindncorporation of threat signaling is planned for a futimgld of the example
284  implementation.

285 1.3 . dzawlf RDKA 0 SOG dzNBE { dzyY Y I NE

286  Figurel-2 belowdescribes the logical architecture of the first builda MUDexample implementation
287 referred to as Build .1Build 1is designed with a single device serving as the MidbDagerand

288 FreeRADIUS server that interfaces with the Catalyst 38SWvitch ovetransmissiorcontrol

289  protocol/internet protocol (TCP/I. The Catalyst 3858 switch contains a DHCP setveat is

290 configured to extract MUD URLs from IPv4 DHCP transactions. Upon cogreebiJBenabled device
291 the device will emit itsMUD URL in some approved method (LLDP, X.509, or CHdCiR)s example
292 implementation onlyDHCP and LLDWreleveraged.
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CAJdeME . djAZFRA Ok £ ! NOKA UGS O dz2NB

Home or Small Business Network
i (3a) HTTPS get URL (MUD file)

************** - (4a) HTTPS get URL (Signature file)
Manager : (3b) MUD file File Server

|
|

| : _

| (2b)MUD (5a) Device (4b) Signature file
| |

[

|

A

© URL , traffic filters

(2a) MUD
URL

(5b) Device
traffic filters

Threat Signaling

Threat Signaling
Routeror P Server (w/ Intel

i Switch Provided data)
i A

(1) MUD URL | (6) IP

: in DHCP Address

| transaction

i Update Protocol
: Devices § P Update Server

Figurel-3 depicts theBuild1 architecturewithin the contextof the NCCoE laboratarinternet accesss
availablefor connecton to external hoss, while software components were installed as virtual servers

within the vSphere environmenthis implementatiomprovidesflexibility to implement additional builds

in the future. As depicted, the NCCoE laboratory network is connected to the internet via the NIST data
center. Access to and from the NCCoE network is protected by a firewall. The NCCoE network includes a
virtual environment that houses an update server, a MUDsBlerer, anunapprovedserver(i.e., a

server that is not listed as an approved communications poidt in any MUD file), Message Queuing
Telemetry TransportMQTT) broker server, anda ForeScout Ertrprise Manager. These components are
hosted atthe NCCoE and will be used across builds. The TLS certificate and code signing causécate

by the MUD file server are provided by DigiCert.

Only Build las depicted irFigurel-3, has been implemented during this phase of the projectthat is
what this document describe8uild1l network components consist of a Cisco Catalyst 3B&0itch
and virtual irstances ofCisco MUD ManagefreeRADIUServer, andthe Forescout CounterACT
appliance. 10T devices used in this architeceoenpriseMUD-capable and noitMUD-capable devices.
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The MUDBcapable 10T devices for Build 1 include Raspber#R¥iK u-blox, Intel UP SquareDevkits

and the Molex LighEnginecontrolled by PoE Gateway. NdflUD-capable devices chosen for Build 1
includethree cameras, two smartphones, two smart lighting devices, a smart assistant, a smart printer,
a baby monitor ith remote control and video and audio capabilities, a smart wireless access point, and
a smart digital video recordethe remainder of this document describes installation and configuration
of the variouscomponents that are depicted irigurel-2.

Ol dzNB

(s}

CAIMONBE . dZAf R M b/ /29 [F02N} G2NB | NDKA{

Build 2 Cloud

Yikes! Yikes! MUD
Cloud Mobile File
App Server

NIST
Data Center
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Shared Virtual Environment Micronets Virtual Environment

EE E
Update MUD FileMQTT Broker ) E g
e —— Firewall Service Partners &
Server Server Provider Service
g E Components Providers
ForeScout Unapproved E
Enterprise Server ForeScout
Manager CounterACT
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Build 1 cioc Suich Build 2 Vikes! Build 3 ' | Micronets
& Router : Gateway
Free Cisco g%Access Poin PPN
RADIUS MUD == i — E_L] =3_] ==____1]] =j_]
Server_Manager ] = ' B - —==
o = loT Devices i loT Devices loT Deviceis { |oT Devices
o out IoT Devices: 45T peviced
oreScou i MUD- bl
CounterACT MUD-capable Non-MUD-capabl capable Non-MUD-capable MUD-capable Non-MUD-capable
Appliance
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1.4 ¢2 L2 3ANI LIKAO / 2y@SyiAzya

The following table presents typographic conventions used in this volume.

Typeface/Symbol  Meaning Example

Italics file names and patimames For detailed definitions of terms, see
references tadocuments that| the NCCoE Glossary

are not hyperlinksnew
terms, and placeholders

Bold names of menus, options, | Choosdrile> Edit
command buttonsand fields
Monospace commandline input, Mkdir

onscreencomputer output,
sample code exampleand
status codes

Monospace Bold commandline user input service sshd start
contrasted with computer
output
blue text link to other parts of the All publications from N { \IQCHE
document, a web URL, or an are available at
email address https://www.nccoe.nist.gov

This section of the practice guide contains detailed instructions for installing and configuring all of the
products used tduild an instance of the example solution.

21/ A&@0Zal yI 3SNJ

This section describes how tieploy/ A & M@DM&anagerversion 1.Qwhich uses a MUbased
authorization system ithe network, by Cisco Catalyst switches, FreeRADIUS CisrbMUD Manager.

211 /A a02@ |y ASNI hdSNBASS

TheCisco MUD Manager is apen-source implementation thatvorks with 10T devices that emit their
MUD URLSs. In this implementation we edtwo MUD URIlemission methodsDHCP and LLDFhe
MUDmanageris supported by &reeRADIGserver that receives MUD URLSs from #vwétch The MUD
URLsre extracted by th®HCP serveandare sentto the MUDmanagewiaRADIUSessagesThe
MUD managertis responsible for retrieving the MUD féad corresponding signature fitsssociated
with the MUDURL The MUDmanagelverifies the legitimacy of the file and theéranslatesthe contents
to aninternet protocol (P) access control listCl-based policyhat is specified in the MUD file
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Theversion of the Cisco MUD Manager used in this projecipi®af-of-conceptimplementation thatis

intendedto introduce advanced users and engineers to the MUD concept. It is not a fully automated
MUDmanagermplementation, and some protocol features aret present.At the time of

implementatio= G KS aY2RSt ¢ O2yaidNHzO0 ¢ iflaDyBaded8yStiem A Y LI SY S
changesits address, this will not be noticedlso,IPv6 access has not been fully supported.

212/ A a2 O2alay I5ABWF A IdzNF GA 2y a

The following subsections document the software, hardware, and network configurationisg@zisco
MUD Manager.

21211  NR6FNB [/ 2y FAIdNF A2y

Cisco requires installing the MUanagerand FreeRADIUS a single server with at leasg®yabytes
of random access memoryhis server must integrate with at least one switch or router on the network
For this example implementation we used a Catalyst 385§witch.

2122bSG 42N /2y FAId2NT GA2Y

The MUDmanagerand Fred&R ADIUServerinstances were installed and configured on a dedicated
machine leveraged for hosting virtual machines in the Build 1 lab environment. This machine was then
connected tovirtual local area networQ/LAN 2 on the Catalyst 3858 and asgnheda static IP address

2123{ 2F /62 WBAIdzNF GA2Y

For this buildthe Cisco MUManager was installed on an Ubuntu 18.04.64-bit server However,
there are many approaches for implementatigdter completion ofthis implementationthe MUD
managercan be built via Docker containgrsovidedby Cisco

The Cisco MUD Managean operate on Linux operating systems, such as

A Ubuntu18.04.01
A Amazon Linux

The Cisco MUD Managexquires the following installations and components:

OpenSSL

cJSON

MongoDB

Mongo C Driver
Libcurl
FreeRADIUServer

>y >y >y > D> D>
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At ahigh leve] the following softwareconfiguratiors andintegrations are required

A The Cisco MUD Manager requires integration wigwitch (such as a Catalyst 385pthat
conneckto an authentication, authorization, and accountingAA serverthat communicates
by using theRADIU®rotocol (i.e, a RADIUS server)

A TheRADIUServermust beconfigured toidentifya MUD URteceived in a accounting request
messagdrom adeviceit has authenticated

A TheMUDmanagemust beconfigured toprocesa MUD URLeceivedfrom a RADIUS server
and return access control policy ke RADIUServer, which is then forwarded to the switch.

213t NBAyaharttraazy

| A 8BS OWAd | dzAINRIGR RSdzY SYUiKsBA ZFy f f 26 SR G2 02YLIX SGS (K
KUl LJAkKRAAIK/ A 3 O3 P HEASNKAIINSE Sk mdnl RSLISYRIyOASa
1. hLISYy | GSN¥YAYLIf 6AYR26 YR SYGSNI GKS F2fft26AY

sudo su

*

iot@cisco-mud-manager:~$ sudo su

2. /| KIFyIKNE 20 RANBOUZ2NRBY
cd/

root@cisco-mud-manager: /home/iot# cd /

3.¢2 Ayaidltt hLSYy{{[ FTNRY GKS GSNXYAYIfS>X SyiSN (K

apt - get install openssl

root@cisco-mud-manager: /# apt-get install openssl

a. LT dzyl 6f S A VAYNE 020 IISHAH{{[26Ay3T 68 SyidSNAy3
apt - get install -y libssl - dev
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®0e nccoe — root@cisco-mud-manager: [ — ssh iot@192.168.11.45 — B0x 24
root@cisco-mud-manager:/# apt-get install -y libssl-dev]

382 4. ¢2 Ayadltt OW{ PHEoO RESYSFUBNAVITHRS Ftt26Aay3d O
383 git clone https://github.com/DaveGamble/cJSON
[ NN nccoe — root@cisco-mud-manager: { — ssh iot@192.168.11.45 — 80x24

root@cisco-mud—manager:/# git clone https://github.com/DaveGamble/cISON]

384 a. / KFyadS RANBOG2NASAE (2 GKS OW{hb F2fRSNJ o6& S

385 cd cJSON
@9 nccoe — root@cisco-mud-manager: / — ssh iot@192.168.11.45 — 80=24
root@cisco-mud=-manager:/# cd cJSONJ

386 b. . dAfR OW{hb o0& SydSNKy3 (KS F2ft26Aay3 O2YY!
387 make
[ EON ] nccoe — root@cisco-mud-manager: [cJSON — ssh iot@192.168.11.45 — 80x24

root@cisco-mud-manager: /cJSON# makel

388 make install

| NN nccoe — root@cisco-mud-manager: /cJSON — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/cJSON# make installl

389 5/ KIy3aS RANBOG 2 NSwWSIES NavlyCH|] (K SF2R2RSNBgoAey 3 O2Y Y yRY
390 cd ..
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. @ nccoe — root@cisco-mud-manager: f/cJSON — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/cJSON# cd ..[J

6. ¢2 Ayadl BESty (SN TixsS, F2{vi 26Ay3 O2YYIl yRA
a LYLRNI G(KS LdzotAO 188y

sudo apt -keyadv - keyserver hkp://keyserver.ubuntu.com:80 - recv
9DA31620334BD75D9DCB49F368818C72E52529D4

| . ® nccoe — root@cisco-mud-manager: [ — ssh iot@192.168.11.45 — 80x24

root@cisco-mud—-manager:/# apt-key adv —keyserver hkp://keyserver.ubuntu.com: 8@
—-recv 9DA31628334BD75D9DCB49F368818C72E52529D4)]

I
b. / NBFGS | fA&0 FAES F2NJ azy3dz25.Y
echo "deb [ arch=amd64 ] https://repo.mongodb.org/apt/ubuntu
trusty/mongodb - org/4.0 multiverse" | sudo tee
/etc/apt/sources.list.d/mongodb - org - 4.0.list
| . [C] nccoe — root@cisco-mud-manager: [ — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/# echo "deb [ arch=amdé4 ] https://repo.mongodb.org/apt/
ubuntu trusty/mongodb-org/4.@ multiverse" | sudo tee /fetc/apt/sources.list.d/mon

godb-org-4.8.list]]

c. wSt AKIBOIt LI O1F3S RIEGFEOFASY
sudo apt - get update

i . ® nccoe — root@cisco-mud-manager: [ — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/# apt-get update]

d Lyadlrtf GKS az2y3z2s5. LI O1l3Sa

sudo apt - get install -y mongodb - org
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i . ® nccoe — root@cisco-mud-manager: [ — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/# apt-get install -y mongodb-orgf

7.¢2 Ayaildrff (BFISAYIXKS/ FTRNXSSNY I O2YYl YRY

waget https://github.com/mongodb/mongo
driver -1.7.0.tar.gz

i . [ ] nccoe — root@cisco-mud-manager: | — ssh iot@192.168.11.45 — 80x24

- c- driver/releases/download/1.7.0/mongo -C-

root@cisco-mud-manager:/# wget https://github.com/mongodbXiongo-c-driver/release
s/download/1.7.08/mongo-c-driver-1.7.0.tar.gz}l

a 'YyilFN GKS FAES o6& SyGSNAy3d (GKS F2ft2¢Ay3

untar -xzf mongo- c-driver -1.7.0.tar.gz

‘0@ nccoe — root@cisco-mud-manager: | — ssh iot@192.168.11.45 — 80x24

root@cisco-mud-manager:/# untar -xzf mongo-c-driver-1.7.0.tar.gzf

b. / KIy3S Ay Grl@R NMEZESNDHY RA NB O
cd mongo - c-driver -1.7.0/

| (O] [C] nccoe — root@cisco-mud-manager: [ — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/# cd mongo-c-driver-1.7.00

2NE o6& SyidSNay3

c. .dAfR (KRNADBWIDE SYiSNAYy3I (KS F2tt26Ay3

Jconfigure -- disable -automatic -init -and-cleanup -- with - libbson=bundled
@® @ nccoe — root@cisco-mud-manager: /mongo-c-driver-1.7.0 — ssh iot@192.168.11.45 — 80x24

root@cisco-mud-manager: /mongo-c-driver-1.7.8# configure --disable-automatic-init
—and-cleanup --with-libbson=bundled [

make

NIST SP 18aIbC: Securing Smdusiness and Home loT Devices
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i . ® nccoe — root@cisco-mud-manager: /mongo-c-driver-1.7.0 — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/mongo—c-driver-1.7.0# make[l

make install
® @ ' nccoe — root@cisco-mud-manager: /mongo-c-driver-1.7.0 — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/mongo-c-driver-1.7.0# make install]

8. / KIyadS RANBOG2NRASE 6101 | F2tRSNJoeé SyidSNay3a i
cd ..

‘o0 @ nccoe — root@cisco-mud-manager: /mongo-c-driver-1.7.0 — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/mongo-c-driver-1.7.8# cd ..}

9. ¢2 Ayaillftf fA00dz2NI X SyYyiSNI GKS F2tt2gAy3a O02YYIl Y
sudo apt - get install libcurl4 - openss| -dev

‘e0e® nccoe — root@cisco-mud-manager: [ — ssh iot@192.168.11.45 — 80x24
root@cisco-mud-manager:/# apt-get install libcurl4-openssl-dev]

214a!5 abylF3ISNILyadrttriazy
A portion of the steps in this section are documented ain CiP€BetGitHub page:

https://qgithub.com/CiscoDevNet/MUMManager/tree/1.0#buildinethe-mud-manager

1. hL8y | GSNXYAYIE 6AYR263 YR SyYiGiSNI GKS TFT2ft206Ay
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sudo su

a

iot@cisco-mud-manager:~$ sudo su|

2./ KFy3as (2 NBOSi 22 D8R SYGSNAyY I GKS F2tt2iay3a 02V

cd/

.- ® nccoe — root@cisco-mud-manager: fhomefiot — ssh iot@192.168.11.45 — B0x24

root@cisco-mud-manager: /home/iot# cd ,"I

3. 62 Ay&ilivEyICEKSND syt 21 REAADAGNEDS bRaOFISNAYI GKS

O02YYl yYRY

git clone -br1.0 https://github.com/CiscoDevNet/MUD - Manager.qgit
@ @ nccoe — root@cisco-mud-manager: / — ssh iot@192.168.11.45 — 80x24

root@cisco-mud-manager:/# git clone -b 1.@ https://github.com/CiscoDevNet/MUD-Ma

nager]l

4, | KIy3aS AYyVYRYULRENBOB2 NB Y

cd MUD- Manager

) L ] nccoe — root@cisco-mud-manager: /| — ssh iot@192.168.11.45 — B0x24

root@cisco-mud-manager:/# cd MUD-Manager]

5 . dA IR WK A@ENSYGESNAyYy 3

Jconfigure

make

NIST SP 18aIbC: Securing Smdusiness and Home loT Devices
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