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DISCLAIMER 

Certain commercial entities, equipment, products, or materials may be identified in this document in 

order to describe an experimental procedure or concept adequately. Such identification is not intended 

to imply recommendation or endorsement by NIST or NCCoE, nor is it intended to imply that the 

entities, equipment, products, or materials are necessarily the best available for the purpose. 
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NATIONAL CYBERSECURITY CENTER OF EXCELLENCE 1 

The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards 2 

and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and 3 

ŀŎŀŘŜƳƛŎ ƛƴǎǘƛǘǳǘƛƻƴǎ ǿƻǊƪ ǘƻƎŜǘƘŜǊ ǘƻ ŀŘŘǊŜǎǎ ōǳǎƛƴŜǎǎŜǎΩ Ƴƻǎǘ ǇǊŜǎǎƛƴƎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƛǎǎǳŜǎΦ ¢Ƙƛǎ 4 

public-private partnership enables the creation of practical cybersecurity solutions for specific 5 

industries, as well as for broad, cross-sector technology challenges. Through consortia under 6 

Cooperative Research and Development Agreements (CRADAs), including technology partnersτfrom 7 

Fortune 50 market leaders to smaller companies specializing in information technology securityτthe 8 

NCCoE applies standards and best practices to develop modular, easily adaptable example cybersecurity 9 

solutions using commercially available technology. The NCCoE documents these example solutions in 10 

the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework 11 

and details the steps needed for another entity to re-create the example solution. The NCCoE was 12 

established in 2012 by NIST in partnership with the State of Maryland and Montgomery County, 13 

Maryland. 14 

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit 15 

https://www.nist.gov. 16 

NIST CYBERSECURITY PRACTICE GUIDES 17 

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity 18 

challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the 19 

adoption of standards-based approaches to cybersecurity. They show members of the information 20 

security community how to implement example solutions that help them align more easily with relevant 21 

standards and best practices, and provide users with the materials lists, configuration files, and other 22 

information they need to implement a similar approach. 23 

The documents in this series describe example implementations of cybersecurity practices that 24 

businesses and other organizations may voluntarily adopt. These documents do not describe regulations 25 

or mandatory practices, nor do they carry statutory authority.  26 

ABSTRACT 27 

¢ƘŜ Ǝƻŀƭ ƻŦ ǘƘŜ LƴǘŜǊƴŜǘ 9ƴƎƛƴŜŜǊƛƴƎ ¢ŀǎƪ CƻǊŎŜΩǎ manufacturer usage description (MUD) architecture is 28 

for Internet of Things (IoT) devices to behave as intended by the manufacturer of the devices. This is 29 

ŘƻƴŜ ōȅ ǇǊƻǾƛŘƛƴƎ ŀ ǎǘŀƴŘŀǊŘ ǿŀȅ ŦƻǊ ƳŀƴǳŦŀŎǘǳǊŜǊǎ ǘƻ ƛŘŜƴǘƛŦȅ ŜŀŎƘ ŘŜǾƛŎŜΩǎ ǘȅǇŜ ŀƴŘ ǘƻ ƛƴŘƛŎŀǘŜ ǘƘŜ 30 

network communications that it requires to perform its intended function. When MUD is used, the 31 

network will automatically permit the IoT device to send and receive the traffic it requires to perform as 32 

intended, and it will prohibit all other communications with the device.  33 

https://www.nccoe.nist.gov/
https://www.nist.gov/
https://tools.ietf.org/html/rfc8520
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The NCCoE has demonstrated for IoT product developers and implementers the ability to ensure that 34 

when an IoT device connects to a home or small-business network, MUD can be used to automatically 35 

permit the device to send and receive only the traffic it requires to perform its intended function. 36 

A distributed denial of service (DDoS) attack can cause significant negative impact to an organization 37 

that is dependent on the internet to conduct business. A DDoS attack involves multiple computing 38 

devices in disparate locations sending repeated requests to a server with the intent to overload it and 39 

ultimately render it inaccessible. Recently, IoT devices have been exploited to launch DDoS attacks. IoT 40 

devices may have unpatched or easily discoverable software flaws, and many have minimal security, are 41 

unprotected, or are difficult to secure. A DDoS attack may result in substantial revenue losses and 42 

ǇƻǘŜƴǘƛŀƭ ƭƛŀōƛƭƛǘȅ ŜȄǇƻǎǳǊŜΣ ǿƘƛŎƘ Ŏŀƴ ŘŜƎǊŀŘŜ ŀ ŎƻƳǇŀƴȅΩǎ ǊŜǇǳǘŀǘƛƻƴ ŀƴŘ ŜǊƻŘŜ ŎǳǎǘƻƳŜǊ ǘǊǳǎǘΦ 43 

Victims of a DDoS attack can include 44 

Á communications service providers who may suffer service degradation that affects their 45 
customers 46 

Á businesses that rely on the internet who may suffer if their customers cannot reach them 47 

Á IoT device manufacturers who may suffer reputational damage if their devices are being 48 
exploited 49 

Á users of IoT devices who may suffer service degradation and potentially incur extra costs due to 50 
increased activity by their captured machines 51 

Use of MUD combats these IoT-based DDoS attacks by prohibiting unauthorized traffic to and from IoT 52 

devices. Even if an IoT device becomes compromised, MUD prevents it from being used in any attack 53 

that would require the device to send traffic to an unauthorized destination. MUD provides a standard 54 

method for access control information to be available to network control devices. This NIST 55 

Cybersecurity Practice Guide shows IoT product and system providers how to integrate and use MUD to 56 

help make home and small-business networks more secure. It also shows what users should expect from 57 

IoT device providers.  58 

KEYWORDS 59 

botnets; internet of things; IoT; manufacturer usage description; MUD; router; server; software update 60 

server; threat signaling.  61 

DOCUMENT CONVENTIONS 62 

The ǘŜǊƳǎ άǎƘŀƭƭέ ŀƴŘ άǎƘŀƭƭ ƴƻǘέ ƛƴŘƛŎŀǘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƻ ōŜ ŦƻƭƭƻǿŜŘ ǎǘǊƛŎǘƭȅ ǘƻ ŎƻƴŦƻǊƳ ǘƻ ǘƘŜ 63 

publication and from which no deviation is permitted. 64 

¢ƘŜ ǘŜǊƳǎ άǎƘƻǳƭŘέ ŀƴŘ άǎƘƻǳƭŘ ƴƻǘέ ƛƴŘƛŎŀǘŜ ǘƘŀǘ ŀƳƻƴƎ ǎŜǾŜǊŀƭ ǇƻǎǎƛōƛƭƛǘƛŜǎ, one is recommended as 65 

particularly suitable, without mentioning or excluding others, or that a certain course of action is 66 
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preferred but not necessarily required, or that (in the negative form) a certain possibility or course of 67 

action is discouraged but not prohibited. 68 

¢ƘŜ ǘŜǊƳǎ άƳŀȅέ ŀƴŘ άƴŜŜŘ ƴƻǘέ ƛƴŘƛŎŀǘŜ ŀ ŎƻǳǊǎŜ ƻŦ ŀŎǘƛƻƴ ǇŜǊƳƛǎǎƛōƭŜ ǿƛǘƘƛƴ ǘƘŜ ƭƛƳƛǘǎ ƻŦ ǘƘŜ 69 

publication. 70 

The ǘŜǊƳǎ άŎŀƴέ ŀƴŘ άŎŀƴƴƻǘέ ƛƴŘƛŎŀǘŜ ŀ Ǉƻǎǎƛōƛƭƛǘȅ ŀƴŘ ŎŀǇŀōƛƭƛǘȅΣ ǿƘŜǘƘŜǊ ƳŀǘŜǊƛŀƭΣ ǇƘȅǎƛŎŀƭ, or causal. 71 

CALL FOR PATENT CLAIMS 72 

This public review includes a call for information on essential patent claims (claims whose use would be 73 

required for compliance with the guidance or requirements in this Information Technology Laboratory 74 

[ITL] draft publication). Such guidance and/or requirements may be directly stated in this ITL publication 75 

or by reference to another publication. This call also includes disclosure, where known, of the existence 76 

of pending U.S. or foreign patent applications relating to this ITL draft publication and of any relevant 77 

unexpired U.S. or foreign patents. 78 

ITL may require from the patent holder, or a party authorized to make assurances on its behalf, in 79 

written or electronic form, either:  80 

1. assurance in the form of a general disclaimer to the effect that such party does not hold and 81 

does not currently intend holding any essential patent claim(s); or  82 

2. assurance that a license to such essential patent claim(s) will be made available to applicants 83 

desiring to utilize the license for the purpose of complying with the guidance or requirements in 84 

this ITL draft publication either:  85 

a. under reasonable terms and conditions that are demonstrably free of any unfair 86 

discrimination or  87 

b. without compensation and under reasonable terms and conditions that are 88 

demonstrably free of any unfair discrimination.  89 

Such assurance shall indicate that the patent holder (or third party authorized to make assurances on its 90 

behalf) will include in any documents transferring ownership of patents subject to the assurance, 91 

provisions sufficient to ensure that the commitments in the assurance are binding on the transferee, 92 

and that the transferee will similarly include appropriate provisions in the event of future transfers with 93 

the goal of binding each successor-in-interest.  94 

The assurance shall also indicate that it is intended to be binding on successors-in-interest regardless of 95 

whether such provisions are included in the relevant transfer documents.  96 

Such statements should be addressed to mitigating-iot-ddos-nccoe@nist.gov 97 

mailto:mitigating-iot-ddos-nccoe@nist.gov
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1 LƴǘǊƻŘǳŎǘƛƻƴ  166 

This guide shows information technology (IT) professionals and security engineers how we implemented 167 

the example Manufacturer Usage Description (MUD)-based solution for mitigating Internet of Things 168 

(IoT)-based attacks by securing home and small-business IoT devices. We cover all of the products 169 

employed in this reference design. We do not re-ŎǊŜŀǘŜ ǘƘŜ ǇǊƻŘǳŎǘ ƳŀƴǳŦŀŎǘǳǊŜǊǎΩ ŘƻŎǳƳŜƴǘŀǘƛƻƴΣ 170 

which is presumed to be widely available. Rather, these volumes show how we incorporated the 171 

products together in our environment. 172 

Note: This is not a comprehensive tutorial. There are many possible service and security configurations 173 

for these products that are out of scope for this reference design. 174 

1.1 tǊŀŎǘƛŎŜ DǳƛŘŜ {ǘǊǳŎǘǳǊŜ  175 

This National Institute of Standards and Technology (NIST) Cybersecurity Practice Guide demonstrates a 176 

standards-based reference design and provides users with the information they need to replicate the 177 

MUD-based solution for mitigating network-based attacks by securing home and small-business IoT 178 

devices. This reference design is modular and can be deployed in whole or in part. 179 

This guide contains three volumes: 180 

Á NIST Special Publication (SP) 1800-15A: Executive Summary 181 

Á NIST SP 1800-15B: Approach, Architecture, and Security Characteristicsςwhat we built and why 182 

Á NIST SP 1800-15C: How-To Guidesςinstructions for building the example solution (you are here) 183 

Depending on your role in your organization, you might use this guide in different ways: 184 

Business decision makers, including chief security and technology officers, will be interested in the 185 

Executive Summary, NIST SP 1800-15A, which describes the following topics: 186 

Á challenges enterprises face in trying to mitigate network-based attacks by securing home and 187 
small-business IoT devices 188 

Á example solution built at the NCCoE 189 

Á benefits of adopting the example solution 190 

Technology or security program managers who are concerned with how to identify, understand, assess, 191 

and mitigate risk will be interested in NIST SP 1800-15B, which describes what we did and why. The 192 

following sections will be of particular interest: 193 

Á Section 3.4, Risk Assessment, provides a description of the risk analysis we performed. 194 

Á Section 5.2, Security Control Map, maps the security characteristics of this example solution to 195 
cybersecurity standards and best practices. 196 
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You might share the Executive Summary, NIST SP 1800-15A, with your leadership team members to help 197 

them understand the importance of adopting a standards-based solution for mitigating network-based 198 

attacks by securing home and small-business IoT devices. 199 

IT professionals who want to implement an approach like this will find this whole practice guide useful. 200 

You can use this how-to portion of the guide, NIST SP 1800-15C, to replicate all or parts of the build 201 

created in our lab. This how-to portion of the guide provides specific product installation, configuration, 202 

and integration instructions for implementing the example solution. We do not re-create the product 203 

ƳŀƴǳŦŀŎǘǳǊŜǊǎΩ ŘƻŎǳƳŜƴǘŀǘƛƻƴΣ ǿƘƛŎƘ ƛǎ ƎŜƴŜǊŀƭƭȅ widely available. Rather, we show how we 204 

incorporated the products together in our environment to create an example solution. 205 

This guide assumes that IT professionals have experience implementing security products within the 206 

enterprise. While we have used a suite of commercial products to address this challenge, this guide does 207 

not endorse these particular products. Your organization can adopt this solution or one that adheres to 208 

these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing 209 

parts of the MUD-based solutionΦ ¸ƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎŜŎǳǊƛǘȅ ŜȄǇŜǊǘǎ ǎƘƻǳƭŘ ƛŘŜƴǘƛŦȅ the products that 210 

will best integrate with your existing tools and IT system infrastructure. We hope that you will seek 211 

products that are congruent with applicable standards and best practices. Section 4.3, Technologies, of 212 

NIST SP 1800-15B lists the products that we used and maps them to the cybersecurity controls provided 213 

by this reference solution. 214 

! bL{¢ /ȅōŜǊǎŜŎǳǊƛǘȅ tǊŀŎǘƛŎŜ DǳƛŘŜ ŘƻŜǎ ƴƻǘ ŘŜǎŎǊƛōŜ άǘƘŜέ ǎƻƭǳǘƛƻƴ ōǳǘ ŀ ǇƻǎǎƛōƭŜ ǎƻƭǳǘƛƻƴΦ ¢Ƙƛǎ ƛǎ ŀ 215 

draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and 216 

success stories will improve subsequent versions of this guide. Please contribute your thoughts to 217 

mitigating-iot-ddos-nccoe@nist.gov. 218 

1.2 .ǳƛƭŘ hǾŜǊǾƛŜǿ 219 

This NIST Cybersecurity Practice Guide addresses the challenge of using standards-based protocols and 220 

available technologies to mitigate network-based attacks by securing home and small-business IoT 221 

devices. It uses products that support the IETF MUD protocol to enable each MUD-capable IoT device 222 

that connects to the network to provide a uniform resource locator (URL) for a MUD file. The provided 223 

MUD file lists the domains of all external services with which the device is permitted to exchange traffic. 224 

The network router is then configured according to the information in the MUD file, thereby protecting 225 

the IoT device from being attacked by external entities and protecting external entities from being 226 

attacked by the IoT device. In addition, the MUD file specifies devices with which the IoT device is 227 

permitted to communicate based on, for example, the manufacturer or class of those other devices. If a 228 

local device does not have the specified manufacturer or is not a member of the specified class, the 229 

router will not permit it to communicate with the IoT device. So if a device on the local network 230 

ōŜŎƻƳŜǎ ŎƻƳǇǊƻƳƛǎŜŘ ŀƴŘ ǘƘŀǘ ŘŜǾƛŎŜΩǎ ƳŀƴǳŦŀŎǘǳǊŜǊ ƻǊ Ŏƭŀǎǎ ƛǎ not one that has been explicitly 231 

mailto:mitigating-iot-ddos-nccoe@nist.gov
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permitted in a given Lƻ¢ ŘŜǾƛŎŜΩǎ MUD file, the compromised device will not be permitted to send traffic 232 

to attack the given IoT device.  233 

In addition to the protections provided by use of the MUD protocol, this build further secures IoT 234 

devices through update servers. Each IoT device on the build network periodically contacts its update 235 

server to download and apply security patches, ensuring that it is running the most up-to-date and 236 

secure code available. Last, the build uses IoT device discovery technology to discover, inventory, 237 

profile, and classify all attached devices. Such classification can be used to validate that the access that is 238 

ōŜƛƴƎ ƎǊŀƴǘŜŘ ǘƻ ŜŀŎƘ ŘŜǾƛŎŜ ƛǎ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŀǘ ŘŜǾƛŎŜΩǎ ǘȅǇŜΦ Threat signaling has not been 239 

incorporated into the current build. However, in the future, the build network could be enhanced to 240 

periodically receive threat feeds from a threat signaling server to use as a basis for restricting certain 241 

types of network traffic. 242 

1.2.1 ¦ǎŀƎŜ {ŎŜƴŀǊƛƻǎ  243 

The example implementation fulfills the use cases of a MUD-capable IoT device being onboarded and 244 

used on home and small-business networks, where plug-and-play deployment is required. The example 245 

implementation includes both MUD-capable and non-MUD-capable IoT devices. MUD-capable IoT 246 

devices include the Molex PoE Gateway and Light Engine as well as four development kits (devkits) that 247 

the NCCoE configured to perform actions such as power a LED bulb on and off, start network 248 

connections, and power a smart lighting device on and off. These MUD-capable IoT devices interact with 249 

external systems to access secure updates and various cloud services, in addition to interacting with 250 

traditional personal computing devices, as permitted by their MUD files. Non-MUD-capable IoT devices 251 

deployed on the example implementation network include three cameras, two smartphones, two smart 252 

lighting devices, a smart assistant, a smart printer, a baby monitor with remote control and video and 253 

audio capabilities, a smart wireless access point, and a smart digital video recorder. The cameras, smart 254 

lighting devices, baby monitor, and digital video recorder are all controlled and managed by a 255 

smartphone. In combination, these devices are capable of generating a wide range of network traffic 256 

that could reasonably be expected on a home or small-business network. 257 

1.2.2 !ǊŎƘƛǘŜŎǘǳǊŀƭ hǾŜǊǾƛŜǿ  258 

Figure 1-1 depicts the logical architecture of this project. A new functional component, the MUD 259 

manager, is introduced into the home or small-business network to augment the existing networking 260 

functionality offered by the router or switch: address assignment and control of access to devices.  261 
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 263 

A MUD-capable IoT device inserts its MUD URL into the dynamic host configuration protocol (DHCP) 264 

address request that it generates when it attaches to the network (e.g., when it powers on). 265 

Alternatively, it may include the MUD URL in a Link Layer Discovery Protocol (LLDP) message. The MUD 266 

URL is passed to the MUD manager, which retrieves a MUD file from the designated website (denoted as 267 

the MUD file server) by using hypertext transfer protocol secure (https). The MUD file describes the 268 

communications requirements for the IoT device; the MUD manager converts the requirements into 269 

traffic filters that are installed on the router or switch to enforce access controls on the network. This 270 

enables the router or switch to deny traffic sent to or from the IoT device if that traffic is outside the 271 

ŘŜǾƛŎŜΩǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǇǊƻŦƛle.  272 

To provide further security, periodic updates are incorporated into the architecture. IoT devices 273 

periodically contact the appropriate update server to download and apply security patches. To ensure 274 
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ǘƘŀǘ ǎǳŎƘ ǳǇŘŀǘŜǎ ŀǊŜ ǇƻǎǎƛōƭŜΣ ǘƘŜ Lƻ¢ ŘŜǾƛŎŜΩǎ a¦5 file must explicitly permit the IoT device to receive 275 

traffic from the update server. 276 

In the future, threat signaling could also be incorporated into the architecture, as shown in Figure 1-1. 277 

The router or switch would periodically receive threat feeds from the threat signaling server to use as a 278 

basis for restricting certain types of network traffic. For example, malicious traffic could be denied 279 

access to a device by a cloud-based or infrastructure service like domain name system (DNS), with 280 

detailed threat information, including type, severity, and mitigation, available to the router or switch on 281 

demand. The example implementation includes all of the architectural elements shown in Figure 1-1 282 

except for threat signaling. Incorporation of threat signaling is planned for a future build of the example 283 

implementation. 284 

1.3 .ǳƛƭŘ м !ǊŎƘƛǘŜŎǘǳǊŜ {ǳƳƳŀǊȅ 285 

Figure 1-2 below describes the logical architecture of the first build of a MUD example implementation, 286 

referred to as Build 1. Build 1 is designed with a single device serving as the MUD manager and 287 

FreeRADIUS server that interfaces with the Catalyst 3850-S switch over transmission control 288 

protocol/internet protocol (TCP/IP). The Catalyst 3850-S switch contains a DHCP server that is 289 

configured to extract MUD URLs from IPv4 DHCP transactions. Upon connecting a MUD-enabled device, 290 

the device will emit its MUD URL in some approved method (LLDP, X.509, or DHCP). For this example 291 

implementation, only DHCP and LLDP were leveraged.  292 
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 294 

Figure 1-3 depicts the Build 1 architecture within the context of the NCCoE laboratory. Internet access is 295 

available for connection to external hosts, while software components were installed as virtual servers 296 

within the vSphere environment. This implementation provides flexibility to implement additional builds 297 

in the future. As depicted, the NCCoE laboratory network is connected to the internet via the NIST data 298 

center. Access to and from the NCCoE network is protected by a firewall. The NCCoE network includes a 299 

virtual environment that houses an update server, a MUD file server, an unapproved server (i.e., a 300 

server that is not listed as an approved communications end point in any MUD file), a Message Queuing 301 

Telemetry Transport (MQTT) broker server, and a ForeScout Enterprise Manager. These components are 302 

hosted at the NCCoE and will be used across builds. The TLS certificate and code signing certificates used 303 

by the MUD file server are provided by DigiCert.  304 

Only Build 1, as depicted in Figure 1-3, has been implemented during this phase of the project, so that is 305 

what this document describes. Build 1 network components consist of a Cisco Catalyst 3850-S switch 306 

and virtual instances of Cisco MUD Manager, FreeRADIUS server, and the ForeScout CounterACT 307 

appliance. IoT devices used in this architecture comprise MUD-capable and non-MUD-capable devices. 308 
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The MUD-capable IoT devices for Build 1 include Raspberry Pi, ARTIK, u-blox, Intel UP Squared Devkits, 309 

and the Molex Light Engine controlled by PoE Gateway. Non-MUD-capable devices chosen for Build 1 310 

include three cameras, two smartphones, two smart lighting devices, a smart assistant, a smart printer, 311 

a baby monitor with remote control and video and audio capabilities, a smart wireless access point, and 312 

a smart digital video recorder. The remainder of this document describes installation and configuration 313 

of the various components that are depicted in Figure 1-2. 314 
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1.4 ¢ȅǇƻƎǊŀǇƘƛŎ /ƻƴǾŜƴǘƛƻƴǎ 317 

The following table presents typographic conventions used in this volume. 318 

Typeface/Symbol Meaning Example 

Italics file names and path names; 
references to documents that 
are not hyperlinks; new 
terms; and placeholders 

For detailed definitions of terms, see 
the NCCoE Glossary. 

Bold names of menus, options, 
command buttons, and fields 

Choose File > Edit. 

Monospace  command-line input, 
onscreen computer output, 
sample code examples, and 
status codes 

Mkdir  

Monospace Bold  command-line user input 
contrasted with computer 
output 

service sshd start  

blue text link to other parts of the 
document, a web URL, or an 
email address 

All publications from NL{¢Ωǎ NCCoE 
are available at 
https://www.nccoe.nist.gov. 

2 tǊƻŘǳŎǘ Lƴǎǘŀƭƭŀǘƛƻƴ DǳƛŘŜǎ 319 

This section of the practice guide contains detailed instructions for installing and configuring all of the 320 

products used to build an instance of the example solution. 321 

2.1 /ƛǎŎƻ a¦5 aŀƴŀƎŜǊ 322 

This section describes how to deploy /ƛǎŎƻΩǎ MUD Manager version 1.0, which uses a MUD-based 323 

authorization system in the network, by Cisco Catalyst switches, FreeRADIUS, and Cisco MUD Manager.  324 

2.1.1 /ƛǎŎƻ a¦5 aŀƴŀƎŜǊ hǾŜǊǾƛŜǿ 325 

The Cisco MUD Manager is an open-source implementation that works with IoT devices that emit their 326 

MUD URLs. In this implementation we tested two MUD URL emission methods: DHCP and LLDP. The 327 

MUD manager is supported by a FreeRADIUS server that receives MUD URLs from the switch. The MUD 328 

URLs are extracted by the DHCP server and are sent to the MUD manager via RADIUS messages. The 329 

MUD manager is responsible for retrieving the MUD file and corresponding signature file associated 330 

with the MUD URL. The MUD manager verifies the legitimacy of the file and then translates the contents 331 

to an internet protocol (IP) access control list (ACL)-based policy that is specified in the MUD file.  332 

https://www.nccoe.nist.gov/
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The version of the Cisco MUD Manager used in this project is a proof-of-concept implementation that is 333 

intended to introduce advanced users and engineers to the MUD concept. It is not a fully automated 334 

MUD manager implementation, and some protocol features are not present. At the time of 335 

implementationΣ ǘƘŜ άƳƻŘŜƭέ ŎƻƴǎǘǊǳŎǘ ǿŀǎ ƴƻǘ ȅŜǘ ƛƳǇƭŜƳŜƴǘŜŘΦ Lƴ ŀŘŘƛǘƛƻƴΣ if a DNS-based system 336 

changes its address, this will not be noticed. Also, IPv6 access has not been fully supported. 337 

2.1.2 /ƛǎŎƻ a¦5 aŀƴŀƎŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴǎ  338 

The following subsections document the software, hardware, and network configurations for the Cisco 339 

MUD Manager.  340 

2.1.2.1 IŀǊŘǿŀǊŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 341 

Cisco requires installing the MUD manager and FreeRADIUS on a single server with at least 2 gigabytes 342 

of random access memory. This server must integrate with at least one switch or router on the network. 343 

For this example implementation we used a Catalyst 3850-S switch.  344 

2.1.2.2 bŜǘǿƻǊƪ /ƻƴŦƛƎǳǊŀǘƛƻƴ 345 

The MUD manager and FreeRADIUS server instances were installed and configured on a dedicated 346 

machine leveraged for hosting virtual machines in the Build 1 lab environment. This machine was then 347 

connected to virtual local area network (VLAN) 2 on the Catalyst 3850-S and assigned a static IP address. 348 

2.1.2.3 {ƻŦǘǿŀǊŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 349 

For this build, the Cisco MUD Manager was installed on an Ubuntu 18.04.01 64-bit server. However, 350 

there are many approaches for implementation. After completion of this implementation, the MUD 351 

manager can be built via Docker containers provided by Cisco.  352 

The Cisco MUD Manager can operate on Linux operating systems, such as 353 

Á Ubuntu 18.04.01 354 

Á Amazon Linux  355 

The Cisco MUD Manager requires the following installations and components: 356 

Á OpenSSL 357 

Á cJSON 358 

Á MongoDB 359 

Á Mongo C Driver 360 

Á Libcurl 361 

Á FreeRADIUS server 362 
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At a high level, the following software configurations and integrations are required: 363 

Á The Cisco MUD Manager requires integration with a switch (such as a Catalyst 3850-S) that 364 
connects to an authentication, authorization, and accounting (AAA) server that communicates 365 
by using the RADIUS protocol (i.e., a RADIUS server).  366 

Á The RADIUS server must be configured to identify a MUD URL received in an accounting request 367 
message from a device it has authenticated.  368 

Á The MUD manager must be configured to process a MUD URL received from a RADIUS server 369 
and return access control policy to the RADIUS server, which is then forwarded to the switch. 370 

2.1.3 tǊŜƛƴǎǘŀƭƭŀǘƛƻƴ  371 

/ƛǎŎƻΩǎ 5ŜǾbŜǘ DƛǘIǳō ǇŀƎŜ ǇǊƻǾƛŘŜǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴ ǘƘŀǘ ǿŜ ŦƻƭƭƻǿŜŘ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘƛǎ ǎŜŎǘƛƻƴΥ 372 
ƘǘǘǇǎΥκκƎƛǘƘǳōΦŎƻƳκ/ƛǎŎƻ5ŜǾbŜǘκa¦5πaŀƴŀƎŜǊκǘǊŜŜκмΦлІŘŜǇŜƴŘŀƴŎƛŜǎ  373 

1. hǇŜƴ ŀ ǘŜǊƳƛƴŀƭ ǿƛƴŘƻǿΣ ŀƴŘ ŜƴǘŜǊ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘ ǘƻ ƭƻƎ ƛƴ ŀǎ ǊƻƻǘΥ 374 

 sudo su  375 

 

2. /ƘŀƴƎŜ ǘƻ ǘƘŜ Ǌƻƻǘ ŘƛǊŜŎǘƻǊȅΥ  376 

cd /  377 

 

3. ¢ƻ ƛƴǎǘŀƭƭ hǇŜƴ{{[ ŦǊƻƳ ǘƘŜ ǘŜǊƳƛƴŀƭΣ ŜƴǘŜǊ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 378 

apt - get install openssl   379 

 

a. LŦ ǳƴŀōƭŜ ǘƻ ƭƛƴƪ ǘƻ hǇŜƴ{{[Σ ƛƴǎǘŀƭƭ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ōȅ ŜƴǘŜǊƛƴƎ ǘƘƛǎ ŎƻƳƳŀƴŘΥ 380 

apt - get install - y libssl - dev  381 

https://github.com/CiscoDevNet/MUD-Manager/tree/1.0#dependancies
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4. ¢ƻ ƛƴǎǘŀƭƭ ŎW{hbΣ ŘƻǿƴƭƻŀŘ ƛǘ ŦǊƻƳ DƛǘIǳō ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 382 

git clone https://github.com/DaveGamble/cJSON  383 

 

a. /ƘŀƴƎŜ ŘƛǊŜŎǘƻǊƛŜǎ ǘƻ ǘƘŜ ŎW{hb ŦƻƭŘŜǊ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 384 

cd cJSON  385 

 

b. .ǳƛƭŘ ŎW{hb ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘǎΥ 386 

make  387 

 

make install  388 

 

5. /ƘŀƴƎŜ ŘƛǊŜŎǘƻǊƛŜǎ ōŀŎƪ ŀ ŦƻƭŘŜǊ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 389 

cd ..  390 

https://github.com/DaveGamble/cJSON
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6. ¢ƻ ƛƴǎǘŀƭƭ aƻƴƎƻ5.Σ ŜƴǘŜǊ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘǎΥ 391 

a. LƳǇƻǊǘ ǘƘŜ ǇǳōƭƛŎ ƪŜȅΥ  392 

sudo apt - key adv -- keyserver hkp://keyserver.ubuntu.com:80 -- recv 393 
9DA31620334BD75D9DCB49F368818C72E52529D4 394 

 

b. /ǊŜŀǘŜ ŀ ƭƛǎǘ ŦƛƭŜ ŦƻǊ aƻƴƎƻ5.Υ  395 

echo "deb [ arch=amd64 ] https://repo.mongodb.org/apt/ubuntu 396 
trusty/mongodb - org/4.0 multiverse" | sudo tee 397 
/etc/apt/sources.list.d/mongodb - org - 4.0.list  398 

 

c. wŜƭƻŀŘ ǘƘŜ ƭƻŎŀƭ ǇŀŎƪŀƎŜ ŘŀǘŀōŀǎŜΥ 399 

sudo apt - get update  400 

 

d. Lƴǎǘŀƭƭ ǘƘŜ aƻƴƎƻ5. ǇŀŎƪŀƎŜǎΥ 401 

sudo  apt - get install - y mongodb - org  402 
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7. ¢ƻ ƛƴǎǘŀƭƭ ǘƘŜ aƻƴƎƻ / ŘǊƛǾŜǊΣ ŜƴǘŜǊ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 403 

wget https://github.com/mongodb/mongo - c- driver/releases/download/1.7.0/mongo - c-404 
driver - 1.7.0.tar.gz  405 

 

a. ¦ƴǘŀǊ ǘƘŜ ŦƛƭŜ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 406 

untar - xzf mongo- c- driver - 1.7.0.tar.gz  407 

 

b. /ƘŀƴƎŜ ƛƴǘƻ ǘƘŜ ƳƻƴƎƻπŎπŘǊƛǾŜǊπмΦтΦл ŘƛǊŜŎǘƻǊȅ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 408 

cd mongo - c- driver - 1.7.0/  409 

 

c. .ǳƛƭŘ ǘƘŜ aƻƴƎƻ / ŘǊƛǾŜǊ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘǎΥ 410 

./configure -- disable - automatic - init - and - cleanup -- with - libbson=bundled  411 

 
make 412 
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make install  413 

 

8. /ƘŀƴƎŜ ŘƛǊŜŎǘƻǊƛŜǎ ōŀŎƪ ŀ ŦƻƭŘŜǊ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 414 

cd ..  415 

 

9. ¢ƻ ƛƴǎǘŀƭƭ ƭƛōŎǳǊƭΣ ŜƴǘŜǊ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 416 
sudo  apt - get install libcurl4 - openssl - dev  417 

 

2.1.4 a¦5 aŀƴŀƎŜǊ Lƴǎǘŀƭƭŀǘƛƻƴ 418 

A portion of the steps in this section are documented on CiǎŎƻΩǎ DevNet GitHub page: 419 

https://github.com/CiscoDevNet/MUD-Manager/tree/1.0#building-the-mud-manager  420 

1. hǇŜƴ ŀ ǘŜǊƳƛƴŀƭ ǿƛƴŘƻǿΣ ŀƴŘ ŜƴǘŜǊ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘ ǘƻ ƭƻƎ ƛƴ ŀǎ ǊƻƻǘΥ 421 

https://github.com/CiscoDevNet/MUD-Manager/tree/1.0#building-the-mud-manager
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 sudo su  422 

 

2. /ƘŀƴƎŜ ǘƻ ǘƘŜ Ǌƻƻǘ ŘƛǊŜŎǘƻǊȅ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘΥ 423 

cd /  424 

 

3. ¢ƻ ƛƴǎǘŀƭƭ ǘƘŜ a¦5 ƳŀƴŀƎŜǊΣ ŘƻǿƴƭƻŀŘ ƛǘ ŦǊƻƳ /ƛǎŎƻΩǎ DƛǘIǳō ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 425 
ŎƻƳƳŀƴŘΥ 426 

git clone - br 1.0 https://github.com/CiscoDevNet/MUD - Manager.git  427 

 

4. /ƘŀƴƎŜ ƛƴǘƻ ǘƘŜ a¦5 ƳŀƴŀƎŜǊ ŘƛǊŜŎǘƻǊȅΥ 428 

cd MUD- Manager  429 

 

5. .ǳƛƭŘ ǘƘŜ a¦5 ƳŀƴŀƎŜǊ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘǎΥ 430 

./configure  431 

 

make 432 






































































































