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Certain commercial entities, equipment, products, or materials may be identified in this document in
order to describe an experimental procedure or concept adequately. Such identification is not intended
to imply recommendation or endorsement by NIST or NCCoE, nor is it intended to imply that the
entities, equipment, products, or materials are necessarily the best available for the purpose.

National Institute of Standards and Technology Special Publication 1800-11c, Natl. Inst. Stand. Technol.
Spec. Publ. 1800-11c, 384 pages, (September 2017), CODEN: NSPUE2

You can improve this guide by contributing feedback. As you review and adopt this solution for your
own organization, we ask you and your colleagues to share your experience and advice with us.

Comments on this publication may be submitted to di-nccoe@nist.gov.

Public comment period: September 6, 2017 through November 6, 2017

All comments are subject to release under the Freedom of Information Act (FOIA).

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in IT security—the NCCoE applies standards
and best practices to develop modular, easily adaptable example cybersecurity solutions using
commercially available technology. The NCCoE documents these example solutions in the NIST Special
Publication 1800 series, which maps capabilities to the NIST Cyber Security Framework and details the
steps needed for another entity to recreate the example solution. The NCCoE was established in 2012 by
NIST in partnership with the State of Maryland and Montgomery County, Md.

To learn more about the NCCoE, visit https://nccoe.nist.gov. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication Series 1800) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align more easily with relevant
standards and best practices and provide users with the materials lists, configuration files, and other
information they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Businesses face a near-constant threat of destructive malware, ransomware, malicious insider activities,
and even honest mistakes that can alter or destroy critical data. These data corruption events could
cause a significant loss to a company’s reputation, business operations, and bottom line.

These types of adverse events, that ultimately impact data integrity, can compromise critical corporate
information including emails, employee records, financial records, and customer data. It is imperative
for organizations to recover quickly from a data integrity attack and trust the accuracy and precision of
the recovered data.
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The National Cybersecurity Center of Excellence (NCCoE) at NIST built a laboratory environment to
explore methods to effectively recover from a data corruption event in various Information Technology
(IT) enterprise environments. NCCoE also implemented auditing and reporting IT system use to support
incident recovery and investigations.

This NIST Cybersecurity Practice Guide demonstrates how organizations can implement technologies to
take immediate action following a data corruption event. The example solution outlined in this guide
encourages effective monitoring and detection of data corruption in standard, enterprise components
as well as custom applications and data composed of open-source and commercially available
components.
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The following guides show IT professionals and security engineers how we implemented this data
integrity solution example. We cover all the products employed in this reference design. We do not
recreate the product manufacturers’ documentation, which is presumed to be widely available. Rather,
these guides show how we integrated the products into our environment.

Note: These are not comprehensive tutorials. There are many possible service and security configurations
for these products that are out of scope for this reference design.

1.1 Practice Guide Structure

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate the data integrity solution. This reference design is
modular and can be deployed in whole or in parts.

This guide contains three volumes:
= NIST SP 1800-11a: Executive Summary
= NIST SP 1800-11b: Approach, Architecture, and Security Characteristics — what we built and why
= NIST SP 1800-11c: How-To Guides — instructions for building the example solution (you are here)

Depending on your role in your organization, you may use this guide in different ways:

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary (NIST SP 1800-11a), which describes the:

= challenges enterprises face in protecting their data from loss or corruption
= example solution built at the National Cybersecurity Center of Excellence (NCCoE)
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in this part of the guide, NIST SP 1800-11b, which describes what we
did and why. The following sections will be of particular interest:

= Section 3.4.1, Assessing Risk Posture, provides a description of the risk analysis we performed.

= Section 3.4.2, Security Control Map, maps the security characteristics of the example solution to
cybersecurity standards and best practices.

Consider sharing the Executive Summary (NIST SP 1800-11a) with your leadership team to help them
understand the importance of adopting standards-based data integrity solutions.

NIST SP 1800-11C: Data Integrity 1
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IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use the How-To portion of the guide (NIST SP 1800-11c) to replicate all or parts of the build
created in our lab. The guide provides specific product installation, configuration, and integration
instructions for implementing the example solution. We do not recreate the product manufacturers’
documentation, which is generally widely available. Rather, we show how we integrated the products in
our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we used a suite of commercial products to address this challenge, this guide does not
endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of the data integrity solution. Your organization’s security experts should identify the products that
will best integrate with your existing tools and IT system infrastructure. We hope you will seek products
that are congruent with applicable standards and best practices.

A NIST cybersecurity practice guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to
di-nccoe@nist.gov.

1.2 Build Overview

The NCCoE built a hybrid virtual-physical laboratory environment to explore methods to effectively
recover from a data corruption event in various Information Technology (IT) enterprise environments.
NCCoE also explored the issues of auditing and reporting that IT systems use to support incident
recovery and investigations. The servers in the virtual environment were built to the hardware
specifications of their specific software components.

The NCCoE worked with members of the Data Integrity Community of Interest to develop a diverse (but
non-comprehensive) set of use case scenarios against which to test the reference implementation.
These are detailed in Volume B, Section 5.1. For a detailed description of our architecture, see Volume
B, Section 4.

NIST SP 1800-11C: Data Integrity 2


mailto:di-nccoe@nist.gov

DRAFT

182 1.3 Typographical Conventions

183  The following table presents typographic conventions used in this volume.

Typeface/ Symbol Meaning Example
Italics filenames and pathnames For detailed definitions of terms, see
references to documents the NCCoE Glossary.

that are not hyperlinks, new
terms, and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons and fields

Monospace mkdir

command-line input, on-
screen computer output,
sample code examples, sta-
tus codes

Monospace Bold service sshd start

command-line user input
contrasted with computer

output

blue text link to other parts of the doc- | All publications from NIST’s National
ument, a web URL, or an Cybersecurity Center of Excellence
email address are available at http://nccoe.nist.gov

134 2 Product Installation Guides

185  This section of the practice guide contains detailed instructions for installing, configuring, and
186 integrating all the products used to build an instance of the example solution.

187  The products presented in this document have the potential to quickly change both interfaces and
188  functionality. This document aims to highlight the core configurations an organization could use along
189  with visual representations of those configurations.

NIST SP 1800-11C: Data Integrity
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2.1 Active Directory and Domain Name System (DNS) Server

As part of our enterprise emulation, we included an Active Directory server that doubles as a DNS
server. This section covers the installation and configuration process used to set up Active Directory and
DNS on a Windows Server 2012 R2 machine.

2.1.1 Installing Features
1. Open Server Manager.

= Server Manager -|a

Server Manager * Dashboard @1 Menmge Toox

B Dashboard WELCOME TO SERVER MANAGER

n

§ Local Server
5 All servers : .
= o Configure this local server
W§ File and Storage Services b
QUICK START

2 Add roles and features
3 Add other servers to manage

WHAT'S NEW
— 4 Create a server group

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:1 | Servergroups:1 | Servers total: 1
-i ggfv?:ei Slotage 1 # Local Server i ii All Servers 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

2. Click the link Add Roles and Features.

NIST SP 1800-11C: Data Integrity 4
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198 3. Click Next.

= = DESTINATION SERVER
Select installation type WIMR2B0TCRNG
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remate Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

|<_Previuus | | Next > | ‘ Install || Cancel |

199 4. Select Role-based or feature-based installation.

DESTINATIOM SERVER

Before you beg in WIN-MRZEOTCRMO1

This wizard helps you install rales, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type haosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous | | Mext = | | Install | | Cancel

200
201 5. Click Next.
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DESTINATIOM SERVER

Select destination server RN B 0,

8efora You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type (@) Select a server from the server poal
() Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

Microsoft Wind;

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| < Previous | | Next > | | Install | | Cancel

202
203 6. Select ADDNS (or the correct Windows Server name) from the list.

204 7. Click Next.

DESTINATION SERVER
Select server roles WIN-MR2B07CRMO
8efora You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection ive Di i
. Certificate S A Active D!rectory Certificate Services
2 ; T ; {AD CS) is used to create
[ Active Directory Domain Services certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services anc_l fhikatls ce_ertlﬁcales uzeding
variety of applications.
[ Active Directory Rights Management Services
[ Application Server s
[] DHCP Server
[] DNS Server
[ Fax Server
[ [®] File and Storage Services (1 of 12 installed)
[ Hyper-V
[] Network Policy and Access Services N
[ Print and Document Services
[] Remaote Access
[[] Remaote Desktop Services —
b
< Previous | | Next > | | Install | | Cancel

NIST SP 1800-11C: Data Integrity
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8. Check the box next to Active Directory Domain Services.

=]

Add Roles and Features Wizard

Select server rof &

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

DESTINATION SERVER
WIN-MRZBOTCRMO1

x

tion

irectory Domain Services
stores information about
bn the network and makes

[Tools] Group Policy Management

4 Remote Server Administration Tools

4 Role Administration Tools
4 AD DS and AD LS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

ation available to users
ork administrators, AD DS
ain controllers to give
users access to permitted
ks anywhere on the network
a single logon process.

Include management tools (if applicable)

|AddFea'th5| | Cancel

Select server roles

Before You Begin

Installation Type

Server Selection

Features
ADDS

Confirmation

Select one or more roles to install on the selected server.

DESTIMATION SERVER
WIN-MRZBOTCRMO1

Deseription

Active Directory Domain Services
{AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

Roles
[ Active Directory Certificate Services ks
Di ory Domain Serv
] Active Directory Federation Services
] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[] Application Server =
] DHCP Server
] DNS Server
] Fax Server
b [H File and Storage Services (1 of 12 installed)
[] Hyper-v
] Network Policy and Access Services ]
] Print and Document Services
] Remote Access
[] Remote Desktop Services o
< Previous | | Next >

Install | [ Cancel

9. Click Add Features.
10. Click Next.

NIST SP 1800-11C: Data Integrity
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DESTIMATION SERVER

Select features WIN-MR2BOTCRMO1

Before You Bagin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection [~ .NET Framework 3.5 combines the
o e 1 power of the .NET Framework 2.0
benvedRoles b [m] .NET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
O Background Intelligent Transfer Service (BITS) = building applications that offer
AD DS [] BitLocker Drive Encryption appealing e It .proh’?ct
: - your customers' personal identity
Confirmation [J Bitlocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
business processes.
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
Group Policy Management
[] 15 Hostable Web Core
[ Ink and Handwriting Services &
e _ _ w
<] ] HE
| < Previous | | Next = ‘ | Install | | Cancel |
211
212 11. Ensure that Group Policy Management, .NET Framework 4.5, TCP Port Sharing, Remote Server
213 Administration Tools, and Windows PowerShell are selected.
DESTINATION SERVER
Select features WIN-MRZBOTCRMO!
Before You Begin Select one or more features to install on the selected server,
Installation Type Features Description
Server Selection T ; g
> [] .NET Framewark 3.5 Features sl Wlndow_s Communlcat.\on_
Seryer Roles : Foundation (WCF) Activation uses
4 [E] NET Framework 4.5 Features (2 of 7 installed) - Windows Process Activation Service
.NET Framework 4.5 (Installed) = to invoke applications remotely over
L | the network by using protocols such
AD DS ASP.INET 4.5 |
; U . as HTTP, Message Queuing, TCP,
Confirmaticn | and named pipes. Consegquently,
[] HTTP Activation applications can start and stop
1 Message Queuing (MSMQ) Activation dynamically in rESpD",SE i) |nccn:n|r1g
i iR work items, resulting in application
L] Mamed Pipe Activation hosting that is more robust,
[] TCP Activation manageable, and efficient.
TCP Port Sharing (Installed)
r O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlack
[] BranchCache &
—— v
<] [T [ [>]
| < Previous | | Next > | | Install | | Cancel
214
215 12. Select any additional features and click Add Features on the popup.
216 13. Click Next.

NIST SP 1800-11C: Data Integrity 8
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[

Add Roles and Features Wizard = | =]

Active Directory Domain Services

Before You Begin
Installation Type
Server Selaction

Server Roles

Features

Confirmation

217

DESTINATION SERVER
WIN-MR2ZBOTCRMON

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD D5 is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:
* To help ensure that users can still log on to the network in the case of a server cutage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine,

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

| < Previous ‘ ‘ MNext » | ‘ Install || Cancel

218 14. Click Next.

Before You Begin
Installation Type
Server Selection

Server Rolas

Features
AD DS

219

Confirm installation selections

DESTINATION SERVER
WIN-MRZBOTCRMO1

To install the following roles, role services, or features on selected server, click Install.

d

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<Previous | | Med> | [ install |[ Cancel
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220
221

222

223

DESTINATION SERVER
WIN-MRZBOTCRMO1

Installation progress

View installation progress

o Feature installation
]

Installation started on WIN-MR2BO7CRMO1

Active Directory Domain Services
Group Policy Management
R Server A ation Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory

AD DS Tools
Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools

Pc Chall

dule for Wind

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

You can close this wizard without interrupting running tasks. View task progress or open this

< Previous | | Mext = |

Install | | Cancel

15. Click Install.

16. Wait for the installation to complete.

DESTINATION SERVER
WIN-MRZBOTCRMO1

Installation progress

View installation progress

o Feature installation
| —

Configuration required. Installation succeeded on WIN-MR2BOTCRMO1,

Active Directory Domain Services
Additional steps are required to make this machine a domain controller,

Promote this server to a domain controller

Group Policy Management
Remote Server Ad ation Tools
Role Administration Tools

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

You can close this wizard without interrupting running tasks. View task progress or open this

[<[]

Close

< Previous ‘ ‘ MNext > |

| | Cancel

10
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224 17. Select Post-Deployment Configuration or Promote this server to a domain controller.
Deployment Configuration el s

t Configuration

Select the deployment operation

® Add a domain controller to an existing domain
() Add a new domain to an existing forest
) Add a new forest

Specify the domain inf ion for this operati

*

Domain: Select...

Supply the credentials to perform this operation

<MNo credentials provided>

More about deployment configurations

| < Previous | | Mext > | | Install | | Cancel |
225
226 18. Select Add a new forest.

- . TARGET SERVER
Deployment Configuration WIN-MR2BOTCRMO1

Select the deployment operation

(O Add a domain controller to an existing domain
() Add a new domain to an existing forest

Specify the domain inf ion for this

p

. *
Root domain name:

Mere about deployment configurations

< Previous | | Next > | | Install | | Cancel
227
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228 19. Enter a Root domain name. Example: DI.TEST.
- . TARGET SERVER
Deployment Configuration T
Select the deployment operation
Domain Controller Options . o .
) i (O Add a domain controller to an existing domain
Aadiional Opans (0 Add a new domain to an existing forest
Paths ® Add a new forest
Review Options . o . . .
Specify the domain inf on for this operation
Prerequisites Chack
Root domain name: DI.TES'I1
More about deployment configurations
| < Previous | | Next » | | Install | | Cancel ‘
229
230 20. Click Next.
- - TARGET SERVER
Domain Controller Options e e
Deployment Configuration ; :
Select functional level of the new forest and root domain
Domain
Forest functional level: | Windows Server 2012 R2 | '|
Domain functional level: | Windows Server 2012 R2 | '|
Specify domain controller capabilities
Domain Name System (DNS) server
Global Catalog (GC)
[] Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: b
Confirm password: "
More about domain controller options
| < Previous | | Next » | ‘ Install | | Cancel
231
232 21. Select Windows Server 2012 R2 for the Forest Functional Level.
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233 22. Select Windows Server 2012 R2 for the Domain Functional Level.
234 23. Check the box next to DNS server and Global Catalog.
235 24. Do not check the box next to read-only domain controller.
236 25. Specify a password for DSRM (D@T@Integrity#1).
= Active Directory Domain Services Configuration Wizard = B 2
TARGET SERVER

Domain Controller Options

2 t Configuration
Domain Controller Options
DN5 Options

Additional Options

aths

237
238 26. Click Next.

Select functional level of the new forest and root domain

WIN-MR2BO7CRMO1

Forest functional level: | Windows Server 2012 R2

Domain functional level: | Windows Server 2012 R2

Specify domain controller capabilities

Domain Name System (DNS) server
V] Global Catalog (GC

Type the Directory Services Restore Mode (DSRM) password
Password: sssssssssssssss

Confirm password: ssssssssssssnes

More about domain controller options

< Previous | | Next >

Install Cancel
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. TARGET SERVER
DNS Options WIN-MR2BO7CRMO1
Deployment Ci urati
SRR ORI L o Specify DNS delegation options
Domain Controller Cptions ;
| [ Create DNS delegation
Additional Cptions
Paths
Review Cptions
Prerequisites Check
More about DNS delegation
[ <Previous | [ New> | install | [ Cancel |
239
240 27. Click Next.
.= - TARGET SERVER
Additional Options Wi eiie
Verify the NetBIOS name assigned to the domain and change it if necessary
The NetBIOS domain name:
More about additional options
< Previous | ‘ Next > | Install | | Cancel
241
242 28. Verify the NetBIOS name.
243 29. Click Next.
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Paths

Deployment Configuration
Domain Controller Cptions

DNS Options

Additional Cptions

Review Options

Prareguisites Chack

TARGET SERVER
WIN-MR2BO7CRMO1

Specify the location of the AD DS database, log files, and SYSVOL

Database folder: CAWindows\NTDS E
Log files folder: C:AWindows\NTDS E
SYSVOL folder: CAWindows\SYSVOL =]
More about Active Directory paths

| < Previous | | Next > | | Install | | Cancel |

30. Click Next.

Review Options

Deployment Configuration
Domain Controller Options

DNS Options

Additional Cptions
Paths

Prereguisitas Chack

TARGET SERVER
WIN-MR2BO7CRMO1

Review your selections:
Configure this server as the first Active Directory domain controller in a new forest. E

The new domain name is "DLTEST". This is also the name of the new forest.

The NetBIOS name of the domain: DL

Forest Functional Level: Windows Server 2012 R2
Domain Functional Level: Windows Server 2012 R2
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No ™

These settings can be exported to a Windows PowerShell script to
additional installations

View script

More about installation options

<previous | | Next> | | el || Cancel

31. Click Next.
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e TARGET SERVER
Prerequisites Check WIN-MR2BO7CRMO?
| @ All prerequisite checks passed successfully. Click ‘Install' to begin installation. Show more x

Deployment Configuration e : o = 5 g i
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Centroller Cptions | computer

DNS Options
Additional Options

Paths A View results

Review Options A Windows Server 2012 R2 domain controllers have a default for the security setting e
named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPvG Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

ks

/. If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

[ <Previous | | mect> | [ install |[ Cancel |

248
249 32. Click Install.

. TARGET SERVER
Installation WIN-MR2BO7CRMO1

Progress
Starting
~ View detailed operation results
A\ Windows Server 2012 R2 domain controllers have a default for the security setting named

“Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

More about installation options

< Previous | | Next > | | Install | | Cancel

250
251 33. The server automatically reboots.
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252 2.1.2 Creating a Certificate Authority
253 1. Open Server Manager.

Server Manager

Tools  View  Help

Server Manager » Dashboard 6 Manage

Dashboard WELCOME TO SERVER MANAGER

0 Local Server

H& Al Servers

o Configure this local server

‘QUICK START

Add roles and features

(]

3 Add other servers to manage

WHAT'S NEW
4 Create a server group

Hide

LEARN MORE

ROLES AND SERVER GROUPS
Roles:0 | Servergroups:1 | Servers total: 1

§ Local Server 1 ii All Servers 1
(@® Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results

254
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255 2. Click the link Add Roles and Features.

DESTIMATION SERVER

Before you beg in WIN-MRZEOTCRMO1.DLTEST

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting 2 website.

Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

| < Previous | | Next > | | Install | | Cancel |

256
257 3. Click Next.

= 2 DESTINATION SERVER
Select installation Type WIN-MRZBOTCRMOT.DLTEST
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote D p Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment,

| < Previous | ‘ Next > | | Install || Cancel

258
259 4. Select Role-based or feature-based installation.

260 5. Click Next.
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DESTINATION SERVER

Select destination server WIN-MR2807CRMO1.DLTEST

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®); Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[ <previous | [ Ned> | | nstal || Cancel

6. Select ADDNS (or the correct Windows Server name) from the list.
7. Click Next.

DESTINATION SERVER
Select server roles WIN-MR2507CRMO1.0LTEST
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server selection 0 A Active Directory Certificate Services
(AD C5) is used to create
Active Directory Domain Services (Installed) certification authorities and related
Features ] Active Directory Federation Services role services that allow you to issue
] Active Directory Lightweight Directory Services :::en;a:‘?g:l;:f‘:fs u-eding
[] Active Directory Rights Management Services
] Application Server .
[] DHCP Server
DMS Server (Installed)
] FaxServer
I [H] File and Storage Services (2 of 12 installed)
[] Hyper-v
[] Metwork Policy and Access Services ]
] Print and Dacument Services
] Remote Access
[] Remote Desktop Services 7
| < Previous | | Next » | | Install | ‘ Cancel

8. Check the box next to Active Directory Certificate Services
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Add Roles and Features Wizard = A

WI

DESTIMATION SERVER
WIN-MR2BOTCRMO1.DLTEST

Select server rolfe8

x
Add features that are required for Active Directory
Certificate Services? ion
The following tools are required to manage this feature, but do not irectory Certificate Services

is used to create

ion authorities and related
4 Remote Server Administration Tools ices that allow you to issue
age certificates used ina

f applications.

have to be installed on the same server.

4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

|Add Fea'h.lrs| | Cancel

| < Previous | | Next » | | Install | | Cancel |

266
267 9. Click Add Features.

DESTINATION SERVER
Select server roles WIN-MR2E0TCRMO1.DLTEST
Before You Begin Select one or more roles to install on the selected server.
Installation Typs Roles Description
SEIVEE Seection ry Certificate Ses kel fACSVgS?::E::;y‘Eir:::tE SEvicks
Active Directory Domain Services (Installed) certification autharitiss and related
Features [] Active Directory Federation Services role services that allow you to issue
AD C5 [] Active Directory Lightweight Directory Services anc_l Wit ct_:rtiﬁcales ussdina
variety of applications.
Role Services [ Active Directory Rights Management Services
Confirmation [ Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
> [H] File and Storage Services (2 of 12 installed)
[ Hyper-V
[] Metwork Policy and Access Services |
[] Print and Dacument Services
[] Remote Access
[[] Remaote Desktop Services I
268 < Previous | | Next » | | Install | | Cancel

269 10. Click Next.
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DESTINATION SERVER
Select features WIN-MR250TCRMO1.DLTEST
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description

Server Selection NET Framework 3.5 combines the

—— e e power of the .NET Framework 2.0
| [M] .NET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
b [] Background Intelligent Transfer Service (BITS) building applications that offer

ADCS [] BitLocker Drive Encryption appealing user :nherlaces, .prDlPTCt
— your customers' personal identity

| >

Server Roles

Role Servicas [ BitLocker Network Unlock information, enable seamless and
Confirmation [[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
5573 business processes.
[] Data Center Bridging
[ Direct Play

[] Enhanced Storage

[ Failover Clustering

Group Policy Management (Installed)
[] 1S Hostable Web Core

[] Ink and Handwriting Services
— e . o W
<] [ HEN

|<£nzviuus|| Next > | | Install || Cancel |

270
271 11. Click Next.

= = = . DESTINATION SERVER
Active Directory Certificate Services WIN-VR2ZOTCRMO1 DITEST
Before You Begin Active Directory _Cerliﬁcale Seﬂn'ces. (AD CS:'! provides the certificate inflaslrl.lcture_tu enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Installation Type Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Server Selection

Things to note:
Server Roles

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For mare
information, see certification authority naming.

Features

Role Services

Confirmation

<Previous | [ Next> | | nstal || Cancel

272
273 12. Click Next.
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Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Features
ADCS

Confirmation

DESTINATION SERVER
WIN-MR2BOTCRMO1.DLTEST

Select the role services to install for Active Directory Certificate Services

Role services Description

Certification Au i Certification Authority (CA) is used

= L to issue and manage certificates.
[] Certificate Enrollment Policy Web Service Multiple CAs can be linked to form a
[] Certificate Enrallment Web Service public key infrastructure.
[ Certification Authority Web Enroliment
[] Network Device Enrollment Service

[] Online Responder

[ <previous | [ Next> | install | [ Cancel

13. Select Certification Authority on the Role Services list.

14. Click Next.

Before You Begin
Installation Type
Server Selection
Server Roles
Features

ADCS

Role Services

DESTINATION SERVER

Confirm installation selections WIN-MR2BOTCRMO1.DLTEST

To install the following roles, role services, or features on selected server, click Install.

server autol

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Certificate Services
Certification Autharity

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

<Previous | | med> | [ nstall | [ Cancel
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DESTIMATIOMN SERVER

Installation progress WIN-MR250TCRMO1.DLTEST

View installation progress

o Feature installation
L |
Configuration required. Installation succeeded on WIN-MR2BOTCRMO1.DI.TEST.

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination
server
Configure Active Directory Certificate Services on the destination server
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can clese this wizard without interrupting running tasks. View task progress or open this
' page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous ‘ ‘ Next > | | Close | | Cancel ‘
278
279 15. Click Install.
280 16. Select Configure Active Directory Certificate Services on the destination server.

DESTINATION SERVER

Credentials WIN-MR2BO7CRMOL.DLTEST

Specify credentials to configure role services

Role Services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enroliment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: DL\Administrator

More about AD CS Server Roles

< Previous || Next » | | Lonfigure | ‘ Cancel

281
282 17. Click Next.
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283 18. Select Certification Authority.

. DESTINATION SERVER
Role Services WIN-MR2BOTCRMO1.DLTEST

Credentials Select Role Services to configure

Setup Type Certification Authority
CA Type [] Certification Authority Web Enrollment
[] Online Responder
Frivate Key [ Metwork Device Enrollment Service
Cryptography [[] Certificate Enroliment Web Service
CA Name [[] Certificate Enrollment Policy Web Service
validity Peried
Certificate Database
Confirmation
More about AD CS Server Roles
| < Previous | | Mext > | | Lonfigure | | Cancel |
284
285 19. Click Next.
DESTINATION SERVER
Setup Type WIN-MR2BOTCRMO1.DLTEST
Credentiaks Specify the setup type of the CA
Role Services
Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
CA Type certificates.
Private Key
Cryptography Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.
Validity Period
BIo Iy Ret (O Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation D5 and can be used without a network connection (offline).
More about Setup Type
< Previous | | Next » | | LConfigure | | Cancel
287 20. Select Enterprise CA.
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288 21. Click Next.
& AD CS Configuration == =
DESTINATION SERVER
CA Ty pe WIN-MR2BOTCRMO1.DITEST
Credentials Specify the type of the CA
Role Services
Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryptography ® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

validity Period
A0 O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

Certificate Database

More about CA Type

< Previous | | Next = Configure

289 22. Select Root CA.
290 23. Click Next.
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291 24. Select Create a new private key.
. DESTINATION SERVER
Private Key WIN-MR2BO7CRMO1.DLTEST
Credentizls Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type () Create a new private key
Use this option if you do not have a private key or want to create a new private key.
Crypt hy
it b () Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Peried () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
Confirmation .
() Select an gxisting private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.
More about Private Key
| < Previous | | Next > | | Lonfigure | | Cancel
292
293 25. Click Next.
294 26. Select RSA#Microsoft Software Key Storage Provider.
295 27. Enter 2048 in the box.
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296 28. Select SHA256 from the list.

DESTINATION SERVER

G ryptog rap hy for CA WIN-MR2BO7CRMO1.DITEST
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CAType [ RsA#Microsoft Software Key Storage Provider [~][2048 [-]
RIEIERey, Select the hash algorithm for signing certificates issued by this CA:
[sHA256 P
CA Name SHA3S4 =
Validity Pericd SHA512
Certificate Database SHA1 —
M5 =l
Confirmation
[] Allow administrator interaction when the private key is accessed by the CA.
More about Cryptography
‘ < Previous ‘ | MNext » | | LConfigure | | Cancel |
297
298 29. Click Next.
DESTINATION SERVER
CA Name WIN-MR2BO7CRMO1.DLTEST
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CaType be modified.
Private Key
i h Common name for this CA:
ryptogra
L DI-WIN-MRZBOTCRMO1-CA
C me
Validity Pericd Distinguished name suffix:
Certificate Database DC=DI,DC=TEST
Coniimaion Preview of distinguished name:
CN=DI-WIN-MR2BOTCRMO1-CADC=DI|,DC=TEST
More about CA Name
< Previous | | MNext » | | LConfigure | | Cancel
299
300 30. Click Next.
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301 31. Set the time to 5 years.

DESTINATION SERVER

Valid Ity Period WIN-MR2BO7CRMO1.DLTEST

Credentials Specify the validity period

Role Services

Setup Type Select the validity period for the certificate generated for this certification authority (CA):

cAType 5

Private Ky CA expiration Date: 8/11/2022 10:5200 AM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CAMName certificates it will issue.

Certificate Databaze

Confirmation

More about Validity Period

| < Previous || Next = | | Lonfigure || Cancel |
302
303 32. Click Next.

DESTINATION SERVER
WIN-MR2BO7CRMO1.DLTEST

CA Database

Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type CAWindowshsystemn32\Certlog
Fovaie ey, Certificate database log location:
Ceyptography C:\Windows\system32\CertLog
CA Name
Validity Period
Confirmation
More about CA Database
< Previous | | MNext = | ‘ Lonfigure | | Cancel
304
305 33. Click Next.
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DESTINATION SERVER

Confirmation WIN-MR2BOTCRMO1.DI.TEST
Cradentials To configure the following roles, role services, or features, click Configure.
Rale Services ~ Active Directory Certificate Services
Setup Type
Certification Authority
CA Type )
) CA Type: Enterprise Root
Private Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA256
CA Name Key Length: 2048
validity Period Allow Administrator Interaction: Disabled
Certificate Validity Period: 8/11/2022 10:52:00 AM

Certificate Datzbase

Distinguished Name: CN=DI-WIN-MR2BOTCRMO1-CA,DC=DI,DC=TEST
Certificate Database Location:  C\Windows\system32\CertLog
Certificate Database Log C\Windows\system32\CertLog
Location:
‘(Breviuus” Next » | |£ fig || Cancel |
306
307 34. Click Configure.
DESTINATION SERVER
Results WIN-MR2BO7CRMO1DLTEST
The following roles, role services, or features were configured:
 Active Directory Certificate Services
Certification Authority o Configuration succeeded
More about CA Configuration
< Previous | | Next > | | Close | | Cancel
308
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309 2.1.3 Configure Account to Add Computers to Domain
310 1. Open the start menu.
311 2. Type dsa.msc and run the program.

Search

Everywhere v

dsa.msc

& %=

Windows
Server Manager PowerShell

o

Task Manager

(=

Control Panel Internet Bxplorer

Desktop

&

Administrative

®

312
313 3. Rightclick on Users in the left pane.

E Active Directory Users and Computers = | = &S

File Action View Help

e 2 48 XE Q= laETER
] Active Directory Users and Com|| Name Type Description
I (| Saved Queries 2, Administrator  User Built-in account for ad...
4 i DLTEST 22, Allowed RO...  Security Group... Members in this group c...
4 — Builtin 82, Cert Publish... Security Group... Members of this group ...
P Computers 82, Cloneable D... Security Group... Members of this group t...
b :'_' DamainConfroller izDenied ROD... Security Group.. Membersin this group c...
b m ForeignSecurit;,rPrincipaI! 22, DnsAdmins  Security Group... DNS Administrators Gro...
2 - Managed'Senvice Accou 42 DnsUpdateP... Security Group... DNS clients who are per...
s :{zDomain Ad... Security Group... Designated administrato...
#2 Domain Co.. Security Group... All workstations and ser...
%2, Domain Con... Security Group... All domain controllers ...
S'vZ,Domain Gue... Security Group... All domain guests
52, Domain Users  Security Group... Al domain users
EZEﬂterpriseA... Security Group... Designated administrato...
22 Enterprise R... Security Group... Members of this group ...
22, Group Polic...  Security Group... Members in this group c...
!. Guest User Built-in account for gue...
22, Protected Us... Security Group... Members of this group ...
S‘\E,RAS and [AS ... Security Group... Servers in this group can..
#2 Read-only D... Security Group... Members of this group ...
82, Schema Ad...  Security Group... Designated administrato...
< m > QWinRMRem... Security Group... Members of this group ...

314
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315 4. Click Delegate Control.

- Welcome to the Delegation of
- Control Wizard

Thig wizard helps you delegate control of Active Directory
objects. You can grant users pemission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mext.

| <Back || MNet> || Camesl | | Hep |
316
317 5. Click Next.
Users or Groups
Select one or more users or groups to whom you want to delegate contral. %
Selected users and groups:
Add || Remove
<Back | MNed> | [ Conedl | [ Heb

318
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319 6. Click Add to add a user or group. Example: Domain Admins.
Delegation of Control Wizard X

Select this object type:
|Users. Groups, or Built-in security principals

From this location:
|DI.TEST

Enter the object names to select {examples):
Domain Adming

| <Back | nmNet> | [ Camesl | | Heb
320
321 7. When finished adding users or groups, click OK.
Users or Groups
Select one or more users or groups to whom you want to delegate contral.
Selected users and groups:
52, Domain Admins (DL\Domain Admins)
Add || Remove
<Back || MNedt> | | Cancel | | Heb
322
323 8. Click Next.
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324 9. Choose Create a custom task to delegate.

Tasks to Delegate
You can select common tasks or customize your own.

() Delegate the following commaon tasks:

[] Create, delete, and manage user accounts

[] Reset user passwords and force password change at next logon
[] Read all user information

[] Create, delete and manage groups

[] Modify the membership of a group

[] Create, delete, and manage inetOrgPerson accourts .
J___|i Reset inetOrgPerson passwords and force password change r—iﬂ nezc_t_l_t ~
| < m [>]

> |

(®) Create a custom task to delegate

325
326 10. Click Next.

Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:
(#) This folder, existing objects in this folder, and creation of new objects in this folder
() Only the following objects in the folder:

[] account objects [
[] aC5Resourcelimits objects I:
[] applicationVersion objects

[] bootableDevice objects

[] certfication Authority chiects

E Computer objects v

[ | Create selected objects in this folder
[ Delete selected objects in this folder

| <Back || MNew> || Cancel | | Heb |

327
328 11. Choose Only the following objects in the folder.

329 12. Select the Computer Objects check box.
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13. Check the box for Create selected objects in this folder.
14. Check the box for Delete selected objects in this folder.

Active Directory Object Type

Indicate the scope of the task you want to delegate. %

Delegate control of:

() This folder, existing objects in this folder, and creation of new objects in this folder
(#) Only the following objects in the folder:

[] bootableDevice objects

[ certificationAuthority objects
[+ Computer objects

[] Connection ohjects

[] Contact objects

] documert objects !

N

[] Create selected objects in this folder
[+] Delete selected objects in this folder

[ <Back || Met> |[ Concsl || Hep |

15. Click Next.
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334 16. In the Permissions List, choose Reset Password, Read and write Account Restrictions,
335 Validated write to DNS host name, Validated write to service principal name.
Permissions
Select the permissions you want to delegate.
Show these pemissions:
[v] General
[] Property-specific
[] Creation/deletion of specific child objects
Permissions:
[] Receive as |_A
[«] Read and write account restrictions |
] Read and write personal information |
] Read and write public ifformation =
[ Validated write to DNS host name
[ Validated write to service principal name IT/,
336
337 17. Click Next.
Completing the Delegation of
Control Wizard
‘fou have successfully completed the Delegation of Control
wizard.
You chose to delegate control of objects [
in the following Active Directory folder: 1
DLTEST/Users =
The groups, users, or computers to which you
have given control are: —
Domain Admins (DL\Domain Admins)
They have the following pemissions: al
|
To close this wizard, click Finish.
| <Back || Fmsh | | Cancel | | heb
338
339 18. Observe the successful installation and click Finish.
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340 2.1.4 Adding Machines to the Correct Domain
341 1. Right click network icon in task bar.
342 2. Click Open Network and Sharing center.

we
e

L |3_=_ v Control Panel » MNetwork and Internet » Metwork and Sharing Center v & | ‘ Search Control Panel P ‘
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network Access type: Mo Internet access
settings Public netwerk Connections: [ Ethemet
Change your networking settings
?. Set up a new connection or network
T set up a broadband, dial-up, or VPN connection; or set up a router or access point.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Internet Options
Windows Firewall
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3. Click the link for editing the network interface under Connections.

General

Connection

Media State:
Duration:

Speed:

IPv4 Connectivity:
IPvE Connectivity:

Mo Internet access
Mo Internet access
Enabled

00:59:42

1.0 Gbps

Activity

4. Click Properties.
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Metworlking

Connect using:
E Intel(R) PRO/1000 MT Metwork Connection

This connection uses the following tems:

Client for Microsoft Networks
.@ File and Prirter Sharing for Microsoft Netwaorks
81 05 Packet Scheduler

[] -2 Microsoft Network Adapter Muttiplexor Protocol
i Link-Layer Topology Discovery Mapper 170 Driver
wi Link-Layer Topology Discoveny Responder

i Intemet Protocol Version 6 (TCPA1PvE)

<. Intemet Protocol Version 4 [TCP/1Pv4)

| Install... | | Uninstall | | Properties
Description
Allows your computer to access resources on a Microsoft
network.
oK || Canesl
347
348 5. Click Internet Protocol Version 4.
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General |A]tanate Configuration |

for the appropriate IP settings.

() Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Preferred DMS server:

Alternate DMS server:

[validate settings upon exit

(® Obtain an IP address automatically

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

() Obtain DNS server address automatically
(®) Use the following DMS server addresses:

[127. 0

349

350 6. Click Properties.
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351 7. Set the DNS field to the field of the AD/DNS server.

General |Ajternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

(® Obtain an IP address automatically
(") Use the following IP address:

IP address: |

Subnet mask: |

Diefault gakeway: |

() Obtain DMNS server address automatically
(®) Use the following DMS server addresses:

Preferred DNS server: | 192 . 168 . 50 .

Alternate DMS server: |

[ validate settings upon exit

352

353 8. Click OK.

354 9. Exit out of the Network and Sharing Center
355 10. Push the start menu button.
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R S This PC = =] A
Computer View v o
+ [ s Thispc v ] [ search Thispc A
Sl\f Favorites 4 Folders (6)
B Desktop
jDownIoads h Desktop Documents
5l Recent places
8 This PC h Downloads b Music
€ Network h Pictures ' Videos
4 Devices and drives (3)
Local Disk (C:)
& y Floppy Disk Drive (A:) | I
S 203 68 frec o 396 G5
DVD Drive (D)
IR2_555_XB4FREV_EN-US_DV5
0 bytes free of 4,16 GB
356 9 jtems =
357 11. Go to This PC.
358 12. Right click in the window and choose Properties.
1 |18 » Control Panel » System and Security » System v O‘ | Search Control Panel L |
2]

Centrol Panel Home

@ Device Manager
@ Remote settings

See also
Action Center
Windows Update

359

@ Advanced system settings

View basic information about your computer

Windows edition
Windows Server 2012 R2 Standard
© 2013 Microsoft Corporation. All rights reserved.

System
Processor: Intel(R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2.20 GHz

Installed memory (RAM):  4.00 GB

System type: B4-bit Operating System, x64-based processor

Pen and Touch: Ma Pen or Touch Input is available for this Display

Computer name, domain, and werkgroup settings
WIN-MR2BO7CRMO1
WIN-MR2BOTCRMO1.DLTEST

Computer name:
Full computer name:
Computer description:

Domain: DITEST

Windows activation
Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00252-70000-00000-AA535

@Change settings

Activate Windows

B Windows Server2012R2
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360 13. Under Name, domain, and workgroup settings, click Change settings.

Computer Name | Hardware | Advanced | Remote |

&II Windows uses the following information to identify your computer
on the network.

Computer description:

For example: "1IS Production Server” or
"MAccounting Server”.

Full computer name: WIN-MRZBOT7CRMO1
Workagroup: WORKIGROUP

To rename this computer or change its domain or mge
workgroup, click Change.

OK || Camcd || emy |

361
362 14. Click Change....
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fou can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

WIN-MRZBO7CEMO

Full computer name:
WIN-MRZBOTCRMO1

Member of
") Domain:

(®) Workgroup:
WORKGROUP

OK Cancel
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364 15. Select Domain and enter the domain specified on the AD/DNS server.

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
WIN-MRZBCTCRMOA

Full computer name:
WIN-MRZ2BCTCRMO

Member of
(® Domain:
DI TEST
() Workgroup:
WORKGROUP
0K Cancel
365
366 16. Click OK.
Computer Name/Domain Changes
Enter the name and password of an account with permission to join the
domain.
[ User name ]
I I [ Password ]
Domain: DILTEST
oK || Cancel
367
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368 17. Enter the credentials of an account in AD which has the right permissions to add a group to the
369 domain.
Computer Name/Domain Changes
Enter the name and password of an account with permissicon to join the
domain.
[ Administrator ]
[ SRR ERERERRED ]
Domain: DLTEST
ok || Cancel
370
371 18. Click OK a few times and restart the server when prompted.
Computer Name | Hardwars I Advanced I Femote |
&II Windows uses the following information to identify your computer
on the networlk.
Computer description:
For example: "Il5 Production Server” or
"Accounting Server”.
Full computer name: WIN-MRZBOTCRMOT.DITEST
Domain: DLTEST
To rename this computer or change its domain or ange
warcgroup, click Change.
ﬁl Changes will take effect after you restart this computer.
Close | | Cancel | | Apphy |
372
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373 2.1.5 Configuring Active Directory to Audit Account Activity
374 1. Open Local Security Policy from the Start Menu.

Search

Everywhere
local security policy| E

Local Security Policy

376 2. Open Local Policies > Audit Policy.
= Local Security Policy - | = [
File Action View Help
&=
T Security Settings Policy i Security Setting
I [ 4 Account Policies Audit account logon events No auditing
4|5 L‘?“' Policies Audit account management No auditing
PLg A”d't?nl'c)" ) | Audit directory service access Ne auditing
k & et nghts%sslgnment | Audit logon events No auditing
> [g Security Options | Audit object access No auditing
B || Windows Firewall with Advanced Seci 2 2
2 | Audit pelicy change No auditing
| Metwork List Manager Policies = i
2 i | Audit privilege use No auditing
1o MR Pubiic ey Bolicies Audit process trackin Me auditin
[+ || Software Restriction Policies .A i P g ¥ s g
I+ || Application Control Policies Audit system events :aucihing
I lg IP Security Pelicies on Local Compute
I [ Advanced Audit Policy Configuration
< m >
378 3. Right click Audit account management.
379 4. Select Properties.
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Local Security Setting |Ecpili-.m |

Audit account management

Audit these attempts:
[]Success
[] Failure

Thig setting might not be enforced f other policy is configured to
ovemde category level audit policy.
For more information, see Audit account management. (3921468)

OK | [ Cancel || ooy
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Audit account management Properties _

Local Security Setting | Explain |

Audit account management

F

Audit these attempts:
Success
Failure

4 This setting might not be enforced f other policy is configured to
& ovemde category level audtt policy.
For more information, see Audit account management. (A521468)

ok ] [ coren | [ oy ]

5. Check the boxes next to Success and Failure.
6. Click OK.
7. Account management activities will now be reported to Windows Event Log — Security.

2.2 Microsoft Exchange Server

As part of our enterprise emulation, we include a Microsoft Exchange server. This section covers the
installation and configuration process used to set up Microsoft Exchange on a Windows Server 2012 R2
machine.

2.2.1 Install Microsoft Exchange
1. Run Exchange2016-x64.exe.
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391

392 2. Choose the directory for the extracted files and press OK.

393
394 3.

395

Choose Directory For BEdracted Files

C:\Program Files"Microsoft*.Exchange Server

Ok Cancel |

BExtracting File:
To Directony:

Enter the directory and run setup.exe.

id"setupservemolesclientaccess \owa'binidn

C:*Program Files“Microsoft Exchange Server

Application Tools

Home View Manage v 0
© - p | | « Local Disk (C:) » Program Files » Micrasoft » Exchange Server » v e | [ Search Exchange Server 2|
- —
7 Favorites o e s ]
B Desktop syl E14/2017 1022 AM  File folder
{8 Downloads ME” 81472017 10:22 AM  File folder
] Recent places EN B14/2017 10:22 AM  File folder
'R B8/14/2017 10:22 AM  File folder
1% This PC b te 8/14/201710:22 AM  File folder
& th 81472017 10:22 AM  File folder
€ Network L E14/201T 1022 AM  File folder
L uk 8/14/201710:22 AM  File folder
i ur 8/14/201710:22 AM  File folder
o vi 8/14/2017 10:22 AM  File folder
L. zh-hans 8/14/2017 10:22 AM  File folder
1 zh-hant 8/14/201710:22 AM  File folder
a autorun 9/20/2013 441 AM  Setup Information TKB
ﬁ exchangeserver 9/20/20153 441 AM  Windows Installer ... 22,388 KB
@ microsoft.exchange.cabutility.dll 9/20/2015 441 AM  Application extens... 278 KB M
@ microsoft.exchange.data.common.dil 9/20/2015 441 AM  Application extens... 1,684 KB
microsoft.exchange.diagnostics.dil 9/20/2015 441 AM  Application extens... 1,648 KB =
|| microsoft.exchange.setup.acquirelangua...  9/20/2015 441 AM  Application extens... 62 KB B
@ microsoft.exchangesetup.bootstrapper.c..  9/20/2015 441 AM Application extens... S0 KB
microsoft.exchangesetup.signverfwrapp... ~ 9/20/2015 441 AM  Application extens... 83 KB
|@ setup . 9/20/2015 441 AM  Application 31 KB z
Titems 1 item selected 30.0K8 - =
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4. Select Connect to the Internet and check for updates.

MICROSOFT EXCHANGE SERVER 2016 SETUP

Check for Updates?

You can have Setup download Exchange Server 2016 updates from the Internet before you install Exchange. If updates are available,
they'll be downloaded and used by Setup. By downloading updates now, you'll have the latest security and product updates. If you
don't want te check for updates right now, or if you don't have access to the Internet, skip this step. If you skip this step, be sureto
download and install any available updates after you've completed Setup.

Select one of the following options:

@ LConnect to the Internet and check for updates

O Don't check for updates right now

@8 Exchange

5. Wait for the check to finish.
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MICROSOFT EXCHANGE SERVER 2016 SETUP

Mo updates found, click next te continue with setup,

@8 Exchange

Downloading Updates...

6. Click Next.
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Introduction

Welcome to Micresoft Exchange Server 2016!

Exchange Server is designed to help you increase user productivity, keep your data safe, and provide you with the control you need,
You can tailor your solution te your unique needs with flexible deployment options, including hybrid deployments that enable you to
take advantage of both on-premises and online solutions. You can use compliance management features to protect against the loss of
sensitive information and help with internal and regulatory compliance efforts. And, of course, your users will be able to access their
email, calendar, and voice mail on virtually any device and frem any locatien, This wizard will guide you through the installation of
Exchange Server 2016

Plan your Exchange Server 2016 deployment:
Read about Exchange Server 2016
Read about supported languages

Use the Exchange Server Deployment Assistant

@8 Exchange

401

MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

402 7. Wait for the copying to finish.
403 8. Click Next.
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405
406

9. Click I accept the terms in the license agreement.

MICROSOFT EXCHANGE SERVER 2016 SETUP s 7?7 X

License Agreement

Please read and accept the Exchange Server 2016 license agreement.

MICROSOFT SOFTWARE LICENSE TERMS i
MICROSOFT EXCHANGE SERVER 2016 STANDARD, ENTERPRISE, TRIAL AND HYBRID

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its affiliates)
and you. Please read them. They apply to the software named above, which includes the media on which you received

it, if any. The terms also apply to any Microsoft

« updates,

+ supplements,

+ Internet-based services, and

s support services

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the software.
Instead, return it to the retailer for a refund or credit. If you cannot obtain a refund there, contact Microsoft or W

- S UM S-S 7SN S SO | P P S S B .

@ | accept the terms in the license agreement

Cj | do not accept the terms in the license agreement.

@8 Exchange

10. Click Next.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Recommended Settings

@ Use recommended settings

Exchange server will automatically check online for selutions when encountering errors and provide usage feedback to Microsoft to
help improve future Exchange features,

C) Don't use recommended settings

Manually configure these settings after installation is complete (see help for more information).

Read more about providing usage feedback to Microsoft

Read more about checking for error solutions online

back | I next

@8 Exchange

11. Click Use Recommended Settings.

12. Click Next.

13. Check Mailbox role.

14. Check Automatically install Windows Server roles and features that are required to install
Exchange Server.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ?
Server Role Selection
Select the Exchange server roles you want to install on this computer:
Mailbox role
Automatically install Windows Server roles and features that are required to install Exchange Server
back | ext
@8 Exchange - i
15. Click Next.

16. Specify the installation path for MS Exchange.
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MICROSOFT EXCHANGE SERVER 2016 SETUP

Installation Space and Location

Disk space required: 8696.2 ME

Disk space available: 19407.9 MB

Specify the path for the Exchange Server installation:

I C:\Program Files\Microsoft\Exchange Server\¥/15

@8 Exchange

17. Click Next.
18. Specify the name for the Exchange organization. Example: DI.
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19. Decide whether to apply split permissions based on the needs of the enterprise.

MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Exchange Organization

Specify the name for this Exchange organization:
|D||

I:l Apply Active Directory split permissions security model to the Exchange organization

The Active Directory split permissions security model is typically used by large organizations that completely separate the responsibility
for the management of Exchange and Active Directory among different groups of people. Applying this security model removes the
ahility for Exchange servers and administrators to create Active Directory objects such as users, groups, and contacts. The ability to
manage non-Exchange attributes on those objects is also removed.

You shouldn't apply this security model if the same person or group manages both Exchange and Active Directory. Click '#' for more
information.

back | I next

@# Exchange

20. Click Next.
21. Click No.
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MICROSOFT EXCHANGE SERVER 2016 SETUP

Malware Protection Settings

Malware scanning helps protect your messaging envirenment by detecting messages that may contain viruses or spyware, It can be
turned off, replaced, or paired with other premium services for layered protection.

Malware scanning is enabled by default. However, you can disable it if you're using another product for malware scanning. If you
choose to disable malware scanning now, you can enable it at any point after you've installed Exchange.

Disable malware scanning.

O Yes
®

Internet access is required to download the latest anti-malware engine and definition updates.

back | I next

@8 Exchange

423
424 22. Click Next.

425 23. Install any prerequisites listed.
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426 24. If necessary, restart the server and re-run setup.exe, following through steps 3-22 again.

MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Readiness Checks

The computer will be checked to verify that setup can continue,

Prerequisite Analysis 100%
Warning:
Installing Exchange Server on a domain controller will elevate the permissions for Exchange Trusted Subsystem to domain |.

administrators,

For more information, visit: http://technet. microsoft.com/library
[EXCHG.160)/ms.exch.setupreadiness.WarningInstallExchangeRolesOnDomainController.aspx

Warning:
Setup can't verify that the "Host' (A) record for this computer exists within the DNS database on server 192,168.50.48.
For more information, visit: http://technet. microsoft.com/library(EXCHG.160)/ms.exch.setupreadiness.HostRecerdMissing.aspx

‘Warning:

Setup will prepare the organization for Exchange Server 2016 by using 'Setup /PrepareAD". No Exchange Server 2013 roles have beer
detected in this topology. After this operation, you will not be able to install any Exchange Server 2013 roles,

For more information, visit: http://technet. microsoft.com/library(EXCHG.160)/ms.exch.setupreadiness.MoE135erverWarning.aspx

Warning:

Setup will prepare the organization for Exchange Server 2016 by using 'Setup /PrepareAD". No Exchange Server 2010 roles have beer
detected in this topology. After this operation, you will not be able to install any Exchange Server 2010 roles.

For more information, visit: http://technet.microseft.com/library(EXCHG.160)/ms.exch.setupreadiness.MoE145erverWarning.aspx v

@& Exchange

427
428 25. Click Install.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X
Setup Progress
Step 1 of 15: Organization Preparation 7%
.
@8 Exchange
429
430 26. Wait for setup to complete.

431 2.3 SharePoint Server
432  As part of our enterprise emulation, we include a Microsoft SharePoint server. This section covers the

433 installation and configuration process used to set up SharePoint on a Windows Server 2012 R2 machine.

434 2.3.1 Install Roles and Features
435 1. Open Server Manager.
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2.

Server Manager

Server Manager * Dashboard @ ¢ e wm

'WELCOME TO SERVER MANAGER

B Local Server
Al Servers. .
= ﬂ Configure this local server
& File and Storage Services b
QUICK START
3
LI 4 Create a server group
ide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Server groups: 1 |

rvers totak: 1

;z‘:v‘;’cr‘eds Storge 1 All Servers
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Bl services Bl services
BPA results Performance Performance
BPA results BPA results
&/11/2017 938 AM &/11/20179:38 AM

Click Manage.

Server Manager

Server Manager * Dashboard @1 F

Manage  Tooks  View  Help

Add Roldand Features

Remove Roles and Features.

WELCOME TO SERVER MANAGER

Dashboard Add Servers

§ Local Server Create Server Group

i Al Servers . . B
5 ﬂ Configure this local server Server Manager Properties
B3 File and Storage Services b =
QUICK START
Add roles and features
3 Add other servers to manage
WHATS NEW
4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers totak: 1

i File and Storage

s 1 Al Servers
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Bl services Bl services
BPA results Performance Performance
BPA results BPA results
8/11/2017 938 AM 81172017 938 AM

3. Click Add Roles and Features.
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Server Manager * Dashl

Server Manager

Local Servi
i Al Server
R File and St

Before you begin

(== |

Add Roles and Features Wizard

=|@] x

[ e e e oy

DESTINATION SERVER
WIN-MRZBOTCRMO1

This wizard helps you install roles, role services, or features. You determine which roles, role sevices, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

= The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured

440
441

442

443
444

445
446

4. Click Next.

=

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
To continue, click Next.
[] Skip this page by default
< Previo u;; install
BPA results BPA results
5. Choose Role-based or feature-based installation.
' Server Manager -|a] x

Server Manager > Dashb

[ o 5

B Local Seryf

@ File and St

Before You B

.

allt

Add Roles and Features Wizard

Aseverdl - Select installation type

Select the installation type. You can install oles and features on a running physical computer or virtual

machine, or on an offine virtual hard disk (VHD).

® Role-based or feature-based installation

Configure a single server by adding roles, role senvices, and features.

©) Remote Desktop Services installation

Install required role sevices for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.

[=T= |

P toss ven ep

DESTINATION SERVER
WIN-MRZ307CRMO1

Hide

<reviows

Next Install Cancel

6. Click Next.

BPA results

BPA results

8/11/2017 9:38 AM 8/11/2017 938 AM

7. Choose Select a server from the server pool.
8. Choose the SharePoint server from the list.
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Server Manager

Server Manager *» Dashboard

Local Servf
Al Server:

R File and St

Befors You Begin

Select destination server

Add Roles and Features Wizard

DESTINATION SERVER
WIN-MRZBOTCRMO1

Select a server or a virtual hard disk on which to install roles and features.

clect 3 server from the server pool
0 Select a virtual hard disk

Server Pool

(=T |

it \

Mame 1P Addr

Operating System

WIN-MR2BOTCRMO1 _192.168.50.50 _Microsoft Windows Server 20

Hide

1 Computerls) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offine servers and newly-added servers from which data
calection is stillincorplete are not shown.

<Previows | [ Neatly | Cancel

BPA results BPA results

8/11/2017 938 AM

8/11/2017 938 AM

447
448

449

9. Click Next.

Server Manager * Dashboal

10. Check Application Server Role.

Server Manager

B Local Serv|

i Al Server:
5 Fileand s
Before You Bagin

Install

Application
Role Services

Confirmation

Select server roles

Add Roles and Features Wizard

DESTINATION SERVER
WIN-MR2EOTCRMOT

Select one or more roles ta install on the selected server.

Roles Description

~]  Application Server provides central
management and hosting of high-
performance distributed business.
applications such as those built with
Enterprise Services and .NET
Framework 4.5

[ Active Directory Certficate Services

[ Active Directory Domain Services

[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services

[J DHCP Server

[ DN Server

[ FaxServer

] File and Storage Sevices (1 of 12 instalied)
[ Hyperv

[ Network Policy and Access Serices

[ Print and Document Services
[] Remote Access
[ Remote Desktop Services

< Previous | [ Nea> | Install Cancel

[BE )

I ¢

Manage

Tool

View  H

Hide

BPA results BPA results

8/11/2017 948 AM 8/,

12017 9:48 AM

450
451

452

11. Click Next.

12. Check IIS Hostable Web Core.
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Server Manager * Dashboard

Server Manager

al x

Manage Tools  View  Help

B Local Servf

i Alserversl - Select features
R File and S

Before You Begin

Installation Features

[ Data Center Bridging

[ Direct Play

[] Enhanced Storage

[ Failover Clustering

[ Group Policy Management
IS Hostable Web C

[ Ink and Handwriting Services
[ Intemet Printing Clent

[ iSNS Server service
O LPR Port Monitor

7] M Foundtion
b [ Message Quesing

< w

Add Roles and Features Wizard

DESTINATION SERVER
WIN-MR2EOTCRMOT

Select one or more features to install on the selected server.

Description

A| 1S Hostable Web Core enables you
towrite custom code that will host
core IIs functionality in your own
application. HWC enables your
application to serve HTTP requests

= anduseitsomn
applicationHost.config and root
web.config configuration files. The
HWC application extension is
contained in the hwebcoredil file

[ 1 Address Management (PAM) Server

[ Management ODsts IS Extension

[rrevious] [ measy ] Instal Cancel

BE |

Hide

BPA results BPA results

8/11/2017 958 AM

1172017 9:58 AM

453
454 13. Click Next.

=

Server Manager * Dashboard

Server Manager

Manage  Tools

(' o 8

¥ Local Serv|

Aliserversl - Application Server
B3 File and &

Before You Bagin

Add Roles and Features Wizard

DESTINATION SERVER
N-MR2EOTCRMOT

Application Server hosts and centrally manages applications that interoperate with systems on the

Installation Ty i

network such databases, . and Web
i d Serveralso licati

Message Queuing.

Things to note

Confirmation

through integrated services such as the NET Framevork 4.5, COM-, Web Server (I5) Support, and

BE |

Hide

More information about Application Server N
<brevious | [ Next> | Install Cancel
BPA resulls BPAresults
81172017 9:58 AM [

/11/2017 8:58 AM

455
456 14. Click Next.

457 15. Check all boxes under Application Server Role Services.
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Server Manager a

Manage  Tools

& Add Roles and Features Wizard =

Local Servf

INATION SERVER
Al Servers WIN-MRZBOTCRMOT

R File and st
Select the role services to instalfor Application Server
Role services Description
S TCP Activation supports process
HET Framesrdgls activation via TCP. Applications that
COM+ Network Access use TCP Activation can start and
4 [V Distributed Transactions stop dynamically in response to
work items that arrive over th
Ws-Atomic Transactions ol
incoming Network Transactions
e Outgoing Network Transactions Hide
TCP Port Sharing
Web Server (I5) Support
4 [ Windows Process Activation Service Support

HTTP Activation

Message Queuing Activation
Named Pipes Activation

<Bevon | [ ety | [

BPA results BPA results

2017 9:58 AM

8/11/2017 958 AM 8

458
459 16. Click Next.

460 17. Choose Create a self-signed certificate.
2 Server Manager o

Manage  Tools

Server Manager * Dashboard

e /Add Roles and Features Wizard [x]

i Local Sen
: : DESTINATION scvER
Alseverll - Choose a Server Authentication Certificate for SSL Encryption  wa:wmsoresor
B Fileand S
Before You Begin When clients, WS-Atomic i kets Layer
e (SSL) protecsl to Choose s
newalaton T encryption to add to the default site in Internet Information Services (IS).
Server Selection Choose an existing certificate for SSL encryption (recommended)
This opton s for scenario.

an external certfication authority (CA}; or you can use a certificate issued by your own internal CAif
the CAls trusted by clients connecting to this server. The subject name of the certificate must
match the host name of this server.

Issued To Issued By Expiration Date  Intended Purpose Pt

Role Servics

Hide

Refresh

For WS-AT to function, you must configure this server with a valid certificate.

i T et | [ Cancel

BPA results BPA results

8/11/2017 958 AM 8/11/2017 958 AM

461
462 18. Click Next.
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Server Manager *

Server Manager

Dashboard

Manage

Tools

View

Local Servy
Ansenerst  \Web Server Role (I

& Fileand St

Application

Role Servic:

Server Authentication.

[= o |

Add Roles and Features Wizard

oesmuanonseveR
IS) WNARZROTCRNOY

Web servers are computers that et you share information over the Internet, or through intranets and
extranets, The Web Server role includes Intemet Information Services (1) 8.5 with enhanced security,
d d a unified Web platform 1IS 8.5, ASP.NET, and Windows
Communication Foundation.

Things to note:

* Using Wind s 0 canhelp
server trffic, espcially when there are multiple roles on this computer

of Web

* The default installation for the Wb Server (IS) role includes the installation of role services that
enable you to serve static content, make miner customizations (such as default documents and HTTP
ervors), monitor and log server activity, and configure static content compression.

Hide

More information about Web Server IIS

[Shevous] [ net

Cancel

BPA results BPA results

8/1172017 958 AM

8/11/2017 958 AM

463
464

465

19. Click Next.

=

20. Check all boxes under Web Server (1IS) Role Services.

Server Manager

Server Manager > Dashboard

(

)

I ¢

Manage

Tools

View

[ o 5

Local Servf

Alsenerst  Select role services
W File and St
Before You Begin

Installation

Hide

Add Roles and Features Wizard =
sesTaTioN
i Rzs0TCRMOT
Select the role services o instalfor Web Server (I5)
Role services Descrption
. 7] Management Servie allows the
WEb I Web server to be managed remotely
Common HTT Festures e
Default Document = Manager
Directory Browsing
HTTP Erors
Static Content
HTTP Redirection
WebDAV Publishing
4 [& Health and Diagnostics
HITP Logging
Custom Logging
Logging Tools
ODBC Logging
Request Moritor
< [ >
<previous | [ New> Cancel

BPA results BPA results

8/11/201710:28 AM

466
467

468

21. Click Next.

22. Check Restart the destination server automatically if required.
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= Server Manager =8| %

rver Manager * Dashb | ¥ Manage Toos  view hep

& Add Roles and Features Wizard =[x

B Local Serv|

B miseversl - Confirm installation selections nNRIBOTCRMOT
R File and St

Before You Begin To install the following roles, role services, o features on selected server, click Install

Installation Type Restart server automatically i required

Server el Optional features (such as acministration tools) might be displayed on this page because they have

been selected automatically. If you do not want to instal these optional features, click Previous to clear
their check boxes.

Server Roles

NET Framework 3.5 Features
NET Framework 3.5 (includes NET 2.0 and 3.0)

NET Framework 4.5 Features Hide
ASPNET 45
2 WCF Services
Fole Servi HTTP Activation
g Gueang (4@ et
Named Pipe Activation
TCP Activation

Application Server S

Export configuration settings
Specify an altemate source path

<Previous | [ Next> sty ] [ Cancel

BPA results BPA results

8/11/2017 1028 AM 8/11/2017 1028 AM

469
470 23. Click Install.

471 24. The server may automatically restart.
472 25. Right click the .ISO file for SharePoint Server.
473 26. Choose Mount.

474  2.3.2 Install SharePoint

475 1. Navigate to the main directory of the ISO.
kol | E} R Application Tools DvD DﬁVE'fEl_iﬁﬂ.435i.1m = -

Home Share View Manage v 0
© = 4 [k » ThisPC » DVD Drive (E) 16.04351.1000 v & ] [ search VD Drive (£ 16.0.435.. 2 |
S Favorites Name : Date modified Type Size kel
B Desktop | catalog 2/11/2016 3:33 AM  File folder
& Downloads .. files 2/11/2016 3:33 AM  File folder
=l Recent places .. global 2/11/2016 3:33 AM  File folder
.. prerequisiteinstallerfiles 2/11/2016 3:32 AM  File folder
1% This PC | setup 2/11/2016 3:32 AM  File folder
\. updates 2/11/2016 3:32AM  File folder
€ Metwork |, wss.en-us 2/11/20163:33 AM  File folder
\%| api-ms-win-crt-convert-11-1-0.dll /2015 2:30 PM Application extens... 23 KB =
%] api-ms-win-crt-filesystem-11-1-0.dll Application extens, 21KB
\%| api-ms-win-crt-heap-11-1-0.dll Application extens 20 KB
\%| api-ms-win-crt-locale-11-1-0.dll Application extens... 19KB
|%| api-ms-win-crt-math-11-1-0.dll Application extens... 28 KB
|%| api-ms-win-crt-runtime-11-1-0.dIl Application extens... 23KB
\%| api-ms-win-crt-stdie-11-1-0.dll Application extens... 25 KB
\%| api-ms-win-crt-string-11-1-0.dll Application extens... 25 KB
m auterun 0151205 PM  Icon 2KB ||
4 | autorun 5/28/201312:05 PM  Setup Information 1KB
[ default 11/24/2015 1:22 AM  HTML Application 14 KB
| 'i"; prerequisiteinstaller . 2/10/2016 10:13 AM  Application 973 KB
=] readme b 9/23/2015 2:28 PM  HTM File 1KB
setup z?;ia?;ﬁg”tinn Windows Comma... 1KB
27items  1item selected 972 KB Date modified: 2/10/2016 10:13 AM

476
477 2. Double click pre-requisite installer.

NIST SP 1800-11C: Data Integrity



DRAFT

Welcome to the Microsoft® SharePoint® 2013
Products Preparation Tool

The Microgoft® SharePoint® 2013 Products Preparation Toal checks your computer for
required products and updates. t may connect to the intemet to download products from the
Microzoft Download Center. The tool installs and configures the following products:

|- Microsoft .MET Framework 4.5 |
* Windows Management Framewor 3.0

* Application Server Role, Web Server (11S) Role

* Microsoft SQL Server 2008 R2 5P1 Native Client

* Windows |dentity Foundation (KBS74405)

* Microsoft Sync Framework Runtime v1.0 SP1 {64)

* Windows Server AppFabric

* Microsoft Idertity BExtensions

* Microsoft Information Protection and Control Client

* Microsoft WCF Data Services 5.0

* Cumulative Update Package 1 for Microsoft AppFabric 1.1 for Windows Server [
(KB2671763) [~]

Leam more about these prerequisites

| <Back || Net> | | Cancel
478
479 3. Click Next.
480 4. Click I accept the terms of the License agreement.
License Terms for software products.
This solution requires that you install each of the following software modules and agree to their license terms. Please
review the license temms.
MICRCSCFT SCOFTWARE LICENSE TERMS sl
Below are two zsets of License Terms that cover ten different Microsoft ]
products. The products covered by these license terms are:
LICENSE 1
Microsoft Windows Identity Foundation 1.0
Microsoft Windows Management Framework 3.0
LICENSE 2
Microsoft Sync Framework Runtime 1.0 SP1 ™
Be sure to carefully read and understand all of the rights and restrictions described in the EULA. You must accept the temms of
the EULA before the products can be downloaded and installed on your computer.
| have read, understood, and agreed to the terms of the End User License Agreement(s) and so signify by clicking "l accept the:
terms of the License Agreement(z)" and using these products.
[ | accept the terms of the License Agreementis)
<Back || Nwt> | [ Cancel
481
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5. Click Next.
6. Resolve any dependencies and repeat steps 2-5.

Microsoft® SharePoint® 2013 Products Preparation Tool

There was an error during installation.

The tool was unable to install Application Server Role, Web Server {[15) Role.

taken)

action taken)

taken)

installed ino action taken)
* Microsoft WCF Data Services 5.0: Installation skipped

Review the log file

» o lastivea | Indsta Panlrana 1 far Micmnonft Snn Fabric 1 1 far Windmse Sanear

|- Microsoft .\NET Framework 4.5: equivalent products already installed ino action ~
* Windows Management Framework 3.0: equivalent products already installed ino

* Application Server Role, Web Server {|1S) Role: configuration emor

* Microsoft SQL Server 2008 R2 SP1 Native Client: Installation skipped

* Windows ldentity Foundation (KBS74405): was already installed no action taken)

* Microsoft Sync Framework Runtime v1.0 SP1 (64): was already installed (no action

* Windows Server AppFabric: was already installed (no action taken)
* Microsoft Identity Extensions: equivalent products already installed {no action taken)
* Microsoft Information Protection and Control Client: equivalent products already

It is recommended that you keep your Windows operating system up to date on http://

windowsupdate microsoft .com.

Leam more about these prerequisites

7. After the successful installation, click Finish.
8. The server may automatically restart.

9. Remount the .ISO file for SharePoint Server.
10. Navigate to the main directory of the .ISO file.

< Back | Fmitb\f | Cancel
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Application Tools

Home Share View Manage v 0
® = 1 [Bd » ThisPC » DD Diive (F) 15.0.420.1017 v ¢ [ SearchDVD Diive (F) 15.0442., 2 |
< s I T I
I Desktop |\ setup 10/2/20121:26PM  File folder
& Downloads || sms.en-us 10/2/20121:26PM  File folder
] Recent places | spr.en-us 10/2/2012 1:26 PM  File folder
| sglemui.en-us 10/2/2012 1:26 PM File folder
18 This PC | updates 10/2/2012 1:26 PM  File folder
| visioserver.en-us 10/2/2012 1:26 PM File folder
€ Network | wasrv.en-us 10/2/20121:26 PM  File folder
| wdsrv.en-us 10/2/2012 1:26 PM File folder — B
| WsS.EN-Us 10/2/2012 1:26 PM File folder
|\ xlserver.en-us 10/2/2012 1:26 PM File folder
el autorun 12/13/2011 1:05 PM  ICO File 2KB
4 | autorun 12/13/20171 1:05 PM  Setup Information 1KB
™ default 8/29/201210:00 AM  HTML Application 14 KB
(%] msver100.dIl 12/14/201111:50 .. Application extens... 210KB =
15 prerequisiteinstaller 10/1/20125:22 PM Application 1,602 KB
=] readme 5/19/2012 &02 PM  HTM File 1KB
setup 12/13/2011 1:05 PM  Windows CDmIE@... 1KB
(%] setup.dll 10/1/2012 5:23 PM Application extens... 1,036 KB
I] setup 10/1/20125:25PM  Application 210KB
i | splash 9/29/2012 10:00 AM  HTML Application 3KB
(%] svrsetup.dil 10/1/20125:22 PM Application extens... 9,687 KB vl
489 35items 1 item selected 183 bytes =

490 11. Double click the program called setup.

Review hardware and software requiremen
Read the installation guide

Read the upgrade guide

nstall

Install software prerequisi

it product website

491
492 12. Click Install SharePoint Server.

493 13. Enter your product key when prompted.
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? Enter your Product Key °

Need to find your Product Key?

Your Product Key i1s 25 characters and is typically found in your product
packaging. If you cannot find your Product Key, click the “Learn more about
Product Keys and see examples” link.

Learn more about Product Keys and see examples

[y

494

495 14. Click Continue.

496 15. Check I accept the terms of this agreement.

_ _ %)
Read the Microsoft Software License Terms
To continue you must accept the terms of this agreement. If you do not want to accept
the Microsoft Software License Terms, close this window to cancel the installation.
MICROSOFT EVALUATION SOFTWARE LICENSE TERMS E_
MICROSOFT SHAREPOINT SERVER 2013 |
MICROSOFT SHAREPOINT SERVER 2013 FOR INTERMNET SITES
MICROSOFT SHAREPQINT FOUMNDATION 2013
MICROSOFT 5QL SERVER 2008 R2 EXPRESS
Below are two separate sets of terms for Microsoft SharePoint Server 2013,
Also below are the license terms for Microsoft SharePoint Foundation

2013 and Microsoft SQL Server 2008 R2 Express Edition, the technical pre-
requisites for Microsoft SharePoint Server 2013, Only one set of the
Microsoft SharePoint Server 2013 applies to you. Your product key will
determine which terms apply to you. If you have a Trial product key, then
the Trial Terms below apply to you. If you do not have a Trial Product key,
then the following Natice applies to you:
NOTICE -
Your use of this software is subiect to the terms and conditions of the 25
E | accept the terms of this agreement

497

498 16. Click Continue.

499 17. Choose which Server Type fits your organization's purposes.
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Server Type | File Location
Server Type

Select the type of installation you want to install on the server,

) Complete - Use for production environments.
+ Installs all components to a farm that you can expand with more servers,
» Requires SOL Server 2008 R2 SP1 [minimum requirement).

(O] Stand-alone - Use for trial or development environments,
+ Installs all components on a single server.
+ This installation cannot add servers to create a SharePoint farm.
+ Includes 5L Server 2008 R2 Express Edition with SP1 in English.

18. Click Install Now.
19. Wait for the installation to finish.
20. Check Run the SharePoint Products Configuration Wizard now.

Run Configuration Wizard

To complete configuration of your server, you must run the SharePoint Products
Configuration Wizard.

[] Bunthe SharePoint Products Configuration Wizard now.

21. Click Close.
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2.3.3 SharePoint Products Configuration Wizard

1. Click Next.

The following services may have to be started or reset during
cenfiguration:

Internet Information Services
SharePoint Administration Service
SharePoint Timer Service

Choose yes to restart the services if required and continue with the
cenfiguration wizard or no to exit the configuration wizard,

] W)

2. Click Yes.
3. Click Next.
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512 4. Wait for the configuration to complete (it may take up to 30 minutes depending on your
513 system).
SharePoint Products Configuration Wizard = -

Configuration Successful

Click Finish to desethis wizard and navigate to the default SharePoint Web Application hemepage. Theusers
may be prompted by theirweb browser forthe username in the form DOMAIN\User_Name and password to
access the site. At that prompt, enter the credentials that you used to logon to this computer. Add this site to
thelist of trusted sites when prompted.

514

515 5. Click Finish.

516 2.3.4 Configure SharePoint

517 1. Open a browser and navigate to http://sharepoint (replace sharepoint with the hostname or IP
518 address of the SharePoint server).

519 2. Choose the type of SharePoint template that fits your business needs. Example: Enterprise >
520 Document Center.
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SharePoint Newsfeed SkyDrive  Sites o#wlwin-mr2bo7crmo\administrator - £ 2
) SHARE =
Site Contents Template Selection
2013 experience version will be used
Select a template:
Collaboration | Enterprise  Publishing
=
Blog
Developer Site
Project Site
Community Site
A place to work together with a group of people
Solution Gallery
template in the Template Selection
section.

522 2.4 Windows Server Hyper-V Role

523  As part of our simulated enterprise, we include a Windows Hyper-V server. This section covers the
524 instructions for installing Windows Server Hyper-V on a Windows Server 2012 R2 machine.

525  The instructions for enabling the Windows Server Hyper-V Role are retrieved from
526  https://technet.microsoft.com/en-us/library/hh846766(v=ws.11).aspx and are replicated below for
527 preservation and ease of use.

528 2.4.1 Production Installation
529 1. In Server Manager, on the Manage menu, click Add Roles and Features.
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= Server Manager - | o [

e

Manage  Tools  View  Help

AddBoles and Features

Remove Roles and Features

Dashboard WELCOME TO SERVER MANAGER
Add Servers

Server Manager * Dashboard =

o e Create Server Group
L 0 Configure this local server st
QUICK START
2 Add roles and features
3 Add other servers to manage =
AT 4 Create a server group
5 Connect this server to cloud services
LEARN MORE s
ROLES AND SERVER GROUPS i
Roles:0 | Servergroups:1 | Servers totak 1
# Local Server 1 ii All Servers 1
@ Manageability @ Manageability
5 30 Events Events )
531 2. On the Before you begin page, verify that your destination server and network environment are
532 prepared for the role and feature you want to install.
[ Add Roles and Features Wizard - | o [N
Before you begin WIN-MRZEOTCRMO! DITEST

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

fou Begin

Server Selection i
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[] Skip this page by default

< Previous Install
533
534 3. Click Next.
535 4. On the Select installation type page, select Role-based or feature-based installation.
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DESTIMNATION SERVER

Select installation type WIN-MRZBOTCRMO1.DLTEST

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Befcre You Begin

. (@ Role-based or feature-based installation
Server Selection : 5 )
Configure a single server by adding roles, role services, and features.
Server Roles
O B te Deck p Se 3 . 11-

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Features

C<Previos | | Nl | | et | [ cancel |

5. Click Next.
6. On the Select destination server page, select a server from the server pool.

DESTIMATION SERVER

Select destination server WIN-MR2EOTCRMO1.DLTEST

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ue:ﬁ > Install Cancel

7. Click Next.
8. On the Select server roles page, select Hyper-V.
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9. To add the tools that you use to create and manage virtual machines, click Add Features.

Select server roles

Before You Begin

Select one or more roles to install on the selected server,

DESTINATION SERVER
WIN-MR2BOTCRMO1.DILTEST

Installation Typs Roles Description
Server Selection & i i
[] Active Directory Certificate Services el Lyect i provices the scices ter
) i you can use to create and manage
[ Active Directory Domain Services virtual machines and their resources.
Features ] Active Directory Federation Services Each virtual machine is a virtualized
Hyper-V Bton Discioiy lldweaht Direcin % computer system that operates in an
4 U TVE fre i |-g =g RS, EF_VICES isolated execution environment. This
Virtuzl Switches [[] Active Directory Rights Management Services allows you to run multiple operating
Migration b Application Server (Installed) = systems simultaneously.
Default Stores [ DHCP Server
DNS Server
Confirmation J
] Fax Server
I [®] File and Storage Services (2 of 12 installed)
[[] Metwork Policy and Access Services B
[] Print and Document Services
] Remote Access
[] Remote Desktop Services ™

< Previous ﬂEt B

Install Cancel

10. Click Next.

Select features

Before You Begin

Select one or more features to install on the selected server.

DESTIMATION SERVER
WIN-MR2BOTCRMO1.DITEST

Installation Type Features Description
Server Selection i
b ET Framework 3.5 Features (Installed) Lal A U brameworkc: 2 cambines the
Server Roles power of the .NET Framework 2.0
|3 NET Framework 4.5 Features (Installed) APls with new technologies for
> [ Background Intelligent Transfer Service (BITS) = building applications that offer
Hyper-v [ BitLocker Drive Encryption appealing user interfaces, protect
. —] your customers' personal identity
Virtual Switches [ BitLocker Network Unlock information, enable seamless and
Migration [] BranchCache secure communication, and provide
: the ability to model a range of
Default Stores L1 ieat 1o NES business processes.
. [] Data Center Bridging
Confirmation )
[ Direct Play
[] Enhanced Storage
[] Failover Clustering
[] Group Policy Management
lIS Hostable Web Core (Installed)
[ Ink and Handwriting Services L
— - o v
<] " EL
< Previous | | MNext >’\¢J | Install | | Cancel
545 i

546 11. Click Next.
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Hyper-V

Befcre You Begin
Installation Type
Server Selection

Server Roles

Features

Virtual Switches
Migration
Default Stores

Confirmation

DESTIMATION SERVER
WIN-MR2BOTCRMO1.DLTEST

Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines.
You can use virtual machines to consolidate multiple workloads on one physical server, to improve
server availability, and to increase efficiency in developing and testing software,

Things to note:

* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches.

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
machines.

More information about Hyper-V

|<2reviuu5 | | ﬂeﬂ)%J | Install || Cancel

12. Click Next.

13. On the Create Virtual Switches page, select the appropriate options.

&

Before You Begin
Installation Type
Server Selaction
Server Rolas

Features

Hyper-V

Migration
Default Stores

Confirmation

DESTINATION SERVER

Create Virtual Switches WIN-MR2EOTCRMO1.DLTEST

Virtual machines require virtual switches to communicate with other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

One virtual switch will be created for each network adapter you select. We recommend that you create
at least one virtual switch now to provide virtual machines with connectivity to a physical network. You
«can add, remaove, and modify your virtual switches later by using the Virtual Switch Manager.

Metwork adapters:

Mame Description
Ethernet Intel(R) PRO/1000 MT Network Connection

'JJ‘ We recommend that you reserve one network adapter for remote access to this server. To reserve a
network adapter, do not select it for use with a virtual switch.

< Previous ﬂgt > Install Cancel

14. Click Next.

15. On the Virtual Machine Migration page, select the appropriate options.
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DESTINATIOM SERVER

Virtual Machine Migration WIN-MR230TCRMO1.DLTEST

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
Installation Type you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

Before You Begin

Server Selection . R - .
[T] Allow this server to send and receive live migrations of virtual machines

Server Roles

Kithents

ation protocol

heslres Select the protocol you want to use to authenticate live migrations,
Hyper-V (®) Use Credential Security Support Provider (CredSSP)
Virtuzl Switches This protocol is less secure than Kerberos, but does not require you to set up constrained

delegation. To perform a live migration, you must be logged on to the source server.

() Use Kerberos
Default Stores This protocol is more secure but requires you to set up constrained delegation in your

Confirmation environment to perform tasks such as live migration when managing this server remotely.

If this server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster,

‘ <£reviuus| Mext > | | Install || Cancel
553 \_ﬂg

554 16. Click Next.
555 17. On the Default Stores page, select the appropriate options.
&

DESTINATION SERVER

Default Stores WIN-MR2BO7CRMO1.DLTEST

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files. You can change these default locations
Installation Type now, or you can change them later by modifying Hyper-V settings.

Server Selection

Before You Begin

Default location for virtual hard disk files:
Server Roles

CAUsers\Public\Documents\Hyper-V\Wirtual Hard Disks

Features
Hyper-V Default location for virtual machine configuration files:

Virtual Switches C:\ProgramData\Microsoft\Windows\Hyper-V

Confirmation

<£reviuus|: ﬂ:{\g)- ‘ | Install || Cancel

556
557 18. Click Next.
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19. On the Confirm installation selections page, select Restart the destination server automatically
if required.

= Add Roles and Features Wizard - | o [T
Confirm installation selections et

Before You Bagin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-¥
Remote Server Administration Tools

Role Administration Tools

Hyper-V Management Tools
Default Stores Hyper-V Module for Windows PowerShell

Hyper-V GUI Management Tools

Export configuration settings
Specify an alternate source path

< Previous Next > In H Cancel

20. Click Install.

21. When installation is finished, verify that Hyper-V installed correctly. Open the All Servers page in
Server Manager, select a server on which you installed Hyper-V. Check the Roles and
Features tile on the page for the selected server.

2.5 MS SQL Server

As part of both our enterprise emulation and data integrity solution, we include a Microsoft SQL Server.
This section covers the installation and configuration process used to set up Microsoft SQL Server on a
Windows Server 2012 R2 machine.

2.5.1 Install and Configure MS SQL
1. Acquire SQL Server 2014 Installation Media.
2. Locate the installation media in the machine and click on SQL2014_x64_ENU to launch SQL
Server Installation Center.
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A~
Planning Hardware and Software Requirements T
erlltion View the hardware and software requirements.

Maintenance Security Documentation
Tools View the security documentation,
Resources Online Release Notes 5
Advanced View the latest information about the release, %
Options ﬁ How to Get SOL Server Data Tecls
= 50L Server Data Tools provides an integrated environment for database developers to
carry out all their database design work for any SQL Server platform,
Gl?tﬁ\ System Cenfiguration Checker
Launch a tool to check for conditions that prevent a successful SQL Server installation.
H Install Upgrade Advisor
Upgrade Advisor analyzes any SOL Server 2012, SQL Server 2008 R2, SOL Server 2008 or
SOL Server 2005 compenents that are installed and identifies issues to fix either before
or after you upgrade to SOL Server 2014,
Online Installation Help
Launch the online installation documentation.
How to Get Started with SOL Server 2014 Failover Clustering
Read instructions on how to get started with SOL Server 2014 failover clustering.
How to Get Started with a PowerPivet for SharePoint Standalone Server Installation
- Read instructions on how to install PowerPivot for SharePoint in the fewest possible
Microsoft SQL Server2014 steps on a new SharePoint 2010 server,
573 ~
574 3. On the left menu, select Installation.
Planning % Mew SCGL Server stand-alone installation or add features to an existing installation
= Launch a wizard to install QL Server 2014 in a non-clustered environment or to add

features to an existing SOL Server 2014 instance.
MaintéRance

Tools % Mew SQL Server failover cluster installation

ool
Launch a wizard to install a single-node 5L Server 2014 failover cluster.

Resources

Advanced gal_?:ﬁ‘ Add node to a 5OL Server failover cluster
Launch a wizard to add a node to an existing SOL Server 2014 failover cluster.

Options

g Upgrade from SQL Server 2003, SQL Server 2008, SOL Server 2008 R2 or SOL Server 2012
Launch a wizard to upgrade SOL Server 2005, SOL Server 2008, SOL Server 2008 R2 or SQL
Server 2012 to SOL Server 2014,
Microsoft SQL Server 2014

575
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4. Select New SQL Server stand-alone installation or add features to an existing installation
will launch the SQL Server 2014 setup.

5.

e

Product Key

Specify the edition of SOL Server 2014 to install.

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

6. Click Next.

SQL Server 2014 Setup

_I:I-

Validate this instance of 5QL Server 2014 by entering the 25-character key from the Microsoft
certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such
as Evaluation or Express. Evaluation has the largest set of SQL Server features, as documented in SQL
Server Books Online, and is activated with a 180-day expiration. To upgrade from one edition to
another, run the Edition Upgrade Wizard,

O Specify a free edition:

Evaluation

@) Enter the product key:

= = =

In the Product Key section, enter your product key.

= Back

sl

| | Cancel

. This
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o

License Terms

SQL Server 2014 Setup = | = -

To install SOL Server 2014, you must accept the Microsoft Software License Terms,

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Feature Cenfiguration Rules
Ready to Install
Installation Progress

Complete

MICROSOFT SOFTWARE LICENSE TERMS -

MICROSOFT SQL SERVER 2014 ENTERPRISE SERVER/CAL EDITION

These license terms are an agreement between Microsoft Corporation (or based on where you

live, one of its affiliates) and you. Please read them. They apply to the software named above,

which includes the media on which you received it, if any. The terms also apply to any Microsoft

* updates,

e supplements, s

Ba 9

Copy  Print

| accept the license terms.

Turn on Customer Experience Improvement Program ("CEIP") and Error Reporting to help improve the
quality, reliability and performance of Microsoft SQL Server 2014,

o

See the Microsoft SQL Server 2014 Privacy Statement for more information.

* Microsoft SOL Server 2014 also includes a Visual Studio component that will have CEIP settings turned
off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studic.

| < Back ‘ | Next e | | Cancel

7. Inthe License Terms section, read and click | accept the license terms.

8. Click Next.

9. Inthe Install Rules section, note and resolve any further conflicts.
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Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
«can continue.

Windows Firewall Warning

Product Key Operation completed, Passed: 6. Failed 0. Warning 1. Skipped 0.
Global Rules
Product Updates Hide details <<
Install Setup Files View detailed report
Install Rules
Setup Role Rule Status
Feature Selection @ Fusion Active Template Library (ATL) Passed
Feature Rules @ Previous releases of SOL Server 2008 Business Intelligence Devel... | Passed
Feature Configuration Rules @ Consistency validation for SQOL Server registry keys Passed
Ready to Install @ Computer domain controller Passed
Installation Progress (@ | Microsoft .NET Application Security Passed
Complete -ﬁ

@

Block install when Microsoft SOL Server 2014 CTP1 is present. Passed

C<isck || Neafy [[ Gned [ el
585 |
586 10. Click Next.

587 11. In the Setup Role section, select SQL Server Feature Installation.

Setup Role

Click the SOL Server Feature ion option to indivi ly select which feature components to install, or click a
feature role to install a specific configuration.

Product Key (®) 50U Server Feature Installation

License Terms Install SQL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,

Global Rules and other features,

Product Updates () S0OL Server PowerPivot for SharePoint

Install Setup Files Install PowerPivot for SharePoint on a new or existing SharePoint server to support PowerPivot data

Install Rules access in the farm. Optionally, add the SQL Server relational database engine to use as the new farm's
database server.

Eeatii=Seleching Add SQL Server Database Relational Engine Services to this installation,

Feature Rules () All Features With Defaults

Feature Configuration Rules Install all features using default values for the service accounts.

Ready to Install
Installaticn Progress
Complete

< Back | \_&eﬂ) | | Cancel | | Help
588
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12. Click Next.

13. In the Feature Selection section, select the following:
a. Database Engine Services
b. Client Tools Connectivity
c. Client Tools Backwards Compatibility
d. Client Tools SDK
e. Management Tools — Basic
f. Management Tools — Complete
g. SQL Client Connectivity SDK
h. Any other desired features

o

Feature Selection

SQL Server 2014 Setup

Select the Enterprise features to install.

Product Key

License Terms

Glebal Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

14. Click Next.

Features:

Instance Features ~

Feature description:

The configuration and operation of each ~
[w] Database Engine Services instance feature of a SOL Server instance is =
g =
[[] 5QL Server Replication isalatet.i from other SCL Server instan(gs. saL
[ Full-Text and Semantic Extractions for Seal o Server instances can operate side-by-side on | v
[[] Data Quality Services Prerequisites for selected features:
S :nalysfs Sesmc.es Nati Already installed: s
o Eparting Senices Native . Windows PowerShell 2.0
pied bentites ] L. Micrnenft .NFT Framework 3.5 hid
[ ] Reporting Services - SharePoint < >
] Repnrtlng.SeM.ces Add-in for SharePoint Proc D
[_] Data Quality Client
Client Tools Connectivity Drive C: 2534 MB required, 21593 MB available | ~
[] Integration Services 54
< m > ~
Select All | ‘ Unselect Al |

Instance oot directory:
Shared feature directory:

Shared feature directory (x86):

|C:\Prugram Files\Microseft SQL Server\,

||

Ch\Program Files\Microsoft SOL Server\

C\Program Files (x86)\Microsoft S0L Server\

‘ < Back | ‘ Next >k ‘ | Cancel

Help

15. In the Instance Configuration section, select Default instance.
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Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Product Key (®) Default instance
License Terms
Global Rules
Product Updates

O Named instance: [ MSSQLSERVER |

Install Setup Files Instance ID: ‘MSSQLSERVER |
Install Rules

Setup Role
Feature Selection SQL Serverdirectory:  C\Program Files\Microsoft SOL Server\MSSCQL12.MSSCLSERVER

Feature Rules
Instance Configuration

Installed instances:

Server Configuration Instance Name Instance ID Features Edition Version

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

602 § d
603 16. Click Next.

Server Configuration
Specify the service accounts and collation configuration.
Product Key Service Accounts | Collation
License Terms
Global Rules Microsoft recommends that you use a separate account for each SQL Server service,
Product Updates Service Account Name Password Startup Type
Install Setup Files MNT Service\SOLSERVERA... Manual v
Install Rules SCL Server Database Engine MT Service\MSS0LSERVER Autornatic W
Setup Role SQL Server Browser NT AUTHORITVALOCAL ... Disabled v
Feature Selection
Feature Rules
Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install
Installation Progress
Complete
| < Back | | q:gt > | | Cancel | | Help
604 1
605 17. In the Server Configuration section, click Next.
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606 18. In the Database Engine Configuration section, make sure Mixed Mode is selected.
607 19. Add all desired users as Administrators under Specify SQL Server Administrators by pressing
608 Add Current User.
609 a. For Domain accounts, simply type in SDOMAINNAME\SUSERNAME into Enter the
610 object names to select textbox.
611 b. Click OK.
612 c. Forlocal computer accounts, click on locations and select the computers name.
613 d. Click OK.
614 e. Type the username into the Enter the object names to select textbox.
615 f.  Once you are finished adding users, click Next.
bt SQL Server 2014 Setup - | o[
Database Engine Configuration
Specify Database Engine authentication security mode, administrators and data directories.

Product Key Server Configuration |Data Directories | FILESTREAM

License Terms o . .

Global Rules Specify the authentication mode and administrators for the Database Engine.

Product Updates Authentication Mode

el A A O Windows authentication mode

Install Rules P X X s

(® Mixed Mode (SQL Server authentication and Windows authentication)

Setup Role

Feature Selection Specify the password for the SOL Server system administrator (sa) account.

Feature Rules Enter password: |..uuuuuu. |

Instance Configuration

Server Configuration (nhzn peeswoi |..“.""“"“ |

Database Engine Configuration Specify SOL Server administrators

Feature Configuration Rulcy SQL Server administrators

Ready to Install have unrestricted access

Installation Progress to the Database Engine.

Complete

| Add Current User ‘ | Add... | | Remave |
‘ < Back ‘ | uefxt> | | Cancel | | Help

616
617 20. In the Ready to install section, verify the installation and click Install.
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Ready to Install

Verify the SOL Server 2014 features to be installed.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install SQL Server 2014:

= Summary -~
- Edition: Enterprise

- Action: Install (Product Update)

[=I- Prerequisites =
E| Already installed:

Windows PowerShell 2.0

Microseft MET Framework 3.5

Microseft MET Framework 4.0

o be installed from media:

Microseft Visual Studie 2010 Redistributables

Microseft Visual Studie 2010 Shell

[=- General Configuration

é Features

Database Engine Services

Client Tools Connectivity

Client Tools Backwards Compatibility

Client Tools SDK

Trnle . Rari

Configuration file path:

| Ch\Program Files\Microsoft 5QL Server\12005etup Bootstrap\Log20170814_070653\ConfigurationFile.ini |

| < Back || 1ns1.T$J| Cancel || Help |

21. Wait for the install to finish.

Complete

Your SQL Server 2014 installation completed successfully with product updates,

Product Key

License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Instance Configuration
Server Configuration

D Engine C

Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Information about the Setup operation or possible next steps:

Feature Status | Hal

Succeeded

4 Management Tools - Complete
(@ Client Tools Connectivity
(& Client Tools SDK

Succeeded
Succeeded
Succeeded
Succeeded

Succeeded

Details:

Viewing Product Documentation for SQL Server [~

Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to

your local computer. For more information, see Use Microsoft Books Online for SQL Server

(<http://go. microsoft. com/fwlink/?LinkID=299578>). w1

Summary log file has been saved to the following location:

LC:\Program Files\Microsoft SQL Senver\120\Setup BootstraphLogh20170814 0?0653\Sum@g WIN-

MRZBOTCRMCT 20170814 070653t
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2.5.2 Open Port on Firewall
1. Open Windows Firewall with Advanced Security.

File Action View Help

Y

3 Inbound Ryles
K3 Outboundfules
$a Connection Security Rules
1 B Monitoring

‘ Windows Frewsll with Advanced Securty provides network sscury for Windows computers

Overview

Domain Profile

@ Windows Frewallis on

® Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a rule are allowed

Private Profile

@ Windows Firewallis on

© Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match ke ars allowed
Public Profile is Active

@ Windows Firewallis on

® Inbound connections that do not maich a rule are blocked
@ Outbound connections that do not match a rule are allowed.

Windaws Firewall Properics

Getting Started

Creste connection securty ruies to speciy how and when connections between computers are authenticated and
protected by using Intemet Protocol securty (IFseo)

Connection Security Rules

View and create firewall rules

Creste firewall rules to allow or block connections to specfied programs or ports. You can also llow 3 connection «
it is autherticated, or it comes from an autherized user, group, or computer. By defautt, inbound connections are |
blocked unless they match 2 nule that allows them, and outbound connections are allowed unless they match a rule
blocks them

| < >

<] 1] [ [>

W Windows Firewall with Advancd [ e i P T | Actions

&) Import Policy...

&) Export Policy...
Restore Default Policy
Diagnose / Repair
View

Refresh

Properties

2. Click Inbound Rules and then New Rule.
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File Action

N

{nbnd e Name Group Profile  Enabled A~ || Inbound Rules -
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... Al Mo
¥ Connction Security Rules :BranchCa(hE Hosted Cache Server (HTT... BranchCache - Hosted Cach... Al Mo @ NEWRUI{’:'}

b %, Moritoring @ BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All No T Filter by Profile 4
@ cOM-+ Network Access (DCOM-In) COM+ Network Access Al Yes T Filter by State »
@ COM-+ Remote Administration (DCOM-In) COM+ Remote Administrati... Al Mo =\ 7 Fitter by Group »
(@) Core Networking - Destination Unreacha... Core Networking Al Yes = :
(@) Core Networking - Destination Unreacha... Core Networking Al Yes )
(@ Core Netwerking - Dynamic Host Config... Core Networking All Yes 1G] Refresh
(@ Core Netwerking - Dynamic Host Cenfig... Core Networking Al Yes |2 Export List...
(@ Core Networking - Internet Group Mana...  Core Networking Al Yes ANE Hep
(@ Core Netwerking - IPHTTPS (TCP-In) Core Networking Al Yes A
(@ Core Networking - 1PV6 (IPv6-In) Core Networking Al Yes A
(@ Core Networking - Multicast Listener Do...  Core Networking Al Yes A
(@ Core Networking - Multicast Listener Qu...  Core Networking Al Yes A
(@ Core Networking - Multicast Listener Rep... Core Networking Al Yes A
(@) Core Networking - Multicast Listener Rep... Core Networking Al Yes A
(@) Core Networking - Neighbor Discovery A... Core Networking Al Yes A
(@ Core Networking - Neighbor Discovery 5. Core Networking Al Yes A
(@) Core Networking - Packet Too Big (ICMP... Core Networking Al Yes A
(@ Core Networking - Parameter Problem (I Core Networking Al Yes A
(@) Core Networking - Router Advertisement... Core Networking Al Yes A
(@) Core Networking - Router Solicitation (IC... Core Networking Al Yes A
(@ Core Networking - Teredo (UDP-In) Core Netwarking Al Yes A
@) Core Networking - Time Exceeded (ICMP... Core Networking Al Yes A
(@ Distributed Transaction Coordinater (RPC) Distributed Transaction Coo... Al Yes A
(@ Distributed Transaction Coordinator (RP... Distributed Transaction Coo... Al Yes A
(@ Distributed Transaction Coordinator (TC... Distributed Transaction Coo... Al Yes A
@ File 2nd Printer Sharing (Echo Request - |... File and Printer Sharing Al No A
@ File 2nd Printer Sharing (Echo Request - I... File and Printer Sharing Al No A
@ File and Printer Sharing (LLMNR-UDP-In) ~ File and Printer Sharing Al No A
@ File 2nd Printer Sharing (NB-Datagram-In) ~ File and Printer Sharing Al No A
@ File and Printer Sharing (NB-Name-In) ~ File and Printer Sharing Al No A

<[ wm ] > >
New Rule...

3. Select Port.

4. Click Next.

5. Select TCP and Specific local ports.
6. Type 1433 into the text field.
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Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ FRule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ® TCP
@ Action O upP
@ Profile
@ Hans Does this e apply to all local ports or specific local ports?
) All local ports
® Specific local ports: |‘|433
Example: 80, 443, 5000-5010
630
631 7. Click Next.
632 8. Select Allow the connection.
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Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports

: ® Allow the connection
@ Action This includes connections that are protected with |Psec as well as those are not.
@ Profile
N () Allow the connection if it is secure

& 00s This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

N

) Block the connection

<Back || MNew> || Cancel
633
634 9. Click Next.
635 10. Select all applicable locations.
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Profile
Specify the profiles for which this rule applies.
Steps:
@ FRule Type When does this rule apply?
@ Protocol and Ports
@ Action [| Domain
@ Profile Applies when a computer is connected to its corporate domain.
@ Name [+ Private

Applies when a computer is connected to a private network location, such as a home

or work place.

¥ Public
Applies when a computer is connected to a public network location.
B[ e ) [ G
11. Click Next.

12. Name the rule Allow SQL Access.

NIST SP 1800-11C: Data Integrity

94



639
640

641
642

643

DRAFT

P New Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:
@ FRule Type
@ Protocol and Ports

@ Action
@ Profils B

Allow SGL Access
@ Name

Description (optional):

<Back || Emdy ||

Cancel

13. Click Finish.

2.5.3 Add a New Login to the Database
1. Open SQL Server Management Studio.

48 Microsoft SQL Server Management Studio (Administrator)
File Edit View Tools Window Help

PGl T | Newauey (GEEDR | 4 B0 o - 3-5 g
Object Explorer v X
Connect~ 3 3J & T 2] .4

[ N -] o

Connect to Server

Microsoft SQL Server 2014

e 5

WINMR2BOTCRMO! \Administrator

[ | (G | [ | [omemm
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2. Hit Connect to connect to the database.
3. Inthe Object Explorer window, expand the Security folder.

Microsoft SQL Server Management Studio (Administrator)

s [SSE

File Edit View Debug Tools Window Help

Object Explorer
Connect~ 3} % m T & 5
= [ WIN-MRIBOTCRMOT (SQL Server 120
) (3 Databases
= £ Security
=
1 (3 Shyer Roles
® (3 Credentials
2 Cryptographic Providers
w (3 Audits
5 3 Server Audit Specifications
) (3 Server Objects
I (3 Replication
e £ AlwaysOn High Availabiity
= £ Management
) (3 Integretion Services Catalogs
2 SQL Server Agent (Agent XPs disabl

4. Rightclick on the Logins folder and click New Login....
5. Input the desired user.

Microsoft SQL Server Management Studio (Administrator) —|a| x

o [SSGE.

File Edit View Debug Tools Window Help
Pl -5 | D NewQuey [y £ D £
Object Eplorer
Connect~ 3} % m T 2] .5

= (B WIN-MRZBOTCRMO! (SQL Server 120
= (3 Databases

Selecta poge g A
= o Tsemt ~ [FHep
# (3 Logins 138 Server Roles
(3 Server Roles ) User Mopping Login e Search
s P Securables
o Ch & Status indows authertication

& [ Cryptographic Providers

= [ Audits SGL Server authenication

 C3 Sever Audit Specifcations [—

& [ AlwaysOn High Availability
& [ Management
[ Integration Services Catalogs

force password policy
5 SQL Server Agent (Agert XPs disabl

force password expiration

jser must chiange password at nextlogin
iappedto cetiicate

lappedto asymmetic key
. [ Map o Credential
. Mapped Crederticls Credertil Provider
WINMRZBOTCRNOT
cton
WINMR2BOTCRMO T\ Adrministrad

33 View connection properies:

Defauit database:

6. Click OK.
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2.6 HPE ArcSight Enterprise Security Manager (ESM)

HPE ArcSight Enterprise Security Manager is primarily a log collection/analysis tool with features for

sorting, filtering, correlating, and reporting information from logs. It is adaptable to logs generated by
various systems, applications, and security solutions.

This installation guide assumes a pre-configured CentQS 7 Virtual Machine with ESM already installed

and licensed. This section covers the installation and configuration process used to set up ArcSight

agents on various machines.

2.6.1 Install Individual ArcSight Windows Connectors

1. Logintoyour DNS server.

L3

& DNS Manager =1 E
File Action View Help
e« nEEGE igs
fﬁ DS MName Type Data Timestam
4 7 WIN-MR2BOTCRMO1.DLTES -1 _msdes -
b Global Logs | _sites iz
3 F d Lookup Zi
4 ; I?rward Ugles_?ﬂes | _tep Mame {uses parent domain name if blank):
-] _msdesDI.
4 £ E)| e | _udp ‘vm-esmsglc |

| Reverse Lookup Zones

b
I | Trust Points
I || Conditional Forwarders

< m [T>

| DomainDnsZones

| ForestDnsZones
ﬂ (same as parent folder)
ﬂ (same as parent folder)
é] (same as parent folder)
ﬂwin-mr}lbo?(rmo‘l

<1

Fully qualified domain name (FQDM):
‘ vm-esm&1c.DI.TEST. |

IP address:
‘ 192.168.52.12] |

["] Create assodated pointer (PTR) record
[] Allow any authenticated user to update DNS records with the

Same oWner name

Add Host || Cancel

2017

>

2. Add the host name of the ESM server vm-esm691c to the DNS list and associate it with the IP
address of the ESM server.
3. Run theinstallation file ArcSight-7.4.0.7963.0-Connector-Win64.
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I & =i Application Tools ~ hp = u X
Home Share View Manage

<« v <« Local Disk (C:) » Users » Arthur » Downloads » hp v O Search hp r

Name Date modified Type

ArcSight-6.9.1.2195.0-Consele-Win

7+ Quick access

3/17/2016 8:26 PM Application
B Desktop ~ 5
|| ArcSight-7.1.7.7602.0-SuperConnector-Li... 0:32PM  BIN File
+ -

J_' Downloads — # [ pcSight-74.07963.0-Connector-LinuxGé.. BIN File
= Documents ArcSight-7.4.0.7963.0- Connector-Win64 Application 247 495 KB
| Pictures -+ %
JS Music
m Videos

@ OneDrive

3 This PC

¥ Network

4 Homegroup

ditemns  1item selected 236 MBE =
664
665 4. Wait for the initial setup to finish.
=3 ArcSight SmartConnector o *
t == ]
<C ArcSight | Heviespackard Introduction
=* Introduction The ArcSight Installer will guide you through the installation

Choose Install Folder ofthe ArcSight SmanConnector.

Choose Install Set The first step installs the core ArcSight SmartConnector

Choose Shortcut Folder components; then you select the ArcSight SmartConnector
Pre-Installation Summary you wish to configure.
Installing... ArcSight recommends that you quit all other programs
Upgrade before continuing with this installation.
System Restart

Click the Mext' button to proceed to the next window.
Install Complete

[fyou want to change something on a previous window,
clickthe 'Previous' button. To cancel this installation at
any time, click the 'Cancel’ button.

InstallAmawhere

F're'v'iljus
666

667 5. Click Next.
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668 6. Choose a destination folder. Note: It is recommended to change the default destination folder
669 to <default>\Windows. This is to avoid conflicts if you wish to install more than one connector.
=3 ArcSight SmartConnector = *

<L ArcSight | fevin cand Choose Install Folder

" Introduction

-# Choose Install Folder Please choose the installation folder. It is recommended that you
Choose Install Set choose the folder name according to the device that you want to
Chiooas Shorcut Ealdar conneqto, for examplg Imscmd.s or /checkpointng. If you are

upgrading from a previous version, please select the folder where

Pre-Installation Summary the ArcSight SmartConnector is currently installed.
Installing...

Upgrade Where Would You Like to Install?

System Restart C:'Program Files\ArcSightSmartConnectors\Windows

M ComcE Restore Default Folder Choose...

InstallAmywhere

Cancel Previous

670
671 7. Click Next.
= ArcSight SmartCoennector = *
 — |
<L ArcSight | ewieapaciora Choose Shortcut Folder
" Introduction Where would you like to create product icons?
v Choose Install Folder @ In a new Program Group: ArcSight SmartConnectors
+ Choose Install Set
- Choose Shartcut Folder O In an existing Program Group: | Accessibility
Pre-Installation Summary () In the Start Menu
Installing...
s () On the Desktop
Upgrade
System Restart O In the Quick Launch Bar
Install Complete
& () Other: Choose...
(") Don't create icons
[] Create Icons for All Users
InstallAnywhere
672
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8. Click Next.

=3 ArcSight SmartConnecter
—
<[ ArcSight | HewletPackard
Enterprise
+" Introduction
Choose Install Folder
Choose Install Set

Choose Shortcut Folder
Pre-Installation Summary

L S S

Installing...
Upgrade
System Restart
Install Complete

= >

Pre-Installation Summary

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
Ch\Program Files\ArcSightSmartConnectors\Windows

Shortcut Folder:
ChUsers\ArthurAppDataiRoaming\MicrosoftWindows\Sta

InstallAnywhere

Cancel

9. Click Install.

Previous | taII

10. Wait for the installation to finish.
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< Connector Setup . O

‘What would like to do?
{ATCSight would you like to do

Configure

(®) Add a Connector

() Set Global Parameters

Hewlett Packard
Enterprise

< Previous Cancel

11. Select Add a Connector.
12. Click Next.
13. Choose Microsoft Windows Event Log - Native from the list.
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< Connector Setup = O

Select the connector to configure

< ArcSight

Configure

Type |Microsoft Windows Event Log - Native Lo

Hewlett Packared
Enterprise

< Previous Cancei

681
682 14. Click Next.
683 15. Check Security log, System log, and Application Log.
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< Connector Setup

<[ ArcSight

Configure

Hewlett Packard
En ]

Configure Parameters

Select logs for event collection from local host
Security log
System log
Application log
[ ForwardedEvents log
[ Custom logs
Source hosts for all forwarded events
[ Use file for OS version

[ Use Active Directory for OS version

Parameters to add hosts for event collection
[ Use common domain credentials
[ Use Active Directory

[ Enter manually

< Previous

Cancel

16. Click Next.
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< Connector Setup = O

For the host the following options were selected:

"i ArcSi ! ht Security, System, Application

Configure

Hewlett Packard
Enterprise

Cancel

< Previous
686
687 17. Click Next.
688 18. Choose ArcSight Manager (encrypted).
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< Connector Setup O
: : Enter the type of destination
<J_ ArcSight
Configure
(@ ArcSight Manager (encrypted)
() ArcSight Logger SmartMessage (encrypted)
(") ArcSight Logger SmartMessage Pool (encrypted)
() CEF File
(") Event Broker (CEF Kafka)
(") CEF Syslog
| () CEF Encrypted Syslog (UDF)
i () CSV File
(O Raw Syslog
Hewlett Packard
Enterprise
< Previous Cancel

19. Click Next.

20. For Manager Hosthame, put vm-esm691c, or the hostname of your ESM server.
21. For Manager Port, put 8443 (or the port that ESM is running on) on the ESM server.

22. Enter the username and password used for logging into ArcSight Command Center. Default:

(admin/password)
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< Connector Setup = O X

Enter the destination parameters

< ArcSight

Configure

Manager Hostname vm-esm691c

Manager Port 8443

User admin

Password ssssense

AUP Master Destination | false e
Filter Out All Events false ~
Enable Demo CA false -

Hewlett Packared
Enterprise

< Previous Cancel

23. Click Next.
24. Set identifying details about the system to help identify the connector (include a value for
Name; the rest is optional).
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<L Connector Setup = O X

Enter the connector details

<_ ArcSight

Configure

Name Windows Client Connector

Location

DeviceLocation

Comment Thig forwards logs from this machine ta ESM|

Hewlett Packard

Enterprise

< Previous Cancel
L3
25. Click Next.

26. Select Import the certificate to connector from destination. This will fail if the Manager
Hostname does not match the hostname of the Virtual Machine.
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X Connector Setup

<X ArcSight

Configure

Hewlett Packard
Enterprise

Following certificate will be imported into connector trust store:
Host/port: vim-esm691c_8443
Details: CN=vm-esm@91c, OU=ESM, O=Arcsight, L=095014, ST=CA, C=US

(® Import the certificate to connector from destination

(0) Do not import the certificate to connector from destination

Updating ...

0%

e Importing certificate, registening destination and restarting the container

< Previous I\ﬁt =

Cancel

27. Click Next.
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< Connector Setup = m}
i Add connector Summary
'@: Al’(s g ht Following are the added connector details:
Connector Name [Windows Client Connector], Connector Type [winc]
Configure
Hewlekt Packard
Enterprise
< Previous Cancéi

705
706 28. Click Next.
707 29. Choose Install as a service.
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< Connector Setup . O
: The Smart Connector is currently installed as a standalone application
<1 ArcSight
Configure
(® Install as a service
() Leave as a standalone application
< Previous Cancéi
708
709 30. Click Next.
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< Connectar Setup O
” Specify the service parameters
<1 ArcSight
Configure
Service Internal Name wWing
Service Display Name Microsoft Windows Event Log - Native
Start the service automatically |Yes ]
Hewlett Packard
Enterprise
< Previous Cancéi

31. Click Next.

NIST SP 1800-11C: Data Integrity

111



DRAFT

< Connector Setup = O

Install Service Summary

<L ArcSight
The ArcSight SmartConnector is now configured to run as a service.
Configure
You can now start the SmartConnector by:

Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Native

Hewlekt Packard
Ent 50

Caneel

< Previous
712
713 32. Click Next.
714 33. Choose Exit.
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<_ ArcSight

Configure

< Connectar Setup

Hewlelt Packard
Enterprise

Would you like to continue or exit?

() Continue

< Previous

34. Click Next.

<

LT S S Y

<I ArcSight

InstallAnywhere

=3 ArcSight SmartConnector

e
Hewiott Packard
Enterprise

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

System Restart

Install Complete

e >

Install Complete

Congratulations! ArcSight SmantConnector has been successfully
installed to:

CAProgram Files\ArcSightSmantConnectors\Windows

Press "Done” to quit the installer.

Cancel

Previous
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718 35. Click Done.
719 36. Open Task Manager.
720 37. Click More Details.

17l Task Manager =
File Options View

Processes Performance App histery Startup Users Details Serttges-

- 1% 17% 0% 0%

Mame CcPU Memory Disk MNetwork
Apps (2)

E Microsoft Management Conscle 0% 3.9 MB 0O ME/s 0 Mbps

15l Task Manager 0% 10.5 MB 0.1 MB/s 0 Mbps

Background processes (19)

COM Surregate 0% 1.8 MB 0 MB/s 0 Mbps
COM Surregate 0% 3.1 MB 0 MB/s 0 Mbps
COM Surregate 0% 33 ME 0 MB/s 0 Mbps
[ Cortana 0%  35.1MB 0 MB/s 0 Mbps
[ Google Crash Handler 0% 0.4 MB 0 MB/s 0 Mbps
iy Google Crash Handler (32 bit) 0% 0.3 MB 0 MB/s 0 Mbps
Host Process for Windows Tasks 0% 4.3 MB 0 MB/s 0 Mbps
(b5 Microsoft Distributed Transacti... 0% 2.1 MB 0 MB/s 0 Mbps
&3 Microsoft OneDrive (32 bit) 0% 4.1 MB 0 MB/s 0 Mbps
(=] Microsoft Skype 0% 0.2 MB 0 MB/s 0 Mbps

Fewer details

721
722 38. Go to the Services tab.
723 39. Find the service just created for ArcSight and right click it.
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Fewer details

% Open Services

1%l Task Manager = C
File Options  View

Processes Performance  App history Startup  Users  Details  Services

MName PID Description Status Group .
i arc_winc M, ArcSight Microsoft Windows Event L...  Stopped
s Whearch 2008 Windows Search Running
S WMPNetworkSve Windows Media Player Network Sha...  Stopped
e wmilpSry WMI Performance Adapter Stopped
S WinDefend 3952 Windows Defender Antivirus Service Running
o WNisSwve 2016 Windows Defender Antivirus Metwor...  Running
S whengine Block Level Backup Engine Service Stopped
5 V55 Volume Shadow Copy Stopped
g vds Virtual Disk Stopped
S VaultSve 660 Credential Manager Running
S UI0Detect Interactive Services Detection Stopped
o UevhgentService User Experience Virtualization Service  Stopped
% TrustedInstaller Windows Maodules Installer Stopped
% TieringEngine5ervice Storage Tiers Management Stopped
L sppsvc Software Protection Stopped
Yo Spooler 2063 Print Spooler Running
L spectrum Windows Perception Service Stopped
S SNMPTRAP SNMP Trap Stopped
S SensorDataService Sensor Data Service Stopped
o Sense Windows Defender Advanced Threat... Stopped
L SecurityHealthService 2630 Windows Defender Security Center 5. Running
L S5am5s 660 Security Accounts Manager Running
L Rorl nratar Remnte Pracedure Call (RPY | aratar Stonned

724
725 40. Choose Start.
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iFxl Task Manager =
File Options  View

Processes Performance App history Startup Users Details Services

Marme PID Description Status Group
. arc_winc T ArcSight Microsoft Windows Event L...  Starting
S5 WSearch WEQM Windows Search Running
S WMPNetworkSve Windows Media Player Metwork Sha..  Stopped
G WIIApSTY WMI Performance Adapter Stopped
L WinDefend 3952 Windows Defender Antivirus Service Running
S WdNisSve 2016 Windows Defender Antivirus Metwor...  Running
L4 whengine Block Level Backup Engine Service Stopped
G V55 Volume Shadow Copy Stopped
G vds Virtual Disk Stopped
S VaultSve 660 Credential Manager Running
S5 UI0Detect Interactive Services Detection Stopped
Lo UevAgentService User Experience Virtualization Service  Stopped
L TrustedInstaller Windows Modules Installer Stopped
L TieringEngineService Storage Tiers Management Stopped
S sppsvc Software Protection Stopped
S Spooler 2063 Print Spooler Running
Lo spectrum Windows Perception Service Stopped
L SMMPTRAP SMMP Trap Stopped
L SensorDataService Sensor Data Service Stopped
G4 Sense Windows Defender Advanced Threat... Stopped
Lo SecurityHealthService 2680 Windows Defender Security Center 5...  Running
S 5amSs 660 Security Accounts Manager Running
& Racl aratar Remnte Pracedure Call (RPCY Lacatar — Stoanned
Fewer details | "5 Open Services

41. The machine will now report its logs to ArcSight ESM.

2.6.2 Install a Connector Server for ESM on Windows 2012 R2

1. Run the installation file ArcSight-7.4.0.7963.0-Connector-Win64.
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I Application Tools hp \;‘i-
Home Share View Manage L2
:(-:\ > 4 | ¥ ThisPC » Local Disk (C:) » Users » Administrator » Downloads » hp v C,| ‘ Search hp P |
A Favorites MName = Date modified Type Size
Desktop B ArcSight-6.9.1.2195.0-Console-Win Application 2 ‘B
& Downloads || ArcSight-7.1.7.7602.0-SuperConnector-Li... BIN File 213, B
1l Recent places L_| ArcSight-7.4.0.7963.0-Connector-Linuxb4... EBIN File
ArcSlght-?‘d‘O‘?‘JES.O-(Dnnector-Wmﬁ Application
1% This PC
&m[d Network
730 ditems  1item selected 236 MB
731 2. Wait for the initial setup to finish.
= ArcSight SmartC SHbE
rcsight SmartConnector
i = .
<CArcSight | Hewienpackard Introduction
nberprise

= Introduction
Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...
Upgrade
System Restart
Install Complete

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnectar.

The first step installs the core ArcSight SmantConnector
components; then you select the ArcSight SmanConnector
you wish to configure.

ArcSight recommends that you quit all other programs
hefore continuing with this installation.

Click the Mext' hutton to proceed to the nexd window,
Ifyauwantto change something on a previous window,
click the ‘Previous' button. To cancel this installation at
ary time, click the 'Cancel button.

Install&nywhere

Previous
732
733 3. Click Next.
734 4. Choose a destination folder. Note: It is recommended to change the default destination folder
735 to <default>\Windows. This is to avoid conflicts if you wish to install more than one connector.
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<[ ArcSight

s |
Hewlett Packard
Enterprise

+" Introduction

—* Choose Install Folder

© Choose Install Set

* Choose Shortcut Folder
* Pre-Installation Summary
0 Installing...

" Upgrade

) System Restart

* Install Complete

Choose Install Folder

Please choose the installation folder. It is recommended that you
choose the folder name accaording to the device that you want to
connect to, for example /ciscoids or /checkpointng. Ifyou are
upgrading from a previous version, please select the folder where
the ArcSight SmartConnector is currently installed.

Where Would You Like to Install?

| C:\Program Files\ArcSightSmartConnectors\Windows

InstallAnywhere

5. Click Next.

<L ArcSight Vewiett Packard

Enterprise

+ Introduction

+" Choose Install Folder

+" Choose Install Set

—» Choose Shortcut Folder
* Pre-Installation Summary
" Installing...

* Upgrade

© System Restart

* Install Complete

Restore Default Folder | | Choose... |
Previous | |  Nedt
Lz

Choose Shortcut Folder
Where would you like to create product icons?
(® In a new Program Group: |ArcSight SmartConnectors |
() In an existing Program Group: |.¢\ccessibility ) |

() In the Start Menu
() On the Desktop

() In the Quick Launch Bar

() Other: |

| Choose..

() Don't create icons

[] Create Icons for All Users

InstallAmywhere

6. Click Next.
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<L ArcSight

+ Introduction

InstallAmpihere

7. Click Install.

+" Choose Install Folder
+ Choose Install Set Product Name:
+ Choose Shortcut Folder ArcSight SmartConnector

~* Pre-Installation Summary

; Install Folder:
@ indtisho. C:\Program Files\Arc SightSmartConnectors\WWindows.
" Upgrade
" System Restart Shortcut Folder:
" Install Complete ChUsers\AdministratonAppData\Roaming\MicrosofftWindg

Hewett Packand Pre-Installation Summary

Enterprise

Please Review the Following Information Before Continuing:

8. Wait for the installation to finish.
9. Select Add a Connector.

Hew lett Packard
Enterprige

<X ArcSight

Configure

What would vou like to do?

(®) Add a Connector

() set Global Parameters

< Previous | [
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750
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10. Click Next.
11. Choose Microsoft Windows Event Log - Native from the list.

. Select the connector to configure
<X ArcSight

Configure

Hewlett Packard
Ente

12. Click Next.

13. Check Security log, System log, Application Log.
14. Check Use Active Directory.

NIST SP 1800-11C: Data Integrity

120



751
752

753
754
755

DRAFT

X Connector Setup - | o[

Configure Parameters

<[ ArcSight

Select logs for event collection from local host
Configure Security log

System log

Application log

[] ForwardedEvents log

] Custom logs
Source hosts for all forwarded events

[] use file for OS version

[[] Use Active Directory for OS version

Parameters to add hosts for event collection
[] Use common domain credentials

[l Enter manually

< Previous Mext > Cancel
S
o

15. Click Next.

16. Fill out the form with the appropriate information for your Active Directory server. Itis
recommended to create an account on Active Directory specifically for ArcSight.

17. Select Replace Hosts for Use Active Directory host results for.
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<1 ArcSight

Configure

Hewlett Packare
Enterprise

18. Click Next.

Domain Name

Domain User Name
Domain User Password
Active Directory Server
Active Directory Filter

Enter the parameter details

Active Directory Protocol
Use Active Directory host results for |Replace Hosts

|or

|arcsight_adrnin

[192.168.52.11

|(&{cn =*){operatingsystem=")(whencreated ==}) |

19. Select all the event types you would like forwarded from each machine.

<[ ArcSight

Configure

Enter the device details

¥  HostN.. Domai.. User...

M wme...

. Windo...

\Window. ..

ISWEC Security System Applic.. Forwa.. Custo.. Fiter  Locale  Encoding

[ <Previous |[ next> |[ cancel

20. Click Next.
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X Connector Setup - ==

{_E Arcs 19 ht Microsoft Windows Event Collection connector is configured to collect events from 2 hosts.

Configure

761
762 21. Click Next.
763 22. Choose ArcSight Manager (encrypted).
< Connector Setup - | = [
{ArcSighT Enter the type of destination
Configure
(@ ArcSight Manager (encrypted)
() ArcSight Loager SmartMessage (encrypted)
() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File
(O Event Broker (CEF Kafka)
() CEF Syslog
() CEF Encrypted Syslog (UDP)
() CSV File
() Raw Syslag
Emore
764 <Previous | [ NantieuH Cancel | ‘
765 23. Click Next.
766 24. For Manager Hosthame, use vm-esm691c or the hostname of your ESM server.
767 25. For Manager Port, use 8443 (or the port that ESM is running on) on the ESM server.
768 26. Enter the username and password used for logging into ArcSight Command Center. Default:
769 (admin/password)
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" Enter the destination parameters
<I ArcSight
Configure
Manager Hostname ‘mesmﬁglc ‘
Manager Port \8443 ‘
User [admin ‘
Password = (essessss
AUP Master Destination | false 3
Filter Qut All Events ~ false =
Enable Dema CA [false =

Hewlett Packard
Enterprise

<prevee | [ [ger> ][ oo
770
771 27. Click Next.
772 28. Set identifying details about the system to help identify the connector (include Name; the rest is
773 optional).
{ ArcSighT Enter the connector details
Configure
Mame |windows Connector server |
Location | |
DeviceLocation | |
Comment |This server collects lags from other Windaws machines via Active Directory| |
[ h
<prems ][ tot> ][ el |
774
775 29. Click Next.
776 30. Select Import the certificate to connector from destination. This will fail if the Manager
777 Hostname does not match the hostname of the VM.
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Following certificate will be imported into connector trust store:
{ A":Sig ht Host/port: vm-esm691c_8443
Details: CN=vm-esm691c, OU=ESM. O=Arcsight, L=05014, ST=CA, C=US

Configure

@ Import the certificate to comnector from destination

() Do notimpart the certificate to connector from destination

Hewlett Packard
Enterprise

778 < Previous | ﬁ%> | Cancel
779 31. Click Next.

Add connector Summary
{ ArcsS ig ht Following are the added connector details:

Connector Name [Windows Connector Server], Connector Type [winc]
Configure

Hewlett Packard
erprise

< Previous | | Mext = | | Cancel
780
781 32. Click Next.
782 33. Choose Install as a service.
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The Smart Connector is currently installed as a standalone application

<I ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

783
784 34. Click Next.
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Install Service Summary

<X ArcSight

The ArcSight SmartConnector is now configured to run as a service.
Configure
You can now start the SmartConnector by:

Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Native

Hewlett Packard
Enterprise

[
< Previous IN Next> | |
785
786 35. Click Next.
787 36. Choose Exit.
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Would you like to continue or exit?

<L ArcSight

Configure

() Continue

Hewlet Packard
Enterprise

788
789 37. Click Next.

20 ArcSight | ewisteackars Install Complete

Enterprise

Introduction Congratulations! ArcSight SmartConnector has been successfully
Choose Install Folder installed to:

Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary Press "Done” to quit the installer.

C\Program Files\ArcSightSmartConnectorsWindows

Installing...
Upgrade

RS E LN

System Restart
=» Install Completa

InstallAmawhere

Previous || Don

790
791 38. Click Done.
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792 39. Open Task Manager.
793 40. Click More Details.

File Options View

Processes | Performance | Users | Details | Sewhﬁ |
4

& 1% 24%
Mame | Status CPU I Mermory |
-~
Apps (3)
i ﬁ Microsoft Management Console 0% 20,6 MB
b [ Server Manager 0% 431 ME =
B Pl Task Manager 0% 6.0 MB
Background processes (11)
[y Google Crash Handler 0% 0.1 M8
i}y Google Crash Handler (32 bit) 0% 02MB
[m7] Host Process for Windows Tasks 0% 1.2 MB
I [ Internet Information Services 0% 6.9 MB
b L@ Message Queuing Service 0% 2.1 MB
I (3 Microsoft Distributed Transacti.. 0% 54 MB
B[] SMSveHost.exe 0% 26MB
B[ SMSveHost.exe (3) 0% 55 MB
i @ Spooler 5ubSystern App 0% 20MB i
@ Fewer details
794
795 41. Go to the Services tab.
796 42. Find the service just created for ArcSight and right click it.
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Processes | Performance | Users | Detaiisl Services |

Mame PID Description Status Group | A
i%ﬂppﬁeadinﬂs App Readiness Stopped AppReadiness
5%AppFabricCachingService AppFabric Caching Service Stopped

J%AeLookupS\rc 680 Application Experience Running netsves
1%AppHostSvc 624 Application Host Helper Service Running apphost
iS%ApplDSvc Application |dentity Stopped LocalServicelM...
J%Appinfo 680 Application Information Running netsves

5%ALG Application Layer Gateway Service  Stopped

J%Apngmt Application Management Stopped netsves

& AppXive AppX Deployment Service (AppX... Stopped wWsappy

£ arc_winc I ArcSight Microsoft Windows Eve...  Stopped ;
% aspnet_state e ASP.MET State Service Stopped |
i%BITS 680 Background Intelligent Transfer...  Running netsves

Qﬁ Brokerinfrastructure 504 Background Tasks Infrastructure ..  Running DcomLaunch

Sﬂ BFE 988 Base Filtering Engine Running LocalServicel...
55 CertPropSve Certificate Propagation Stopped netsves

Q,g c2wts Claims to Windows Token Service  Stopped

5.5 Keylso CNG Key Isolation Stopped

Ssg, EventSystem 724 COM+ Event System Running LocalService

S‘B COMSysApp COM+ System Application Stopped

Qﬂ Browser Computer Browser Stopped netsves

£k Vaultsve Credential Manager Stopped

£k CryptSve 832 Cryptographic Services Running MetworkService
Qﬂ DcomLaunch 504 DCOM Server Process Launcher Running DcomLaunch [v

@ Fewer details % Open Services

797
798 43. Choose Start.
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File Options View

Processes | Performance | Users | DetaiEsl Services |

Mame PID Description Status Group | A
-%Appﬁeadiness App Readiness Stopped AppReadiness
5%AppFabricCachingSewice AppFabric Caching Service Stopped

5 AelookupSve 680 Application Experience Running netsves
1%AppHostSvc 624 Application Host Helper Service Running apphost
iS;;.AppIDSvc Application |dentity Stopped LocalServicelM...
-%Appinfo 630 Application Information Running netsves

-E';;?}ALG Application Layer Gateway Service  Stopped

i%ﬁ\pngmt Application Management Stopped netsvecs

C AppXSve AppX Deployment Service (AppX... Stopped wWsappy

5 arc_winc ArcSight Microsoft Windows Eve...  Starting :
Ssﬂ aspnet_state l% ASP.MET State Service Stopped

-S;;BITS 680 Background Intelligent Transfer...  Running netsves

Qg_a, Brokerinfrastructure 504 Background Tasks Infrastructure ..  Running DcomLaunch

Sﬂ BFE 988 Base Filtering Engine Running LocalServicel...
55 CertPropSve Certificate Propagation Stopped netsves

C.\,q c2wts Claims to Windows Token Service  Stopped

5.9) Keylso CNG Key Isolation Stopped

Q.g, EventSystem 724 COM+ Event System Running LocalService

5.3 COMSysApp COM+ System Application Stopped

Qﬂ Browser Computer Browser Stopped netsves

£k Vaultsve Credential Manager Stopped

Qe_a, CryptSve 832 Cryptographic Services Running MetworkService
Qﬂ DcomLaunch 504 DCOM Server Process Launcher Running DcomLaunch [v

@ Fewer details % Open Services

44. The machine will now report all collected Windows logs to ArcSight ESM.

2.6.3 Install Syslog Connector for Ubuntu

1. Run ./ArcSight-7.4.0.7963.0-Connector-Linux64.bin.
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Cancel

| —
Hewlett Packard
Erberprise

<[ ArcSight
= Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-nstallation Summ...
Installing...
Upgrade
System Restart
Install Complete

ArcSight SmartConnector

Introduction

The ArcSight Installer will guide you through the
installation
of the ArcSight SmartConnector,

The first step installs the core ArcSight SmartConnector
components: then yvou select the ArcSight SmartConnector

you wish to configure,

ArcSight recommends that you quit all other programs
before continuing with this installation,

Click the 'Mext' button to proceed to the next window.
If you want to change sormething on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

Installarywhere

@
L
w
=
[11]
A&

2. Click Next.
3. Choose a folder to install the connector in.

Cancel

< ArcSight SmartConnector

< ArcSight

e
Hawlott Packard
Enterprise

+ Introduction

= Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summ...
Installing...
Upgrade
System Restart
Install Complete

Choose Install Folder

Tk

Flease choose the installation folder. It is
recommended that you choose the folder name
according to the device that you want to connect to,
for example /ciscoids or fcheckpointng. If you are
upgrading from a previous version, please select the
folder where the ArcSiaht SmartConnector is currently |~

Where Would You Like to Install?

me/screenshotsubuntufarcSightSmartConnectors/Ubunty| I

Restore Default Folder Choose...

InstallAmywhere

Previous MNext

4. Click Next.
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< ArcSight SmartConnector

v

o
o
=

Installinywhere

Cancel

[—
4; ArcSight Hawiet Packard
Enterpy

rise

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-nstallation Summ...
Installing...

Upgrade

System Restart

Install Complete

Choose Link Folder

Where would you like to create links?

® Inyourhome Folder
~ DthE[: Choose

() Don't create links

Previous | MNext |

5. Click Next.

B ArcSight SmartConnector

[—
4; ArcSight Hawiet Packard
Enterpy

v

44K

InstallAmywhere

Cancel

rise

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-installation Summ...
Installing...

Upgrade

System Restart

Install Complete

Pre-Installation Summary

Please Review the Following Information Before
Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
/home/screenshotsy buntu /ArcSightSmartConn

Link Folder:
/home/screenshotsu buntu

Previous Install

6. Click Install.

7. Choose Add a Connector.
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x Connector Setup

What would you like to do?

< ArcSight

Configure

@® AddaConnector

) Set Clobal Parameters

Hewlett Packard

Enterprice

< Previous [ Next > J Cancel

813
814 8. Click Next.
815 9. Choose Syslog File.
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x Connector Setup

< ArcSight

Configure

Hewlett Pagkard

Enterprise

Select the connector to configure

Type (SyslogFile

4

< Previous [ Next » J

Cancel

10. Click Next.

11. For File Absolute Path Name, select a log file from which to forward events to ESM. Example:

/var/log/syslog

12. Select realtime to have events be streamed or batch to have events sent over in sets.

13. For Action upon Reaching EOF, select None.
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Connector Setup

Enterthe parameter details

<[ ArcSight

Configure

File Absolute Path Name [,fvarﬂog,."syslog|
Reading Events Real Time or Batch |realtime 6.4
Action Upon Reaching EOF MNone [k
File Extension If Rename Action ?processea -
Hewlett Packard
Enterprise
4 |2
| < Previous | | INext = Cancel
822
823 14. Click Next.
824 15. Select ArcSight Manager (encrypted).
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B Connector Setup

Enter the type of destination

< ArcSight

Configure

@® ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage (encrypted)

) ArcSight Logger SmartMessage Pool (encrypted)
() CEFFile

) Event Broker (CEF Kafka)

) CEF Syslog

) CEF Encrypted Syslog (UDP)

) CSVFile

) Raw Syslog

Hewlett Packard

Enterprise

= Previous MNext = Cancel
e <erevious (N | concel

826 16. Click Next.

827 17. For Manager Hostname, put vm-esm691c or the hostname of your ESM server. (You may need
828 to add dns-search.di.test to /etc/network/interfaces if the hostname does not resolve on its
829 own. For example, vm-esm691c.di.test may resolve but vm-esm691c may not.)

830 18. For Manager Port, put 8443 (or the port that ESM is running on) on the ESM server.

831 19. Enter the username and password used for logging into ArcSight Command Center. Default:
832 (admin/password)
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Connector Setup

Enter the destination parameters

<[ ArcSight

Configure

Manager Hostname |vm-esmes1c
Manager Port | 8443

User 'admin
Password Fokkokokoiokk

AUP Master Destination false

Filter Out All Events False v
Enable Demo CA False e
re-_ﬁleHP_n:hrd
< Previous : ext > i Cancel
833 = e
834 20. Click Next.
835

21. Set identifying details about the system to help identify the connector (include Name; the rest is
836 optional).
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Connector Setup

Enter the connector details

< ArcSight

Configure

Name [Ubuntu Connector
Location

DeviceLocation |

Comment This Forwards the syslog on this machine to ESM

Hewlett Packard

Enterprise

<Erevi0us_[ DNext = J Cancel

837
838 22. Click Next.
839 23. Choose Import the certificate to connector from destination.
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24.

: Following certificate will be imported into connector trust store:
<_I ArcSight Host/port: vrn-esme91c_5443
J Details: CMN=vm-esme&591c, OU=ESM, O=Arcsight, L=95014, ST=CA, C=US

Configure

@ Import the certificate to connector from destination

) Do notimport the certificate to connector from destination

Updating ...

& Importing certificate, registering destination and restarting the container
0%

Hewlett Packard

Enterprise

b
o
I.I

f
i
+

o

Click Next.
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Connector Setup

. Add connector Summary
<I AFCSIghf Following are the added connector details:
Connector Mame [Ubuntu Connector], Connector Type [syslog_file]

Configure

Hewlett Packard

Enterpnse

revious L Next > J Cancel

A
=
il

842
843 25. Click Next.
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Connector Setup

<[ ArcSight

Configure

Hewlett Packard

Enterprise

To modify service configuration, you must be running as root
To manually configure, log on as root and execute the following script:

Jhome/screenshotsubuntu/ArcSightSmartConnectors/Ubuntu/current/bin/
agentsve -i -uuser

To manually remove the service, log on as root
and execute the Following script:

Jhome/screenshotsubuntu/ArcSightSmartConnectors/Ubuntu/current/bin/
agentsve -r

< Previous [L\_j@ct> J Cancel

844
845 26. Click Next.
846 27. Choose Exit.

NIST SP 1800-11C: Data Integrity

142



DRAFT

Connector Setup

Would you like to continue or exit?

< ArcSight

Configure

) Continue
@® [Exit
Hc-_ﬂlol’lP_n:htd
< Previous [ Mext = J Cancel
847 1
848 28. Click Next.
ArcSight SmartConnector
L ArCSight | limien acard Install Complete

Press "Done" to quit the installer.
Upgrade

System Restart

- Eihgdichion Congratulations! ArcSight SmartConnector has been

+ Choose Install Folder successfully installed to:

v Choose Install Set

v Choose Shortcut Folder fhome/screenshotsubuntufarcSightSmartConnectors/Ub
v Pre-nstallation Summ... untu

v Installing...

v

v

_>

Install Complete

Installanywhere

849
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29. Click Done.

2.7 IBM Spectrum Protect

IBM Spectrum Protect is a backup/restore solution that makes use of cloud-based object storage. It
allows for administrative management of backups across an enterprise, providing users with

mechanisms to restore their data on a file level. This section covers the installation and configuration

process used to set up IBM Spectrum Protect on a Windows Server 2012 R2 machine, as well as the
installation and configuration processes required for installing the backup/archive client on various

machines.

2.7.1 Install IBM Spectrum Protect Server

1. You may need to disable Run all administrators in Admin Approval Mode. To do this go to
Control Panel > Administrative Tools > Local Security Policy > Local Policies > Security

Options. Double click the User Account Control: Run all administrators in Admin Approval

Mode section. Select Disable and click OK. Restart the computer.

Sl = |

Administrative Tools

View

_ﬂ-
. @

t

» Control Panel » System and Security » Administrative Tools »

v C;‘ | Search Administrative Tools P |

W Favorites

B Desktop
& Downloads
| Recent places

1% This PC

G‘[l MNetwork

23 items

PS

MName Date modified
Terminal Services

%. Component Services

A Computer Management

[y Defragment and Optimize Drives

] Event Viewer

& iSCSl Initiator

[#2 Local Security Policy

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

@E_] Performance Monitor

(&) Resource Monitor

T Security Configuration Wizard

(@ Server Manager

[@l: Services

(& Systern Configuration

31135 PM
/2013 11:54 PM

© @ @ ® ®

(& System Information

@ Task Scheduler

@ Windows Firewall with Advanced Security
[#! Windows Memery Diagnostic

(&8 Windows PowerShell (x86)

[@¥ Windows PowerShell ISE (x86)

Type

File folder
Shortcut
Shorteut
Shortcut
Shortcut
Shorteut
Shortcut
Shortcut
Shorteut
Shortcut
Shortcut
Shorteut
Shortcut
Shortcut
Shorteut
Shortcut
Shortcut
Shorteut
Shortcut
Shortcut
Shorteut

Size

2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
3KB
2KB
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File Action View Help

e EX= HE

é Security Settings

I [& Account Policies

I [4 Local Policies

I ] Windows Firewall with Advanced Seci
7] Metwork List Manager Policies

b [ Public Key Policies

I || Software Restriction Policies

p [] Application Control Policies

I & IP Security Policies on Local Compute

I [ Advanced Audit Policy Configuration

<] [ 5]

Mame Description
CaAccount Policies
& Local Policies

[ Windows Firewall with Advanced Security  Windows Firewall with Advanced Security

[ Network List Manager Policies

[I Public Key Policies

|7l Software Restriction Policies
IﬂAppIication Control Policies

@ IP Security Policies on Local Computer
[] Advanced Audit Policy Configuration

Password and account lockout policies
Auditing, user rights and security options polici...

Metwork name, icon and location group pelicies,
Application Control Policies

Internet Protocel Security (IPsec) Administratio...
Advanced Audit Policy Coenfiguration

File Action View Help

= 2[mE Xz e

é Security Settings
I [& Account Policies
4[4 Local Policies
p [4 Audit Policy
'3 a User Rights Assignment
b -] Windows Firewall with Advanced Sec
[ 71 Network List Manager Policies
b [ Public Key Policies
> || Software Restriction Policies
[ | Application Control Policies
[ g IP Security Policies on Local Compute
b [ Advanced Audit Policy Configuration

-

Policy
5] Accounts: Administrator account status

'ih";] Accounts: Block Microsoft accounts

@] Accounts: Guest account status

5] Accounts: Limit local account use of blank passwords to co..
5] Accounts: Rename administrator account

%] Accounts: Rename guest account

5] Audit: Audit the access of global system objects

5 Audit: Audit the use of Backup and Restore privilege

5] Audit: Force audit policy subcategory settings (Windows Vis...
5] Audit: Shut down system immediately if unable to log secur...
|| DCOM: Machine Access Restrictions in Security Descriptor D...

5] DCOM: Machine Launch Restrictions in Security Descriptor ..
5] Devices: Allow undock without having to log on

5] Devices: Allowed to format and eject removable media

5] Devices: Prevent users from installing printer drivers

%] Devices: Restrict CD-ROM access to locally logged-on user ...
i) Devices: Restrict floppy access to locally logged-on user only
i‘z&j Domain controller: Allow server operators to schedule tasks
5] Domain controller: LDAP server signing requirements

%) Domain controller: Refuse machine account password chan...

[é] Domain member: Digitally encrypt or sign secure channel d...
5] Domain member: Digitally encrypt secure channel data (wh...
5] Domain member: Digitally sign secure channel data (when ...

Security Setting
Enabled
Mot Defined
Disabled
Enabled
Administrator
Guest
Disabled
Disabled
Mot Defined
Disabled
Mot Defined
Mot Defined
Enabled
Mot Defined
Enabled
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled
Enabled
Enabled

>

[<]

NIST SP 1800-11C: Data Integrity

145



DRAFT

Local Security Setting | Explain |

5 User Account Contral: Run all administratars in Admin Approval
= Mode

() Enabled
@® Disabled

866
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867 2. Run WIN_SER_STG_ML in its own folder to extract the contents.

Application Tools

Home Share View Manage v @
CREATE v ¢ [ searcniem 2]
i Favorites MName - Date modified Type Size

B Desktop A input 11/21/2016 9:46 PM  File folder
4 Downloads & im32 1172172016 9:35 PM  File folder
2 Recent places A imB4 11/21/2016 9:36 PM  File folder
A input 11/21/2016 9:46 PM  File folder
1M This PC 1. Other 8/15/2017 1:21PM  File folder
| repository 11/21/2016 9:37 PM  File folder

e‘! MNetwork install 9/30/2016 12:07 AM  Windows Batch File 11 KB

| =] README 10/14/2016 5:02 PM  HTM File 17KB

“ﬂ SP_8.1_WIN_SER_STG_ML 3/8/2017 1:33 PM Application 2,673,608 KB

868 Qiterns 1 item selected 2.54 GB

869 3. Run theinstall script.
870 4. Make sure all the boxes are checked.

(2] IBM Installation Manager -|Oo| %

Install Packages
Select packages to install:

Installation Packages Status Vendor License Key Type |
) 1BM® Installation Manager

[#]1[, Version 1.8.5 Wil be installed 1BM No key required
[T 1BM Spectrum Protect server

[#]1[, Version 8.1.0.20161121_2118 Will be installed 1BM

[T 1BM Spectrum Protect languages

[#]1[}, Version 8.1.0.20161121_2112 Wil be installed 1BM

[T 1BM Spectrum Protect license

V]([], Version 8.1.0.20161121_2112 Wil be installed 1BM

IBM Spectrum Protect storage agent

], Version 8.1.0.20161121_2110 Wil be installed 1BM

IBM Spectrum Protect device driver

[, Version 8.1.0.20161121_2115 Wil be installed 1BM

[[] 1BM Spectrum Protect Operations Center

[#]11], Version 8.1.0.20161121_1638 Wil be installed 1BM

4t
4

[ Show all versions Check for Other Versions, Fixes, and Extensions

Details
IBM# Installation Manager 1.8.5
The IBM® Installation Manager is  tool that you can use te install and maintain your software packages. Meore info..

* Repository: im64

@ <Back [ New> |[ mml |[ Cancel

871
872 5. Click Next.
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873 6. Read and select | accept the terms in the license agreement.
] 1BM Installation Manager | x|

Install Packages

Read the following license agreements carefully.

IMPORTANT: READ CAREFULLY ~
[Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Pragrams
2. IBM International Pragram License Agreement

If Licensee is obtaining the Program for purpeses of productive use (other than evaluation, testing, trial "try or by, or demonstration): By clicking on the "Accept” button
below, Licensee accepts the [BM International Program License Agreement, without modification.

If Licensee is obtaining the Program for the purpose of evaluation, testing, trial “try or buy,” or demanstration (collectively, an *Evaluation"): By clicking on the "Accept”
butten below, Licensee accepts both (i) the IBM Intemational License Agreement for Evaluation of Programs (the "Evaluatien License"), witheut modification; and (i) the [EM
Intemational Progrem License Agreement (the "IPLAY), without modification.

[The Evaluation License will apply during the term of Licensee's Evaluation.

[The IPLA will autematically apply if Licensee elects to retain the Program after the Evaluation (or obtain additional copies of the Program for use after the Evaluation) by
entering into a procurement agresment (e.g,, the IBM Intemational Passport Advantage or the [BM Passport Advantage Express agreements).

[The Evaluation License and the IPLA are not in effect concurrently; neither modifies the other; and each is independent of the other.

[The complete text of cach of these twe license agreements follow.

LICENSE INFORMATION

(The Pragrams listed below are licensed under the following License Information terms and conditions in addition to the Program license terms previously agreed to by Client
and IBM. If Client does not have previously agreed to license terms in effect for the Program, the International License Agreement for Evaluation of Pragrams (Z125-5343-05)
applies.

Program Mame: BM Installation Manager and Packaging Utility for the Rational Software Development Platform 1.8.5
Program Number: Evaluation

@ | accept the terms in the license agreement

O Ido not accept the terms in the license agreement

@ <Back [ Net> ||

[ cancel

874
875 7. Click Next.
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8. Select the location for files to be installed to.

Install Packages
Select a location for the shared resources directory and a location for Installation Manager.
Install Licenses Loc Features Summary

When you install packages, files are stored in two locations:

1) The shared resources directory - resources that can be shared by multiple packages.
2) The installstion directory - any resources that are unique to the package that you are installing

Important: You can only select the shared resources directory the first time you install a package with the [EM Installation Manager. For best results select the drive with
the most available space because it must have adequate space for the shared resources of future packages.

Shared Resources Directory: | C\Program Files\IBMUBMIMShared

Browse.
@ Once installed, IBM Installation Manager will be used to instal, update, modify, manage and uninstall your packages.
Installztion Manager Directory: | C\Program Files\IBM\Installation Managerieclipse Bos
Disk Space Information
Volume  Available Space
c 19.82 GB
[ <pack [ Met> [ wml || cene |

Click Next.
e OMmsdionMenager [-[=}E

Install Packages
A package group is  location that contains one or more packages. Some compatible packages can be installed into a common package group and will share a common

user interface. Select an existing package group, or create a new one.

Install licenses [ Location » Features ) Summary

O Use the existing package group
@ Create a new package group

Package Group Name [ Directory Architecture

%, IBM Spectrum Protect C\Program Files\Tivel\TSM 64-bit

Package Group Name: |BM Spectrum Protect

Installation Directory: | C\Program Files\ Tivo N TSM

Architecture Selection: O 32-bit & 84-bit

Details Disk Space Information

Shared Resources Directory: C:\Pragram Files\IBM\IEMIMShared Vo Avallable Space

[+ 19.82 GB

<Back | mMea> || wnl |[ cancel
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10. Click Next.
11. Make sure all the packages are checked.

®

Install Packages
Select the features to install,

3 - e
Install Licenses Location Features ;) Summary

Features

[) IBM® Installation Manager 1.8.5

[ 1BM Spectrum Protect server 8.1.0.20161121_2118

IBM Spectrum Protect languages 2.1.0.20161121_2112

[0 1BM Spectrum Protect license 8.1.0.20161121 2112

[0 IBM Spectrum Protect storage agent 8.1.0.20161121_2110
1BM Spectrum Protect device driver 8.1.0.20161121 2115

IBM Spectrum Protect Operations Center 8.1.0.20161121 1638

[ Show dependencies
- Selected by Installation Manager because of dependencies

Details
IBEM# Installation Manager 1.8.5

The IBM® Installation Manager is a teol that you can use to install and maintain your software packages.

Disk Space Information

Volume Required  Temporary Total  Available
Shared Resources Area C: 3.08 MB 2.09GB 2.09GB 19.82 GB

| Expand All H Collapse All | | Restore Default

[2]

[<]

< Back

Next >

Install

Cancel

12. Click Next.
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13. Select IBM Spectrum Protect.

Install Packages

Fillin the configurations for the packages.

Install » Licenses Location Features > Summary

= [ IBM Spectrum Protect server 8.1,
7 1. Products
@ 2. Licenses
= ([ 1BM Spectrum Protect storage ac
© Storage agent licenses
B[] 1BM Spectrum Protect Operatior
Specify the secure communi
Specify SP200-121a Compliar
3 Create password

Configuration for IBM Spectrum Protect server 8.1.0.20161121_2118
1. Products

<] u [>]

®

® IBM Spectrum Protect
O IBM Spectrum Protect Extended Edition
O IBM Spectrum Protect for Data Retention

< Back

Mext >

Install

Cancel

14. Click Next.
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15. Read and select | accept the terms in the license agreement.

©

Install Packages

Fill in the configurations for the packages.

IBM Installation Manager

i

& 2 Licenses
= [} 1BM Spectrum Protect storage at
© Storage agent licenses
= [} IBM Spectrum Protect Operatior
Specify the secure communi
Specify SP20D-131a Complial
@ Create password

16. Click Next.

= ) IBM Spectrum Protect server 8.1, Configuration for IBM Spectrum Protect server 8.1.0.20161121.2118
& 1. Products 2

Licenses

1BM License Agreement

LICENSE INFORMATION

The Programs listed below are licensed under the following License Information terms and conditions in addition to the
Program license terms previously agreed to by Client and [BM. If Client does not have previously agreed to license terms in effect
for the Program, the Intemational Program License Agreement (2125-3301-14] applies.

Program Name: IBM Spectrum Protect 8.1.0
Program Number: 5725-W92

As described in the Interational Program License Agresment (*IPLA") and this License Information, BM grants Licensee a
limited right to use the Program. This right s limited to the level of Authorized Use, such as a Processor Value Unit ('PVU"),
Resource Value Unit ("RVU"), a Value Unit ("VU"), or other specified level of use, paid for by Licensee as evidenced in the Proof of
Entitlement. Licensee's use may also be limited to a specified machine, or only as a Supporting Program, or subject to other

Non-IBM License Agreement

v

TERMS AND COMDITIONS FOR SEPARATELY LICENSED CODE
IEM Spectrum Protect 8.1.0

The [BM license agreement and any applicable information on the web
download page for [BM products refers Licensee to this file for details
concemning terms and conditions applicable to code identified as
Separately Licensed Code in the License Information document and
included in the products listed above ("the Program").

The "Separately Licensed Code” identified in the License Information
decument of the [BM license agreement is provided to Licensee under terms
and conditions that are different from the IBM license agreement.

@ | accept the terms in the license agreements.

O Ido not accept the terms in the license agresments,

<Back [ Neat» H

Cancel
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17. Read and select | accept the terms in the license agreement.

(2]

Install Packages

IBM Installation Manager

Fillin the configurations for the packages.

ation

atur

nmary

@ 1.Products
B 2 Licenses
= [ IBM Spectrum Protect storage a¢
&7 Storage agent licenses
= [ IBM Spectrum Protect Operatior
Specify the secure communi
Specify SPB0D-131a Complial
© Create password

18. Click Next.

= [ IBM Spectrum Protect server 8.1. Configuration for IBM Spectrum Protect storage agent 8.1.0.20161121_2110

Storage agent licenses

IBM License Agresment

LICENSE INFORMATION A

The Programs listed below are licensed under the following License Information terms and conditions in addition te the
Program license terms previously agreed to by Client and IBM. If Client does not have previously agreed to license terms in effect
for the Program, the International Program License Agreement (Z125-3301-14) applies.

Program Name: [BM Spectrum Protect for SAN 8.1.0
Program Number: 5725-X18

As described in the Intemational Pregram License Agreement ("IPLA") and this License Information, [BM grants Licensee @

limited right to use the Program. This right is limited to the level of Autharized Use, such as a Processor Value Unit (*PYU"), 3
Resource Value Unit ("RVU"), 3 Value Unit ("VU"), or other specified level of use, paid for by Licensee as evidenced in the Proof of
Entitlement. Licensee's use may also be limited to a specified machine, or only as a Supporting Program, or subject to other o

Nen-IBM License Agreement

TERMS AND CONDITIONS FOR SEPARATELY LICENSED CODE ~

IBM Spectrum Protect for SAN 8.1.0

The IBM license agreement and any applicable information on the web
download page for [BM products refers Licenses to this file for details
concerning terms and conditions applicable to code identified as
Separately Licensed Code in the License Information document and
included in the products listed above ("the Program”).

The “Separately Licensed Code” identified in the License Information
document of the IBM license agreement is provided to Licensee under terms
and conditions that are different from the IBM license agreement. Z

@® laccept the terms in the license agreements.

O | de not accept the terms in the license agreements.

<Back [ Net> |[ sl |[  Concd
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19. Specify 11090 for the port.

Install Packages

Fillin the configurations for the packages.

= T )
Install Licenses Location Features > Summary

£ [} IBM Spectrum Protect server 8.1,
1. Products
2. Licenses

2 [ IBM Spectrum Protect storage ac
Storage agent licenses

2 [} IBM Spectrum Protect Operatior
& Specify the secure communi

Specify SP200-131a Compliar

@ Create password

Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121.1638
Specify the secure communication settings

<[ m [>

@

The port number is used by the web server for the IBM Spectrum Protect Operations Center.
You can accept the default value, or specify another port number.

Secure (hitps) port | 11090

The port number has the following restrictions:
-The portnumber must be an integer in the range 1024 - 65535,
-The port number must be unigue.
-The portnumber cannot be already in use or allocated to other programs.

<Back [ Net> |[ ml ]

Cancel

20. Click Next.
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21. Select Strict for the SP800-131a Compliance.

Install Packages

Fillin the configurations for the packages.

= B )
Install Licenses Location Features ?  Summary

= ([ 1BM Spectrum Protect server 8.1,
1. Products
2. Licenses

= [} 1BM Spectrum Protect storage ac
Storage agent licenses

= [} 1BM Spectrum Protect Operatior
Specify the secure communi
& Specify SPB0D-131a Compliai
© Create password

®

Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638
Specify SPE00-131a Compliance

Special Publication 800-131a (SP 800-131a) is an infermation security standard that requires longer key lengths and
stronger cryptography than other standards

5P200-131a Compliance Mode: ) Off
O Transition
@ Strict

The SP800-131a Compliance Mode has the following restrictions:
-Transition mode allows use of Transport Layer Security(TLS)v1.0
- Strict mode requires TLS v1.2 This can prevent earlier web browsers from connecting to Operations Center

<Back [ MNet> |[ bl ]

Cancel

22. Click Next.
23. Create a password.
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Install Packages
(@ Click Next to continue

Install Licenses Location Features  ©  Summary

B [ IBM Spectrum Protect server 8.1, Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638

1. Products Create password
2. Licenses
5 () IBM Spectrum Protect storsge i You must creste a password for the truststore fle of the Operations Center,
S which contains the SSL certificate that the Operations Center uses for HTTPS communication with web browsers.

= [l IBM Spectrum Protect Operatior
Specify the secure communi
Specify SPE0D-131a Compliai
& Create password

If you later choose to set up SSL communication between the Operations Center and the hub server,
you must use the same password.,

Create password | e

Confirm passward | s

Password length:
- Minimum: 6 characters
- Maximum: 64 characters

The password must contain atleast

- One uppercase letter (A-Z)

- One lowercase letter (3 -z)

- One digit (0 - 9)

-Two non-alphanumeric characters: ~ 1@ #§ % * &* _-+="[() [1:;==,.?/

<[ 1] 2]

<Back [ HNet>» H Install

Cancel

24. Click Next.

Install Packages

Review the summary information.

Install licenses  Location Festures [ Summay ||

i

Target Location
Package Group Name: 1BM Spectrum Pratect
Installation Directory: CA\Program Files\ TivolATSM
Shared Resources Directory: C:\Program Files\IBM\IBMIMShared
Packages
Packages
[[) IEM® Installation Manager 1.5

7] 1BM Spectrum Protect server 8.1.020161121_2118
[T) 1BM Spectrum Protect languages 8.1.0.20161121_2112
1) IBM Spectrum Protect license £.1.0.20161121.2112
[[) 1BM Spectrum Protect storage agent £.1.0.20161121 2110
7] 1BM Spectrum Protect device driver 8.1.0.20161121.2115
= [[) IBM Spectrum Protect Operations Center 2.1.0.20161121_1638
{1 Operations Center

Environment Disk Space Information
English

Total Available Space
(o] 19.82 GB

Total Download Size:  2.26 GB
Total Installation Size: 7.99 GB
» Repository Information

€]

< Back Hext > H Install

Cancel
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25. Click Install.
26. Wait for the install to finish.

Install Packages

Review the summary information.

Install ) Licenses ) Location  Feaures [ Summay >
Target Location
Package Group Name:  IBM Spectrum Protect
Installation Directory: C:\Program Files\Tivol\ TSM
Shared Resources Directery: C:\Pregram Files\BM\EMIMShared
Packages
Packages

[ IBM® Installation Manager 1.8.5
[0} 1BM Spectrum Protect server 8.1.020161121_2118
[[] IBM Spectrum Protect languages 8.1.0.20161121_2112
[0} 1BM Spectrum Protect license 8.1.0.20161121_2112
[} IBM Spectrum Protect storage agent £.1.0.20161121_2110
[[) IBM Spectrum Protect device driver 8.1.0.20161121.2115
B () IBM Spectrum Protect Operations Center £.1.0.20161121_1632
[ Operations Center

Environment

English

» Repository Information

Installing: Retrieving files. 121 MB of 173 MB (71%) completed.

Disk Space Information
Total Avilable Space
19,82 GB

Total Download Size:  2.26 GB
Total Installation Size: 7.99 GB

Pause

27. Click Finish.
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Install Packages

0 The packages are installed. View Log File

The following packages were installed:

fto IBM Knowledge Center: http://www.ibm.com/support/knowledgecenter/SSEQVQ/landing/
elcome_sseqvq.htm Search for IBM Spectrum Protect data protection solutions.
IThe IBM Spectrum Protect Operations Center is now installed. You can access it at the following URL:

Te learn about best practices fer configuring, menitering, and eperating an [EM Spectrum Protect solution, gc@]\

5l

= %, IBM Spectrum Protect

[} 1BM Spectrum Protect server £.1.0.20161121_2118

) IBM Spectrum Protect languages 8.1.0.20161121_2112

[} 1BM Spectrum Protect license £.1,0.20161121_2112

IBM Spectrum Protect storage agent £.1.0.20161121_2110

[} 1BM Spectrum Protect device driver 8.1.0.20161121.2115

] IBM Spectrum Protect Operations Center 8.1.0.20161121_1638

Installation Manager was successfully installed into: C:\Program Files\[BM\Installation Manager\eclipse

Note: If the packages support rollback, the temporary directory contains rollback files for installed packages. You
can delete the files on the Files for rollback preference page.

i

2.7.2 Install IBM Spectrum Protect Client Management Services

1. Run WIN64_CMS_ML in its own folder to extract the contents.

Application Tools

Home Share View Manage v @
@ - 1 ‘ L/ » IBM » Client Managment Services » v & | | Search Client Managment Ser.. R ‘
: Name “ Date modified Type Size
¢ Favorites L
B Desktop A input 10/28/2016 1:20 AM  File folder
j Downloads L imBd 10/28/2016 1:18 AM  File folder
2l Recent places Ju input 10/28/2016 1:20 AM  File folder
. repository 10/28/2016 1:19 AM  File folder
M This PC 10/5/2016 1:03 AM  Windows Batch File 10KB
10/13/2016 1:07 AM  HTM File 13KB
€ Network [=7sp_e.1_WiNsa_cms ML 3/8/20171:08PM Application 461,571 KB

Titems 1 item selected 430 MB

2. Runthe install script.
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&

File Help

IBM Installation Manager

Install

Install software packages.

Update '-{qu Manage Licenses
Discover and install updates and

fixes te installed software

packages.

?_"l Roll Back
Modify

Change installed software 2
packages by adding or removing ﬂ Uninstall

features and functions.

912
913 3. Click Install.

914 4. Check the box next to IBM Spectrum Protect Client Management Services.

Install Packages
Select packages to install:

» -
Installation Packages Status Vendor [ License Key Type |
» Version 8.1.0.20161028_011D Will be installed B
[ Show all versions Check for Other Versions, Fixes, and Extensions

Details

IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110

IBM Spectrum Protect client management services collects diagnostic information about backup-archive clients and makes the information available to the Operations Center
far monitaring capability. For more information about the client management service, go to IBM Knowledge Center and search on client management service. Mare info...

* Repository: C:\Users\Administrator\Desktop\BM\Client Managment Services\repository

® <Bak | Next» || rstall H Cancel

915
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916 5. Click Next.

917 6. Select Use the existing package group.

Install Packages
A package group is a lecation that contains one or more packages. Some compatible packages can be installed inte a common package group and will share a commen
user interface. Select an existing package group, or create a new one.

Install | Location » Features Summary
SR sl

@ Use the existing package group
O Create a new package group

Package Group Name. [ Installation Directory Architecture
%, IEM Spectrum Protect C:\Program Files\TivolATSM B4-bit

Package Group Name: IBM Spectrum Protect

Installation Directory: | C:\Program Files\Tivol\TSM

Architecture Selection: O 32-bit & 81-bit

Details Disk Space Information
Shared Resources Directory: C:\Pragram Files\IBMAIBMIMShared Nikiine e S
Installed Packages C 1213 GB

* |BM Spectrum Protect device driver 8.1.0.20161121_2115

* |BM Spectrum Protect languages 8.1.0.20161121_2112

* |BM Spectrum Protect license 8.1.0.20161121_2112

* |BM Spectrum Protect Operations Center 8.1.0.20161121_1638

# |BM Spectrum Protect server 8.1.0.20161121_2118

* |BM Spectrum Protect storage agent 8.1.0.20161121_2110

@ <Back [ mes || el |[ cancel

918
919 7. Click Next.
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8. Make sure all the boxes next to the package Client Management Services are checked.

g™

Install Packages
Select the features to install.

Install Lacation |

Features

S

Summary

[ Show dependencies

Details

Disk Space Information
Volume
Shared Resources Area  C:

Installation Directory G

®

= [] [ IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110
% Client Management Services

%2~ Selected by Installation Manager because of dependencies

IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110

Temporary Total
144.02 MB 14404 MB
52071 MB

Available
1213 GB
1213 GB

| Expand All ” CollapSEA!l| ‘ Restore Default

IBM Spectrum Protect client management services collects dignostic information about backup-archive clients and makes the information available to the Operations
Center for monitoring capability. For more information about the client management service, go to IBM Knowledge Center and search on client management service.

<Back [ News> || il [[ Cencel

9. Click Next.
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923 10. Set the port to 9028.

Install Packages
Fill in the configurations for the packages.
Install Location Featurss >  Summary

= [[J IBM Spectrum Protect Client Ma | Configuration for IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110
&~ Specify the secure port numt| Specify the secure port number
Specify SP200-131a Compliar

The port number is used by the web server for the IBM Spectrum Protect Client Management Services.
“You can accept the default value, or specify another port number.

Secure (https) port | 9028

The port number has the following restrictions:
- The port number must be an integer in the range 1024 - 65535,
- The port number must be unique
- The port number cannot be already in use or allocated to other programs

<] m [>

® <Back [ Newr || el |[ concel

924
925 11. Click Next.
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926 12. Click Strict for SP800-131a compliance.

927
928

929

Install Packages
Fillin the configurations for the packages.
 nstall location | Features D Summay |

B [ 1BM Spectrum Protect Client Ma

Configuration for IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110
Specify the secure port numl | Specify SPE00-131a Compliance
& Specify SP200-131a Complial

Special Publication 800-131a (SP 800-131a) is an information security standard that requires longer key lengths and
stronger cryptography than other standards.

5P200-1312 Compliance Mede: O OFff
O Transition
© Strict

The SP800-131a Compliance Mode has the following restrictions:
-Transition mode allows use of Transport Layer Security(TLS)v1.0 -v1.2
- Strict mode requires TLS v1.2 This can prevent earlier web browsers from connecting to Client Management Senvices.

<[ m [~]

®

<Bak [ Near [ il || concel

13. Click Next.

Install Packages

Review the summary informatian. Eﬂ
" nstall Location . Festures Summary |
Target Location

Package Group Name: IBM Spectrum Pratect
Installation Directery: C:\Program Files\Tivol\TSM

Shared Resources Directory:  C:\Program Files\IBM\IBMIMShared
Packages

Packages

= [[) IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110
{1 Client Management Services

Environment Disk Space Information
Total Available Space
1213 GB

English

Total Download Size:  144.04 MB

Total Installation Size: 664.74 MB
+ Repository Information

< Back et |[ sl ][ Coneel
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14. Click Install.

Install Packages

o The packages are installed, View Log File

The [BM Spectrum Protect Client Management Services is now installed and configured.

The following package was installed:

B %, IBM Spectrum Protect
[0} 1BM Spectrum Protect Client Management Services .1.0.20161028_0110

Note: If the packages support rollback, the temporary directory contains rollback files for installed packages. You
can delete the files on the Files for rollback preference page.

15. Observe the successful installation and click Finish.
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933 2.7.3 Configure IBM Spectrum Protect
934 1. Go to Start > IBM Spectrum Protect Configuration Wizard.

IBM Spectrum Protect Instance Configuration Wizard
Version 8.1

Copyright IBM Corporation(TM) and its licensors(R) 1994 2016, All Rights Reserved. IBM and the IBM logo
are trademarks of IBM Corporation in the United States, other countries, or both. Java and all Java-based
trademarks and logos are trademarks or registerad trademarks of Oracle and/or its affiliates.

Other company product or service names may be trademarks or service marks of others.

935
936 2. Click OK.
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[ Introduction
[ Instance UserID

[ Instance Directory

[ Database Directories

[ Recovery Log Directories
[ Server Information

[ Administrator Credentials
[ Server Communication
[= Configuration Summary
[= Configure Instance

3. Click Next.

This wizard will guide vou through the steps of configuring an IBM Spectrum
Protect server instance.

For more information about configuring the IBM Spectrum Protect server
instance, see IBM Spectrum Protect Knowledge Center

Click Next to proceed to the next screen. If you want to change something on a
previous screen, click Previous.

Cancel the configuration at any time by clicking Cancel.

4. Specify a name and an account for the IBM server to use. Example: (name: BACKSRVR, User ID:

D\spadmin).
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" Introduction

» Instance User D

[ Instance Directory

[~ Database Directories

> Recovery Log Directories
[ Server Information

[ Administrator Credentials
[ Server Communication
[= Configuration Summary
[ Configure Instance

5. Click Next.
6. Choose a directory.

+/ Introduction
+/ Instance User ID

» Instance Directory

[ Database Directories

[ Recovery Log Directories
[> Server Information

[ Administrator Credentials

[ Server Communication
[ Configuration Summary
[ Configure Instance

Specify one of the following:
-the instance name ofthe new instance
-the instance that you want to cluster
Also, specify the instance user ID and password.

Instance: | BACKSRVR

UserID: |Dl\spadmin

Password: |...............

*Mote: If you plan on clustering the server instance, a domain account is required.
Domain accounts use the following format.  =domain=\=account_name=.

When you click Next, the wizard attempts to establish a connection to the local system.
Ensure that File and Print Sharing is enabled, and that your firewall allows connections
to port 445,

The instance directory stores all of the server instance information, such as the server
options file, trace files, and other files specific to this instance.

*Instance Directory:

C\Program FilesiTivoliTSMBACKSRVR | choose

Mote: If you plan to use this instance for high availability operations, the instance
directory must be in afile system on a disk that can be shared between the clustered
systems.
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7. Click Next.

8. Click Yes if prompted to create the directory.
9. Choose The database directories are listed below.

10. Create a directory to contain the database. Example: C:\BACKSRVR\IBMBackupServer.

11. Enter the directory in the space provided.

' Introduction
+/ Instance UserID

+ Instance Directory

» Database Directories

[ Recovery Log Directories
[ Berver Information

[ Administrator Credentials
[ Server Communication

[= Configuration Summary
[ Configure Instance

12. Click Next.

13. Create directories for logs and archive logs. Example: C:\BACKSRVR\IBMBackupServerlLogs,

Specify a list of directories to use for the IBM Spectrum Protect database. You can
either specify a file containing the list of database directories to use or enter one
directoary per line in the field.

(O The database directories are listed in this file:

" Choose

(® The database directories are listed below:

CABACKSRVRIBMBackupServer

IE

C:\BACKSRVR\IBMBackupServerArchivelogs.
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14. Enter the directories in their respective fields.

/' Introduction
+/ Instance User ID

+/ Instance Directory

+/ Database Directories

» Recovery Log Directories
[ Server Information

[> Administrator Credentials
[ Server Communication
[= Configuration Summary

[ Configure Instance

15. Click Next.

Specify the directories for the database recovery logs.

“Active log size (GB).

*Active log directory:

|C:\EI\ACKSRVR\JEIMElackupSer\ferLogs | choose
*Primary archive log directory:
C\BACKSRVRIBMBackupSenverarchiveLogs | choose
Active log mirror directory:

" Choose
Secondary archive log directory:

" Choose
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957 16. Specify the server name.

+/ Introduction

Specify configuration information for the server.
+/ Instance UserID

+/ Instance Directory
+/ Database Directories

+/ Recovery Log Directories

»- Server Information *Sanyer Mame:

[ Administrator Credentials |BACKSRVR| |
[ Server Communication
[ Configuration Summary
[ Configure Instance

Server Language:
[English v|

958
959 17. Click Next.
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18. Specify an Administrator account.

' Introduction
+/ Instance User ID

+/ Instance Directory

+/ Database Directories

+/ Recovery Log Directories
+/ Server Information

» Administrator Credentials
[= Server Communication
[ Configuration Summary
[= Configure Instance

g

19. Click Next.
20. Select a port. Example: 1500.

Specify an IBM Spectrum Protect Administrator to create when setting up the new
instance. You can change the administrator information at any time in the Operation
Center.

*Administrator Name:

|ﬁdministrator

*Administrator Password:

*Werify Administrator Password:

NIST SP 1800-11C: Data Integrity

171



%64

965
966

967

DRAFT

21. Check the box next to Enable SSL Communication and enter a port. Example: 23444,

+/ Introduction
+/ Instance User ID

+/ Instance Directory

+/ Database Directories

+/ Recovery Log Directories
+/ Server Information

+/ Administrator Credentials
» Server Communication
[ Configuration Summary
[= Configure Instance

+ Introduction
+/ Instance User 1D

+/ Instance Directory

+/ Database Directories

+/ Recovery Log Directories
«/ Server Information

+/ Administrator Credentials
+/ Server Communication
» Configuration Summary
[ Configure Instance

The default communication settings for the server are provided for your validation. You
can also turn on one or more additional communication methods.

*Client Port: *Administrator Port:

|150{} | |150{}

[] Enable IPvE Communication

[] Enable Shared Memory Communication
Shared Memory Port:

1510

S5L communication requires additional, manual configuration to generate and store the
valid certificates that the server accepts.

[ Enable S5L Communication
S5L Client Port: S5L Administrator Port:

23444

Review the configuration settings, then click Next.

Instance user ID:
Dhspadmin

Instance directory:
C\Program Files\TivolilTSMBACKSRVR

Database directories:
CI\BACKSRVRUBMBackupServer

Active log directory:
CIBACKSREVRABMBackupServerLogs

Primary archive log directory:
C\BACKSRVRAUBMBackupServerArchiveLogs
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23. Click Next.
24. Wait for the installation to finish.
= IBM Spectrum Protect Instance Configuration Wizard == -

g L This instance is now being configured. Configuration will take several minutes and
/ Instance User 1D undergo numerous steps. The progress ofthe configuration is shown below.

+ Instance Directory

+/ Database Directories

+/ Recovery Log Directories
' Server Information % N
. . IBM Spectrum Protect for Windows =
' Administrator Credentials Version 8, Release 1, Level 0.000

+ Server Communication
+/ Configuration Summary

Licensed Materials - Property of IBM

b= Confgreinstance (C) Capyright IBM Corporation 1990, 2016.

All rights reserved.

U.S. Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corporation.

AMNROS00] Processing options file C:\Program Files\TivollTSMBACKSRVR\dsmsen-
.opt.

AMNR4T 26| The ICC support module has been loaded.

ANRO152| Database manager successfully started.

< m >

Previous

25. Click Next.

26. Click Done.

27. Log in to Operations Center by going to localhost:11090/oc/. If issues occur, check firewall
permissions for ports 1500 and 23444 (or whichever ports were designated in steps 20 and 21).

IBM Spectrum
Operations Center

Localhost1500
Administrator

No encryption v

Configure

28. Log in using the credentials provided in the Configuration Wizard.
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977 29. Enter the password for a new account to be created on the system.

Configure Operations Center

Communication . — B

BACKSRVR

Register a new administrator ID with system authority on the hub server. The Operations Center uses this ID to
obtain alert and status information from the hub server. Leam more

Hub server BACKSRVR
Administrator ID 1BM-OC-BACKSRVR

e

Confirm password

ssesssncsnsnnss

978
979 30. Click Next.

980 31. Select the time interval for data collection.

Configure Operations Center

Retention '

Hub server BACKSRVR
Estimated database space 2 GB needed of 13.933 GB free

Status

cornsme
minutes v

A lower fime valus refreshes dsts more frequently, but
uses mare dstabase space. LA more

Alerts
Alerts stay active

Alerts stay inactive

Closed aleris are retained

981
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982 32. Click Next.
983 33. Select time intervals that suit your organization's needs.

Configure Operations Center

9

At Risk Indication
These seflings determine which clienls are shown as being al risk in the Operations Center. You can change
the setfings later if necessary. Leam more
B  Avplications
Time since last backup (") ]

Ghis  1dsy 10 weeks 28 waeks 46 weeks 1 yesr

Consider warnings and skipped files as "al risk” condifions
Virtual Machines
Time since last backup ﬁ: -

T T T T T T T
Ghis  1day 10 weeks 28 waeks 48 weeks 1 year

Consider warnings and skipped files as “at risk" conditions
Systems
Time since last backup ()

T 0 T T T T T
Ghis  1dsy 10 weeks 28 weeks 46 weeks 1 year

[+] consider warnings and skipped files as "at risk” conditions

984
985 34. Click Configure.

Configure Operations Center

Succeeded
‘Starting configuration of the Hub server

‘Connected to IBM Spectrum Protect server BACKSRVR
Registered monitoring administrator IBM-OC-BACKSRVR
Configured status and alert setlings

Enabled status and alert monitoring

‘Checking for server information. This can take several minutes.
Ready to show server information

‘Saved the configuration information

‘Server BACKSRVR has been successfully configured

986
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2.7.4 Adding Clients to IBM Spectrum Protect
1. Loginto Operations Center.

Overviews Clients Services

Reports

Applications

Services
Backup Restore PO“C‘eS

Archive — Retiieve H =

Migrate — Recall 1

Expiration

‘v B EQH e 6 a

Servers 1 | Storage & Data Availability

© &, Administrator

Virtual Machines

Activity

Tasks

Processes

= Current 0 byles
= Previous 0 bytes

v

. Pools Containers Volumes
[ —
LE Directory 0 bytes free Disk 0 bytes free
All available On-premises cloud Tape 0 bytes free
Inventory Off-premises cloud Copy 0 bytes free
Database space 30 GB free
i o v
| Replication
2. Add clients by clicking the Clients tab.
Ov WS Clients Services & 2, Administrator
v Clients 0 Alerts [ 0
— |
m‘ g Applications Virtual Machines 1 Systems
i L
= < Client More w Qv n
Type | Name [ o ARk ~ | senver Target Server Replication Workload Next Schedule
Mo items found.
< >

Showing 0 | Selecled 0

Refreshed a few momenis ago
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992 3. Click +Client.\

Add Client

Server and Authentication [H

BACKSRVR

Use this wizard to register a system or application client on the server
You cannot use this wizard to register a NAS file server or a virtual machine. [eam more]

Server
& BACKSRVR

Enable

Always use

993
994 4. Select the server running the IBM backup capabilities.

995 5. Check the box next to Always use for SSL.

Add Client

Server and Authentication \_H

BACKUPS

Use this wizard to register a system or application client on the server.
You cannot use this wizard to register a NAS file server or a virtual machine. Learn more

Server & BACKUPS ~

Replication Enable
ssL [w]iAiways use!

996
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Click Next.

Enter the name of a client machine that you want to be able to backup data from and a
password.

Decide whether to use Client-side deduplication (it reduces the required storage space for
backups).

Clients
v Cli -

Clients 11 Add Client |

790 -

= Identit B

3 s Y e

BACKUPS
B+ clent [ Quick L L8
Enter the information for the new client Learn more
Type Name Next Schedule
) ADDNS Clientname DESKTOP-NTEINVG DAILY_INCR
&= MSEXCHANGE Client password DAILY_INCR
=l mssaL Verify password DAILY_INCR
) SHAREPOINT Contact name DAILY_INCR
= UBUNTUDESKTOP Email address DAILY_INCR
) UBUNTUVM Remote access URL DAILY_INCR
) WINDOWSDESKTOR Client-side deduplication [v]Enzbie: DAILY_INCR
= WINDOWSVM1 DAILY_INCR
o WINDOWSVIM2 DAILY_INCR
] WINDOWSVM3 DAILY_INCR
= DESKTOP-NTSINVE e
2
< - .

Showing 11 | Selected 0 Refreshed 3 minutes ago

0.

Click Next. Note the information on the next page as it is required to connect the server to the
client.
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Add Client

Configuration ‘_H

BACKUPS DESKTOP-NTELNV6

To configure the client to back up data to BACKUPS, install the client software and add the information that is shown below fo the client
options file. Additional configuration is required to use SSL. Learn more

TCPSERVERADDRESS {ADDRESS_OF_BACKUPS}
TCPPORT 23444

NODENAME DESKTOP-NTGLNVE
DEDUPLICATION YES

SsL YES

1005
1006 10. Click Next.

Add Client

Palicy Domain ‘F Eml]

BACKUPS DESKTOP-NTELNVE

Select a policy domain to manage data for DESKTOP-NTELNVE. Learn more

Name Description

® STANDARD Installed default policy d.

1007
1008 11. Click Next.
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Add Client

Schedule B ] |
BACKUPS DESKTOP-NTELNVG STANDARD

Selecta schedule to automate data profection services for DESKTOP-NTELNVG (optional). Learn more

‘ Name Action Start Start Window

| DAILY_INCR INCREMENTAL Apr 21,2017, 9:49:00 AM 1 hour

| TEST_INCR INCREMENTAL Apr 14,2017, 10:33:07 AM 1 hour

1009
1010 12. Click Next.

Add Client

Option Set B 50 E
BACKUPS DESKTOP-NTSLNVE STANDARD

Selecta schedule to automate data protection services for DESKTOP-NTELNVG (optional). Learn more

~ | Description

H No option sets found

1011
1012 13. Click Next.

1013 14. Select Default.
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Add Client

Set Al Risk B Em)" E|

BACKUPS DESKTOP-NTSLNVG STANDARD
Configure at-risk settings for DESKTOP-NTBLNV6. Learn more
® Default

Applications: 1 day
Systems: 1 day

O Bypass
Suppress all at-risk warnings for DESKTOP-NTELNVE

O Custom

Time since last backup

[&:

s 12hrs ' ek Tmonth 12 months

1014
1015 15. Click Add Client.

Add Client

Succeeded

Added clientinformation.

Set policy domain

Set at-risk configuration.

The client was added successfully.

B 4succeeded

1016
1017 16. Make sure to allow the ports for SSL and TCP traffic through the firewall (23444, 1500).
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1018 17. Run the following command to set cert256.arm as the default certificate on the IBM Backup
1019 server. Execute this command from the root server directory. Example: C:\Program

1020 Files\Tivoli\TSM\BACKSRVR

1021 > gsk8capicmd 64 -cert -setdefault -db cert.kdb -stashed -label "TSM Server
1022 SelfSigned SHA Key"

1023 Note: By default, gsk8capicmd_64 is located at C:\Program Files\Common

1024 Files\Tivoli\TSM\api64\gsk8\bin.

ey Administrator: Windows PowerShell |;‘£-

1025
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1026 2.7.5 Install the Spectrum Protect Client on Windows

1027 1. Extract SP_CLIENT_8.1_WIN_ML
| =l ApplicationTagls  TSMCLLWIN = %
Home Share View Manage v @
1 5 TSMCLI_WIN | @ | Search TSMCLLWIN )
Name - Date modified Type Size
5 Quick access
Desktoy - tsmcli 11/11/2016 &:16 PM  File folder
= ] Q autorun 11/11/2016 4:40 PM  Setup Information 1KB
:DD‘”’"'““ 4[5 spinstall 11/11/2016 4:40PM  Application 91 KB
%] Documents #*
[&] Pictures Es
D Music
B videos
& OneDrive
[ This PC
o Network
o& Homegroup
1028 Jitems 1 item selected 940 KB
1029 2. Run the spinstall script (install any prerequisites required).
15 IBM Spectrum Protect Client - InstallShield Wizard X

Spectrum Protect Client

Client on your computer. To continue, dick Next.

international treaties.

Welcome to the InstallShield Wizard for IBM

The InstalShield(R) Wizard will install IBM Spectrum Protect

WARMING: This program is protected by copyright law and

< Back Mext = I |
1030

Cancel

1031 3. Click Next.
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1032 4. Specify an installation path.
ﬁ IBM Spectrum Protect Client - InstallShield Wizard *
Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder. @

Install IBM Spectrum Protect Client to:
C:\Program Files\TivoliTSMY [ Change...

Installshield
1033 .
1034 5. Click Next.
1035 6. Select Custom Install.
ﬂ IBM Spectrum Protect Client - InstallShield Wizard X
Setup Type
Choose the setup type that best suits your needs.
Flease select a setup type.
() Typical
[ Most commonly used program features will be installed.
@ Custom
Choose which program features you want installed and where they
will be installed. Recommended for advanced users.
InstallShield
<o corce
1036 .
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1037 7. Click Next. Make sure that all packages are selected for installation.
ﬁ IBM Spectrum Protect Client - InstallShield Wizard *
Custom Setup
Select the program features you want installed. @

Click on an icon in the list below to change how a feature is installed.

Elg;l Backup-Archive Client

i Backup-Archive Client GUI Files
Backup-Archive Client Web Files
Client API {54-bit) Runtime Files
Client API SDK. Files

Administrative Client Command
Line Files

This feature requires 11MB on
your hard drive.

£ >
Install to:
C:\Program Files\TivolifTSMY | Change...
Installshield
Help Space W < Back Cancel
1038 .
1039 8. Click Next.
ﬁ IBM Spectrum Protect Client - InstallShield Wizard
Ready to Install the Program
The wizard is ready to begin installation.
Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
InstallShield
<o conce
1040 :
1041 9. Click Install.
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i IBM Spectrum Protect Client - InstallShield Wizard >

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed IEM
Spectrum Protect Client. Click Finish to exit the wizard.

1042
1043 10. Click Finish.
1044 11. Run Backup-Archive GUI from the Start menu. This should open the IBM Spectrum Protect
1045 Client Configuration Wizard.
@ IBM Spectrum Protect Client Configuration Wizard *
Client Options File Configuration Wizard
This wizard will guide you through the configuration process
of the initial basic IBM Spectrum Protect Client options file.
After you have finished the initial et up ofthe options file you
can use the Preferences Editor to specify other client options.
Domain for Backup
Confirm and Apply
Finish
1046 < Back Apply Finish Cancel
1047 12. Click Next.
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13. Select Create a new options file.
@ IBM Spectrum Protect Client Configuration Wizard

Domain for Backup
Confirm and Apply
Finish

14. Click Next.

Create a new options file

Select this option if you do not

already have a client options
file. The client will create an
options file for you based on
your specifications in this
weizard.

Options File Task

Which task do you wish to perform?

®

Update my options file

(0) Import from an existing options file for use

Apply Finish

15. Enter the Node Name that you created in the Operations Center.
@ IBM Spectrum Protect Client Configuration Wizard

=

on

Domain for Backup
Confirm and Apply
Finish

16. Click Next.

Client Hode Hame

The node name is a unigue
natme used to idertify your
client node to the server
wehen you begin & client
session. Type the name of
your client node to identify
your nods to the server.

The length of the node name
can be 1 to 64 characters.

Client Node Name

What is the node name to use?

Node Name

DESKTOP-MNTEINVE

Apply Finish

17. If prompted, allow the program through the firewall.

=
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1055 18. Select TCP/IP for the communication method.

@ IBM Spectrum Protect Client Configuration Wizard

=

Client Options File

Domain for Backup
Confirm and Apply
Finish

5 >
1056 oply_| [ Frish | [ concel |
1057 19. Click Next.
1058 20. Specify the IP address of the server running the IBM backup server.
1059 21. Specify the port that the server is accepting connections on (Example: 23444).
@ IBM Spectrum Protect Client Configuration Wizard *
— TCP/IP Options
lﬁﬂ What is the TCP/IP address and port of the IBM Spectrum
Protect server?
Client Options File
Port Humber
Type the TCPAP port number
rt use t jcat
ot i P, S ki
SErver. i‘i 92.168.52.17
Domain for Backup
Confirm and Apply The defautt port number is Port Number
Finish 1500, while other valid values
are in the range between
1000 and 32767,
1060 < Back Apply Finish Cancel
1061 22. Click Next.

TCPAP

Tranzsmission Control
Protocolinternet Protocal
(TCRAR)

IBM Spectrum Protect Client/Server Communication

Which communication method do you want the IBM Spect
Protect Clientto use when communicating with the IBM
Spectrum Protect Server?

®

(O TCRIP v6

(C) Named Fipe

() Shared Memory

rum

Use Active Directory to locate the IBM Spectrum Protect server
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1062 23. Click Select All or choose specific items from the recommended list of inclusions/exclusions.

@ IBM Spectrum Protect Client Configuration Wizard

Select All

Click this button to select all
the items on the list.

" Communication
= Includel

File Ex

Domain for Backup
Confirm and Apply
Fi

Recommended Include/Exclude List

The following is a list of IBM Spectrum Protect recommended
Include/Exclude items for files which are not normally
required for system recovery. Selected items will be added to
your configuration file, and excluded from backups.

< Back Next > Apply Finish Cancel
1063 [[<oock ] [ nexe> ] |
1064 24. Click Next.
1065 25. Select certain file types to exclude from backup, if any.
@ |IBM Spectrum Protect Client Configuration Wizard *
Common File Exclusion Selection
Please select from the listthe file types you wish to be
excluded. By default, all ofthese file types are included.
Extension Description
File Exclusion ~
" Communi S .aif Audio Interchange File
' Communi Opti e oo they aiff Audio Interchange File
¥/ Includ ude list list. These types of files are -ar Canpressed dechive
= File Exclusion e e e iy .asf Advanced Streaming Format
Domain for Backup might ot want to back up, JE5X Advanced Stream Redirector File
Confirm and Apply such as muttimedia files, au uLaw /AU Audio File
Fi archive files, ohiect files, and .avi Audio Video Interleave File
core of durmp files. -bin Binary File
hat Fatch File =
Select All Clear All
1066 < Back Apply Finish Cancel |
1067 26. Click Next.
1068 27. Check the box next to Backup all local file systems.

NIST SP 1800-11C: Data Integrity

189



DRAFT

1069 28. Select Incremental for the Backup Type.

@ IBM Spectrum Protect Client Configuration Wizard *

Domain for Backup

- | The following contains options that you can select to specify
| which drives to include in your client domain. By default all
local files are backed up.

Client Options File
v

Backup Type

| Incremental w

E| Back up all local file systems
Domain List

lesktop-ntainveics)
STEMSTATE
D: (1_CENA_X64FREV_EN-US_DVS)

—> Domain for D
Confirm and Apply
Finish

1070 <Back Apply Finish Cancel
1071 29. Click Next.

@ IBM Spectrum Protect Client Configuration Wizard =

Confirm and Apply your configuration

=
' You have completed the configuration of the Client Options
File. Click on the ‘Apply’ bulton to confirm your configuration.
The initial basic Client Options File will be saved to the disk.
Client Options File
Ch d Please note that this operation may take a while to complete.

on Method
' Commu on Options
+" Includefexclude list

+ File on
" Domain for Bz
= Con

1072 < Back Next > Finish Cancel |

1073 30. Click Apply.

1074 31. Click Finish.

1075 32. In the Backup-Archive GUI (you may have to log in using the credentials specified on the server
1076 or you may have to choose to ignore a warning that you couldn't connect), go to Edit > Client
1077 Preferences.
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@& Preferences Editor x
General General Preferences
Common Options
Backup
Node Name
esle [pEskTOP-NTEINVE
Include-Exclude : o As Node Name
]
Sriapshot
As Hode Name [ Prompt before mounting tapes
Scheciuler e eted
Type the name of the target [ Return to tree window after function completet
Communication noide b which you have besn Back up or restore NTFS security information
granted proxy authorty to
Reional Settings enable your client for cliert [] Enable LaN-free
- node proxy support Transaction Buffer Size Rename non-Unicode flespaces during backup/archive.
Autharization
25600 ~ |kB v ne ~
DR Staging Directory
Cormand Line [ Browse...
Diagnostics e e D <
Performance Tuning @ s
Deduplication (O Yes, if no reboot is required
oL
Error log
Log File Name
|c:program filestivalitsmibaciientdsmerror.log Browse. ..
[] Prune old entries [ Enable error log file wrapping
Frune entries older than Waximum size (MB
o Days o
Save pruned entries
oK. Cancel Reset Apply
1078 [ Warning: The 'As Node Name' option wil be set to the default value.

1079 33. Click Communication.

1080 34. Ensure that the server address is correct and that the ports point to your SSL port (23444).
1081 35. Check the boxes next to Send transaction to the server immediately, Use Secure Sockets Layer
1082 (SSL), and Require TLS 1.2 or above.
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36. Select Yes for SSL is Required.

(&) Preferences Editor

X

+ General
Backup
Restore
Include-Exclide
Snapshot
Scheduler

Communication

Regional Settings
Authorization

Weh Cliert
Command Line
Disgnostics
Performence Tuning

Deduplication

Communication Preferences

Common Options

S5L is Required

Specify whether the SSL
protocol is recuired to protect
the IBM Spectrum Protect
passvord over the netwark
during client authertication.

Restart Duration Restart Interval
60 v Minutes 15 v Seconds
Communication Settings
Communication Method
TCPIP ~
Server Address.
[192 1685217
Server Port Admin Port
E3444 23444
Buffer Size Window Size
32 v KB 63 v KB

Send transaction to the server immediately

Use Secure Socket Layer (S51)
Require TLS 1.2 or above
SSL is Requirsd

=

The 'C

setings have been oaded.

37. Click OK.

38. Retrieve cert256.arm from the server.

39. On the client machine, create a new key database by running the following commands:

> set PATH=C:\Program Files\Common
Files\Tivoli\TSM\api64\gsk8\bin\;C:\Program Files\Common
Files\Tivoli\TSM\api64\gsk8\1ib64; $PATHS

> gsk8capicmd 64 -keydb -create -populate -db dsmcert.kdb -pw password -

stash

Cancel Reset

Apply
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E¥ Command Prompt

te -populate -db dsmcer

40. Import cert256.arm by running the command:

> gsk8capicmd 64 -cert -add -db dsmcert.kdb -stashed -label "TSM server
BACKSRVR self-signed key" -file <path-to-cert256.arm> -format asci

S Command Prompt

ert -add

-db dsmcert.kdb

-stashed -label
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1098 41. Copy the resulting dsmcert.kdb and dsmcert.sth to C:\Program Files\Tivoli\\TSM\baclient.

= = | baclient o [m] X
Home Share View (7]
<« v A | ThisPC » Local Disk(C:) > Program Files » Tivoli > TSM » baclient ~ & Search bacli P
Name . Date modified Type
# Quick access =0 dsmadmc 11/11/2016 %21 PM  Application
I Desktop @ dsmagent 141 1PM  Application
& Downloads 7% dsmc 1171 Application
£ Documents @ dsme_chs 111 Help file
B Pictures @ dsme_cht 141 Help file
B Music @ dsme_csy 11 Help file
H videos © dsmc_deu 1 Help file
@ dsmc_enu 1171 Help file
% OneDrive @ dsmc_esp 1M1 Help file
T © dsmc_fra 11 Help file
@ dsmc_hun 111 Help file
& Network @ dsme_ita 11 Help file
@ dsme_jpn 11 Help file
*& Homegroup @ dsmc_kor 11 Help file
@ dsmc_plk 1171 Help file
@ dsrc_ptb 171 Help file
©® dsmc_rus 1 Help file
@, dsmead 171 Application
[ dsmeenm.h 1/ M HFile
| dsmeert.kdb 8 KDB File 142 KB
[ dsmeert.sth 8 STH File 1K8
P £l 1110 Bnnlicatinn evtenc 2mKR
1099 130items 2 items selected 141 KB

1100 2.7.6 Install the Spectrum Protect Client on Ubuntu
1101 1. Extract SP_CLIENT_8.1_LIN86_ML.tar.gz.

root@machine: fhome/screenshotsubuntu/Desktop# tar -xzf SP_CLIENT_8.1 LIN86_ML.tar.gz
root@machine: fhome/screenshotsubuntu/Desktop#

1102
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2.

4.

Navigate to TSMCLI_LNX/tsmcli/linux86_DEB.

P

root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine: fhome/screenshotsubuntu/Desktop/TSMCLI_LNX/tsmcli/1linux86_DEB# cd TSMCLI_LNX/tsmcli/linux
86 DEB/

Install all the .deb files in this directory, except tivsm-jbb.amd64.deb, by running the following
command (they must be dpkg'd individually since they have interdependencies):
a.

dpkg -i [name of package].deb

root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine: fhome/screenshotsubuntu/Desktop/TSMCLI_LNX/tsmcli/1inux86_DEB# dpkg -1 gskcrypt64_8.8-50.
66.1linux.x86_64.deb; dpkg -i gskssl64 8.0-50.66.1linux.xB86 64.deb ; dpkg -i tivsm-apié4.amdé64.deb ; dpk
g -1 tivsm-apicit.amd64.deb ; dpkg -i tivsm-ba.amd64.deb ; dpkg-i tivsm-bacit.amd64.deb ; dpkg -1 tivs
m-bahdw.amd64.deb)

Issue the following commands to setup the options files:
a. cd /opt/tivoli/tsm/client/ba/bin

b. mv dsm.sys.smp dsm.sys

C. mv dsm.opt.smp dsm.opt
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0 root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine: f/home/screenshotsubuntu/Desktop/TSMCLT_LNX/tsmcli/linux86 DEB# cd [opt/tiveli/tsm/client/
ba/bin

root@machine: fopt/tivoli/tsm/client/ba/bin# mv dsm.sys.smp dsm.sys

root@machine: fopt/tivoli/tsm/client/ba/bin# mv dsm.opt.smp dsm.opt

root@machine: fopt/tivoli/tsm/client/ba/bin#

1113
1114 5. Install Java with:

1115 a. sudo apt-get install default-jre

2 @ root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine: fopt/tivoliftsm/client/ba/bin# sudo apt-get install default-jrefl

1116
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1117 6. Run dsmj to start the Java BAClient.

|Elm)t@rnachine :fopt/tivoli/tsm/client/ba/bin# dsmj

IBM Spectrum Protect

ANS26105 TCP/IP communications failure between the client and
the server machine.

1118 |
1119 7. After about 5 minutes, it will be unable to connect and will ask if you wish to start the client
1120 anyway. Click Yes.
@ IBM Spectrum Protect
: Do you wish to continue for purposes of local backupset
/ restore?
1121
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1122 8. Open Edit > Client Preferences. Enter the node name as the name of the client you added to the
1123 Spectrum Protect server.

o Preferences Editor

General Preferences

General.
Common Options
Backup
Node Name

IR |SCREENSHOTSUBUNTU-VIRTUAL-MACHINE
Include-Exclude L As Node Name
Snapshat |
e General [] Prompt before mounting tapes

cheduler

— NEa thie tab to eat [[] Beturn to tree window after function completed

Communication general processing []Enable LAN-free
Regional Settings e Transaction Buffer Size

Authorization 25600 ~e ]

Staging Directory

web Client I e

Cormand Line

Automatic Client Deployment

Diagnostics
® Yes
Performance Tuning
O No
Deduplication
E Error log

Log File Name
[ioptitivolitsmiclient/ba/bin/dsmerror.log Browse...

[]Prune old entries []Enable error log file wrapping

Server Information

Server Name
SERVER_A
Default Server Name

K Cancel Reset Apply

1124 [ The 'General' settings have been loaded

1125 9. Click the Communication tab.

1126 10. Enter the IP Address for the server.

1127 11. Enter the Server port and Admin port (23444).

1128 12. Check the boxes next to Send transaction to the server immediately, Use Secure Sockets Layer
1129 (SSL), and Require TLS 1.2 or above.
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13. Select Yes for SSL is Required.

x Preferences Editor

©

General
Backup
Restare
Include-Exclude
Snapshot

Scheduler

Communication

Regional Settings
Autharization

Web Client
Command Line
Diagnostics
Performance Tuning

Deduplication

SSLis Required

Specify whather the S5L
protocol is required to
protect the IBM Spectrum
Protect password over
the network during client
authentication

Communication Preferences

Common Options

Restart Duration Restart Interval
60 || Minutes 15 || seconds

Communication Settings

Communication Method
TCP/P -

Server Address

[1oz.168.52.17

Server Port Admin Port
1500 23444
Buffer Size Window Size

Send transaction to the server immediately
[] Use Secure Socket Layer (SSL)

Regquire TLS 1.2 or above
SSL is Required

Ok Cancel Reset

Apply

14. Click OK.

Wiarning: The 'Server Address' option will be set to the default value

15. Retrieve cert256.arm from the server.

16. On the client machine create a new key database by running the following commands:

> gsk8capicmd 64 -keydb -create -populate -db dsmcert.kdb -pw password -

stash
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°! root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu

root@machine: fopt/tivoli/tsm/client/ba/bin# gsk8capicmd_64 -keydb -create -populate -db dsmcert.kdb -p
w password -stash

1137
1138 17. Import cert256.arm by running the command:
1139 > gsk8capicmd 64 -cert -add -db dsmcert.kdb -stashed -label "TSM server
1140 BACKSRVR self-signed key" -file <path-to-cert256.arm> -format asci
@ ® & root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu
root@machine: fopt/tivoli/tsm/client/ba/bin# gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label
"TSM server BACKSRVR self-signed key" -file /home/screenshotsubuntu/Desktop/cert256.arm -format asciill
1141
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1142 18. Copy the resulting "dsmcert.kdb" and "dsmcert.sth" to fopt/tivoli/tsm/client/ba/bin.

@ & @ root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine: fopt/tivoli/tsm/client/ba/bin# cp dsmcert.kdb fopt/tivoli/tsm/client/ba/bin; cp dsmcert.s
th fopt/tivoliftsm/client/ba/binl]

1143
1144 19. You may be asked to reconfigure the dsm.opt file when setting up the scheduler but the options
1145 should be filled out already.
1146 20. To start the scheduler as a background process, run the following command:
1147 > nohup dsmc schedule 2>/dev/null &
@ ® @ root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu
root@machine: fopt/tivoli/tsm/client/ba/bin# nohup dsmc schedule 2=/dev/null &l
1148
1149 21. You can add this command to the startup programs in Ubuntu to make it start automatically.

1150 2.8 GreenTec WORMdisks

1151 See the Installation of GreenTec Command Line Utilities document, that should accompany the
1152 installation disk, for a detailed guide on how to install the GreenTec command line utilities.
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Furthermore, refer to the GT_WinStatus User Guide , that should also accompany the installation disk,
for instructions on how to effectively use GreenTec disks to preserve data. Read these instructions
carefully, as locking GreenTec WORM(disks can result in making some or all of the disk or the entire disk
unusable. Having portions of the disk, or the entire disk, permanently locked is sometimes desirable but
it is dependent on the needs of your organization. For example, if you want to store backup information
or logs securely.

The GT_WinStatus User Guide provides instructions for locking and temporarily locking disk sectors. In
this practice guide, we will not include instructions on when or how to lock GreenTec disks. However, in
some cases, we will provide instructions detailing how to save data to these disks and leave locking
them to the implementing parties.

2.9 Veeam Backup & Replication

Veeam’s Backup & Replication tool provides backup and restore capabilities. In the data integrity
solution, Veeam is used to backup and restore virtual machines residing within Windows Server Hyper-
V. In this section is the installation and configuration process for Veeam Backup & Replication on a
Windows Server 2012 R2 machine. Additional installation and configuration instructions can be found at
https://helpcenter.veeam.com/docs/backup/hyperv/install vbr.html?ver=95.

2.9.1 Production Installation
1. Startthe Veeam Setup Wizard and click to begin the installation process for Veeam Backup &
Replication with the appropriate version number.
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Veeam Availability Suite

. Oth its:
Veeam Backup & Replication 9.5 Update 1 SLCohat

ER

M=l Veeam Backup Enterprise Manager
E Install

Al Veeam Backup & Replication Console
LEN nstall
Veeam ONE Server 9.5 Update 1

[P

7~
[ |

el Veeam ONE Monitor Client
Lol Install

Documentation

@ Veeam Software AG. All rights reserved.

1173
1174 2. Read and accept the license agreement.
it
License Agreement

Please read the following license agreement carefully.

Veeam Software ("Veeam")
End User Software License Agreement ("EULA"™)

IMPORTANT - READ CAREFULLY

This EULA s a legally binding agreement between licensee end user CEnd User’) and
Yeeam setting forth the terms and conditions governing the use and operation of Veeam's
proprietary computer software products (the “Software™) and the written technical
specifications for the use and operation of the Software (the “Documentation™. Where the
sense and context permit, references in this EULA to the Software include the
Documentation. By downloading and installing, copying or otherwise using the Software,
andlor otherwise accepting this EULA End User agrees to be bound by the terms and

(® 1 accept the terms in the license agreement
() 1 do not accept the terms in the license agreement

| <Back || || Cancel

1175
1176 3. Click Next.

1177 4. Browse to the location of the license file.
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Provide License
Provide se file for Veeam Backup & Replication.

License file for Veeam Backup & Replication:

C:AUsers\Administrator Downloads weeam_availability_suite_nfr_16_16 lic

A valid license is already installed on this machine.

1178
1179 5. Click Next.
1180 6. Select installation components required by your organization.
2
Program features
4| Veeam Backup & Replication Component description

Veeam Backup Catalog Veeam Backup &

Veeam Backup & Replication Console Replication is
enterprise-ready solution
that combines backup
and replication in a single
product for fast recoveny
of your WMware vSphere
and Microsoft Hyper-V
environments.

Install to:  |C:“Program Files"\leeam"Backup and Replication® | | Browse... |
| <Back || MNea> || Cancel |
1181
1182 7. Click Next.
1183 8. Specify account credentials for Service account.
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() LOCAL SYSTEM account {recommended)
(®) The following user accourt:

~ += Type in the user name in the DOMAINYUSERNAME format, The specified user
q\.‘r account must have local administrator privileges on this server.
A

User name: |VEE.P«M\Mministlﬁtor v|| Browse...

Password: |..i..ii..ii..i.

1184
1185 9. Click Next.
1186 10. Specify details of the SQL Server Instance.
¥
SQL Server Instance
Server instance to create Veeam Backup & Replication databases on.
) Install new instance of SAL Server focalhost\VEEAMSQL2012)
(®) Use existing instance of SQL Server (HOSTNAMENNSTANCE)
[VEEAM\EEAMSQL2012 v| | Browse..
Veeam Backup & Replication database: |VeeamBadcup |
Connect to SGL Server using
®) Windows authentication credentials of service account
() QL Server authentication using the Login |0 and password below:
Login 1D; |sa |
Password: | |
| <Back || MNet> || Cancel
1187
1188 11. Click Next.
1189 12. Specify port numbers for Veaam Backup & Replication services.
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gl

1o

Port Configuration

Veeam Backup & Replication Setup =l TV ST

Specify port configuration to be used by Veeam Backup & Replication.

Catalog service port:
Veeam Backup service port:
Secure connections port:

<Back || MNed> || Cancel
1190
1191 13. Click Next.
1192 14. Specify data storage locations.
¥
Data Locations
specify where guest file system catalog (persistent data). and vPower NFS write cache
[non-persistent data) should be stored.
\ Write cache folder:
L C:\ProgramData\veeam\BackupfsDatastorel,
Dedicated volume is recommended. The write cache temporarily stores data written to virtual disks of
YMs running from badkup file. Make sure the selected volume has sufficent free disk space, otherwise
instantly recovered VMs will stop due to being unable to perform a disk write.
Guest file system catalog
Catalog folder:
- C:WBRCatalog
1193
1194 15. Click Next.
1195 16. Review installation and configuration details and click Install.
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Ready to Install
The wizard is ready to beqgin the installation.

Veeam Backup & Replication will be installed with the following configuration:

Installation folder: C:M\Program Files\Veeam\Backup and Replication® Kadl
wPower cache folder: C\ProgramData'Veeam"\Backup' s Datastore®.

Guest catalog folder: CAMVERCatalog

Catalog service port: 5353 -

Service account: VEEAM“Administrator

Service port: 5352

Secure connections port: 5401 —]
SGL Server: VEEAMWVEEAMSQL2012 ™

[w] Check for updates once the product is installed and periodically

| <Back || Instal || Caneel
1196
1197 17. Observe the successful installation and click Finish.
i Veeam Backup & Replication Setup = X
Completing Veeam Backup &
Replication 9.5 Setup Wizard
;AVAI LABI LITY o Installation succeeded.
or the Always-0On Enterprise
Setup has finished installing Veeam Backup & Replication on your
computer,
Click Finish to exit the wizard.
<Back || Net> || Finish
1198
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DRAFT

2.10 Tripwire Enterprise and Tripwire Log Center (TLC)

Tripwire Enterprise is a data integrity solution that monitors file activity and associated information
across an enterprise. In this solution, we use it to monitor both a MS SQL database and file changes in
certain folders. Tripwire Log Center allows for the collection and standardization of logs produced by
Tripwire Enterprise.

Please see the Tripwire Enterprise Install and Maintenance Guide, accessible at
http://download.tripwire.com/te _en/docs852/te install and maint guide.pdf?V2ymLyYUTw 9Yx-
EB3c3ukKKO7JcgvOihm3YK zuCGJtyYm5cONPiogn8hlakZL3NILga, for a detailed, illustrated guide to the
installation. The only addition to this documentation is that the MS SQL Server should be in “Mixed
Mode” for authentication purposes. This section covers the installation and configuration process we
used to set up Tripwire Agents on various machines as well as the installation and integration of Tripwire
Log Center with Tripwire Enterprise. The result of this integration is the generation and forwarding of
events from Tripwire Enterprise to Tripwire Log Center.

2.10.1Install Tripwire Agent on Windows

1. Run te_agent.msion the client machine.
B Tripwire Enterprise Agent - InstallShield Wizard x|

Welcome to the InstallShield Wizard for

‘THEﬁTERPRISE Tripwire Enterprise Agent

The InstallShield(R) Wizard will install Tripwire Enterprise Agent
8 5 on your computer. To continue, dick Next. To install, follow the
u instructions provided.

WARMIMG: This program is protected by copyright law and
international treaties.

Copyright 1998 - 2017 Tripwire, Inc. Use of this software is
subject to license restrictions, see
http:/fwwew . tripwire. comlegalfeula/ for maore information.

InstallShield

< Back Mext = | | Cancel

2. Click Next.
3. Accept the license agreement.
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License Agreement

Please read the following license agreement carefully.

IMPORTANT INFORMATION

TRIPWIRE SOFTWARE 15 LICENSED, NOT SOLD. USE OF THISD
SOFTWARE 1S SUBJECT TO LICENSE RESTRICTIONS. CAREFULLY
READ THIS LICENSE AGREEMENT BEFORE USING THE SOFTWARE.
USE OF SOFTWARE INDICATES COMPLETE AND UNCONDITIONAL
ACCEPTANCE OF THE TERMS AND CONDITIONS SET FORTH IN THIS|
AGREEMENT. ANY ADDITIONAL OR DIFFERENT PURCHASE ORDER
TERMS AND CONDITIONS SHALL NOT APPLY.

END-USER LICENSE AGREEMENT ("Agreement”) ~

(® I accept the terms in the license agreement
() I do not accept the terms in the license agreement

Installshield
|  <Back || MNext> || cancel
1217
1218 4. Click Next.
1219 5. Specify the installation path.
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6.
7.

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder,

Install Tripwire Enterprise Agent to:
C:\Program Files Tripwire {TE Agent),

Installshield

Click Next.
Enter the IP address of the Tripwire server.
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i Tripwire Enterprise Agent - InstallShield Wizard =

Tripwire Enterprise Server Information

Enter the Tripwire Enterprise Server hostname and the number of the Services Port for your
Tripwire Enterprise Console:

*TE Server is the fully-gualified domain name of the machine where Tripwire Enterprise
Console is installed.

*The Services Port was spedfied when you installed the Tripwire Enterprise Console,

* For more information on Real-Time Monitoring, see the Tripwire Enterprise User Guide.

* For more information an FIPS, see the Tripwire Enterprise Installation & Maintenance Guide.

TE Server & 192.168.52.20

Services Port : Igsgg

[#] start Agent after installation

Install Real-Time Monitoring Port: |1169
[]Enable FIPS HTTP Port : |susu:|
InstallShield
| < Back ” Mext = | | Cancel
1223
1224 8. Click Next.
1225 9. Leave the proxy settings blank.
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Tripwire Enterprise Proxy Information

If the Tripwire Enterprise Agent should use a proxy to communicate with the Tripwire
Enterprise Server, enter the Tripwire Enterprise Proxy hostname and port number for your
proxy host, Otherwise, leave these fields blank.

Proxy Host: | (leave blank for no proxy)

Proxy Port: I {leave blank for default)

InstallShield

10. Click Next.
11. Enter the services password specified in the server upon installation twice.
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Tripwire Enterprise Services Password

Enter your Services Password for your Tripwire Enterprise Console:

*The Services Password was spedified when you installed the Tripwire Enterprise Console.

Services Password : || SRR ERBERRERR RS |

Confirm : || [T IIITIITITIIT |
Installshield
<Back || MNext> |[ cancel
1229
1230 12. Click Next.
THPATFE InstallShield Wizard Completed
@ ENTERPRISE
The InstallShield Wizard has successfully installed Tripwire
8 5 Enterprise Agent. Click Finish to exit the wizard.
| |

Installshield

1231
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13. Click Install.

14. Start Tripwire Agent from the start menu (on some systems it may start automatically - check

services.msc to verify that it is running).

2.10.2 Install Tripwire Agent on Ubuntu
1. Execute the following commands as root.
2. Run te_agent.bin by issuing the command:
a. ./te agent.bin

@ @ @ root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine:~# ./te_agent.bin

3. Press Enter repeatedly to read through the EULA.
(]l root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu
root@machine:~# ./te_agent.bin

Starting the Tripwire Enterprise Agent installer... please wait

Copyright 1998 - 2017 Tripwire, Inc. Use of this software is subject to license restrictions, see http
://www.tripwire.com/legal/eula/ for more information.

Extracting archive to:[/tmp/selfextract.rj8c8P]
Press ENTER to view the Tripwire End-User License Agreement (EULA).

4. EnterY to accept the EULA.
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5.
6.

7.
8.

screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

10.6 Force Majeure. Neither party shall be liable for default or delay in
performing its obligations due to causes beyond its reasonable control, as long

as such causes continue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay extends for more
than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

10.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-85
* Do you accept the terms of the Tripwire EULA? [y/N] y

Press Enter.
Enter the IP address of the Tripwire server.

screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

interest and assigns.

10.6 Force Majeure. Neither party shall be liable for default or delay in
performing its obligations due to causes beyond its reasonable control, as long

as such causes continue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay extends for more
than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

10.7 Severability; Modification; Notice; Waiver. If a court of competent

jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties

specify in writing. Waiver of terms or excuse of breach must be in writing and

shall not constitute subsequent consent, waiver or excuse.

TW1135-05

* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.6fl
Press Enter.

Enter Y if the address was entered correctly.
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9.

10.
11.

interest and assigns.

10.6 Force Majeure. Neither party shall be liable for default or delay in
performing its obligations due to causes beyond its reasonable control, as long

as such causes continue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay extends for more
than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

10.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
lAgreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Wailver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-05
* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (192.168.52.0) correct? [Y/n]

Press Enter.

0e screenshotsubuntu@screenshotsubuntu-virtual-machine: ~
10.6 Force Majeure. Neither party shall be liable for default or delay in
performing its obligations due to causes beyond its reasonable control, as long

as such causes continue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay extends for more
than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

10.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
lAgreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-05
* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (192.168.52.0) correct? [Y/n] Y

The Services Port was specified when you installed the Tripwire Enterprise Server software.
* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):

Press Enter.
Enter Y to use the default port number.
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0f screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

performing its obligations due to causes beyond its reasonable control, as long

as such causes continue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay extends for more
than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

10.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This

Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-05

* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (192.168.52.0) correct? [Y/n] Y

The Services Port was specified when you installed the Tripwire Enterprise Server software.
* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):

1254 Is the Services Port (9898) correct? [Y/n] Y
1255 12. Press Enter.
1256 13. Enter N to disable the use of the Federal Information Processing Standard (FIPS), unless your

1257 system requires the use of FIPS.

screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

as such causes continue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay extends for more
than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

10.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in

writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-05

* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (192.168.52.0) correct? [Y/n] Y

The Services Port was specified when you installed the Tripwire Enterprise Server software.
* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):

Is the Services Port (9898) correct? [Y/n] Y

1258 * Enable FIPS? [y/N] NI
1259 14. Press Enter.
1260 15. Enter the services password twice, pressing Enter after each time. Note that no text will appear

1261 while typing the password.
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16.

17.

)l screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

10.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-05

* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (192.168.52.0) correct? [Y/n] Y

The Services Port was specified when you installed the Tripwire Enterprise Server ftware.
* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):

Is the Services Port (9898) correct? [Y/n] Y

* Enable FIPS? [y/N] N

The Services Password was specified when you installed the Tripwire Enterprise Server software.
* Enter your Services Password for your Tripwire Enterprise Server:

* Re-enter the Services Password:

Press Enter to skip using a proxy.

“) screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

10.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the

parties. All notices required or authorized under this Agreement must be in
riting and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-05

* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (192.168.52.8) correct? [Y/n] Y

The Services Port was specified when you installed the Tripwire Enterprise Server software.

* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):

Is the Services Port (9898) correct? [Y/n] Y

* Enable FIPS? [y/N] N

The Services Password was specified when you installed the Tripwire Enterprise Server software.
* Enter your Services Password for your Tripwire Enterprise Server:

* Re-enter the Services Password:

If this agent will use a proxy to communicate with the Tripwire Enterprise Server, enter the hostname
and port of the proxy.

* Proxy hostname (blank for no proxy): [1 1]

Press Y.
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0e screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

10.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-05

* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (192.168.52.8) correct? [Y/n] Y

The Services Port was specified when you installed the Tripwire Enterprise Server software.

* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):

Is the Services Port (9898) correct? [Y/n] Y

* Enable FIPS? [y/N] N

The Services Password was specified when you installed the Tripwire Enterprise Server software.
* Enter your Services Password for your Tripwire Enterprise Server:

* Re-enter the Services Password:

If this agent will use a proxy to communicate with the Tripwire Enterprise Server, enter the hostname
and port of the proxy.

* proxy hostname (blank for no proxy): []

Use no proxy, correct? [Y/n] YA

18. Press Enter.
19. Press Y to install Real Time Monitoring.

20.

screenshotsubuntu@screenshotsubuntu-virtual-machine:
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This

Agreement may only be modified in writing by authorized representatives of the

parties. All notices required or authorized under this Agreement must be in
iting and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-05

* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (192.168.52.0) correct? [Y/n] Y

The Services Port was specified when you installed the Tripwire Enterprise Server software.

* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):

Is the Services Port (9898) correct? [Y/n] Y

* Enable FIPS? [y/N] N

The Services Password was specified when you installed the Tripwire Enterprise Server software.
* Enter your Services Password for your Tripwire Enterprise Server:

* Re-enter the Services Password:

If this agent will use a proxy to communicate with the Tripwire Enterprise Server, enter the hostname
and port of the proxy.

* Proxy hostname (blank for no proxy): []

Use no proxy, correct? [Y/n] Y

Real Time Monitoring can be installed at this time.

Do you wish to install Real Time Monitoring? [Y/n]vll

Press Enter.
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21.
22.

23.

screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Wailver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

1135-85
* Do you accept the terms of the Tripwire EULA? [y/N] y
* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0
Is the IP address or hostname (192.168.52.0) correct? [Y/n] Y
The Services Port was specified when you installed the Tripwire Enterprise Server software.
* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):
Is the Services Port (9898) correct? [Y/n] Y
* Enable FIPS? [y/N] N
The Services Password was specified when you installed the Tripwire Enterprise Server software.
* Enter your Services Password for your Tripwire Enterprise Server:
* Re-enter the Services Password:
If this agent will use a proxy to communicate with the Tripwire Enterprise Server, enter the hostname
and port of the proxy.
* Proxy hostname (blank for no proxy): []
Use no proxy, correct? [Y/n] Y
Real Time Monitoring can be installed at this time.
Do you wish to install Real Time Monitoring? [Y/n]Y
* Enter the number of the Real Time Monitoring Port for your Tripwire Enterprise Agent (1169):[1

Press Enter to accept the default port.
PressY.

;e

screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-05

* Do you accept the terms of the Tripwire EULA? [y/N] y

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (192.168.52.8) correct? [Y/n] Y

The Services Port was specified when you installed the Tripwire Enterprise Server software.

* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):

Is the Services Port (9898) correct? [Y/n] Y

* Enable FIPS? [y/N] N

The Services Password was specified when you installed the Tripwire Enterprise Server software.
* Enter your Services Password for your Tripwire Enterprise Server:

* Re-enter the Services Password:

If this agent will use a proxy to communicate with the Tripwire Enterprise Server, enter the hostname
and port of the proxy.

* proxy hostname (blank for no proxy): []

Use no proxy, correct? [Y/n] Y

Real Time Monitoring can be installed at this time.

Do you wish to install Real Time Monitoring? [Y/n]Y

* Enter the number of the Real Time Monitoring Port for your Tripwire Enterprise Agent (1169):
Is the Real Time Monitoring Port (1169) correct? [Y/n] Y]

Press Enter.

24. The agent should install.
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o e

root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu

* Proxy hostname (blank for no proxy): []

Use no proxy, correct? [Y/n] Y

Real Time Monitoring can be installed at this time.

Do you wish to install Real Time Monitoring? [Y/n]Y

* Enter the number of the Real Time Monitoring Port for your Tripwire Enterprise Agent (1169):
Is the Real Time Monitoring Port (1169) correct? [Y/n] Y

Installing the Tripwire Enterprise Agent. Please wait...

Selecting previously unselected package tweagent.

(Reading database ... 237551 files and directories currently installed.)
Preparing to unpack .../TWeagent.x86_64.deb ...

Unpacking tweagent (8.5.3)

Setting up tweagent (8.5.3)

No realtime driver available for version detected: stretch/sid

Cannot determine Linux distribution.

skipping realtime installation.

Saving key store customer_trust_store.ks.

Saving key store merged_trust_store.ks.

The channel.cfg file does not exist; creating it.

### To start the Tripwire Enterprise Agent, use the following commands:

cd "/usr/local/tripwire/te/agent/bin"
./twdaemon start

root@machine:~# [

25. Run the following commands as root:
b.

C.

cd "/usr/local/tripwire/te/agent/bin"

-

root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu

* Proxy hostname (blank for no proxy): []

Use no proxy, correct? [Y/n] Y

Real Time Monitoring can be installed at this time.

Do you wish to install Real Time Monitoring? [Y/n]Y

* Enter the number of the Real Time Monitoring Port for your Tripwire Enterprise Agent (1169):
Is the Real Time Monitoring Port (1169) correct? [Y/n] Y

Installing the Tripwire Enterprise Agent. Please wait...

Selecting previously unselected package tweagent.

(Reading database ... 237551 files and directories currently installed.)
Preparing to unpack .../TWeagent.x86_64.deb ...

Unpacking tweagent (8.5.3)

Setting up tweagent (8.5.3)

No realtime driver available for version detected: stretch/

cannot determine Linux distribution.

Skipping realtime installation.

Saving key store customer_trust_store.ks.

Saving key store merged_trust_store.ks.

The channel.cfg file does not e> creating it.

### To start the Tripwire Enterprise Agent, use the following commands:
cd "/usr/local/tripwire/te/agent/bin"
. /twdaemon start

root@machine:~# cd "/usr/local/tripwire/te/agent/bin"ll

./twdaemon start
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0c root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

Use no proxy, correct? [Y/n] Y

Real Time Monitoring can be installed at this time.

Do you wish to install Real Time Monitoring? [Y/n]Y

* Enter the number of the Real Time Monitoring Port for your Tripwire Enterprise Agent (1169):
Is the Real Time Monitoring Port (1169) correct? [Y/n] Y

Installing the Tripwire Enterprise Agent. Please wait...

Selecting previously unselected package tweagent.

(Reading database ... 237551 files and directories currently installed.)
Preparing to unpack .../TWeagent.x86_64.deb ...

Unpacking tweagent (8.5.3)

Setting up tweagent (8.5.3) ...

No realtime driver available for version detected: stretch/sid

Cannot determine Linux distribution.

Skipping realtime installation.

Saving key store customer_trust_store.ks.

Saving key store merged_trust_store.ks.

The channel.cfg file does not exist; creating it.

### To start the Tripwire Enterprise Agent, use the following commands:
cd "/usr/local/tripwire/te/agent/bin"
. /twdaemon start

root@machine:~# cd "/usr/local/tripwire/te/agent/bin"

1282 root@machine: /usr/local/tripwire/te/agent/bin# ./twdaemon startll

1283 26. You may need to change /etc/hosts in Debian systems if there is a line which looks like this:
1284 127.0.1.1 <hostname>

1285 Change this to:

1286 <IP of machine> <hostname>

1287 Otherwise, Tripwire Enterprise may consider multiple Debian machines as the same machine in
1288 the assets view of Tripwire Enterprise.

@ @ @ root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu

127.68.68.1 localhost
192.168.52.23] screenshotsubuntu-virtual-machine

ing lin desirable for IPv6 capable h
ip6-localhost ip6-loopback
ip6-localnet
ip6-mcastprefix
1 ip6-allnodes
ip6-allrouters

1289 :- INSERT --
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1290 2.10.3 Install Tripwire Log Center
1291 See the Tripwire Log Center 7.2.4 Installation Guide that should accompany the installation media for
1292 instructions on how to install TLC. Use the Tripwire Log Center Manager installer.

1293 Notes:

1294 a. Itisrecommended that you install Tripwire Log Center on a separate system from Tripwire
1295 Enterprise.

1296 b. You will need to install JRE8 and the Crypto library. Instructions are also in the Tripwire Log
1297 Center Installation Guide.

1298 c. You may need to unblock port 9898 on your firewall for the Tripwire enterprise agents.
1299 d. Do notinstall PostgreSQL if you wish to use a database on another system.

1300 e. When it finishes installing there should be a configuration wizard.

1301 2.10.4 Configure Tripwire Log Center

1302 1. Click Start.
» Configuration Wizard -
Welcome to the
Tripwire Log Center Manager
Configuration Wizard
To begin the configuration process, click Start.
Far further guidance. see the Tripwire Log Center
Installation Guide.
Start >
1303
1304 2. Click New Install.
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> Configuration Wizard =
Configuration Type
£
@ Configure Tripwire Log Center Manager as
your Primary Manager
Mew Install
Pk
@ Configure Tripwire Log Center Manager as a

Add to Existing Secondary Manager
Install

@

S 28 Upgrade Tripwire Log Center Manager

Upgrade Existing = i 2 4
Installation

3. Click Authorize.

4. An error may appear asking you to install .NET 3.5.
5. Todo this, open Server Manager.

6. Click Manage.

7. Click Add Roles and Features.

8. Click Next.

9. Select Role-based or feature-based installation.
10. Click Next.

11. Select the current server from the list.

12. Click Next.

13. Click Next.

14. Check the box next to .NET Framework 3.5 Features.
15. Click Install.

16. Wait for the installation to finish.

17. If prompted, enter Name, Organization, Serial Number, and email address in the fields. Click

Register. This step will not appear if the software has already been registered
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& Tripwire Log Center

Register Tripwire Log Center
To continue you must register your copy of Tripwire Log Center.

Get Help

18. Click Close.
19. Continue with the configuration wizard.
20. Enter appropriate details for your Database Software.
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Default Event Database

An opticnal component of your Tripwire Log Center environment. an Event-Management
Database stores Events. Following installation, you may add other databases to manage your

Trpwire Log Center data.

-~ Connectivity

Host IF address
Heost port
lsermname

Password

Datsbase software | PostgreSQL

[v]

| 127.00.1

| postgres

|

|13 Test Connectivity |

21. Select Use Windows Authentication.

22. Click Next.

23. Select a directory to store log messages in. Example: C:\Program Files\Tripwire\Tripwire Log
Center Manager\Logs\AUDIT
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Audit Logger Settings

The Audit Logger is the log-management tool in Tripwire Log Center. Collected log messages
are stored in the Audit Logger File Store.

Ruoat directory for the Audit Logger File Store
| C:\Program Files\Tripwire'Tripwire Log Center M |E|| |

[€ Bock | Newt 3| | Ext |

24. Click Next.
25. Create an Administrator password and enter it twice.
26. Enter your email address.
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Prnimary Manager Setlings

Enter a name of your choosing for the Pnimary Manager, as well as the Manager's |F address.
Additionally, enter and confirm a password for the default Administrator user account. You will

need this password to log in to Tripwire Log Center.

-~ Primary Manager

Manager name

| Primary Manager

Manager IP/hostname

| 192.16850.51

¥ Enable A:.ltD-Disowewa

- Bdministrator Settings

Administrator password

|

Administrator password (confirm) |

Email address

| apalm@mitre.org|

€ Bock [ Ne 3] [B et |

27. Click Next.

28. Select authenticate with the local windows system user account.
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Manager Service Credentials
Specify the user account with which Tripwire Log Center will authenticate with other hosts.

Authenticate with:
{* The local Windows System user account
" Domain user account

Username: |

Password: |

Password (confirm): |

[ 2pply Settings

1338

1339 29. Click Next.

1340 30. Select any log sources that you expect to collect using Tripwire Log Center. Examples: Tripwire
1341 Enterprise, Windows 10, Tripwire IP360 VnE, Linux Debian, Linux Ubuntu, Microsoft Exchange,
1342 Microsoft SQL Server.
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Log Source Types

Select the types of Log Sources from which Tripwire Log Center will collect log messages.
Following installation, you may add other types of Log Sources to your Tripwire Log Center
environment.

]
[

[
[

]
L]

£

Cisco Prime

Cisco VPN

Clavister

Cordys

[] Courier POFP3
[] Cybectec SMP

Cyberfrk PIM
Cyberark PIM

[] Cisco \wireless
[] Cisco \wfireless LAN Controller
[] Citrix Metscaler
[] Clam Anti\firus

CEF

[] Cisco Security Manager

[] Cooper Industries Yukon IMS

[] Cyberguard

[] Dell Defender
[] Dell Equallogic

] Dell iDRACE
] Dell iDRACT

[] Dell Networking OS5
[] Dell PowerConnect

[] Digi Passport

[] Digi PortServer
[] Digital Persona

[] DLink
] Docker
[] Dragen HIDS

[] EMC Recoverpoint

[] Enterasys

] Enterasys [
[] Extreme Me
] Extreme XO
] FEBIG-IP

[] F& Firepass
[ FileZilla Sey
[] FireEye e
[] FMNS Bancs
[] ForgeRock
[] Fortinet For
] Fortinet For
[] Fortinet For
[] Fortinet For

[l

€ Bock [ Nex 3] [® Eat |

31. Click Next.
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Perform Configuration

1345
1346 32. Click Start.
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Configuration Wizard - Tripwire Log Center

Configuration Complete

Tags Import... Completed
Fules : Adding
Imparting Rule : Linuze Debian
Imparting Rule : Linwx Ubuntu
Imparting Rule : Microsoft Bxchange
Imparting Rule : Microsoft SQL Server
Imparting Rule : Tripwire Enterprise
Importing Rule : Tripwire IP360 VnE
Imparting Rule - Windows 10
Comelation Lists : Adding
Tashs - Adding

Importing Tasks for Event Databases tasks to database...
Tasks for Event Databases Import... Completed
Importing Audit Logger Queries and Reports tasks to ...
Audit Logger Queries and Reports Import... Completed

Alerts - Adding

Comelation Rules  : Adding

Adding Comelation Rules.

Configuration Files: Generating

Validating Assets

Configuration Wizard Complete

e

33. Click Next when the configuration finishes.

NIST SP 1800-11C: Data Integrity

232



1349
1350

1351
1352
1353
1354

1355
1356

DRAFT

> Configuration Wizard - Tripwire Log Center -

Assign Normalization Rules to Assels

To classify log messages with TLC Classffication Tags. at least one Momalization Rule should be
assigned to each of your Assets. f an Asset lacks Momalization Rules, then the Asset Group
containing the Asset should have at least one Nomalization Rule.

To assign Momalization Rules to an Asset or Asset Group, open the Rules tab in the object's
properties dialog in the Configuration Manager of your TLC Console. For futther details, see the
Tripwire Log Center ser Guide or Online Help.

Start Tripwire Log Center Manager on Fimish

34. Observe the successful installation and click Finish.

2.10.5 Install Tripwire Log Center Console

See chapter 4 of Tripwire Log Center 7.2.4 installation guide for instructions on how to install Tripwire
Log Center Console. Use the Tripwire Log Center Console installer. This can be done on any system,
even the system running.

2.10.6 Integrate Tripwire Log Center Tripwire Log Center with Tripwire Enterprise
1. Create a user account in Tripwire Log Center by logging into Tripwire Log Center Console.
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lIsername

Version: 7.2.4.80
1357
1358 2. Click the Administration Manager button.
File View Options Help
‘@FQ%NW P8 WMHYDY F I Z O Tmefiter NoFiter ~
1359 - usenadministrator
1360 3. On the side bar, click User Accounts.
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—83 User Groups
#-L | Permissions
+-[7] Global Settings

&8 &40 8

Admin View - 2 Users

ID¥ MNeme 7 Full Name ¥ Description ¥ Lastlogin
p 1 administrator administrater Default Global Administrator Account 08/23 05:43:10

3 tweuser

1361
1362 4. Click the Add button.
1363 5. Enter the details of the user.
gmUme &4 &d8
41| | Permissions Admin View - 3 Users
+[] Global Settings Name v Full Name ¥ Description ¥ Lastlogin 7 Lc
p administrator administrator Default Global Administrator Account 0823 05:43:10 C
tweuser
tripwireuser
| <] [T >
1364
1365 6. Double click the user account.
1366 7. Select the Permissions tab.
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a User Name | tripwireuser

? Manager Permissions | E

Audit Logger Permissions

General |ﬂ User Groups |° Informaticn ;.LJ Permissicns Database Permissions

G9&

Mame Description

8. Click Change User Permissions.
9. Select Databases and check the box.
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"% View System Datsbas  Allows the user to view the System Database dat

v-[7] Task Manager

t-[Z] Scheduler

— Report Center

#-[f] Import Data

—[Z] Misc

—[Z] Ticket Center

—[#] RealTime Event Viewer

£
E
F-[I] Audit Logger
£
£

1370
1371 10. Select API and check the box.

"t Allow REST APl Logon  Allows the user to connect using the REST 4P|,

1372 |

1373 11. Click OK.
1374 12. Click OK.
1375 13. Click OK.
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<

g User Name | tripwireuser

Edit User - tripwireuser

ﬂ Manager Permissions | @

Audit Logger Permissions

General |£ User Groups |6 Information

L] Permissions ||__§] Datzbase Permissions

o

MName

Description

p View System Databaze Allows the user to view the System Database data.

Allow REST APl Logon  Allows the user to connect using the REST APL

OK

Cancel

14. Open Tripwire Enterprise by going to https://tripwire/.
15. Log in to the Tripwire Enterprise Console.

P

TRIPWIRE

@ ENTERPRISE 8.5

Console Login

Name: tripwireuser
Password: |essssssssssssss
Locale: English (United States)

[ sign1n | [ Help |

© 1998 - 2017 Tripwire, Inc. Use of this software is subject to license restrictions. Please see the End User

16. Click Settings.

License Agreement for more information.
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TrRE
@ENTERPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS +* Refresh [ Help [ Logout
Configuration Welcome to Tripwire Enterprise || Create New Home Page
Home Pages
New in Tripwire® Enterprise 8.5 Tripwire Customer Impr
Assigned Home Pages
A Name Tripwire Enterprise is the leading Security Configuration Management solution YYou, Our Customers Can Help
that continuously monitors endpoint system integrity for change audit and : 5
[C]  Change Audit B J threat indicators, helping enterprises reduce their risk from increasing cyber Tripwire 5‘”"?5 to deliver quality and valt
) threat, achieve pressing compliance and audit deadlines, and improve business meet your own goals faster, more efficier
[F] Customer Center Home Page 8~ \ efficiency and ion with i in data center Experience Team seeks your input and [
Enterprise. Your views are needed, welc
NIST 800-53 (FISMA) Overview 8- i
a — ‘ Introducing Tripwire Axon Click here to contribute to your own succ
Tripwire Enterprise!
[T] MIST 800-53 (FISMA) Overview . @ - The Tripwire Axon platform has been added to Tripwire Enterprise in version p L
8.5.0. Axon is a unified, modular data collection platform designed to provide - :
[T]  Tripwire Enterprise Administrator @-| accurate and complete security and compliance visibility across a broad range of E Xp| ore Tri pwire Custon
enterprise systems. Tripwire Axon optimizes the collection, aggregation, and o
application of endpoint data « Tripwire Managed Services offers al
optimize Tripwire Enterprise. manage
The Axon platform balances speed, a small footprint, and ease of operation more value from your investment. Lez
with resilient design, robust data ion, and secure icati « Tripwire's new eTraining coursewar
needed to protect customers from cyber-threats. based, self-paced online training cour
help users implement Tripwire produc
The;Axo platfoenls more efficiently. Learn more
« Extensible and Scalable - for emerging platiorms, services, and applications « Our Customer Services Group can
+ Lightweight and Efficient - for optimized resource utiization implementation or integrate with your
- B provide an end-to-end security and cc
+ Resilient and Secure - ensuring uptime and pretecting data collection and b
transmission « Tripwire provides comprehensive tra
Tripwire Enterprise users, from new u
Tripwire Axon Platform components scheduled classes to personalized on
Axon Agent
1381 The Axon Agent is Tripwire's premium agent technology. Axon is with Visit the Tripwire Custol

1382 17. Go to System > Log Management.

1383 18. Check the box next to Forward TE log messages to syslog.

1384 19. Enter the IP address and port of the Tripwire Log Center server. The default port is 1468.

1385 20. Check the box next to Allow TE to use information from Tripwire Log Center.

1386 21. Enter the service address like this: https://192.168.50.44:8091/tIc, replacing the IP address with
1387 the IP address of the Tripwire Log Center server.

1388 22. Enter the account information for the account created with the Databases and API permissions.

TRIPARE
.ENTWRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

o 43 Refresh [ Help [l Logout
= 4 Tripwire Log Management Preferences
= [ User
fipretres ¥ Forward TE log messages to syslog
[iDiflerences
5[] System TCP host: |192.168.52.16
Q;Pveferenoes TCP port: |1468
B Log Management Test Connection|
I Database

£ Severity Ranges
‘Q Global Variables
EApprova\ Templates
% E-mail Servers

«| Allow TE to use information from Tripwire Log Center

Service address: |https://192.168.52.16:8091/tlc

User name: tripwireuser
2% Configure TE Consol 2

[ Import Settings o

i3] Export Settings Confirm:

E Support Data

g (L] Administration
@ Post-Remediation Se
il Users _Awply |
=B User Groups
4] Home Pages

Test Connection|

Last Axon Agent config: 21 minutes ago (Aug 23, 2017 12:00:00 AM) | User: administrator

1389 Settings Manager
1390 23. Click Apply.

1391 24. Click OK.
1392 25. Go back to the Tripwire Log Center Console.
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File View Options Help

‘QFQ%N 208 WMYPDK @ Q @ Timefiter NoFiter ~

1393 o usershdminstmor
1394 26. Click Configuration Manager.

File View Oians Help

‘@FQ% P ® MAYDY F G Z @ Timeilker NoFilter
L vew a

i Configuration

User: Admi nistratol:I

1395 e
1396 27. Click Resources > Tripwire Enterprise Servers.
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=] Tripwire Log Center = L] 2
File View Options Help

‘R@TQ% A0 2 WMYDL: @ Q O Timefiter NoFiter v
Configuration E@E‘

Resource View - 0 Tripwire Enterprise Server

Drag a column header here to group by that column. _

Name W URL ¥ User Name ¥ Enabled for Asset View ¥

Ticket

Correlation
Admi Classification
Ma

1397 [E] User:Administrator| :
1398 28. Click Add.
1399 29. Enter a name for the Tripwire Enterprise server.
1400 30. Enter the IP address and port for the Tripwire Enterprise server. By default, Tripwire Log Center
1401 and Tripwire Enterprise will communicate on port 443. (https://192.168.50.43)
1402 31. Enter the name of a user account on the Tripwire Enterprise server. The account must have the
1403 following permissions: create, delete, link, load, update, view.
=] Tripwire Log Center = =]
File View Options Help
@fQ@% BP0 F MHUDO PO QO Tmefker Nofitr ~
Configuration
3 L J Tripwire Enterprise i
. : Name | Trpwre Eteprse Server bled for Asset View ¥
Dombonss | BaseURL [ hitpsin32 1635216 =
Ticket Cer S ITEEN  Usemame ‘tripwireuser
' e ‘
e ] g::?;m Use this set‘vetfotAs:et\ﬁew r
Ma Ci Protocols
F‘ ssL3 [T Ls10 [E 7511 [TTs12
[ Test Connection |
| .4
1404 W] | useradmnisttor |
1405 32. Click Save.
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1406 2.11 Integration: Tripwire Log Center (TLC) and HPE ArcSight ESM
1407 In this section is a process for integrating Tripwire Log Center and HPE ArcSight ESM. This integration
1408  assumes the correct implementation of Tripwire and ArcSight as described in earlier sections. The result
1409 of this integration is the forwarding of logs generated by Tripwire Enterprise to ArcSight ESM as well as a
1410  method for filtering specifically for file change events in ArcSight ESM.
1411 2.11.1 Integrating TLC and ESM
1412 1. Run ArcSight-7.4.0.7963.0-Connector-Win64 on any Windows server (except for the server
1413 running the Tripwire Log Center).
e hp ==
Home Share View k. 0
:(-) - 1 ‘ ./ » ThisPC » Downloads » hp v C,| | Search hp P |
S Favorites Mame - Date maodified Type Size
B Desktop ArcSight-6.9.1.2195.0-C0nso|e-Win 3/17/2016 8:26 PM Application
4 Downloads || ArcSight-7.1.7.7602.0-SuperConnector-Li... 2 16 10:32PM  BIN File
:-_‘ Recent places || ArcSight-7.4.0.7963.0-Connector-Linuxfd.., 2 73:35PM EIM File
E ArcSight-7.4.0.7963.0-Cgnnector-Wingd 7333 PM Application
18 This PC k :
& Desop i
= Documents File version: 17.0.0.0
& Downloads Date created: 5/15/2017 10:42 AM
s Size: 236 MB
o Music
=l Pictures
H Videos
i Local Disk (C:)
¥ DVD Drive (D:) IR2_S55_
ej MNetwork
1414
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—
4;: ArcSight Hewiatt Packard

Enterprise

= Introduction
Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...
Upgrade
System Restart
Install Complete

_I:I-

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmantConnectar.

The first step installs the core ArcSight SmantConnectar
companents; then you select the ArcSight SmardConnector
wouwish to configure.

ArcSight recaommends that you qguit all other programs
hefare continuing with this installation.

Click the '™Wext' button to proceed to the next windo,

If you want to change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel’ hutton.

InstallAmpnhere

Previous
1415
1416 2. Click Next.
1417 3. Specify a folder to install the connector.
=] ArcSight SmartConnector - | o S
SCATCSight | fevinpucard Choose Install Folder
+ Introduction
=* Choose Install Folder Please choose the installation folder. It is recommended that you
Choose Install Set choose the folder name according to the device that you want to
Choass Shomaut Eslder conneqto, forexamplg .l'CISCOIdlS or fcheckpointng. If you are
: upgrading from a previous version, please select the folder where
Fre-Installation Summary the ArcSight SmanConnector is currently installed.
Installing...
Upgrade Where Would You Like to Install?
System Restart C:\Program Files\ArcSightsmartConnectors\tripwire
Install Complete
: Restore Default Folder | | Choose...
InstallAmawhere
Previous | [Next |
1418
1419 4. Click Next.
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<[ ArcSight RewiePackard

v
v
4
_)
i
3
il
&
&

InstallAmawhere

Enterprise

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade |
System Restart

Install Complete |

Choose Shortcut Folder
Where would you like to create product icons?
() In @ new Program Group: |ArcSight SmartConnector |
(® In an existing Program Group: |Arc5ight SmartConnectors [¥] |

() In the Start Menu
() On the Desktop
() In the Quick Launch Bar

() Other: | | Choose...

() Don't create icons

[ | Create Icons for All Users

5. Click Next.
6. Click Install.
7. Select Add a Connector.
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What would vou like to do?
<L ArcSight e
Configure
(®) Add a Connector
() set Global Parameters
< Pravious | | Next>[x | | Canicel

1424 -
1425 8. Click Next.
1426 9. Select Syslog daemon.
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Select the connector to configure

<X ArcSight

Configure

Type |Syslog Daesmon W

10. Click Next.

11. Select a port for the daemon to run on.
12. Leave IP address as (ALL).

13. Select Raw TCP for Protocol.

14. Select False for Forwarder.
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é: AI’CSIQ ht Enter the parameter details

Configure

Network Port |514 |
IP Address  |(ALL) |

Protocol
Forwarder |f':alse v|
<Previous || Net> || cancel |I
1433 b
1434 15. Click Next.
1435 16. Choose ArcSight Manager (encrypted).
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<% Connector Setup - | o [
; 2 Enter the type of destination
<I_ ArcSight
Configure

(@) ArcSight Manager (encrypted)
() ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool {encrypted)
O CEF File

() Event Broker (CEF Kafka)

() CEF Syslog

() CEF Encrypted Syslog {UDP)

O €5V File

() Raw Syslog

Hewlett Packard
Enterprige

| < Previous | [ [ext> | Cancel

17. Click Next.

18. For Manager Hostname, put vm-esm691c or the hostname of your ESM server.
19. For Manager Port, put 8443 (or the port that ESM is running on).

20. Enter the username and password used for logging into ArcSight Command Center. Default:

(admin/password)
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{ AI'CSIg ht Enter the destination parameters
Configure

Manager Hostname |vm—esrn691c |

Manager Port |8443 |

User |admin |

Password [eeenasae |

AUP Master Destination |false vl

Filter Out All Events | false v|

Enable Demo CA | false v

[ <Previoss || Nept> || cancel |

1442
1443 21. Click Next.
1444 22. Set identifying details about the system to help identify the connector (include Name; the rest is
1445 optional).
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<X ArcSight

Configure

Enter the connector details

Name |Tri|:|wire Syslog Connectar |
Location | |
DeviceLocation | |
Comment |This collects logs from Tripwire Log Center |

| < Previous ||

Nexl'z

Cancel

23. Click Next.

24. Select Import the certificate to connector from destination. This will fail if the Manager

Hostname does not match the hostname of the VM.
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<[ ArcSight

Configure

Following certificate will be imported into connector trust store:
Host/port: vim-esmG91c_8443
Details: CN=vm-esm691c, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US

(®) Import the certificate to connector from destination

() Do notimpart the certificate to connector from destination

<previous | [ et ]|

25. Click Next.
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2 Add connector Summary
{ AI'CSIQ ht Following are the added connector details:
Connector Name [Tripwire Syslog Connector], Connector Type [syslog]

Configure

< Previous || Nef+t = || Cancel | I
1452
1453 26. Click Next.
1454 27. Choose Install as a service.
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{ Al’CSIg ht The Smart Connector is currently installed as a standalone application
Configure
@ Install as a service
() Leave as a standalone application
1455
1456 28. Click Next.

NIST SP 1800-11C: Data Integrity 253



DRAFT

Specify the service parameters
< ArcSight
Configure
Service Internal Name |=¥51°g |
Service Display Name |Svslog Daemon |
Start the service automatically |Yes

Hew lett Packared
Enterprice

1457
1458 29. Click Next.
1459 30. Choose Exit.
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<1 ArcSight

Configure

Hewlett Packard
Enterg

1460

Would you like to continue or exit?

() Continue

(®) Exit

<Previous | [

1461 31. Click Next.

v

v

A S SR SR R Y

InstallAnywhere

20 ArcSight | vt pacans

Enberprise

Introduction

+ Choose Install Folder

Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

System Restart

Install Complete

Install Complete

Congratulations! ArcSight SmartConnector has been successfully
installed to:

C\Program Files\ArcSightSmanConnectorsitripwire

Press "Done” to quit the installer.

1462

1463 32. Click Done.

Previous || Done
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33. Open Task Manager.
34. Click More Details.
35. Go to the Services tab.

36. Find the service just created for ArcSight and right click it.

P

File Options View

Task Manager

Processes Performancel Users | Detailsl Services |

-

_I:I-

Mame PID Description Status Group
Sy AeLookupSvc 952 Application Experience Running netsves
LaALG Application Layer Gateway Service  5topped
Loy ApplDSve Application ldentity Stopped LocalServicelM...
Lo Appinfo Application Information Stopped netsves
L AppMgmt 952 Application Management Running netsves
Lo AppReadiness App Readiness Stopped AppReadiness
Sy AppXSve AppX Deployment Service (AppX... Stopped wsappx

£ 22 arc_syslog ArcSight Syslog Daemon Stopped
S AudioEndpointBuilder Windows Audic Endpoint Builder  Stopped LecalSystemM...
Lo Audiosre Windows Audio Stopped LocalServiceM...
i BFE 368 Base Filtering Engine Running LocalServicelM...
4 BITS 952 Background Intelligent Transfer ...  Running netsves
s BrokerInfrastructure Ti2 Background Tasks Infrastructure ... Running Dcomlaunch
i, Browser Computer Browser Stopped netsves
%4 CertPropSvc Certificate Propagation Stopped netsves
oy COMSysApp COM+ Systern Application Stopped
4 CryptSvc 376 Cryptographic Services Running NetworkService
% DeomLaunch T2 DCOM Server Process Launcher Running DecomLaunch
4 defragsve Optimize drives Stopped defragsvc
i, DeviceAssociation5ervice Device Association Service Stopped LocalSystemM...
% Devicelnstall Device Install Service Stopped Dcomlaunch
% Dhep 908 DHCP Client Running LocalServiceM...
% Dnscache 376 DNS Client Running MNetwaorkService

@ Fewer details

37. Choose Start.

6 Open Services

38. Open the Tripwire Log Center Console.
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File View Options Help

Q% 008 BYPY B QO Tmeier Nofier =

Correlation
#{ Classification

1471 P st |
1472 39. Go to the Configuration Manager.
1473 40. Select Resources > Managers.

File View Options Help

Q% A5 F WMYHMG @G E O TimeFiter NoFilter

Views 7

Drag a column header here to group by that column.

BT, et e sl alt weticsngen
1 Primary?ﬁgger 192 1685216 Mot Current Primary Manager

Classification

1474 (80 Configuration | lml_l
1475 41. Double click the Primary Manager listed.
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42.
43.
44,
45.

2.11.2 Configuring Tripwire Enterprise and HPE ArcSight ESM to Detect and Report

F Manager - Primary Manager =|[o][

Mame Primary Manager %

Description | Primary Manager

B Network Collector |[g File Collector |dfy Advanced Windows Collector | [#]  Audit Logger
[] Setiings |df Installed Modules | Email |®) Logging |y Authentication |@@ Proxy

=l Advanced Settings e Permissions |@ Asset-Configuration Rules
Advanced Option Value
p Database Server - Query Timeout 300

Log Message Forwarding - Destinations 19216852 2054499 tcp
Audit Logger - Create Log Files by Asset  True

Click the Advanced Settings tab.
Click the +Add button. This should add a row to the table.
In the Advanced Option box, select Log Message Forwarding - Destinations.

In the Value box next to it, type <ip_address>:<port>:udp, with the IP Address and port of the

syslog daemon just created.

File Integrity Events

2.11.2.1 Creating a Rule for Which Files to Monitor Across Your Enterprise

1.

2.

Log into Tripwire Enterprise by going to https.//tripwire and entering the user name and

password.
Click the Rules link.
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THHIRE
.EmPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Rules Ruls Search 4% Refresh [ Help [l Logout

Bl | new Group  {F] New W Import | [] Export | 5 Duplicate | X Delete | &5 Link | 85 unlink |5 Move

& @ Tripwire Rules @ Root Rule Group
Y Root Rule Group
ga] Unlinked | & Name
By Integrity Windows windows File System Rule
| {3 Linux OS Rule Group Rule Group
E§ mssaL Microsoft SQL Server Metadata Rule

[E3 Windows OS Rule Group Rule Group

Rule Mananer last Axon Aanent ronfin: 3 hours ann (Aua 23. 2017 12:00:00 AM) | User: twadmin
1488 https://tripwire/consolefapp.showComp.cmd?ld=2647 & parentGroup=-1y2p0ij32e8b7%3A- 1y2p0ij32e8698&selectedPath=-1y2p0ij32e8bT %3A- 1y2p0i32e869

1489 3. Click New Rule.
1490 4. Select Types > File Server > Windows File System Rule.

Create Rule E Help

() =yUasT mTaua rus
3 [_] Directory Server
%.ﬁ.c.ti'-.re Directory Rule
E‘f'j eDirectory Rule
45 LDAP Directory Rule
%Sun Directory Rule
= (L] File Server
% Command Cuiput Capture Rule
i5/05 File System Rule
i i5/05 System Valus Rule
g"@ Log Transfer Rule
% LMK File System Rule
%Windows Registry Ruls
{15 Windows RSoP Rule
@ [_] Metwork Device
) [_] Virual Infrastructure w

Selected type: [Sg Windows File System Rule

OK Cancel

1491 bt S raanradrencedafame chonsd e crnel e — 3 TNE Srs sk Al i ore B R el
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5. Click OK.
6. Enter a name for the rule.

New Windows File System Rule Wizard [ Help

Enter a name and description for the rule.
Name: Windows Integrity|

Description:

«| Enable Tracking Identifier

q-fxt> _Finish | Cancel

7. Click Next.
New Windows File System Rule Wizard G Help
tj“lew Start Pgint H‘Jew Stop Point ‘mf rowse
£ Path

< Back | MNext > | Finish | Cancel

8. Click New Start Point. This will bring up a New Start Point Wizard.

9. Enter the path to a folder or file that will be monitored across all Windows Systems. For
example, we chose to monitor C:\Users.

10. If you selected a directory and want the integrity check to recurse in all sub directories, make
sure the box next to Recurse directory is checked.
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New Start Point Wizard [ Help
Specify the monitored object for the start point, and enter associated settings.

Path: [c:\Users\ 2

Default Severity: |10000 {0-10,000, 0 = no severity assigned)

Archive element content

+#| Recurse directory

Limit depth to |0 (0-100, 0 = no limit)
NExt = Cancel
1502
1503 11. Click Next.
1504 12. Select Windows Content and Permissions.
New Start Point Wizard [ Help
Tiﬂul'dew Criteria Set | [5] Mew From Selected
£ Name
. Windows - Content and Permissions
Windows - Content Only
Windows - Permissions Only
< Back Nﬂft = Finish Cancel
1505
1506 13. Click Next.

NIST SP 1800-11C: Data Integrity

261



DRAFT

MNew Start Point Wizard G Help

Specify element filters, one per line. (Wildcards are supported)
Include:

Exclude:

Apply filters to files only

< Back Fiaﬁh Cancel

1507
1508 14. Click Finish.
1509 15. If you wish to exclude directories, click New Stop Point.
New Windows File System Rule Wizard B Help
T Miew start point | T, Bhiew Sto%oinl | B /prowse | | X Delete
£ Path
[} C:\Users\ StartPoint 10000 Windows - Content and Permissions  All false
3
<Back | Mext> | Finish | cancel |

1510
1511 16. Enter the path name of directories you wish to exclude. For example, we chose to exclude
1512 C:\Users\ *\AppData because that provided many false flags of routine application data
1513 modification.
1514 17. Check the box next to Stop Recursion.
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18.

New Stop Point Wizard

[ Help

Specify the monitored object for the stop point, and enter associated

settings.

Path:

C:\Users\=\appDatal

#| Stop recursion

Click Finish.

=

| F'!HT h | cancel

19. The rule created defines a space for the tasks we will create to search through.

2.11.2.2 Creating a Baseline Task

1.

2.

Click the Tasks link.

TFARE

Tasks Task Search

o3 @ Tripwire
&
(3 Check Tasks
= (E Report Tasks
[ change Audit Repor
o (5 Security Configuralic
@ MIST 800-53 (FI<

@Unlmkad

Tasks

£ Name

& Archive Log Messages
@ BASELINE MSSQL

@ Baseline rule 1

& CHECK M5SQL

&y check rule 1

B Check Tasks

@ Clear Unlinked Groups
@ Compact Element Versions
@;_‘ Configure Axon Agents
B Report Tasks

Archive Log Task

Baseline Rule Task

Baseline Rule Task

Check Rule Task

Check Rule Task

Task Group

Clear Unlinked Groups Task
Compact Versions Task
Configure Axon Agents Task

Task Group

.ENTERFRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Complete
Complete
Complete
Complete

Complete

Stopped
Complete

Complete

8/1/17 12:00 AM
6/27/17 8:57 AM
6/23/17 11:00 AM
7/27/17 11:12 AM
7/26/17 12:13 PM

5/15/17 12:09 PM
5/15/17 12:09 PM
8/23/17 12:00 AM

4% Refresh [ Help [ Logout

1 min
8 mins
7 mins
2 hrs 16 mins

10 mins

1 hr 1 min
2 mins

1 min

El | Manage 4|% | New Group %Nﬁ'ﬁask tmport | 1] Export | Duplicate | X Delete | s Link | g5 nlink |5 Move | Control 4| 5y Run | B} Baseline | G Stop

B Root Tesk Group

9/1/17 12

8/24/17 1.

Click New Task.

3. Select Baseline Rule Task.
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New Task Gl Help

Select the type of task to create:
e (B Baseline Rule Task
4y Check Rule Task
& Report Task

0OK Cancel

4. Click OK.
5. Enter a name for the baseline rule task.

6. Select a privileged user in Tripwire Enterprise to run the rule as.

New Baseline Rule Task Wizard
Enter the task name and description.

Name: baseline task

Description:

Run as user: |twadmin v

Use timeout:
’7 hour(s)

[ Help

Ne¥> | Finish ||| Cancel

7. Click Next.
8. Select All Baselines.
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MNew Baseline Rule Task Wizard [ Help

Select the scope of the baseline operation.
Mew baselines only

# All baselines

< Back !Tt > Cancel

1530
1531 9. Click Next.

1532 10. Expand Root Node Group > Smart Node Groups > System Tag Sets > Operating System.
1533 11. You can select specific types of operating systems to run the task on or specific machines. We
1534 simply selected Operating System to have it run on all applicable Windows machines.

New Baseline Rule Task Wizard [ Help
’:\ Oracle 11g Enterprize Edifion
fi‘ Oracle 9i Enterprise Edifion
’:‘ Unknown

e Directory Server
BYC, Operiing Sysicm
f;‘ Apple Mac 05 X 10.7
) Apple Mac 05 X 10.8
() Debian 6
) Debian 7
) HP-UX 11
) IBM AIX 5.2
) IBM AIX 5.3
) IBM AIX 6.1
2 (@ Microsoft Windows 10

— LEes e

Selection: ’;" Operating System

< Back | Nextr@ Cancel

1535 httne:{itrinwire/ronsnlefannchowComn.emd?ld =4 1868 <elerted Node=-1v? nii3 ?eBhf3%3A- 1w 2nid e TnlRicelected Path=..

1536 12. Once you have made your selection, click Next.
1537 13. Select Selected nodes with rule or rule group.
1538 14. Click the rule you created earlier.
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New Baseline Rule Task Wizard [ Help

Perform baseline on
Selected nodes with currently associated rules
®* Selected nodes with rule or rule group:

= [E Root Rule Group
&Inlegrily Windows
| DLinux 0% Rule Group

EfmssaL

£ f‘_‘lWindows 05 Rule Group

Rule: & windows Integrity

= Back qu_;i > Finish Cancel

15. Click Next.
16. Decide how often the baseline task should be run. We set it to manually but you can also set a
very specific schedule by choosing periodic.
New Baseline Rule Task Wizard [ Help
Specify when you want this task to run.

Interval: | Manually v

The task will be run manually.

< Back | Finis% Cancel
17. Click Finish.

18. This rule will create baselines of the specified objects. Baselines are essentially versions of the
file that check rules will compare against. Baselines should be primarily taken when the integrity
of files are known to be good.

2.11.2.3 Creating a Syslog Action
1. Click the Actions link.
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TRPARE

ENTERPRISE o=

Actions Action Search

NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

4+ Refresh [ Help [l Logout

Bl % New Group ‘@Wacﬁun Import | ] Export |, Duplicate | X Delete | &s Link | €5 Unlink ;' Move | < <

& @ Tripwire
28 Root Action Group
g Uniinked

1550

1551 2. Click New Action.

] Syslog Action Syslog Action

Actions [F) Root Action Group

| £ Name
" [ Outside Change Window Change Window Action Marks a specified version as outside of the change window 2

| [gly Promote to Baseline Update Baseline Action Makes a specified version the current baseline 1

Send a log message to a syslog daemon 3

1552 3. Select Syslog Action.

Create Action G Help

= > ypeR

= (] Common
Em E-mail Action
Execution Action
% Promote Specific Versions Action
% Promote-By-Match Action
gﬂ Promote-Ey-Reference Actlion
|!i@| Fun Report Action
Run Rule Action
Hid), Run Task Action
3] Set Custom Value Action
'_*-hé_ Severity Override Action
% SHMP Lction
Tag Action
& [_] Conditional
& (] Network Device -

Selected type: Syslog Action

EI{ | Cancel

1553 httneftnnwire/ronsolefann chowCnmn.emd ?ld = 28R08md Madifier=01 &dlal__

1554 4. Click OK.
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1555 5. Enter a name for the Syslog Action.
MNew Syslog Action Wizard [ Help

Enter the action name and description.
MName: Log actions|

Description: |Send a log message to a syslog daemon

| Nexl;{bj Finish Cancel

1556
1557 6. Click Next.
1558 7. Enter the IP address of the Tripwire Log Center server.
1559 8. Enter the port that Tripwire Log Center receives TCP syslog messages on.
1560 9. Enter alog name, a level, and a facility code per your needs. These will show up in logs, so you
1561 can use these to help separate or identify log sources.

Mew Syslog Action Wizard [ Help

Enter the Syslog information.

Service host address: ||gcalhost

Service port: 514

Log name: Tripwire

Log level: warning L

Facility code: auth T

¢ Include timestamp

< Back | Fipish | cancel

1562
1563 10. Click Finish.

1564 2.11.2.4 Creating a Check Task
1565 1. Click the Tasks link.
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TP

.ENTEPRBE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Tasks Task Search

4% Refresh [ Help [Jl Logout

=l |Manage 4 ¥ New Group %N%Task [l mport | () Export |, Duplicate | X Delete | s Link | 85 unlink || Move | Contral 4| &3 Run | B}l Baseline | 3 stop

E T Tasks
B> Root Task Group
(5 Check Tasks £ Name
2 [ Report Tasks @y Archive Log Messages Archive Log Task
3
(@ Change Audt Reporll 7y " s pacy 1N MsSQL Baseline Rule Task
= [ Security Configuratic
G NIST 800.53 (FIE &y Baseline rule 1 Baseline Rule Task
g Unlinked @ CHECK M55qL Check Rule Task
& check rule 1 Check Rule Task
Y Check Tasks Task Group
@y Clear Unlinked Groups Clear Unlinked Groups Task

@ Compact Element Versions Compact Versions Task
% Configure Axon Agents Configure Axon Agents Task
| @Y Report Tasks Task Group

3

2. Click New Task.
3. Select Check Rule Task.

New Task

Select the type of task to create:
4 Baseline Rule Task
® (B Check Rule Task
4 Report Task

Complete
Complete
Complete
Complete

Complete

Stopped
Complete

Complete

8/1/17 12:00 AM
6/27/17 8:57 AM
6/23/17 11:00 AM
7/27/17 11:12 AM
7/26/17 12:13 PM

5/15/17 12:09 PM

5/15/17 12:09 PM
8/23/17 12:00 AM

[ Help

ﬁl l}f Cancel |

4. Click OK.
5. Enter a name for the baseline rule task.

1min
8 mins
7 mins
2 hrs 16 mins

10 mins

1 hr 1 min
2 mins

1 min

6. Select a privileged user in Tripwire Enterprise to run the rule as.

[ Root Task Group

9/1/17 12:

8/24/17 1.
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Enter the task name and description.

Name: check task|

Description:

Run as user: | twadmin v

Use timeouwt:
’7 hour{s)

Neﬂ F Cancel

1573
1574 7. Click Next.

1575 8. Expand Root Node Group > Smart Node Groups > System Tag Sets > Operating System.
1576 9. Here, you can select specific types of operating systems to run the task on or specific machines.
1577 We simply selected Operating System to have it run on all applicable Windows machines.

New Check Rule Task Wizard [ Help

’E‘ Cracle 11g Enterprise Edition
f_:r‘ Cracle 9i Enterprise Edition
f"j Unknown

@D D-iIECtEI-I'}f Server

ERC, Operating System |
() Apple Mac OS X 10.7
©) Apple Mac OS X 10.8
©) Debian 6
) Debian 7
) HP-UX 11
) 1BM AIX 5.2
) IBM AIX 5.3
©) 1BM AIX 6.1

@ (@ Microsoft Windows 10

e e e

Selection: “:" Operating System

< Back Nt > Cancel
1578 {5

1579 10. Once you have made your selection, click Next.
1580 11. Select Selected nodes with rule or rule group.
1581 12. Click the rule you created earlier.
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New Check Rule Task Wizard [ Help

Perform check on
Selected nodes with currently associated rules
# Selected nodes with rule or rule group:

= Root Rule Group
& Integrity Windows
] D Linux O% Rule Group
@j MSSGL

e DWindows 05 Rule Group

Rule: Windows Integrity [}S

< Back MNext > Cancel

13. Click Next.
14. Decide how often the check task should be run. We set it to manually, but you can also set a
very specific schedule by choosing periodic.
New Check Rule Task Wizard [ Help

Specify when you want this task to run.

Interval: | Manually v

The task will be run manually.

< Back Neiﬁ == Cancel

15. Click Next.
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MNew Check Rule Task Wizard

[Ef Add
)

Post-execution Actions

< Back Next >

[ Help

Cancel

Gl Help

| £ Name
1588
1589 16. Click Add.
1590 17. Select the Syslog Action created earlier.
Chooser
o) 4 Tripwire
= E‘F‘.Dlll Acfion Group
Cutside Change Window
IEL.I Promoie to Baseline
Syslog Action
Selection: Log actions
Add
1591 : T : 3 i
1592 18. Click OK.

D@ Cancel
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New Check Rule Task Wizard B Help
Ei’ Add | X Remove

Post-execution Actions
£ Name

Ek Log actions Syslog Action Send a log message to a syslog daemon

< Back Nexﬁ?_ﬁl] Cancel

19. Click Next.
20. Uncheck the box next to initialize baselines now if you do not wish to immediately take a
baseline of all systems.
New Check Rule Task Wizard [ Help

Prior to running a check rule task, you should first baseline the monitored objects to be checked by the task. If you
select the check box below, Tripwire Enterprise will automatically create baseline versions for each object monitored by
the task.

#| Initialize baselines now

MNote: You should only baseline a monitored system if it is in a known-good state.
If you do not baseline the monitored objects now, you can always do so at a later time.

< Back ﬁ?nish Cancel

21. Click Finish.
22. This rule will check the current versions of the selected files against their baselines and log any
changes to Tripwire Log Center.

2.11.2.5 Running the Baseline Task

1. Check the box next to the baseline task you created earlier.
2. Click Control > Run on the taskbar.
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3. Wait for the run to finish. You can click the Log link to see the progress.
4. When it finishes, it will log a message such as “Task 'Baseline Rule Windows' was completed in
600 seconds.”

2.11.2.6 Make Changes to Monitored Objects

1. Open a machine being monitored by the rule you created.
2. Modify a file or files in the folder that you selected in the rule creation wizard (which are being
monitored by Tripwire).

2.11.2.7 Running the Check Task

Check the box next to the check task you created earlier.

Click Control > Run on the taskbar.

Wait for the run to finish. You can click the Log link to see the progress.

If you made changes to a monitored object, the log message should appear at the time the
changes were made even if the change was made prior to the scan.

ApwnN e

2.11.2.8 Filtering for Tripwire Enterprise Integrity Events in HPE ArcSight ESM

1. Open the ArcSight ESM machine.
2. Login by going to https://vm-esm691c:8443 and entering your username/password.

@ ArcSight Command Center Dashboards " Events W Reports W Cases W Applications Administration
- AddContent.. 4 ChangeLayout.. [JActive Channets
Ewvent Search
My Cases (0) #lalx My Dash
Name Last Update Time « Name =

3. Click Events > Active Channels.

4. Click New.

5. Enter a name for the channel. Select a start time to show events, and leave SNOW as the end
time.
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New Channel
*Channel Name: tripuire audit events [ Configure Field Set...
Start Time: INow - 30m ~ Configure Filter...
End Time; 3how v
Use As Timestamp: End Time v
Time Evaluation: Evaluate Once b
6. Click Configure Filter
New Channel
“Channel Mame; tripwire audit events
Start Time: 3o - 30m ~
End Time: $MNow w
Use As Timestamp: End Time v
Time Evaluation: Evaluate Once v
By
= Vi ditidi] Cancel
Operators Conditions More Options
slali 2 |[ 8 @] [ opermions) e
I {} Current Filter: [ Canfigure s condition using Field

7. Click the button that says Configure a condition using field.

8. Double click Device Event Category.
9. For Operator, choose Contains.
10. For Value, enter Audit Event.

Operators Conditions Mare Options
&/ 1|i=m|! B @ &| @' Operations|w

= {} Current Filter:

[ <field>] <operator > [ <value>]

Field Operator
Device Event Category Contains

Shaw Fields Containing: | device event i

Hame =

= Device

Inw(e B

Device Event Class [

Apply Condition Cancel

Valie a
*fudit Event’| 4

Select
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11. Click Apply Condition.
12. Click Update Filter Configuration under the list of fields.

New Channel @
“Channel Name: tripwire audit events Configure Field Set...
Start Time: Fnow -30m ~ Configure Filter... Mouseover To View Configured Filter
End Time: $how v
Use As Timestamp: End Time v
Time Evaluation: Evaluate Once b
I Fileris configured. Cancel

13. Click Save Channel.
14. Click the channel you just created. It should show all file changes in the time frame you
specified forwarded from Tripwire Enterprise to Tripwire Log Center to ArcSight ESM.

2.12 Integration: HPE ArcSight ESM with Veeam and Hyper-V

This section covers the process for integrating HPE ArcSight ESM with Veeam and Hyper-V. This
integration assumes the correct implementation of Veeam and ArcSight as described in earlier sections.
The result is the forwarding of logs generated by Veeam and Hyper-V to ArcSight ESM, as well as custom
parsers to supplement the information provided by this forwarding process.

2.12.1 Install ArcSight Connector
1. Run the installation file ArcSight-7.4.0.7963.0-Connector-Win64 on the Veeam Server.

i E N hp [=[o .
Home Share View v 0
© - 1 \ . v ThisPC » Downloads » hp v o| | Search hp P |
X Favorites Mame Date modified Type Size
Bl Desktop Ar(Sight—E.9.1.21BS.D—ConsolefWin.exe Application

& Downloads | ArcSight-7.1.7.7602.0-5uperConnector-Li... 3
1l Recent places | ArcSight-7.4.0.7963.0-Connector-Linuxbd... 2
E ArcSight-7.4.0.7963.0- Connector-WinB4....

EIN File
BIN File

Application

18 This PC
i Desktop
| Documents
& Downloads
o Music
=| Pictures
Videos
i, Local Disk ()
5 DVD Drive (D IR2_S!

Gh Network

4 items ;‘
2. Wait for the initial setup to finish.
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=
5. —
<{ ArcSight Bt Packard

= Introduction
Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...
Upgrade
System Restart
Install Complete

_I:I-

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnector,

The first step installs the core ArcSight SmantConnector
camponents; then yau select the ArcSight SmanConnector
yal wish to configure.

ArcSight recommends that you quit all other programs
before continuing with this installation.

Click the Mext' button to proceed to the nest window.
Ifyou want to change something an a previous window,
click the Previous' button. To cancel this installation at
any time, click the 'Cancel' hutton.

InstallAmawhere

3. Click Next.

4. Choose a destination folder. Note: It is recommended to change the default to
<default>\HYPERV so that other installed connectors do not overwrite this one.

=
—
«;: ArcSight Hewiett Packard
Enterprise

v Introduction

—* Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...
Upgrade
System Restart
Install Complete

_I:I-

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. Itis recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where
the ArcSight SmartConnector is currently installed.

Where Would You Like to Install?
C:\Program Files\ArcSightSmartConnectors\HYPER —'u'|

Restore Default Folder || Choose...

InstallAmpahere

5. Click Next.

Previous | | Mext
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L N IRV SRS S

P

InstallAmawhere

<L ArcSight HewiettPackard

Enberprise

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

' System Restart

Install Complete |

Choose Shortcut Folder
Where would you like to create product icons?
() In a new Program Group: |Arc5ight SmartCaonnector |
(® In an existing Program Group: |Arc5&ght SmartConnectors w |

() In the Start Menu
() On the Desktop

() In the Quick Launch Bar

) Other: |

| Choose..

() Don't create icons

|| Create Icons for All Users

6. Click Next.

L SRR IRY

i

ik

<[ ArcSight

InstallAnywhere

Hewiet
Enterprise

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

' System Restart

Install Complete |

Pre-Installation Summary

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
Co\Program Files\ArcSightSmartConnectors\HYPER-V

Shortcut Folder:
ChUsers\AdministratonAppData‘\Roaming\Microsoft\Windc

7. Click Install.
8. Wait for the installation to finish.
9. Select Add a Connector.
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What would you like to do?
<1 ArcSight Rt
Configure
(® Add a Connector
() Set Global Parameters
| < Previous | [ Next= |

1660
1661 10. Click Next.
1662 11. Choose Microsoft Windows Event Log - Native from the list.
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é: ArcSight Select the connector to configure

Configure

Type |Microsaft Windows EventLog - Native v
[ <previous || mext> |[ cancel
1663
1664 12. Click Next.
1665 13. Check Security log, System log, Application Log, and Custom Log.
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< Connector Setup - | o[

: Configure Parameters
{'j: A rcs : 9 h' SE|ECtg|L:;s for event collection from local host
Configure ¥l Security log
System log
Application log

[] ForwardedEvents log

Source hosts for all forwarded events
[[] Use file for OS version

[[] Use Active Directory for OS version

Parameters to add hosts for event collection

[[] Use common domain credentials

[ Use Active Directory

BoAcePackand ] Enter manually

Enterprise

| < Previous | | Mext > | | Cancel

1666
1667 14. Click Next.
1668 15. Click on the box underneath Custom Event Logs.
1669 16. Enter Veeam Backup, Microsoft-Windows-Hyper-V-VMMS-Admin, Microsoft-Windows-
1670 Hyper-V-Integration-Admin, Microsoft-Windows-Hyper-V-SynthNic-Admin, Microsoft-
1671 Windows-Hyper-V-Worker-Admin.

< Connectchetup [ - [= [

{ ArcSight Enter the device details

HostN... Domai.. ... Password Window... Is WEC Security System  Application Forwar... Custom Event Logs
Configure R Windows ... [ ] crosoft-Windows-Hyper -V-Worker -Admin] S

[
1672 [ <prevous [ met> || cancel |
1673 17. You can add more application logs through the following process:
1674 a. Open Microsoft Event Viewer.
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1675
1676

1677
1678

C.

|F Action View Help

b [ Custom Views

b Ca Windows Logs

b [ Applications and Services Logs
[ 23 Subscriptions.

Overview and Summary

To view events that have occurred on your computer, select the appropriate source, log
or custom view node in the console tree. The Administrative Events custom view
contains all the administrative events, regardless of source. An aggregate view of all the

LI

[ []

[ Event Type EventID  Source Log Lasthour  2dhours |
[<T ] [ [>]

[ Name Description | Modified Created =
[<I m [ [>]

[ Log Name Size (Curr.. Modified Enabled  Retention

= Open Saved Log..
¥ Create Custom View...

Import Custom View...

View
Refresh
Help

Connect to Another Computer...

File Action View Help

Find the log you wish to add.
€« o EeVewr l=loww

|2
2] Event Viewer (Local)
b [ Custom Views

Veeam Backup  Nu

Log Name:
Source:

Event ID:

Level

User:

OpCode:

More Information:

Veeam Backup
Veeam Backup
0

Error

N/A

Event Log Online Help

[Session Hyper-V Test VM Backup (Incremental) (Retry 3) has been completed.

Logged: 8/16/2017 10:32:21 PM
Task Category: None

Keywords:  Classic

Computer  VEEAM.DLTEST

b Bk Windows Loge Level Date and Time Source
- S 8/16/2017 10:3221 PM Vesam Backup = Open Saved Log..
Cia e @ reor /16/2017 10:3221 PM Vesam MP = .
5] Intemes Exlorer (@ Information 8/16/2017 10:32:04 PM Veeam MP !
s Import Custom View...
& Key Service < [ I [>]
; Cleat Log...
b I Microsoft Event 0, Veeam Backup x ool
Vieeamn Backup Fiter Current Log...
[2] Windows PowerShell General | Details Froncls
12 Subscriptions )
Find...

Jed Save Al Events As..
Attach a Task To this Log...
View
Refresh

)
Help

Event Properties
T Attach Task To This Event.
Copy

[ <]

Open the Details pane of a log and find the field Channel.
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e

18. Click Next.
19. Choose ArcSight Manager (encrypted).

<[_ ArcSi

Config

Hewlett Packard
Enterprice

=

File Action View Help

e zn[@E BE

Event Viewer

[&] Event Viewer (Local) Veeam Backup ~ Number of events: 1,098 Actions
Custom Vi T T s |
b= i i Level Date and Time Source ~| | Veeam Backup B
p [a Windows Logs =
- — ———— Beror 8/16/2017 10:32:21 PM Veeam Backup. = OpenSavedLog
= (1} /16/2017 10:32:
£] Hardware Events @rror Bl CRERCT I VeeamME ¥ Create Custom View.
1 Intemet Explorer (@ Information 8/16/2017 10:32:04 PM Veeam MP <l *
= = Import Custom View...
& Key Management Service < m >
Clear Log...
b I8 Microsoft Event 0, Veeam Backup x ear Log
[] Veeam Backup ¥ Filter Current Log...
[ Windows PowerShell Details [Z Properties
4 Subscriptions N B N
O Friendly View @ XML View @8 Find.. =
<Task>D</Task> Il Save All Events As...
<Keywords >0x80000000000000 =/Keywords> ~ Attach a Task Ta this Log..
<TimeCreated SystemTime="2017-08-
17T05:32:21.000000000Z" /> View 4
<EventRecordID>1098</EventRecordID:> |6 Refresh
<Channel>Veeam Backup</Channel>
<Computer>VEEAM.DL.TEST</Computers Help 4
Securit
ASsctmiyl)> Event 0, Veeam Backup -
</System= v
_ <EventData> [E] Event Properties
< > @ Attach Task To This Event...
By Copy » v

Note that this may differ from the Log Name in the General pane. (For example, one of
the Hyper-V log's Log Name is Microsoft-Windows-Hyper-V-VMMS/Admin but the
channel name is Microsoft-Windows-Hyper-V-VMMS-Admin.)

Enter all these channel names separated by commas in the Custom Event Logs field.

Connector Setup

Enter the type of destination

ght
ure
(®) ArcSight Manager (encrypted)

() Arcsight Logger SmartMessage {encrypted)

O ArcSight Logger SmartMessage Pool (encrypted)

EF File

() Event Broker (CEF Kafka)
() CEF Syslog

() CEF Encrypted Syslog (UDP)
O CsVFile

) Raw Syslog

<Previous | [ Hext> || Cancel |

20.
21.
22.

For Ma
For Ma

Click Next.

nager Hostname, put vm-esm691c, or the hostname of your ESM server.
nager Port, put 8443, or the port that ESM is running on, on the ESM server.

23. Enter the username and password used for logging into ArcSight Command Center
(admin/password).
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= Enter the destination parameters
<[ ArcSight
Configure
Manager Hostname ~|vm-esmedic |
Manager Port saa3 |
User |admin |
Password [eresenes ‘
AUP Master ination false e ‘
Filter Out All Events  false %
Enable Demo CA |false V]
<Previous | [ Next> || cCancel
24. Click Next.

25. Set identifying details about the system to help identify the connector (include at least Name;

the rest is optional).

Enter the connector defails

<X ArcSight

Configure

Hame |Hyper-v and ieeam Connector

Location ‘

DeviceLocation ‘

Comment [This forwards application specific logs from Hyper-V and Vesam to ESM|

<previous | [ Mext> | [ Cancel

26. Click Next.

27. Select Import the certificate to connector from destination. This will fail if the Manager

Hostname does not match the hostname of the VM.
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" Following certificate will be imported into connector trust store:
{ ArcSight Host/port: vm-esm691c_8443
Details: CN=vm-esm691c, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure
@ Import the certificate to connector from destination
() Do not import the certificate to connector from destination
<Previous | [ Mext> 1| Cancel
1700
1701 28. Click Next.
1702 29. Wait for the process to complete.
" Add connector Summary
{ A'cSIQ ht Following are the added connector details:
Connector Name [Hyper-V and Veeam Connector], Connector Type [winc]
Configure
<previous | [ Next> | [ Cancel

1703

1704 30. Click Next.

1705 31. Choose Install as a service.
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{AI’CSIQI“ The Smart Connector is currently installed as a standalone application
Configure
®) Install as a service
(O Leave 2 a standalone application
<previous | [T fiexts 1 [ cancel
1706
1707 32. Click Next.
. Specify the service parameters
<I ArcSight
Configure
Senvice Internal Name ||.winc |
Service Display Name |MicrosoFt Windows Event Log - Native |
start the service automatically |Yes |
<Previous || Mextr || Cancel
1708
1709 33. Click Next.
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<L ArcSight

Configure

1710
1711 34. Click Next.
1712 35. Choose Exit.

Install Service Summary

The ArcSight SmartConnector is now configured to run as a service.
You can now start the SmartConnector by:

Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Hyper-V

< Previous | [ Next >
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< Connector Setup

<_ ArcSight

Configure

Hewlett Packare
Enterprise

Would vou like to confinue or exit?

() Continue

< Previous Cancel

1713
1714 36. Click Next.

—
i;: ArcSight Hewlett Packard

Enberprise

L

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

System Restart

S T T T

Install Complete

ArcSight SmartConnector =5 X

Install Complete

Congratulations! ArcSight SmarntConnector has been successfully
installed to:

C:\Program Files\ArcSightSmartConnectors\Hyper-v

Press "Done” to quit the installer.

Installamawhera

Cancel

1715

Previous
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1716 37. Click Done.
1717 38. Open Task Manager.
1718 39. Click More Details.
=
File Options View
Processes | Performance | Users | Details | Sew;[%s |
& 1% 24%
MNarne | Status CPU | Memory |
~
Apps (3)
> ﬁ Microsoft Management Console 0% 20.6 MB
b [ Server Manager 0%  48.1MB =
g7 Task Manager 0% 6.0 MB
Background processes (11)
{h Google Crash Handler 0% 0.1 MB
@ Google Crash Handler (32 bit) 0% 0.3 MB
[®7 Host Process for Windows Tasks 0% 1.8 MB
b [m7 Internet Information Services 0% 6.9 MB
b LZ Message Queuing Service 0% 2.1 MB
b (ks Microsoft Distributed Transacti... 0% 54 MB
b [5 SMSveHost.exe 0% 26MB
b5 SMSveHost.exe (3) 0% 59 MEB
b s Spooler SubSystemn App 0% 20MB T
@ Fewer details
1719
1720 40. Go to the Services tab.
1721 41. Find the service just created arc_winc for ArcSight, and right click it.
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File Options  View

Processes | Performance | Users | Detaiis| Services |

Mame FID Description Status Group | -

C..a.s_} AppReadiness App Readiness Stopped AppReadiness

‘. AppFabricCachingService AppFabric Caching Service Stopped

i%AeLookupSvc 630 Application Experience Running netswes

1%AppHostSvc 624 Application Host Helper Service Running apphost

5.5 ApplDSve Application Identity Stopped LocalServiceM...

J%Appinfo 680 Application Information Running netsves

fm ALG Application Layer Gateway Service  Stopped

i%npngmt Application Management Stopped netsves

5 AppXSve AppX Deployment Service (AppX... Stopped wsappx
It_i%arc_winc I ArcSight Microsoft Windows Eve...  Stopped ;

% aspnet_state " ASP.NET State Service Stopped |

(H..p_} BITS 630 Background Intelligent Transfer...  Running netsves

% Brokerlnfrastructure 304 Background Tasks Infrastructure...  Running DecemLaunch

i%BFE 988 Base Filtering Engine Running LocalServiceM...

g,ﬁ CertPropive Certificate Propagation Stopped netsves

S,«a c2wts Claims to Windows Token Service  Stopped

C..a.s_} Keylso CNG Key Isolation Stopped

L EventSystem 724 COM+ Event System Running LocalService

Sﬁ COMSysApp COM+ System Application Stopped

gm Browser Computer Browser Stopped netsves

Sﬁ WaultSve Credential Manager Stopped

C.,w) CryptSvc g32 Cryptographic Services Running MetworkService L

S\m Deomlaunch 504 DCOM Server Process Launcher Running DeomlLaunch |

@ Fewer details % Open Services

42. Choose Start.
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iy Task Manager - |o[FxT

File Options  View

Processes Performancel Users | Detai|s| Services |

Mame PID Description = Status Group -~
% AppReadiness App Readiness Stopped AppReadiness

L, AppFabricCachingService AppFabric Caching Service Stopped E
for AeLookupSve 680 Application Experience Running netsves

G AppHostSve 624 Application Host Helper Service Running apphost

o ApplDSve Application Identity Stopped LocalServiceM...

v Appinfo 680 Application Information Running netsves

Lo ALG Application Layer Gateway Service  Stopped

S AppMgmt Application Management Stopped netsves

G AppXSve AppX Deployment Service (AppX... Stopped wsappx
ECarc_winc ArcSight Microsoft Windows Eve...  Starting i
L aspnet_state l% ASP.NET State Service Stopped

G4 BITS 680 Background Intelligent Transfer...  Running netsves

Lo, BrokerInfrastructure 504 Background Tasks Infrastructure ...  Running DecomLaunch

G BFE 988 Base Filtering Engine Running LocalServiceM...

f: CertPropSve Certificate Propagation Stopped netsves

G c2wits Claims to Windows Token Service  Stopped

&4 Keylso CNG Key Isolation Stopped

o EventSystem 724 COM+ Event System Running LocalService

Gy COMSysApp COM+ System Application Stopped

o, Browser Computer Browser Stopped netsves

Gy Vaultsve Credential Manager Stopped

ey CryptSve 332 Cryptographic Services Running MetworkService

% DeomLaunch 504 DCOM Server Process Launcher Running DcomlLaunch b

@ Fewer details | % Open Services

1724

1725 43. The machine will now report its logs to ArcSight ESM.

1726 44. For more fine-grained reporting, such as including more information about the event, you may
1727 wish to include custom parsers that are described below.

1728 2.12.2 Create a Parser for Veeam Logs

1729 1. For aVeeam custom parser that handles event numbers 210, 251, and 290, create a

1730 configuration file with the following text:

1731 trigger.node.location=/EventData

1732 event.deviceVendor=__getVendor ("Veeam")

1733 conditionalmap.count=1

1734 conditionalmap[0].field=event.externalld

1735 conditionalmap[0] .mappings.count=3

1736 conditionalmap[0] .mappings[0].values=210

1737 conditionalmap[0] .mappings[0] .event.name=_ _stringConstant("Restore session
1738 initiated.")
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1739 conditionalmap[0] .mappings[1l].values=251
1740 conditionalmap[0] .mappings[l].event.name=_ _stringConstant("Restore session
1741 has finished with success state.")
1742 conditionalmap[0] .mappings[2].values=290
1743 conditionalmap[0] .mappings[2].event.name=_ _stringConstant ("Restore session
1744 has finished with success state.")

E veeam_mp.sdkkeyvaluefilereader.properties - Notepad

File Edit Format View Help

trigger.node.location=/EventData
event.deviceVendor=__getVendor("Veeam")

conditionalmap.count=1
conditionalmap[@].field=event.externalld
conditionalmap[@].mappings.count=3

conditionalmap[@].mappings[8].values=218
conditionalmap[@].mappings[@].event.name=__ stringConstant("Restore session initiated.")

conditionalmap[@].mappings[1].values=251
conditionalmap[@].mappings[1].event.name=__stringConstant("Restore session has finished with success state.™)

conditionalmap[@].mappings[2].values=298
conditionalmap[@].mappings[2].event.name=__ stringConstant("Restore session has finished with success stata.”)l

1745
1746 2. Save this file as C:\Program Files\ArcSightSmartConnectors\<name of

1747 folder>\current\user\agent\fcp\winc\veeam_backup\veeam_mp.sdkkeyvaluefilereader.propert
1748 ies

[ A veeam_backup s I:'-
“ Home Share View (7]

(-/' - 1 | « Hyper-V » current » user » agent » fcp » winc » veeam_backup v E:,| | Search veeam_backup p ‘

S
X Favorites Narne Date modified Type
B Desktop j veeam_mp.sdkkeyvaluefilereader.properties

& Downloads

152 AM PROPERTIES File
= Recent places

18 This PC

m Desktop
| Documents

& Downloads

W Music

=| Pictures

g Videos

iy Lecal Disk (C:)

&5 DVD Drive (D:) IR2_S!

Gi,i Metwork

1749
1750 3. Copy this file to C:\Program Files\ArcSightSmartConnectors\<name of

1751 folder>\current\user\agent\winc\veeam_backup\veeam_mp.sdkkeyvaluefilereader.properties
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I® = veeam_backup - | o [
“ Home Share View L7}

© = [l « HyperV b cument » user » agent b winc b veeam backup v ] [ search vecam backup 2l

X Favorites Name Date modified Type Size
B Desktop "] veeam_mp sdkkeyvaluefilereader.propert... 8/17/2017 252 AM  PROPERTIES File 1kB|
& Downloads

| Recent places

18 This PC
m Desktop
Documents
& Downloads
W' Music
= Pictures
H Videos
iy Local Disk (C:)
5 DVD Drive (D:) IR2_S!

€ Network

1752

1753  2.12.3 Create a Parser for Hyper-V Logs

1754 1. ForaHyper-V VMMS custom parser, create a configuration file with the following text:
1755 trigger.node.location=/EventData

1756 event.deviceVendor=__getVendor ("Microsoft")

1757 token.count=1

1758 token[0] .name=VmName

1759 token[0] .location=VmlEventLog/VmName

1760 token[0] . type=String

1761 conditionalmap.count=1

1762 conditionalmap[0].field=event.externalld

1763 conditionalmap[0] .mappings.count=1

1764 conditionalmap[0] .mappings[0].values=13003

1765 conditionalmap[0] .mappings[0] .event.name=_concatenate(__stringConstant ("The
1766 virtual machine '"), VmName, __ stringConstant("' has been deleted."))
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E microsoft_windows_hyper_v_vmms.userdata jsonparser.properties - Notepad = = -
File Edit Format View Help

trigger.node.location=/EventData ~
event.deviceVendor=__ getVendor( Microsoft”)

token. count-1

token[8] . name=Vuhame

token[8]. location-VmlEventLog/Vullame
‘token[@].type=String

conditionalmap. count=1
conditionalmap[@].field=event.externalld

conditionalmap[@].mappings.count=1

conditionalmap[@].mappings[@].values=13003

conditionalmap[@].mappings[@].event.name-_ concatenate(_ stringConstant(“The virtual machine "), VmName, _ stringConstant("' has been deleted.”))
1767
1768 2. Save this file as C:\Program Files\ArcSightSmartConnectors\<name of
1769 folder>\current\user\agent\fcp\winc\microsoft_windows_hyper v_vmms_admin\microsoft_wi
1770 ndows_hyper v_vmms.userdata.jsonparser.properties

[ A0 L microsoft_windows_hyper_v_vmms_admin -8 -

Home Share View ’ 0

’(—:‘ - 1‘| <« agent » fecp » winc ¥ microsoft_windows_hyper_v_vmms_admin ] C;‘ | Search microsoft_windows_h... 2@ ‘

=

i Favorites Name |'| Date modified Type Size

PROPERTIES File

Bl Desktop j microsoft windows_hyper_v_vmms,userdata,jsonparser.properties
4. Downloads

%l Recent places

1% This PC

z Desktop
| Documents
4 Downloads
W Music

=/ Pictures

& Videos

iy Local Disk (C:)

€ DVD Drive (D?) IR2_S!

&i Metwork

1771
1772 3. Copy this file to C:\Program Files\ArcSightSmartConnectors\<name of

1773 folder>\current\user\agent\winc\microsoft_windows_hyper v_vmms_admin\microsoft_windo
1774 ws_hyper v_vmms.userdata.jsonparser.properties
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[ A microsoft windows_hyper_v_vmms_admin = | = -
“ Home Share View 0

-Zf(—:l - 1 | . <« user b agent » winc » microsoft windows_hyper_v_vmms_admin w C,| | Search microsoft_windows_h... 2@ |

a

b Faaie MName Date modified Type Size

=

B Desktop j microsoft_windows_hyper_v_vmms.user...  2/17/2017 2:05 AM PROPERTIES File 1KB
4 Downloads

1= Recent places

1% This PC

jm Desktop
| Documents

& Downloads

W Music

=| Pictures

8 Videos

&y Local Disk [C:)

8 DVD Drive (D:) IR2_S!

ﬁh Metwork

These two parsers will allow for details of VM deletions and VM restores to be shown in ArcSight.
Custom parsers are a functionality of ArcSight. For more information on the creation of custom parsers,
please see the ArcSight FlexConnector Developer's Guide, as well as the SmartConnector for Microsoft
Windows Event Log - Native, Configuration Guide (for information specific to Windows event logs).

2.13 Integration: GreenTec WORMdisks and IBM Spectrum Protect

This section covers the process for integrating IBM Spectrum Protect and GreenTec WORMdisks. The
result is the capability to backup clients directly to WORMdisks in order to preserve data more securely.
This integration process does not include instructions related to locking the WORMdisks — that process is
found in the GT_WinStatus User Guide, that should accompany the installation disk. Scheduling the
locking of these disks is left up to the discretion of the adapting organization.

2.13.1 Install IBM Spectrum Protect Server on the GreenTec Server
1. You may need to disable Run all administrators in Admin Approval Mode. To do this go to
Control Panel > Administrative Tools > Local Security Policy > Local Policies > Security
Options. Double click the User Account Control: Run all administrators in Admin Approval
Mode section. Select Disable and click OK. Restart the computer.

NIST SP 1800-11C: Data Integrity 295



1791

1792

DRAFT

@ - 1 |Q » Control Panel » System and Security » v 0‘ | Search Control Panel »p |

Control Panel Home

Action Center
Review your computer's status and resolve issues @ Change User Account Control settings |

» System and Securit
o, Troubleshoot commen computer problems

Network and Internet
Windows Firewall

ER ¥

Hardware
Check firewall status | Allow an app through Windows Firewall
Programs
User Accounts System
View amount of RAM and processor speed @ Allow remote access | Launch remote assistance
Appearance

See the name of this computer

Clock, Language, and Region i
Windows Update

Ease of Access Turn automatic updating on or off | Check for updates | Install optional updates | View update history

Power Options
Require a password when the computer wakes | Change what the power buttons do
Change when the computer slesps

Administrg{@' e Tools
Defragment ana'optimize your drives @ Create and format hard disk partitions @ View event logs |

@ Schedule tasks @ Generate a system health report

=
@

Home Share View Manage L g 0
L | » Control Panel » System and Security » Administrative Tools » v & ‘ | Search Administrative Tools » |
X Favorites MName : Date modified Type Size Ead
Bl Desktop | Terminal Services 8/22/2013 39 AM  File folder

8 Downloads [ Component Services 8/21/201311:57 PM  Shortcut 2KB
"] Recent places @ Computer Management 8/21/201311:54 PM  Shorteut 2KB
[ Defragment and Optimize Drives 8/21/201311:47 PM  Shortcut 2KB
18 This PC @ Event Viewer 8/21/201311:55PM  Shortcut 2KB
@, iSCSl Initiator 8/21/201311:57 PM  Shortcut 2KB
€ Network (2 Local Security Palicy \_ 8/21/201311:54PM  Shortcut 2KB
ODEC Data Sources (32-bit) 3 8/21/2013 4:36 PM Shortcut 2KB
ODBC Data Sources (64-bit) 8/21/201311:59 PM  Shortcut 2KB

@ Performance Monitor 8/21/201311:52 PM  Shorteut 2KB =
Resource Monitor 8/21/2013 11:52 PM  Shorteut 2KB
E‘ Security Configuration Wizard 8/21/201311:45PM  Shortcut 2KB
(@ Server Manager 8/21/201311:55PM  Shortcut 2KB
[af; Services 8/21/201311:54 PM  Shorteut 2KB
@ System Configuration 8/21/201311:33 PM  Shortcut 2KB
@ System Information 8/21/201311:33 PM  Shortcut 2KB
@ Task Scheduler 8/21/201311:55PM  Shortcut 2KB
ﬁ Windows Firewall with Advanced Security  8/21/2013 11:45 M Shorteut 2KB
Windows Memory Diagnostic 8/21/201311:32 PM  Shortcut 2KB

Windows PowerShell (x86) 8/22/2013 837 AM Shortcut 3KB [

(2% Windows PowerShell ISE (x36) 8/21/201311:55 PM  Shorteut 2KB I

23items  1item selected 1.09 KB
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File Action View Help

| =

Security Settings
& Account Policies
4 Local Policies
[ Audit Policy
I 4 User Rights Assignment
"4 Security Options
] Windows Firewall with Advanced Security
1 Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Local Computer
] Advanced Audit Policy Configuration

-

Policy
e Network security: Restrict NTLM: NTLM authentication in th...
1] Metwork security: Restrict NTLM: Outgoing NTLM traffic to ...

1] Recovery console: Allow automatic administrative logen

] Shutdown: Allow system to be shut down without having to..
5] Shutdown: Clear virtual memory pagefile

1] System cryptography: Force strong key protection for user k...
[EH] System cryptography: Use FIPS compliant algorithms for en...
1| System objects: Require case insensitivity for non-Windows ...
1] System objects: Strengthen default permissions of internal s...
5] System settings: Optional subsystems

& Recovery console: Allow floppy copy and access to all drives...

1] System settings: Use Certificate Rules on Windows Executabl...

s

@Q User Account Control:
m User Account Control:
1t User Account Control:
4] User Account Controk:
1] User Account Control:
1) User Account Control:
@u] User Account Control:

1) User Account Control:
1] User Account Contrak

Admin Approval Mode for the Built-i..
Allow UlAccess applications to prom...
Behavior of the elevation prompt for ..
Behavior of the elevation prompt for ...
Detect application installations and p...

Only elevate executables that are sign...

Only elevate UlAccess applications th...

Switch to the secure desktop when pr...

Virtualize file and registry write failure..,

Security Setting
Mot Defined
Mot Defined
Disabled
Disabled
Disabled
Disabled
Mot Defined
Disabled
Enabled
Enabled

Disabled

Disabled

Disabled

Prompt for consent for ..
Prompt for credentials

Enabled
Disabled
Enabled

Enabled k
Enabled

File Action View Help
e nmE XE |
Security Settings
"4 Account Policies j
4 Local Policies
b [ Audit Palicy
I [ User Rights Assignment

"4 Security Options
| Windows Firewall with Advan
| Metwork List Manager Polici
| Public Key Policies
" Software Restriction Policies
| Application Control Policies
g IP Security Policies on Local g
| Advanced Audit Policy Confid

() Enabled
(@) Disabled

Local Security Policy

@ Local Security Setting | Explain

User Account Control: Run all administrators in Admin Approval
Mode

Prompt for consent for ..,

Prompt for credentials

]
=
Zz
m
=
m

2. Run WIN_SER_STG_ML in its own folder to extract the contents.
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Application Toals

Home Share Wiew Manage gk 0
@ - 1 |,H » ThisPC » Downloads » IBM_SP » win_ser_stg_m| v Cp| | Search win_ser_stg_ml 2 |
¢ Favorites Name : Date modified Type Size
B Desktop ||E] SP_B.T_WIN_SER STG ML [ 3/8/2017 1:33 PM Application 2,673,608 KB
j Downloads

(E Recent places

1M This PC
“! Metwork
Titem 1 item selected 2.54 GB =
. .
Run the install script.
Home Share Wiew Manage v 8
@ * 4 | L. » ThisPC » Downloads » IBM_SP » win ser stg ml » v & ‘ | Search win_ser_stg_ml p-] |
F Favorites Name - Date modified Type Size
B Desktop L input 11/21/2016 9:46 PM  File folder
|18 Downloads L im32 11/21/2016%:35 PM  File folder
“E Recent places A im64 11/21/2016 %:36 PM  File folder
Ll input 11/21/2016 %:46 PM  File folder
18 This PC . repository 11/21/2016 %37 PM  File folder
install 7 9/30/2016 1207 AM  Windows Batch File 11K
€ Network |=| README s 10/14/2016 5:02 PM HTM File 17KB
SP_8.1_WIN_SER_STG_ML 3/8/2017 1:33 PM Application 2,673,608 KB
Sitens 1 item selected 10,1 KB =l

Make sure all the boxes are checked.
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5.
6.

Install Packages
Select packages to install

Installation Packages Status Vendor License Key Type

IBM Installation Manager

[}y Version 185 Will be installed IBM No key required
[[) 1BM Spectrum Protect server

m_,, Version 8.1.0.20161121_2118 Will be installed IEM
IBM Spectrum Protect languages

m_,, Version 8.1.0.20161121_2112 Will be installed IBM
IBM Spectrum Protect license

m_,, Version 8.1.0.20161121_2112 Will be installed IEM
[[) 1BM Spectrum Protect storage agent

[y Version 8.1.0.20161121.2110 Will be installed IBM
IBM Spectrum Protect device driver

[y Version 8.1.0.20161121.2115 Will be installed IBM
IBM Spectrum Protect Operations Center

[y Version 8.1.0.20161121_1638 Will be installed IBM

[ Show all versions Check for Other Versions, Fixes, and Extensions

Details

IBMS Installation Manager 1.8.5
The IBM® Installation Manager is 3 tool that you can use to install and maintain your software packages. IMore info...

* Repository: im64

® <ok [ Nets ][ sl [ cancel

Click Next.
Read and select | accept the terms in the license agreement.

Install Packages
Read the following license agreements carefully.

Install [ Licenses 5 Location Features Summary
IMPORTANT: READ CAREFULLY T~

Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Programs
l2. IEM Intemational Program License Agreement

If Licensee is obtaining the Program for purpeses of productive use (other than evaluation, testing, trial "try or buy," or demonstration): By clicking on the "Accept” button
below, Licensee accepts the [BM International Program License Agreement, without modification.

If Licensee is obtaining the Program for the purpose of evaluation, testing, trial “try or buy," or demonstration (<ollectively, an “Evaluation): By clicking on the "Accept”
button below, Licensee accepts both (i) the IBM International License Agreement for Evaluation of Programs (the "Evaluation License'], without modification; and (i} the [BM
International Program License Agreement (the “IPLA"), without madification.

IThe Evaluation License will apply during the term of Licensee's Evaluation.

The IPLA will automatically apply if Licensee elects to retain the Program after the Evaluation (or abtain additional copies of the Program for use after the Evaluation) by
entering into a procurement agreement (e.g., the IBM International Passport Advantage or the IBM Passport Advantage Express agreements).

[The Evaluation License and the IPLA are not in effect concurrently; neither modifies the other; and each is independent of the other.

IThe complete text of each of these two license agreements follow.

LICENSE INFORMATION

IThe Programs listed below are licensed under the following License Information terms and conditions in addition to the Program license terms previously agreed to by Client
and IBM. If Client does not have previously agreed to license terms in effect for the Pragram, the International License Agreement for Evaluation of Programs (2125-5543-05)
applies.

Program Name: IBM Installation Manager and Packaging Utility for the Rational Software Development Platform 1.8.5
Program Number: Evaluation

® | accept the terms in the license agreement.

O I do not accept the terms in the license agreement

@ <back | e> [l || cancel
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1804 7. Click Next.
1805 8. Select the installation location for files.

Install Packages
Select 3 location for the shared resources directory and a location for Installation Manager.

Install Licenses | Location ) Features Summary

When you install packages, files are stored in two locations:

1) The shared resources directory - resources that can be shared by multiple packages.
/I, 2) The installation directory - any resources that are unique to the package that you are installing.

Important: You can anly select the shared resources directory the first time you install a package with the IBM Installation Manager. For best results select the drive with
the most available space because it must have adequate space for the shared resources of future packages.

Shared Resources Directory: | C:\Program Files\IBM\BMIMShared

@ Once installed, IBM Installation Manager will be used to install, update, modify, manage and uninstall your packages.

Installation Manager Directory: | C:\Program Files\IBM\lnstallation Manager\eclipse

Disk Space Information

Volume  Available Space
C 9530 GB

®

<Back | NmrE> [ mwn ][ conce
1806
1807 9. Click Next.
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Install Packages

userinterface. Select an sxisting package group, or create 3 new one.
[ Location ; Features

O Use the existing package group

Install Licenses Summary

& Create a new package group

A package group is a location that contains one or more packages. Some compatible packages can be installed into a common package group and will share a common

i

Package Group Name | Installation Directory

%, IBM Spectrum Protect

Package Group Name: 1BM Spectrum Pratect

CA\Program Files\Tivol\TSM

B4-bit

Installation Directory: | C:\Program Files\Tivel\TSM

Architecture Selection: Q) 32-bit @ 64-bit

Details
Shared Resources Directory: C:\Program Files\IBM\BMIMShared

G]

Disk Space Information

[ Architecture

Volume  Avsilable Space
C 95.30G8
<Back | mea» [ ol |[ cancel

10. Click Next.
11. Make sure all the packages are checked.

Install Packages

Select the features to install.
Licenses

Location

i

IBM® Installation Manager 1.8.3

1BM Spectrum Protect server 8.1.0.20161121_2118

IBM Spectrum Protect languages 8.1.0.20161121_2112

IBM Spectrum Protect license 8.1.0.20161121_2112

|BM Spectrum Protect storage agent 8.1.0.20161121_2110
IBM Spectrum Protect device driver 8.1.0.20161121_2115

IBM Spectrum Protect Operations Center 8.1.0.20161121_1638

[ Shew dependencics

- Selected by Installation Manager because of dependencies
Details

IEM® Installation Manager 1.8.5

The IBM® Installation Manager is @ teal that you can use to install and maintain your software packages.

Disk Space Information

Volume

Required
Shared Resources Area G

3.08 MB

Temporary
20068

Total
2.09GB

Awailable
9530 GB

‘ Expand All ” Collapse All ‘ | Restore Default

[<]

<Back [ News || el || Concel
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1812 12. Click Next.
1813 13. Select IBM Spectrum Protect.

Install Packages
Fill in the configurations for the packages.

Install Licenses Location |  Features > Summary
= [[) IBM Spectrum Protect server 8.1.) Configuration for IBM Spectrum Protect server 8.1.0.20161121_2118
& 1. Products 1. Products
© 2. Licenses
2 [} 1BM Spectrum Protect storage a¢| ‘& 1BM Spectrum Protect
© Storage agent licenses O |BM Spectrum Protect Extended Edition

& [[J 1BM Spectrum Protect Operatior| () |EM Spectrum Protect for Data Retention
Specify the secure communi
Specify SPB0D-131a Complial

© Create password

3 BT 2]

@ <Back [ meqe || ml [ concel

1814
1815 14. Click Next.

1816 15. Read and select | accept the terms in the license agreement.
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Install Packages

Fill in the configurations for the packages. EE

Install Licenses Location | Features > Summary

=[] 1BM Spectrum Protect server 8.1,
1. Products
o 2 Licenses
= [[) 1BM Spectrum Protect storage at
© Storage agent licenses
= ) IBM Spectrum Protect Operatior
Specify the secure communi
Specify SP80D-131a Compliar
© Create password

0 —— 5

Configuration for IBM Spectrum Protect server 8.1.0.20161121_2118
2. Licenses

®

1BM License Agreement

LICENSE INFORMATION

O

The Programs listed below are licensed under the following License Information terms and conditions in addition to the
Program license terms previously agreed to by Client and [BM. If Client does not have previously agreed to license terms in effect
for the Program, the Intemnational Program License Agreement (Z125-3301-14) applies.

Program Name: IBM Spectrum Protect 8.1.0
Program Number 5725-W98

As described in the International Program License Agreement ("IPLA"} and this License Information, IBM grants Licensee a
limited right to use the Program. This right is limited to the level of Authorized Use, such as a Processer Value Unit (*PYU"),
Resource Value Unit ("RVU), a Value Unit ("VU"), or other specified level of use, paid for by Licensee as evidenced in the Proof of
Entitlement. Licensee's use may also be limited to a specified machine, or only as a Supporting Program, or subject to other

Non-IBM License Agreement
TERMS AND CONDITIONS FOR SEPARATELY LICENSED CODE

IBM Spectrum Protect 2.1.0

The IBM license agreement and any applicable information on the web
download page for [BM products refers Licensee to this file for details
concerning terms and conditions applicable to code identified as
Separately Licensed Code in the License Information document and
included in the products listed above ('the Program”),

The “Separately Licensed Code” identified in the License Infarmation
document of the IBM license agreement is provided to Licensee under terms
and conditions that are different from the IBM license agreement.

@ | accept the terms in the license agrrements.,

O I do not accept the terms in the licenge agreements.

<Back [ Newr || honl || cancel

16. Click Next.

17. Read and select | accept the terms in the license agreement.

Install Packages

Install Licenses Location

Fill in the configurations for the packages. :E

| Festures 5 Summary

= [[) 1BM Spectrum Protect server 8.1.
1. Products

Configuration for IBM Spectrum Protect storage agent 8.1.0.20161121_2110
Storage agent licenses

2. Licenses
= [) 1BM Spectrum Protect storage ac
& Storage agent licenses
= [f) 1BM Spectrum Protect Operatior
Specify the secure communi
Specify SPB00-131a Complial
© Create password

IBM License Agreement

LICENSE INFORMATION

The Programs listed below are licensed under the following License Information terms and conditions in addition to the
Program license terms previously agreed to by Client and [BM. If Client does not have previously agreed to license terms in effect
for the Program, the International Program License Agreement (2125-3301-14) applies.

Program Name: IBM Spectrum Protect for SAN 8.1.0
Program Number: 5725-X18

As described in the Intemational Pregram License Agreement ("IPLA") and this License Infermation, |BM grants Licensee @
limited right to use the Program. This right is limited to the level of Autherized Use, such as a Processor Value Unit ("PVU"), @
Resource Value Unit ("RVU"), a Value Unit ("VU"}, or other specified level of use, paid for by Licensee as evidenced in the Proof of
Entitlement. Licensee's use may also be limited to a specified machine, or only as a Supporting Program, or subject to other <1
Nen-IEM License Agreement

TERMS AND CONDITIONS FOR SEPARATELY LICENSED CODE ~

IBM Spectrum Protect for SAN 2.1.0

The IBM license agreement and any applicable information on the web
download page for [BM products refers Licensee to this file for details
concerming terms and conditions applicable to code identified as
Separately Licensed Cede in the License Infermation decument and
included in the products listed above ("the Program").

The "Separately Licensed Code" identified in the License Information
document of the [BM license agreement is provided to Licensee under terms
and conditions that are different from theBM license agreement.

@ | accept the terms in the license agreements.

O I do not accept the terms in the license agreements,

<Back [ Newx |[ el || Coned
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18. Click Next.
19. Specify 11090 for the port.

Install Packages

Fillin the configurations for the packages.

Install Licenses Location

| Features > Summary

i

®

Kd BT [>]

=[] IBM Spectrum Protect server 8.1, Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638

1. Products

Specify the secure communication settings

2. Licenses
= [0 IBM Spectrum Protect storage a
Storage agent licenses
= [} IBM Spectrum Protect Operatior
& Specify the secure communi
Specify SP200-131a Compliar
@ Create password

The port number is used by the web server for the IBM Spectrum Protect Operations Center.

You can accept the default value, or specify another port number.

Secure (https) port [ 11080

The port number has the following restrictions
- The port number must be an integer in the range 1024 - 65535
- The port number must be unique
-The port number cannot be already in use or allocated to other programs

< Back

Next >

Install Cancel

20. Click Next.
21. Select Strict for the SP800-131a Compliance.
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Install Packages

Fillin the configurations for the packages.

Install Licenses Location

Features ) Summary

B [[) IBM Spectrum Protect server 8.1,
1. Products
2. Licenses

B [ IBM Spectrum Protect storage at
Storage agent licenses

B [ IBM Spectrum Protect Operatior
Specify the secure communi
> Specify 5P800-131a Compliai
© Create password

<[ m [>]

®

Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638
Specify SPE00-131a Compliance

‘Special Publication 800-131a (SP 800-131a) is an information security standard that requires longer key lengths and
stronger cryptography than other standards.

SPB00-1313 Compliance Mode: () Off
O Transition
@ Strict

The SP800-131a Compliance Mode has the following restrictions:
- Transition mode allows use of Transport Layer Security(TLS)v1.0
- Strict mode requires TLS v1.2 This can prevent earlier web browsers from connecting to Operations Center

<Back [ Neaqy [[ Il |

Cancel

22. Click Next.
23. Create a password.

Install Packages
(@) Click Next to continue

Install Licenses Location

Features  » Summary

i

IBM Spectrum Protect server .1,
1. Products

Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638
Create password

2. Licenses

= ) IBM Spectrum Protect storage ag
Storage agent licenses

2 [ IBM Spectrum Protect Operatior
Specify the secure communi
Specify SPE00-131a Compliar
& Create password

<] m [>]

You must create a password for the truststore file of the Operations Center,
which contains the SSL certificate that the Operations Center uses for HTTPS communication with web browsers.

If you later choose to set up S5L communication between the Operations Center and the hub server,
you must use the same password.

Create password | s T

Confirm password [ =]

Password length
-Minimum: & characters
-Maximum: 64 characters

The password must contain atleast:

- One uppercase letter (A- Z)

- One lowercase letter (a -z)

- One digit (0 -9}

-Two non-alphanumeric characters: ~ 1 @ #$ %" &* _-+="[() []:;==,.?/

<Back | MNer [ lsul ||

Cancel
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1830 24. Click Next.

Install Packages
Review the summary information.

Install Licenses Location Features o[ Summay
Target Location
Package Group Name: IBM Spectrum Protect
Installation Directory: C:\Program Files\Tivoli\TSM
Shared Resources Directory: C:\Program Files\[EM\BMIMShared
Packages
Packages

[l IBM® Installation Manager 1.85
01 IBM Spectrum Protect server £.1.0.20161121_2118
IBM Spectrum Protect languages £.1.0.20161121 2112
[[] IBM Spectrum Protect license 8.1,0.20161121_2112
[[] IBM Spectrum Protect storage agent 8.1.0.20161121_2110
[[1 IBM Spectrum Protect device driver 8.1.0.20161121_2115
5 ([ 1BM Spectrum Protect Operations Center 8.1.0.20161121_1638
[T Operations Center

Environment Disk Space Information

English Total Available Space

o] 9530 GB

Total Download Size:  2.26 GB
Total Installation Size: 7.93 GB

» Repository Information

@ < Back Blest » l“ﬂf” Cancel
1831
1832 25. Click Install.
1833 26. After the successful installation, click Finish.

1834 2.13.2 Configure IBM Spectrum Protect
1835 1. Go to Start > IBM Spectrum Protect Configuration Wizard.
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IBM Spectrum Protect Instance Configuration Wizard
Version 8.1

Copyright IBM Carporation(TM) and its licensors(R) 1994 2016. All Rights Reserved. IBM and the IBM logo
are trademarks of IBM Corporation in the United States, other countries, or both. Java and all Java-based
trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates

Other company product or service names may be trademarks or service marks of others

1836
1837 2. Click OK.
& Intraduction This wizard will guide vou through the steps of configuring an IBM Spectrum
[> Instance User ID Protect server instance.
[ Instance Directory
[~ Database Directories For more information about configuring the IBM Spectrum Protect server
I Recovery Log Direclories instance, see IBM Spectrum Protect Knowledge Center
[> Semver Information
b ﬂdmlnlstratorCrfade.ntlals Click Next to proceed to the next screen. If you want to change something on a
[ Server Communication previous screen, click Previous.
[ Configuration Summary
[> Configure Instance Cancel the configuration at any time by clicking Cancel.
-
1838
1839 3. Click Next.
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1840 4. Specify a name and an account for the IBM server to use. Example: (name: GRNBACK, User ID:
1841 DI\sp_admin)

V' Introduction Specify one ofthe following:

» Instance UserID -the instance name of the new instance

[ Instance Directory -the instance that you want to cluster

&> Database Direclories Also, specify the instance user ID and password.

[ Recovery Log Directories

[ Server Information

: |GRNE&CK |
[ Administrator Credentials LBE
[ Server Communication UserID: |Dl\sp_admin |
[> Configuration Summary Pazsword: | e |

[ Configure Instance

*Mote: Ifyou plan on clustering the server instance, a domain account is required.
Domain accounts use the following format.  =domain=\=account_name=.

When you click Next, the wizard attempts to establish a connection to the local system.
Ensure that File and Print Sharing is enabled, and that your firewall allows connections
to port 445,

1842
1843 5. Click Next.
1844 6. Choose a directory.
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/" Introduction

+/ Instance User ID

» Instance Directory

[~ Database Directories

[> Recovery Log Directories
[> Server Information

[ Administrator Credentials
[= Server Communication
[ Configuration Summary
[ Configure Instance

7. Click Next.

The instance directory stores all of the server instance information, such as the server
options file, trace files, and other files specific to this instance.

*Instance Directory:

C:\Program Files\Tival i TSMIGRNBACK | choose

Mote: If you plan to use this instance for high availability operations, the instance
directory must be in afile system on a disk that can be shared between the clustered
systems.

8. Click Yes if prompted to create the directory.
9. Choose The database directories are listed below.

10. Create a directory to contain the database. Example: C:\BACKSERV\IBMBackupServer.

11. Enter the directory in the space provided.
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» Database Directories
> Recovery Log Directories

+/ Introduction Specify a list of directories to use for the IBM Spectrum Protect database. You can
+ Instance User 1D either specify a file containing the list of database directories to use or enter one
/' Instance Directory directory per line in the field.

bz SEVEr Infrmation () The database directories are listed in this file:

[ Administrator Credentials

" Choose |
[> Server Communication
[ Configuration Summary (® The database directories are listed below:
[ Configure Instance CAGRNBACKI\GRNBACK

12. Click Next.

13. Create directories for logs and archive logs. Example: C:\BACKSERV\IBMBackupServerlLogs,

C:\BACKSERV\IBMBackupServerArchivelogs.
14. Enter the directories in their respective fields.
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V' Introduction Specify the directories for the database recovery logs.
+/ Instance User D
+/ Instance Directory

+/ Database Directories

» Recovery Log Directories
[ Server Information

[ Administrator Credentials
[ Server Communication

*Active log size (GB):

*Active log directory:

_ | C:AGRNBACKIGRNBACKLogs | choose |
[ Configuration Summary
[~ Configure Instance *Primary archive log directory:
| C:\GRNBACK\GRNBACKArchiveLogs| [ choose |
Active log mirror directory:
Secondary archive log directory: 4
" Choose | i

1856
1857 15. Click Next.
1858 16. Specify the server name.
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/' Introduction
+/ Instance User ID

Specify configuration information for the server.

+/ Instance Directory
+/ Database Directories

+/ Recovery Log Directories

» Server Information *Sarver Name:
[> Administrator Credentials |GRNBACK |
[ Server Communication

Server Language:
[English v]

[> Configuration Summary

[ Configure Instance

1859
1860 17. Click Next.
1861 18. Specify an Administrator account.
+/ Introduction Specify an IBM Spectrum Protect Administrator to create when setting up the new
+/ Instance User ID instance. You can change the administrator information at any time in the Operation
/ Instance Directory Center.
+/ Database Directories
+/ Recovery Log Directories
+/ Server Information *Administrator Mame:
» Administrator Credentials |administrator |
[> Server Communication o
*Administrator Password:
[ Configuration Summary |.............. |
[ Configure Instance
*Werify Administrator Password:
LTI |
P
1862
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19. Click Next.

20. Select a port (example: 1500).

21. Check the box next to Enable SSL Communication and enter a port (example: 23444).

+ Introduction

+/ Instance UserID

+/ Instance Directory

+/ Database Directories

+/ Recovery Log Directories
+/ Server Information

+/ Administrator Credentials
» Server Communication
[ Configuration Summary
[= Configure Instance

22. Click Next.
23. Click Next.

The default communication settings for the server are provided for your validation. You
can also turn on one or more additional communication methods.

*Client Port: *Administrator Port:

11500 | 11500

[] Enable IPv6 Communication

[] Enable Shared Memory Communication
Shared Memaory Port:

1510

S5L communication requires additional, manual configuration to generate and stare the
valid cerificates that the server accepts.

[+] Enable S3L Communication
S5L Client Port: S5L Administrator Port:

23444 23444

24. Wait for the installation to finish.
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TASASSSSSSS 9§

Introduction

Instance User ID
Instance Directory
Database Directories
Recovery Log Directories
Server Information
Administrator Credentials
Server Communication
Configuration Summary
Configure Instance

B I I

25. Click Next.
26. Click Done.
27. Log in to Operations Center by going to localhost:11090/oc/.

28. Log in using the credentials provided in the Configuration Wizard.

IBM Spectrum Protect Instance Configuration Wizard

_I:I-

This instance is now being configured. Configuration will take several minutes and
undergo numerous steps. The progress of the configuration is shown below.

IBM Spectrum Protect for Windows
ersion 8, Release 1, Level 0.000

Licensed Materials - Property of IBM

(C) Copyright IBM Corporation 1990, 2016.

All rights reserved.

.S, Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corporation.

ANROS00I Processing options file C:\Program Files\TivollNTSMBACKSRVR\ds mser-
.opt.

ANR4726| The ICC support module has been loaded.

ANRO0152| Database manager successfully started.

Previous

IBM Spectrum
Operations Center

Localhost:1500
Administrator

No encryption

Configure

29. Enter the password for a new account to be created on the system.
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Configure Operations Center

Communication ' _— f!

BACKSRVR

Register a new administrator ID with system authority on the hub server. The Operations Center uses thig ID to
obtain alert and status information from the hub server. Leam more

Hub server BACKSRVR
Administrator ID IBM-OC-BACKSRVR

et et

Confirm password

1877
1878 30. Click Next.

1879 31. Select the time interval for data collection.

Configure Operations Center

Retention '

Hub server BACKSRVR
Estimated database space 2 GB needed of 13.933 GB free

Status

e
minutes v

A lower tme valus refreshes dats more fraquently, but
uses more datsbase space. Leam more

Alerts
Alerts stay active

Alerts stay inactive

Closed alerts are retained

1880
1881 32. Click Next.
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1882 33. Select time intervals that suit your organization's needs.

Configure Operations Center

9

@  AtRiskIndication
These setlings determine which clients are shown as being al risk in the Operations Center. You can change

the settings later if necessary. Leam more
H  Applications
Time since last backup e x ,

Ghis 1dsy 10 weeks 28 weeks 46 weeks 1yesr

Considerwamings and skipped files as "at risk” conditions
Virtual Machines
Time since last backup

| | " | T 0 T T T
Ghis  1day 10 weeks. 28 weeks 48 weeks 1yesr

Consider wamings and skipped files as "at risk" conditions

1 Systems
Time since last backup ‘—C - - - - - - - -
Ghrs  1day 10 weeks 28 weeks 40 weeks 1 yesr

Consider warnings and skipped files as "at risk” conditions

1883
1884 34. Click Configure.

Configure Operations Center

Succeeded
Starting configuration of the Hub server

‘Connected to IBM Spectrum Protect server BACKSRVR
Registered monitoring administrator IBM-OC-BACKSRVR
Configured status and alert settings

Enabled status and alert monitoring

Checking for server information. This can take several minutes.
Ready to show server information

‘Saved the configuration information

‘Server BACKSRVR has been successfully configured

E 6 succeeded

1885
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1886 2.13.3 Connect the GreenTec Server to the IBM Spectrum Protect Server
1887 1. Go back to the primary IBM server.

Overviews  Clients  Services  Servers  Storage  Reports [ . Administrator
Servers
v Clients 12 Aletts I3 0 -

Maintenance

— =
@ B Applications 0 Virtual Machines 0 O Systems 12 ‘
m

c] [ =+ Client l More v Qv e
Type [ name [ @ arisc ~ | server Target Server Replication Workload Next Schedule
o | ADDNS B Policy BACKUPS T DAILY_INCR
o DESKTOPNTEINVG B Poicy BACKUPS - -

o MSEXCHANGE P Policy BACKUPS - DAILY_INCR
o wssaL B Poicy BACKUPS - DALY INCR
o SCREENSHOTSUBUNTU-VIRTUAL-. P Policy BACKUPS - -

= SHAREPOINT B Policy BACKUPS - DALLY_INCR
o UBUNTUDESKTOP [ Policy BACKUPS - DAILY_INCR
= UBUNTUVM B Policy BACKUPS - DALLY_INCR
= WINDOWSDESKTOP [ Policy BACKUPS - DAILY_INCR
= WINDOWSVM1 B Policy BACKUPS - DALLY_INCR
&l WINDOWSVM2 [ Policy BACKUPS - DAILY_INCR
= WINDOWSVM3 B Policy BACKUPS - DALLY_INCR

1888
1889 2. Click Servers.

Overviews  Clients  Services Storage  Reports @ & Adminisiraor

v Servers 1 Alerts [ 1

5 + Spgig Qv [
Name L ‘ Status Clients Alerts Database Active Log Archive Log Last Database Backup Uptime
€ BACKUPS Normal 12 1 201068 3000GE  5530MB 155G8 2009 GB 3087 GB — 2 months

1890
1891 3. Click +Spoke.
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4.
5.

Connect Spoke Server

Identity éE
BACKUPS
Connect a new spoke server to the Operations Center hub
To use Secure Sockets Layer (SSL) for communications between the hub and spoke servers, additional
configuration is needed. Learn more
Server address || @
Port 1500 L\\\
Next Cancel
El|

Enter the IP address of the server with GreenTec disks attached.

Enter the port that the server is configured to listen for connections on (Example: 1500).

NIST SP 1800-11C: Data Integrity

318



1895
1896

1897

DRAFT

Connect Spoke Server

Identity

ok

BACKUPS

Connect a new spoke server to the Operations Center hub.

To use Secure Sockets Layer (SSL) for communications between the hub and spoke servers, additional

configuration is needed. Learn more

Server address

Port

1921685212

1500

Cancel

6. Click Next.

7. Enter the password for the new server twice.
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8.

Connect Spoke Server

Password QE E
BACKUPS GREENTEC
Enter the current server password for spoke server GREENTEC.
Server password
Confirm server password
Back m Cancel
Click Next.

Connect Spoke Server

Communication ,:E E

BACKUPS GREENTEC

The hub server receives alerts and status information from the spoke server. The alerting and monitoring
settings that are configured on the hub server will be copied to the spoke server. Learn more

@ Hubserver BACKUPS
Server address
Port 1500
Server group IBM-OC-BACKUPS
Estimated database space 682 667 MB needed of 308.556 GB free
Spoke server GREENTEC
Estimated database space 682667 MB needed 0f25.392 GB free
Back Con‘rheclSpuke Cancel
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9. Click Connect Spoke.

Connect Spoke Server
Succeeded
550 AM Verified server-to-server communication
Using existing server password

Updated monitoring administrator IBM-OC-BACKUPS
Synchronized status and alert settings with the hub server
Synchronized alert triggers with the hub server

Using existing server group |IEM-OC-BACKUPS

Setgroup IBM-OC-BACKUPS as the monitored server group
Added server to monitored group IBM-0OC-BACKUPS
Enabled status and alert monitoring

Server GREENTEC has been successfully configured

ooEoOoOoOoQdAn

E 10 succeeded

| cose, |

10. Click Close.

2.13.4 Define a Volume on the GreenTec Server
1. Issue the following command in the Operations Center (on the GreenTec server) command
builder to create a device class for the backup disk (replace the name golden, max capacity
value, and directory value as you see fit).
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Command Builder

GREENTEC> ¢
ANR2283I Device class GOLDENZ defined.

1908 >|
1909 > define devclass golden devtype=file maxcapacity=350000M shared=yes
1910 mountlimit=1 directory="E:\" library=backuplib
Overviews Clients Services Storage Reports & 2, Adminisirator
Storagr Pools
~ Servers 1 Alerts [3 0
Disk Devices
’E_ ik P
L i Replication
= =+ Spoke Qv e
Name Status ~ | Clients Alerls | Database | Active Log | Archive Log Last Da
'jj_-l GREENTEC & Warmning 2 0 111.0 GB 25.0 GB 549.0 MB 15.5 GB 110.2 GB 256 GB
1911

322
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2. Go to Storage > Storage Pools.

Servers Storage

Reporis s S &, Administrator  ~

v Storage Pools Alerts 11 0
oy @ Primary Normal
(===
\- @ Copy = Normal
S+ Storserogl More Qv [
Type ‘ Hame Server Status ~ | capacity used Device Class Container Ty
";'_':] Primary GOLDENSTG GREENTEC MNormal 0GB 466.0 GB GOLDEN =

3. Click +Storage Pool.
4. Enter a name.

Add Storage Pool

Identity |

GREENTEC

Create a storage pool fo store client data. Leam more

Name [1

Server @ GREENTEC

Description

b

Cancel

5. Click Next.
6. Select Disk (primary).
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Add Storage Pool

Type R =

GREENTEG GREENSTG
Choose the type of pool that best supports your business goals. Leam more
A To copy data from an existing directory-container pool, cancel the wizard, select the pool, and click
More > Add Container-copy Pool
Container-based storage Traditional volume-based storage

Directory ® Disk (primary)

") On-premises cloud
Tape :pumaT}

Off-premises cloud Tape {copy)

e [N

Cancel

7. Click Next.
8. Select the device class you just created.

Add Storage Pool

Device Class B )

GREENTEC GREENSTG

Select the device class thal specifies the type of siorage device thal GREENSTG will use. Learn more

Device class GOLDEN2 w~

NAS format

s TS

Cancel

9. Click Next.
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Add Storage Pool

Migration B =

GREENTEC GREENSTG

Select a pool to which GREENSTG will migrate data if capacity usage reaches a configured threshold (by defaull, 90%). Leam more

Migrate to (optional)

1924 Bl m Cancel )
1925 10. Click Next.

d Storage Pool

Copy Storage Pool g w

GREENTEC GREENSTG

Select a copy pool to back up the data that is stored in GREENSTG. Leam mare

% There are no copy pools defined for GREENTEC

Copy poal {opfional)

Back up daily at

1926 Back Cancel i
1927 11. Click Add Storage Pool.
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Add Storage Pool

|\/| Succeeded

900 AM Defined device class GOLDEM2
Adding GREENSTG
The storage pool was added successfully
To start using this pool, update your management classes. To add or modify a management class, click Close & View Policies.

B 2 succeeded

1928 o

1929 12. Click Close & View Policies.
1930 13. Issue the following command in the Operations Center command builder to create a volume on
1931 the backup disk.

NIST SP 1800-11C: Data Integrity 326



1932
1933

1934
1935

1936

1937
1938
1939

1940

1941
1942

1943
1944
1945
1946

DRAFT

define volume goldenstg goldenl location="E:\" formatsize=350000
access=readwrite numberofvolumes=1 wait=no

Command Builder

GREENTEC> d T . ,
ANR2491I Volume creation process starting for R:\GOLDENZ, Process ID 242.

Process mumber 242 started.

[GREENTEC - | 3|
14. The storage pool may indicate that there is no capacity, but once you backup something it
should correctly show the capacity.

2.13.5 Create a Policy to Backup to GreenTec disks
1. Issue the following command in the Operations Center (on the GreenTec server) command
builder to delete the standard policy domain:

delete domain standard

2. Issue the following command to create a new domain.
define domain golden

3. Issue the following command to create a new policy set in this domain.
define policyset goldenpolicy

4. Issue the following command to create a management class in this domain.
define mgmtclass golden goldenpolicy goldenclass
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Command Builder

GREENTEC» def domaln golde
ANR1S80I Policy domaln GOLDEMZ defined.

GREENTEC» define policyset golden? golden:
ANR1518I Policy set GOLDEMZPOLICY defined in policy domailn GOLDENZ.

GREENTEC» define mg 3ss goldenz gold ) cy gol
ANR15201 Management class GOLDEMNZCLASS defined in policy domaim GOLDENZ, set GOLDENZPOLICY.

1947 | GREENTEC v | 3|

1948 5. Click Services > Policy Sets.
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Overviews Clients Services Servers Storage Reports s |l (] &, Administrator  ~
GOLDEN2 @ GREENTEC
Active policy set Unassigned
Default management class Unassigned

Qv {1

Summary =

Configure I:.

Inactive  GOLDEN2POLICY
B> Backups & Keep Extra Backups | [ A

Policy Sets

Management Class /| Default | B> Backup Destination

B No items found

I

6. Toggle the Configure button. This should allow you to edit the settings of the newly created

management class.
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Ove Clients Services Servers Storage Reporis 0 L] (] &, Administrator  ~
GOLDEN2 @ GREENTEC 4
Active policy set Unassigned
Default management class Unassigned
Summary = 4 Management Class b
Policy Sets Inactive  GOLDENZPOLICY < 1oi1 » Configure h
Management Class Default [& Backup Destination [& Backups & Keep Exira Backups | B pe

= GOLDEN2CLASS (None) ~

7. Select Default.

8. For Backup Destination, select the storage pool you just created.
9. For Backups, select 1.

10. Select the rest of the settings per your organization's needs.

NIST SP 1800-11C: Data Integrity

330



1957
1958

1959

1960
1961

DRAFT

Overviews Clients Services Servers Storage Reports s [ (3] 2, Administrator
GOLDEN2 @ GREENTEC
Active policy set Unassigned
Default management class Unassigned
Summary 3 | 4 Management Ciass ¥ Activate ~
Policy Sets Inactive GOLDEN2POLICY 4 1of1 » Configure
Management Class /™ Default & Backup Desfination | R Backups [ Kesep Extra Backups E Del
GOLDEN2CLASS . GREENSTG v 1w 1menth

11. Click the Activate button.
12. Check the box next to | understand that these updates can cause data deletion.

Activate GOLDENZPOLICY

1 Changing the policy set can cause data 105s! Leamn more
-
The following updates will be made:
Management Class Changes Default Backup Destination Backups Keep Backups Dx
GOLDEN2CLASS No (None) (None) (None)
To be added Yes GREENSTG 1 30
i fhat inese updates can cause data delebion
Cancel Aptivate

13. Click Activate.
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2.13.6 Create a Schedule That Uses the New Policy

1.

No v sw

On the primary IBM Spectrum Protect Server log in to the Operations Center.

Overviews  Clients  Services Servers  Slorage  Reporis & @ & Administrator ~
Clients
> Servers 1 Al
Schedules
5 4 oo 0 aw "
Name Status tal ‘ Clients | Alerts Database Active Log Archive Log
@ GREENTEC b Waming 2 0 111.0 GB 25068  564.0MB 15468 110268 255 GB

Go to Clients > Schedules.

Overviews Clients Services Servers Storage Reports. s (4] 2, Administralor v

Schedules
+ Smadme Qv |19
Mame -~ Clients Start Repeals ‘ Domain Server
> GOLDEN 1 (3] 219PM Custom GOLDEN GREENTEC
Click +Schedule.

Enter a name for the schedule.

For Server, select the GreenTec server.

For Domain, select the policy domain you just created.
For Type, select System.
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Create Schedule

Name i
Create a new schedule to client protection tasks. Learn more
Mame GOLDEM2
Server @ GREENTEC v
Domain GOLDENZ v
Type [ System ~
Subtype
Description
T cars
8. Click Next.

9. Select Daily incremental backup.
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Create Schedule

Service i
GOLDEN2
Select the type of service to schedule. Leam more
L] 3‘.‘ Daily incremental backup
Recommended
Back m Cancel
1975 -
1976 10. Click Next.
1977 11. Configure the schedule settings for your organization's needs. This can be changed later.
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Create Schedule

Time

x—
GOLDEM2

Repeats

— Start time
=== Run time alert

Anficipated clients

Daily incremental b...

The start time specifies when the schedule can begin. Leam more

E Every day

8:00 AM L
~

11-49 v

Back

Add Schedule

Cancel

12. Click Add Schedule.

13. From the command builder, run the following command to update the schedule:
update schedule golden golden starttime=now action=backup type=client

objects="c:\*" startdate=06/10/2017 perunits=onetime

2.13.7 Installing Open File Support on the Client

1. Open the client machine (with the IBM Backup Archive Client installed) to make a golden disk.
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@1 IBM Spectrum Protect 5 *

File Edit Actions

Welcome to IBM Spectrum Protect. Click below to perform a task.

Backup Archive
Backup and Restore copies of datathat are Archive and Retrieve copies of data that are
frequently updated. preserved for a specific period of time.
Backup Archive
Copies files to server storage to Creates an archive copy in
prevent loss of data. long-term storage.
Restore ” Retrieve
Restores saved files from | y = Retrieves an archive copy from |
server storage. I long-term storage.
¥ 7
 —
1985
1986 2. Open the IBM BA Client.
1987 3. Click Utilities > Setup Wizard.
1988 4. Check the box next to Help me configure Open File Support.
@ IBM Spectrum Protect Client Configuration Wizard X

Welcome to the Client Configuration Wizard!

=
L]

This wizard will guide you through the configuration process
of the IBM Spectrum Protect Client.

= Setup Wizard Selectthe components that you want to configure

Open File Support

Select thiz check box to
configure the Backup Archive
clisrt for apen file support [ Help me configure the Web Client
backup and archive

operations. This service [] Help me configure the Client Scheduler
enables backup or archive of

files that are locked by other [ Help me configure the Journal Engine
applications.

[] Help me configure the Client Options File

[ Help me configure 'Online’ Image Suppert

Help me configure Open File Support

1989 < Back Apply Finish ?ance.l.
1990 5. Click Next.
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@ IBM Spectrum Protect Client Configuration Wizard X

Open File Support

' | | Use this wizard to configure the backup-archive client for
| open file support backup and archive operations.

v Setup Wizard y You can select a snapshot provider to create snapshots of
= Open File Support yourvolumes. The snapshots are used as the source for
Open File Support snapshot based file backup and archive operations
Confirm and Apply
Finish

< Back Apply Finish Cancel

1991
1992 6. Click Next.
1993 7. Select Volume Shadowcopy Services (VSS).
@ IBM Spectrum Protect Client Configuration Wizard *
— Open File Support Wizard
i. Which snapshot provider do you wish to use?
v Setup Wizard
Open File Support (O) None (Disable open file support)
= vsSs
Select this option to use the
snapshots that are provided
by the Yolume Shadow Copy
Service (W35). V33 iz the
preferred method for cresting
snapshots.
< Back Mext = Apply Finish Cancel
1994 =
1995 8. Click Next.
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@ IBM Spectrum Protect Client Configuration Wizard

=

v Setup Wizard
Open File Support
+° Open File Suppaort

Confirm and Apply your configuration

You have completed the configuration of Open File Support.
Click on the ‘Apply’ bulton to confirm your configuration.

Please note that this operation may take a while to complete.

Next > IE_‘ Finish Cancel

1996
1997 9. Click Apply.
@ IBM Spectrum Protect Client Configuration Wizard hed
e
._—;i Completing your configuration
' Open file support successfully configured.
Press the ‘Finish’ buiton to close this wizard.
v Setup Wizard
Open File Support
+* Open File Support
+" Confirm and Apply
=3 Fig
< Back Next > Apply Cancel
1998 [jﬁi]
1999 10. Click Finish.
2000 11. Restart the BA Client.
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@ IBM Spectrum Protect

Ed i*k Actions

Utilities View

Backup

Backup and Restore copies of data that are
frequently updated.

Backup

Welcome to IBM Spectrum Protect. Click below to perform a task.

Archive

Copies files to server storage to

Restore

prevent loss of data.

Restores saved files from
server storage.

Archive and Retrieve copies of data that are
preserved for a specific period oftime.

Archive
Creates an archive copy in
long-term storage.

Retrieve
Retrieves an archive copy from
long-term storage.

12. Click Edit > Client Preferences.
13. Click the Include-Exclude tab.

1) Preferences Editor

X

Include Exclude Preferences

fr General _—
Backup ® CEl
EXCLUDE BACKUP ™1I0.5V: T
Restore EXCLUDE.BACKUP ™*:\. .. \system32\config\, .. \**
e e L = EXCLUDE.BACKUP ystem32\Perfib®.dat™
EXCLUDE.BACKUP ™:\... \system32\dhep\...\*"
Snapshot INCLUDE. BACKLP ":\... \system32\dheplpadkup).... \**
Include-Exclude EXCLUDE.BACKUP ™=: ystem32idns), .. \="
Scheder Use this tab to specify include- [INCLUCE.BACKUE: ystem32idns\backupl...\*"
Communication exclude processing options EXCLUDE. ARCHIVE ™*:ynicrosoft uam volume!... \**
EXCLUDE. ARCHIVE ™=:\microsoft uam volume\...\". ="
Regional Settings: [EXCLUDE. ARCHIVE "*:\...\EA DATA. SF”
EXCLUDE. ARCHIVE ™*:\IEMEIO.COM" Remor
Authorization [EXCLUDE. ARCHIVE "= \I[BMDOS.COM™
S EXCLUDE.ARCHIVE "*:\[0.5Y5™ Update
EXCLUDE. ARCHIVE ™%:\... \system32\configh...\*" e
Cammand Line EXCLUDE. ARCHIVE =:\...\system32|Perfib®. dat”
EXCLUDE. ARCHIVE "%:\... \system32\dhep, .. |*" Fave v
Diagnostics INCLUDE. ARCHIVE ™:\... system32\dhcplbackup\. ..\
EXCLUDE. ARCHIVE =:\...\system32\dns\, .. ="
oA A INCLUDE. ARCHIVE ™:\... \system32\dnstbackup\, .. |**
Decupiication EXCLUDE.DIR ™=:\System Volume Information™
EXCLUDE.DIR ™=:\... \Temporary Internet Files™
EXCLUDE.DIR ™%:\Recyded”
EXCLUDE.DIR ™=:\Recyder”
EXCLUDE.DIR ™=:\$Recycle Bin™
EXCLUDE.BACKUP ™:\,..\*.a" v
oK Cancel Reset Apply

NIST SP 1800-11C: Data Integrity

339



2005
2006
2007
2008
2009

2010
2011

2012

2013
2014

2015

DRAFT

14.
15.
16.
17.
18.

19.

Click Add.
For Category, select Backup.
For Type, select Include.FsS.

For Snapshot Provider Type, choose VSS.
For File or Pattern, enter *:\*.

I Genersl Include Exclude Preferances
Backup (i
Restare N N i
@) Define Include-Exclude Options ®
Include-Exclude
Snapshat
Incl
Scheduler
Use
Commurication excl
T
: Remove
Authorization illa e L) Category
Vel Gt Type a file name or a pattern Backup v s
orclick Browsatoopenatie Vove Up
Command Line selaction window and select
: :  file: | Include.FS ~ Move Down
s Snapshot Provider Type
B e T ‘ VsS =
Declupication Presnapshot Command
Fostsnapshot Command
File or Pattem 5
= Browse...
)
oK Cancel Reset Apply

Click OK.

2.13.8 Temporarily Add Client to GreenTec IBM Server
1. Assuming your GreenTec disks are on a separate IBM server, you will need to connect the client
you wish to migrate in order to use the created schedule. On the GreenTec server, click Clients.

Overviews

Services

Servers

Clients

Storage Reports

2, Administrator

> Clients 2 Alerts 10
] + ffen More v av|l I
Type [ Name ‘ ' At Risk ~ Server | Target Server Replication Workload
a ADDNS E: Policy GREENTEC —
o WINDOWSVI1 [ZF Policy GREENTEC =
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2016 2. Click +Client.
2017 3. Select the GreenTec server.

Add Client

Server and Authentication g
GREENTEC

Use this wizard fo register a system or application client on the server.
“You cannot use this wizard to register a NAS file server or a virtual machine. Learn more

Server @ GREENTEC v
Replication Enable
SSL _E Always use

2 0 1 8 m Cancel I

2019 4. Click Next.
2020 5. Enter the information for the client you are migrating to this server.

Add Client

Identity g

GREENTEG
Enter the information for the new client. Learn more
Client name DESKTOP-NTBINVE

Client password s
Verify password =~ e

Contact name :l
Email address

Remote access URL

Client-side deduplication | Enable

2 0 2 1 Back w Cancel d

2022 6. Click Next.
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2023 7. Take note of the information presented here, namely the IP and port provided, as you will need
2024 it on the client machine to connect to the server.
Configuration g [
GREENTEC DESKTOP-NTBINVE

To configure the client to back up data te GREENTEC, install the client software and add the information that is shown below to the client
options file. Learn more

TCPSERVERADDRESS {ADDRESS_OF_GREENTEC}
TCPPORT 1500
MODEMAME DESKTOP-NTEINWE

2025 Back w Cancel il
2026 8. Click Next.
2027 9. Select the policy domain you created.

Add Client

Policy Domain g HE

GREENTEC DESKTOP-NTGINVE

Select a policy domain to manage data for DESKTOP-NTGINWE. Leam mare

Name Description

GOLDEN

| GOLDENZ

2028 Back W Cancel J

2029 10. Click Next.
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2030 11. Select the schedule created earlier.

Add Client

Schedule El [Emls [
GREENTEC DESKTOP-NTEINVE GOLDENZ
Select a schedule to automate data protection services for DESKTOP-NTEINVE (optional). Learn more
‘ Mame e Action Start Start Window
INCREMENTAL Aug 17, 2017, 8:00:00 AM 1 hour

s [ cancel

2031
2032 12. Click Next.

Add Client

Option Set g Bl [
GREENTEC DESKTOP-NTGINVE GOLDEN2
Select a schedule fo automate data protection services for DESKTOP-NTEINVS (optional). Leam more
Mame ~ Descripfion
B No option sets found
Back Cancel
2033 i
2034 13. Click Next.
2035 14. Select the at-risk options per your organization's needs.
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Add Client

Set At Risk

GREENTEC

el [

DESKTOP-NTEINVE GOLDEN2

Configure at-risk settings for DESKTOP-NTBINVG. Learn more

® Default

Applications: 1 day
Systems: 1 day

Bypass

Suppress all at-risk wamnings for DESKTOP-NTEINVE

Custom

Time since last backup

Back w Cancel

15. Click Add Client.

Add Client

v/ | Succeeded

Set policy domain.
Set schedule.

9:39 AM Added client information.

Set at-risk configuration.
The client was added successfully.

B 5 succeeded

Iy

16. Click Close.

17. On the client machine, open the BA client.

18. Click Edit > Client Preferences.
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19. Click the Communication tab, and enter the new server address and port. Only leave Use SSL
checked if you have set it up for this new server. Similarly, unselect SSL is required if you did not
setup SSL on this second server.

@D Preferances Editor

b

(2]

General
Backup
Restore:
Include-Exclude
Snapshot

Scheduler

Communication

Regional Settings
Authorizetion

Weh Cliert
Command Line
Diggnostics
Performancs Tuning

Deduplcation

Communication Preferences

Common Options

Restart Duration

60 ~  Minutes

Restart Interval

15 ~ Seconds

Ci ication Settings

S51 is Required Communication Wethod

Specity whether the SSL TCR/IP v

protocol is required to protect

the IEM Spectrum Protect Server Address.

password over the network 1921685212

during client authertication
Server Port Admin Port
1500 1500
Buffer Size Window Size
32 v KB 53 v K8

Send transaction to the server immediately

[] use Secure Socket Layer (S5L)
[J Require TLS 1.2 or above
SSL is Required

e

e i Dacat <.
polies the chanaes made to the selected obiects and closes the editor.]

20. Restart the BA client. The client should now connect to the new server.
21. You may be prompted for a password. Enter the password and press Enter.

22. To start the schedule, issue the following command in the Operations Center command builder:

update schedule golden golden startdate=today starttime=now

2.14 Integration: Backing Up and Restoring System State with GreenTec

This section covers the process for backing up (and restoring) the Windows System State on a Windows
Server with GreenTec as a backup medium. The backup of user information as well as other system state

information to a networked GreenTec WORM(disk is intended for the recovery of damage to the

Windows system state, such as account permission modification, account creation, account deletion,
and various other applicable scenarios.
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2.14.1 Installing Windows Server Essentials for System State Backup Capability

(NOTE: For older machines, IBM Spectrum Protect's option to backup SystemState may be sufficient.
However, for newer, more complex versions of Windows, such as Windows Server 2012 and Windows
8+, you should use the following procedure.)

1.

Open Server Manager.

Server Manager > Dashboard

T Dashboard WELCOME TO SERVER MANAGER

Remove

Add Servers

2 Add roles and fea

WHATS NEW.
4 Create a server group

LEARN MORE

T Local Server

i All Servers 1

= a Configure this local server
& File and Storage Services b =

fo s QUICK START

3 Add other 5 to manage

Create Server Group

Server Manager Properties

ROLES AND SERVER GROUPS
Roles: 2 | Servergroups:1 | Servers total: 1

i Fileand Storage

2 1 o s
Services Lod

@ Manageability @ Manageability

Events Events
Services Services
Performance Performance
BPA results BPA results

® Manageability

Events

Senices

Performance

BPA results

8/17/2017 6554 AM

Wi Al servers

@ Manageability

Events

Serices

Performance

BPA results

8/17/2017 654 AM

2. Select Manage > Add Roles and Features.

&

Add Roles and Features Wizard

_I:I-

Before you begin

Before You Begin

Installation Type

Servar selaction

DESTINATION SERVER
MSEXCHANGEDILTEST

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your arganization, such as sharing decuments, or
hasting a website,

To remove roles, role services, or features:
Start the Remaove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel

3. Click Next.
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4. Select Role-based or feature-based installation.

7.

Select installation type

Before You Bagin

machine, or on an offline virtual hard disk (VHD).

LA e ® Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

O R Desktop Services i

DESTIMATION SERVER
MSEXCHANGEDI.TEST

Select the installation type. You can install roles and features on a running physical computer or virtual

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.

< previous | [ N |

install | [ Cancel

Click Next.
Select the server.

Select destination server

Before You Begin

Select a server or a virtual hard disk on which to install roles and features.

DESTINATION SERVER
MSEXCHANGEDILTEST

Installation Type ®; Sel
) Select a virtual hard disk
Server Rolas Server Pool
Features
Filter: |
Name IP Address Operating System

GE.DLTEST 192,

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

< Previous ﬂﬁ(l >

Install Cancel

Click Next.
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8. Select Windows Server Essentials Experience.

Select server roles

Before You Bagin
Installation Type

Server Selection

Features
Windows Server Essential...

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Application Server
[] DHCP Server
[] DNS Server
[] Fax Server
> [®] Fileand Storage Services (2 of 12 installed)
[ Hyper-V
[] Metwork Policy and Access Services
[] Print and Dacument Services
[] Remote Access
[[] Remote Desktop Services
[] Volume Activation Services
p [M] Web Server {IIS) (25 of 43 installed)
[] Windows Deployment Services

[] Windows Server Update Services

[>

w

DESTINATION SERVER
MSEXCHANGEDI.TEST

Description

Windows Server Essentials
Experience sets up the IT
infrastructure and provides powerful
functions such as PC backups that
helps protect data, and Remote Web
Access that helps access business
information from virtually anywhere,

[ < previous | [ Newt f, |

[ mstal | [ concal |

9. Click Next.

Select features

Befcre You Begin
Installation Type

Server Selection

Server Roles

Windows Server Essential...

Confirmation

Select one or more features to install on the selected server.

DESTINATIOMN SERVER
MSEXCHAMGE.DLTEST

Features Description
~ NET Framework 3.5 combines the
] power of the .NET Framewaork 2.0
3 NET Framewaork 4.5 Features (Installed) APls with new technologies for
b [] Background Intelligent Transfer Service (BITS) = building applications that offer
[] BitLocker Drive Encryption sppesling user !nberfaces, protect
) — your customers' personal identity
L] BitLocker Network Unlock information, enable seamless and
BranchCache secure communication, and provide
[ Client for NFS ﬂ'le_abillly to model a range of
o business processes.
[] Data Center Bridging
[ Direct Play
[] Enhanced Storage
[] Failover Clustering
Group Policy Management
] 1S Hostable Web Care
Ink and Handwriting Services (Installed) | ]
— . sk Eo v
<] " | [=]
< Previous ‘ | ﬂeﬂh | | Install | | Cancel

10. Click Next.
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e 'Add Roles and Features Wizard - | o [T

DESTINATION SERVER

Windows Server Essentials Experience MSEXCHANGEDLTEST

Windows Server Essentials provides a powerful and flexible selution that helps protect your business
data while allowing you to access the information you need from virtually anywhere using almost any
device, It also supports the applications you need to run your business and also helps you to quickly
connect to additional cdloud-based applications and services to extend the functionality of your server,

Before You Begin

Installation Ty
Servar Selaction
Server Roles Things to note:

Windows Server Essentials is only suppoerted for single domain environments.

Confirmation

2076

2077 11. Click Next.
2078 12. Click Install.

Server Manager * Dashboard @1 IVA Ve T U

Help

i, Post-deployment Configura... |
Dashboard WELCOMENC S ERVER MARAGER ————
Configuration req Nindows Server
le=leer Essentials Experience at MSEXCHANGE
All Servers : 3
L ” Eriiises vis localserver Configure Windo Seues Essetils
¥ File and Storage Services b = 7
D= il ——————
ln Windows Server Essenti... 2 Add roles and features Configuration Installation succeeded on
MSEXCHANGE.DI.
3 Add other servers to manage Add Roles and Features
WHATS NEW
4 Create a server group Task Details
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:3 | Servergroups:1 | Serverstotal: 1
= File and Storage = Windows Server
B Services : i 1 B o Experience
(@ Manageability @ Manageability @® Manageability @ Manageability
Events Events Events Events
Services Services Services Services
2079 Performance Performance Performance Performance
2080 13. Click Configure Windows Server Essentials Experience.
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i . MSEXCHANGE.DITEST
Configure Windows Server Essentials

Windows Server Essentials can be set up in your envirenment in different ways.

This server has been set up to a d: i ber. Click Ci
Essentials on the domai ber.

to set up Windows Server

The computer name cannct be changed after the configuration has been done.

|<Em.rious‘| Next » | |!" fi || Cancel |

. MSEXCHANGE.DLTEST
Configuration completed

o You have successfully configured Windows Server Essentials on this server.

< Previous | | Mext > | | q\§e | ‘ Cancel

15. Click Close.
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2085 2.14.2 Configure Network Accessible GreenTec Disk

2086 1. To configure a GreenTec disk to be network accessible, right click the disk on the GreenTec
2087 server.
Drive Tools
Computer View Manage v 0
®© = 1 [ ThisPC v ¢ | [ Search This pC o]
‘"A - LCVILED diid unives (1) A
A Favorites [ wm  LocalDisk(C) : DVD RW Drive (D:) GreenTec-USA i
B Desktop el [ ]
[ Downloads S 35,0 G5 fres of 135 GB 567 MB free of 702 MB
%l Recent places DIOD1 (E:) NISTO10 (F)
>, I | > |
€07 5.3 GB free of 465 GB 'Eg 77.5 GB free of 77.6 GB
18 This PC
- AD-BACKUP (Gt) NISTO12 (H:)
i Desktop J— P
El Documents g W 70.3 GB free of 77.6 GB SV e e G 1
-J: Hownioads NISTOOT (R:) NISTO02 (5:)
Music > I | > |
B Pictures €S0 5.15 6B free of 775 68 S 775 G e o 76 GE
B Videos NISTO03 (T3 NISTO04 (U:)
g : = | I
&a Local Disk () 07 77568 free o7 756 68 07 775 68 fes of 775 68
&% DVD RW Drive (D )l
e - lws-roos v —— lms-rous () =
NISTO0 (F) ':;ﬁ 77.5 GE free of 77.6 GB @ 77.5 GB free of 77.6 GB
AD-BACKUP (G) NIST007 (X3 NISTO0S (¥:)
= NISTO12 (H:) e | P
. NISTODT (R @ 77.5 GB[ee of 7.6 GB P Tscare i
= NISTO02 (5:) NIST00S (Z:)
) 1 I
& NISTOO3 (T S 775080 o775 68 -
e NISTON 1Y -
2088 21 items 1 item selected - &=
2089 2. Click Share With > Advanced Sharing.
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General | Tools | Hardware | Sharing

Metwark File and Folder Sharing
XA

©4” Not Shared

Metworlc Path:
Mat Shared

Advanced Sharing

advanced sharing options.

| ) Advanced Shafyg.. |

Shadow Copies | Previous Versions I Cuota I Customize

| Security

Set custom pemissions, create multiple shares, and set other

3. Click Advanced Sharing.
4. Check the box next to Share this folder.

NIST SP 1800-11C: Data Integrity

352



2093
2094

2095

2096
2097

2098

DRAFT

o NIST007 (X) Properties | x|

[w] Share this folder
Settings
Share name:

E

| Add ” Remove

Limit the number of simultaneous users to:

Comments:

Permissions | |  Caching

5. Click OK.
6. Click Close.

2.14.3 Backup the System State

1. Goto command prompt on the Active Directory server and enter the following command:

wbadmin start systemstatebackup -backuptarget:z:
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e Administrator; Command Prompt - wbadmin start systemstatebackup —backupt...l;li-

icrosoft Windows [WVersion 6.3.768081
(c>» 2013 Microsoft Corporation. All rights reserved.

m | >

SNUserssAdministrator.DI >wbadmnin start systemstatebackup —backuptarget:“~192.16
8 .52.12%¥%

whadmin 1.8 — Backup command-line tool
(C>» Copyright 2813 Microsoft Corporation. All rights reserved.

Etarting to back up the system state [B-18-2817 12:59 AMI1...
Retrieving volume information...

2099

2100 (Instead of z:, put the location of a disk for the system state backup. You will get an error if you
2101 attempt to use the same location as the disc you are trying to backup. Examples of acceptable targets:
2102  C: Z:, \\backup-storage\g)

o) Administrator: Command Prompt tli_

urrently backing up files veported by *System Writer’ ...
Duverall progress: 97%.

urrently backing up files reported by *System Writer’ ...
Overall progress: ?7%.

urrently backing up files reported hy ‘System Writer'...

he bhackup of files reported by ‘System Writer' is complete.
Overall progress: 97x.

urrently backing up files reported by 'IIS§ Config Writer’ ...

he backup of files reported hy ‘II8 Config Writer' is complete.
he backup of files reported by *COM+ REGDB Writer’' is complete.
he backup of files reported by ‘Registry Writer' is complete.
he backup of files reported by ‘UMI Uriter® is complete.

he backup of files reported by ‘II8 Metabase Writer' is complete.
Ouverall progress: 188:.

urrently backing up files reported hy ‘Certificate Authority’ ...
Summary of the backup operation:

he backup operation successfully completed.

he backup of the system state successfully completed [B-18-2817 8:57 AMI.
Log of files successfully backed up:
“UWindowssLogssWindowsServerBackupsBackup—-18-88-2817_08-31-18_log

sUserssAdministrator . DI>

2103

2104

2105 1. After determining the pointin time of a malicious event, restart the Active Directory Server and
2106 press F2 > F8 to start the Advanced Boot menu.

2107 2. Select Directory Services Repair Mode.

2108 3. Login as the machine administrator.

2109 4. Openacommand prompt.

2110 5. Enter the following command to see the backup versions available:

2111 wbadmin get versions
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o Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.768@1
(c>» 2013 Microsoft Corporation. All rights reserved.

UserssAdninistrator>wbadmin get versions
whadmin 1.8 — Backup command-line tool
(C>» Copyright 2813 Microsoft Corporation. All rights reserved.

Backup time: B,18-2017 1:31 AM

[Backup location: Hetwork Share labeled “~~192.168.52.12%H
ersion identifier: BB-/18-2017-88:31

an recover: Uolumeds>», File<{s>. Application{s)>, System State

SNUserssAdninistrators

6. Enter the following command to restore to a specific version (preferably before the malicious

event occurred):
wbadmin start systemstaterecovery -version:06/21/2017-15:33 -
backupTarget:\\192.168.52.12\g

(Replace the backupTarget with the location of the backup, and the version with the version to
restore to.)

2% Administrator: Command Prompt - wbadmin start systemstaterecovery -versio... I;li—

icrosoft Windows [Uersion 6.3.768@1
(c>» 2813 Microsoft Corporation. All rights reserved.

m | >

UszerssAdministrator>wbadmin get versions
whadmin 1.8 — Backup command-line tool
(C>» Copyright 2813 Microsoft Corporation. All rights reserved.

Backup time: B,18-2017 1:31 AM

[Backup location: Hetwork Share labeled “~192_168.52_12H
ersion identifier: BB-/18-2017-A8:31

an recover: Uolumeds>», File<{s>. Application{s)>, System State

SNUgerssAdninistratorwbadnin start systemstaterecovery —version:88-18-/2017-88:
31 —backupTarget:~~192_168_.52 121

whadmin 1.8 — Backup command—line tool
(> Copyright 2813 Microsoft Corporation. All rights reserved.

ou do not have the correct permissions to access backups on the remote
hared folder. Provide a user name and password for a user who has read
permizsion to the remote shared folder.

[Enter the user name for *“N192.168.52.12%¥": DINAdministrator
[Enter the password for “N192_168_52 _12%¥: _

7. The computer will restart when you finish the restore process.

This section covers the process for integrating IBM Spectrum Protect with GreenTec WORMDisks. This
integration assumes the correct implementation of IBM Spectrum Protect, as well as the existence of
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GreenTec WORMdisks as described in earlier sections. The result of this integration is the capability to
store all backup data created by IBM Spectrum Protect for a single client on a secure WORMDisk.
2.15.1 Copying Backups for a Single Machine to a GreenTec WORMDisk
1. Onthe IBM Spectrum Protect server, log on to IBM Spectrum Protect Operations Center.
2. Create a new device class by running the following command in the Command Builder:
define devclass backupset devtype=file maxcapacity=100000M shared=yes
mountlimit=1 directory="C:\"
Command Builder
BACKUPS>
ANRB40OI Library BACKUPSETS defined.
[ANRB484T Drive BACKUPSETS1 defined in library BACKUPSETS.
[ANR22831 Device class BACKUPSETS defined.
BACKUPS ~ | >
3. Go to Storage > Storage Pools.
Overviews  Clients  Services Servers  Storage  Reports & 2, Administrator |
v Storage Pools Alerts FI 0
@ Primary Normal
@ Copy Normal
SPACEMGPOOL BACKUPS Normal H No capacity DISK. B L
BACKUPSETSTG BACKUPS Normal H No capacity BACKUPSET 5 i)
4. Click +Storage Pool.
5. Enter a name.
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Add Storage Pool

Identity g

BACKUPS

Create a storage pool fo store client data. Learn more

Name [sETsTG
Server € BACKUPS v
Description

E)

2136
2137 6. Click Next.

2138 7. Select Disk (primary).

Add Storage Pool

g =

Type

BACKUPS SETSTG

Choose the type of pool that best supporis your business goals. Learn more

To copy data from an existing directory-container pool, cancel the wizard, select the pool, and
click More > Add Container-copy Pool

Container-based storage Traditional volume-based storage
O Directory ® Disk
) On-premises cloud O Tape (primary}

() Tape (copy)

(O Off-premises cloud

Back m Cancel
Bl

2139
2140 8. Click Next.
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0.

10.

Add Storage Pool

Migration | g =

BACKUPS SETSTG

Select a pool fo which SETSTG will migrate data if capacity usage reaches a configured threshold (by default, 90%). Learn more

Migrate to (optional)

Back m Cancel
El

Click Next.

Add Storage Pool

Copy Storage Pool | H &=

BACKUPS SETSTG
Select a copy pool to back up the data that is stored in SETSTG. Learn more

1. There are no copy pools defined for BACKUPS.

Copy pool (optional)

Back up daily at

Back Add Storage Pool Cancel
£l

Click Add Storage Pool.
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Add Storage Pool
Succeeded

524 AM Defined device class BACKUPSETS.
Adding SETSTG
The storage pool was added successfully.
To startusing this pool, update your management classes. To add or modify a management class, click Close & View Policies.

2 succeeded

Close Close & View policies
|

11. Create a backup set for the client whose data you wish to store securely. Run the following
command on Command Builder:

generate backupset <name of client> <identifier> \\<name of client>\c$
devclass=file volumes=backupsetl nametype=unicode

For example:

generate backupset windowsvml windowsvml backupset \\windowsvml\c$
devclass=file volumes=backupsetl nametype=Unicode
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Command Builder
BACKUPS>
ANR842@I Library BACKUPSETS defined.
ANRB484I Drive BACKUPSETS1 defined in library BACKUPSETS.
ANR22@31 Device class BACKUPSETS defined.
BACKUPS >

Process number 266 started.

[Backups | |

12. This will store all backup data for the client WINDOWSVML1 in a file called backupsetl. You can
copy this file to a GreenTec disk and store for later use.

2.16 Integration: Tripwire and MS SQL Server

This section covers the process for integrating Tripwire Log Center and Microsoft SQL Server. This
integration assumes the correct implementation of Tripwire as described in earlier sections. The result
of this integration is the collection of database audit logs in Tripwire, allowing for detection and
reporting of events such as specific types of queries, schema modification, and database modification.

2.16.1 Create a New Account on MS SQL Server
1. Open SQL Server Management Studio.
2. Hit Connect to connect to the database.
3. Inthe Object Explorer window, expand the Security folder.
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4.
5.

g Microsoft SQL Server Management Studio (Administrator) = | = -
File Edit View Debug Tools Window Help

P - @ I NewQuey R EG| 4 2 B9 - -2-5 (5] |2
Object Explorer Tl

Connect~ 3 3 @ F (7]
=l [ gh MSSQL (5OL Server 12.0.4100.1 - DivAdminist
+ [ Databases
= 3 Security
Ef#] Logins]
# [ Server Roles
+ [ Credentials
% [ Cryptographic Providers
# [ Audits
& [ Server Audit Specifications
[ 3 Server Objects
[ [ Replication
3 AlwaysOn High Availability
[# [ Management
[# [ Integration Services Catalogs
& [} SOL Server Agent

Right click on the Logins folder and click New Login....
Input the desired user.
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Selﬁ:tapﬂ_p
A General

%A Server Roles
ﬁ’ User Mapping
|5 Securable
1A Status

Connechion

Server:

MSSQL

Connection:
DI"Administrator

iﬁ View connection properties

Progress
Ready

8 Script ~ [ Help

Login pame: |aud'rtadmir1

|| Search... |

) Windows authentication
(® 50L Server authentication

Password:

Confim passwaord:

[ Specify old password

Cld password: |

[¥] Enforce password policy
O

[ User must change password at nexdt login

) Mapped to certificate |

(0 Mapped to asymmetric key |

[ Map to Credential |

Provider

Mapped Credertials Credertial
Default database: |master
Default language: | <default>

6. Click User Mapping.

7. For each database that Tripwire should monitor, click the database and assign the role

db_datareader.
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144 User Mapping
144 Securables
14 Status

Connection

Server:
MSSQL

Connection:
DI\Administrator

iﬁ View connection properties

Progress
Ready

L Seript » [ Help
Users mapped to this login:
Map Database Llser Default Schema
O Everts
[0 master
[ model
O msdb
O FIDE
[0 tempdb
TimeCardDE auditadmin g
tledb
[0 twedb

[[] Guest account enabled for: TimeCard DB

Database role membership for: TimeCardDB

[] db_accessadmin
[] db_backupoperator

[ ] db_datawrter

[] db_ddladmin

["] db_denydatareader
[] db_derydatawriter
[] db_owner

[] db_securityadmin
[ public

%] db_datareader

oK | [ Canedl

8. Click Securables.

9. Under the Grant column, check the boxes next to Alter trace and View any definition (if this is
not available, create the user, then edit properties for that user).
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10.

2.16.2 Create a New Audit on MS SQL Server

In the Object Explorer window, expand the Security folder.

1.

.;‘iﬁu;lam
|54 General
| Server Roles
ﬁ User Mapping
%A Securables
Type
Server it
- Connection Pemissions for MSSQL:
Server: Explict | Efective
R Pemission Grantor Grant With Grant Deny |~
Connection: | at L.
DI Administrator b m . O
Select All User Se... 0 0O 0
33 View connection properties p—— O O O
Unsafe assembly O O O
Progress View any database O (| O
Ready View any definition ] ] =]
Wiew server state O O o
T ==
Click OK.
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2.
3.
4.

Lin Microsoft SQL Server Management Studio (Administrator) = |.= -
File Edit View Debug Tools Window Help
Pl S @ | D NewOuey Dy FR | 4 |9 -0 -3-5 |5 » e

Object Explorer S
Connect~ 3] 3] m T g;
= LB MSSQL (SQL Server 12.0.4100.1 - DhAdministr|
7 [ Databases
=1 3 Security
® [ Logins
# [ Server Roles
& 3 Credentials
# [ Cryptographic Providers
=3
& L Sel Audit Specifications
# [ Server Objects
# [ Replication
# [ AlwaysOn High Availability
% 3 Management
# [ Integration Services Catalogs
# [$ SQL Server Agent

Right click on the Audits folder.

Click New Audit....

Specify a filename or any other settings per your organization’s needs. Note: If you specify a
filename, you will be able to view any queries you wish to monitor in this Audit log, but not in
Tripwire. However, if you set the Audit Destination to Application Log, the messages will be
forwarded to the Microsoft Application Log. This will result in less structured (but still detailed)
messages and allows the capability to collect them easily using HPE ArcSight ESM. If your
ArcSight Connector is configured to collect Application Logs from the MS SQL server, no further
configuration of the connector is required.
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L o ~NowU

Right click Security > Server Audit Specifications.
Click New Server Audit Specification....
For Audit: select the audit you just created.

Specify any Audit Action Types that Tripwire should be able to log.

0 Ready
Select a page Script - | I3 Help
% General
1 Filter
Audit name: |Audi‘t-213‘|?032‘| -021807 |
Queue delay (in |1OG'D
milliseconds):
On Audit Log ® Continue
Failure:
(@] Shut down server
) Fail operation
Audit
destination: |Applicatior1 Log v |
File path: | | |I|
Auclit File o ® Maximurn rollover files:
Maxirmum Limit: Drimited
O Magimum files:
Number of files: |‘-‘1‘I 47433647 :__
Maximum file ® MB O GB O TB
size:
Connection - Unlimited
L;I_E MESOL [DI\Administrator] [[] Reserve disk space
View connection properties
Progress
Ready
‘ oK ‘ Cancel ‘ | Help
Click OK.
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o Ready
Select a page 25 Script ~ | [ Help
2 General
Name: | ServerAuditSpecification-20170821-022231
Audit |Aud it-20170821-021607 v |
Actions:
Audit Action Type Object Class q
1 |DATABASE_CHAMNGE_GROUP W w
2 |DATABASE_OBJECT_CHANGE_GROUP v v
b 3 |DATABASE OBJECT_ACCESS GROUP v W
#4 v v
Connection
A7 MsSOL [DIAdministrator]
View connection properties
.Fnlyess
Ready
< [T [>
| D(K | | Cancel | | Help
10. Click OK.

11. Open a database that you wish to monitor specific objects in.

12. Right click Databases > <Database name> > Security > Database Audit Specifications.
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13. Click New Database Audit Specification....
14. Select an Audit Action Type to monitor.

T

= Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help

P S e | D NewQuey (3 FR T | £ a9

- - pi- ]

Connect~ 3 3 m F (2] 'H

Object Explorer * 1 x

+ [ Database Snapshots
& | Events
= [J PiDB
= [-j TimeCardDB
# [ Database Diagrams
% [ Tables
= A Views
® 3 Synonyms
# [ Programmability
% [ Service Broker
= [ Storage
= 3 Security
% 3 Users
¥ 1 Roles
# [ Schemas
# [ Asymmetric Keys
# [ Certificates
# [ Symmetric Keys

2l | Database Audit Specificatiol
® [ tiedo s

+ | twedb
= 3 Security

< i >
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e Enter object name in row 2
Selecta page 8 script - | @ Help
# General
Name: |DatabaseAuditSpecification-20170821-023517 |
Audit: Audit-20170821-021607] v]
Actions:
Audit Action Type Object Class Objec
1 |DATABASE_CHANGE_GROUP [v
» 2 |INSERT
*3 |v ]
A7 MSSQL [DhAdministrator]
View connection properties
Ready
< m [ [>
| 0K | | Cancel | | Help |
2203 2 |
2204 15. Select Object for the Object Class.
2205 16. In the Object Name field, use the Browse button to find objects that you wish to monitor for the
2206 specified Audit Action Type.
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Select these object types:

Tables, Views, Stored procedures, Inline functions, Scalar functions,

Object T |
Table-valued functions, Aggregate functions, Databases, Schemas, | St pes
Sequences

Enter the object names to select (examples):

[dbo].[EmployecTable] | Check Names |
| Browse... |
0K - ‘ | Cancel ‘ ‘ Help
2207 &l
2208 17. Create as many types as you wish Tripwire to monitor.
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Io Ready

Select a page 5 seript ~ [ Help
# General
Name: | DatabaseAuditSpecification-20170821-023517 |
Audit: V|
Actions:
Audit Action Type Object Class Objec
1 |DATABASE_CHANGE_GROUP v v
» 2 |INSERT v |OBJECT v|dbo
*3 W ]
Connection
A7 MsSaL [DI\Administrater]
View connection properties
Progress
Ready
< m [ [>
| Lok || Cancel || Help
18. Click OK.

19. Find the audits you just created in the Object Explorer and right click.
20. Select Enable ___ Audit Specification for each one.

2.16.3 Create a New Node for the MS SQL Server on Tripwire Enterprise

1. Open the Tripwire Enterprise console.

2. Click Nodes.
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TRPRIRE”
.EmRISE HOME | NODES RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Nodes Asset View Node Search Element Search Version Search ¥ Refresh [ Help [l Logout

E|=, Manage 4 ""_ Mew Group ?@@ew Node Import Export - Duplicate | X Delete ég Link 5:.5 Unlink @Tag s/ Move Control k| Modify P

= @ Tripwire Nodes &® Root ode Group
2., Root Node Group
% Discovered £ Name
&J Unlinked Eﬂ 192.168.50.8:MSSQLSERVER Microsoft SQL Server 5,072 10,000 Jul 27, 2017 11:12:03 AM
(:_‘,' Smart Node Groups Smart Mode Group 228,498 10,000 Smart I
22 16 Tree Options E »
2217 3. Click Manage > New Node.
Create Node G Help

Select the node type to create:
= 4 Types
= [_] Database Server
£],0B2 Database Server
Oracle Database Server
= Sybase Database Server
+ ___J Directory Server
= |__] Metwork Device
= [_] Virtual Infrastructure

Selected type: =§ Microsoft SQL Server

2218 E{!h‘:} Cancel

2219 4. Click Types > Database Server > Microsoft SQL Server.
2220 5. Click Ok.

2221 6. Enter the hostname or IP of the MS SQL Server.

2222 7. Enter the instance name of the database.
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New Microsoft SQL Server Wizard B Help

Enter a name and description.
Hostname: 192.168.50.8 (or IP address)

Instance name: MSSQLSERVER I
Description:

Next > Cancel
2223
2224 8. Click Next.
2225 9. Enter the port the database listens on.
New Microsoft SQL Server Wizard [ Help
Enter the number of the database server port to receive inbound communications from the Tripwire
Enterprise Server.
Communication port: 1.433|
SSL: Off v
NOTE: If Authenticate is selected, the node's S5L certificate must be added to the customer trust store used by the
Agent system that monitors this node. For more information, click Help.
= Back Nexgﬁ Cancel
2226
2227 10. Click Next.
2228 11. Enter the newly created username and password for the database.
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New Microsoft SQL Server Wizard [ Help

Enter the username and password for a valid database user account. Tripwire Enterprise will use these
credentials to access the database server

Username: auditadmin "

Use variable
Password:

Password: |ss

Confirm: .

Use NTLMv2 Authentication

< Back | Next’w Cancel

12. Click Next.
13. Check the box next to Collect audit-event information.

New Microsoft SQL Server Wizard B Help

To retrieve audit-event data from the database server, select the check box below. If this setting is
selected and auditing is enabled on the database server, Tripwire Enterprise will add relevant audit-event
data to any new element versions created for the database.

#|Collect audit-event information

Mote: Tripwire Enterprise collects only audit event data related to data definition (for example, a change to a table
structure or the creation of an index).

< Back %ﬂé _Cancel |

14. Click Next.
15. Find the MSSQL Server on the list.
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New Microsoft SQL Server Wizard [ Help

) Microsoft SOL Server 2000

) Microsoft SQL Server 2005
) Microsoft SOL Server 2008

) Microsoft SQL Server 2008 R2

) Microsoft QL Server 2012

) Microsoft SQL Server 2016
: Oracle 10g Enterprise Edition
: Oracle 1ig Enterprise Edition
: Oracle 9i Enterprise Edition
: Unknown
) Q Directory Server
=) (E?Operating System
") Aople Mac 05 X 10.7 B

TE Agent: @ MS5QL

< Back | )I(t = | Cancel
2235 %

2236 16. Click Next.
2237 17. Test Login to ensure the information you entered was correct.

New Microsoft SQL Server Wizard @ Help

Click the Test Login button to verify the connection settings and login credentials entered for this node.

When you click the button, Tripwire Enterprise Console will attempt to log in to the server. If the login attempt is
successful, a success message appears. If the login attempt is unsuccessful, an error message identifies the
problems encountered.

Test Login|

< Back Hext > Fi{lﬁjh Cancel
2238
2239 18. Click Finish.

NIST SP 1800-11C: Data Integrity 375



2240

2241
2242
2243
2244
2245
2246
2247
2248
2249
2250
2251
2252
2253
2254
2255
2256
2257
2258
2259
2260
2261
2262
2263
2264

2265

DRAFT

AD
BA
DB
DI
DNS
EOF
ESM
HPE

LDAP
MS sQL
NCCoE
NIST
MS

CA
DSRM

s

saL
SDK
TCP
SSL
TLS

VSS

Active Directory

Client Backup-Archive Client
Database

Data Integrity

Domain Name System

End of File

Enterprise Security Manager
Hewlett Packard Enterprise
Internet Protocol

Information Technology

Lightweight Directory Access Protocol
Microsoft Structured Query Language
National Cybersecurity Center of Excellence

National Institute of Standards and Technology

Microsoft

Certificate Authority

Directory Services Restore Mode

Internet Information Services
Internet Protocol

Structured Query Language
Software Development Kit
Transmission Control Protocol
Secure Sockets Layer
Transport Layer Security

Volume Shadowcopy Services
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2266 VM Virtual Machines
2267 VnE Vulnerability and Exposure
2268  WORM Write Once Read Many
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