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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in IT security—the NCCoE applies standards
and best practices to develop modular, easily adaptable example cybersecurity solutions using
commercially available technology. The NCCoE documents these example solutions in the NIST Special
Publication 1800 series, which maps capabilities to the NIST Cyber Security Framework and details the
steps needed for another entity to recreate the example solution. The NCCoE was established in 2012 by
NIST in partnership with the State of Maryland and Montgomery County, Md.

To learn more about the NCCoE, visit https://nccoe.nist.gov. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication Series 1800) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align more easily with relevant
standards and best practices and provide users with the materials lists, configuration files, and other
information they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Enterprises rely upon strong access control mechanisms to ensure that corporate resources (e.g.,
applications, networks, systems, and data) are not exposed to anyone other than an authorized user. As
business requirements change, enterprises need highly flexible access control mechanisms that can
adapt. The application of attribute based policy definitions enables enterprises to accommodate a
diverse set of business cases. This NCCoE practice guide details a collaborative effort between the
NCCoE and technology providers to demonstrate a standards-based approach to attribute based access
control (ABAC).

This guide discusses potential security risks facing organizations, benefits that may result from the
implementation of an ABAC system, and the approach the NCCoE took in developing a reference
architecture and build. It includes a discussion of major architecture design considerations, an
explanation of security characteristic achieved by the reference design, and a mapping of security
characteristics to applicable standards and security control families.
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For parties interested in adopting all or part of the NCCoE reference architecture, this guide includes a
detailed description of the installation, configuration, and integration of all components.

KEYWORDS

access control; access management; attribute provider; authentication; authorization; identity
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The following guides show IT professionals and security engineers how we implemented this example
solution. We cover all of the products employed in this reference design. We do not recreate the
product manufacturers’ documentation, which is presumed to be widely available. Rather, these guides
show how we incorporated the products together in our environment.

Note: These are not comprehensive tutorials. There are many possible service and security configurations
for these products that are out of scope for this reference design.

1.1 Practice Guide Structure

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate an Attribute Based Access Control (ABAC)
implementation. This reference design is modular and can be deployed in whole or in parts.

This guide contains three volumes:

= NIST SP 1800-3a: Executive Summary
= NIST SP 1800-3b: Approach, Architecture, and Security Characteristics — what we built and why
= NIST SP 1800-3c: How-To Guides — instructions for building the example solution (you are here)

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers will be interested in the
Executive Summary (NIST SP 1800-3a), which describes the:

= challenges enterprises face in access control solutions
= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in this part of the guide, NIST SP 1800-3b, which describes what we
did and why. The following sections will be of particular interest:

= Section 4.4.1, Risk, provides a description of the risk analysis we performed

= Section 4.4.3, Security Control Map, maps the security characteristics of this example solution to
cybersecurity standards and best practices

You might share the Executive Summary, NIST SP 1800-3a, with your leadership team members to help
them understand the importance of adopting standards-based ABAC implementation.

IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use the How-To portion of the guide, NIST SP 1800-3c, to replicate all or parts of the build
created in our lab. The How-To guide provides specific product installation, configuration, and
integration instructions for implementing the example solution. We do not recreate the product
manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

NIST SP 1800-3C: Attribute Based Access Control 1
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This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide does
not endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of an ABAC solution. Your organization’s security experts should identify the products that will best
integrate with your existing tools and IT system infrastructure. We hope you will seek products that are
congruent with applicable standards and best practices. Volume B, Section 4.5, Technologies, lists the
products we used and maps them to the cybersecurity controls provided by this reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to abac-

nccoe@nist.gov.

1.2 Build Overview

The following section provides detailed instructions for implementing, configuring and integrating an
ABAC solution coupled with identity and attribute federation. These instructions detail an example of an
ABAC implementation using a policy enforcement point that is closely coupled with a SharePoint file
server and two sources of environmental attributes. Before implementing this reference design,
individuals should refer to NIST SP 1800-3b Approach, Architecture, and Security Characteristics to
better understand the design decision that we made as part of this implementation.

1.3 Typographical Conventions

The following table presents typographic conventions used in this volume.

Typeface/ Symbol Meaning Example
Italics filenames and pathnames For detailed definitions of terms, see
references to documents the NCCoE Glossary.

that are not hyperlinks, new
terms, and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons and fields

Monospace mkdir

command-line input, on-
screen computer output,
sample code examples, sta-
tus codes

Monospace Bold service sshd start

command-line user input
contrasted with computer
output

NIST SP 1800-3C: Attribute Based Access Control 2
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Typeface/ Symbol Meaning Example

blue text link to other parts of the All publications from NIST’s National
document, a web URL, or an | Cybersecurity Center of Excellence
email address are available at http://nccoe.nist.gov

This guide details an attribute based access control (ABAC) implementation that leverages identity
federation. In a federation model, the identity provider (IdP) authenticates the user requesting access
and provides attributes assigned to that user to the relying party (RP). In addition to attributes assigned
to the user, the IdP sends environmental and device attributes to the RP. The RP, which controls access
to the resource requested by the user, utilizes the identity and attributes information to make runtime
decisions to grant or deny access to the user.

In this section, we install and configure federation components at the identity provider. The
components in this section facilitate federated, Security Assertion Markup Language (SAML)-based
authentication using account credentials in the identity provider’s Microsoft Active Directory Domain
Services (referred to as Microsoft AD in this guide). The federated authentication between the RP and
IdP is facilitated by Ping Identity’s PingFederate application. This build also requires the user to
authenticate with a second factor, which is handled by the RSA adaptive authentication server.

Each of the components used for the build are described in the Components section. Following the
Components section are step-by-step instructions for installing, configuring, and integrating the
components.

If you follow the instructions in this section, you will be able to perform a Functional Test to verify the
successful completion of the steps for installing, configuring, and integrating the components.

2.1 Components

Federated Authentication at the IdP involves the following distinct components:

= Cisco Switch (Catalyst 2960-X Series): Acts as a switch and router in the build, routing traffic
from users to the services and applications on another network segment

= Cisco Identity Services Engine (ISE): Authenticates users from other networks or network
segments, and provides device and network attributes to the Ping-Federate IdP via the
Situational Context Connector

= Microsoft AD: An LDAP directory service that stores user account and attribute information

= Nginx Web Server: A web server installed on a separate host that is required for handling
Network Access Device (NAD) redirects for the Situational Context Connector. In this build, we
used Nginx.

= PingFederate-IdP: A federation system or trust broker for the IdP

= PingFederate-RP: Serves as the trust broker for SharePoint

NIST SP 1800-3C: Attribute Based Access Control
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= RSA Adaptive Authentication (RSA AA): Requires the user to authentication using a Short
Message Service (SMS) message sent to the user’s mobile phone. Collects environmental
information about the user and the user’s system or agent at the time of authentication.

= SCE Plug-in: Handles communications between the PingFederate-IdP and the RSA AA

=  Situational Context Connector: IdP Adapter for PingFederate that integrates PingFederate with
the Cisco ldentity Server Engine via the pxGrid Application Programming Interface (API)

2.1.1  Cisco Switch and Cisco Identity Services Engine

The Cisco Catalyst 2960-X Series switch serves as a switching and routing device, primarily for the
purpose of routing users’ traffic from one network or network segment to another, where the protected
resources and services are located. The Cisco ISE authenticates users whose traffic comes from the
switch, and from that authentication provides device and network attributes to the PingFederate IdP via
the Situational Context Connector.

2.1.2 Microsoft AD

Microsoft AD acts as a user identity management repository for the IdP. It includes the ability to
provision and de-provision user identities; the creation, modification, and deletion of subject attributes;
and the provisioning and de-provisioning of subject attributes to specific user identities. In this build,
Microsoft AD is the only source for subject attributes from the IdP.

2.1.3  Nginx Web Server

Nginx acts as a web server that handles NAD redirects for the Situational Context Connector. It is used to
trigger the NAD (Cisco Switch in this case) to insert the session identification (ID) as a parameter to
create a secure browser cookie, which gets returned to PingFederate and then verified by the Context
Connector during authentication. When the Context Connector matches the session ID from the secure
browser cookie with the session ID from Cisco ISE, federation can continue, and a Security Assertion
Markup Language (SAML) response is returned to the browser. Finally, the browser POSTs a SAML
response to the PingFederate-RP.

2.1.4  PingFederate-IdP

Ping Identity PingFederate-IdP serves as a federation system or trust broker for the IdP. PingFederate-
IdP provides initial user authentication and retrieval of user attributes to satisfy SAML requests from the
RP. Once the user has been authenticated, PingFederate-IdP queries subject attributes from AD and
environmental attributes from the RSA AA event log. PingFederate-IdP packages both subject and
environmental attributes in a SAML 2.0 token to be sent to the RP.

PingFederate Usage Notes:

= When using the PingFederate application to perform an administrative configuration, there is
usually a sequence of screens that require user entry, ending with a summary page. Once you
click Done on the summary page, you must also click Save on the following page to actually save
the configurations. If you forget to click Save, you may inadvertently lose changes to the
configuration.

NIST SP 1800-3C: Attribute Based Access Control 4
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= Inthe PingFederate application and associated documentation, the RP is referred to as the
Service Provider.

=  When using the PingFederate application to perform configuration, refer to the title of the tab
with a small star icon to its left to identify the item you are currently configuring. For example, if
you navigated to the following screen, you would be on the IdP Adapter screen.

N 5 |dP Adapter

2.1.5 PingFederate-RP

Ping Identity PingFederate-RP serves as the trust broker for SharePoint. When the user requires
authentication, PingFederate-RP redirects the user to the IdP via a SAML request to get the necessary
assertions. Once authenticated, PingFederate-RP arranges for the browser’s Hypertext Transfer Protocol
Secure (HTTPS) content to have the proper information in proper format for acceptance at the target
resource (SharePoint).

2.1.6  RSA Adaptive Authentication

RSA AA gathers environmental information about the user and the user’s system or agent at the time of
authentication. RSA AA collects information such as patch level, operating system, and location, and it
generates a risk score associated with the user authentication. A risk score threshold can then be
defined in RSA AA, which, if exceeded, can force a user to step up to one of the additional
authentication mechanisms. In this build, information collected by RSA AA to generate a risk score is also
passed through PingFederate-IdP to the RP side of the operation to be used as environmental attributes.
The RSA AA event log contains the transaction ID of each user authentication and the associated
environmental information collected by RSA AA at the time of authentication.

2.1.7  SCE Plug-in

The SCE Plug-in handles communications between the PingFederate-IdP and the RSA AA. It is
responsible for passing the RSA AA transaction ID for the user authentication that PingFederate-IdP uses
to query the RSA AA event log.

2.1.8  Situational Context Connector

The Situational Context Connector is an IdP adapter for PingFederate that integrates PingFederate with
the Cisco Identity Server Engine via the pxGrid API. Deploying this solution for PingFederate enables
device-level authentication and authorization for web single sign-on (SSO) use cases. When a user
attempts a SSO via PingFederate, the Context Connector queries Cisco ISE, retrieves the device context
for the end-user device, and matches device context with the credentials of an authenticated user. The
result is a session based on a combination of user and device information. The Context Connector
enables real-time evaluation of Cisco ISE state-of-the-art device profiling. The Context Connector can
provide information about the user and the session to the PingFederate IdP, which the PingFederate IdP
includes in the SAML token sent to the PingFederate RP. The Context Connector relies on a web server
for NAD redirects (implemented with Nginx on a separate server in this build), and a Session Validator
that is included in the Situation Context Connector integration kit.
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2.1.9  Required or Recommended Files, Hardware, and Software
Recommended or Hardware Recommended or Mini- Operating System or
Component Required Files Minimum Hardware Used in this mum Operating System Other Software Used in
Requirements Build or Other Software this Build
Cisco ISE 2.1 ise- 16GB RAM; 6 cores, 16GB RAM; 4 N/A N/A
(as Virtual 2.1.0.474.SPA.x86_64.iso | 2GHz or faster; 200 cores, 2GHz;
Appliance) GB free disk space 200 GB hard
disk space
Microsoft AD N/A 512MB RAM; 1.4GHz | 4GB RAM; N/A Microsoft Windows Server
CPU; 32GB free disk 2.2GHz CPU; 2012
space 108GB free
disk space
PingFederate N/A 4GB RAM; 4 cores; 1.8 | 4GB RAM; Microsoft Windows Microsoft Windows Server

GHz or faster; 750 MB
free disk space

2.2GHz CPU; 98
GB

Server 2008 R2

2012

SCE Plug-in sce-adapters-pingfeder- | 1GB RAM; 1.8GHz 4GB RAM; N/A Microsoft Windows Server
ate-aa.l.l.jar CPU; 250MB free disk | 2.2GHz CPU; 98 2012
space GB
RSA AA Adaptive Authentication | 6GB RAM; 2.2GHz 6GB RAM; Windows Server 2008; Microsoft Windows Server
(On-Premise) 7.0.0.0- CPU; 40GB free disk 2.2GHz CPU; Apache Tomcat 7.0; Mi- | 2008 (64-bit)
SNAPSHOT space 150GB free crosoft SQL Server 2008
disk space
Situational Situational_Con- N/A 4GB RAM; N/A Microsoft Windows Server
Context text_Connector_v21.zip 2.2GHz CPU; 98 2012
Connector (pf.plugins.ise-idp- GB
adapter.jar; index.jsp);
Situational_SessionVali-
dator.zip
Nginx web nginx-1.11.4.zip N/A 4GB RAM; 2.2 Windows XP, Linux 2.2, Microsoft Windows 7
server GHz CPU; 32GB | Free BSD 3
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2.2

1.

Configuring | PC for 802.1x Auth

On the client PC, go to Control Panel > System and Security > System.

'f‘-\' . '™ y Control Panel » System and Security » System - Search Control Panel 2

e

Get more features with a new edition of Windows 7

Centrol Panel Home

'@' Device Manager
@ Remote settings

'@' System protection Systemn AN
@ Advanced system settings Manufacturer: Dell
Model: Latitude E6440
Rating: m Windows Experience Index
Processon Intel(R) Core(TM) i7-4610M CPU @ 3.00GHz 3.00 GHz
Installed memory (RAM): 160 GB
System type: 64-bit Operating System
l Pen and Touch: Mo Pen or Touch Input is available for this Display
Dell support [
Website: Online support
| Computer name, domain, and workgroup settings
Computer name: ABAC-DEMO-PC '@'Change settings
| FrzelEr Full computer name: ABAC-DEMO-PC
| Action Center Computer description:
| Windows Update Workgroup: WORKGROUP

Performance Infermation and
Teools

Windows activation

Windows is activated

2. Click on Change settings.

NIST SP 1800-3C: Attribute Based Access Control 7
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Computer Name | Hardware | Advanced | System Protection | Hemote|

Eh'h Windows uses the following information to identify your computer
= onthe network.

Computer description: |

For example: "Kitchen Computer” ar "Many's
Computer”.

Full computer name: ABAC-DEMO-PC
Workcgroup: WORKGROUFP

To use a wizard to join a domain or warkgroup, click
Metwark 1D. Metwor 1D...

To rename this computer or change its domain or

warkgroup, click Change.

468

469 3. Click on the Change button.

470 4. Select Domain.

471 5. Enter the domain to join, “abac.test.” It will require authentication using a user that’ is capable
472 of adding a computer to the domain controller.
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— R e
Computer Name/Domain Changes & u

ou can change the name and the membership of this

ore infomatiorg

Computer name:
ABAC-DEMO-PC

Full computer name:
ABAC-DEMO-PC

Member of
@ Domain:
abac test

(™) Workgroup:
WORKGROUP

473
P ™
Computer Name/Domain Changes u
@ Welcome to the abac.test domain.
0]
474
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221

Configure MS Native Supplicant for Wired 802.1x

1. On the client PC, go to Control Panel > System and Security > Administrative Tools > Services.

File  Action

& |E Doz HEl v anwp

Help

=, Services (Local)

. Services (Local)

Wired AutoConfig

Start the service

Description:

The Wired AutoConfig (DOT35VC)
service is responsible for performing
IEEE 802.1X authentication on
Ethernet interfaces. If your current
wired network deployment enforces
802.1X authentication, the DOT3ISVC
service should be configured to run
for establishing Layer 2 connectivity
and/or providing access to network
resources, Wired networks that do
not enforce 802,1X authentication are
unaffected by the DOT35VC service.

Mame

L Windows Firewall
fr Windows Font Ca..

L Windows Image A..

L Windows Installer
L Windows Manage...

L Windows Media C...
L Windows Media C...

L Windows Media P...
L Windows Module..,

L Windows Presenta...
L Windows Remote ..

% Windows Search
L Windows Time

% Windows Update
L8 WinHTTP Web Pr...
L Wired AutoConfig
S Wireless PAN DH...
S WLAN AutoConfig

L WMI Performance...

S Workstation
S WWAN AutoConfig

Description

Windows Fi...
Optimizes p...
Provides im...
Adds, modi...
Provides a c...
Windows M...
Starts and st...
Shares Win...

Enables inst...
Optimizes p...
Windows R...

Provides co...
Maintains d...
Enables the ...

WinHTTP i...
The Wired ...

The WLANS...
Provides pe...
Creates and...
This service ...

Status

Started
Started

Started

Started

Started
Started
Started
Started

Started

Started

Startup Type
Automatic
Automatic
Manual
Manual
Automatic
Manual
Manual
Manual
Manual
Manual
Manual
Automatic (D...
Manual
Automatic (D...
Manual
Manual
Manual
Automatic
Manual
Automatic
Manual

Log On As

Local Service
Local Service
Local Service
Local Syste...
Local Syste...
Network 5.,

Network 5.,

Network 5.,

Local Syste...
Local Service
Network 5.,

Local Syste...
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Metwaork 5...

Local Service

m

\Extended AStandardX

2. Right-click on Wired AutoConfig.

3. Select Properties.

4. Change the Startup type to Automatic.

NIST SP 1800-3C: Attribute Based Access Control
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General | Log On | Recovery | Dapendmci&a|

Service name: dot3sve

Display name: Wired AutoCorfig

Descrintian: & Wired AutoConfig (DOT3ISVC) service is
Ssciption F;hsponsjble for performing IEEE 802.1X

Path to executable:
C\Windows'system 32svchost exe 4 Local SystemMetwork Restricted

Startup type: [Mumatic

Help me configure service startup options.

Service status:  Stopped

Start ] | Stop | | Fause | | Resume

fou can specify the start parameters that apply when you start the service
from here.

Start parameters:

481

482 5. Click Apply.

483 6. Click OK.

484 7. Go to Control Panel > Network and Internet > Network and Sharing Center.
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)
(Jwgud| 5 » ControlPencl » Network end Intemet » Network and Shering Center v [ 63 ||| Search Control Panc of
-
(| Control Panel Home . . . . . @
I View your basic network information and set up connections
I Manage wireless networks &&l‘ & 0 See full map
Change adapter setti :
| B ABAC-DEMO-PC ABACTEST Internet
Change advanced sharing (This computer)
settings . .
View your active networks Connect or disconnect
ABACTEST Access type: Internet
Domain network Connections: @ Local Area Connection
Change your networking settings
@ Setup a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
Connect to a network
Connect or reconnect to a wireless, wired, dial-up, er VPN network connection,
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Troubleshoot problems
Diagnose and repair network preblems, or get treubleshooting information,
See also
HomeGroup
Intel® PROSet/Wireless Tools
Internet Options
Windows Firewall

486 8. Click on Change adapter settings.

487 9. Right-click on your connection adapter and select Properties.

-@ v Contrel Panel » Metwork and Internet » MNetwork Connections  » - || Search Network Connd

| Organize « Disable this network device Diagnose this connection Rename this connection View status of this connection »
_". Cisco AnyConnect Secure Mobility — | Local Area Connection | !_! | Wireless Metwork Connection — | Wireless MNetwo
e Client Connection % ABAC.TEST Bleioonnected %E Mot connected
ST Disabled "G Intel(R) Ethernet| B Disable ) Centrino(R) Ultimate-N 6. € il Microsoft Virtud
Wireless Network Connection 3 Status
Not connected Diagnose
Microsoft Virkual WiFi Miniport A...
@ Bridge Connectiens
Create Shortcut
Delete
® Rename
@' Properties
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10. Click the Authentication tab.

Authertication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable IEEE 802.1X authertication

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP) | | Settings

Remember my credertials for this connection each
time I'm logged on

Fallback to unauthorized networ access

[ Additional Settings...

| oKk || cancsl

11. Click on Additional Settings.
12. Check the Specify Authentication Mode checkbox.
13. Select User of computer authentication.

14. Check the Enable single sign on for this network checkbox.

i U Local Area Cennection Pmperhﬁ- E

NIST SP 1800-3C: Attribute Based Access Control
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-
Advanced seﬂi_ .M
802, 1¥ settings

Spedify authentication mode

[L.Iser or computer authentication v] | Save cedentials |

[ Delete credentiale for all users

Enable single sign on for this network

@ Perform immediately before user logon
(7 Perform immediately after user logon
Maximum delay (seconds): 10 Iil

Allow additional dialogs to be displayed during single
sign on

A This network uses separate virtual LANs for machine
and user authentication

15. Click OK.

16. Click on Settings next to Microsoft: Protected EAP (PEAP).

NIST SP 1800-3C: Attribute Based Access Control
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T
i Adthertication | Sharng '

| Select this option to provide authenticated network access for
this Ethemet adapter.

Enable IEEE 802.1X authentication

Choose a network authentication method:

| Microsoft: Protected EAF (FEAF) | [ Settings

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network: access

[ Additional Settings...

17. Uncheck Validate server certificate.

NIST SP 1800-3C: Attribute Based Access Control
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|
s e, e

When connecting:

[] validate server certificate

Connect to these servers:

Trusted Root Certification Autharities:

W} AddTrust External CA Root

[7] Baltimore CyberTrust Root

[ Class 3 Public Frimary Certification Autharity
[ coMODO RSA Certification Autharity

[ DigiCert Assured ID Root CA

[7] Digicert Global Root CA

|:| DigiCert High Assurance EV Root CA -
' 1 | »

m. | »

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secured password (EAP-MSCHAFR v2) V] [ Configure...

Enable Fast Reconnect

[]Enforce Metwork Access Protection

[| Disconnect if server does not present cryptobinding TLY
[]Enable Identity Privacy

| ok || cancl

18. Click OK and proceed back to the desktop and log out.

2.3 Install Nginx Web Server

A web server is required for NAD redirects during the Situational Context Connector’s authentication
flow. In our build, we implemented the web server using Nginx.

1. Logon to the server that will host the Nginx web server.
2. Follow the instructions at the link below to install Nginx on Windows.

http://nginx.org/en/docs/windows.html
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Install Microsoft AD

Log on to the server that will host Microsoft AD.

1. Follow the instructions at the link below to create a new Microsoft AD domain that will store the
accounts and identity information for the identity provider.

2. During setup, you will be asked to provide a name for your new domain.
The name of the domain used for this build is ABAC.TEST.

https://technet.microsoft.com/en-us/library/ji574166.aspx

241

Create a User in Microsoft AD

To create a user account in the Microsoft AD Domain:

1. Launch the Active Directory Users and Computers program.

= Active Directory Users and Computers == -
File Action View Help
LG EIENEEI =R SR 2=
] Active Directory Users || Name Type Description
b [] Saved Queries 1 Builtin builtinDomain
b |5 ABAC.TEST | Computers Container Default container for upgraded computer accounts
2 Dorain Controllers Organizational... Default container for domain controllers
“| ForeignSecurityPrincipals Container Default container for security identifiers (SIDs) associated with obje
| LostAndFound lostAndFound Default container for erphaned objects
| Managed Service Accounts Container Default container for managed service accounts
“| Program Data Container Default location for storage of application data.
| System Container Builtin system settings
| Users Container Default container for upgraded user accounts
| NTDS Quotas msD5-QuotaC...  Quota specifications container
I TPM Devices msTPM-Infor...
Infrastructure infrastructurel...
< mn > £ m >

2. Click on the name of your domain in the left pane and then right-click on the Users folder in the
right pane. In this guide, the name of the domain is “ABAC.TEST.”

3. Inthe pop-up menu that appears, select New, and then select User.

4. Inthe New Object - User screen that appears, type the First and Last name of the user, as well
as their User logon name (that is, the account name).

NIST SP 1800-3C: Attribute Based Access Control
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New Object - User =

35 Creatzin:  ABAC TEST/Users

First name: |LUC\-' Intials: | |

Laet riammes: |Sn|i'.h |

Full name: |Luc‘, Smith |

User logon name:

el |[@aBAcTEST v|

User logan name pre-Windows 2000)

ABc, = |

Next > Cancel |
524
525 5. Click Next.
526 6. Inthe password screen that appears, type in the user’s initial password. Then, type it again in
527 the Confirm password field. When users log in for the first time, they will be prompted to create
528 their own unique password.
New Object - User =

?) Createin:  ABAC.TEST/Users

Password: [sesesseee |

Confirm password: .ouuuu| |

| User must change password at next logon

[] User cannot change password

[ Password never sxpires

[] Account is disabled

<Back || Nedt> Cancel

529
530 7. Click Next.
531 8. Inthe confirmation screen with information about the new user that appears, click Finish to
532 complete the operation.
533 When the user logs on to the domain for the first time, the user will be prompted to create a
534 new, unique password.
535 The following illustrations demonstrate what the new password screens may look like on
536 Microsoft Windows Server 2012 when the user Lucy Smith attempts to log on to a computer in
537 the ABAC.TEST domain using her user name Ismith and the initial password.

NIST SP 1800-3C: Attribute Based Access Control 18
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Other user

=8 Windows Server2012R2

When Lucy clicks OK, she will see the screen below. She will type in her new password, which
adheres to the organization’s password strength policy; then she will type the password in again
to confirm.

Other user

lsmith

When she presses Enter, Microsoft Windows will change her password.

2.4.2  Create the Lightweight Directory Access Protocol User for Federated
Authentication

Follow the steps in the previous section to create a user named Lightweight Directory Access Protocol
(LDAP) user in Microsoft AD. The PingFederate-IdP will use this user account to perform LDAP queries in
Microsoft AD.

2.4.3 Create the LDAP User for Cisco ISE Administration

Follow the steps in the previous section to create a user named ciscoise_svc_account in Microsoft AD.
The Cisco ISE will use this user account to perform LDAP queries in Microsoft AD.

2.5 Configure the Cisco Switch

The Cisco Switch is configured in this build to represent realistic network segmentation separating users
and protected network components and services on the IdP’s network. Two virtual local area networks
(VLANSs) are configured, and traffic is routed between the user VLAN and the services VLAN.
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556 1. Complete the initial setup of the switch with the Running Express Setup instructions found in the
557 document “Getting Started Guide for the Catalyst 2960-X and 2960-XR Switches,” available at
558 the link below.

559 http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960xr/hardware/quick/guide/b
560 gsg 2960xr.html#task 0410FE6F6E3B4D9EB6175EBE40AO03FDO
561 2. The switch in our build is configured as seen below.

562 service timestamps debug datetime msec

563 service timestamps log datetime msec

564 no service password-encryption

565 !

566 hostname Switch

567 !

568 boot-start-marker

569 boot-end-marker

570 !

571 !

572 username admin privilege 15 secret 5 $1$ZHMh$mD3FQRDvhAVbuFg49iOyq.
573 aaa new-model

574 !

575 !

576 aaa authentication login default local

577 aaa authentication dotlx default group radius

578 aaa authorization console

579 aaa authorization exec default local

580 aaa authorization network default group radius

581 aaa accounting update periodic 5

582 aaa accounting dotlx default start-stop group radius
583 !

584 !

585 !

586 !

587 !

588 aaa server radius dynamic-author

589 client 10.33.7.9 server-key [XXXXXXXXXXXXXXXX]

590 !

591 aaa session-id common

592 clock timezone EST -4 0

593 switch 1 provision ws-c2960x-24ts-1

594 !

595 !

596 !

597 !

598 ip dhcp excluded-address 10.33.50.193 10.33.50.194
599 ip dhcp excluded-address 10.33.7.1 10.33.7.230

600 !

601 ip dhcp pool CLIENTS

602 network 10.33.50.192 255.255.255.240

603 default-router 10.33.50.193

604 dns-server 10.97.74.8

605 !

606 ip dhcp pool NCCOE

607 network 10.33.7.0 255.255.255.0

608 default-router 10.33.7.1

609 dns-server 10.97.74.8

610 !

611 !

612 ip domain-name abac.test

613 ip name-server 10.33.7.230
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614 vtp mode transparent

615 !

616 !

617 !

618 !

619 !

620 epm logging

621 !

622 !

623 crypto pki trustpoint TP-self-signed-1455706752

624 enrollment selfsigned

625 subject-name cn=I0S-Self-Signed-Certificate-1455706752

626 revocation-check none

627 rsakeypair TP-self-signed-1455706752

628 !

629 !

630 crypto pki certificate chain TP-self-signed-1455706752

631 certificate self-signed 01

632 3082022B 30820194 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
633 31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
634 69666963 6174652D 31343535 37303637 3532301E 170D3136 30383135 32313530
635 35385A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649
636 4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 34353537
637 30363735 3230819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
638 8100970B 2180DACE EC47660F 5DCEEBC8 8E55475C 39A36018 FE770EFF 378662F6
639 8846ADSE DAFOE922 33E1BO6E AA2526F0 16A8B451 07227347 2B82C6F6 EFA04BAC
640 D561EBA9 FOB85AE2 C50977DC 605D7573 489FD27B 0583F6FE 8D70DFOB CBD3162B
641 9E1FE937 371FA4AE 905EA47A 667ACC32 05D5DC7F 1E582001 DD40C159 3A21479C
642 D34F0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF 301F0603
643 551D2304 18301680 1457B47B 85B93B03 3557754B 9298D87C 89EED062 64301D06
644 03551DOE 04160414 57B47B85 B93B0335 57754B92 98D87C89 EED06264 300D0609
645 27864886 F70D0101 05050003 81810079 9AE74655 14CA50FE 6F6B4E63 1CBCD9AF
646 15D8B911 2C55785A 020E18C7 4F3C28A7 A714E961 933DEODF F3FB19F6 08AA2FD4
647 DCD95B9F 161317C0 3BDCD75F D4850E06 38153D02 260300D1 8D1D8794 9B9AOA3B
648 C69269C6 E83CD422 F24F3Cl7 1AE8F70A F75E7BOF A8FF7946 85328DFB 1C39F676
649 C3FC5B29 A1900D37 E7226576 183765

650 quit

651 dotlx system-auth-control

652 !

653 spanning-tree mode rapid-pvst

654 spanning-tree extend system-id

655 !

656 !

657 !

658 !

659 vlan internal allocation policy ascending

660 !

661 vlan 207,2084

662 !

663 !

664 !

665 !

666 !

667 !

668 !

669 !

670 !

671 !

672 !

673 !

674 interface FastEthernet0

675 no ip address

676 no ip route-cache
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677 !

678 interface GigabitEthernetl/0/1

679 switchport access vlan 207

680 spanning-tree portfast edge

681 !

682 interface GigabitEthernetl/0/2

683 switchport access vlan 2084

684 switchport mode access

685 spanning-tree portfast edge

686 !

687 interface GigabitEthernetl/0/3

688 switchport access vlan 207

689 spanning-tree portfast edge

690 !

691 interface GigabitEthernetl/0/13

692 switchport access vlan 2084

693 spanning-tree portfast edge

694 !

695 interface GigabitEthernetl/0/20

696 switchport access vlan 2084

697 switchport mode access

698 authentication event fail action next-method
699 authentication order dotlx mab

700 authentication priority dotlx mab

701 authentication port-control auto

702 authentication violation restrict

703 snmp trap mac-notification change added
704 snmp trap mac-notification change removed
705 dotlx pae authenticator

706 dotlx timeout tx-period 10

707 spanning-tree portfast edge

708 spanning-tree bpduguard enable

709 !

710 interface GigabitEthernetl/0/21

711 switchport access vlan 207

712 switchport mode access

713 authentication event fail action next-method
714 authentication order dotlx mab

715 authentication priority dotlx mab

716 authentication port-control auto

717 authentication violation restrict

718 snmp trap mac-notification change added
719 snmp trap mac-notification change removed
720 dotlx pae authenticator

721 dotlx timeout tx-period 10

722 spanning-tree portfast edge

723 spanning-tree bpduguard enable

724 !

725 interface Vlanl

726 no ip address

727 no ip route-cache

728 !

729 interface V1an207

730 ip address 10.33.7.2 255.255.255.0

731 !

732 interface Vl1an2084

733 ip address 10.33.50.194 255.255.255.240
734 ip helper-address 10.33.7.9

735 !

736 ip default-gateway 10.33.7.1

737 ip http server

738 ip http authentication local

739 ip http secure-server
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2.6

!

!

ip access-list extended ACL-REDIRECT

deny ip any host 10.33.7.9

permit ip any host 10.33.7.6

ip radius source-interface V1an207

logging origin-id ip

logging source-interface V1an207

logging host 10.33.7.9 transport udp port 20514
access-list 10 permit 10.33.7.9

access-list 10 deny any log

1

snmp-server community ciscoro RO 10

snmp-server trap-source V1an207

snmp-server source-interface informs V1an207
snmp-server enable traps snmp linkdown linkup
snmp-server enable traps mac-notification change move threshold
snmp-server host 10.33.7.9 version 2c cisco mac-notification
1

radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server dead-criteria time 30 tries 5

1

radius server ABAC-CiscoISE

address ipv4 10.33.7.9 auth-port 1812 acct-port 1813
key [XXXXXXXXXXXXXXXX]

1

1

line con 0

line vty 0 4

exec-timeout 300 0

logging synchronous

line vty 5 15

logging synchronous

1

ntp server 10.97.74.8

mac address-table notification change

mac address-table notification mac-move

1

end

Install and Configure Cisco Identity Services Engine

On a Redhat or CentOS server, boot from the Cisco ISE iso file.

At the installation screen, choose your boot option and press Enter.
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Helcome to the Cisco Identity Services Engine Installer

Cisco ISE Version: 2.1.08.474

Available boot options:

[1]1 Cisco ISE Installation (Keyboard-<Monitor)
[2]1 Cisco ISE Installation (Serial Console)
[3]1 System Utilities (Reyboard-/Monitor)

[4]1 System Utilities (Serial Console)

{Enter> Boot existing 05 from hard disk.

Enter boot option and press <{Enter>.

Once installation is complete, it restarts. Enter setup and press Enter.

Please type ‘setup’ to configure the appliance

localhost login: setup_

Enter ISE configuration information (ISE hostname, Internet Protocol [IP] addresses, domain

name service [DNS] domain and name servers, Network Time Protocol [NTP] server, time zone,

username, and password):

'Ctrl-C’" to abort setup
hostnamel[]: ABAC-CiscolSE
IP address[1: 18.33.7.9
IP netmask[]: 255.255.255.8
IP default gatewayll: 18.33.7.1
default DNS domainl]l: abac.test
primary nameserverl(l: 18.33.7.238
fAidd secondary nameserver? Y-N [N1: Y
nter secondary nameserverl(]l: 8.8.8.8
Aidd tertiary nameserver? Y-N [N1: Y
nter tertiary nameserverl(]l: 8.8.4.4
nter NTP serverltime.nist.govl: 129.6.15.38
Add another NTP server? Y~N [N1: N
nter system timezonelUTC]1: EST
nable 53H service? Y-N [NI1: Y
nter usernameladminl: admin
nter password:
nter password again:

opying first CLI user to be first ISE admin GUI user...

ringing up network interface...

ISE will continue and create the database. ISE will automatically reboot after a successful

installation. After the reboot, you can log in to ISE via any browser reachable in your domain by

entering https://<IP Address of ISE server>/admin, as seen below:
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&2 Identity Services Engine X

u(- (D) &y | hitpsy//10.33.7.9/admin e || Q Search B ~al:= »

NInir
CISCO

[dentity Services
-Ngine

Username admin

Password eesesesssssssse

Problem logging in?

794

795 6. After logging in, you will see the default ISE dashboard:
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"dits' dentity Services Engine SIS |, ContextVisibilty b Operations  » Policy  » Administration  » Work Centers
Summary Endpoints Guests Yulnerability Threat +
METRICS
Total Endpoints @ Active Endpoints @ Authenticated Guests @
' o [ 0 ook
pE ' s
i AUTHENTICATIONS @ B 0 X i NETWORK DEVICES @
lele ntity Stors lcle ntity Group Metwork Device Failure Reason Device Name Tryps Lecation
No data available. No data available.

796

797 2.6.1  Configure Cisco ISE with Microsoft AD

798 1. While logged in to the ISE administration console, navigate to Administration > Identity

799 Management > External Identity Sources > Active Directory.

800 2. Follow the instructions at the link below, beginning on page 11, Steps 1-9, to configure Cisco ISE
801 with Microsoft AD. Note: these instructions are in the section Testing Environment > Cisco

802 Identity Service Engine (ISE 2.0) VM Setup > Initial ISE Setup > AD User Setup.

803 https://developer.cisco.com/fileMedia/download/01d139d2-c08a-4f5d-a0ce-8d0473a021d9
804 3. Note: At step 3, provide the credentials of the user account created earlier to join ISE to the
805 existing AD domain (eg, ciscoise_svc_account).

806 2.6.2 Add Network Device to ISE

807 1. Follow the instructions at the link below, beginning on page 14, Steps 1-3, to register the NAD
808 with ISE. Note: these instructions are in the section Testing Environment > Cisco Identity

809 Service Engine (ISE 2.0) VM Setup > Initial ISE Setup > Network Devices.

810 https://developer.cisco.com/fileMedia/download/01d139d2-c08a-4f5d-a0ce-8d0473a021d9
811 2. Note: The shared secret used on Step 2, “Enable Radius Authentication Settings and enter the
812 shared secrets,” must be the same key that was used for configuring aaa on the switch. If the
813 switch has not yet been configured, remember to record the secret used here so that it can be
814 used when configuring aaa on the switch.

815 2.6.3  Configure ISE for pxGrid

816 Follow the instructions at the link below, beginning on page 15, Steps 1-4, to enable a pxGrid persona,
817  used by the Situational Context Connector to query ISE for device and network attributes. Note: these
818 instructions are in the section Configuring ISE for pxGrid.
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819 2.6.4  Enable ISE Policy Sets

820 1. Navigate to Administration > System > Settings.
‘dses Identity Services Engine » ContextVisibility ~ » Operations  » Policy [RSSINE G
Summary End System Network Resources pxGrid Services Bicidy:
D_epluy.ment MNetwark Dev?ces Feed Service |
Licensing Network Device Groups Profiler
TRICS Cerificates MNetwoark Device Profiles
Logging External RADIUS Servers PassivelD
Ta  aintenance RADIUS Server Sequences AD Domain Contrallers Gue
Upgrade MNAC Managers Mapping Filters
Elack.up & Restore Exterl?al MDMl Threat Centric NAC
D Adln ACcess Location Services Third Party Vendors
o= Device Ponai Managemen[
Identity Management Blacklist
Identities BYOD
Groups Cerificate Provisioning
External Identity Sources Client Provisioning
AUTHENTICY Ider!tlty Source Sequences Maobile pEVICE Management j x
Settings My Devices
1y Swore | Identity G| Settings
No data available. No data available.
821
822 2. Inthe left sidebar, click on Policy Sets.
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‘it Identity Services Engine Home  » ContextVisibility  » Operations  » Policy [EREuItCE (o

- System ¥ [dentity Management » Network Resources ¢ Device Portal Management  pxGrid Services ¢ Feed Service

Deployment  Licensing ¢ Cerificates  » Logging ¥ Maintenance  Upgrade  Backup & Restore b Admin Access -

Client Provisioning Policy Sets

FIPS Mode () Disabled
Alarm Settings (®) Enabled

» Posture

| save QY

Profiling

» Protocols

Proxy

SMTP Server

SMS Gateway @
System Time

Falicy Sets

ERS Settings

Smart Call Home

DHCP & DNS Services
823

824 3. Click the Enabled radio button.
825 4. Click Save.

826 5. Inthe pop-up, click OK and log back into ISE.
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o Policy Sets have been enabled. Please re-login.

2.6.5  Configure Authentication Policy
1. Navigate to Policy > Policy Sets.

whal - |dentity Services Engine » Context Visibility » Operations = Policy » Administration »
Summa Endpoi m Profili | S .
i ¥ I b ch the Visibility Setup Wizan
! Posture Client Provisioning -
METRICS Policy Elements

Dictionaries

Tota | Conditions Authentic
Results

< I:lD| g _1_ 0 _'.;:-

2. In the left sidebar, click on Default.
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Home

» Context Visibility

» Operations

Palicy Sets Profiling  Posture  Client Provisioning » Policy Elements

Policy Sets
[ Search policy names & descriptions.
B [l | X @
D Summary of Policies

Alist of all your policies
n Global Exceptions

£

Status

w Authentication Policy

Name
Default

MAB
Rules across entire deployment
Default Default
Default Palicy Set
o Dat1X
Save Order Resst Order .
Default

Default Rule (If no match)

w Authorization Policy
» Exceptions (0)

Standard

Status
‘Wireless Black List Default

Rule Name

Profiled Cisco IP Phones

Profiled Non Cisca IP Phon
es

(<M<l <]

Compliant_Devices_Acces
s

Employee_EAP-TLS

Employee_Onboarding

»yeo' ® ©

832
833

Wi-Fi Ruest Arrass

3. Click on the Dot1x rule.

Identity Services Engine

» Operations

Policy Sets ~ Profiling  Posture  Client Provisioning » Policy Elements

Policy Sets
[ Search policy names & descriptions.
T [ [ X @
D Summary of Policies

A list of all your policies
[ Global Exceptions

A

Status

Name

Default

« Policy

=r

Policy

» Work Centers License Waming A

Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
For Policy Export go to Administration > System = Backup & Restaore = Policy Export Page

Description
Default Policy Set

Allow Protocals and

‘Wired_MAB OR - Default Network Access
Wireless_MAB

use Internal Endpoints

Wired_802.1X OR Allow Protocols © Default Network Access and

Wireless_802 1X
use All_User_ID_Stores

Allow Protocols : Default Network Access and use : All_User_ID_Stores

Permissions

Conditions (identity groups and other conditions)
t Blackhole_Wireless_Access

Blacklist ~"7 Wireless_Access

Cisco-IP-Phone then  Cisco_IP_Phones

Non_Cisco_Profiled_Phones then  Non_Cisco_IP_Phones

Network_Access_Authentication_Passed then  PermitAccess

" Compliant_Devices

Permi

0 EAP-MSCHAPv2 ther

‘Wireless_802 1X A

NSP_Onboard A

fuast Flow AND Wiraless MAR ParmitArrass AN

N Riaste

» Work Centers License Warning &

Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
For Policy Export go to Administration = System = Backup & Restore > Policy Export Page

Description
Default Policy Set

If Wired_MAB OR Allow Protocols : Default Network Access and
Rules across entire deployment Wireless_MAB
y‘ Default Default use Internal Endpoints
Default Policy Set
If Allow Protocols and
Save Order | | Reset Order # [~ | Dotix Wired_802.1 > Default Network Access Q -
+ | Default  Use| All_User_ID_Stores <

Default Rule (If na match)

w Authorization Policy

» Exceptions (0)
Standard

Status  Rule Name
Wireless Black List Default
Profiled Cisco IP Phones

834
835

| Prafiled Non Cisen IP Phon

4. Click on the plusicon.

Allow Protocols © Default Network Access and use © All_User_ID_Staras

Permissions
Blackhole_Wireless_Access

Conditions (identity groups and other conditions)
Blacklist AND Wireless_Access then
Cisco-IP-Phone then Cisco_IP_Phones

Non Cisen Profiled Phones then  Non Ciscn IP Phones
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Identity Services Engine e

Policy Sets | Profiling  Posture

Policy Sets

» Context Visibility

Client Provisioning

f Search policy names & descriptions.

2]

o [ X @
D Summary of Policies
A list of all your policies
n Global Exceptions

Rules across entire deployment

# [ Default
Default Policy Set

Save Order Reset Order

836
837

Identity Services Engine o

Policy Sets | Profiling  Posture

Policy Sets
[ Search policy names & descriptions.
e B [ | X | @
D Summary of Policies
Alist of all your policies

“ Global Exceptions

Rules across entire depleyment
# [ Default
Default Policy Set

2]

Save Order Reset Order

838
839

» Context Visibility

Client Provisioning

» Operations

» Policy Elements

» Work Cenlers

Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
For Policy Export go to Administration > System > Backup & Restore = Policy Export Page

Status Name
Default

w Authentication Policy

/8

MAB

Default

TP T

a-

Default

Default Rule (If no match)

w Authorization Policy

» Exceptions (0)
Standard

Status  Rule Name
Wireless Black List Default

Profiled Cisco IP Phones

] Profiled Non Cisea IP Phon

» Operations

» Policy Elements

IF wired_g02.1 & Allow Protocols [ pefa it Network Access

Description
Default Policy Set

oI Wired_MAB OR
Wireless_MAB

use Internal Endpoints

Allow Protocols © Default Network Access

5]

and

License Waming 4

and

-

All_User_ID_Stores =
Identity Sourcg]All_User_ID_Stores Q|
Options
If authentication failed| Reject -
If user not found| Reject hd
If process failed| Drop -

Note: For authentications using PEAP, LEAP, EAP-FAST, EAP-TLS ar RADIUS MSCHAP
it is not possible to continue processing when authentication fails or user is not found.
If continue option is selected in these cases, requests will be rejectad.

« Policy

Conditions (identity groups and other conditions)
Blacklist AND Wireless_Access the!

Permissions
Blackhole_Wireless_Access

Cisco-IP-Phone thel Cisco_IP_Phones

Non Ciseo Profiled Phones the Non Cisen [P Phanes

5. Change the value of Identity Source to “pxGrid_Users.”

+ Administration + Work Centers

Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
For Policy Export go to Adminisiration > System > Backup & Restore > Policy Export Page

Status Name
Default

w Authentication Policy

»8

MAB

Default

TP ETa—.

B-

Default

Default Rule (If no mateh)

- I wired_s02.1 & Allow Protocols [ pefay |t Network Access

Description
Default Policy Set

If Wired_MAB OR
‘Wireless_MAB

use Internal Endpoints

Allow Protocols = Default Network Access

and

g

Use | All_User_ID_Stores =

License Waming A

and

-

Identity Suurcq pxGrid_Usars ] |
Options
If authentication failed| Rejact -
If user not found| Rejact hd
If process failed| Drop -

Mote: For authentications using PEAP, LEAP, EAP-FAST, EAP-TLS or RADIUS MSCHAP
it is not possible to continue processing when authentication fails or user is not found.
If continue option is selected in these cases, requests will be rejectad.

 Authorization Policy
» Exceptions (0)

Standard

Status

B Frofiled Cisco IP Phones

Rule Name
Wireless Black List Default

[ Profiled Non Cisen IP Phon

6. Scroll to the bottom of the page and click Save.

Conditions (identity groups and other conditions)
Blacklist 410 Wireless_Access then

Permissions
Blackhole_Wireless_Access

Cisco-IP-Phone Cisco_IP_Phones

Nnn Cisen Profiled Phanes Non Cisen [P Phanes
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"tsth: Identity Services Engine Home » Context Visibility » Operations ~ Policy » Administration » Work Centers License Waming &

Policy Sets | Profiling  Posture  Client Provisioning » Policy Elements
|=] Summary of Policies =

Alist of all your policies + Authentication Policy
H Global Exceptions i MAB :If Wired_MAB OR Allow Protocols : Default Network Access and
Rules across entire deployment = Wireless_MAB
# [ Default Default -use Internal Endpoints
Default Policy Set

L If Allow Protocols : and
Save Order | [ Reset Order i - \Wired_802.1. & Default Network Access Q] -
- | Default . Use| pxGrid_Users <p

Default Rule (fno match)  :  Allow Protocols : Default Network Access and use : All_User_ID_Stores

w Authorization Policy

» Exceptions (0)

Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
Wireless Black List Default T BlacklistAND Wireless_Access then  Blackhole_Wireless_Access Edit| v
Profiled Cisco IP Phones ¢ Cisco-IP-Phone fhen  Cisco_IP_Phones Edit |+
Profiled Mon Cisco IP Phon 7 Non_Cisco_Profiled_Phones fhen  Non_Cisco_IP_Phones Edit| *
es
@ Compliant_Devices_Acces 7 [Network_Access_Authentication_Passed then  PermitAccess Edit| *
s AND Compliant Devices e
4 »
840 & (=t

841 2.6.6  Configure Authorization Policy

842 1. Navigate to Administration > Guest Access.
843 2. Inthe sidebar, click on Guest Portals.

844 3. Click Create.

845 4. Choose Sponsored Guest Portal.

Create Guest Portal - Choose Portal Type

Choose the type of portal you want to create.

® Sponsored-Guest Portal

Sponsors create guaests' accounts. Guests cannot create their own accounts.

Self-Registered Guest Portal

Guests provide information to automatically create an account, with sponsor approval as an optional reguirsment.

Hotspot Guest Portal

Guests can access the network without credentials, but you can add 2 welcome message and AUP,

()

846
847 5. Click Continue.

848 6. Provide a name, ABAC-Guest.
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849 7. Under Portal settings, set the HTTPS port to 8000.

Identity Servic i Home  » ContextVisibility  » Operations  » Policy  » Administration [EEGUUSeEUIES License Waming &

b Network Access | v GuestAccess | wTrustSec  » BYOD  » Profiler  » Posture  » Device Administration

Owverview  » ldentities  Identity Gro Cverview Aministration  Network Devices = Configure  Manage Accounts  » Policy Elements  Policy Sets  Reports  » Seffings
——
[} Components

Guest Portals TrustSec Poliey Customization

Policy Sets m| Close |
Guest Types iption: R

P SXP Description:

Sponsor Groups Troubleshoot || Portal test URL Language F
Sponsor Portals Reports

Portal Page Customization
Customize portal pages by applying a theme and
specifying field names and messages displayed to users.

lor and Flow Settings

Settings Ings to specify the guest experience for this

Portal & Page Settings Guest Flow (Based on settings)

+ Portal Settings

HTTPS part: * (8000 - 8999} LOGIN

Allowed Make selections in one or both columns based on your PSN configurations.

interfaces:* If bonding is not configured (§ Ifbonding is configured (i
on a PSN, use: on a PSN, use: 1
¥ Gigabit Ethernet 0 ¥/ Bond 0
Uses Gigabit Ethernet @ s primary, 1 a5 backup. AUP
) Gigabit Ethernet 1

850 ) Bond 1 |
851 8. Click Save.

Identity Services Engine ibili » Operaons  » Policy b Administration  [ERGUVSer (=] License Waming &

» Network Access | ~CuestAccess | » TrustSec  » BYOD  » Profiler  » Posture  » Device Administration

Overview b Identities  Identity Groups  Extld Sources  » Administration  Metwork Devices = Configure  Manage Accounts  » Policy Elements  Policy Sets Reports  » Seftings
o = Always use:| English - English hd

Guest Portals

Guest Types » Login Page Settings

Spansor Groups » Acceptable Use Policy (AUP) Page Settings
Sponsor Portals

» Guest Change Password Settings

» Guest Device Registration Settings

» BYOD Settings

» Guest Device Compliance Settings

» Post-Login Banner Page Settings

» VLAN DHCP Release Page Settings

» Authentication Success Settings

» Support Information Page Settings
Server Response
Guest portal is saved successfully

852

853 9. Inthe main menu, navigate to Policy > Policy Elements.
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ol [dentity Services Engine Home

» Context Visibility

» Operations

» Administration

Policy Sets

Dictionaries
I

Profiling

» Conditions

Posture

b Results

Client Provisioning

Dictionaries

[

v
r @ System
» [ User

= Policy Elements

System Dictionaries

) Dview

Jooooooboooooooobboooooooo

Name

ACIDEX
ACTIWEDIRECTORY
APIC

cDP
CERTIFICATE
CWA

CiscoPEP
DEVICE

DHCP
ENDPQINTPURGE
EP3

EndPoints
Guest
GuestAccess
IOTASSET

IP

Identity Mapping
IdentityGroup
InternalCA
InternalEndpaoint
InternalUser
LLDP

MALC

RAMIRA | i3

10. In the submenu, navigate to Results > Authorization > Authorization Profiles.

Sh

4 | Description
Profiler ACIDEX
Profiler ACTIVEL
Dictionary for A
Profiler COP dic
Cisco Certificate
Cisco CWA Dicti
Cisco PEP Dictic
Cisco Device Di
Profiler DHCP di
Profiler ENDPOL
EPS Dictionary
System_Diction,
Guest Dictionan
Guesthccess dic
Profiler IOTASSE
Profiler IP dictic
Identity Mappin
System_Diction,
Dictionary for Ir
System_Diction
System_Diction,
Profiler LLDP di
Profiler MAC dic

Mirtinnane far M
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11.

12.

13.

14.

15.

16.

17.

18.

ety Identity Services Engine Home  » ContextVisibility  » Operations » Administration

Paolicy Sets  Profiling Puosture Client Provisioning  Palicy Elements

Dictionaries » Conditions  ~Results

o
TR Standard Authorization Profiles
Far Paolicy Export go to Administration = System = Backup & Restore = Policy Export Fage
= Authorization
& - %
§ Edit Add Duplicate | 3 Delete
Authorization Profiles @ : + o
[] Mame Profile
Downloadable ACLs
[] Blackhole_Wireless_Access s Cisco &
il (] cisco_IP_Phones e Cisco 6
» Posture O cisco_WebAuth s Cisco 63
0 NSP_Onboard dsts Cisco 68
b Client Provisionin
: (] Mon_Cisco_IP_Phones dets Cisco 63
] DenyAccess
] Permitaccess

Click Add.

In the name field, enter “IDIPRedirect.”

Set the access type to “ACCESS_ACCEPT.”

Under Common Tasks, put a check next to Web Redirection (CWA, MDM, NSP, CPP).
In the revealed fields, choose Centralized Web Auth.

Set the ACL field to “ACL-REDIRECT.”

Set the value such that it matches the created guest portal, “ABAC-Guest.”

Put a check next to Static IP/Host name/FQDN.
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865 19. Enter the hostname of the server on which Ping Federate is running, “idp.abac.test.”
Engine

Home » Context Visibility » Operations

» Administration

» Work Centers License Waming &
Policy Sets  Profiling  Posture  Client Provisioning « Policy Elements

Dictionaries  » Conditions - Results
——

[ ]
Authorization Profiles > New Authorization Profile
Authorization Profile

*MName | IDIPRedirect

} Authentication

~ Authorization

Authorization Profiles Deseripton | )
Downloadable ACLs "AccessType |accEss ACCEPT -

+ Profiling Network Device Profile &k Cisco hd|

» Posture

Service Template )
» Client Provisioning Track Movement ) ;

Passive Identity Tracking (D]

¥ Common Tasks

-
¥ Web Redirection (CWA, MDM, NSP, CPP)
Centralized Web Auth v ACL | ACL-REDIRECT Value | ABAC-Guest -
¥ Display Certificates Renewal Message
¥ Static IP/Host name/FGDN idp.abac.test -
4 »
. .
867 20. Click Submit.
Home » Context Visibility » Operations

» Administration » Work Centers License Waming A

Policy Sets  Profiling  Posture  Client Provisioning

« Policy Elements
Dictionaries  » Conditions  ~Resulls
——

(]
» Authentic;

~ Authorization * Common Tasks

Authorization Profiles

-
¥ Web Redirection (CWA, MDM, NSP, CPF) (i
Downloadable ACLs
Centralized Web Auth - ACL | ACL-REDIRECT Value | ABAC-Guest -
» Profiling
» Posture
¥ Display Certificates Renewal Message
» Client Provisioning 7]

Static IP/Host name/FQDN

idp.abac.test

+ Advanced Attributes Settings

|Se\e(t an item

[
<

¥ Attributes Details
Access Type = ACCESS_ACCEPT

DACL = PERMIT_ALL_TRAFFIC
cisco-av-pair = url-redirect-acl=ACL-REDIRECT

cisco-av-pair = url-rediract=htt; idp.abac.test:port/portal/gateway?sessionId=SessionIdValus&portal=dedb2ba0-6004-1126-3766-
005056b28773&daysToExpiny=valus&action=cwa

868 (et
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2.6.7
1.

2.

Add Rule for Authorization Policy
Navigate to Policy > Policy Sets.

In the right sidebar, click on Default.

Under the Authorization Policy section, click the triangle next to edit.

v Authorization Policy
» Exceptions (0)

Standard
Status Rule Mame Conditions (identity groups and other conditions) Permissions
Wireless Black List Default Blacklist Wireless_Access Blackhole_Wireless_Access Edit
Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones Edit
Profiled Mon Cisco IP Phon Mon_Cisco_Profiled_Phones MNon_Cisco_IP_Phones Edit
es
@ Compliant_Devices_Access Network_Access_Authentication_Passed PermitAccess Edit
Compliant_Devices
@ Employee_EAP-TLS Wireless_802.1X BYOD is_Registered PermitAccess BYOD Edit
EAP-TLS MAC_in_SAN
@ Employee_Onboarding Wireless_802.1X EAP-MSCHAPVZ NSP_Onboard BYQD Edit
@  Wi-Fi_Guest_Access Guest_Flow Wireless_MAB PermitAccess Guesl# Insert New Rule Above
Insert New Rule Bel
@ w Wireless_MAB Cisco_WebAuth isert Hew B Beow
Fi_Redirect_to_Guest_Logi Duplicate Above
n Duplicate Below
Basic_Authenticated_Acces MNetwork_Access_Authentication_Passed PermitAccess Delete S
]
Default DenyAccess Edit
Provide a name for the rule, IDIP REDIRECT.
Click the plus button next to condition.
Choose, Select Existing Condition from Library.
# |2 ~ | IDIP REDIRECT | i|any < |ond] SelectAtribute = [leo| AutnZ Pr.. < |
! Select Existing Condition from Library | () or | Create New Condition (Advance Option) | i
Click the arrow next to Select Condition
# [4 ~ | IDIP REDIRECT | ilany < |and| selectCondiion = e AuthZ Pr.. <5 |

[E] Add Al Conditions Below to Library

Condition Name Description
|select Condition

Choose Compound Conditions.

NIST SP 1800-3C: Attribute Based Access Control
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AUTNOriZation vonaioons

(

{:j b L
£ Simple Conditions
[ Compound Conditions

[ Time and Date Conditions

9. Choose wired_802.1x.

Compound Conditions

[

L L

Guest_Flow
EAP-MSCHAP2

EAP-TLS
BYOD_is_Registered
MAC_in_SAN
Wireless_B802.1X
Switch_Web_Authentication
Wired_MAB
Wired_802.1%
Wireless_MAB
WLC_Web_Authentication

10. Click the cog icon.

NIST SP 1800-3C: Attribute Based Access Control
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[E] Add All Conditions Below to Library

Condition Name Description
v |Wired_802.1X )| | Normalised Radius:RadiusFlowType EQUALS Wired802_1x £y
Add Attribute/Value
Add Condition from Library
Delete
885
886 11. Choose Add Attribute/Value.
887 12. Select Network Access.
Dictionaries
[ o)
r =~
—_— -
|| IdentityGroup ]
[ | Intemalllser ¥
|| Juniper ¥
[ Microsoft »
[ Motorola-symbol >
[ MsE ¥
[ Network Access »
[ Normalised Radius >
| Passivell ¥
[ pxiGrid_Uisers »
[ Radius ¥
[ Ruckus »
888 =
889 13. Select EapAuthentication.
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Metwork Access

=)

L

Il

AD-Host-Join-Point
AD-User-DNS-Domain
AD-User-Join-Point
AuthenticationIdentityStore
AuthenticationMethod
AuthenticationStatus !
Device IP Address L
EapAuthentication

EapChainingResult

EapTunnel
GroupsOrattributesProcessFailure

l:l:l:EEEEEEEEE{?’_“l

ISE Host Mame

] — [ RN ISR "W N N I I N L T I

14. Click the arrow in the box next to Equals.

15. Select EAP-MSCHAPv2.

Bl TTheress L Lo oo [UT— s b R i
Profiled Cisco IF Phones Cisco-IP-Phone Cisco IP Phones
Profiled Mon Cisco IP Phon Mon_Cisco_Profiled_Phones Non_

es [
@ Compliant_Devices_Access MNetwork_Access_Authentication_Passed Pern i
Compliant_Devices w EAPGTC
@ Employee EAP-TLS Wireless_B02.1X BYOD is_Registered Per  w EAP-MDS
EAP-TLS MAC_in_SAN
o EAP-MSCHAPvZ
@ Employee_Onboarding Wireless_802.1X EAP-MSCHAPWZ NSP, u EAPTLS
@ Wi-Fi_Guest_Access Guest_Flow Wireless_MAB Pern w LEAP
@ w- Wireless_MAB Cisct [ Airespace
Fi_Redirect_to Guest_Logi P
o || Alcatel-Lucent
"] Aruba
# [ - | IDIP REDIRECT | ‘[any < [on | wired_B02.1X Authz —
|| Brocade
5 Add All Conditions Below to Library || CERTIFICATE
| Cisco
Condition Name Description AND
. _ b I: [ Cisco-B85M
w | Wired B02.1X 'u'| Normalised Radius: RadiusFlowType EQUALS WiredB02_1x AND
E ¢ [Network Access:E... o] | Equals - | Q|

16. Click the plus icon in the then box.

17. Select Standard.
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Profile

( L)
cj ¥ | @'
[ Secunty Group H
E Standard »

18. Select IDIPRedirect.

( L)
@ = &
@ Blackhole Wireless Access!

{&d Cisco_IP_Phones

@ Cisco_Webauth

{4 DenyAccess

(44 IDIPRedirect

{4 NSP_Onboard

{4d Non_Cisco_IP_Phones

(G PermitAccess

NIST SP 1800-3C: Attribute Based Access Control
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e5 e

Compliant_Dey

Employee EAR

Employee Onb
Wi-Fi_Guest A

Wi-
Fi_Redirect_to|
n

OO0 & ©

IDIPRediract

o =+

© # [@ - | IDIP REDIRECT

| if|A.n'_-,'

b |and | Wired B02.1X...

& |then| IDIPRedirect =

BYQI

b BYC

Gues
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19. Click Done.

i@ IDIP REDIRECT 1 Wired_B802.1X 1 Network on IDIPRedirect
. Access:EapAuthentication EQUALS EAP-
MSCHAPvZ

20. Click Save.

Machine Authorization Policy Rule
21. Navigate to Policy > Policy Elements > Results.

22. In the left sidebar, navigate to Authorization > Downloadable ACLs.

» Work Centers

Edit | =

“tlubie  Identity Services Engine Home  » ContextVisbilty  » Operations » Administration

Policy Sets  Profiling Posture  Client Provisioning = ~ Policy Elements

Dictionaries » Conditions - Results

(<]
Downloadable ACLs
» Authentication
T .
+ Authorization J Edt  ckAdd [{yDuplicate | 3 Delete
[ nName Description

EALTETEEIE i ] DENY_ALL_TRAFFIC Deny all traffic

Downloadable ACLs [ PERMIT_ALL_TRAFFIC Allow all Traffic
» Profiling
+ Posture

» Client Provisioning

NIST SP 1800-3C: Attribute Based Access Control
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23.

Click Add.

24. For Name enter Wired_AD_ONLY.

25.

26.

27.

28.

29.

30.

31.

32.

33.

For DACL Content match the entry below.

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

*Name | Wired_AD_ONLY

Description
* DACL Content 1 permit udp any eq 68 any eq 67
2 permit udp any any eq 53
3 permit tcp any eq 3389 any
4| permit ip any host 10.33.7.230
5
B
7
8
9
10
» Check DACL Syntax
EED3 [ concel |

Click Submit.
Navigate back to Policy > Policy Sets.

Click on Default in the left sidebar.

Click the triangle next to the edit button on the IDIP REDIRECT line.

Click Insert New Rule Above.

ﬁ IDIP REDIRECT Wired_802.1X Network IDIPRedirect
Access:EapAuthentication EQUALS EAP-
MSCHAPvZ

Basic_Authenticated Acces Network_Access_Authentication_Passed PermitAccess
s

Default DenvAccess

Enter Wired Machine for the name.
Click the plus button next to condition.

Choose Create New Condition.

Select Attribute = | | AuthZ Pr... 9P |

itk
Insert New Rule Above

| Insert New Rule Below |

Duplicate Above
Duplicate Below
Delete

| Select Existing Condition from Library | @i gr

Create New Condition (Advance Option) |

NIST SP 1800-3C: Attribute Based Access Control
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922 34. In the Select Attribute box, click the arrow.

923 35. Select PxGrid_Users.
acknole_Wireless_ACCESS | pictionaries
isco_IP_Phones ( D)
on_Cisco_IP_Phones - = _
armitAccess i Microsoft :

|| Motorola-Symbof »

armitAccess BYOD [ MSE H

[ Network Access
SP_Onboard BYOD == Normalised Radius

BrmitAccess Guests || PassivelD
isco WebAuth || pxGnd_Llsers
|| Radius
= Ruckus
thZ Pr... ap 5 Session
Library . Threat
[ wiser
Description
|select Attribute 10
924
925 36. Select ExternalGroups.
pxGrid_Users
( =)
W IdentityAccessRestricted
926
927 37. In the equals box, click the arrow.
928 38. Select ABAC.TEST/Users/Domain Computers.
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ckhole_Wireless Access
co_|IP_Phones

1_Cisco_|P_Phones
‘mitAccess
‘mitAccess BYOD

P_Onboard BYOD
MitACCess Guests

co_WebAuth

\Z Pr... P

ibrary

Description

p)

I @ @ @ E B BB BB B @E

|prrid_Users:Ext... | |Equal5 v| |

39. In the Then box, click on the plus icon.
40. Click the arrow in the Select an Item box.
41. Click the cog in the top right of the pop-up window.

42. Select Add New Standard Profile.

-

]

-

ABAC.TEST/Users/DnslUpdatePromy
ABAC.TEST/Users/Domain Admins
ABAC.TEST/Users/Domain Comput...
ABAC.TEST/Users/Domain Controll...
ABAC.TEST/Users/Domain Guests
ABAC.TEST/Users/Domain Users
ABAC.TEST/Users/Enterprise Admins
ABAC.TEST/Users/Enterprise Read-...
ABAC.TEST/Users/Group Policy Cre..
ABAC.TEST/Users/Protected Users
ABAC.TEST/Users/RAS and IAS Ser...

ABAC.TEST/Users/Read-only Domai...

r-.ga -
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Profile
J Permissions [ p]
Blackhole_Wireless Access = n
=R {E}?
Eloes fHlaias £ Security Group i0k Add New Security Group
Mon_Cisco _IP_Phones E= standand Eé'} Add MNew Standard Profile
PermitAccess
PermitAccess BYOD
MSP_Onboard BYOD
PermitAccess Guests
Cisco_WebAuth
a Select an item =
|Select an item O =4
934 A o
935 43. Name the profile Wired_AD_ONLY.
936 44. In the Common Tasks section, check the box next to DACL Name.
937 45. Select Wired_AD_ONLY from the drop-down.
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Add New Standard Profile
Authorization Profile

* Name | Wired_AD_ONLY |

Description | P

* Access Type [ACCESS_ACCEPT -]

Network Device Profile i Cisco + &2

Service Template [
Track Movement [

Passive Identity Tracking i

« Common Tasks

DACL Name Wired_AD_ONLY] M

~| ACL (Filter-ID)

VLAN

| Woice Demain Permission

« Advanced Attributes Settings

i [select an item O] = +]
938
939 46. Click Save.
Authorization Profile "Wired_AD ONLY" is created
successfully.
940 ' )
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47. The completed rule should look similar to the one below.

> Wired Machine pxGrid_Users:ExternalGroups EQUALS Wired_AD_ONLY
ABAC.TEST/Users/Domain Computers

User Authorization Policy Rule
48. Navigate back to Policy > Policy Elements > Results.

49. In the left sidebar, click on Authorization > Downloadable ACLs.

‘Uth:  Identity Services Engine Home  » ContextVisbiity  » Operations

Policy Sets  Profiling  Posture  Client Provisioning =~ - Policy Elements

Dictionaries » Conditions  ~Results

Downloadable ACLs
» Authentication

~ Authorization J Edit | ghAdd  [fyDuplicate | 3¢ Delete

[] MName
Authorization Profiles [ DENY ALL TRAFFIC
Downloadable ACLs [ PERMIT_ALL_TRAFFIC
Wired_AD_QONLY
} Profiling ) wired_AD_
» Posture

¢ Client Provisioning

» Administration

Description
Deny all traffic
Allow all Traffic

Edit | =
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50

51

52

53

54

55

56

57

58

59

60

61

62

. Click Add.
. In the Name field, type Wired_PERMIT_ALL.

. In the DACL Content field, type permit ip any any.

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Name | Wired_PERMIT_ALL

Description

* DACL Content perrmit ip any any

1
2
3
4
L
6
T
a8
]
0

=

» Check DACL Syntax

T3 ( concel |

. Click Submit.
. Navigate back to Policy > Policy Sets.

. Click on Default in the left sidebar.

. Click the triangle next to the edit button on the IDIP REDIRECT line.

. Click Insert New Rule Below.

Erit | =
{ Insert Mew Rule Above

Insert Mew Rule Below

| Duplicate Above
Duplicate Below
Delete

. In the name field, type Wired User.

. Click the plus icon in the condition box.

. Select Create New Condition.

. In the Select Attribute box, click the arrow.

. Select PxGrid_Users.
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acknole_Wireless_ACCESS | Dictionaries

isco IP_Phones [ P]
on_Cisco IP_Phones - E - "
armitAccess I Microsoft ?
|| Motorola-Symbol »
armitAccess BYOD | MSE »
|| Network Access »
SF_Onboard BYOD = Normalised Radius »
SrMitACcess Guests (] FassiveiD Y
isco_WebAuth || pxGrid_Users »
|| Radius »
[ Ruckus »
thZ Pr... qp E5) Session ,
Library | Threat »
) wisPr H
Description
|Select Attribute 10| |
962
963 63. Select ExternalGroups.
o)
W IdentityfAccessRestricted
964
965 64. In the equals box, click the arrow.
966 65. Select ABAC.TEST/USERS/Domain Users.
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rmitAccess BYOD

3P_Onboard BYOD
rmitAccess Guests
500 WebAuth

ired_AD_OMLY

IPRedirect

hZ Pr... 9P

Library

Description

o)

 § B E EEEDEEE B E

|prrid_Users:Ext... | | Equals

- |

66. Click the cog.

67. Select Add Attribute/Value.

n a Add All Conditions Below to Library

y Condition Name Description

- -

1]

ABAC.TEST/Users/Cloneable Domai...
ABAC.TEST/Users/Denied RODC Pa...
ABAC.TEST/Users/DnsAdmins
ABAC.TEST/Users/DnsUpdateProxy
ABAC.TEST/Users/Domain Admins
ABAC.TEST/Users/Domain Comput...
ABAC.TEST/Users/Domain Controll...
ABAC.TEST/Users/Domain Guests
ABAC.TEST/Users/Domain Users
ABAC.TEST/Users/Enterprise Admins
ABAC.TEST/Users/Enterprise Read-...
ABAC.TEST/Users/Group Policy Cre..

-’-.EA -

Edit| =

Edit| =

v | pxGrid_Users:Ext...

| | Equals

[ABAC.TEST/User...

AND ok

.

Add Attribute/Value

Add Condition from Library
Duplicate

Add Condition to Library
Delete

J

68. In the new attribute box, select Network Access.
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Lictonares
( L)
= "
[ TdentityGroup »
[ Internalliser »
|| Juniper ¥
[ Microsoft >
|| Motoroia-Symbol ¥
[ M5E ¥
[ Nebwork Access >
[ Normalised Radius »
|| PassivelD ¥
|| pxGrd_Users H
|| Radius ¥
|| Ruckus ¥

l

69. Select WasMachineAuthenticated.

Network Access

(

=)

=g

=]
=]
E]
=]
=]
E]
=]
=]
=]
=]
=]
=]

Il

v

EapTunnel
GroupsOrittributesProcessFailure
ISE Host Name
MachineAuthenticationloentibyStore
MNetworkDeviceName

Protocol

RADIUS Server

RADIUS Server Sequence
SessionLimitExceeded

UseCase

UserMame

WasMachinefAuthenticated

70. In the equals box, select True.

71. In the then box, click the plus icon.

72. Click Select an item.

73. Click the cog.
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74. Select Add New Standard Profile

75. In the name field, put Wired_PERMIT_ALL.

76. In the Common Tasks section, check the box next to DACL Name.
77. In the box that appears, select Wired_PERMIT_ALL.

78. Click Save.

@ Authorization Profile "Wired_PERMIT_ALL" is created
successfully.

79. Back on the Policy page, click Save again. The final rule should look similar to the one below.

@ Wired User pxGrid_Users:ExternalGroups EQUALS Wired_PERMIT_ALL
ABAC.TEST/Users/Domain Users
MNetwork Access:WashMachineAuthenticated
EQUALS True

2.7 Install RSA AA

RSA AA (On-Premise) comes packaged as a virtual snapshot that must be installed on a virtual machine
(VM). A full installation requires core and back office applications, database scripts, and maintenance
tools — all necessary for this build. Follow these instructions to install RSA AA for the identity provider.

1. Logonto VMware and load the RSA AA virtual appliance (e.g., Adaptive Authentication [On-
Premise] 7.0.0.0-SNAPSHOT).

2. Start the RSA AA VM using VMware.
3. Logon to the server that hosts the new VM.
4. Launch the RSA AA installation file.

5. On the Installation Types screen, select Full to install all required components. Then, click Next.
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6.

7.

Adaptive Authentication (On-Premise) Installation Module

Installation Types
Select the installation kvpe which best suits your requirements, R SA

The Security Division of EMC

Select the bype of installation that you want to perform, Click Mext when vou are ready to continue,
ead
Recommended. Installs all components including the databases, core applications, Back.
Office applications, development utilities, and maintenance utiities.
& Databases
Installs only the databases [(Core Database, Back Office Database, and Case
Management: Database),
3 ) Core Applications
Installs anly the care applications (Adaptive Authentication, Adaptive Authentication
Admin & Scheduler), The databases must already be installed.
) & Back Office Applications
Installs only the Back Office applications. The databases and core applications must
already be installed
> & Maintenance Uil

ies

For system administrators, Installs only the mainkenance utilities,
3 £ Development Utilities

For developers, Installs only the development utilties,
3 ) Custom

Installs anly selected components,

[ < Back ][ Next = ] [ Cancel ]

Click Next in the Installation Components screen.

| Adaptive A ication (On-Premise) Installation Module

Installation Components
Select the components you want to install, R S A

The Security Division of EMC

= ] Databases

ik Core Database
& Back Officz Databas

k Case Management Database
1] Core Applications

& Adaptive Authentication
i Adaptive Authentication Admi
ik scheduler
1] Back Office Applications

ik Access Management

t Administration Console, Policy Management and Customer Service Application:
|t Aggregate Device Token

* Case Management
i Report Viewer
g web Services Credentials Manager
#k Maintenance Utlities
¢k Development Utilities

Copyright © 2011 EMC Corporation. All Rights Reserved.

[ < Back H Next > l [ Cancel ]

In the environment screen, set the database type (MS SQL) and the JDBC driver file as shown in

the following screenshot.
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1 Adaptive Aulhenl‘icaﬂ‘m\ (On-P

Environment g
Select the database and application server types in your environment. R S A

The Security Division of EMC

D: Type
() Orade

@ MSsqL
Select the JDBC driver file for all databases

308 Drver Fle € Program Fies\Apache Sofiwere FoundationtTameat 7.0blsadoct o ]

JDBC Driver .cDm‘micrusuftsqlsarver.jdbc.SQLServeanver

Application Server

(@ Tomcat

() WebSphere

Directories

Main Directory  |c:Yysa 1

Copyright € 2011 EMC Corporation. All Rights Reserved.

[ <Back ][ mext= | [ cencel |

1002

1003 8. For the core database setup, create a new database, and set the core database properties and
1004 credentials.

Core Database
Enter the connection parameters for the Core Database. R SA

The Security Division of EMC

Core D Setup

Generate and save sql scripts to:

(@ Create a new database
() Use newly created database

Run the sql scripts

Core D Properties
Host :I.nm\huéi

Port |1233

Instance (optional)

Name ;_RSA_CORE_AA
Schema :_dho

Core D: C

Administrator Username |sa

Administrator Password

Core Applications Username irsafoorefuser

Core Applications Password | & ITTTYY

Note: passwords must comply with the company and database password policy

Copyright © 2011 EMC Corporation. All Rights Reserved.

[ < Back ][ Next > ][ Cancel ]

1005

1006 9. On the Core Database screen, set parameters for the data and log files (directory, name, size,
1007 and growth).
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5 Adaptive Authentication (Gn-Premise) Installation Module

Core Database
Enter the creation parameters for the Core Database. R SA

The Security Division of EMC

Data File
Directory  |C:\temp\db

Name |RSA_CORE_AA_DATA
Size (MB) 100

Growth (MB) |10

Log File
Directory C:\temp\db
Name |RSA_CORE_aa_L0G

Size (MB) 100

Growth (MB) |10

Copyright © 2011 EMC Corporation. All Rights Reserved.

[ < Back ][ Mext > ] [ Cancel ]
1008
1009 10. On the Core Applications screen, select to install the image service, and provide the web service
1010 credentials and application server properties.
=T < )
Core Applications
Enter the connection parameters for the application server,
The Security Division of EMC
Configured applications (.war files) are saved for later use

Image Service

Install the Image Service

Web Services Cl

Core applications access credentials (The credentials used in API calls)

Username | callerld

Password (eesesssees

Application Server Properties

Host localhost

Port |8080

Copyright © 2011 EMC Corporation. All Rights Reserved,
[ < Back ][ Mext = ] [ Cancel ]

1011
1012 11. On the Site-to-User Authentication screen, select Install site-to-user images, which defines how
1013 the site authenticates users. Select Save images in the Core Database and select the directory
1014 shown in the following screenshot as the source directory. During enrollment, users are asked to
1015 select a personal image for authentication.
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5:n Adaptive Authentication (On-Premise) Installation Module g@@

Site-to-User Authentication
Install site-to-user images R SA

The Security Division of EMC

Site-to-User Images
st

(%) Save images in the Core Database

CrTRRRITAE

() Save images in the file system

Source Direckory ‘C:\DEV\SPZ\IMAGES | [ Browse, ..

[ < Back ][ Next = ] [ Cancel ]

12. Review the configuration options on the Installation Parameters Summary and click Install. Once
complete, you can confirm that the installation was successful by viewing the log files.

g — _ ]
;}‘m Adaptive Authentication (On-Premise) Installation Module !E

Installation Parameters Summary
Review the following installation parameters that you provided, If the parameters R S
are correct, dick Install, To change the parameters, dick Back to return to the

relevant screen(s)

The Security Division of EMC |

Customer Name: rsa &
Selected Components

Core Database

Back Office Database

Case Management Database
Adaptive Authentication

Adaptive Authentication Admin
Scheduler

Access Management
Administration Console, Policy Management and Customer Service Applications
Aggregate Device Token

Case Management

Report Viewer

Web Services Credentials Manager
Maintenance Utilities

Development Utilities

m

Databases

Core Database Host and Port: localhost: 1433

Core Database Name: RSA_CORE_AA

Back Office Database Host and Port: localhost: 1433

Back Office Database Name: RSA_BO_AA

Case Management Database Host and Part: localhost: 1433

Case Management Database Name: RSA_CM_AA

Core Applications T
Host and Port: localhost: 8080

Configurations Direcotory: ciysa_70\configs

Logs Directory: c\rsa_70%ogs

Back Office Applications

Host and Port: locahost:8080 =

Copyright © 2011 EMC Corparation. All Rights Reserved.

< Back H Install I [ Cancel

2.8 Configure RSA AA Rules

RSA has a built-in policy management application that allows administrators to create and update rules
for user login based on various scenarios. For example, high-risk users can be required to answer
challenge questions or respond to an out-of-band SMS. For more information, see the Back Office User’s
Guide. This example shows how to create a challenge rule for users to confirm identity for large
transactions using an out-of-band SMS code. RSA Back Office allows administrators to manage setup
policy for enabling the enhanced features provided by the RSA adapter, such as answering challenge
guestions and providing SMS confirmation codes enabled through this interface.
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2.8.1 Create Rule for Non-Persistent User Enroliment

RSA AA requires information for each user to help verify their identity. These users are classified into

two groups: persistent and non-persistent users. A rule is created to request enrollment information for

non-persistent users, those not kept in the user database.

1. Login to the Back Office application
[http://xxx.xxx.xxx.xxx:8080/backoffice]

2. Once logged in, click Manage Rules under Policy Management. Select New Rule.
3. Inthe Rule Details (in the General tab):

a. Set Rule Name to User Enroliment Not Persistent - Adapter.

b. Set the Status to Production.

Note: The rule cannot be in production until it is created and approved by an
administrator.

c. In Event Type, select Create User and Enroll.

d. Setthe Orderto 1.

Policy Management Administration Customer Service

Edit Rule
1: General 2 Conditions Actions Summary
Define the general details for this rule.
Rule Details
+Rule Mame: User Enraliment Mot Persistent - Adapter
Description;
*Etatus Production j 7
Comment:
* Event Type: Event Type «
CHANGE_PHONE =
CHANGE_STATEMENT_SETTINGS
CHANGE_STU
| CREATE_USER
DEPOSIT
EDIT_PAYEE
7| EMROLL
EXTRA AUTH =
w Drder 1 ; Avallable Range: 1- 22 (7]
[(mext ) [ sevesent | [ cance
* Required Fiekd

5. Inthe Rule Conditions page, add a condition (Condition 1) and with one expression

(Expression 1). Set Expression 1 to Account Details such that Persistent User is Equal to FALSE.
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Policy Management L Customer Service

Edit Rule
- i, ano
Build the condition(s) for this rule using categones, facts, and operatars. You must add st least one conddion. Each condition must contain 3t least one exprassion
Rule Conditions
= Condition 1

~ | Expression 1

Account Details ¥ = | Persistant User ¥ =* |Equalto ¥ |=* |FALSE i
Jain Muliple Expression By | OR || | (@) Add New Expression
& Add ew Condtion
Back [ met | [ sawesea | [ concel
1046
1047 6. Click Next.
1048 7. Inthe Rule Actions page:
1049 a. Set Action to Challenge.
1050 b. Set Authentication Methods to QUESTION, OOBSMS, OOBPHONE, SECURID, and
1051 TeleSign2FASms.
1052 c. In Create Case, make sure that only for when authentication fails is selected.
1053 Then, click Next.
Policy Management Administration Customer Service
New Rule
1: General 2: Conditions. m Summary
Define the action to occur when the mule conditions are met
Rule Actions
*Action: Challange j
+Authenfication Method(s) Avallable Methodis) Selected Methodis) [7]
ooom 00000
oTP [#  ooBPHONE ]
® sEcuriD [E3]
TeleSign2FASms
Create Case: ¥ ‘when authentication fails  [7]
™ When authentication succeeds  [7]
Back Memt | [ swesb | [ concel
* Regured Fiekd
1054
1055 8. Review the rule settings in the Summary page. Then, click Save and Finish.
1056 Once created, a rule is in Work in Progress status until approved by an administrator.
1057 9. Click Status and Approve Status, then click Approve to set rule to Production status.
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Tdwatand  Sg 10 [% e L=

Evert Type Curvent Stat Paning sisas Actin (e

CREATE U136, AL P — AR R NT)

hnr Faralimars Rl Parsistent . Admpin
by e (i) 0154021218 Ty

= Rule Detalls j

You can use these steps to create each of the rules in the following sections.

2.8.2 Create Rule for Persistent User Enrollment

Persistent users are those that will be added to the user table.

Table 2-1 Persistent User Enrollment

Rule Name User Enrollment Persistent —Adapter

Event Type Create User, Enroll

Rule Order 2

Rule Condition IF (Account Details > Persistent User Equal to TRUE)
Rule Action Allow

Authentication Method

Create Case No

2.8.3  Create Rule for User Updates

Once users are created, a rule is applied to allow persistent users to update their information.

Table 2-2 User Update

Rule Name User Update

Event Type User Update

Rule Order 3

Rule Condition IF (Account Details > Persistent User Equal to TRUE)
Rule Action Allow

Authentication Method

Create Case No

NIST SP 1800-3C: Attribute Based Access Control

61



1068
1069
1070
1071

1072

1073

SECOND DRAFT

2.8.4  Create Rule for Challenge SMS

In this build, large transactions require users to respond to an out-of-band SMS challenge during

authentication. When transactions meet the prerequisite, a random code will be sent to the user’s SMS-

enabled device that must be entered to confirm the transaction.

Table 2-3 Out-of-Band SMS

Rule Name Challenge SMS for Payment

Event Type Challenge

Rule Order 4

Rule Condition IF (Transaction Details > Transaction Amount is BE-

TWEEN 5000 and 10000)

Rule Action Allow
Authentication Method | 1. OOBSMS

Create Case When Authentication Succeeds
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2.8.5 Increase SMS Token Length

The default token length for out-of-band SMS is currently set to four digits. Access the Administration
tab on the Back Office application. Under Components, select Authentication Methods and scroll down
to the Out-of-Band SMS section. Adjust the token length by changing the value of SMS - OTP Token
Length to six.

Figure 2-1 Out-of-Band Token Length

“Adaptive
SA Authentication

Administration

L-g Impiort @ Export (2 Undo &1l Changes Puhhsh

Components Authentication Methods
Applcation #BA - Default Session Time-out (seconds): G600 [7]
Authertication Methads KBA - Fraud Mofification Before Session Time-out: F [z

Back Otfice Applications
Billing
Database Maintenance

- Out-of-Band SMS

Device Management

Fraudhistwark ;
srraudistwer SMS - Service URL https firnp authentify.comis2sidetault asp |
External Data Providers
Momtcning Anet Alets SMS - Gustomer ID; REA_AADP | 121
Risk Engine 5MS - Account 1D: 9988 | 12l
Scheduled Tasks
SMS - Bervice License Key: SEEEEEENENIRRNREIRS |
Security
“‘ SME - Ternplate Default Language en | [71
#*5ME - OTP Allowed Symbols: nurmhers Ll [zl
+ B80S - OTP Token Length B
#B8MS - Maximum Connections per Host: 20 [?]
#5MS - Auth Level: 850 12
SMS - Use HTTP Proxy B
SMS - Template Path: cirsaiconfigs [?7]
*BME - Default Session Time-out (seconds): B00 (71

* Required Field

2.8.6  Create Policy for Session Sign-In

The following rules create different sign-in scenarios for users based on an RSA-generated risk score at
the time of login. RSA AA uses a risk engine to give users a risk score to determine a level of trust at the
time of access. See the tables in Section 2.8.8 for the session sign-in parameters for each risk level.
Before the session sign-in rules are created, lists need to be created to group users together. This build
will group users into four categories based on risk level (low, medium, high, and critical).
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1087 2.8.7  Create Lists for Session Sign-In

1088 1. Login to the Back Office application.

1089 2. Go to Policy Management and select Manage Lists.

1090 3. Set List Name to Low Risk Users, List Type to User ID, and Status to Enabled.

1091 4. Under List Content, select Add Value and set the Value to demolowrisk and Organization to
1092 default.

1093 5. Click Add Value.

1094 6. Click Save.

1095 Repeat these steps to create a list for Medium, High, and Critical risk users.
1096  Figure 2-2 Successful List Created

"Adaptive
KEIN A\ thentication

Policy Management [ ISUAT

Manage Lists

Manage lists using the table below. To edit a list, click on the List Narme,

+ Success! Z

Low Risk Users has been saved successfully.

eeeeeeeeeeeee

1097

1098 2.8.8  Create Rules for Session Sign-In
1099 Repeat the steps as in Section 2.8.1 to create the session sign-in rules for different user groups.

1100 Table 2-4 Session Sign-In — Low Risk

Rule Name Session Sign In — Low Risk

Event Type Session Sign-in

Rule Order 5

Rule Condition IF (Account Details>User ID within Low Risk Users)
Rule Action Allow

Authentication Method

Create Case No

1101  Table 2-5 Session Sign-In — Medium Risk

Rule Name Session Sign In — Medium Risk

Event Type Session Sign-in

Rule Order 6

Rule Condition IF (Account Details>User ID Within Medium Risk Users)
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Rule Action Allow
Authentication Method 1. Question
Create Case When Authentication Fails

1102  Table 2-6 Session Sign-In — High Risk

Rule Name Session Sign In — High Risk
Event Type Session Sign-in
Rule Order 7
Rule Condition IF (Account Details>User ID Within High Risk Users)
Rule Action Challenge
Authentication Method 1. OOBSMS
2. OOBPhone
Create Case When Authentication Fails

1103  Table 2-7 Session Sign-In — Critical Risk

Rule Name Session Sign In — Critical Risk

Event Type Session Sign-in

Rule Order 8

Rule Condition IF (Account Details>User ID Within Critical Risk Users)
Rule Action Challenge

Authentication Method 1. Securid

Create Case When Authentication Fails

1104 2.8.9  Create Rule to Allow Forced Sign-In for Payment

1105  The rules for session sign-in in the preceding sections were based predefined facts built within RSA AA.
1106  This build requires a rule that uses additional facts that are not within the build. Fortunately, new facts
1107  can be created within the Back Office application. Once custom facts are created, they can be used to
1108  build further rules.

1109 2.8.10 Create Custom Fact

1110 1. Login to the Back Office application.

1111 2. Go to Policy Management and select Manage Custom Facts.

1112 3. Select New and set the Field Name to Force Workflow, Field Type to String, and Status to
1113 Enabled.
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‘Adaptive
RSA Authentication

Paolicy Management Administration Customer Service

Mew Fact

Complete the fields below to define a Custom Fact in the system

Custom Fact Details

Categonyg Custom Facts
#£act Name FORCE WORKFLOW | 21
*Field Type: String j 121
* Status: {Enabled j
Description: |

* Fieguired Fieid

1114
1115 4. Click Save.

"Adaptive Logged in as: admin | Logout
ETAY Authentication O ,Th

[IUCHUIEYPURNE  Administration | Customer Service

Manage Custom Facts

Manage custorm facts using the table below. To edit a fact, click on the Custom Fact Narme. You may manage up to 1000 custorn facts

& Success! =

FORCE WORKFLOW has been saved successfully.

[ New 3@ Delets tems tunt Showng 10|~ oerpage. 4 4 page[ _rJor1 b 41
7] custom Fact Hame Fact Type staus Date Madined -
FoRcEWORKFLOW S s 201507401517 @M1

1116 |

1117 5. Create a new rule using this custom fact that allows payment if this fact is met. Use the settings
1118 in the following table.
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1119 Table 2-8 Force Allow

Rule Name Force Allow

Event Type Payment, Session Sign-in

Rule Order 9

Rule Condition IF (Custom Fact > Force Workflow Equal to Allow)
Rule Action Allow

Authentication Method

Create Case No

1120 2.9 Install and Configure PingFederate-RP

1121  The PingFederate installation in this section is for the Federation Server at the RP. This is the only

1122  component at the RP in this section. Even though the goal of this section is to set up the federation for
1123  the IdP, the basic configuration of the PingFederate-RP in this section is necessary to produce metadata
1124  that is exchanged with the IdP. A complete configuration of the PingFederate-RP will be performed in
1125  Section 3 of this guide.

1126 1. Logon to the RP’s server that will host the PingFederate service, and follow the instructions at
1127 the link below to install PingFederate and run it as a Windows service.

1128 https://documentation.pingidentity.com/display/PF73/Installation

1129 2. Follow these steps to perform a basic configuration of the PingFederate-RP and export the
1130 metadata.

1131 3. Launch your browser and navigate to the PingFederate app URL:

1132 https://<DNS_NAME>:9999/pingfederate/app. Replace DNS_NAME with the fully qualified
1133 name of the RP’s PingFederate server (e.g., https://rp.abac.test:9999/pingfederate/app).
1134 4. Logon to the PingFederate application using the credentials you configured in the previous
1135 installation section.

Help | About | Logout (Administrator)

License Violation: Expiration date passed

APPLICATION INTEGRATION SETTINGS © SYSTEM SETTINGS (@ CERTFICATE
i MANAGEMENT

ADMINISTRATIVE

FEDERATION SETTINGS ® Funcrions
1136
1137 5. On the Main Menu under System Settings, click Server Settings.
1138 6. Click the Roles and Protocols tab.
1139 7. Select Enable Identity Provider (IdP) role and support the following.
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8. Select SAML 2.0.
9. Select WS-Federation.
10. Select Enable Service Provider (SP) role and support the following.

11. Select the SAML 2.0.

Select the roie(s) and profocolfs) that you infend fo use wifi your federation partners

Cancel < Previous HNext = Save

12. Click Next.

13. On the Federation Info screen, enter the Base URL and SAML 2.0 Entity ID using the format
https://<DNS_NAME>:9031 (e.g., https://rp.abac.test:9031).

14. Enter the WS-Federation Realm using the format urn:<DNS_NAME>
(e.g., urn:rp.abac.test).

Note: Keep a copy of the urn, because it will be used later to configure the WS-Federation
relationship with SharePoint.
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@ Main (8 Server Settings

Systern Administration  System Info  Runtime Notifications Runtime Reporting  Account Management Roles & Protocols

+ Federation Info [ ECURY LT EREEAT T ELT

You must create a unique identifier for your server for use with your federation partners. A unigue identifier is required for each protocol
enabled. You will need to communicate this with your partners out-of-band or through metadata exchange. The Base URL is used o
construct other URLS in the system and may be used as part of your system 10.

Base URL hittps://rp.abac test-9031 (U]

SAML 2.0 Entity ID hitps://rp.abac test:0031

WS5-Federation Realm umirp.abac test

m

15. Click Save.
16. On the Main Menu under Administrative Functions, click Metadata Export.

17. On the Metadata Role screen, select | am the Service Provider (SP).

4 Metadata Role

This system is configured fo act as both an IdP and an SP. For which role would you like to generate metadata?

© 1 am the Identity Provider (1dP)
@ | am the Senice Provider (SP)

Canc EI m

18. Click Next.

19. On the Metadata Mode screen, select Select information to include in metadata manually.
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@ Main | (® Export Metadata

Metadata Role

v Metadata Mode Protocol Attribute Contract Signing Key Metadata Signing Export & Summary

You can generate metadata specific to a connection, including the Attribute Contract and pubiic key. Or you can provide a new contract
and select a key manually. The resulting metadata may be shared with your partner to simplify connection creation.

@ Use a connection for metadata generation
@ Select information to include in metadata manually

Use the secondary port for SOAP channel

. F'rE.VI s

1159
1160 20. Click Next.
1161 21. On the Protocol screen, make sure that SAML 2.0 is listed.

@ Main

[LEGUEICRGI R I EELEIGE GG & Protocol  Attribute Contract  Signing Key  Metadata Signing XML Encryption Certificate

(®) Export Metadata

Export & Summary

For this metadata file, choose from among the federation protocols you have enabled that support metadata exchange with partners.

SAML 2.0

Cancel < Previous
1162

1163 22. Click Next.

1164 23. On the Attribute Contract screen, click Next.

1165 24. On the Signing Key screen, select the certificate that will be used to sign communications with
1166 the IdP.
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® Main  (®) Export Metadata

WEELEIG R R TG T ETEN T R o o v Y DI CRG L G e 8l % Signing Key  Metadata Signing XML Encryption Certificate

Export & Summary

The metadata may contain a public key that this system uses for digital signatures. If you wish to include a key, please select from the
list of available signature keys.

DIGITAL SIGNATURE KEYS/CERTS

01:30:DB:8C:25:AB (cn=demo dsig new) B

Cancel < Previous

25. Click Next.

26. On the Metadata Signing screen, if you plan to sign the metadata file that will be exported,
select the certificate that will be used to sign the file.

@® Main | (®) Export Metadata

Metadata Role  Metadata Mode Protocol  Attribute Contract  Signing Key Bvall EEhETERRTHLTTT IR ST fs R e=tyei it

Export & Summary

| From this list of certificates, choose which one fo use for signing the selected file.

Signing Certificate - SELECT - B

Manage Certificates...

Cancel < Previous

27. Click Next.

28. On the XML Encryption Certificate screen, select the certificate that the Identity Provider will
use to encrypt XML messages.
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® Main (=) Export Metadata

Metadata Role Metadata Mode Protocol Attribute Contract  Signing Key  Metadata Signing [B+@ (1M Te ¥ il W= 110

Export & Summary

The metadata may contain a certificate that your partner can use to encrypt XML content. If you wish to include a certificate, please
select one from the list.

ENCRYPTION KEYS/CERTS

01:4C:09:35:30-19 (cn=demo-sp-enc) E|

Manage Certificates...

. F'revl o

1175
1176 29. Click Next.
@® Main (=) Export Metadata
Metadata Role Metadata Mode Protocol Attribute Contract  Signing Key Metadata Signing XML Encryption Certificate
¥ Export & Summary
Glick the Export button to export this metadata to the file system.
Export Metadata
METADATA ROLE
Metadata role Senice Provider
METADATA MODE
Metadata mode Select information manually
Use the secondary port for SOAP channel false
PROTOCOL
Protocol SAML 2.0
ATTRIBUTE CONTRACT
Attribute MNone defined
SIGNING KEY
1177
1178 30. Click Export.
1179 This will create an export file that contains the metadata of the RP, which you can download
1180 using the browser. This file will be used later in the section, when configuring the PingFederate-
1181 IDP.
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i ™
Opening metad ata.xmi‘ ﬁ

You have chosen to open:

metadata.xml

which is: XML file (3.6 KB)
from: hitps://rp.abac.test:9999

What should Firefox do with this file? I
(7) Dpenwith | Applications\EXCEL.EXE (default) ']
@ : Save File

[7] Do this automatically for files like this from now on.

| ok || concel |

EE

2.10 Install PingFederate-IdP

This PingFederate installation in this section is for the PingFederate-IdP.

Log on to the server that will host the PingFederate service for the IdP, and follow the instructions at the
link below to install PingFederate and run it as a Windows service.

https://documentation.pingidentity.com/display/PF73/Installation

2.11 Install the SCE Plug-in for the PingFederate-IdP

The SCE Plug-in integrates the features provided by RSA AA with PingFederate-IdP by providing a
customizable user interface when RSA AA is accessed. New users will be enrolled into RSA’s enhanced

security features and be prompted to provide information such as security questions, a phone number,

email address, and an SMS-enabled device. Follow the instructions below to install the SCE Plug-in
adapter for the IdP. The variable <PF-install> used in the instructions corresponds to the PingFederate
installation path. In this build, the PingFederate installation path was c:\pingfederate-7.3.0.

1.

2.

Log on to the server that hosts the PingFederate service for the Identity provider.

Download the SCE Plug-in adapter jar file (e.g., sce-adapters-pingfederate-aa.1.1.jar) to

the local PingFederate server.

Copy the jar file to <PF-install>/server/default/deploy

From the adapter dist/conf/template folder, copy all .html files to

<PF-install>/server/default/conf/template.

From the adapter dist/conf/template/assets folder, copy the aa folder to

<PF-install>/server/default/conf/template/assets

From the adapter dist/data/adapter-config folder, copy the aa folder to
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7.

2.12

<PF-install>/server/default/data/adapter-config
From the adapter dist/1ib folder, copy all .jar files to

<PF-install>/server/default/lib

Install the Situational Context Connector for the PingFederate-IdP

The Situational Context Connector and a Session Validator must be installed. In this build, both are
installed on the PingFederate-IdP Server.

2121
1.

2.

Install Situational Context Connector
Log on to the server that hosts the PingFederate service for the Identity provider.

Download the Situational Context Connector integration zip file (e.g.,
Situational Context Connector v21.zip) to the local PingFederate server.

Stop the PingFederate service if it is running.

Unzip the integration kit distribution file (situational Context Connector v21.zip)and copy

the adapter file, pf.plugins.ise-idp-adapter.jar, from the /dist to the PingFederate
“deploy” folder:

<PF_install>\pingfederate\server\default\deploy

Create a new sub-directory under the PingFederate \deploy folder called “portal.”

<PF_install>\pingfederate\server\default\deploy\portal\

Create a new sub-directory under the new \portal\ directory called “gateway.”

<PF_install>\pingfederate\server\default\deploy\portal\gateway\
Copy the “index.jsp” from the Adapter .zip /dist folder to

<PF_install>\pingfederate\server\default\deploy\portal\gateway\

Edit the sessionldCookie.setDomain parameter in the index.jsp file to specify the cookie
domain of your PingFederate server (Note: valid cookie domains must contain a minimum of
two “dots.” For example “.company.com.”
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response.addHeader("sessionld"”, request.getParameter({"sessionId"));

Cookie sessionldCookie = new Cookie("sessionId”, request.getParameter("sessionId"));
sessionIdCookie.setSecure(true);

sessionIdCookie.setPath("/");

sessionIdCookie. setHttpOnly(true);

sessionldCookie.setDomain(".abac.test");

response.addCookie(sessionIdCookie);

List<Cookie> cookies = Arrays.aslist{request.getCookies());
String resumePath = new String();

for{Cookie cookie : cookies){
if (cookie.getMame().equalsIgnoreCase("ResumePath™)) {
resumePath = cookie.getValue();

¥
1228 }

1229 9. Start or restart the PingFederate server.

1230 2.12.2 Install Situational Session Validator

1231 1. Onthe same PingFederate-IdP server, unpack the contents of the

1232 Situational Sessionvalidator.zip file found in the Context Connector integration kit zip file
1233 (situational Context Connector v21.zip).

1234 2. Navigate to the folder where you unpacked the Situational Session Validator and locate the
1235 redirector.properties file.

1236 3. Edit the valuesin the redirector.properties file according to your environment.

redirectorHTTEPort=8080

fredirectorSSLPort Number matches the Port configured in Cisco
ISE Guest Portal

redirector3SLPort=8000

fredirectorDomain is the doamin for the PingFederate Server
redirectorDomain=abac.test

fpingFederatelddres=s is the resoclvable URL for PingFederate
pingFederatefddress=https://10.33.7.4

fpingFederatePort i= the port for the PingFederate Server
pingFederatePort=9D3ﬂ

1237

1238 Note: As shown above, the redirectorSSLPort should be the same port number that you chose
1239 for the Guest Access Portal settings during the ISE configuration. For this build it is set to 8000.
1240 4. Start the session validator by running the runme script, runme .bat . Afterward, you
1241 will see a Command Prompt window pop up running the script.
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= CA\Windows'\system32\cmd.exe

nBituational_SessionlalidatorsS8ituational_SessionValidator>java —cp redirector
.properties —jar target redirector—1.8—jar—with—dependencies.jar
Cep 13, 2816 3:58:42 PM con.identityoverip.iam.PropReader readProps
INFO: Looking for properties file at location C:»Situwational_SessionlUalidator~5i
national_fSessionlValidatorsredirector.properties
:58:42.3172:INF0: imain: Logging initialized (F623ms
42 428 :INFO:0ejs.Serverimain: Jjetty—92.2_=z—SHAPSHOT
2@16—A?—13 15:58:42 _817:INF0:0ejs.S5erverConnector:imain: Started ServerConnectorl
ecb3S4{HTTP-1.1>{0. 0. 0._0:8086>
2E16—A?—13 15:58:43_.975:INF0:o0ejs.ServerConnector:imain: Started ServerConnectorl
Lc3bdbSB{SSL-HTTP-1.1>{8.0._0_08:30808>
PE16-A7-13 15:58:43_.975:INF0:oejs.S5erverimain: Started B2285ms

1242

1243 2.13 Configure PingFederate-IdP

1244 Follow the instructions in the subsections below to configure PingFederate as the Federation Server for
1245  the IdP.

1246 1. Launch your browser and go to https://<DNS_NAME>:9999/pingfederate/app.

1247 2. Replace DNS_NAME with the fully qualified name of the IdP’s PingFederate server (e.g.,

1248 https.//idp.abac.test:9999/pingfederate/app).

1249 3. Logon to the PingFederate app using the credentials you configured during installation.
€ ) B hitps:/idp abactestS998/ pingfedarsie/epp vga adapter tE O A

&) Most Visited [ Sharepoint Admin [ ABAC Top Level B> ABAC Finance | Nextlabs Reporter

PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

T_ APPLICATION INTEGRATION SETTINGS SYSTEM SETTINGS = CERTIFICATE

— MANAGEMENT

()

. ADMINISTRATIVE
.| FEDERATION SETTINGS ~ FUNCTIONS

)

N

1250
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2.13.1 Configure SAML Protocol

1. Onthe Main Menu under System Settings, click Server Settings.

2. Click the Roles and Protocols tab. Select Enable Identity Provider (IdP) role and support the
following.

3. Select SAML 2.0.

(-4 & hitps://idp.abac.test:9999/ pingfederate/app v | ‘ Q vga adapter ')| * B +

Most Visited @) Sharepoint Admin [} ABAC Top Level B> ABAC Finance I} Nextlabs Reporter

(® Main | (®) Server Settings

System Administration  System Info  Runtime Notifications ~ Runtime Reporting  Account Management Bl EFYGIGIH

Federation Info ~ System Options  Outbound Provisioning  Summary

Select the role(s) and protocol(s) that you intend to use with your federation partners.

Enable OAuth 2.0 Authorization Server (AS) role
Enable |dentity Provider (IdP) role and support the following:
SAML 2.0
Auto-Connect Profile

SAML 1.1

SAML 1.0
WS-Federation
Outbound Provisioning
WS-Trust
Enable Service Provider (SP) role and support the following:

Enable |dP Discovery role (SAML 2.0 only)

= prew =

4. Click Save.

2.13.2 Create Data Store for Microsoft AD
1. Onthe Main Menu under System Settings, click Data Stores.
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PingFederate

Help | About | Logout (Administrator)

License Violation: Expiration date passed

¥r Manage Data Stores

Manage data store definitions for use with attribute lookups.

DESCRIPTION SYSTEM ID USER TYPE LDAP  ACTION
TYPE
jdbc:sqlserverf10.33.7.12:1433,databaseName=R3A_CORE_AA JDBC-B342DF1B15A101BDFAAZZFB2A690588A479284B0  ping Database (Check Usage)
Jdbchsqgldb:§{jboss serverdata dir}${fhypersonic{jProvisionerDefaultDB  ProvisionerDS sa Database (Check Usage)
activedirectory.abactest LDAP-DFBEDBAGI0B5467A07741DF51D756CBCBO737960 LDAP  LDAP Active (Check Usage)
User Directory

1260

1261 2. Select LDAP.

PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

\

+r Data Store Type

Please select a type of data store.
© Database

@ LDAP
@ Custom

1263 3. Click Next.

1264 4. Enter the Hostname where the Microsoft AD is hosted (e.g., activedirectory.abac.test).
1265 5. For the LDAP Type, select Active Directory.

1266 6. Enter the User DN created in the earlier section named Create the LDAP User for Federated
1267 Authentication (e.g., CN=LDAP User, CN=Users,DC=ABAC,DC=Test).

1268 7. Enter the password associated with the LDAP User DN. Select the option to use LDAPS.
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1269 8. Click Next. Then, click Save on the Summary screen.

PingFederate’

oout | Logout (Administr.

License Violation: Expiration date passed

@ Data Store

¥ LDAP Configuration BluliEL"

Please provide the details for configuring this LDAP connection.

Hostname(s) activedirectory.abac test B~

LDAP Type Active Directory

[ Bind Anonymousty

*

User DN CN=LDAP User,CN=Users,DC=A
Password sssesesene B}

Use LDAPS

[E] Mask Values in Log

1270

1271 2.13.3 Create Credential Validator for Microsoft AD
1272 1. Onthe Main Menu under Authentication, click Password Credential Validators.

PingFederate

out | Logout (Administratar)

License Violation: Expiration date passed

Credential Validators are plug-ins used to verify username and password pairs in various contexts throughout the system. The actual
application of a Validator instance must be configured in the appropriate context as needed (e.g., OAuth Resource Owner Credentials

Mapping).
INSTANCE NAME ¥ INSTANCE ID ~ PE = PARENT NAME =~ ACTION
AD AD LDAP Username Password Credential Validator (Check Usage)
SamplePCV SamplePCV Simple Usermname Password Credential Validator (Check Usage)

Create New Instance...
Sme
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1274 2. Click Create New Instance.

1275 3. Enter a unique Instance Name you would like to use to refer to this configuration (e.g., AD
1276 username password).

1277 4. Enter a unique Instance Id (typically the same as the Instance Name) without any spaces.
1278 5. For Type, select LDAP Username Password Credential Validator.

PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

(®) Create Credential Validator Instance

¥ Type

Identify this Credential Validator Instance. The Validator types available are limited to the plug-in implementations currently installed on

your server.

Instance Name AD username password

Instance Id ADusermamepassword

Type LDAP Username Password Credential Validator E| * Visit Pingldentity.com for additional types

Parent Instance None E|
1280 6. Click Next.
1281 7. Forthe LDAP DATASTORE, select the Active Directory data store you created earlier (e.g.,
1282 activedirectory.abac.test).
1283 8. Enter the SEARCH BASE (location in the directory where the LDAP search begins) for your
1284 Microsoft AD LDAP directory (e.g., DC=ABAC,DC=TEST).
1285 9. Enter the SEARCH FILTER (e.g., sAMAccountName=${username}. The SEARCH FILTER allows Ping
1286 to search the LDAP directory, looking for a match where the attribute named sAMAccountName
1287 matches the username value passed from the Pingldentity server.
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(m) Manage Credential Validator Instances

(®) Create Credential Validator Instance

+¥¢ Instance Configuration Cxtended Contract  Summary

was designed into, and is specific to, the selected Credential Validator plug-in.

This password credential validator provides a means of verifying credentials stored in a directory server via the LDAP protocol. Additional user attributes
from the directory can also be retumed by this PCV by adding the desired attribute names to the Extended Contract.

AUTHENTICATION ERROR OVERRIDES (A table of LDAP authentication error codes and customized matching expressions that will match the error code to
an LDAP error message. These entries override the default individual mappings of messages to codes. Use the localization features to customize the error
messages displayed to end users.)

MATCH EXPRESSION (The expression matched againstthe LDAP error message returned by the server) ERROR Action

Add a new row to "Authentication Error Overrides’

FIELD NAME FIELD VALUE DESCRIPTION

LDAP DATASTORE activedirectory abac test E| * Selectthe LDAP Datastore.

SEARCH BASE DC=ABAC DC=TEST + The location in the directory from which the LDAP search begins.

SEARCH FILTER sAMAccountName=${username} * You may use ${username} as part of the query. Example (for Active Directory):
sAMAccounthame=8{username}

SCOPE OF © One Level @ Subtree

SEARCH

Manage Data Sto 2

10. Click Next.

You should see two attributes listed under CORE CONTRACT, DN, and username.
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PingFederate’

CORE CONTRACT

DN
username
EXTEND THE ACTION
CONTRACT
Add
11. Click Next.

You should see a summary page.

Help | About | Logout (Adminis

License Violation: Expiration date passed

(®) Create Credential Validator Instance

LR DB EL RGBT EUGLI 4 Extended Contract

You can extend the attribute contract of this Password Credential Validator instance.

(w) Create Credential Validator Instance

Type Instance Configuration Extended Contract [FVaiTTTELY

Password Credential Vialidator configuration summary.

Create Credential Validator Instance

TYPE

Instance Name

Instance Id

Type

Class Name

Parent Instance Name
INSTANCE CONFIGURATION
LDAP Datastore

Search Base

Search Filter

Scope of Search
EXTENDED CONTRACT
Attribute

Attribute

AD username password

ADusermamepassword

LDAP Username Password Credential Validator
org.sourceid.saml20 domain LDAPUsermamePasswordCredentialValidator

MNone

activedirectory abac test
DC=ABAC,DC=TEST
sAMAccountName=5%{username}

Subtree

DN

username

Cancel < Previous m
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1295 12. Click Done.
1296 You should see a list of the credential validator instances, including the newly added validator
1297 (e.g., AD username password).

PingFederate’

Help | About | Logout(Administrator)

License Violation: Expiration date passed

(®) Manage Credential Validator Instances

H M Cred ol Vialidators

Credential Validators are plug-ins used to verify username and password pairs in various contexts throughout the system. The actual
application of a Validator instance must be configured in the appropriate context as needed (e.g., OAuth Resource Owner Credentials

Mapping).
INSTANCE NAME * INSTANCE ID « TYPE « PARENT NAME « ACTION
AD AD LDAP Username Password Credential Validator (Check Usage)
AD username password ADusernamepassword LDAP Username Password Credential Validator Delete
SamplePCV SamplePCV Simple Username Password Credential Validator (Check Usage)

Create New Instance...

1298

1299 13. Click Save to complete configuration of the credential validator.

1300 2.13.4 Create IdP Adapter for Authentication with Microsoft AD via Web Browser

1301 Form
1302  The IdP Adapter created in this section is the logical component PingFederate uses to authenticate a
1303 user with Microsoft AD via a web browser login page.

1304 1. Onthe Main Menu under Application Integration Settings, click Adapters.
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PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

@ Manage IdP Adapter Instances

+ Manage IdP Adapter Instances

PingFederate uses adapters to authenticate users to your partners' applications. Here you can manage "instances" of adapters that
SP connections may use to fulfill Attribute Contracts sent to partners.

INSTANCE NAME ¥ INSTANCE ID ~ TYPE ~ PARENT NAME « ACTION

AdaptiveAuthentication AdaptiveAuthentication RSA Adaptive Authentication Adapter 2.0.0.0 (Check Usage)
HTMLForms HTMLForms HTML Form |dP Adapter (Check Usage)
IdP Adapter idpadapter ReferencelD Adapter 1.0 (Check Usage)
MultiFactorAuthentication MultiFactorAuthentication  Composite Adapter (Check Usage)

Create New Instance...

Cancel Save

1305
1306 2. Click Create New Instance.
1307 3. InInstance Name, enter a unique name for the instance. The name will be used to refer to this
1308 configuration (e.g., AD HTML forms).
1309 4. Enter a unique Instance Id (typically the same as the instance name) without any spaces. For
1310 Type, select HTML Form IdP Adapter.
PingFederate
Help | About | Logout (Administrator)
License Violation: Expiration date passed
‘ (®) Create Adapter Instance
r Type
Enter an Adapter Instance Name and Id, select the Adapter Type, and a parent if applicable. The Adapter Type is limited to the adapters
currently installed on your server.
Instance MName AD HTML forms *
Instanicelid ADHTMLforms .
Type HTML Form IdP Adapter E| * Visit Pingldentity.com for additional types
Parent Instance None E|
1311
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1312 5. Click Next.

1313 6. Under PASSWORD CREDENTIAL VALIDATOR INSTANCE, click on the Add a new row to

1314 Credential Validator’s hyperlink. This will add a new selection box under the PASSWORD
1315 CREDENTIAL VALIDATOR INSTANCE with the value of “—Select One—“ in it. In that new box,
1316 select the credential validator for Microsoft AD that was created in an earlier section (e.g., AD
1317 username password).

+r |dP Adapter

Complete the configuration necessary to look up user security contexts in your environment. This configuration was designed into the
adapter for use at your site.

CREDENTIAL VALIDATORS (A list of Password Credential Validators to be used for authentication.)

PASSWORD CREDENTIAL VALIDATOR INSTANCE Action

* -
date Canc

AD username password E

Add a new row to ‘Credential Validators®

FIELD NAME FIELD VALUE DESCRIPTION

CHALLENGE 3 + Maxvalue of User Challenge Retries.

RETRIES

SESSION STATE @ Globally © PeraAdapter © None Determines how state is maintained within one adapter or between different adapter
instances

SESSION TIMEOUT 50 Session |dle Timeout (in minutes). If left blank the timeout will be the Session Max
Timeout. Ignored if Mone' is selected for Session State.

SESSION MAX 450 Session Max Timeout (in minutes). Leave blank for indefinite sessions. Ignored if'None

TIMEOUT is selected for Session State.

LOGIN TEMPLATE html.form. login.template. htmi + HTML template (in =pf_home=iserveridefaulticonfitemplate) to render for login. The

defaultvalue is html.form.login template html.

LOGOUT PATH Fath on the PingFederate server to end a users |dP session. Mustinclude the initial
slash (example: Imylogoutpast). (Resulting URL will be hitp[s]://=pf_host=:<port=
lext=Logout Path=). If specified, the path should be unique across HTML Form 1dP
Adapter instances, including child instances

1318 L A BB B A I A1) 0 5 S b 1l e A i
1319 7. Under PASSWORD CREDENTIAL VALIDATOR INSTANCE, click the Update hyperlink on the right
1320 side of the page. This will cause the selection box to turn grey.
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(® Main | (=) Manage IdP Adapter Instances | (=) Create Adapter Instance

WV ¥ IdP Adapter  Extended Contract  Adapter Attributes  Summary

Complete the configuration necessary to look up user securify contexts in your environment. This configuration was designed into the adapter for use at
your site.

CREDENTIAL VALIDATORS (A list of Password Credential Validators to be used for authentication.)
PASSWORD CREDENTIAL VALIDATOR INSTANCE Action

AD username password E| Edit Delete

Add a new row to 'Credential Validators'

FIELD NAME FIELD VALUE DESCRIPTION
CHALLENGE RETRIES 3 = Maxvalue of User Challenge Retries.
SESSION STATE @ Globally © Per Adapter © None Determines how state is maintained within one adapter or between different adapter instances.

SESSION TIMEOUT 60 Session Idle Timeout (in minutes). If 1eft blank the timeout will be the Session Max Timeout. Ignored if None”

is selected for Session State

SESSION MAX TIMEOUT 45, Session Max Timeout (in minutes). Leave blank for indefinite sessions. lgnored if 'None® is selected for

Session State.

LOGIN TEMPLATE html.form.login.template._himl «  HTML template (in <pf_home=iserveridefault’confite mplate) to render for login. The defaultvalue is
html.form.login template. html.

Path on the PingFederate serverto end a user's IdP session. Mustinclude the initial slash (example
Imylogoutpast). (Resulting URL will be http[s]:/=pf_host=:=port=/ext=Logout Path=). If specified, the path
should be unigue across HTKL Form IdP Adapter instances, including child instances.

LOGOUT PATH

1321
1322 8. Click Next. Then, click Next again to bypass the Extended Contract screen.
1323 9. On the Adapter Attributes screen, select the PSEUDONYM check box in the username row.
® Main (@ Manage IdP Adapter Instances (®) Create Adapter Instance
G G ET T S GO L EL R LG 8 4 Adapter Attributes  Summary
~ As an IdP. some of your SP partners may choose to receive a pseudonym to uniquely identify a user. From the attributes in this
authentication adapter, please select the values that you would like to use in constructing this unigue identifier. Optionally, specify here
any attributes that must be masked in log files.
ATTRIBUTE PSEUDONYM MASK LOG VALUES
usemame
Mask all OGML-expression generated log values
1324
1325 10. Click Next. On the Summary screen, click Done.
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@ Manage IdP Adapter Instances

¥r Manage |dP Adapter Instances

PingFederate uses adapters to authenticate users to your partners' applications. Here you can manage "instances" of adapters that
SP connections may use to fulfill Attribute Contracts sent to pariners.

INSTANCE NAME * INSTANCE ID ~ TYPE ~ PARENT NAME = ACTION
AD HTML forms ADHTMLforms HTML Form |dP Adapter Delete
AdaptiveAuthentication AdaptiveAuthentication RSA Adaptive Authentication Adapter 2.0.0.0

HTMLForms HTMLForms HTML Form IdP Adapter

|dP Adapter idpadapter ReferencelD Adapter 1.0

MultiFactorAuthentication MultiFactorAuthentication Composite Adapter

Create New Instance...

11. Click Save to complete configuration of the new adapter.

2.13.5 Create |dP Adapter for Two-Factor Authentication with RSA AA

The IdP Adapter created in this section is the logical component PingFederate uses to authenticate a
user with RSA AA using a second factor.

1.

2.

On the Main Menu under Application Integration Settings, click Adapters.
On the Manage IdP Adapters screen, click Create New Instance.
On the Type screen, enter an Instance Name and Instance ID.
Set the following settings on the Adapter Type page before clicking Next:
a. Instance Name: (Instance Name)
b. Instance ID: (Instance ID)
c. Type: RSA Adaptive Authentication Adapter 2.0

d. Class Name:
com.thescegroup.adapters.aa.pingfederate.AdaptiveAuthenticationAdapter

e. Parent Instance: None
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PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

@ Create Adapter Instance
b:@ W IdP Adapter Extended Contract Authentication Context  Adapter Attributes  Summary

The values of the selected Adapter

Instance Name

AdaptiveAuthentication

Instance I AdaptiveAuthentication

Type RSA Adaptive Authentication Adapter 2.0.0.0

Class Name: com.thescegroup.adapters.aa Adaptive/ dapter
Parent Instance [ E‘

ing identity Corporation All Rights Reserved

1341

1342 5. On the IdP Adapter configuration page, click Show Advanced Fields and input the following
1343 parameters while leaving the rest as default, before clicking Next:

1344 a. AA Web Service URL: http://<RSA Server
1345 DNS>:8080/AdaptiveAuthentication/services/AdaptiveAuthentication

1346 b. AA Web Service Username: [username] (Credentials must match on RSA server.)

1347 c. AA Web Service Password: [password]

PingFederate’

License Violation: Expiration date passed

(® Create Adapter Instance

ype [PPSO ....coContract  Auhentision Context  AdspterAtirues  Summary

Complete ‘adspter for use at your site.

RSAA A Adspter 2000 device-bsed evalusted by RSA A

FIELD NAME FIELD VALUE DESCRIPTION

AA VIEB SERVICE URL. prpry - The Web Senice URL of the Adspiive Authentication senver.

AA VIEB SERVICE USERNAME

demo

AA V/EB SERVICE PASSWORD

AA ORGANIZATION NAME

NUMBER OF QUESTIONS TO COLLECT vty questions should we collect flom users? Set 0.0 to disable secuity queston collection

NUMBER OF QUESTIONS TO ASK

2 Thisvalue. You collected
NUMBER OF PHONE NUMBERS TO COLLECT one numbers should we collect flom users? Set o 0 o disabl

otband phone dats coll

NUMBER OF SMS-CAPABLE PHONE NUMBERS of SMS-capable phone numbers should we collect flom users? Set 0 0 to dissble outofband SIS data collection. This value

To covLecT

OUT-OF BAND PHONE PROVIDER © sttty O Taesion

OUT-OF-BAID SHS PROVIDER © sty O Taesign

NUMEER OF EMAIL ADDRESSES TO COLLECT | { . ourng 0o issie autat band email dta collection

DISPLAY DEVICE BIDING “ ot Should we disply deica i

DEFAULT DEVICE BINDING OPTION W [ Dislay Devica Bining” s e, which optio shuld we se s  defaul slecton? i “Dislay Devica Bining” s s, te sating i gnored

B = e e
1348 R i

1349 6. On the Extended Contract screen, type transactionid (all lowercase). Then, click Add. By default,
1350 username should already be listed under Core Contract.
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PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

(®) Create Adapter Instance
Type IdP Adapter PR il Authentication Context ~Adapter Attributes  Summary

This adapter type supports the creation of an Extended Adapter Contract after initial deployment of the adapter instance. This Adapter Contract may be used to fulfill the Attribute
Contract, look up additional attributes from a local data store, or create a persistent name identifier which uniquely identifies the user passed to your SP partners.

CORE CONTRACT
usemname

EXTEND THE CONTRACT ACTION

1351
1352 7. Click Next.
1353 8. On the Authentication Context screen, select SecureRemotePassword as the fixed value for
1354 authentication. This value will be included in the SAML assertion. Click Next.

PingFederate

- =

EEEE

1355 =
1356 9. On the Adapter Attributes screen, select username as the Pseudonym. Click Next.

PingFederate

i st et o et

@ Create Adapter Instance

[

= == ==
1357 i
1358 10. On the Summary screen, verify that the information is correct and click Done.
1359 11. On the Manager IdP Adapter Instances screen, click Save to complete the Adapter
1360 configuration.
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2.13.6 Create Composite IdP Adapter Integrating Microsoft AD and RSA AA
The IdP Adapter created in this section is a composite adapter that integrates the two previously created
adapters for Microsoft AD and RSA AA. When a user is directed to the PingFederate IdP server, the user
will see a web form where they can enter their Microsoft AD credentials. Following authentication with
Microsoft AD, PingFederate will initiate the second factor authentication with an SCE Plug-in. The SCE
Plug-in will then present the user with a request for the second factor.

1.

2.

3.

On the Main menu under Application Integration Settings, click Adapters.
On the Manage IdP Adapters screen, click Create New Instance.

Enter a unique Instance Name you would like to use to refer to this configuration (e.g., RSA
Multifactor).

Enter a unique Instance Id (typically the same as the Instance Name) without any spaces.

Enter an Adapter Instance Name and Id, sefect the Adapter Type, and a parent if applicable. The Adapter Type is limited to the adapiers
currently installed on your server.

For Type, select Composite Adapter.

¥ Type

Instance Name RSA Multifactor
Instance Id RSAMultifactor
Type Composite Adapler [ Vvisi Pngidntiy.comfor addtionl types
Parent Instance None E|
e
Click Next.

On the IdP Adapter screen, under ADAPTER INSTANCE, click on the Add a new row to

‘Adapters’s hyperlink. This will add a new selection box under the ADAPTER INSTANCE with the

value of “—Select One—* into the box. In that new box, select the adapter instance for HTML

forms with Microsoft AD that was created in an earlier section (e.g., AD HTML forms).

Under ADAPTER INSTANCE, click the Update hyperlink on the right side of the page. This will
cause the selection box to turn grey.
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‘ (®) Create Adapter Instance

1= o 1dP Adapter

Complete the configuration necessary to look up user security contexts in your environment. This configuration was designed into the
adapter for use at your site.

A Composite Adapter allows existing adapter instances to be chained together to execute in sequence. Each configured instance of a Composite Adapter
i5 treated as a single logical adapter instance.

ADAPTERS (Chained adapters)

ADAPTER INSTANCE POLICY AUTHN CONTEXT AUTHN CONTEXT OVERRIDE Action
WEIGHT
AD HTML forms @ Required Sufficient Edit Delete
Add a new row to ‘Adapters
INPUT USER ID MAPPING (Create mappings)
TARGET ADAPTER USER ID SELECTION Action

Add a new row to Input User Id Mapping

9. Repeat the previous steps to add another row to Adapters using the hyperlink on the right side
of the page. This time, select the AdaptiveAuthentication adapter in the selection box. When
complete, the IdP Adapter screen will look similar to the screenshot below, with two adapters

configured under ADAPTER INSTANCE.
(®) Create Adapter Instance

Complete the configuration necessary to look up user security contexts in your environment. This configuration was designed into the
adapter for use at your site

5+ 1dP Adapter

A Composite Adapter allows existing adapter instances to be chained together to execute in sequence. Each configured instance of a Composite Adapter
is treated as a single logical adapter instance.

ADAPTERS (Chained adapters)

ADAPTER INSTANCE POLICY AUTHN CONTEXT AUTHN CONTEXT OVERRIDE

Action
WEIGHT
AD HTML forms @ Required Move  Edit Delete
Sufficient down
AdaptiveAuthenfication © Required Move up Edit Delete
Sufficient

Add a new row to "Adapters

10. Under TARGET ADAPTER, click on the Add a new row to ‘Input User Id Mapping’ hyperlink. This
will add a new selection box under the TARGET ADAPTER with the value of “—Select One—*“ in
the box.

11. In that new box, select the adapter instance for the RSA authentication that was created in an
earlier section (e.g., AdaptiveAuthentication).
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1392 12. In the new USER ID SELECTION box, select username.
1393 13. Under TARGET ADAPTER, click the Update hyperlink on the right side of the page. This will
1394 cause the selection box to turn grey.

@ Create Adapter Instance

-l LT Tl Extended Contract  Adapter Attributes ~ Summary

Complete the configuration necessary to look up user security contexts in your environment. This configuration was designed into the
adapter for use at your site.

A Composite Adapter allows existing adapter instances to be chained together to execute in sequence. Each configured instance of a Composite Adapter
is treated as a single logical adapter instance.

ADAPTERS (Chained adapters)

ADAPTER INSTANCE POLICY AUTHN CONTEXT AUTHN CONTEXT OVERRIDE action
WEIGHT
AD HTML forms E © Required 3 E| Move  Edit Delete
Sufficient down
AdaptiveAuthentication E| ©@ Required 3 E| Move up Edit Delete
Sufficient

Add a new row to ‘Adapters
INPUT USER ID MAPPING (Create mappings)
TARGET ADAPTER USER ID SELECTION Action
AdaptiveAuthentication E| username E| Edit Delete

Add a new row to Input User Id Mapping

1395
1396 14. Click Next.
1397 15. On the Extended Contract screen, enter the value username in the EXTEND THE CONTRACT
1398 field.
License Violation: Expiration date passed
(®) Create Adapter Instance
AT I WG ET T 4 Extended Contract
This adapter type supports the creation of an Extended Adapler Contract after initial deployment of the adapter instance. This Adapter
Contract may be used to fulfill the Attribute Contract, look up additional attributes from a local data store, or create a persistent name
identifier which uniguely identifies the user passed fo your SP partners.
EXTEND THE ACTION
CONTRACT
username Add
1399
1400 16. Click Add. Enter the value transactionid (all lowercase) in the EXTEND THE CONTRACT field.
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This adapter type supports the creation of an Extended Adapter Contract after initial deployment of the adapter instance. This Adapter
Contract may be used to fulfill the Attribute Contract, look up additional attributes from a local data store, or create a persistent name
Identifier which uniquely identifies the user passed fo your SP partners.

LT-ERNG VG ET T & Extended Contract

EXTEND THE ACTION
CONTRACT

username Edit/ Delete
transactionid Add

17. Click Add. Then, click Next.

18. On the Adapter Attributes screen, in the username row, select the PSEUDONYM column.

(®) Create Adapter Instance

As an IdP. some of your SP partners may choase to receive a pseudonym to uniquely identify a user. From the attributes in this
authentication adapter, please sefect the values that you would like to use in constructing this unique identifier. Optionally, specify here
any atiributes that must be masked in log files.

L G LG BT T SR G LY RS T E T Y Adapter Attributes

ATTRIBUTE PSEUDONYM MASK LOG VALUES
transactionld ] ]
username B

[ Mask all OGML-expression generated log values

19. Click Next. On the Summary screen, click Done.

20. Click Save to complete configuration of the new composite adapter.

2.13.7 Create |dP Adapter for the Situational Context Connector and ISE

Authentication
The IdP Adapter created in this section is the logical component PingFederate uses to obtain connection
(device and network) information obtained from ISE Authentication via the Situational Context
Connector. These device and network attributes serve as environmental attributes in this build.

1. On the Main menu under Application Integration Settings, click Adapters.

2. Onthe Manage IdP Adapters screen, click Create New Instance.
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1414 3. Onthe Type screen, enter an Instance Name and Instance ID.

1415 4. For Type, select Context Connector v2.0, and click Next.

@® Main (=) Manage IdP Adapter Instances

() Create Adapter Instance

+ Type |dP Adapter Extended Contract Adapter Attributes Summary

| Enter an Adapter Instance Name and Id, select the Adapter Type, and a parent if
applicable. The Adapter Type is limited to the adapters currently instafled on your server.

Instance Name

CiscolSE E
Instance Id CiscolSE *
ypa Context Connector v2.0 v | * Visit Pingldentity.cor
for addifional types
Parent Instance

None

1416

1417 5. Enter configuration information and click Next.

NIST SP 1800-3C: Attribute Based Access Control

94



1418

1419
1420

SECOND DRAFT

+r |dP Adapter

Complete the configuration necessary to look up user security contexts in your
environment. This configuration was designed into the adapter for use at your site.

Set the details of the adapter

FIELD NAME

NETWORK BASE
ADDRESS

SUBNET MASK

ISE BASE URL

ISE FAILOVER
URL

ISE COMMAND

ISE USER NAME

ISE PASSWORD

NAD TRIGGER
URL

RESUME PATH
DOMAIN

6. Onthe Extended Contract screen, you can configure additional attributes for the adapter. We

FIELD VALUE

10.33.7.0

255.255.255.0

hitps://fabac-ciscoise abac test

fadmin/APlI/mnt/Session/EndPointlPAd

admin

nitp://10.33.7.6)

abac test

DESCRIPTION

Enter the base IPv4 address to
identify the authenticated subnet

Enter the IPv4 subnet mask to
identify the authenticated subnet

Enter the base URL for the ISE
instance

Enter the failover URL for the ISE
instance

Enter the command to issue to the
ISE instance

Enter the user name for the ISE
instance

Enter the passwaord for the ISE
instance

| Enterthe URL used trigger the
' NAD to insert the sessionlD as a

parameter

Enter the Domain to be used when
passing along the session

retained the defaults and clicked Next.
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L G LG BT 4 Extended Contract

This adapter type supports the creation of an Extended Adapter Contract after initial
deployment of the adapter instance. This Adapter Contract may be used to fulfill the
Attribute Contract, look up additional atiributes from a local data store, or create a
persistent name identifier which uniquely identifles the user passed to your SP partners.

CORE CONTRACT
ip_address
ise_audit session
ise_auth_acs_timestamp
ise_auth_id
ise_calling_station_id
ise_identity_group
ise_identity_store
ise_message code
ise_network_device_name
ise_selected azn profiles
ise_user_name
role

EXTEND THE CONTRACT ACTION

Add
= =
1421
1422 7. On the Adapter Attributes screen, in the row for ise_username, check the box in the
1423 Pseudonym column. Click Next. (Note: if you added other attributes in Step #6, you could check
1424 the box under Pseudonym for those as well.)
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L0 L BT g = LG EL R Te 4 Adapter Attributes  Summary

As an IdP some of your SP partners may choose to receive a pseudonym to uniquely
identify a user. From the attributes in this authentication adapter, please select the
values that you would like to use in constructing this unique identifier. Optionally, specify
here any attributes that must be masked in log files.

ATTRIBUTE PSEUDONYM MASK LOG VALUES
ip_address )] O
ise_audit_session )] O
ise_auth_acs_timestamp )] O
ise_auth_id )] O
ise_calling_station_id )] O
ise_identity_group )] O
ise_identity_store )] O
ise_message_code )] O
ise_network_device_name )] O
ise_selected azn profiles )] O
ise_user_name 7] O
role O =

) Mask all OGNL-expression generated log values

8. On the Summary screen, review the configuration and scroll down to click Done.
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ISE User Name admin
NAD Trigger URL http:f10.33.7.6
Resume Path Domain abac test

EXTENDED CONTRACT

Attribute ise_auth_acs_timestamp
Attribute ise_audit session
Attribute role

Attribute ise_network_device name
Aftribute ise_calling_station_id
Attribute ise_selected_azn_profiles
Attribute ip_address

Attribute ise_user_name

Attribute ise_message_code
Attribute ise_identity_store
Attribute ise_identity_group
Attribute ise_auth_id

ADAPTER ATTRIBUTES
Mask all OGMNL expression log values false

Pseudonym ISe_USer_name

9. Onthe Manage IdP Adapter Instances screen, click Save.
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+r Manage |dP Adapter Instances

| PingFederale uses adapters fo authenticate users to your partners' applications. Here you ean manage "nstance
adapters that SP connections may use to fulfill Attribute Gontracts sent to pariners.

INSTANCE NAME ¥ INSTANCEID » TYPE ~ PARENT NAME ~ ACTION
AD HTML forms ADHTMLforms HTML Form IdP Adapter zlete (Chec
AdaptiveAuthentication  AdaptiveAuthentication  RSA Adaptive Authentication Adapter 2.0.0.0 zlete (Chec
CiscolSE CiscolSE Context Connector v2.0 Delete
HTMLForms HTMLForms HTML Form IdP Adapter elete (Chec
dP Adapter idpadapter ReferencelD Adapter 1.0 elete (Chec
MultiFactorAuthentication MultiFactorAuthentication Composite Adapter Delete

RSA Multifactor RSAMultifactor Composite Adapter elete (Chec

Create New Instance...
| »

1430 2.13.8 Configure the Federation Connection to the Relying Party

1431  This PingFederate SP Connection at the PingFederate-IdP will configure the SAML exchange with a
1432  serverin the RP’s environment. This connection will also enable a user to authenticate using the
1433 composite adapter created in the previous section.

1429

1434 1. Onthe Main Menu under SP CONNECTIONS, click Create New.

1435 2. Onthe Connection Type screen, make sure Browser SSO Profiles is selected.
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+r Connection Type

Select the type of connection needed for this SP: Browser SSO Profiles (for Browser SSO), WS-Trust STS (for access to identity-enabled
Web Services), Outbound Provisioning (for provisioning users/groups to an SP) or all.

Connection Template No Template
Browser 350 Profiles Protocol SAML 2.0

[ WS-Trust 5TS

Outbound Provisioning

1436
1437 3. Click Next. On the Connection Options screen, make sure Browser SSO is selected.
(=) SP Connection
LU RETEE o4 Connection Options
Piease select options that apply to this connection.
Browser S50
["] 1dP Discovery
Attribute Query
Cance\ -< Previous Next =

1438
1439 4. Click Next.
1440 5. On the Import Metadata screen, click Browse and select the metadata file that you exported
1441 from the RP’s PingFederate server.
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(® SP Connection

Connection Type  Connection Options EUSL T 1 RV EEY

If you received a metadata file from a partner SP describing this new connection, import the file here to populate many connection
settings automatically.

metadata xml

Click Next.
On the Metadata Summary screen, click Next.

On the General Info screen, you should see some configuration information (e.g., Base URL)
about the RP that was taken from the metadata file that you selected earlier.

' (®) SP Connection

Connection Type  Connection Options  Import Metadata  Metadata Summary E-EetNCIRNIGE Browser 550  Credentials

This information identifies your partner's unique connection identifier (Connection D). Gonnection Name represents the plain-
language identifier for this connection. Optionally, you can specify multiple virtual server IDs for your own server to use when
communicating with this partner. If set, these virtual server IDs will be used in place of the unique protocol identifier configured for your
server in Server Seitings. The Base URL may be used to simplify configuration of partner endpoints.

Partner's Entity ID {Connection ID) https:/irp.abac.test:9031 M

Connection Name hitps://rp.abac.test:9031 )

Virtual Server IDs Add
Base URL https://rp.abac.test 9031

Company

Contact Name
Contact Number
Contact Email
Application Name
Application lcon URL

Logging Mode © Mone
® Standard

9. Click Next. On the Browser SSO screen, click Configure Browser SSO.
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1449 10. Select IdP-Initiated SSO and SP-Initiated SSO. Then, click Next.

@ Browser S50

“r SAML Profiles Assertion Creation  Protocol Settings

A SAML Profile defines what kind of messages may be exchanged between an Identity Provider and a Service Provider, and how the
messages are transported (bindings). As an IdP. you configure this information for your SP connection.

Single Sign-On (S50) Profiles Single Logout (SLO) Profiles
IdP-Initiated S50 [T 1dP-nitiated SLO
SPAnitiated SSO [F] sPnitiated SLO

1450

1451 11. On the Assertion Lifetime screen, click Next.

1452 12. On the Assertion Creation screen, click Configure Assertion Creation. This will bring up a
1453 sequence of sub-screens, starting with the Identity Mapping screen.

1454 13. On the Identity Mapping screen, select the Standard option.

Identity mapping is the process in which users authenticated by the IdP are associated with user accounts local to the SP Select the type
of name identifier that you will send fo the SP Your selection may affect the way that the SP will look up and associate the user to a
specific focal account.

¥ Identity Mapping RALIVTERRLTETHE

@ Standard: Send the SP a known attribute value as the name identifier. The SP will often use account mapping to identify the user locally.

© Pseudonym: Send the SP a unique, opaque name identifier that presenves user privacy. The identifier cannot be traced back to the user's identity at
this I1dP and may be used by the SP to make a persistent association between the user and a specific local account. The SP will often use account
linking to identify the user locally.
[T] Include attributes in addition to the pseudanym.

© Transient: Send the SP an opaque, temporary value as the name identifier.
[T] Include attributes in addition to the transient identifier.

1455

1456 14. Click Next. This will bring up the Attribute Contract screen.
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® Main

IGENNVRTETVRTE + Attribute Contract  Authentication Source Mapping  Summary

(®) SP Connection | (®) BrowserSSO | (=) Assertion Creation

| An Attribute Contract is a set of user attributes that this server will send in the assertion.

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT urn-oasis:names:c:SAML:1.1:nameid-format unspecified B o
EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT

urn:oasis:names:tc: SAML: 2 0:atirname-format:basic E| Add

Cancel < Previous
1457

1458 15. Click Next.

@® Main | (®) SP Connection  (®) BrowserSSO | (®) Assertion Creation

Identity Mapping  Attribute Contract

g y
* A Source Mapping  Summary

| PingFederate uses IdP adapters to authenticate users to your SP. Users may be authenticated by one of several different adapters, so
map an adapter instance for each IDM system on your server.

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION

Map Mew Adapter Instance...

E:ancgl = F'revioug

1459

1460 16. On the Authentication Source Mapping screen, click Map New Adapter Instance. This will

1461 launch a sequence of sub-screens, beginning with the Adapter Instance screen.

1462 17. On the Adapter Instance screen, select the composite adapter created in an earlier section (e.g.,
1463 RSA Multifactor).
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® Main

@ IdP Adapter Mapping

(®) SP Connection ~ (®) Browser SSO  (®) Assertion Creation

¥ Adapter Instance  Assertion Mapping  Attribute Contract Fulfillment Issuance Criteria  Summary

| Select an IdP adapter instance that may be used to authenticate users for this partner. Attributes returned by the adapter instance you
choose (the Adapter Contract) may be used to fulfill the Attribute Contract with your partner.
ADAPTER INSTANCE RSA Multifactor E|

ADAPTER CONTRACT
transactionld

username

Override Instance Settings

Manage Adapter Instances...

® Main (=) SP Connection  (®) Browser SSO  (®) Assertion Creation

@ IdP Adapter Mapping

LUET DB EDT 4 Assertion Mapping  Attribute Contract Fulfillment  Issuance Criteria  Summary

| You can choose to fulfill the Attribute Contract with your partner using either the values provided by the "Composite Adapter" adapter, or
ADAPTER CONTRACT

transactionld

username

@ Retrieve additional attributes from multiple data stores using one mapping
© Retrieve additional attributes from a data store—includes options to use alternate data stores and/or a failsafe mapping
@ Use only the Adapter Contract values in the SAML assertion

(:arICE| > F.re“ &

19. Click Next.

20. On the Attribute Contract Fulfillment screen, for SAML_SUBJECT, select Adapter for the
SOURCE field and username for the VALUE field.

18. Click Next. On the Assertion Mapping screen, select Use only the Adapter Contract values in the
SAML assertion.
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@® Main () SP Connection

(®) Browser SSO () Assertion Creation

@ IdP Adapter Mapping

LUET IR LR ET LS DR ETLILG M o Attribute Contract Fulfillment |

Criteria S y

ATTRIBUTE CONTRACT  SOURCE VALUE

| Adapter | username

SAML_SUBJECT

ACTIONS

None

available

1471

1472 21. Click Next.

@® Main (=) SP Connection

(=) BrowserSS0 (W) Assertion Creation

LU LINEReGTE TN EL S v Issuance Criteria

@ IdP Adapter Mapping
Adapter Instance  Assertion Mapping

Summary

SOURCE ATTRIBUTE NAME CONDITION

| -SELECT- l’ ‘V—SELECT— ’ | - SELECT-

ERROR RESULT A

| [

P I |
e !

s

1474 22. Click Next.
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® Main  (®) SP Connection (@) Browser SSO (@) Assertion Creation

@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping  Attribute Contract Fulfillment Issuance Criteria [BWaRITTELY

| Click a heading link to edit a configuration setting.

ADAPTER INSTANCE

Selected adapter RSA Multifactor

ASSERTION MAPPING

Adapter Composite Adapter

Data Store or Assertion Use only the Adapter Contract values in the SAML assertion
ATTRIBUTE CONTRACT FULFILLMENT

SAML_SUBJECT usermnmame (Adapter)

ISSUANCE CRITERIA

Criterion (Mone)

Save Draft Cancel < Previous Done

23. Click Done. This will bring you back to the Authentication Source Mapping screen, and you

should see the composite adapter (e.g., RSA Multifactor) listed.

(® Main | (®) SP Connection | (®) BrowserSSO  (®) Assertion Creation

G EDTTTRLETT DT R TR ETa 8 Y Authentication Source Mapping  Summary

| PingFederate uses idP adapters to authenticate users to your SP. Users may be authenticated by one of several different adapters, so

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION

RSA Multifactor Delete

Map New Adapter Instance...

C’aHCE| Z F're“c}us

24. Click Next.
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@® Main

Identity Mapping  Attribute Contract ~ Authentication Source Mapping E+gIlIELY

(®) SP Connection | (®) BrowserSSO | (8) Assertion Creation

| Summary information for your Assertion Greation configuration. Glick a heading link to edit a configuration setting.

Assertion Creation

IDENTITY MAPPING

Enable Standard Identifier true

ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT

Subject Name Format urn:oasis:names:tc:SAML:1.1:nameid-format-unspecified

AUTHENTICATION SOURCE MAPPING

Adapter instance name RSA Multifactor

ADAPTER INSTANCE

Selected adapter RSA Multifactor

ASSERTION MAPPING

Adapter Composite Adapter

Data Store or Assertion Use only the Adapter Contract values in the SAML assertion
ATTRIEUTE CONTRACT FULFILLMENT

SAML_SUBJECT username (Adapter)

ISSUANCE CRITERIA

1480 Cnterion (None)
1481 25. On the Summary screen, click Done. This will take you back to the Configure Assertion Creation
1482 screen.

(® Main | (®) SP Connection | (=) Browser SSO

SAML Profiles  Assertion Lifetime FV@CE=L L NuCETT LI Protocol Settings [ESITRTRENY

| This task provides the configuration for creating SAML assertions to enable SSO access to resources at your SP partner's site.

Assertion Configuration

Identity Mapping Standard
Attribute Contract SAML_SUBJECT
Adapter Instances 1

Configure Assertion Creation

1483

1484 26. Click Next.
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(®) SP Connection | (®) Browser SSO

® Main

SAML Profiles

ELEL LT = e G MR LG I 4 Protocel Settings  Summary

| This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Click the button
below to create or revise this configuration.

Protocol Settings

Outbound S50 Bindings POST, Artifact

Inbound Bindings POST, Redirect, Artifact, SOAP

Artifact Lifetime 60 second(s)

Signature Policy SAML-standard, Authn requests over POST & Redirect
Encryption Policy No Encryption

Configure Protocol Settings

E2ance' = F'revious

27. On the Protocol Settings screen, click Configure Protocol Settings. This will launch a sequence
of sub-screens, beginning with the Assertion Consumer Service URL screen.

28. On the Assertion Consumer Service URL screen, make sure that the BINDING field is set to POST
and the ENDPOINT URL field is set to /sp/ACS.saml2.

® Main

+¥r Assertion Consumer Service URL  Allowable SANML Bindings

(=) SP Connection | (®) BrowserSSO (=) Protocol Settings

Artifact Resolver Locations  Signature Policy ESIEVGTN I ITaY

Summary

. Asthe IdP you send SAML assertions to the SP's Assertion Consumer Service. The SP may request that the SAML assertion be sent
to one of several URLS, via different bindings. Flease provide the possible assertion consumer URLSs below and select one to be the

defaulf.
DEFAULT INDEX BINDING ENDPOINT URL ACTION
default 0 POST /sp/ACS. saml2 Edit / Delete
- SELECT - B & * Add
29. Click Next.

30. On the Allowable SAML Bindings screen, select POST and Redirect.
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(=) SP Connection | (=) BrowserSSO (=) Protocol Settings

® Main

G G RGBT T LA T B <4 Allowable SAML Bindings

RIGOENT R Encryption Policy  Summary

When the SP sends messages, what SAML bindings do you want to allow?

Artifact
POST

Redirect

SOAP
Cancel < Previous
1493
1494 31. Click Next.
1495 32. On the Signature Policy screen, select Require AuthN requests to be signed when received via
1496 the POST or Redirect bindings.
® Main (=) SP Connection () BrowserSSO  (®) Protocol Settings
Assertion Consumer Service URL  Allowable SAML Bindings [Be@iilit 0 20 [Ta A = te s ae i T W alsl e T T T T
Adaditional guarantees of authenticity may be agreed upon between you and your partner. For SP-initiated SSO, you can choose fo
require signed authentication requests sent via the POST or redirect bindings. You can also choose to sign assertions sent to this
partner, regardless of the binding used.
Require AuthM requests to be signed when received via the POST or Redirect bindings
Always sign the SAML Assertion
Cancel < Previous
1497
1498 33. Click Next. On the Encryption Policy screen, select The entire assertion.
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@® Main

Assertion Consumer Service URL  Allowable SAML Bindings  Signature Policy Bl il el TR HETY

(®) SP Connection | (®) BrowserSSO (=) Protocol Settings

| Additional guarantees of privacy may be used between you and your partner. Specify an encryption policy for the exchange of SAML
messages.

©  Mone
@ The entire assertion
©  One or more attributes

[ sAML_SUBJECT

Save Draft Cancel revious

34. Click Next.

@® Main

Assertion Consumer Service URL  Allowable SAML Bindings  Signature Policy  Encryption Policy BVaRITLGTIELY

(®) SP Connection | (®) BrowserSSO  (®) Protocol Settings

| Summary information for your Protocol Settings configuration. Glick a heading link to edit a configuration setting.

Protocol Settings

ASSERTION CONSUMER SERVICE URL
Endpoint URL: /sp/ACS_saml2 (POST)
ALLOWAELE SAML BINDINGS

Artifact falze
POST true
Redirect true
S0AP false

SIGNATURE POLICY

Require digitally signed AuthM requests true
Always sign the SAML Assertion false
ENCRYPTION POLICY

Encrypt Entire Assertion true

!:EHCE|

35. On the Summary screen, click Done.
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® Main

SAML Profiles

(®) SP Connection | (=) Browser SSO

LELT L R R EEE L REEEL DI 4 Protocol Settings Summary

This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Giick the button
below to create or revise this configuration.

Protocol Settings

Outbound SS0O Bindings POST

Inbound Bindings POST, Redirect

Artifact Lifetime 60 second(s)

Signature Policy SAML-standard, Authn requests over POST & Redirect
Encryption Policy SAML Assertion

Configure Protocol Settings

!:anCE| = F'revic'us

This will take you back to the Protocol Settings screen.

36. Click Next.
37. On the Summary screen, click Done.

This will take you back to the Browser SSO screen.

@® Main (=) SP Connection

Connection Type  Connection Options  Import Metadata  Metadata Summary  General Info FVSTGTETIENN]

Activation & Summary

This task provides connection-endpoint and other configuration information enabling secure browser-based S50, to resources at your
partner’'s site. Click the button below to create or revise this configuration.

Browser 550 Configuration

Configure Browser SS0O

38. Click Next.

39. On the Credentials screen, click Configure Credentials.

40. For the Signing Certificate field, select the certificate to be used to sign the SAML message.
41. Select the certificate that you configured for the server in an earlier section.

42. Select the Signing Algorithm for your environment (e.g., RSA SHA256).
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(®) Credentials

@® Main

+r Digital Signature Settings

(®) SP Connection

Signature Verification Settings  Select XML Encryption Certificate [EITIEIRY

| You may need to digitally sign SAML messages or security tokens to protect against tampering. Please select a key/certificate to use

from the list below.
Signing Certificate 01:30:DB:8C:25:AB (cn=demo dsig new) |+|*
Include the certificate in the signature <Keylnfo> element.
Signing Algorithm RSA SHAZ56 B

Manage Certificates...

1514

1515 43. Click Next.

® Main | (=) SP Connection (=) Credentials

Digital Signature Settings EY@SHIENTERVNGGELLI RS GLEE Select XML Encryption Certificate  JCHTHERY

. Incoming SAML messages or security tokens may be digitally signed. This configuration task provides options for verifying signatures.

Manage Signature Verfication Settings. ..

= F.rem &

1516

1517 44. Click Next.

1518 45. On the Select XML Encryption Certificate screen, select the Block Encryption Algorithm (e.g.,
1519 AES-128), and the Key Transport Algorithm (e.g., RSA-OAEP).

1520 46. For the selection box above the Manage Certificates button, select the RP’s public key

1521 certificate to be used to encrypt the message content.
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@® Main

Digital Signature Settings

(®) SP Connection (=) Credentials

S LEIT AN GO GEN + Select XML Encryption Certificate  Summary

| Please select the partner certificate to use when encrypting message content as well as the preferred block encryption and key transport
algorithms. Only RSA keys can be used for XML encryption.

Block Encryption Algorithm Key Transport Algorithm
@ AES-128 RSAv1.5

AES-256 (help) @ RSAQAEP
@ Triple DES

01:4C:09:35:30:19 (cn=demo-sp-enc) E| s

Manage Certificates. ..

1522

1523 47. Click Next.

@® Main | (®) SP Connection  (®) Credentials

Digital Signature Settings  Signature Verification Settings  Select XML Encryption Certificate [EvaieiiTuylyENY

' Summary information for your Credentials configuration. Click a heading link to edit a configuration setting.

Credentials
DIGITAL SIGNATURE SETTINGS

Selected Certificate CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
Include Certificate in Keylnfo false
Selected Signing Algorithm RSA SHA256

Signature Verification

TRUST MODEL

Trust Model Unanchorad

SIGNATURE VERIFICATION CERTIFICATE

Selected Certificate CMN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US

SELECT XML ENCRYPTION CERTIFICATE

Selected Block Encryption Algorithm Aes_128
Selected Key Transport Algorithm Rsa_oaep
Selected Encryption Certificate CMN=demo-sp-enc, O=NCCoE, C=US
1524
1525 48. On the Summary screen, click Done. This will take you back to the Credentials screen.
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(® Main | (=) SP Connection

Connection Type  Connection Options  Import Metadata Metadata Summary  General Info  Browser S50 EUWGHENIETH

Activation & Summary
For each credential shown here, configure the necessary seltings.

Credential Requirement
Digital Signature Mot Configured
Signature Verification Settings Unanchored Certificate (Primary CN=demo dsig new, Secondary Mot Configured)

Encryption Certificate CN=demo-sp-enc

Configure Credentials

49, Click Next.

50. On the Activation & Summary screen, select Active for the Connection Status field.

(® Main  (®) SP Connection

Connection Type  Connection Options  Import Metadata Metadata Summary General Info  Browser S50  Credentials

+r Activation & Summary

Summary information for your SP connection. Click a heading in a section to edit a particular configuration setting.

Connection Status @ Active

© Inactive
S50 Application https://idp.abac test:9031/idp/statSS0_ping?PartnerSpld=https://rp.abac_test:9031
Endpoint

SP Connection

CONNECTION TYPE

Connection Role SP
Browser 330 Profiles true
Protocol SAML 2.0
Connection Template Mo Template
WS-Trust STS false
Cutbound Provisioning false

CONNECTION OPTIONS

Browser S50 true

51. Copy the Identity Provider’s SSO Application Endpoint URL (e.g.,

https://idp.abac.test:9031/idp/startSSO.ping ?PartnerSpld=https.//rp.abac.test:9031) to the

clipboard and save it to a text file, because this URL will be used in the Functional Test section.

new connection you just created. Click Save to complete the configuration.

52. Click Done. This will take you to a screen that lists the connections for the server, including the
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2.13.9 Configure ISE Composite Adapter
1. From the Main page, click on Adapters.

2. Click Create New Instance.

(® Main | (&) Manage IdP Adapter Instances

¥r Manage IdP Adapter Instances

' PingFederate uses adapters to authenticate users to your pariners’ applications. Here you

INSTANCE NAME + INSTANCE ID ~

AD HTML forms ADHTMLforms
AdaptiveAuthentication AdaptiveAuthentication
CiscolSE CiscolSE

HTMLForms HTMLForms

|dP Adapter idpadapter

ISE-RSA Composite Adapter ISERSACompositeAdapter
MultiFactorduthentication MultiFactorduthentication
RSA Multifactor RSAMultifactor

Create Mew Instance...

3. Inthe Instance Name field, enter ISE-RSA Composite Adapter.
4. In the Instance ID field, give the same name without spaces.

5. Inthe Type field, choose Composite Adapter.
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@ Create Adapter Instance

Enter an Adapter Instance Name and ld, select the Adapter Type, and a parent if applicable. The Adapter Type is limited to

¥ Type

Instance MName ISE-RSA Composite Adapter? %
Instance Id ISERSACOmpositeAdapter2 E
Type Composite Adapter E| * Visit Pingldentity.com for additional types

Parent Instance None |E|

6. Click Next.

7. Click Add a new row to ‘Adapters’.
l

LN Y 1dP Adapter

Complete the configuration necessary to look up user security contexts in your environment. This configuration was designed into the adapter for use at your site.

A Composite Adapter allows existing adapter instances to be chained together to execute in sequence. Each configured instance of a Composite Adapter is treated as a single logical adapter instance.
ADAPTERS (Chained adapters)

ADAPTER INSTANCE POLICY AUTHN CONTEXT WEIGHT AUTHN CONTEXT OVERRIDE Adon

INPUT USER ID MAPPING (Create mappings)
TARGET ADAPTER USER ID SELECTION

Acton
Add anew rowto Tnput Userd Mapping
ATTRIBUTE NAME SYNONYMS (Create synonyms between adapter aftributes)
NAME SYNONYM Action
4 new row to Attibute Name Synonyms'
FIELD NAME FIELD VALUE DESCRIPTION
ATTRIBUTE INSERTION © AddToBack O AddToFront * Defines the order in which different values are retumed for the same attribute name.
10. Click Add a new row to ‘Adapters’.
@ Create Adapter Instance
LTCN  1dP Adapter
Complete the configuration necessary to look up user security contexts in your environment. This configuration was designed into the adapter for use at your site.
A Composite Adapter allows existing adapter instances to be chained togther to execute in sequence. Each configured instance of a Composite Adapteris reated as a single logical adapter instance.
ADAPTERS (Chained adapters)
ADAPTER INSTANCE PoLicY AUTHN CONTEXT WEIGHT AUTHN CONTEXT OVERRIDE -
CiscolSE [ ® Required O Suffcient 3 [V Move dowr Edit Delete
RSA Multfactor I ® Required O Suffcient 3 Move up Edt

13. Click Next.

14. Add the attributes from both the ISE and RSA adapters.
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ORED

IdP Adapter

(=) Manage IdP Adapter Instances | (8) Create Adapter Instance

Type ¥ Extended Contract Adapter Attributes  Summary

. This adapter type supports the creation of an Extended Adapter Contract after initial deployment of the adapter instance. |
attributes from a local data store, or create a persistent name identifier which uniguely identifies the user passed to your Si

EXTEND THE CONTRACT ACTION
ip_address Edit f Delete
ise_audit_session Edit / Delete

ise_auth_acs_timestamp  Edit / Delete

ise_auth_id Edit / Delete
ise_calling_station_id Edit / Delete
ise_identity_group Edit / Delete
ise_identity_store Edit / Delete
ise_message_code Edit f Delete

ise_network_device_name  Edit / Delete

ise_selected_azn_profiles  Edit / Delete

ise_user_name Edit / Delete
role Edit / Delete
transactionid Edit / Delete
username Edit / Delete
Add
1554
1555 15. Click Next.
1556 16. Check the Pseudonym box next to username.
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@® Main

IdP Adapter

@ Manage |dP Adapter Instances @ Create Adapter Instance

Extended Contract

Type Y Adapter Attributes  Summary

As an IdRP. some of your SP partners may choose to receive a pseudonym to uniquely identify a user. From the attributes in this a

constructing this unique identifier. Optionally, specify here any attributes that must be masked in log files.

ATTRIBUTE PSEUDONYM

ip_address |
ise_audit_session
ise_auth_acs_timestamp
ise_auth_id
ise_calling_station_id
ise_identity_group
ise_identity_store
ise_message_code
ise_network_device_name
ise_selected_azn_profiles
iSe_user_name
role

transactionid

 OOooooooooooao

username

O Mask all DGNL-expression generated log values

1557
1558 17. Click Next.

1559 18. Click Done.
1560 19. Click Save.

1561 2.13.10 Applying the Composite Adapter

1562 1. From the main page, click on rp.abac.test under SP Connections.
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(¢¥) I1dP Configuration

(##) APPLICATION INTEGRATION SETTINGS

Adapters

Authentication Selection
Default URL

Application Endpoints

FEDERATION SETTINGS

Protocol Endpoints

SP CONNECTIONS (3)

ELLISAY https:/irp.abact.
LTI EY Demo SP
ELUISEE um-nccoesabacop

» lManage All SP » Create New » Import

2. Scroll down and click on Authentication Source Mapping.
AUTHENTICATION SOURCE MAPPING

Adapter instance name ISE-RSA Composite Adapter

Adapter instance name RSA Multifactor

3. Click on Map New Adapter Instance.

(® Main | (®) SP Connection | (®) Browser SSO | (®) Assertion Creation

[ EOTTR BT R NN TETR S 4 Authentication Source Mapping [EITUINETY

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS
ISE-RSA Composite Adapter

RSA Multifactor

Map New Adapter Instance._.

4. In the Adapter Instance box, select the composite adapter.
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@® Main  (®) SP Connection  (®) Browser SSO  (®) Assertion Creation (=) IdP Adapter Mapping

¥ Adapter Instance  Assertion Mapping  Attribute Contract Fulfillment  Issuance Criteria  Summary

ADAPTER INSTANCE  |5E_psa Composite Adapter2 B

ADAPTER CONTRACT

ip_address
ise_audit_session
ise_auth_acs_timestamp
ise_auth_id
ise_calling_station_id
ise_identity_group
ise_identity_store
ise_message_code
ise_network_device_name
ise_selected_azn_profiles
ise_user_name

role

transactionid

username

[ Owerride Instance Settings

Manage Adapter Instances

5. Click Next.

6. Select the top radio button labeled Retrieve additional attributes from multiple data stores
using one mapping.
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9.

@® Main | (®) SP Connection  (®) Browser SSO  (®) Assertion Creation ~ (®) IdP Adapter Mapping

LUELIRRECII ¥ Assertion Mapping  Attribute Sources & User Lookup  Attribute Contract Fulfillment  Issuance Criteria  Summary

ADAPTER CONTRACT

ip_address
ise_audit_session
ise_auth_acs_timestamp
ise_auth_id
ise_calling_station_id
ise_identity_group
ise_identity_store
I5e_message_code
ise_network_device_name
ise_selected_azn_profiles
ise_user_name

role

transactionid

username

® Retrieve additional attributes from multiple data stores using one mapping
O Retrieve additional attributes from a data store—includes options to use alternate data stores and/or a failsafe mapping
O Use only the Adapter Contract values in the SAML assertion

Click Next.

Click Add Attribute Source.

@ Assertion Creation @ IdP Adapter Mapping

@® Main  (®) SP Connection  (®) Browser SSO

PUET AT T D EE R LR BTG ¥y Attribute Sources & User Lookup  Attribute Contract Fulfillment e Criteria  § y

DESCRIPTION TYPE ACTION

Add Att

Enter ActiveDirectory for Source Id and Description.

10. Select activedirectory.abac.test in the Active Data Store drop-down.
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@® Main

(®) Attribute Sources & User Lookup

(®) SP Connection  (®) Browser SSO  (®) Assertion Creation  (®) 1dP Adapter Mapping

¥ Data Store LDAP Directory Search LDAP Filter Summary

| This server uses local data stores fo retrieve supplemental attributes to be sent in an assertion. Specify an Altribute Source name that will distinguish this user lookup for th

Attribute Source Id

ActiveDirectory *
Attribute Source ActiveDirectory =
Description
Active Data Store activedirectory abac.test E| :
Data Store Type LDAP
1579 Manage Data Stores...
1580 11. Click Next.
1581 12. In the BaseDN field, enter DC=ABAC,DC=TEST.
1582 13. Add all of the attributes from the LDAP Directory Search.

(w) Attribute Sources & User Lookup
DEERISTEN 4 LDAP Directory Search  LDAF Filter  Summary
| Please configure your directory search. This information, along with the attributes supplied in the contract, wil be used 10 Uil the contract.

Base DN DC=ABAC DC=TEST

Search Scope Subtree

Attributes to return from search

ROOT OBJECT CLASS ATTRIBUTE ACTION

Subject DN
accountMumber Remave
clearance Remave
company Remove
department Remove
planName Remove
role Remave
staffLevel Remave
state Remave
title Remave
userPrincipalName Remave

1 5 8 3 «<Show All Attributes> Enabled Add Attribute

1584 14. Click Next.

1585 15. In the Filter field, enter sAMAccountName=${ise_user_name}.
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@® Main (=) SP Connection  (®) Browser SSO (@) Assertion Creation

@ IdP Adapter Mapping @ Attribute Sources & User Lookup

Data Store  LDAP Directory Search RB-aRiLGCES{ITYE Summary

Filter

sAMAccountName=3%{ise user name}

1586
1587 16. Click Next.
1588 17. Click Save.
1589 18. Click on Attribute Sources & Data Store.
@® Main  (®) SP Connection (@) Browser SSO  (®) Assertion Creation  (®8) 1dP Adapter Mapping
FLGET TR DT TR E RN ) T ET T RN DT CRET T =R SV ST LU v Attribute Contract Fulfillment  Issuance Criteria  Summary
1590
1591 19. Click on Add Attribute Source.
@® Main  (®) SP Connection (@) Browser SSO  (®) Assertion Creation ~ (8) 1dP Adapter Mapping
LUELI AT S L G R TET TN ¥ Attribute Sources & User Lookup UG LINGReTERTTENE [ssuance Criteria Summary
DESCRIPTION TYPE ACTION
ActiveDirectary LDAP Delete
Add Attribute
1592
1593 20. Enter RSAAA for Source Id and Description.
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21. Select JDBC:sqlserver in the Active Data Store drop-down.

@® Main (@) SP Connection  (®) Browser SSO  (®) Assertion Creation () IdP Adapter Mapping

@ Attribute Sources & User Lookup

Yr Data Store  Database Table and Col Datab Filter 5 y

Attribute Source Id RSAAA i

Attribute Source RSAAA *

Description

Active Data Store | : jdbe:sqlserver//i10.33.7.12:1433;databaseName=RSA_CORE_AA 4
Data Store Type JDBC

Manage Data Stores_..

22. Click Next.

23. Select dbo in the Scheme drop-down.

24. Select EVENT_LOG in the Table drop-down.

25. Add each of the columns from the table.

@ IdP Adapter Mapping

® Main  (®) SP Connection  (®) Browser SSO  (®) Assertion Creation

(®) Attribute Sources & User Lookup

Data Store [R-gliETET) Table and Col Datab Filter S y

Schema -dbo EI
Table EVENT_LOG S

Columns to return from SELECT

BROWSER_LANGUAGE Remave
BROWSER_TYPE Remave
BROWSER_VERSION Remave
CHALLENGE_AUTH_METHOD Remave
CHALLENGE_SUCCESSFUL Remaove
GEODISTANCE Remave
GROUMDSPEED Remaove
IP_ADDRESS Remove
OPERATING_SYSTEM Remave
RISK_SCORE Remove
TIMEZOME Remove
ACCEPT_LANGUAGE El Add Attribute |
ﬁefresh

View Attribute Contract
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1601 26. Click Next.

1602 27. In the Where field, enter USER_ID=${transactionid}.

@® Main  (®) SP Connection  (®) Browser

(w) Attribute Sources & User Lookup

ETG IO -V E TG DR E L DGR L B ¥ Database Filter  Summr

' Please supply a WHERE clause to filter the data from your table.
Where

USER_ID=%{transactionid}

Adapter Values

1603 3{ip_address}

1604 28. Click Next.

1605 29. Click Done.

1606 30. Click Next.

1607 31. Map all the attributes as shown in the screenshot below.
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@® Main  (®) SP Connection  (®) Browser SSO  (®) Assertion Creation (W) IdP Adapter Mapping
Adapter Instance  Assertion Mapping  Attribute Sources & User Lookup R+@GiNENaMITEL SN ENE Issuance Criteria ~ Summary
Fulfill your Attribute Contract with values from ene or more data stores, the authentication adapter, or dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT Adapter ise_user_name None available
accountNumber LDAP (ActiveDirectory) B accountNumber E| None available
browser_language JDBC (RSAAA) BROWSER_LANGUAGE None available
browser_type JDBC (RSAAA) B BROWSER_TYPE E| None available
browser_version JDBC (RSAAA) BROWSER_VERSION None available
challenge_auth_method JDBC (RSAAA) B CHALLENGE_AUTH METHOD E| None available
challenge_successful JDBC (RSAAA) CHALLENGE_SUCCESSFUL None available
clearance LDAP (ActiveDirectory) clearance E| None available
company LDAP (ActiveDirectory) B company E| Mone available
department LDAP (ActiveDirectory) department None available
fullname LDAP (ActiveDirectory) B Subject DN E| Mane available
geodistance JDBC (RSAAA) GEODISTANCE None available
groundspeed JDBC (RSAAA) B GEODISTANCE E| MNone available
ip_address JDBC (RSAAA) IP_ADDRESS None available
operating_system JDBC (RSAAA) B OPERATING_SYSTEM E| None available
planName LDAP (ActiveDirectory) planiame None available
risk_score JDBC (RSAAA) B RISK_SCORE E| None available
role LDAP (ActiveDirectory) role None available
stafflevel LDAP (ActiveDirectory) staffLevel Nane available
state LDAP (ActiveDirectory) B state E| Mone available
timezone JDBC (RSAAA) TIMEZONE None available
title LDAP (ActiveDirectory) B fitle E| None available
upn LDAP (ActiveDirectory) userPrincipalName None available

32. Click Next.

33. Click Next.

34. Click Save.

35. Back at the main page, click on rp.abac.test under SP Connections.
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(6 IdP Configuration

(##) APPLICATION INTEGRATION SETTINGS

Adapters

Authentication Selection
Default URL

Application Endpoints

FEDERATION SETTINGS

Protocol Endpoints

SP CONNECTIONS (3)

L@ hitps-/irp abac t
SAML2.0 Demo SP
ELAISHY urn-nccoe abac rp

» Manage All 5P » Create New » Import

36. Scroll down and click on Database Filter.

37. In the Where field, enter EVENT_ID=${transactionid}.

@® Main (=) SP Connection  (®) Browser SSO (@) Assertion Creation

(®) Attribute Sources & User Lookup

Data Store Database Table and Columns [R+@VEELEL RS

53] Pmasemppyammtqmmedammmm.
Where

EVENT_ID = '${transactionid}’

38. Click Save.

2.14 Certificates

Once you have installed the various products for this ABAC build, you can replace the default self-signed
certificates with certificates signed by a Certificate Authority (CA). For our build, we used Symantec’s
Managed PKI Service to sign our certificates using a local CA. Certificates were used to support various
exchanges that require encryption, such as digital signature, SAML message encryption, and encryption
of TLS communications.
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Although the detailed instructions of configuring certificates signed by a CA vary by vendor product, the
general process is described below. For each certificate, you perform the following high-level steps:

1. Using the vendor product (e.g., PingFederate, SharePoint), generate a certificate signing request
on the server where you want to use the certificate. Save the signing request to a file.

2. Submit an enrollment request to your CA. You will need to provide the signing request that was
generated in Step 1. This step is typically where you provide information such as the name of the
server you intend to use the certificate on (e.g., “idp.abac.test”).

3. Avrepresentative at the CA will examine the enrollment request and approve it. The
representative will issue a certificate response signed with the CA’s key. You can download the
signed response. If you are using a CA that is locally managed by your organization, you will also
need to download the public key of the CA, because you will need to add this the Trusted
Certificate Authorities on each server and client that will be using the certificates.

4. Go back to the vendor product where you created the certificate signing request. If you are using
a local CA, you will first need to add the Certificate Authority’s public key to the list of Trusted
Certificate Authorities.

5. Import the certificate file for your server that was signed by the CA.

2.14.1 Certificate Configuration PingFederate

In the PingFederate app, on the main menu, under Certificate Management, click Trusted CAs to import
the public key of your local CA. If you are using a well-known, external, major CA and that authority’s
public key is already available in cacerts in the Java runtime, it is not necessary to import the same
certificate into the PingFederate Trusted CA store.

= For SSL Server certificates, follow the instructions in the link below. The applicable sections are
“To create a new certificate,” “To create a certificate-authority signing request,” and “To import
a certificate authority response.” Once you have imported a signed certificate response, you will
need to active the certificate on the PingFederate runtime server instance on which your
applications are running. Follow the instructions in the section “To activate a certificate.”

https://documentation.pingidentity.com/display/PF73/SSL+Server+Certificates

=  For digital signatures and performing encryption / decryption, follow the instructions in the link
below. The applicable sections are the same as for SSL Server certificates.

https://documentation.pingidentity.com/display/PF73/Digital+Signing+and+Decryption+Keys+a
nd+Certificates

2.15 Functional Test of All Configurations for Section 2

The instructions in this section will help perform an integrated test all of the configurations in Section 2.
Using the browser and PingFederate, a user will log on and validate that the federated authentication to
Microsoft AD and RSA AA are properly configured.

The test for this section was performed using the Mozilla Firefox browser and the “SAML tracer” add-on,
which enables examination of HTTPS POST and SAML messages.
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1661 1. Install the Firefox SAML tracer add-on from the link below.
1662 https://addons.mozilla.org/en-Us/firefox/addon/saml-tracer/
1663 2. Launch your Firebox browser and select SAML tracer from the Tools menu.

[Tools| Help

Downloads Ctrl+)

Add-ons Ctrl+5Shift+ 4

ifi

Apps
Set Up Sync... !
Web Developer [
Page [nfo
Options
SAML tracer
1664
1665 This will launch an empty SAML tracer window.
F'Ex‘jlmon
1666 o
1667 3. Minimize the SAML tracer window. The SAML tracer will automatically record the details of the
1668 HTTPS messages in the background.
1669 4. Go back to the main browser window and navigate to the Identity Provider’s SSO Application
1670 Endpoint URL identified in the previous section (e.g.,
1671 https.//idp.abac.test:9031/idp/startSSO.ping ?PartnerSpld=https://rp.abac.test:9031).
1672 Expected Result: You should see the PingFederate Sign On screen.
Please sign on and we'll send you right along.
Usemame
*
Password
*H
s ...
1673
1674 5. Enter the Username of the account created in Microsoft AD earlier in this section (e.g., Ismith).
1675 6. Enter aninvalid password for the account. Do not enter the correct password.
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Please sign on and we'll send you right along.

Usermame
Ismith Lo
Password
S0 SRRRS 'b

7. Click Sign On.

Expected Result: You should see an error message that states, “We didn’t recognize the
username or password you entered.”

Please sign on and we'll send you right along.

We didn't recognize the username or password you entered.
Flease try again.

Username

Ismith L6

Password

8. Close the existing browser and launch a new browser.

9. Navigate to the Identity Provider’s SSO Application Endpoint URL again.

10. Enter the user name of the account created earlier in this section (e.g., Ismith). Then, enter the

correct password.
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Please sign on and we'll send you right along.

Username

Ismith *

Password

11. Click Sign On.

Expected Result: You should see the two-factor RSA AA plug-in screen. This screen prompts you

to enter the SMS text validation code received by your mobile phone.

SCE RSA

Identity Verification

We need to verify your identity because you are attempting to access your account from a computer or device we do not recognize.

Confirm the Phone Number:

To confirm that you can receive SMS for authentication at this phene number, click Continue.

@ work: +120000C1373

("'ou should receive an SMS message within 30 seconds after you click Continue)

Powered by Ping
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SCE RSA

Identity Verification

We are now sending an SM3 message containing a confirmation code the following phone number you selected.
Selected Phone Number:

work: +1-HHK00-1373

Enter the confirmation code below. After entering the confirmation code, you will be authorized to continue
If you didn't receive the SMS within 60 seconds or had other problems, please contact your administrator.

Confirmation Code: - | | ¥

Would You Like Us to Remember this Computer?
o Yes, | plan on using this computer to access my accountin the future

® Mo, This is a public computer or one | do not plan on using often to access my account

Powered by Ping

12. Enter the SMS validation code received on your mobile phone and proceed. This will initiate a
communication with the RSA AA server to validate the code that was entered.

Expected Result: The browser should redirect to the RP’s Federation Server (e.g., rp.abac.test),
and you should see an error message similar to the screenshot below.

+J| PingFederate

m Error

€ | @ hitps://rp.abac.test9031/sp/ACS.saml2

&) Most Visited [J> Sharepoint Admin B> ABAC Top Level B> ABAC Finance [ | Mextlabs Reporter

Unexpected System Error

Sorry for the inconvenience. Please contact your administrator for
assistance and provide the reference number below to help locate

and correct the problem.
Reference#: nfffua

13. Go back to the SAML tracer window. Scroll to the bottom of the list of messages in the upper
pane. Click on the last message (e.g., POST https.//rp.abac.test:9031/sp/ACS.saml2) that has a
SAML icon associated with it. This will show the details of the POST message.
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@ SAML tracer

]7: Export ° 7 Tmport

POST  https://idp.abac.test0031 /idp/zkaUi fidp/startSSO.
POST  httpsi//lastpass.com/error,php

POST _ https://rp.abac.test9031/sp/ACS.sami2

pplication/xntml+xml, application/xml;q=0.3,*/*;q=0.8

-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://idp.abac.test:3031/idp/zkzUi/ resuneSAML20/1dp/ s5art550. ping
: licaci ded

Content-Length: 5169

HTTR/2.? 500 Server Error
Date: Mon, 20 Jul 2015 18:37:15 GMT
X-Frame-Options: SAMEORIGIN

Pragma: no-cache

max-age: Thu, OL Jan 1570 00:00:00 GMT
Content-Type: texc/html;charsec=UTE-g
Content-Length: 1572

Expected Result: In the details page at the bottom, on the http tab, you should see that the
browser sent a POST message to the RP’s PingFederate server rp.abac.test. The HTTP response
status code (identified on the line that begins with HTTP) should be a 500 Server Error.

14. Click on the SAML tab.

SAML tracer

— .

(\eay[ify Aummou[ Filter re;our:e;‘

[ Eport j Import|

POST  https://idp.abac test:9031 /idp/zkzUi/resumeSAML20/idp/startSSO.ping
POST  httpsi//lastpass.com/error.php
POST  hittpsi/i 1/sp/ACS sami2

hitp | Parameters | SAML |

<samlp:Response Version="2.0"
1D="GOYOOBRCEWXNEEGLHE160. SHNus™
IssueInstant="2015-07-20T18:37:15.2032"
Destination="nttps://rp.abac.test:9031/sp/ACS. sam1a"
xmlns: samlp="urn:oasis:names:tc:SAML:2.0:protocol”
>
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">https://idp.abac.test:3031</saml: Issuers>
<ds:Signature xmlng:ds="RTTR://wWW.w3.0rg/2000/09/xmldsigs">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://wiw.w3.org/2001/10/xml-exc-cl4nd™ />
<ds:SignatureMechod Algorithm="http://www.w3.0rg/2001/04/xmldsig-morersa-sha256" />
<ds:Reference URI="#GOYOOBRC 160. SBHuS">
<ds:Transforms>
<ds:Transform Algorithm="nttp://www.w3.0rg/2000/09/xmldsigtenveloped-signature” />
<ds:Transform Algorithm="hctp://www.w3.org/2001/10/xml-exc-cl4nt" />
</dsiTransforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#shalse" />
<ds:DigestValue>90GQF0SQxuPEpkal Dl PcAD3 THE TAFCKMICxsNOzMhak=</ds : DigestValues
</ds:Reference>
</ds:SignedInfo>
<ds:Signaturevalue>
Xg2qVquD92pso2UMTE ZA4AME/ Tt CgHS TXTk65FPzmKgT/ 1UJ1sshe Oux1Ruo/ 2/ FCVATHITET+3 1
ST6pqveHK/+HDYN6y1a9D/mEZD1Q46T13VdugnScIHACCOOECSWES oW +wTH1dBEVUETvYuC+SI £1
VWOge] J+s(X/BIERZ 0=
</ds:Signaturevalue>
</ds:Signature>
<samlp:Statusy
<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success" />

m

Expected Result: You should see the details of the SAML message, including the Issuer. The

Issuer should be the IdP’s Federation server, idp.abac.test.

3.1 Introduction

In the previous section of this How-To Guide we demonstrated how to set up federated, SAML-based
authentication at the identity provider (IdP). Before continuing with this section, it is necessary to have a
working federation service that will represent the identity provider and can receive and issue SAML 2.0
request and responses. For instructions on how to set this up using Ping Federate, please refer to

Section 2 of this guide.
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In order to federate identities and attribute information between organizations a federation service
must exist at both the identity provider and the relying party (RP). A trust relationship between these
two services must then be instantiated to allow for identity and attribute requests and responses. In this
section we configure an instance of PingFederate (henceforth called PingFederate-RP) at the relying
party to act as a federation service and to redirect users to the PingFederate-IdP via a SAML request. We
then configure the trust relationship and federated authentication between the PingFederate-RP and
the PingFederate-IdP, allowing the SAML request to be processed by the identity provider and the
subsequent return of a SAML response containing identity and attribute assertions.

If you follow the instructions in this How-To Guide section, you will be able to perform a functional test
to verify the successful completion of the steps for installing, configuring, and integrating the
components.

3.2 Components

Federated authentication between the relying party and the identity provider involves the following
distinct components:

= PingFederate-IdP: A federation system or trust broker for the identity provider

= PingFederate-RP: Serves as the trust broker for SharePoint

3.2.1  PingFederate-IdP

Ping Identity PingFederate-IdP serves as a federation system or trust broker for the IdP. PingFederate-
IdP provides initial user authentication and retrieval of user attributes to satisfy SAML requests from the
RP. Once the user has been authenticated, PingFederate-IdP queries subject attributes from AD and
environmental attributes from the RSA AA event log. PingFederate-IdP takes the name:value pairs of
both the subject and environmental attributes and stores them in a SAML 2.0 token to be sent to the RP.

PingFederate Usage Notes:

=  When using the PingFederate application to perform an administrative configuration, there is
usually a sequence of screens that require user entry, ending with a summary page. Once you
click Done on the summary page, you must also click Save on the following page to save the
configurations. If you forget to click Save, you may inadvertently lose changes to the
configuration.

= |nthe PingFederate application and associated documentation, the relying party is referred to as
the “Service Provider.”

=  When using the PingFederate application to perform configuration, refer to the title of the tab
with a small star icon to its left, to identify the item you are currently configuring. For example,
if you navigated to the following screen, you would be on the IdP Adapter screen.

¥r |dP Adapter
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3.2.2  PingFederate-RP

Ping Identity PingFederate-RP serves as the trust broker for SharePoint. When the user requires
authentication, PingFederate-RP redirects the user to the IdP via a SAML request to get the necessary
assertions. Once authenticated, PingFederate-RP arranges for the browser’s HTTPS content to have the
proper information in proper format for acceptance at the target resource (SharePoint).

3.3 Export Metadata from the Identity Provider

Follow the instructions in this section to export a metadata file from the PingFederate-IdP.
1. Logon to the server that hosts the PingFederate service for the Identity Provider.

2. Launch your browser and navigate to the PingFederate application URL:
https://<DNS_NAME>:9999/pingfederate/app.

3. Replace DNS_NAME with the fully qualified name of the Identity Provider’s PingFederate server
(e.g., https://idp.abac.test:9999/pingfederate/app). Logon to the PingFederate application using
the credentials you configured during installation.

4. On the Main Menu under Administrative Functions, click Metadata Export.

5. Onthe Metadata Mode screen, select Use a connection for metadata generation.
¥ Metadata Mode

You can generate metadata specific to a connection, including the Attribute Contract and public key. Or you can provide a new contract
and select a key manually. The resulting metadata may be shared with your partner to simplify connection creation

@ Use a connection for metadata generation
@ Select information to include in metadata manually

[[] Use the secondary port for SOAP channel

3 &3

6. Click Next. On the Connection Metadata screen, select the connection to the relying party that
you configured in the previous section (e.g., https://rp.abac.test:9031). This should
automatically populate some of the fields on the screen with information from the connection.
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@ Main

EELEIEN VLG 4 Connection Metadata  Metadata Signing  Export & Summary

@ Export Metadata

| Select a connection that contains the Attribute Contract and Digital Signature Key you wish to include in the metadata.

https:/frp.abac test-9031 E| -

ATTRIBUTE CONTRACT
SAML_SUBJECT

DIGITAL SIGNATURE KEY

CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=C0O, C=US
XML ENCRYPTION KEY

No XML key available for this connection

1768

1769 7. Click Next. On the Metadata Signing screen, if you plan to sign the metadata file that will be
1770 exported, select the certificate that will be use to sign the file.

@® Main

Metadata Mode

(®) Export Metadata

(I WD R ERLETEE + Metadata Signing  Export & Summary

| From this list of certificates, choose which one to use for signing the selected file.

Signing Certificate - SELECT - E|

Manage Certificates._.

1771

1772 8. Click Next. On the Export & Summary screen, you should see a summary of the options that
1773 were selected.
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® Main | () Export Metadata

Metadata Mode Connection Metadata Metadata Signing Re@&qnl &N ELY

Click the Export button to export this metadata to the file system.

Export Metadata

METADATA MODE
Metadata mode Use connection
Use the secondary port for SOAP channel false

CONNECTION METADATA

Selected connection https://rp.abac test:9031
Attribute SAML_SUBJECT
Digital Signature Key CH=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US

METADATA SIGNING

Signing Certificate MNone

Export

Cancel < Previous Done

1774
1775 9. Click Export. This will create an export file that contains the metadata of the identity provider
1776 that you can download using the browser.
You have chosen to open:
| metadata.xml
which is: XML file (3.6 KB)
from: hitps://rp.abac.test:0999
What should Firefox do with this file?
7 Openwith | Applications\EXCEL.EXE (default)
i@ Save File
Do this automatically for files like this from now on.
ok || cancel |
1777
1778 10. Copy the metatdata file to the server that hosts the PingFederate service for the relying party.
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3.4 Configure PingFederate-RP Connection to the PingFederate-IdP

Follow the instructions in this section to configure a PingFederate connection from the relying party to
the identity provider.

1. Logon to the server that hosts the PingFederate service for the relying party.
2. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app.

3. Replace DNS_NAME with the fully qualified name of the relying party’s PingFederate server
(e.g., https://rp.abac.test:9999/pingfederate/app). Logon to the PingFederate application using
the credentials you configured in the previous installation section.

PingFederate’

Help | About | Logout (Administrator)

License Violation: Expiration date passed

@ Server Configuration

APPLICATION INTEGRATION @ SYSTEM SETTINGS CERTIFICATE =2 APPLICATION INTEGRATION
SETTINGS N o MANAGEMENT SETTINGS
Server Settings
Adapters Data Stores Trusted CAs Adapters
Authentication Selection Redirect Validation SSL Server Certificates Target URL Mapping

Default URL SSL Client Keys & Identity Store Provisioners
Application Endpaints Certifica Default URLs
ADMINISTRATIVE Digital Signing & XML Application Endpoints
FUNCTIONS Decryption Keys &
FEDERATION SETTINGS Certificates
Metadata Export Certificate Revocation FEDERATION SETTINGS
Protocol Endpoints XML File Signatures Checking
Configuration Archive Protocol Endpoints
Account Management
[E] sPcoNNECTIONS (3) S (&) AUTHENTICATION
License Management @ IDP CONNECTIONS (2)
Sharepoint Virtual Host Names Application Authentication
(EEI¥ED hitps /insxtlabs-rp Password Credential ELUTN hitps://idp.abac
Validator:
EEXIEXD Do 5P Jelazors [ sauL2.0 [T

Active Directory

» Manage AllldP » Creste New » Import
Domains/Kerberos Realms N :

» Manage AlSP » Create New » Import
[2] SP AFFILIATIONS (0) |DP-TO-SP
BRIDGING

» Manage All Affiliations » Create New

Adapter-to-Adapter

4, Onthe Main Menu under IDP CONNECTIONS, click Create New.

5. Onthe Connection Type screen, select Browser SSO Profiles.
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¥ Connection Type

As an SP, you are making a connection to a partner ldP. Select the type of connection needed for this IdP: Browser S5O Profiles (for
Browser SS0O), WS-Trust STS (for access to identity-enabled Web Services), OAuth SAML Grant (for authenticating against the
PingFederate Authorization Server), Inbound Provisioning (for integrating with Saa$ partners) or all.

Browser S50 Profiles Protocol  SAML 2.0

] ws Trust STS

] OAuth SAML Grant

[F] Inbound Provisioning

1790
1791 6. Click Next.
1792 7. Onthe Connection Options screen, make sure Browser SSO is selected.

@ IdP Connection

oL LER LRI 54 Connection Options
Please select options that apply to this connection.

Browser S50
[ JIT Provisioning
] OAuth Attribute Mapping

[0 Attribute Query

1793
1794 8. Click Next.

1795 9. Onthe Import Metadata screen, click Browse and select the metadata file that you exported
1796 from the Identity Provider’s PingFederate server.
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(®) 1dP Connection

(oD L C-2e L BT RO DT (DD RO LWL B 4 Import Metadata  General Info Browser S50 Credentials

If you received a metadata file from a partner ldP describing this new connection, import the file here to populate many connection
settings automatically.

metadata idp.xml

1797
1798 10. Click Next.
1799 11. On the Metadata Summary screen, click Next. On the General Info screen, you should see some
1800 configuration information (e.g., Base URL) about the identity provider that was taken from the
1801 metadata file that you selected.
M: (®) 1dP Connection
Connection Type  Connection Options  Import Metadata  Metadata Summary EVefN IR
This infermation identifies your partner's unique connection identifier (Connection ID). Connection Name represents the plain-language
Identifier for this connection. Optionally, you can specify multiple virtual server IDs for your own server to use when communicating with
this partner. If set, these virtual server IDs will be used in place of the unique protocol identifier configured for your server in Server
Settings. The Base URL may be used to simplify configuration of partner endpoints.
Partner's Entity ID {(Connection ID) https /fidp.abac test 9031 B*
Connection Name hitps://idp.abac test:9031 "
Virtual Server IDs Add
Base URL https://idp.abac test:9031
Company
Contact Mame
Contact Mumber
Contact Email
Error Message:
1802
1803 12. Click Next.

NIST SP 1800-3C: Attribute Based Access Control 140



SECOND DRAFT

@® Main

Connection Type  Connection Options  Import Metadata

Metadata Summary  General Info EVEILTETIS3T]
Activation & Summary

| This task provides connection-endpoint and other configuration information enabling secure browser-based SSO, to resources at your
site. Click the button below to create or revise this configuration.

(®) 1dP Connection

Browser $50 Configuration

Configure Browser S50

1804

1805 13. On the Browser SSO screen, click Configure Browser SSO.

1806 14. On the SAML Profiles screen, select IdP-Initiated SSO and SP-Initiated SSO

ORE

¥r SAML Profiles

(®) IdP Connection

User-Session Creation

@ Browser SSO

Protocol Settings

Summary

A SAML Profile defines what kind of g
how the are inding:

g sported (

may be
. As an SP, wuconﬁgwewsmfonnaaonforyourmP

an Identity Provider (1dF) and a Service Provider (SF), and

Single Sign-On ($S0) Profiles

Single Logout (SLO) Profiles
IdP-Initiated S50

IdP-Initiated SLO
[ sP-Initiated S50 SP-nitiated SLO

1807

1808 15. Click Next.
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® Main

SAML Profiles

(®) IdP Connection | (®) Browser SSO

v¥r User-Session Creation Rl RELGLEE Summary

User-Session Configuration

Identity Mapping Mot Configured
Attribute Contract SAML_SUBJECT
Adapter Instances 0

Connection Contract Mappings 0

16. On the User-Session Creation screen, click Configure User-Session Creation.

(® Main | (®) IdP Connection | (®) BrowserSSO (W) User-Session Creation

¢ Identity Mapping EAUGICRWIIIEIAE Target Session Mapping  Summary

@ Account Mapping: The IdP is sending a set of attributes that may be used to dynamically map the user to a specific local account

@ Account Linking: The IdP is sending a unique name identifier (possibly opaque) An opaque identifier preserves user privacy in that it cannot be traced
back to a user's identity at the 1dP. The name identifier is used by this SP to create a persistent association between the user and a specific local
account.

[T] The assertion includes attributes in addition to the unique name identifier.

Cancel

17. On the Identity Mapping screen, click Next.
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@® Main

[LENTRLELTILI 4 Attribute Contract  Target Session Mapping  Summary

(®) IdP Connection | (@) BrowserSSO | (®) User-Session Creation

' An Attribute Contract is a set of user aftributes that the IdP will send in the assertion

ATTRIBUTE CONTRACT
SAML_SUBJECT

EXTEND THE MASK VALUES IN LOG ACTION
CONTRACT

Add

1815 =

1814 18. On the Attribute Contract screen, click Next.

® Main

Identity Mapping

(®) IdP Connection | (W) BrowserSSO (&) User-Session Creation

LUGLNEAR DI EVE - Target Session Mapping  Summary

| PingFec can create ions to internal applications and/or identity management system using adapters, or create sessions to
partner SPs using connection mapping A forn will be based on attributes sent in an assertion. Map an adapter
instance for each target application on your system. Likewise, map a cor forn c for each pariner SP(s).

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION

CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION

Map Mew Adapter Instance. Map New Connection Contract Mapping. .

1815

1816 19. On the Target Session Mapping screen, click Map New Connection Contract Mapping.
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(W) User-Session Creation

® Main

@ Connection Contract Mapping

(®) I1dP Connection (=) Browser SSO

+¥r Connection Mapping Contract  Attribute Retrieval  Contract Fulfillment | Criteria S y

CONNECTION MAPPING CONTRACT CCELEGT = l;[

CONTRACTATTRIBUTES

Manage Connection Mapping Contracts

Save Draft
1817

1818 20. On the Connection Mapping Contract screen, click Manage Connection Mapping Contracts.

® Main  (®) IdP Connection (@) Browser SSO (@) User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

+¥r Manage Contracts

CONTRACT NAME CONTRACTID ACTION

SharePoint 2TSYIiIBHRpSigs2t Delete (Check Usage)

Create New (

1819

1820 21. On the Manage Contracts screen, click Create New Contract.

1821 22. On the Contract Info screen, enter the Contract Name (e.g., SharePoint 2013).
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® Main (=) IdP Connection (@) Browser SSO  (®) User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

@ Connection Mapping Contract

¥ Contract Info  Contract Attributes ~ Summary

Contract Name

| Sharepoint 2013 |~

1822

1823 23. Click Next.

@ Main @ IdP Connection @ Browser SSO @ User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts
@ Connection Mapping Contract

L Led G 4 Contract Attributes  Summary

ATTRIBUTE CONTRACT
SAML_SUBJECT

EXTEND THE ACTION
CONTRACT

1825 24. Click Next.
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@ Main @ IdP Connection @ Browser SSO @ User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

@ Connection Mapping Contract

Contract Info  Contract Attributes

Connection Mapping Contract

CONTRACTINFO

Contract Name Sharepoint 2013
CONTRACT ATTRIBUTES

Attribute SAML_SUBJECT

< Previous
1826

1827 25. On the Summary screen, click Done.

® Main  (®) IdP Connection (@) BrowserSSO  (®) User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

+¥r Manage Contracts

CONTRACT NAME CONTRACTID ACTION
SharePoint 2T8YIliIBHRpSigs2t Delete (Check Usage)
Sharepoint 2013 pHDPDzxOTReXCnFp Delete

Create New Contract...

1628

1829 26. On the Manage Contracts screen, you should see the new contract listed. Click Save.
1830 27. On the Connection Mapping Contract screen, for the CONNECTION MAPPING CONTRACT field
1831 select the name of the new contract that was created (e.g., SharePoint 2013).
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(®) User-Session Creation

(®) IdP Connection  (®) Browser SSO

® Main

@ Connection Contract Mapping

¥ Connection Mapping Contract  Attribute Retrieval  Contract Fulfillment  Issuance Criteria  Summary

| Select the connection mapping contract you would like to activate for incoming SAML messages from this partner.
CONNECTION MAPPING CONTRACT | 5parepoint 2013 B

CONTRACT ATTRIBUTES

subject

Manage Connection Mapping Contracts...

1832
1833 28. Click Next. On the Attribute Retrieval screen, select Use only the attributes available in the SSO
1834 Assertion.
@® Main  (®) IdP Connection ~ (®) Browser SSO  (®) User-Session Creation
(®) Connection Contract Mapping
(GO ENLDORIET TRl KL L CT B - Attribute Retrieval  Contract Fulfillment  Issuance Criteria  Summary
| You can fulfill the Connection Mapping Contract by using only the attributes from the SAML assertion or by using these attributes to look
up adaitional information from a focal data store.
CONNECTION MAPPING CONTRACT
subject
@ Use the S50 Assertion to look up additional information
@ Use anly the attributes available in the SSO Assertion
1835
1836 29. Click Next. On the Contract Fulfillment screen, for the SOURCE field select Assertion. For the
1837 VALUE field, select SAML_SUBJECT.
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@ Main @ IdP Connection @ Browser SSO @ User-Session Creation

(®) Connection Contract Mapping

(& LG RLETTan T Re D TE T S N R CE T 4 Contract Fulfillment  Issuance Criteria Summary

CONNEGTION MAPPING  SOURCE VALUE ACTIONS
CONTRACT
subject  Assertion B | SAML SUBJECT B higas

: available

Cancel

1838
1839 30. Click Next.
(® Main | (®) IdP Connection | (®) Browser SSO | (W) User-Session Creation  (8) Connection Contract Mapping
Connection Mapping Contract  Attribute Retrieval ~ Contract Fulfiliment [ITES o A RN
SOURCE ATTRIBUTE NAME CONDITION VALUE ERROR RESULT ACTION
| -sELECT - E[’ | -sELECT - B - SELECT - E[ i’ g
1840
1841 31. On the Issuance Criteria screen, click Next.

(® Main  (®) IdP Connection (@) Browser SSO  (®) User-Session Creation

@ Connection Contract Mapping

Connection Mapping Contract  Attribute Retrieval ~ Contract Fulfillment Issuance Criteria F SN LY

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ATTRIBUTE RETRIEVAL

Attribute location Use only the attributes available in the S50 Assertion
CONTRACT FULFILLMENT

subject SAML_SUBJECT (Assertion)

ISSUANCE CRITERIA

Criterion (None)

1842

1843 32. On the Summary screen, click Done.
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33. On the Target Session Mapping screen, you should see new contract (e.g., SharePoint 2013)

listed under the CONNECTION MAPPING CONTRACT NAME field.

® Main

Identity Mapping

(®) IdP Connection | (®) BrowserSSO | (8) User-Session Creation

LUGDITNERELEWEY 4 Target Session Mapping  Summary

| PingFederate can create jons to internal ications andvor identity g system using adapters, or create ions to partner SPs using
connection mapping coniracts. A session will be created based on attributes sent in an assertion. Map an adapter instance for each target application on
your system. Likewise, map a connection coniract for each pariner SP(s).

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION
Sharepoint 2013 Delete

Map New Adapter Instance... Map New Connection Contract Mapping...

Cancel

34. Click Next.

®) Main

Identity Mapping

(®) IdP Connection | (®) BrowserSSO | (®) User-Session Creation

Attribute Contract ~ Target Session Mapping [V @TyT ELY

' Summary information for Session Creation configuration. Glick a heading link to edit a configuration setting.
IDENTITY MAPPING

Enable Account Mapping true

ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT

TARGET SESSION MAPPING

Connection mapping contract name Sharepoint 2013

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ATTRIBUTE RETRIEVAL

Attribute location Use only the attributes available in the S50 Assertion
CONTRACT FULFILLMENT

subject SAML_SUBJECT (Assertion)

ISSUANCE CRITERIA

Criterion (None)

Cancel revious Done

35. Click Done.
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@® Main

SAML Profiles

(®) IdP Connection | (=) Browser SSO

+r User-Session Creation EGLIRLIIIEN Summary

| This task provides the ct ! for ing user ions to enable SSO access fo resources at your site.

User-Session Configuration

Identity Mapping Mot Configured
Attribute Contract SAML_SUBJECT
Adapter Instances 0

Connection Contract Mappings 1

Configure User-Session Creation

1850

1851 36. On the User-Session Creation screen, click Next.

(® Main | (=) IdP Connection | () Browser SSO

SAML Profiles  User-Session Creation Ro@ial{vi i1 1 EREECTTTIETY

| Tnistask provides the ation for specific endpoints and security

Protocol Settings Configuration

Outbound SSO Bindings POST, Redirect

Inbound Bindings POST, Redirect, Artifact, SOAP

Signature Palicy SAML-standard, Authn requests over POST & Redirect
Encryption Policy Mo Encryption

Configure Protocol Settings

profiles. Click the button below to create or

1852

1853 37. On the Protocol Settings screen, click Configure Protocol Settings. This will bring up a sequence

1854 of sub-screens.
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® Main

Yr 550 Service URLs [EGUIAVELIERTN MGG ES

(=) IdP Connection | (@) BrowserSS0 | (8) Protocol Settings

Artifact Resolver Locations  Default Target URL  Signature Policy SNl o e T ET

| Asthe SP you send authentication requests (AuthnRequests) for single sign-on to the IdP's SSO Service Depending on the situation, the IdP may have
several endpoints available. Please provide the endpoints that you want fo use when sending these requests.

BINDING ENDPOINT URL ACTION

POST fidp/SS0O_saml2 Edit / Delete

Redirect [idp/SS0.saml2 Edit / Delete
- SELECT - B * " Add

1855

1856 38. On the SSO Service URLs screen, click Next.

1857 39. On the Allowable SAML Bindings screen, select POST and select Redirect.

® Main

LR RIHES 4 Allowable SAML Bindings

(®) IdP Connection | (®) BrowserSSO | (®) Protocol Settings

REEULQENG AR L E TGRSV Encryption Policy  Summary

| When the IdP sends messages, over what SAML bindings do you want to receive them?

Artifact
[ posT
Redirect
SOAP

1858

1859 40. Click Next.
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(=) Protocol Settings

5§50 Service URLs  Allowable SAML Bindings F-@iEaNISEWGEAILNIE Signature Policy

Optionally, you can specify a default target URL for this IdP connection. Entering & URL in the Defauit Target URL field overrides the SP Defauit URL SSO
setting.

Default Target URL

41. On the Default Target URL screen, click Next.

42. On the Signature Policy screen, make sure that the following are selected:
a. Specify additional signature requirements and
b. Sign AuthN requests sent over POST and Redirect bindings

(®) Protocol Settings

S50 Service URLs  Allowable SAML Bindings Default Target URL [ENSHTETIT GRS [AY

Additional guarantees of authenticity may be agreed upon between you and your partner. For SP-initiated SSO, you can choose to sign authentication
requests sent via the POST or redirect bindings. You can also choose to require signed assertions, regardless of the binding used.

Specify how message authenticity and integrity is ensured:
@ Use SAML-standard signature requirements
@ Specify additional signature requirements
Sign AuthN requests sent over POST and Redirect bindings

Require signed SAML Assertions (rather than signed Responses — Assertions are contained inside SANML Responses)

43. Click Next. On the Encryption Policy screen, select
a. Allow encrypted SAML Assertions and SLO messages and

b. The entire assertion
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® Main

550 Service URLs

(®) 1dP Connection

Allowable SAML Bindings

(®) BrowserSS0 | (8) Protocol Settings

DECTHAETH AT L EITTCR WIS % Encryption Policy  Summary

of level privacy may be used betwween you and your partner thiough the use of XML encryption. Specify an encryption

policy for the exchange of SALIL messages.

@ MNone

@  Allow encrypted SAML Assertions and SLO messages

The entire assertion
SAML_SUBJECT (Name Identifier)

One or more attributes

44. Click Next.

® Main

(®) I1dP Connection

Cancel revious

(=) BrowserSS0 | (=) Protocol Settings

S50 Service URLs  Allowable SAML Bindings  Default Target URL ~ Signature Policy ~ Encryption Policy BVaETIELY

| Summary information for your Pratocol Settings configuration. Click a heading link to edit a configuration setting.

Protocol Settings
§50 SERVICE URLS
Endpoint
Endpoint

ALLOWABLE SAML BINDINGS
Artifact

POST

Redirect

SOAP

DEFAULT TARGET URL
SIGNATURE POLICY

Sign AuthN requests over POST and Redirect
Require digitally signed SAML Assertion
ENCRYPTION POLICY

Encrypt Entire Assertion

Encrypt Name Identifier

Encrypt One or More Attributes

URL: /idp/SS0 saml2 (POST)

URL: /idp/SS0O_saml2 (Redirect)

false

true

false

true

false

true
false

false

45. On the Summary screen, click Done.
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@ Browser 550

® Main

SAML Profiles

(®) 1dP Connection

UEESTEULL RN Y Protocol Settings  Summary

| This task provides the configuration for specific endpoints and security considerati i to profiles. Click the button below to create or

Protocol Settings Configuration

Outbound SSO Bindings POST, Redirect
Inbound Bindings POST, Redirect
Signature Policy SAML-standard, Authn requests over POST & Redirect
Encryption Policy SAML Assertion

Configure Protocol Settings

1873
1874 46. On the Protocol Settings screen, click Next.
subject SAML_SUBJECT (Assertion)
ISSUANCE CRITERIA
Criterion (None)
580 SERVICE URLS
Endpoint URL: /idp/350 _saml2 (POST)
Endpoint URL: /idp/SS0.saml2 (Redirect)
ALLOWABLE SAML BINDINGS
Artifact false
POST true
Redirect true
SOAP false
DEFAULT TARGET URL
SIGNATURE POLICY
Sign AuthN requests over POST and Redirect true
Require digitally signed SAML Assertion false
ENCRYPTION POLICY
Encrypt Entire Assertion true
Encrypt Name Identifier false
Encrypt One or More Attributes false
1875 Cancel
1876 47. On the Summary screen, click Done.
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® Main

Connection Type  Connection Options  Import Metadata ~ Metadata Summary  General Info BU@:TWEYEVE Credentials SHETEIESITNENRY

(®) 1dP Connection

. This task provi { dpoint and other configuration i ion ing secure browser-based SSO, to resources at your site. Click the
bution below to create or revise this configuration.

Browser SSO Configuration

Configure Browser SSO

Gaeet

48. On the Browser SSO screen, click Next.

(®) Main | (=) IdP Connection

Connection Type  Connection Options  Import Metadata ~Metadata Summary ~ General Info  Browser S50 [aat ettt T RSPt AP

| For each credential shown here, configure the necessary seltings.

Credential Requirement
Digital Signature Mot Configured
Signature Verification Settings Unanchored Certificate (Primary CN=demo dsig new, Secondary Mot Configured)

Decryption Certificate Mot Configured

Configure Credentials

Cancel < Previous

49. On the Credentials screen, click Configure Credentials.
50. On the Digital Signature Settings screen, select

a. Signing Certificate for SAML messages and
b. Signing Algorithm
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@® Main

¢ Digital Signature Settings

(=) IdP Connection | (®) Credentials

Select XML Decryption Key

Signature Verification Settings Summary

Signing Certificate 01:30:DB:6C:25:AB (cn=demo dsig new) |_z_| *

Include the certificate in the signature <Keylnfo> element.

Signing Algorithm | RSA SHA256 B

Manage Certificates

1884

1885 51. Click Next.

@ Main @ IdP Connection @ Credentials

[RGHETRGLEVHERTLL LN # Signature Verification Settings LSBT LG Summary

1886

1887 52. On the Signature Verification Settings screen, click Manage Signature Verification Settings.
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® Main

¥ Trust Model

(®) IdP Connection | (®) Credentials | (=) Signature Verification

Signature Verification Certificate [ERINTNERT

© Anchored The verification certificate must be signed by a Trusted CA and included in the incoming message.

@ Unanchored The verification certificate is self-signed, or you wish to trust a specific certificate.

1888

1889 53. On the Trust Model screen, click Next.

1890 54. On the Signature Verification Certificate screen, select the certificate to verify digital signatures.

(® Main | (®) IdP Connection | (®) Credentials | (W) Signature Verification

LT GAE o Signature Verification Certificate  Summary

Primary 01:30:DB:8C:25'AB (cn=demo dsig new) 2

Secondary | -SELECT - B

1891

1892 55. Click Next.
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(®) Ssignature Verification

® Main

Trust Model

(®) IdP Connection  (®) Credentials

Signature Verification Certificate [ gTINIELY

. Summary ir ion for your Sig Verification jquration. Giick a heading iink to edit a configuration setting.

Signature Verification

TRUST MODEL
Trust Model Unanchored
SIGNATURE VERIFICATION CERTIFICATE

Selected Certificate CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US

1893

1894 56. On the Summary screen, click Done.

1895 57. On the Signature Verification Settings screen, click Next.

1896 58. On the Select XML Decryption Key screen, select the certificate associated with the private key
1897 that will decrypt messages from the identity provider.

@® Main

Digital Signature Settings

(®) IdP Connection | () Credentials

SILDENTERE GRS GOLEN ¥ Select XML Decryption Key  Summary

| Please select the certificate that corresponds to the private Key that you will use to decrypt message content sent to you from your partner. Only RSA keys
can be used for XML encryption.

01:4C09°36°30'19 (cn=demo-sp-enc) E| 5

Manage Certificates...

S

1898
1899 59. Click Next.
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(® Main | (®) IdP Connection | () Credentials

Digital Signature Settings  Signature Verification Settings  Select XML Decryption Key Bl iELY

_ Summary i ion for your Cr ials configuration. Click a ing link to edit a configuration seiting.

Credentials

DIGITAL SIGNATURE SETTINGS

Selected Certificate CM=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
Include Certificate in Keylnfo false
Selected Signing Algorithm RSA SHA256

Signature Verification

TRUST MODEL

Trust Model Unanchored

SIGNATURE VERIFICATION CERTIFICATE

Selected Certificate CM=demo dsig new, OU=Pingldentity. O=PingFederate, L=Denver, ST=CO, C=US
SELECT XML DECRYPTION KEY

Selected Decryption Certificate CMN=demo-sp-enc. O=NCCoE, C=US

S S

60. On the Summary screen, click Done.

(® Main | (=) IdP Connection

Connection Type  Connection Options  Import Metadata  Metadata Summary  General Info  Browser 550 EVEWEYEUTE] S TEN GRS ELY

' Foreach credential shown here, configure the necessary settings.

Credential Requirement
Digital Signature CN=demo dsig new
Signature Verification Settings Unanchored Certificate (Primary CN=demu dsig new. Secondary Not Configured)

Decryption Certificate CH=demo-sp-enc

Configure Credentials

61. On the Credentials screen, click Next.

62. On the Activation and Summary screen, select Active for the Connection Status field.
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(® 1dP Connection
Connection Type  Connection Options  Import Metadata Metadata Summary  General Info  Browser S50  Credentials

¥ Activation & Summary
Summary information for your IdP connection. Click a heading in a section fo edit a particular configuration setting

Connection Status @ Active
© Inactive

S50 Application https:/frp.abac test:3031/sp/statSSO ping?Partnerldpld=https://idp.abac test:3031
Endpoint

IdP Connection
CONNECTION TYPE

Connection Role 1dP
Browser SSO Profiles true
Protocol SAML 2.0
WS-Trust STS false
OAwuth SAML Grant false
Inbound Provisioning false

CONNECTION OPTIONS

Browser S50 true
JIT Provisioning false
OAuth Attribute Mapping false
Attribute Query false

63. Copy the relying party’s SSO Application Endpoint URL (e.g.,

https://rp.abac.test:9031/sp/startSSO.ping?Partnerldpld=https://idp.abac.test:9031) to the

clipboard and save it to a text file, because this URL will be used in the Functional Test section.

64. Click Save to save the configuration.

3.5

This section provides instructions to perform an integrated test all of the configurations in Section 3.

1.

Functional Test of All Configurations for Section 3

Using the browser and PingFederate, a user will logon at the identity provider, and then get

redirected to the relying party.

Note: This test is similar to the test in Section 2, except this time the relying party has a
destination endpoint connection that was configured in Section 3, so the response code from
the relying party’s Federation server (e.g., rp.abac.test), should be an HTTP 200 status code.

Launch your browser and navigate to the relying party’s SSO Application Endpoint URL identified

in the previous section (e.g.,
https://rp.abac.test:9031/sp/startSSO.ping?Partnerldpld=https://idp.abac.test:9031).

Launch the SAML tracer as in Section 2 and minimize the tracer window.

Expected Result: You should see the PingFederate Sign On screen.
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4.

Please sign on and we'll send you right along.

Usermname

Passwaord

Enter the Username and Password of the account created in Section 2 (e.g., “Ismith”) and click
Sign On.

When the RSA Adaptive Authentication screen comes up, enter the SMS text validation code.

Expected Result: You should see the browser redirect to the relying party’s Federation Server
(e.g., rp.abac.test) and an error message similar to the message in the following screenshot.

J"“ Sign On Error x\+

(' @ https://rp.abac.test:9031/sp/ACS.saml2 C || Q Search

[2h Most Visited B> Sharepoint Admin [ ABAC Top Level > ABAC Finance || Nextlabs Reporter

Sign On Error

Unexpected exception occurred in Response Handling: No SP
adapter or SP connection is allowed for this virtual server id:
https:/irp.abac test:9031

Partner: https:/lidp.abac.test:9031

Target Resource: https:/irp.abac.test:9031/quickstart-app-sp/go

Return to the SAML tracer window.
Scroll to the bottom of the list of message in the upper pane.

Click on the last message (e.g., POST https://rp.abac.test:9031/sp/ACS.saml2) that has a SAML
icon associated with it. This will show the details of the POST message.
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/idp/Q1Tni/zes:

vC
3.5.30729; .NET4.0E)
m-urlencoded

=5

Expected Result: In the details page at the bottom, on the http tab, you should see that the
browser sent a POST message to the relying party’s PingFederate server (e.g., rp.abac.test). The
HTTP response status code (identified on the line that begins with “HTTP”) should be a 200 OK
code.

4.1 Introduction

In previous sections of this How-To Guide, we installed several products to establish RP and IdP
environments, their components, and the federation between them (Section 2 and Section 3).

In this section of the How-To Guide we will illustrate how to install IIS (Internet Information Services 8),
Microsoft SQL Server 2012, and Microsoft SharePoint Server 2013. Then, within SharePoint we will
illustrate how to create a web application, configure the web application to run SSL, create a site
collection, and create sub-sites.

In our build, we used ABAC policies and policy enforcement to protect RP resources like SharePoint sites
and documents with the help of NextLabs products installed in subsequent How-To sections (Section 7
and Section 8).

41.1 Components Used in this How-To Guide

1. Internet Information Services (IIS) Manager - extensible web server created by Microsoft
(formerly Internet Information Server) and is pre-installed in most Windows editions though is
not active by default.

2. Microsoft SharePoint 2013 - Microsoft SharePoint is a web-based application within the
Windows operating environment. Commonly, SharePoint is deployed as a document
management system for intranet, extranet, or cloud repository purposes. SharePoint natively
uses an RBAC authorization environment, but it also supports the use of attributes within the
user transaction request, a capability Microsoft refers to as being “claims aware.” SharePoint
also allows for tagging data within its repository, which can be leveraged as object attributes.

Microsoft SQL Server 2012 - relational database management system developed by Microsoft. As a
database server, it is a software product with the primary function of storing and retrieving data.
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4.1.2

Component

Internet
Information
Services (11S) 8

Required Files

Built-in compo-
nent in Win-
dows Server
2012 operating
system (inac-

Required Other
Software

N/A

Minimum
Hardware
Requirements

For the Windows
2012 Server OS: 512
MB RAM, 1.4 GHz
64-bit CPU, 32 GB
hard disk; Gigabit

Required or Recommended Files, Hardware, and Software

Recommended
Hardware

For the Windows
2012 Server OS:
800+ MB

RAM, >1.4 GHz
64-bit CPU, >32

Recommended or
Minimum
Operating
System

Windows Server

2012 R2 Standard
64-bit

Operating System
or Other Software
Used in this Build

Windows Server
2012 R2 Standard
64-bit

tive by default) Ethernet adapter GB hard disk

— Windows

Server 2012 I1SO
Microsoft SharePoint Microsoft SQL 12 GB RAM, 4 core, | 8+ GB RAM, The 64-bit edition of | Windows Server
SharePoint Server 2013 in- | Server 2012; 64 bit CPU, 80 GB 4+core 64-bit Windows Server 2012 R2 Standard
Server 2013 stallation setup | Microsoft SQL hard disk space for CPU, >80 GB hard | 2008 R2 Service 64-bit

during the fea-
ture installation
step.)

optimal perfor-
mance), >2.0 GHz
CPU, 6 GH of
hard-disk space

dows 8, Windows 7
SP1, Windows Vista
SP2

file or DVD Server Manage- | system drive disk Pack 1 (SP1) Stand-
ment Studio; IIS ard, Enterprise, or
7.0 or 8.0 (Web Datacenter or the
Server Role, 8.0 64-bit edition of
required for Windows Server
Windows 2012 Standard or
Server 2012) Datacenter
Microsoft SQL | SQL Server .NET 4.0 Frame- | 1GB RAM, 1.4GHz 4 GB RAM (should | Windows Server Windows Server
Server 2012 2012 setup file | work (SQL CPU, 6 GB of hard- be increased as 2008 R2 or Win- 2012 R2 Standard
or DVD Server in- disk space database size in- dows Server 2012, 64-bit
stalls .NET 4.0 creases to ensure | Windows 8.1, Win-
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4.2 Installation of Required Components

4.2.1 Installing SQL Server 2012

On the server where SQL Server 2012 is going to be installed, follow the steps from this link to install
SQL Server 2012: https://technet.microsoft.com/en-us/library/ms143219(v=sqgl.110).aspx

Note: in our build, this SQL Server instance is leveraged by SharePoint Server 2013 and by the NextLabs
ABAC policy definition, deployment, and enforcement components. Two of these NextLabs components
are also installed on the same server as SQL Server 2012 (Section 7). In our build, we call this server
SQLServer.

It is generally recommended by Microsoft regarding SharePoint Server and NextLabs regarding Control
Center that the SQL Server be installed on a separate, dedicated server, which is why we chose that
deployment in our build.

4.2.2 Installing IIS 8.0 on the SharePoint Server

On the separate server where SharePoint Server 2013 is going to be installed, follow the steps from this
link to install IS 8.0 (if not already installed; required for SharePoint Server 2013):
http://www.iis.net/learn/get-started/whats-new-in-iis-8/installing-iis-8-on-windows-server-2012

Note: in our build, we call this the SharePoint Server.

4.2.3 Installing Microsoft SharePoint Server 2013

On the separate server where SharePoint Server 2013 is going to be installed, follow the steps from this
link to install SharePoint Server 2013:
http://social.technet.microsoft.com/wiki/contents/articles/14209.sharepoint-2013-installation-step-by-

step.aspx

Note: in our build, we call this the SharePoint Server (same as step 2.2).

4.3 Creating the Web Application (lIS site) in SharePoint

1. On the SharePoint Server, open a web browser.

2. Inthe URL address bar of the browser, enter the address for Central Administration and click
Enter or Go: http://sharepoint:44444/default.aspx

3. From the Central Administration page, click on Application Management.
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6 )| P hitp://sharepoint 44444/ default.aspx P - & | B Home - Central Administra... *

SharePaint NENS s Bl ol (M-l SHAREPOINT\Administrator~ £ 2

) sHaRe O

~

>

Central Administration

Application
Management
System Settings < | Application af System Settings Resources
P Management ¥ —| Manage servers in There are current
Monitoring Manage web . this farm links to display. T
Backup and Restore applications Manage services click "Add new li
Security Create site on server
acuri :
collections g:,:';g‘;fa"" % Add new link
Upgrade and Migration Manage service
applications Configure
General Application Manage content alternate access
Settings databases mappings
1991
1992 4. On the Application Management Page, under the Web Applications section, click on Manage
1993 web applications.
SharePoint Mewsfeed OneDrive Sites
Central Administration o
- Web Applications
Application Manage web applications
Management Configure alternate access mappings
System Settings
- @ Site Collections
Monitoring Create site collections = Delete a site collection
Backup and Restore Confirm site use and deletion | Specify quota templates
) Configure quotas and locks
Security Change site collection administrators
Upgrade and Migration View all site collections | Configure self-service site creation
General Application @ Service Applications
Settings Manage service applications
1994
1995 5. From the left-most end of the Web Applications ribbon menu click on New.
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6 3| B http://sharepoint:44444/_admin/WebApplicationList.aspx O = € B Web Applications Manage... *

SharePoint Mewsfeed OneDrive Sites

BROWSE WEB APPLICATIONS

= Manage Features Blocked File Types
Ll-:@ Managed Paths User Permissions
Mew  Extend Delete General Authentication Seif-Service Site User
Settings Service Connections Providers Creation Web Part Security Policy
Contribute Manage Security

6. Inthe Create New Web Application window that automatically opens, in the 1IS Web Site
section, do the following steps to choose the web application’s basic IIS configuration:

a. Leave the radio button for Create a new IIS web site chosen (default).

b. Leave the default Name or change the Name to something more memorable to you.

c. Leave the default Port displayed or change the Port number to one that makes sense for

your environment.

Create New Web Application

Warning: this page is not encrypted for secure communication. User names, passwords, and any other
information will be sent in clear text. For more information, contact your administrator.

aK Cancel
1S Web Site
Choose between using an (O 'Use an existing 11S web site
existing II5 web site or create a Default Web Site
new one to serve the Microsoft
SharePoint Foundation ®) Create a new 115 web site
application. Mame

If you select an existing 115 web | SharePoint - 6454 |

site, that web site must exist on
all servers in the farm and have

the same name, or this action Port
will not succeed. | 6454 |
If you opt to create a new 15 Host Header

d. Leave the Host Header blank and keep the default Path.

If you opt to create a new 15 Host Header

web site, it will be automatically | |
created on all servers in the
farm. If an II5 setting that you Path
::rzlh}?ozh::r?islz :Efs ?;;:rnn to | dnetpubiwwwroot\wss\VirtualDirectories\ 6454 |
create the basic site, then

update it using the standard 115

tools.
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7. Further down in the Create New Web Application window, in the Security Configuration section,
do the following steps to configure the web application to run SSL:

a. Under Allow Anonymous leave the No radio button chosen (default).

b. Under Use Secure Sockets Layer (SSL), click Yes.

Create New Web Application

Security Configuration

Allow Anonymous

f you choose to use Secure oy

Sécket: L (S5L), you must \:’ ves

add the certificate on each ®No

server using the [15 Use Secure Sockets Layer (550)
administration tools. Until this

is done, the web application will (@) yas

be inaccessible from this 115 web

site, Mo

8. Further down in the Create New Web Application window, in the Claims Authentication Types
section, do the following steps to enable Windows Authentication (as illustrated):

a. Click on Enable Windows Authentication

b. Click on Integrated Windows authentication

Create New Web Application

Claims Authentication Types
W Enable windows Authentication

Choose the type of M integrated Windows authentication

authentication you want to use v
for this zone. NTLM J
Negotiate (Kerberos) is the [IBasic authentication (credentials are sent in clear text)

recommended security

configuration to use with

Windows authentication. If this

option is selected and Kerberos [J€enable Forms Based Authentication (FBA)
not nf NTLUM willl b - .

= et configured, RTLA will be ASP.NET Membership provider name

used. For Kerberos, the

application pool account needs

to be Metwork Service or an

account that has been

configured by the domain

administrator. NTLM (v

authentication will work with

ASP.NET Role manager name

9. Further down in the Create New Web Application window, in the Claims Authentication Types
section, note that there is a Trusted Identity provider section. Do not select this option now, but
later in our build and in other How-To guide sections there will be steps for setting up the
federated logon.
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Create New Web Application

any application pool account [dTrusted Identity provider

and with the default domain . . ~
configuration. Trusted ldentity Provider

Basic authentication method Federated Logon from ldentity Provider

passes users' credentials over a
network in an unencrypted
form. If you select this option,
ensure that Secure Sockets
Layer (SSL) is enabled.

ASP.NET membership and role
provider are used to enable
Forms Based Authentication
(FBA) for this Web application.
After you create an FBA Web
application, additional
configuration is required.

Trusted |dentity Provider W
Authentication enakbles

2020

2021 10. Further down in the Create New Web Application window, in the Sign In Page URL section, leave
2022 the Default Sign In Page radio button chosen (default).

Create New Web Application

sign In Page URL ~
® Dafault Sign In Page

When Claims Based .
R OCustomS|gn In Page

Authentication types are
enabled, a URL for redirecting
the user to the Sign In page is

required.

Learn about Sign In page
2023 redirection URL.

2024 11. Further down in the Create New Web Application window, in the Public URL section, change the
2025 URL or keep the default URL:

Create New Web Application

Public URL ~

The public URL is the domain URL
name for all sites that users will | https://SHAREPOINT:6454 |
access in this SharePoint Web
application. This URL domain Zone
will be used in all links shown Default
on pages within the web
application. By default, it is set
to the current servername and
port.
http://go.microsoft.com/fwlink/?
2026 Linkld=114854
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12. Further down in the Create New Web Application window, in the Application Pool section, leave
the default values:

a. Leave the radio button for Create new application pool chosen.

b. Note that the Configurable button is already chosen to select an existing security
account for the new application pool, an account called SharePointAdmin in this build

i. If you do not already have a managed account for this purpose, click on the Reg-
ister new managed account link and follow the prompts to create one.

. . x
Create New Web Application
Application Pool ) A
Choose the application pool to () Use existing application pool
use for the new web application MNET v2.0 () ﬂ
This defines the account and )
credentials that will be used by ®) Create new application pool
this service, Application pool name
You can choose an existing SharePoint - 6454
‘ifi"ze:'c” pool ar create a new Select a security account for this application poal
Predefined
Network SEPJ'-:E-ﬂ
@ Configurable
ABAC\SharepointAdmin ﬂ
Register new managed account
W

13. Further down in the Create New Web Application window, in the Database Name and
Authentication section, leave the following fields filled in with the default information or enter
your own manually:

a. |P Address of the Database Server. In our build the separate, dedicated SQL Server IP
address is 10.33.7.210

b. Database name

NIST SP 1800-3C: Attribute Based Access Control 169



SECOND DRAFT

.. »
Create New Web Application

Database Mame and

Authentication Database Server e

Use of the default database 10.33.7.210

server and database name is

recommended for most cases. Database Name

Refer to the administrator's WSS_Content_d61ef2e5986542e68889ce121ffb

guide for advanced scenarios

where specifying database Database authentication

information is required.

®Windows authentication (recommended)

_Jse of Windows authent'ca_tion (O sqL authentication

s strongly recommended. To Account

use 501 authentication, specify

the credentials which will be

used to connect to the

database, Password

W
2041
2042 14. Further down in the Create New Web Application window, in the Failover Server section, leave
2043 the Failover Database Server field blank.
2044 15. Further down in the Create New Web Application window, in Service Application Connections,
2045 leave the default checkbox for User Profile Service Application checked.
Create New Web Application X

Failover Server )

, . Failover Database Server s

You can choose to associate a

database with a specific failover

server that is used in conjuction

with SQL Server database

mirronng.

Service Application

Connections Edit the following group of connections: |default

Choosg t.hg se*vice_ ap!:nlicat?ons Name Type

that this Web application will be

connected to. A Web | User Profile Service User Profile Service

application can be connected to Application Application Proxy

the default set of service

applications or to a custom set

of service applications. You can

change the set of service

applications that a Web w

SN | JUL S S (U
2046
2047 16. Further down in the Create New Application window, in Customer Experience Improvement
2048 Program, either keep the Enable Customer Experience Improvement Program radio button for
2049 No chosen, or click on Yes.
2050 17. At the bottom of the Create New Application window click OK to finish the web application
2051 creation process.
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Customer Experience

Improvement Program Enable Customer Experience Improvement Program
Collect web site analytics about ) Yes
web pages on this web ® No

application. Please read the

Administration guide before . .
turning this on for web Warning: In order for Customer Experience Improvement

applications available over the Program (CEIF) to collect data, both CEIP and browser CEIP, at
public Internet. the farm level, should be enablad.

aK Cancel v
18. Wait for the new web application to be created.
Create New Web Application X
. This shouldn’t take long.
19. In the Application Created window, click OK.
x

Application Created

The Microsoft SharePoint Foundation Web application has been created.

If this is the first time that you have used this application pool with a SharePoint Web application, you
must wait until the Internet Information Services (11S) Web site has been created on all servers. By
default, no new SharePoint site collections are created with the Web application. If you have just
created a Forms Based Authentication (FBA) Web application, then before creating a new site
collection, you will need to perform some additional configuration steps.

Learn about how to configure a Web application for FBA.

Once you are finished, to create a new site collection, go to the Create Site Collection page.

oK

20. Back on the Web Applications page, verify that your new SharePoint web application is listed
(“SharePoint — 6454” from this example).
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@ = @ http://sharepoint:44444/_admin/WebApplicationListaspx 0 = & @webAppﬁcaﬁpns Man... ¥ B

SharePoint

BROWSE WEB APPLICATIONS

Manage Features

ionl
Ll:@ Managed Paths

New  Extend Delete General
Settings Service Connections

Authentication Self-Service Site
Providers Creation

Contribute Manage Security

Central Administration Name

Application SharePoint - 80

Management SharePoint Central Administration v4

System Settings SharePoint - 8888

Monitoring SharePoint - 6454

MNewsfeed

OneDrive  Sites SHAREPOINT\Administrator~ £ P

) sHARE O,

Blocked File Types
User Permissions

User  Ancrymous Permission
Web Part Security  Policy Palicy Policy

Policy

URL

http://sharepoint/
http://sharepoint:44444/
http://sharepoint:8888/
https://sharepoint:6454/

Backup and Restore
Security
Upgrade and Migration

General Application
Settings

21. In another browser window, navigate to your new web application (e.g.,
https://sharepoint:6454). Until the SSL certificate is installed as seen in the following section,
you will receive this error.

/i, Problem loading page

| {- @ https://sharepoint: 5454 v | | Q, Search | 'ﬁ’ B 4+ # 9 | =

Secure Connection Failed

0,

The connection to the server was reset while the page was loading.

* The page you are trying to view cannot be shown because the authenticity
of the received data could not be verified.

® Please contact the website owners to inform them of this problem.

Try Again Report this error -

4.4 Creating and Installing SSL Certificate

For a protected lab environment, it is possible to use self-signed certificates, however for production
network deployments it is generally recommended to use certificates signed by a Certificate Authority.
Instructions related to both approaches are included in this section.
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441

44.1.1

Self-Signed Certificates

Creating a Self-Signed Certificate on /IS 8

1. On the SharePoint Server, click on the Windows icon in the bottom left corner of your screen.

2. Begintyping 11s.

3. When the Internet Information Services (IIS) Manager appears, click on it.

Search
Everywhere -

I Manager]

*H

Manager

Internet Information Services (15)

4. Click on the SharePoint Instance to see its Features.

5. Scroll down and double-click on Server Certificates.

w5 Internet Information Services (lIS) Manager
@ | S5 » SHAREPOINT » @ « %
File  View Help
(Connections ~ e
. Ggl SHAREPOINT Home
@~ | & 7 Manage Server
&5 Start Page . « Restart
P Filter: - G = Show All | G by:
.1 [ SHAREPOINT (SHAREPOINT\Admini I'I:' Go g ShowAll | Group by; = »
|5} Application Pools 2 _ | L ~ B stop
b -[&] Sites N =) \%‘2 1 Ay
. ] é = 'ﬂ' View Application Pools
Authentic.. Authorizat.. Compression  Default Directory  Error Pages View Sites
Rules Document  Browsing — T
Change .NET Framework
] _ll ey i 3 l- ? Version
E‘i@' CF;ﬂ He] ;'Q s @ Gt New Web Platform
Failed Handler HTTR HTTP IP Address  ISAPI and Components
Request Tra... Map;ilngs Redirect Respon..  and [)Jima... CGI Restri... ) |®| Help
by, i— e ;@ﬂ =] = -
O B8 = # = &
ISAPI Filters Legging  MIME Types  Modules Output Request
Caching Filtering
3
A iy
Server Waorker
Certificat4 Request and manage certificates for websites that use 551 h
. ;| [ Festures View | - Content Vi
Ready

&

6. Inthe Server Certificates window, you will see any certificates that already exist.
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[ €3+ sHareroINT »

File  View Help

Q- Wiz R % Server Certificates -

vﬂ Start Page

4 ‘ﬂ SHAREPOINT (SHAREPOINT\Admini
@ Application Pools
b -[6] Sites Filter: + WGo ~ %Shcﬂw All | Group by: No Grouping Create Domain Certificate...

Use this feature to request and manage certificates that the Web server can use with Create Certificate Request...
websites canfigured for S5L. Complete Certificate Request...

MName Issued To Issued By Create Self-Signed Certificate...
ForefrontldentityManager ForefrontldentityManz Enable AutomahicPeheeinl
sharepoint.abac.test Sharepeint ABAC TEST Sharepoint ABAC.TES Renewed Certificate

0 Help

[<] m

@ Features View @ Content View

2078
2079 7. Inthe Actions panel on the right side of the 1IS Manager window, next to the Server Certificates
2080 window, click on Create Self-Signed Certificate.

Import...

Create Certificate Request...

Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of

Renewed Certificate

0 Help

2081
2082 8. Inthe Create Self-Signed Certificate window, Specify a friendly name for the certificate and
2083 Select a certificate store for the new certificate, then click OK.
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Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

|ShareP oint5elfSigned Cert

Select a certificate store for the new certificate:

| Personal

4.4.1.2 Importing Self-Signed Certificate to SharePoint Certificate Store

1. After creating the self-signed certificate and clicking OK in the previous sub-section, you will see
your new certificate.

2. Double-click on the new certificate.

@3 » SHAREPOINT »

File  View Help

% Server Certificates
Import...
E Start Page . . . e
i 4= SHAREPOINT (SHAREPO = Use this feature to request and manage certificates that the Web server can use with Create Certificate Request...
a ’ ; ( Nt websites configured for SSL. Complete Certificate Request...
w5} Application Pools
.D [&] Sites Filter: * W Go ~ %Shuw All | Group by:  No Grouping - Create Domain Certificate...
Mame - Issued To Issued By Create Self-Signed Certificate...
ForefrontldentityManager ForefrontldentityMan: View
sharepoint.abac test Sharepoint ABAC.TEST Sharepoint ABAC.TES o r‘t
SharePoint5elfSignedCert Sharepoint. ABAC.TEST Sharepoint ABAC.TES P i
K Remove
Enable Autornatic Rebind of
Renewed Certificate
0 Help
[<] [ [>]
<| [ [ > =1 Features View || Content View
Ready heh

3. Inthe Details tab of the Certificate window, click on Copy to File.
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4.

Details | Certification Path

Show: | <All=

Field
=|Version

Serial number
Signature algorithm
Signature hash algorithm
Issuer
Valid from
Valid to

Subject

Value

V3

Tacedcaf 2fafad b 40 eq f...
shalRsA

shal

Sharepoint. ABAC. TEST
Thursday, July 23, 2015 11:1...
Friday, July 22, 2016 8:00:00 ...
Sharepoint. ABAC TEST

Edit Properties. .. || Copy to File... |

[ o ]

In the Certificate Export Wizard window that opens, click Next.
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Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

2093
2094 5. Inthe Certificate Export Wizard window on the Export Private Key screen, keep the selection
2095 No, do not export the private key and click Next.
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Export Private Key
‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() Yes, export the private key

(®) No, do not export the private key

2096
2097 6. Inthe Certificate Export Wizard window on the Export File Format screen, select the format you
2098 want to use (DER in this example), then click Next.
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(®) DER encoded binary X.509 {,CER)
(") Base-64 encoded X, 509 {,CER)

() Cryptographic Message Syntax Standard - PKCS £7 Certificates (,P78)
[ ]indude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 (PFX)
[ ]indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful

[ ]Export all extended properties

() Microsoft Serialized Certificate Store (,55T)

2099
2100 7. Inthe Certificate Export Wizard window on the File to Export screen, type in the certificate file
2101 name and click Next.
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File to Export
Spedfy the name of the file you want to export

File name:
SharePointSelfSignedCert|

2102
2103 8. In the Certificate Export Window on the Completing the Certificate Export Wizard screen, click
2104 Finish.
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Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.,

You have specified the following settings:

Indude all certificates in the certification path Mo
File Format DER Encoded Binary X. 509 (*.cer)

<

| Finish || Cancel |

9. In another Certificate Export Wizard window that automatically opens, you will see that the
export was successful. Click OK.

The export was successful,

4.4.1.3 Add the Self Signed Certificate to Trust management in Central Administration

1. Click on the Windows icon at the bottom left corner of your screen.
2. Begin typing the words: manage computer certificates.

3. Click on the Manage Computer Certificates icon.
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Search

Everywhere

manage computer cerlificates|

4. Inthe certlm window, right-click on the SharePoint node, hover over All Tasks, then click

Import.

File Action View Help
@

= certlm - [Certificates - Local Computer\SharePoint]

1wl B 6= Hm

= [c

_?)J Certificates - Local Computer

B || Personal

| Trusted Root Certification Au
_| Enterprise Trust

| Intermediate Certification Au
| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certificatior
| Trusted People

| Client Authentication lssuers
_| Remote Desktop

_| Certificate Enrollment Reque:
| SharePoin
| Smart Can

Ohbject Type
| Certificates

Find Certificates...

| Trusted D All Tasks

3 Find Certificates...

I
I
I
I
I
I
I
I
I
I
I
I
I
I

| Web Host
S S View

Refresh
Export List...
Help

2 Import...

< L] > H £ L]

SharePoint store contains 4 certificates.

5. Inthe Certificate Import Wizard window that opens, click Next.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept.

Store Location

() Current User

(®) Local Machine

To continue, dick Next.

2118
2119 6. Inthe Certificate Import Wizard window, on the File to Import screen, click Browse to find the
2120 self-signed certificate we created in the previous sub-section.
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File to Import
Specify the file you want to impaort.

File name:

MNote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (L55T)

7. Inthe File Explorer window that opens automatically, click through location folders to find the
self-signed certificate we created in the previous sub-section (example from this build:
C:/Windows/System32/).

8. Find the certificate and click to select it; then click Open.
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@ - 1t |_j,| « Windows » System32 » v G| | Search System32 » |

Organize *  Mew folder

L)

1'-\{ Favorites
B Desktop
j Downloads
"E-:'T'_ Recent places

1M This PC
_-H Desktop
_EI Documents
j Downloads
_ﬁ Music
E Pictures
i Videos

i, Local Disk (C2)

Marne

. zh-HK

L zh-TW

|£ connectedsearch-appcmd
|_£3’ connectedsearch-contacts
|£ connectedsearch-history
|_£3’ connectedsearch-music
|£ connectedsearch-paths
(& connectedsearch-protocol
|£ connectedsearch-results
(& connectedsearch-suggestions
|£ connectedsearch-zercinput

Date modified

2/26/2015 2:53 PM
2/26/2015 2:53 PM
6/18/2013 10:39 AM
8/3/2013 12:39 AM
6/18/2013 10:39 AM
6/18/2013 10:59 AM
6/18/2013 10:39 AM
6/18/2013 10:59 AM
2/1/2014 1:00 AM
2/1/2014 1:00 AM
2/1/2014 1:00 AM

File fo
File fo
Search
Search
Search
Search
Search
Search
Search
Search

Search

||$ SharePointSelfSignedCert.cer

T/23/2015 11:37 AM

<] m

W | |K.5'D‘9 Certificate (*.cer*.crt)

File name: | SharePointSelfSignedCert.cer

| Open | | Cancel
2126
2127 9. Back at the Certificate Import Wizard, on the File to Import screen, the location of the self-
2128 signed certificate will be in the File name field. Click Next.
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File to Import
Specify the file you want to impaort.

File name:

C:\Windows\System32\sharePointSelfSignedCert. cer | | Browse...

MNote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (L55T)

10. In the Certificate Import Wizard window on the Certificate Store screen, leave the default radio
button for Place all certificates in the following store chosen. The Certificate store field should

be set to SharePoint. Click Next.
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:

|SharePoint | | Browse...

2133
2134 11. In the Certificate Import Wizard window, click Finish.
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Completing the Certificate Import Wizard

The certificate will be imparted after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User JEERZE
Content Certificate
File Name C:Windows\System32\SharePointSelfSignedCert. cer

| Finish || Cancel |

2135
2136 12. In the Certificate Import Wizard window that automatically opens, you will see a message that
2137 the import was successful. Click OK.

o The import was successful,
2138
2139 13. In the certlm window, double-click on Certificates under the SharePoint node. The new self-
2140 signed certificate you created will be listed there.
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2147
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File Action View Help

TNEEIEEN E

Gl Certificates - Local Computer ~ |
b [ Personal

p [ Trusted Root Certification
p [ Enterprise Trust

p [ Intermediate Certification
b [ Trusted Publishers

b [ Untrusted Certificates =
b = Third-Party Root Certifica

I [ Trusted People

p [ Client Authentication lssu
[ 1 Remote Desktop

p [ Certificate Enrollment Reg
4 [ SharePoint

] Certificates

p [ Smart Card Trusted Roots v
< m ¥

-

Issued To
E SharePoint Security Token Servi...
ﬁ SharePoint Security Token Servi..
ﬁ SharePoint Services
[ ]Sharepoint ABAC.TEST
[Z]Sharepoint ABAC.TEST

Issued By

SharePoint Root Authority
SharePoint Root Authority
SharePoint Root Authority
Sharepoint ABAC.TEST
Sharepoint ABAC.TEST

Expiration Date
12/31/9998
12/31/9998
12/31/9998
7/22/2016
5/5/2016

<

Intended Purposes
<All>

<All=

<All»

Server Authenticati.,

Server Authenticati.,

SharePoint store contains 5 certificates.

14. Open File Explorer and click through locations to reach the location of your self-signed
certificate (from this example: C:/Windows/System32/).

15.

16.

17.

nirEDN-|
Home

& cut

Copy path
Paste
E Paste shortcut

Share
Copy

Clipboard

Wiew

Jo 15 X =2
Mave Copy Delete Rename

to~ to~ =

Organize

folder

1| new item -
—‘a Easy access -

J

MNew

Properties

© Open =
[ Edit

Open

~ 0

BH select an

oo
oo Select none

E.lgln\rert selection

Select

©

= [ » ThisPC

v Local Disk (C:) » Windows » System32

vc.|

| Search System32

» |

m Desktop ~
| Documents

& Downloads

W Music

= Pictures

B Videos

&4 Local Disk (C:)

. Features

inetpub

PerfLogs

J Program Files

. Program Files (x86)
software

Users

HEEEEEEE

, Windows

- WL

2,792 items

Mame

Date mod;‘ied

Type

S

||§] SharePoint5elfSignedCert.cer

T/23/2015 11:37 AM

Security Certificate

18|

u perfc009.dat

|| perfh009.dat

1| PerfStringBackup.INI
|| FNTCACHE.DAT

&) atmfd.dil

&) atmlib.dll

@ wuauclt.exe

%] wuaueng.dll

CE wuapp.exe

%] wuwebv.dil

%] WUSettingsProvider.dll
%] wudriver.dIl

%] wuapi.dil

7/22/201510:04 AM
7/22/201510:04 AM
7/22/201510:04 AM
7/22/2015 %:56 AM
7/14/201510:14 AM
7/14/201510:13 AM
7/9/2015 3:51 PM
7/9/201512:03 PM
7/9/2015 11:54 AM
7/9/2015 11:53 AM
7/9/2015 11:50 AM
7/9/2015 11:50 AM
7/9/201511:48 AM

DAT File
DAT File

Configuration sett...

DAT File

Application extens...
Application extens...

Application

Application extens...

Application

Application extens...
Application extens...

156 KB
780 KB
929 KB
468 KB
351 KB

13KB
134 KB
3,615 KB
35 KB
137 KB
400 KB

Application extens...

Application extens...

1item selected 752 bytes

Right-click on the self-signed certificate and click on Copy or left-click on the self-signed

certificate and press the

keys Ctrl+C.

Right-click on your Desktop and click Paste, or left-click on your Desktop and press the keys
Ctrl+V to save a copy of the certificate in an accessible location.

To Manage Trust via Central Administration, do the following steps: Open a browser.
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2150 18. In the URL address bar of the browser, enter the address for Central Administration and click
2151 Enter or Go: http://sharepoint:44444/default.aspx
2152 19. From the Central Administration page, click on Security in the left-hand menu.

6 = @ http://sharepoint:44444/default.aspx L~-c 5

SharePoint N e = T -l SHAREPOINT\Administrator =

1) SHARE

D

Central Administration

Application
Management
Systemn Settings [rﬂ_ I Application 220, System Settings
¥ —| Manage servers in
Monitoring Management fan g
Manage web this farm )
Backup and Restore applications Manage services
. Create site on server
SELIT collections Manage farm
Upgrade and Migration Manage service features
applications Configure
General Application Manage content alternate access
Settings databases mappings
| http://sharepoint: 44444 /<ecurity.aspx |
2153
2154 20. From the Security page, under the General Security section, click on Manage Trust.
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SharePoint Newsfeed OneDrive Sites

D Security

Central Administration
o Users
Application Manage the farm administrators group
Management Approve or reject distribution groups
System Settings Specify web application user policy

Monitoring General Security

Backup and Restore Configure managed accounts  Configure service accounts
Configure password change settings

Security Specify authentication providers | Manage trust

Manage antivirus settings Define blocked file types

Manage web part securty

General Application Configure self-service site creation

Settings

Upgrade and Migration

21. Under the Trust Relationships tab of the Manage Trust page, click New.

SharePoint NS = e ol - il SHAREPOINT\Administrator- £k 2
BROWSE  TRUST RELATIONSHIPS ) SHaRE O,
=i
Mew  Edit Delete

Manage
Central Administration Name Description Type

22. In the Establish Trust Relationship window that opens automatically, enter the Name for the
trust relationship being created, then click Browse to find the certificate created in previous
sub-sections.
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Establish Trust Relationship

General Setting A
Mame:

The name for this trust |
relationship.

Learn about trusts.

Root Certificate for the . .
trust relationship Root Authority Certificate

This is mandatory ‘ I Browse... ‘

regardless of whether you

want to provide to or

consume trust from the

other farm. Please add the

Root Certificate for the

other farm with which you

want to establish a trust (V¥
relationship.

< >

2161

2162 23. In the Choose File to Upload window that opens automatically, navigate to the copy of your
2163 certificate from Section 4.4.1.1 (e.g., Desktop). Click on the certificate so its name automatically
2164 fills the File name field at the bottom of the window, then click Open.

@ - 4t |_H b ThisPC » Desktop » v G| | Search Desktop

Organize =  Mew folder

457 Favorites -~ MName Date modified Type

B Desktop [5] SharePointSelfSignedCert.cer 7/23/201511:37 AM  Security Certificate
j Downloads
5l Recent places

M| This PC

| 3 _H Desktop
B _ﬂ Documents
b j Downloads
P _LD' Music
B _E Pictures
b |8 Videos
b i, Local Disk (C:)

W

File name: | SharePointSelfSignedCert.cer v| | Al Files (7.

o |

2165

2166 24. In the Establish Trust Relationship window, the certificate’s location will be automatically
2167 entered as the Root Authority Certificate.
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Establish Trust Relationship

The name for this trust
relationship.

Learn about trusts.

Root Certificate for the
trust relationship

This is mandatory
regardless of whether you
want to provide to or
consume trust from the
other farm. Please add the
Root Certificate for the
other farm with which you
want to establish a trust
relationship.

Learn about certificates.

<

x
Mame:
~
| ABACExampleCert
Root Authority Certificate
‘IC:\Users\Administrator‘\Desktop\SharePointSeIfSignedCert.cer Browse... ‘
L

Establish Trust Relationship

other farm. Please add the
Root Certificate for the
other farm with which you
want to establish a trust
relationship.

Learn about certificates.

Security Token Service
(STS) certificate for
providing Trust

This step is optional. Only
add this certificate if you
want to provide trust to
another farm.

<

[ Provide Trust Relationship
Token Issuer Description:

Token Issuer Certificate

25. In the Establish Trust Relationship window, scroll down leaving the remaining fields empty, and
click OK.

26. Your new trust relationship will be listed under the Trust Relationships tab.

Browse...

OK Canc
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2174

2175

2176

2177

2178

2179
2180
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MNew Edit Delete

Manage

Central Administration Name Description Type

Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps

= | O -
G@|E} http://sharepoint:44444/ admin/ManageTrustaspx @ v G || E)Trugt Relationships |E>Cleate§'ﬂe(lnlledinn | | 1 W ‘E)}

SharePoint NETES = B R U SHAREPOINT\Administrator 3
BROWSE TRUST RELATIOMSHIPS CJ SHARE
=i

Application ABACExampleCert Trusted Service Consumer

i

4.4.1.4 Configure lIS Binding for the Self-Signed Certificate

1. Click on the Windows icon in the bottom left corner of your screen.
2. Begin typing I1s.

3. When the Internet Information Services (IIS) Manager appears, click on it.

Search

Everywhere -~

B Veraoe! B

™5 Internet Information Services (/IS)
Fb Manager

4. On the left-hand side of the IIS Manager window, click on the SharePoint web application
created in previous steps, then click Bindings in the Actions pane on the right.
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° » SHAREPOINT » Sites » SharePoint - 6454 »

File  View Help

Qe -HiZ 8 0 SharePoint - 6454 Home

ﬂ Explore

?ﬁ Start Page . . Edit Permissions...
492 SHAREPOINT (SHAREPOINT Adrini LA ¥ Go - (i Show Il | Group by: .
: - Edit Site
-5} Application Pools ASP.NET e Bindi
i ) R ; indings...
(8] Sites > ¥ E F & w i
b @ Defauit Web Site s & L4 I BosicSelfings..
1 4 SharePoint - 6454 MNET .NET .MET Error MNET .MET Profile  .NET Roles B View Applications -
b ‘ SharePoint - 80 Authorizat... Compilation Pages Globalization View Virtual Diteei e -

l‘> 0 SharePoint - 8888 0 ( R = ————————
3 ‘ SharePoint Central Administrz [Ia_ﬂ ﬁ Manage Website ®
» & SharePoint Web Services MNET Trust  \MET Users  Application Connection MachineKey Pages and Restart

Levels Settings Strings Controls Start

[a & ;t:::use Website

[ I

Providers  Session State SMTP E-mail - ] Browse:6454 (https)
_ Advanced Settings...
(I m | |) E]Cnntent\fm ri -
2181 — =
2182 5. Inthe Site Bindings window that opens, look for a binding type of https.
2183 a. If a binding type of https does not exist, click on Add.
2184 b. If a binding type of https does already exist, click on it, then click Edit.
Type  Host Name Port IP Address Binding Informa...
https 6454
2185
2186 6. Inthe Edit Site Binding window next to the SSL certificate field, click Select.
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Type: P address:

|https v| |AII Unassigned

Host name:

] Require Server Mame Indication

S5L certificate:

Mot selected

2187
2188 7. Inthe Select Certificate window, click on the certificate created in previous steps and click OK.
Expiration Date Friendly Name Cert
Sharepoint. ABAC. TEST 7/22/2016 8:00:00 PM SharePeintSelfSignedCert
ForefrontldentityManager 12/31/2039 6:5%:59 PM Pers
Sharepoint. ABAC.TEST 5/5/2016 8:00:00 PM sharepoint.abac.test Pers
2189
2190 8. Inthe Edit Site Binding window, verify that your SSL certificate is listed, then click OK.
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Type: 1P address:
|http5 v| |AII Unassigned

Host name:

] Require Server Mame Indication

S5L certificate:

SharePoint5elfSignedCert

9. In the Site Bindings window, click Close.

Type Host Name Port IP Address Binding Informa...
https 6434 *

Remove

4.4.2  Certificates Signed by Local or Online Certificate Authority

Instead of using self-signed certificates which can be used in protected lab environments, it is
recommended that you use certificates signed by a Certificate Authority. For our build, we used
Symantec’s Managed PKI Service to sign our certificates using a local Certificate Authority. Certificates
were used to support various exchanges that require encryption, such as digital signature, SAML
message encryption, and encryption of TLS communications.
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Although the detailed instructions of configuring certificates signed by a certificate authority vary by
vendor product, the general process is described below. For each certificate, you perform the following
high-level steps:

1.

5.

4.4.2.1
1.

5.

6.

Using the vendor product (e.g., SharePoint), generate a certificate signing request on the server
where you want to use the certificate. Save the signing request to a file.

Submit an enrollment request to your certificate authority. You will need to provide the signing
request that was generated in step 1. This step is typically where you provide information such
as the name of the server on which you intend to use the certificate (e.g.,
“sharepoint.abac.test”).

A representative at the certificate authority will examine the enrollment request and approve it.
The representative will issue a certificate response signed with the certificate authority’s key.
You can download the signed response. If you are using a certificate authority that is locally
managed by your organization, you will also need to download the public key of the certificate
authority because you will need to add this to the Trusted Certificate Authorities on each server
and client that will be using the certificates.

Go back to the vendor product where you created the certificate signing request. If you are using
a local certificate authority, you will first need to add the certificate authority’s public key to the
list of Trusted Certificate Authorities.

Import the certificate file for your server that was signed by the certificate authority.

Generating a Certificate Signing Request (CSR)

Log into the server where SharePoint Server 2013 is installed (e.g., SharePoint Server in our
build).

Click on the Windows icon in the bottom left corner of your screen.
Begin typing 11s.

When the Internet Information Services (11IS) Manager appears, click on it.

Search

Everywhere -

B Veraoe! B

"‘!‘E Internet Information Services (15)
h Manager

In the left-hand Connections column, left-click on your SharePoint instance.

Scroll down in the SharePoint Home pane and left-click on Server Certificates.
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€ » SHAREPOINT »

File View Help

Manage Server

Restart
Start

ﬁ SHAREPOINT Home

e- -z

o ?ﬂ Start Page N .
185 SHAREPOINT (SHAREPOINT\Admini : TR
=¥ L] =

= @ Application Pools . Sto,
: (5] Sites Error Pages Failed Handler HTTP HTTP P
b-la Request Tra... Mappings Redirect Respon... View Application Pools

LY @: & e View Sites
%'E ! Change .NET Framework

IP Address ISAPland  ISAPI Filters MIME Types Version
and Doma... CGl Restri... ° Get New Web Platform

I LY = C t
d;ﬂ *@ % ] @ 9 H::’: ponents

Modules Output Request Server Worleer
Caching Filtering Certificates  Processes

Management

Configurat... Feature Shared
Editor Delegation  Configurat...

[ Festure View I ContentView

2228

2229 7. Inthe right-hand Actions column, click on Open Feature.

Open Feature
Manage Server
Restart

Start

Stop

B vt

View Application Pools
View Sites

Change .MET Framework
Version

o Get New Web Platform
Components

e Help

2230

2231 8. Inthe Server Certificates pane, in the right-hand Actions column, click on Create Certificate
2232 Request.
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€5 » SHAREPOINT »

File View Help

ST % Server Certificates

Import...

wﬂ Start Page
-‘ﬂ SHAREPOINT (SHAREPOINTWA

..... @ Application Pools

Use this feature to request and manage certificates that the Web server can Create Certificate Request...
use with websites configured for 55L. Complete Certificate Request...

B[] Sites Filter: + WGo - %Shcw\r All | Group by: 2 Create Domain Certificate...

Mame lssued To lssued Create Self-Signed Certificate...

ForefrontldentityManager Forefro Enable Automatic Rebind of
sharepoint.abac.test Sharepoint. ABAC.TEST Sharept Renewed Certificate

SharePoint5elfSignedCert Sharepoint. ABAC.TEST Sharep: 0 Help

[<] n [

[ Festures view | - Content View

2233

2234 9. Inthe Distinguished Name Properties window that opens automatically, enter your
2235 organizational information and click Next.

Distinguished Name Properties

Specify the required information for the certificate, State/province and City/locality must be specified as
official names and they cannot centain abbreviations.

Common name: |www.sharepoint—abac—aample.com

Organization: |ABAC Example Org.

Organizational unit: ABACIT

City/locality |‘f’our-Ci‘ty

State/province: |‘f‘our—5tate

Country/region: |

Previous

2236

2237 10. In the Cryptographic Service Provider Properties window that opens automatically, choose the
2238 Cryptographic service provider and a Bit length, then click Next.
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Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the

certificate’s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

| Microsoft RSA SChannel Cryptographic Provider

Bit length:

| 204

2239

2240

11. On the File Name screen, browse to the location where you would like to save this certificate or
2241

type in the path, including a name for your certificate ending in “.txt,” then click Finish.
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2249

2250
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Request Certificate [ |

!!! File Name

g

Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

|C:\certificates\aampleCertificate.bct |

Finish | | Cancel

4.4.2.2 Installing the new signed SSL Certificate

When the new signed SSL Certificate is available either from a local or online Certificate Authority, install
the certificate using the instructions in this section.

1. Logonto the SharePoint Server and save the SSL certificate resulting from the CSR in Section
4.2.1.

2. Click on the Windows icon in the bottom left corner of your screen.
3. Begin typing I1s.

4. When the Internet Information Services (1IS) Manager appears, click on it.

Search
Everywhere -~

15 IR

“!“E Internet Information Services (15)
h Manager
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2252 5.

2253

In the left-hand Connections column, left-click on your SharePoint instance.

6. Scroll down in the SharePoint Home pane and left-click on Server Certificates.

File  View Help

?ﬂ Start Page

4185 SHAREPOINT (SHAREPOINT\Admini
@ Application Pools
D@ Sites

g SHAREPOINT Home

Filter: = ¥ Go - (ghShowAll | Group by:

== WY =
Error Pages Failed Handler
Request Tra... Mappings

v B8

IP Address ISAPland  ISAPI Filters
and Doma... CGl Restri...

M o= &

Meodules Output Request
Caching Filtering

Management

Configurat... Feature Shared

Editor Delegation  Configurat...

] =
HTTP HTTP
Redirect Respon...

Certificates  Processes

2254
2255 7.

Open Feature
Manage Server
Restart

Start

Stop

[ I 30

View Application Pools

Wiew Sites

Change .MET Framework
Wersion

o Get New Web Platform
Components

2256 ® relp

2257 8.

2258 Request.

[ Fentarss view U Content Ve

In the right-hand Actions column, click on Open Feature.

Manage Server
Restart

Start
Stop

View Application Pools

View Sites

Change .MET Framework
Version

o Get New Web Platform
Components

0 Help

In the Server Certificates pane, in the right-hand Actions column, click on Complete Certificate
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€3 » SHAREPOINT »

File  View Help

Q- i |2 |8 % Server Certificates

?ﬂ Start Page
qﬂ SHAREPOINT (SHAREPOINT A
@‘ Application Pools

b (&) Sites Filter: = ¥ Go - g Show All | Group by: B Create Domain Certificate...

Name Issued To Issued t Create 5elf-Signed Certificate...

ForefrontldentityManager Farefro Enable Automatic Rebind of
sharepoint.abac.test Sharepoint. ABAC.TEST Sharepc Renewed Certificate

SharePoint5elfSignedCert Sharepoint. ABAC. TEST Sharepi 9 Help

Import...

Use this feature to request and manage certificates that the Web server can Create Certificate Request...

use with websites configured for S5L. Complete Certificate Request...

[ <] n |

[ Festures Vew | 2 Content View

2259
2260 9. Inthe Complete Certificate Request wizard on the Specify Certificate Authority Response screen,
2261 browse to the location of the new SSL certificate generated from your CSR or type in its location,
2262 enter a friendly name, and choose a certificate store from the drop-down menu. Click OK.
Specify Certificate Authority Response
Complete a previcusly created certificate request by retrieving the file that contains the certificate authority's
response.
File name containing the certification authority's response:
[
Friendly name:
Select a certificate store for the new certificate:
| Perzonal W |
2263
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2264 4.4.2.3  Configure the CA-Signed Certificate

2265 Follow the steps listed in Section 4.4.1.4 to configure IS Binding for the new SSL certificate signed by a
2266  local or online Certificate Authority. You can choose port 443 or any other available port if you prefer to
2267 use a non-standard port for SSL traffic.

2268 4.5 Creating a Site Collection

2269 1. Onthe SharePoint Server, open a web browser.
2270 2. Inthe URL address bar of the browser, enter the address for Central Administration and click
2271 Enter or Go: http://sharepoint:44444/default.aspx
2272 3. From the Central Administration page, in the Application Management section, click on Create
2273 site collections.
- | O -
e @|E> http://sharepoint:44444/default.aspx P~ G| E) Home - Central Administra... | | ﬁ * {‘E’}

SharePoint (SN BT S M -l SHAREPOINT\Administrator~  $% 2

BROWSE  PAGE ) sHaRe O,

"

Central Administration

Application
Management
System Settings l <P Application g 0 System Settings Resources
L — Management % Manage servers in There are current
Monitoring Manage web ' this farm links to display. T
Backup and Restore applications Manage services click "Add new lii
< i Create site on server
acurity i I fi
v collections ) fe::uiii arm & Add new link
Upgrade and Migration Manage service N
applications Configure
General Application Manage content alternate access
Settings databases mappings v
< >
2274
2275 4. On the Create Site Collection page, do the following:
2276 a. Verify that the web application under consideration is the one chosen.
2277 b. Enter a Title (required) and Description (optional).
2278 c. Choose the web site address you prefer for your site (in this build,
2279 https://sharepoint:6454/).
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5.

e @ | E) http://sharepoint:44444/_admin/createsite. aspx

P~0C | E) Create Site Collection

SharePoint

sk

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

Newsfeed OneDrive

Create Site Collection o

Wel Application
Select a web application.
To create a new web application

go to New Web Application page.

Title and Description

pe a title and description for
your new site. The title will be
displayed on each page in the site.

Web Site Address

Specify the URL name and URL
path to create a new or
choose to create a site at a specific
path.

Sites

- D-
kT

SHAREPOINT\Administrator~ £

oK

Web Application: https://sharepoint:6454/ -

Title:
SharePoint Example Site

Description:

URL:

htips://sharepoint:6454 | /sites/ ﬂ

€ SHARE

Cancel

In the browser, scroll down to the Template Selection area and Primary Site Collection
Administrator area of the Create Site Selection page and do the following:

a. Choose the version and template (e.g., 2013 Team Site)

?
e

=

~

b. Inthe User name field, under the Primary Site Collection Administrator area, type in the
name of your SharePoint Administrator account and click on the Name check icon. If the
name is found, it will not give a warning and the name will be underlined.

i. Alternatively, you can look up users by name using the address book people

picker mechanism next to the user name text field.

c. Inthe User name field under the Primary Site Collection Administrator area, type in the
name of a secondary administrator if you so choose.

i. Alternatively, you can look up users by name using the address book people
picker mechanism next to the user name text field.
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SharePoint

Newsfeed OneDrive Sites SHAREPOINT\Administrator~ £x 2
€) SHaRE [,

~
Template Selection
Select experience version:

Select a template:

Collaboration | Enterprise  Publishing Custom

Blog

Developer Site
Project Site
Community Site

A place to work together with a group of people.

Primary Site Collection

Administrator User name:
Spedify the administrator for this SharepointAdmin &2
site collection. Only one user login =

can be provided; security groups
are not supported.

Secondary Site Collection
Administrator User name:

Optionally specify a secondary site |
collection administrator. Only one
user login can be provided;

| &e8

2293 security groups are not supported.
2294 6. Scroll down in the browser to the Quota Template area of the Create Site Collection page. Leave
2295 the default choice No Quota chosen. Click OK.

Quota Template

Select a predefined quota SMJ.LEH templares

template to limit resources used |Mo QUOTEI

for this site collection. Storage limit

To add a new quota template, go Number of invited users:
to the Manage Quota Templates
page.
OK Cancel
2296 !
2297 7. Wait for the Site Collection to successfully complete.
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Working on it...

..+ This shouldn't take long.

2298
2299 8. Inthe browser, on the page that indicates a new top-level site was created successfully, click
2300 OK.
e y —> m http://sharepoint:44444/_admin/SiteCreated.aspx?Siteld=62a67e13 O ~ & -
SharePoint Mewsfeed OneDrive Sites SHAREPOINT\Administrator~ £ 2
) share O,
~
Central Administration - Application Management -
Sentral Admmetation The new top-level site was created successfully with the specified URL. If you have permission to view the Web site, you can do so
Application in a new browser window by clicking the URL. To return to SharePoint Central Administration, click OK .
Management i
https://sharepoint:6454
System Settings
Monitoring
oK
Backup and Restore -
Security e
2301 - >
2302 9. Open a browser and navigate to the URL for your new web application (e.g.,
2303 https://sharepoint:6454)
2304 a. You may see a warning first because of the self-signing certificate.
208
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(1, Untrusted Connection

| *.,: & https://sharepoint 6454 v | | Q, Search | ﬁ E Q2 3 @A 9 | =

-

This Connection is Untrusted

You have asked Firefox to connect securely to sharepoint:6454, but we can't confirm that your
connection is secure,

Meormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that sormeone is trying to
impersonate the site, and you shouldn't continue,

| Get me out of here! |

» Technical Details

* | Understand the Risks

2305
2306 b. In the browser window, click on | Understand the Risks, then Add Exception.
2307 c. Inthe Add Security Exception window, click on Confirm Security Exception.
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i You are about to override how Firefox identifies this site.
A Legitimate banks, stores, and other public sites will not ask you to do this.

Server

(KT (il st s/ sharepoint: 5454/ | Get Certificate

Certificate Status

This site attempts to identify itself with invalid information.

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
imperscnate this site,

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authaority using a secure signature.

[ Permanently store this exception

|§onﬁlm5ecurily Euception| | Cancel |

10. In the Authentication Required window that opens automatically, enter the administrator
account User Name and Password, then click OK.

9 Enter username and passwerd for https://sharepoint: 6434

User Mame: | SharePointAdmin

Pa'sswﬂ“t | LA L L DLyl ]

| oK || Cancel

11. Upon verification that the login was a success, you will see default site contents.
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4.6

fﬁ) SharePoint Example Site - ... x\+

/start.aspe®/SitePages/He e || Q Search

€ B @ nttps://sharepoint:6434/_layouts/15

SharePoint Newsfeed

BROWSE PAGE

Home Get started with your site  remove His

Documents

Site Contents

alla
# EDIT LINKS | , |
Working on a
deadline?

Share your site.

SharePoint Example Site # EDIT LINKS
H> SharePoint Example Site

OneDrive  Sites

€) sHARE Yy Fowow Cdswc # ebm O

Add
and oth

Search this site 0

System Account~ £ 2

<] [T

Creating New Sub-Sites

1. After logging into your site, in your browser window click the gear symbol next to the

2.

Administrator login area, then click on Site Contents.

/ﬁ) SharePoint Exarnple Site - ... x\+

€ i a https://sharepoint:6434/_layouts/15/start.aspd/5 c || Q Search

Home Get started with your site  remove tHis

Documents

Site Contents

# EDIT LINKS

SharePoint Example Site # EDIT LINKS
E> SharePoint Example Site

SharePoint Newsfeed OneDrive Sites [ESEIEAC= TR o B4

BROWSE  PAGE ) SHARE Yy FOLLOW

Add lis

and other a

< [

Shared with... O

Edit page

Add a page

Add an app

Site contents

Change the look

Site settings

Getting started

In the browser window, the Site Contents page will open.
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@ Site Contents

(€ )

@ https://sharepoint:6454/_layouts/15/startaspxs/ | 7 € | | Q Search

Newsfeed

SharePoint

g

SharePaint Example Site # EDIT LINKS

Site Contents

Home Lists, Libraries, and other Apps
Documents

Site Contents

# EDIT LINKS

‘ add an app

OneDrive

Sites

System Account - o

€ SHARE 7y FOLLOW

Search this site 0o |

(\'_f) SITE WORKFLOWS £ 5|

Documents

0items
i Medified 6 hours ago

MicroFeed

System Account~ ol

€ SHARE 1y FoLlow O,

- Form Templates
r—q 0 items 2 items
2319 =
2320 3. Inthe browser window, scroll down to the Subsites area and click the plus sign button next to
2321 new subsite.
@ Site Contents
\ (' B ' & https//sharepoint:6434/_layouts/15/startasped/ | 7 G | | Q Search
SharePoint OneDrive  Sites
Style Library
ﬁ 5 items
i Meodified & hours ago
Subsites
(® new subsite
This site does not have any subsites.
2322 < m
2323 4. Inthe browser window on the New SharePoint Site screen, do the following:
2324 a. Enter Title (required) and Description (optional).
2325 b. Enter a URL name.
2326 c. Select a template.
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@ Mew SharePoint Site

\ e., il ' @ nitps//sharepoint:6454/ layouts/15/startas + & | |Q Search | 'ﬂ' :=] ¥ H & |

SharePoint MNewsfeed OneDrive  Sites System Account~ {3

€ SHARE Yoy FOLLOW

SharePoint Example Site # EDIT LINKS

Site Contents -+ New SharePoint Site

Title and Description _
Title:

Sales Department

Description:

Web Site Address
URL name:

hitps://sharepoint:6454/| sales

Temnplate Selection
Select a template:

Collaboration | Enterprise

Records Center

Business Intelligence Center
Enterprise Search Center
Basic Search Center

Visio Process Repository

5. Inyour browser, scroll down and do the following:

a. Choose User Permissions (in our build, we left the Use same permissions as parent site

radio button selected).

b. Choose your Navigation and Navigation Inheritance settings.
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Permissions

User Permissions:

You can give permission to
access your new site to the same
users who have access to this
parent site, or you can give
permission to a unique set of
users,

Mote: If you select Use same
permissions as parent site, one
set of user permissions is shared
by both sites. Consequently, you
cannot change user permissions
on your new site unless you are
an administrator of this parent
site,

Navigation

I} Display this site on the Quick Launch of the parent site?

® Use same permissions as parent site
() Use unique permissions

® Yes O Mo
Display this site on the top link bar of the parent site?
@ Yes ) Mo =

Mavigaticn Inheritance

Use the top link bar from the parent site?

® Yes O Mo

6. Inthe browser, scroll down and click Create.

Create Cancel

7. Your new subsite will open in the browser.

B> Home - Sales Department  x

‘(-.i

& https://sharepoint:6454/sales/default.aspx

v e | iQ Search

v © ¢ & ©|

SharePoint

BROWSE

s S

Libraries

PAGE

SharePoint Example Site

Lists

Recent
Documents
Tasks

Site Contents

eed

Sales Department

Sales Department

Welcome to the
Document Center

Use this site to create, work on, and store documents.
This site can become a collaborative repository for
authoring documents within a team, or a knowledge
base for documents across multiple teams.

System Account ~ £o

OneDrive

) SHARE Yy Foulow O

Search this site yel |

Upload a Document
+

1Ll
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8. Return to the homepage URL https://sharepoint:6454 and repeat the steps from Section 4.6 to
create other subsites of interest.

5.1 Introduction

In previous sections of this How-To Guide we demonstrated how to set up set up federated
authentication between the relying party and the identity provider and how to create the relying party’s
SharePoint site. In this section, we demonstrate how to set up federated authentication between the
relying party’s SharePoint and the PingFederate-RP. Before continuing with this section implementers
are required to have federation servers at both the identity provider and the relying party as well as a
working SharePoint instance that is claims-aware. For this build we provide instructions for setting up
these components in Section 2, Section 3, and Section 4.

We will demonstrate how to set up a trusted logon provider for the relying party’ so that when a user
requests access to a SharePoint site, the user will be redirected to the PingFederate-RP for
authentication via WS-Federation. The Ping-Federate-RP will then forward the authentication request to
the PingFederate-IdP. The PingFederate-IdP will present a logon page to the user. Once the user
authenticates, the user will be redirected back to the original SharePoint site and will be able to access
the site because they have a valid authentication token.

As you complete different steps in this section you will be able to verify the correctness or completeness
of your component configuration and integration in Functional Test sub-sections.

If you follow the instructions in this How-To Guide section, you will be able to perform a Functional Test
to verify the successful completion of the steps for installing, configuring, and integrating the
components.

5.2 Usage Notes on PingFederate

=  When using the PingFederate application to perform an administrative configuration, there is
usually a sequence of screens, ending with a summary page. Once you click Done on the
summary page, you must also click Save on the following page to save the configurations. If you
forget to click Save, you may inadvertently lose changes to the configuration.

=  Ping identity refers to the relying party as the Service Provider in their PingFederate product
and associated documentation.

=  When using the PingFederate application to perform configuration, refer to the title of the tab
with a small star icon to its left, to easily identify the item you are currently configuring. For
example, if you navigated to the following screen, you would be on the IdP Adapter screen.

(®) Create Adapter Instance

Extended Contract Adapter Attributes  Summary
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2371 5.3 Configure a SharePoint Federated Logon Provider

2372 Follow the instructions in this section to configure the federated logon provider at the relying party’s
2373  SharePoint site. Once this configuration is complete, the user will see two authentication options when
2374  first attempting to access the SharePoint site. The first option is to log on using the default Windows
2375  Authentication. This option does not use federation. The second option is to use a federated logon.

.fﬁ:! Signln ® H\\+

€ B ' 8 https//sharepoint.abac.test/_login/default.aspx?ReturnUrl=%2f_layouts?2f15%2fAuthenticate,aspx%3fSource? c

[8) Most Visited [ Sharepoint Admin [ ABAC Top Level [} ABAC Finance | | Mextlabs Reparter

Select the credentials you want to use to logon to this SharePaint site:

[

Windows Authentication

Federated Logon from Conway Air

2376

2377 In order to set up a federated logon, you will configure a trust relationship between the SharePoint
2378  server and the PingFederate-RP that will facilitate the federated logon. Once a user authenticates via a
2379  federated logon, the PingFederate-RP will cryptographically sign WS-Federation messages and send
2380 them to the SharePoint server. The PingFederate-RP must be configured as a trusted identity token
2381 Issuer in SharePoint, so that SharePoint will accept the messages sent by the PingFederate-RP and allow
2382 the user access to the SharePoint site.

2383 5.3.1  Setting up the Certificate
2384  Setting up a certificate involves creating the certificate at the from the identity provider, exporting the
2385  certificate, and importing it in the SharePoint site of the relying party.

2386 1. Logon to the server that hosts the PingFederate service for the relying party.

2387 2. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app.

2388 3. Replace DNS_NAME with the fully qualified name of the relying party’s PingFederate server
2389 (e.g., https://rp.abac.test:9999/pingfederate/app).

2390 4. Logon to the PingFederate application using the credentials you configured during installation.

NIST SP 1800-3C: Attribute Based Access Control 216



SECOND DRAFT

PingFederate’

Help | About | Lagout (Administrator)

License Viclation: Expiration date passed

@ Server Configuration

APPLICATION INTEGRATION @ SYSTEM SETTINGS CERTIFICATE B APPLICATION INTEGRATION
SETTINGS MANAGEMENT SETTINGS
Server Settings
Adapters Data Stores Trusted CAs Adapters
Authentication Selection Redirect Validation SSL Server Certificates Target URL Mapping
Default URL SSL Client Keys & Identity Store Provisioners
Application Endpoints Certificates Default URLs
ADMINISTRATIVE Digital Signing & XML Application Endpaints
FUNCTIONS Decryption Keys &
FEDERATION SETTINGS Certificates
Metadata Export Certificate Revocation FEDERATION SETTINGS
Protocol Endpoints XML File Signatures Checking
Configuration Archive Protocol Endpoints
[E) sP CONNECTIONS (3) poee IS (@) AUTHENTICATION
License Management @ IDP CONNECTIONS (2)
Sharepoint Virtual Host Names Application Authentication
https-/inextlabs-rp Password Credential https://idp.abac
PSAML2.0 Jolmpess Validators [[SAML2.0 [y

Active Directory

» Manage AISP » Create New » Import Do/ besis Realing

» Manage AlllP » Create New * Import

E&] SP AFFILIATIONS (0) |DP-TO-SP
» Manage All Affiiations » Create New @ BRIDGING
2391 {i‘d_a_a_l.e_r_-l_c-ﬂdaaler
2392 5. On the Main Menu, under CERTIFICATE MANAGEMENT, click Digital Signing and XML.

@ Certificate Management

+¥r Manage Digital Signing Certificates

Establish and maintain your server's signing certificates, which may be used to sign assertions, security tokens, requests, and responses
These certificates may also be used for XML decryption

SERIAL SUBJECTDN EXPIRES KEY DETAILS STATUS ACTION
01:30:DB:8C:D4:83 CN=localhost, O=Quick Start App, FriJun 05 06:18:17 PDT 2111 RSA 1024 Valid Export
c=Us Certificate Signing
Delete
01:30:DB:8C:25:AB ChN=demo dsig new, FriJun 05 06:17:32PDT 2111 RSA 1024 Valid Export
OU=Pingldentity, O=PingFederate, Certificate Signing
L=Denver, ST=CO, C=US (Check Usage)
01:4C:09:35:30:19 CN=demao-sp-enc, 0=NCCoE, Thu Mar 10 07:20:22 PST RSA 2048 Valid Export
Cc=Us 2016 Certificate Signing

(Check Usage)

Create New... Import....

2393

2394 6. Locate the certificate that will be used to sign messages that will be sent to the SharePoint
2395 server. In the example screenshot above, this certificate has CN with the value demo dsig new.
2396 Click on the Export link for this certificate in the ACTION column.
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You have a choice of exporting the certificate and the key or just the certificate

¥ Export Certificate

@ Certificate Only
© Centificate and private key

2397
2398 7. Select Certificate Only and click Next.

(2 0L 4 Export & Summary

Click the EX,UOR button to exporr this certificate to the file sysrem

Export Certificate

EXPORT CERTIFICATE

Subject DN CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US

Issuer DN CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US

Serial Number 01:30:DB:8C:25:AB

Expires Fri Jun 05 06:17:32 PDT 2111

Export
1599 o
2400 8. On the Export & Summary page, click the Export button on the left side of the page. Save the file
2401 to the hard drive and rename it to federation.cer.
2402 9. Using the SharePoint administrator credentials, logon to the server that hosts SharePoint for the
2403 relying party.
2404 10. Copy the federation.cer file to the desktop on the SharePoint server.
2405 11. Click on the Start menu and navigate to the SharePoint 2013 Products group. Open the
2406 SharePoint 2013 Management Shell.
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SharePoint 2013 Management Shell
PS C:\Users“SharepointAdnin> -

Em Windows Server 2012

2407
2408 12. To verify that you placed the federation.cer file to the desktop, enter the following command
2409 into the Management Shell (using the correct path for your server).
2410 dir c:¥users¥SharePointadmin¥desktop¥federation.cer
2411 You should see information about the file such as the LastWriteTime.
SharePoint 2013 Management Shell
Directory: C:isusersssharepointadminsdesktop
LastWriteTime Length Name
3-38-2815 2:44 PH 812 federation.cer
PS C:sUsers“SharepointAdmin® _

2412
2413 13. Enter the following commands into the Management Shell to import the PingFederate-RP’s
2414 signing certificate (using the correct path for your server):
2415 $cert = New-Object System.Security.Cryptography.X509Certificates.X509Certifi-
2416 cate2 ("C:¥users¥SharePointadmin¥Desktop¥federation.cer")
2417 New-SPTrustedRootAuthority -Name "Federated Token Signing Cert" -Certificate
2418 Scert
2419 SharePoint responds by displaying details about the imported certificate.
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SharePoint 2013 Management Shell

PS C:\Users}ShaPepointﬂdmin) Hew—8PTrustedRootfAuthority —Name '"Federated Token §

t" —Certificate Scert

ertificate : [Subject]
CN=demo dsig new, OU=Pingldentity,
0=PingFederate. L=Denver. $=C0. C=US

[Issuer]
CH=demo dsig new, OU=Pingldentity.
0=PingFederate, L=Denver,. 5=C0,. C=lS

[Serial Numberl
@138DBBC25AB

[Mot Beforel
6292811 9:17:32 AM

[Mot After]
65,2111 9:17:32 AM

[Thumbprint 1
@B91BA? DFES1F29E?FB659851D54C6957FEF21E

: Federated Token Signing Cert
: Microsoft.SharePoint.Administration.SPTrustedRoot
Authority

: Federated Token Signing Cert

: %aabadbl-aebc—4167-b939—cc31%adfc376

: Online

: 8PTrustedRootAuthorityManager

: 148417

= {3

: SPFarm Mame=SharePoint_Config
pgradedPersistedProperties @ {3

PS C:xUserssSharepointAdmin> _

5.3.2  Configuring the Trusted Identity Token Issuer

To configure a new Trusted Identity Token Issuer, enter each of the commands displayed below the next
paragraph into the Management Shell to configure a new Trusted Identity Token Issuer. Enter each
command separately, and enter a Carriage Return after the command. If the command executed
successfully, Management Shell will not provide any feedback. If an error occurs, Management Shell will
display the error.

In the example commands below, the attribute upn is configured. You can replace upn with an attribute
that is appropriate for your environment. The realm value (e.g., urn:SharePoint.abac.test) must be
identical to the realm value configured in the relying party’s PingFederate Service Provider (SP)
connection that will be configured later in this section. The signinURL should be configured with the
PingFederate-RP WS-Federation URL (e.g., https://rp.abac.test:9031/idp/prp.wsf). In this example, the
name given to this new token issuer in SharePoint is Federated Logon from Identity Provider. The issuer
name will be displayed in SharePoint administration screens and to the end user on the Sign On screen.
Sclaimmap = New-SPClaimTypeMapping -IncomingClaimType "http://sche-

mas.xmlsoap.org/ws/2005/05/identity/claims/upn" -IncomingClaimTypeDisplayName
"upn" —-SameAsIncoming

Srealm = "urn:SharePoint.abac.test"
$signInURL = https://rp.abac.test:9031/idp/prp.wsft

Sap = New-SPTrustedIdentityTokenIssuer -Name "Federated Logon from Identity
Provider" -Description "Federated Logon" -realm $realm -ImportTrustCertificate
Scert -ClaimsMappings $claimmap -SignInUrl $signInURL -IdentifierClaim S$claim-
map.InputClaimType
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5.3.3  Configuring the Token Issuer as a Sign On Option
After configuring the new Trusted Identity Token Issuer, configure the new token issuer as a Sign On
option for the SharePoint site.

1. Launch your browser and go the SharePoint central administration page (e.g.,
http.//SharePoint.abac.test:44444/default.aspx).

2. Logon using the credentials of the SharePoint administrator
3. Inthe Application Management group, click on Manage web applications.

4. Click on the web application that contains the SharePoint site you are managing (e.g.,
SharePoint — 80). SharePoint will highlight the web application row that you clicked on.

SharePoint Newsfeed OneDrive Sites [ESIEGIENeaTISINE o Y

BROWSE  WEB APPLICATIONS ) sHeRE T

L-‘@ T x .ﬁ? [ Manage Features E} @ [ Blocked File Types Ig—.l. B g 3

&2 Managed Paths &% User Permissions

New Extend Delete General Authentication Self-Service Site User Anonym‘nus Permission
- settings - [ Service Connections Froviders Creation [ Web Part Security ~ Poliy  Policy Falicy
Contribute Manage Security Policy
Central Administration Name URL Fort
Application SharePoint - 80 http://sharepoint/ 80
Management SharePoint Central Administration v4 http://sharepoint:44444/ 24844
System Settings sharePoint - 8388 http://sharepoint:2888, s888

Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

5. Click on the Authentication Providers button at the top of the page.

SharePoint Newsfeed OneDrive  Sites  [RSIECUTFNSA-TI SN o S
BROWSE  WEB APPLICATIONS ) SHARE [
= T x 4[5 Manage Features D ,_—| [ Blocked Fite Types F D F
N Yo |- %
e ) (3 Managed Paths R % 3% User permissions s =2 v
Mew Extend Delete General Authentication| Self-Service Site User Anonymous Permission
= Settings - %) Service Connections Providers Creation [ Web Part Security ~ Poliy  Poliey Policy
Contribute Manage Security Paliey
Central Administration Name URL port
Application SharePoint - 80 http://sharepoint/ 80
Management SharePoint Central Administration w4 hittp://sharepoint:A4444/ 44444
System Settings SharePoinj 8888

o Authentication Providers
onitoring

Backup and Restore
Security Zone Membership Provider Name

Upgrade and Migration Default Claims Based Authentication

General Application
Seftings

Apps
Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

6. Click on the Default link in the Zone column.

7. On the Edit Authentication screen, scroll down to the Claims Authentication Types group. Select
the Trusted Identity provider option.
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8. Under the Trusted Identity provider checkbox, select the name of the new token issuer that was

created using the Powershell commands (e.g., Federated Logon from Identity Provider).

BROWSE WEE APPLICATIONS

= = X

Mew Extend Delete

Contribute

Central Administration

Application

Management

System Settings

Manitaring

Backup and Restore

Security

Upgrade and Migration

General Application

Settings
Apps
Office 365

Nextlabs Entitlement

Manager

Configuration Wizards

- - - X
Edit Authentication
2t [& manage Fe i
B Managed B Claims Authentication Types
General [‘:' [FEnable windows Authentication
Settings - [=] Service Cof Choose the ty '3
oo the by pe_c . [ Integrated Windows authentication
Manage § authentication you want to use L
for this zone. NTLM E
Name Negotiate (Kerberos) is the . o .
1 recommended security [T Basic authentication (credentials are sent in clear text)
SharePol configuration to use with
SharePal Windows authentication. If this

option is selected and Kerberos is

SharePoinl not cenfigured, NTLM will be
used, For Kerberos, the
application pool account needs
to be Metwork Service or an
account that has been
configured by the domain
administrator. NTLM
authentication will work with any
application poel account and
with the default domain
configuration.

[ClEnable Forms Based Authentication (FBA)
ASP.NET Membership provider name

*

m,

ASP.NET Role manager name

[¥] Trusted Identity provider

Trusted Identity Provider
Basic authentication method
passes users' credentials over a
network in an unencrypted form.
If you select this option, ensure
that Secure Sockets Layer (S5L) is
enabled.

Federated Logon from Identity Provider

ASP.NET membership and role
provider are used to enable
Forms Based Authentication
(FBA) for this Web application.
After you create an FBA Web

SRS i o ¢

9. Scroll to the bottom of the page and click Save.

5.3.4  Configuring the Access Control Rule on SharePoint
After configuring the token issuer as a Sign On option for SharePoint, configure the access control rule
on the SharePoint site that is necessary for federated users to be able to access the site.

1. Logon to the relying party’s SharePoint site (e.g., https://SharePoint.abac.test) using the

credentials of the SharePoint administrator.

2. Select Windows Authentication in the Sign On screen.

SharePoint

Newsfeed OneDrive Sites System Account~ %

BROWSE  PAGE

Runabout Air

ABAC Root Site
Documents
Access Control

Claims Viewer

ABAC Finance Dept

ABACTT Dept

ABAC Marketing Dept

ABAC Research Dept

ABAC Sales Dept
Recent

Site Contents

# EDIT LINKS

) SHARE ¥y Follow C3swc 7 eom

Runabout Air - root site Finance Internet Technology Marketing Research and Development Sales # EDIT LINKS Search this site

Runabout Air - root site

Get started with your site  remove s

Documents

@ new document or drag files here

v [0 name modifies  Moaified By

There are no documents in this view.
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2469 3. Click the gear icon at the top right corner of the page and select the Site Settings link.

2470 4. On the Site Settings screen, in the Users and Permissions group, click People and Groups.

2471 5. Under the Groups heading on the left pane, click on the HOME Members group.
Runabout Air ~ Rrebovtsr-reotsie  France  itermetTeciolagy  Markeing  Researchand Developmert  Sals

People and Groups - ABAC-HOME Members o

Croups MNew - Actions - Settings -
ABAC-HOME

Members e

Name About me Title Department

Excel Services There are no items to show in this view of the "User Information List" list.

Viewers

ABAC-HOME
Visitars

ABAC-HOME
owners

Style Resource
Readers

Designers
Hierarchy Managers
Approvers
Restricted Readers

Quick Deploy Users

2472 More...
2473 6. Under the page title, click on the New link and select the Add Users option from the popup
2474 menu.
Runabout Air - root site Finance Internet Technology Marketing Research and Development Sales

People and Groups - ABAC-HOME Members o

Mew - Actions - Settings -

Add Users About me Title Department

Add users to this group. ] o
1 iew of the "User Infformation List" list.

2475
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People and Groups - ABAC-HOME Members o

MNew « Actions ~ Settings -
[ x ment
Trerdl Share 'Runabout Air - root site'
Add people to the ABAC-HOME Members group
Enter names, email addresses, or 'Everyone’.
2476
2477 7. Onthe Share popup screen, enter Everyone in the text field.
2478 SharePoint will display a List Box underneath the text field.
Share 'Runabout Air - root site' x
Add people to the ABAC-HOME Members group
Everyone
Everyone i
Everyone = Cancel
2479
2480 The list will contain multiple entries for the same value of Everyone. If you place your cursor
2481 over an entry in the list SharePoint will display details about the entry.
Share 'Runabout Air - root site' *
Add people to the ABAC-HOME Members group
Everyone
Everyone i
Everyone E Cancel
Federated Logon from Identity Provider
2482 =
2483 8. Locate the entry that is associated with All Users.

NIST SP 1800-3C: Attribute Based Access Control 224



SECOND DRAFT

Share 'Runabout Air - root site’ X
Add people to the ABAC-HOME Members group
Everyone
Everyone I
Showing 3 results ljl Cancel
2484
2485 9. Click on the entry associated with All Users.
Share 'Runabout Air - root site’ x
Add people to the ABAC-HOME Members group
Everyone x |
2486
2487 10. Click Share.

2488  When you go back to the People and Groups screen, you should see Everyone listed for the Home

2489 Members group.

Research and Development

Title

Sales

Department

Runabout Air Runabout Air - root site Finance Internet Technology Marketing
People and Groups - ABAC-HOME Members o
Groups New =  Actions ~ Settings -

ABAC-HOME

s 0 e Name About me

Excel Services (=] Everyone

Viewers

ABAC-HOME
2490 Visitors

# EDIT LINKS

View:

2491 5.3.5  Functional Test of the Federated Logon at the Resource Provider

2492 1. Launch a new browser window and go to the relying party’s SharePoint site (e.g.,

2493 https://SharePoint.abac.test).

2494 Expected Result: You should see two logon options in the dropdown box. One of the options
2495 should be the name of the new trusted token issuer that was configured in the previous section
2496 (e.g., Federated Logon from Identity Provider).
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2503

SECOND DRAFT

_Jr" B signin

x-\+

Sign In

|2 Most visited > Sharepoint Admin P ABAC Top Level 9 ABAC Finance {_| Nextlabs Reporter

é il a https://sharepeint.abac.test/_login/default.aspx?ReturnUrl= %62f_layoutsSe2f15%2f Authenticate. aspx2e3fSource? Z

Select the credentials you want to use to logon to this SharePoint site:

I,

Windows Authentication

Federated Logon from Identity Provider

Next you will verify that SharePoint is configured to read the upn attribute that was configured for the
federated logon.

2.

Launch your browser and go the SharePoint central administration page (e.g.,

http://SharePoint.abac.test:44444/default.aspx).

Logon using the credentials of the SharePoint administrator.

(' e sharepoint.abac.test 44444/ default.aspx

2} Most Visited [§> Sharepoint Admin 3> ABAC Top Level B ABAC Finance [} Nextlabs Reporter

SharePoint

BROWSE PAGE

sk

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Mextlabs Entitlement
Manager

Configuration Wizards

® The SharePoint Health Analyzer has detected some critical issues that require your attention. View th

5

—

g

Application Management
Manage web applications
Create site collections
Manage service applications
Manage content databases

Monitoring
Review problems and solutions
Check job status

|/_ 1 Security

Manage the farm administrators

group
Configure service accounts

| 5 ilﬂ- General Application Settings

U R S

1)

<
¥

=

e

a || Q Search

System Settings

Manage servers in this farm
Manage services on server
Manage farm features
Configure alternate access
mappings

Backup and Restore

Perform a backup

Restore from a backup

Perform a site collection backup

Upgrade and Migration
Convert farm license type

Check product and patch

installation status

Check upgrade status
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4. Inthe Application Management group, click on Manage web applications.

5. Click on the web application that contains the SharePoint site you are managing (e.g.,

SharePoint — 80). SharePoint will highlight the web application row that you clicked on.

€ |l ) @ sharepoint.abac.test44444/ admin/WebApplicstionList.aspx <

[8h Most Visited [ Sharepoint Admin [ ABAC Top Level B2 ABAC Finance

BROWSE 'WEB APPLICATIONS

[ Manage Features [® Blocked File Types 7 " 7
BEX [p & 3 2 B ¥
@2 Managed Paths R ¥ &% User Permissions - =7 -

Mextlabs Reporter

New Exend Delete  General Authentication Self-Service Site User  Anonymous Permission
- ettings - [£) Service Connections Providers Creation [T Web Part Security ~ Poliy  Policy Policy

Contribute Manage Security Policy

Central Administration Name URL
application SharePaint - 80 http://sharepaint/
Management SharePoint Central Administration v& http://sharepoint:44444/
System Settings sharePaint - 8888 http://sharepoint:8888/
Monitoring SharePoint - 6454 https://sharepoint:5454/

Backup and Restore
Security
Upgrade and Migration

General Application
Settings

Apps
Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

6. Click on the User Policy button.

€ il ) @ sharepoint abacitest:44444/_admin/WebApplicationList.aspx e

[&) Most Visited > Sharepaint Admin > ABAC Top Level B ABAC Financ

BROWSE ~ WEB APPLICATIONS

— E‘ x g4 [3 Manage Features D ’E [ Blocked File Types
LEg L= Lo & Managed Faths R &% User Permissions

Nextlabs Reporter

Authentication Self-Service Site User | Anonymous Permission

New Extend Delete General
+  Seftings- [2L Service Connections Providers Creation  [[§g Web Part Security Policy Policy
Contribute Manage Security Policy
Central Administration Name ) L x
) Policy for Web Application
Application SharePt
Management ir
g SharePoil oK
S SR SharePoill  Adding or updating Web application policy with new users or groups will trigger a
Mornitoring Sharepoiy  SharePoint Search crawl over all content covered by that policy. This can reduce search

Backup and Restore
Security
Upgrade and Migration

General Application
Settings

Apps

Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

7. Click Add Users.

crawl freshness and increase crawl load. Consider using security groups at the policy
level and add/remove users from security groups to avoid this.

= Add Users | X Delete Selected Users | £ Edit Permissions of Selected Users

B zone Display Name User Name Permissions

=] (All zones)  NT AUTHORITY\LOCAL NT AUTHORITWLOCAL Full Read
SERVICE SERVICE

B O ¢+ A& fF

System Account »

a:

8888

6454

System Account~

) SHr

80
44444
8888
6454
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Add Users

Select the Zone

The security policy will apply to

requests made through the

Zones:

(all zones) ﬂ

specified zone, To apply a policy
to all zones, select "(All zones)".
All zone policies are only valid for

Nindows users.

MNext =

Cancel

8. Click Next.

Add Users

Zone

The security policy will
apply to requests made
through the specified
zZone,

Choose Users

You can enter user names
or group names. Separate
with semi-colons,

Choose Permissians

Cheoose the permissions
you want these users to
have,

Choose System Seftings

System accounts will not
be recorded in the User
Information lists unless
the account is directly
added to the permissions
of the site. Any changes

B e el e

Zone:

(All zones)

Users:

Permissions:
[T Full Control - Has full control,
[T Full Read - Has full read-only access.
[l Deny Write - Has no write access.

[ peny All - Has no access.

[[] Account operates as System

& B

m

9. On the Add Users screen, click the small browse icon (looks like a book) under the Users field.

Expected Result: On the Select People and Groups screen, you should see a grouping with
the name of the trusted token issuer that was configured via Powershell (e.g., Federated
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2517 Logon from Identity Provider). You should also see the upn attribute listed under that
2518 grouping.

Select People and Groups X

Select People and Gro
Find £ |[List View [~]

Display Name E-mail Address Title Departme

fﬁ Organizations Type into the search box above then press "Enter”
&g Active Directory

L& All Users
4 4 Federated Logon from Identity

upn

Add -=

OK l Cancel ]

2519 — —

2520 5.4 Configure the PingFederate-RP Connection to SharePoint

2521 Follow the instructions below to configure a PingFederate connection from the PingFederate-RP to the
2522 relying party’s SharePoint.

2523 1. Logon to the server that hosts the PingFederate service for the relying party.

2524 2. Launch your browser and go to: https://<DNS_NAME>:9999/pingfederate/app. Replace

2525 DNS_NAME with the fully qualified name of the relying party’s PingFederate server (e.g.,
2526 https://rp.abac.test:9999/pingfederate/app). Logon to the PingFederate application using the
2527 credentials you configured during installation.
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PingFederate’

Help | About | Logout (Administ

License Vi piration date p
@ Server Configuration
E APPLICATION INTEGRATION @ SYSTEM SETTINGS CERTIFICATE E APPLICATION INTEGRATION
SETTINGS MANAGEMENT SETTINGS
Server Settings
Adapters Data Stares Trusted CAs Adapters
Authentication Selection Redirect Validation SSL Server Certificates Target URL Mapping
Default URL SSL Client Keys & Identity Store Provisioners
Application Endpoints Certificates Default URLs
ADMINISTRATIVE Digital Signing & XML Application Endpoints
FUNCTIONS Decryption Keys &
FEDERATION SETTINGS Certificates
Metadata Export Certificate Revacation FEDERATION SETTINGS
Protocol Endpoints XML File Signatures Checking
Configuration Archive Protocol Endpaints
Account Management
E] SP CONNECTIONS (3) License Management @ AUTHENTICATION
WIETID Sharepoint Wt tioshilames Application Authentication s EELE
https-finextlabs-rp ':'553*"5'“ Credential https://idp.abac.
Demo SP Validators Demo IdP

Active Directory

» Manage Al SP » Create New » import o

* Manage AllidP » Create New * Import

[#2] SP AFFILIATIONS (0) |DP-TO-SP
» Manage All Affilations » Create News @ BRIDGING
2528 .:-‘A‘diararterrr-trc-ﬁdaoler
2529 3. Onthe Main Menu under SP CONNECTIONS, click Create New. On the Connection Type screen,
2530 select Browser SSO Profiles. For the Protocol field, select WS-Federation.

(=) SP Connection

+¥r Connection Type

Select the type of connection needed for this SP: Browser SSO Profiles (for Browser SSO), WS-Trust STS (for access to identity-enabled Web Services),
Outbound Provisioning (for provisioning users/groups to an SP} or all.

Connection Template Mo Template
Browser SSO Profiles Protocol ~ WS-Federation EI =

[ wsTrust STS

["] Outbound Pravisioning

2531

2532 4. Click Next. On the Connection Options screen, select Browser SSO.
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(=) SP Connection

(LD IGDNET N % Connection Options
Please select options that apply to this connection.

Browser 350
L IdP Discovery

| Attribute Query

2533

2534 5. Click Next. On the General Info screen, for the Partner’s Realm field, enter the name of the

2535 Resource Provider’s (SharePoint) realm (e.g., urn:SharePoint.abac.test). Keep a copy of the

2536 realm name because it will be used in a configuration of SharePoint later in the guide.

2537 6. Enter a unique name for this new PingFederate configuration in the Connection Name field. For
2538 the Base URL field, enter the root destination URL at the SharePoint site where the PingFederate
2539 will redirect a user once authenticated (e.g., https://SharePoint.abac.test).

@ SP Connection

Connection Type  Connection Options [FraeIIETRNIGY

This infermation identifies your partner's unigue connection identifier (Connection ID). Connection Name represents the plain-language identifier for this
connection. Optionally, you can specify multipie virtual server IDs for your own server to use when communicating with this partner. If set, these virtual
server IDs will be used in place of the unigue protocol identifier configured for your server in Server Settings. The Base URL may be used to simplify
configuration of partner endpoints.

Partner's Realm (Connection 1D} urn:sharepoint.abac.test (1|5

Connection Name Sharepoint

Virtual Server IDs Add
Base URL https://sharepoint.abac test

Company

Contact Name
Contact Number
Contact Email
Application Mame
Application lcon URL
Logging Mode © None
@ Standard

© Enhanced
@ Ful

2540

2541 7. Click Next.
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(® Main | (=) SP Connection

(& LD ET 1T T R L L T D T L ER e T C IR VI 4 Browser SSO  Credentials  Activation & Summary

Browser S50 Configuration

ot

2543 8. On the Browser SSO screen, click Configure Browser SSO. On the Assertion Lifetime screen,
2544 enter a value of 20 for the Minutes After field.

(® Main | (=) SP Connection | () Browser S50

L E GO RICHT) P Assertion Creation  Protocol Settings  Summary

Minutes Before 5 I

Minutes After 20| |=

2546 9. Click Next.

=

(® Main | (®) SP Connection | (®) Browser SSO

LELGL G TR 4 Assertion Creation  Protocol Settings  Summary

Assertion Configuration

Identity Mapping Email Address
Attribute Contract SAML_SUBJECT
Adapter Instances 0

Connection Contract Mappings 0

547
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2548 10. On the Assertion Creation screen, click Configure Assertion Creation. On the Identity Mapping
2549 screen, select User Principal Name.

(®) Assertion Creation

Select the type of name identifier you will send to the SP. Your selection may affect the way the SP will look up and associate the user to a specific local
account.

¢ Identity Mapping

© Email Address
@ User Principal Name

© Common Name

2550 e

2551 11. Click Next. On the Attribute Contract screen, below the EXTEND THE CONTRACT FIELD, enter

2552 “upn” in the textbox. For the ATTRIBUTE NAME FORMAT select the schemas.xmlsoap.org 2005
2553 identity claims format.

(® Assertion Creation
(LELTLRV BTG o4 Attribute Contract

An Attribute Contract is a set of user attributes that this server will send in the assertion.

ATTRIBUTE CONTRACT

SAML_SUBJECT

EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT

upn http://schemas.xmisoap.org/ws/2005/05/identity/claims El Add

2554

2555 12. Click Add.
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(®) Assertion Creation

An Attribute Gontract is a set of user attributes that this server will send in the assertion

LENTALET LI 4 Attribute Contract

ATTRIBUTE CONTRACT

SAML_SUBJECT

EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT
upn http://schemas xmlsoap.orghws/2005/05/identity/claims Edit / Delete

http-//schemas xmisoap org/ws/2005/05/dentity/claims E| Add

2556
2557 13. Click Next.
(®) Assertion Creation
L ETR TR ET DT B TR LETR S v Authentication Source Mapping
PingFederale uses IdP adapters or partner IdPs to authenticale users to your SP. Users may be authenticated by one of several different adapiers or
connection mapping coniracts, so map an adapler instance for each IDM system or a connection mapping contract for partner IdPs.
ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION
Map Mew Adapter Instance .~ Map New Connection Contract Mapping. -
Sava Draft Cancel - Previous Next >
2558
2559 14. On the Authentication Source Mapping screen, click Map New Connection Contract Mapping.
2560 On the Connection Contract Mapping screen, for the CONNECTION MAPPING CONTRACT field,
2561 select the name of the contract with the identity provider that was configured in a Section 3
2562 (e.g., SharePoint 2013).
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@® Main

@ Connection Contract Mapping

(®) SP Connection  (®) Browser SO () Assertion Creation

¢ Connection Mapping Contract  Assertion Mapping  Attribute Contract Fulfillment  Issuance Criteria  Summary

CONNECTION MAPFING CONTRACT | gparepoint 2013

CONTRACT ATTRIBUTES

subject

Manage Connection Mapping Contracts

Save Draft Cam:e\
2563

2564 15. Click Next. On the Assertion Mapping screen, select Use only the Connection Mapping Contract
2565 values in the SAML assertion.

@ Main @ SP Connection @ Browser SSO

@ Connection Contract Mapping

@ Assertion Creation

(LD EL LR IELTL DRV 4 Assertion Mapping  Attribute Contract Fulfillment  Issuance Criteria  Summary

CONNECTION MAPPING CONTRACT
subject

© Retrieve additional attributes from multiple data stores using one mapping

© Retrieve additional attributes from a data store—includes options to use altemnate data stores and/or a failsafe mapping
@ Use only the Connection Mapping Contract values in the SAML assertion

2566

2567 16. Click Next.
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@® Main

@ Connection Contract Mapping

(=) SP Connection (=) Browser SSO (W) Assertion Creation

(o1, D2 oD B BT LT T Ty To QU LI T T 4 Attribute Contract Fulfillment  Issuance Criteria Summary

| Fulfil your Attribute Contract with values from thy tion mapping contract or with dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT Connection Mapping Contract El subject B None available
Bpn Connection Mapping Coniract El subject B None available

2568

2569 17. On the Attribute Contract Fulfillment screen, click Next.

@ Main

Connection Mapping Contract

@ SP Connection @ Browser SSO @ Assertion Creation @ Connection Contract Mapping

Assertion Mapping

EUULTTER TR TIINEL S % Issuance Criteria  Summary

| PingFederate can evaluate various criteria to | Sther Users ized to access SP. . Use this optional screen to configure the criteria for use with this conditional
authorization.
SOURGE ATTRIBUTE NAME CONDITION VALUE ERROR RESULT ACTION
- SELECT - B * | -SELEGT - B * | -SELECT - B N N Add

Show Advz iteria

2570

2571 18. On the Issuance Criteria screen, click Next.

® Main  (®) SP Connection  (®) BrowserSSO (W) Assertion Creation

@ Connection Contract Mapping

Connection Mapping Contract ~ Assertion Mapping  Attribute Contract Fulfillment  Issuance Criteria BV T ELY
| Glicka ing link to edit a iguration setting.

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ASSERTION MAPPING

Connection Mapping Contract Sharepoint 2013

Data Store or Assertion Use only the Connection Mapping Contract values in the SAML assertion

ATTRIBUTE CONTRACT FULFILLMENT

upn subject (Connection Mapping Contract)
SAML_SUBJECT subject (Connection Mapping Contract)
ISSUANCE CRITERIA

Criterion (Mone)

2572
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19. On the Summary screen, click Next.

(#® Main | (=) SP Connection | (®) Browser S50  (®) Assertion Creation

Identity Mapping  Attribute Contract EEg@iWUENTHE T ST ing Summary

PingFederate uses IdP adapters or pariner IdPs to authenticate users to your SP. Users may be authenticated by one of several different adapters or
connection mapping contracts, so map an adapter instance for each IDM system or a connection mapping contract for partner ldPs.

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION
Sharepoint 2013 Delete

Map New Adapter Instance ~ Map New Connection Contract Mapping. -

20. On the Authentication Source Mapping screen, click Next.

® Main

Identity Mapping

(W) SP Connection | (®) BrowserSSO | (8) Assertion Creation

Attribute Contract ~ Authentication Source Mapping B-gJNulIELY

| Summary information for your Assertion Creation configuration. Click a heading link to edit a configuration setting.

Assertion Creation

IDENTITY MAPPING

Name Identifier User Principal Name

ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT

Attribute upn

Attribute Name Format http://schemas xmlsoap.org/ws/2005/05/identity/claims

AUTHENTICATION SOURCE MAPPING

Connection mapping contract name Sharepoint 2013

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ASSERTION MAPPING

Connection Mapping Contract Sharepoint 2013

Data Store or Assertion Use only the Connection Mapping Contract values in the SAML assertion

ATTRIEUTE CONTRACT FULFILLMENT

upn subject (Connection Mapping Contract)
SAML_SUBJECT subject (Connection Mapping Contract)
ISSUANCE CRITERIA

Criterion (None)

Save Draft

21. On the Summary screen, click Done.
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22.

23.

@ Browser SSO

VR RN - Assertion Creation

This task provides the configuration for creating SAML assertions to enable SSO access to resources at your SP partner's site

Assertion Configuration

Identity Mapping User Principal Name
Attribute Contract SAML_SUBJECT, upn
Adapter Instances 0

Connection Contract Mappings 1

Configure Assertion Creation

On the Assertion Creation screen, click Next.

@ Browser SSO
LU NG T L G  Protocol Settings

This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Click the button befow to create or
revise this configuration.

Protocol Settings

Signature Policy SAML-standard

Configure Protocol Settings

On the Protocol Settings screen, click Configure Protocol Settings. On the Service URL screen,
for the Endpoint URL field, enter the name of the destination URL at the Service Provider
(SharePoint) site (.e.g., /_trust/). When PingFederate completes the authentication process, the
user will be sent to a destination URL. The destination URL is a combination of two configuration
fields. The first is the Base URL that was configured earlier, and the second is the Endpoint URL
on this screen. The Endpoint URL will be appended to the Base URL. An example is provided
below.

Base URL: https://SharePoint.abac.test/_trust/

Endpoint URL: /_trust/

After authentication, PingFederate will redirect to the destination:
https://SharePoint.abac.test/_trust/
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(® Main | (=) SP Connection | (®) BrowserSS0 | (®) Protocol Settings

¥ Service URL  Summary

Endpoint URL =

‘ 1 trust]| ]

You can specify additional allowed domains and paths below. This whitelist will also be used to validate wreply for SLO, if enabled under Server Settings > Redirect Validation.

Require HTTPS Valid Domain Name (leading Valid Path (leave blank to allow any path)

Allow Any Action
wildcard ™=." allowed) Query/Fragment
| o =

-

2593 24. Click Next.

(#®) Main | (=) SP Connection | (=) BrowserSSO | (®) Protocol Settings

Service URL EVEEITITIENLY

Protocol Settings

SERVICE URL

Endpoint URL /_trust/

o

2595 25. On the Summary screen, click Done.
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@ Browser SSO

@ Main

Assertion Lifetime

@ SP Connection

LELLILLRW LTI + Protocol Settings  Summary

| This task provides the configuration for specific endpoints and securily considerati i to profiles. Click the button below to create or

Protocol Settings

Signature Policy SAML-standard

Protocol Setting

e

2596
2597 26. On the Protocol Settings screen, click Next.

IDENTITY MAPPING
MName Identifier User Principal Name

ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT
Attribute upn
Attribute Name Format http://schemas_xmlsoap.org/ws/2005/05/identity/claims

AUTHENTICATION SOURCE MAPPING

Connection mapping contract name Sharepoint 2013

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ASSERTION MAPPING

Connection Mapping Contract Sharepoint 2013

Data Store or Assertion Use only the Connection Mapping Contract values in the SAML assertion

ATTRIBUTE CONTRACT FULFILLMENT

upn subject (Connection Mapping Contract)

SAML_SUBJECT subject (Connection Mapping Contract)

ISSUANCE CRITERIA

Criterion (Mone)

Protocol Settings

SERVICE URL

Endpoint URL J_trust/
2508
2599 27. On the Summary screen, click Done.
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(®) Main | (=) SP Connection

(o611 -2 LT REY RO T D ET RO DD LR e B GIRD Ol 4 Browser S50 Credentials  Activation & Summary

| This task provides connection-endpoint and other configuration i biing secure browser-based SSO, to resources at your partner's site. Click
the butfon beiow to crealte or revise this configuration.

Browser 550 Configuration

Configure Browser S80

Save Draft < Previous
2600 ] :

2601 28. On the Browser SSO screen, click Next.

(® Main | (®) SP Connection

Connection Type  Connection Options  General Info  Browser S50 Bualetf=t EiE E e eI R AT ELY

| For each credential shown here, configure the necessary settings.

Credential Requirement

Digital Signature Mot Configured

2602

2603 29. On the Credentials screen, click Configure Credentials. On the Digital Signature Settings screen,

2604 select the Signing Certificate for SAML messages.
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(#® Main | (®) SP Connection  (8) Credentials

+ Digital Signature Settings  Summary

Signing Certificate | 01-30-DB:8C-25:AB (cn=demo dsig new) |v|*

Include the raw key in the signature <KeyValue= element.

Signing Algorithm | RsA SHA256 B

Manage Certificates...

2605
2606 30. Click Next.

(®) Main | (®) SP Connection | (8) Credentials

Digital Signature Settings B NILIELT

Credentials

DIGITAL SIGNATURE SETTINGS

Selected Certificate CN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
Include Raw Key in KeyValue false
Selected Signing Algorithm RSA SHA256

2607

2608 31. On the Summary screen, click Done.
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(#® Main | (=) SP Connection

Connection Type  Connection Options  General Info  Browser 550 R eli=N L iE NG HENT ST ENY

| For each credential shown here, configure the necessary settings.

Credential Requirement

Digital Signature CN=demo dsig new

Configure Credentials

Attribute Name Format
AUTHENTICATION SOURCE MAPPING
Connection mapping contract name
CONNECTION MAPPING CONTRACT
Selected contract

ASSERTION MAPPING

Connection Mapping Contract

Data Store or Assertion

ATTRIBUTE CONTRACT FULFILLMENT
upn

SAML_SUBJECT

ISSUANCE CRITERIA

Criterion

Protocol Settings

SERVICE URL
Endpoint URL

Credentials

DIGITAL SIGNATURE SETTINGS
Selected Certificate
Include Raw Key in KeyValue

Selected Signing Algorithm

Save Draft Cancel revious

32. On the Credentials screen, click Next.

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims

Sharepoint 2013

Sharepoint 2013

Sharepoint 2013

Use only the Connection Mapping Contract values in the SAML assertion

subject (Connection Mapping Contract)

subject (Connection Mapping Contract)

(Mone)

J_trust/

CN=demo dsig new, QU=Pingldentity, O=PingFederate, L=Denver, ST=CO, C=US
false
RSA SHA256

Cancel evious

On the Activation and Summary screen, select Active for the Connection Status field and Click Save to
complete the configuration.
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5.5

Functional Test of All Configurations for Section 5

The instructions in this section will perform an integrated test all of the configurations in Section 5.
Using the browser, you will logon using an account that was created in Active Directory and validate that
the complete federated authentication flow between SharePoint and the PingFederate servers at the

relying party and identity provider operates successfully.

1.

Launch your Firebox browser and select SAML tracer from the Tools menu.

This will launch an empty SAML tracer window. Minimize the SAML tracer window. The SAML
tracer will automatically record the details of the HTTPS messages in the background.

Go back to the main browser window and go to the relying party’s SharePoint site (e.g.,
https://SharePoint.abac.test).

E} Sign In xi+
-

il ' 8 https://sharepoint.abac.test/_login/default.aspx?ReturnUrl=3%2f_layouts%2f15%2fAuthenticate.aspx¥:3f5al [
€ P P _log P _lay P

[£) Most Visited > Sharepoint Admin [ ABAC Top Level B ABAC Finance | Nextlabs Reporter

Select the credentials you want to use to logon to this SharePoint site:

| =]

Windows Authentication

Federated Logon from Identity Provider

Select the option to use the new trusted token issuer (e.g., Federated Logon from Identity
Provider) that was configured in this section.

Expected Result: Your browser should be redirected to the PingFederate-IdP and you should see
the PingFederate Sign On screen. Examine the server name in the URL to ensure that it is the
identity provider’s PingFederate server (e.g., idp.abac.test).
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2630

2631 4.

2632

2633

2634 5.

2635

2636
2637
2638
2639
2640
2641
2642

Lf' m Sign On

é @ https//idp.abac.test:9031/idp/S50.sami2 v @ || Q, Search

x‘!_'_ I ——

|8} Most Visited .’ik arepoint Admin m ABAC Top Level m ABAC Finance | | Nextlabs Reporter

Sign On
Please sign on and we'll send you right along.

Usemame

Password

Enter the Username and Password of the Active Directory account created earlier in this guide
(e.g., “Ismith”).

Please sign on and we'll send you right along.

Username
Ismith Lo
Password
S0 DBDBDBDBBBBOBBED 'h

Click Sign On. On the RSA Adaptive Authentication screen, enter the SMS validation code
received on your mobile phone. Click Next.

Note: Once authenticated at the identity provider, your browser should automatically redirect
to the PingFederate-RP (e.g., rp.abac.test) and then to the relying party’s SharePoint
(SharePoint.abac.test) site. Depending on the processing time of the servers in your
environment, and other factors, it may take several seconds before your browser arrives back at
the SharePoint site. The identity provider will redirect your browser to the PingFederate-RP first,
and then the PingFederate-RP will redirect your browser to the SharePoint site, however you
may not notice all of this activity if it happens quickly.
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Expected Result: Go back to the SAML tracer window. Scroll down the list of messages at the top
and ensure there is a POST message to the SharePoint server to the _trust URL (e.g., POST

https://SharePoint.abac.test/_trust/).

f SAML tracer . e W

— =
Clear[ ‘"} Autoscrolll Filter resources‘

POST  https://lastpass.com/error.php

POST  https://idp.abac.test:0031/idp/Bal Sw/resumeSAML20/idp/550.ping
POST  https://rp.abac.test:9031/sp/ACS.saml2

POST  https://sharepoint.abac.test/_trust/

GET https://sharepoint.abac.test/_login/default.aspx?ReturnUrl=262f _layouts32f15%2fAuthenticate.aspx3a3fSource:3d%252F&Source=%2F

http | Parameters|

6. Click on the POST message to the SharePoint _trust URL to bring up the details of the message in

8.

the bottom pane.

SAML tracer - - TT—— - T—
e =
Clear .,:\f"‘? Autoscrolll Filter resources|

POST  https://lastpass.com/error.php

POST  https://idp.abac.test:9031/idp/8alSw/resumeSAML20/idp/S50.ping
POST  https://rp.abac.test:9031/sp/ACS.saml2

POST  hitps://sharepoint.abac test! trust/

GET https://sharepoint.abac.test/_login/default.aspx?ReturnUrl= %2 _layouts%2f15%2fAuthenticate.aspx3a3fSource?3d %252F&Source= %a2F

http Parameters|

POST https://sharepoint.abac.test/ trust/ HTTE/1.1

Host: sharepoint.abac.test -

User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:39.0) Gecko/20100101 Firefox/39.0

Accept: text/html,application/xhtml+xml, application/zml;g=0.9,%/%;g=0.8

Accept-Langunage: en-U3S,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: https://rp.abac.test:9031/sp/ACS. saml2

Cookie: Ribbon.Read=1201680|-1]0|-10712485; Ribbon.WebRpp=1137680|-1]|378|-10712485; WS5_FullScreenMode=false
Content-Type: application/x-www-form-urlencoded

Content-Length: 4716

HTTE/?.7? 302 Found
Location: https://sharepoint.abac.test/_layouts/15/Authenticate.aspx?Source=%2F
Server: Microsoft-IIS/B.5

Set-Cookie:
Fed&uth=77u/PDS4bWwgdnVyc21lvb]j0iMS4wIiBlbmNvZGluZz0idXRmLTgiPz48U1A+MGUudHXxmZWR]1 cmF 0 ZWQgbG9nb2 4gZnJvbSBpZGVudGl0

Rlcnxsc2lpdGgsMTMwODISM]QxODO2ZNTg4MzEwLEZhbHN1LF1FTIGLluRONXREVVEXVEZUALMnERCFAWEGF L ZThéeVkrcmhHWGX 3SkwScTVES11PST
cW1uYXBHNWgyTndnmblJgSXdNMThTIdFp4a3V1Z05BeEFmUGE3azhXWHNtc2 J1Y3RWSmlgdFNad3nGR1RNVEFRCLZNEeGS 6Q ] dnWnNYVENibOVoMING
10Q1pMeTI4Q0hDBHQIVES4U3kSWndgNFppSmtWeThLb0syVnJEBEXrU0ZPQkF] ¥3paZzF] cGavNNsANVIrVEFTenVJOWJuN3crakdwl2dijc1hBZU
secure; Httplnly

SPRequestGuid: 302cleSd-Eéce-e01d-€291-300cE85f414f3

request-id: 302cle9d-86ce-e01d-6291-300c85f414F3

Click on the Parameters tab for the bottom pane.

POST  https://sharepoint.abac test/_trust/

GET Jdefault. 921 layouts321 ]

P /)

ttp | Parameters

PoST

wa: wsigninl.o

wresult: <wst: 1.

<sam1: Asgercmnmazuwﬂmunﬂjumnur\mrsmnﬂauAssErcmnmﬂnzﬂmomm XX8QLXKAFLE11CH"+Tssuelnstant:

sSAML:1. 15-07-27T17:31:21.4392"+NotOROTALEex="2015-07-27T17
m1:Audience>urn:sh. iRt absc. est</saml  Audience></ sanl iAudl ctionCondition></saml:Cond:
1 3 15-07-27T17:36:21.4242 " +Authenticationtethod:

o MameTacncs faor Tormacarniop: /) ochemas Ami sonp -oeg/1atme) TP~ 1 am e/ sam - Nome Taens £1 o) 42 : Uy ocrsc, umts

<saml:NemeTdentifier+Format="http://schemas . xmlsoap.org/claims/UPN"> 1omi the/sanl : Name Tdenti fier></ saml : Sub i o

//3chemas. xmlsoap.org/ws/2005/05/ identity/claims"><saml :AttributeValue>1smith</saml: ATTributeValue></saml: ACLril

7//schemas. xnlsoap.org/ws/2005/05/ identity/ claims"><saml : At ributeValue>Conway+Inc</saml : AttributeValue></seml: Aeemiburer<, amma sheeas

/2000/09/xmlds1gE">

<ds:SignedInfo>

<ds:Canonicalizationkethod+Algori thn="hGtD://wid. w3 .0rg/2001/10/xml-exc-cl4nt "/>

<ds:SignatureMethod+Algorithm="ht tp://wiw.u3.0rg/2001/04/xmldsig-moredrsa-sha256" />

<ds:Reference+URT="$nZ7qL60V17N_XX8QLXKAFLG11CH">

<ds:Transforms>

<ds i Transform+Algorit

<ds:Transform+Algorit

</dsiTransfomms>

<de:DigestMetnod+Algorithn="http: //wiw 3. 02g/2001/04/xmlenctsna2sen />

<ds:DigestValue>X/L270T0Tkw¥3xiQbigVb3oqiLpAzDOSAGH /2 ETHASk=</ds : DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:Signacurevalue>

nCgUent/DL 3 SD7kup?

://schemas .xmlsoap. oxg/ws/2005/02/crust"><wst :RequestedSecuricyToken>
2015-07-27T17:36:21.4392"+Issuer="urn: rp . abac. Cesth+xmlns 1 saml="urn:oasis:nam

21.4332"><saml :AudienceRestrictionCondition>

ns>

zn:osis:names ito:SAMLI2.0tac: classes:unspecified”><sanl : Subject>

uthenticat. nl: saml :Subject>

" 3 huep:
wpany "+ neep:
i D/ fur w3

TR/ /W . w3 . 0rg/2000/09/ xnldsigtenvel oped-signatuze”/>
Ttp:/fwnmi.w3.0rg/2001/10/ ¥ml -exc-clans />

HRPSLYEIcxb:
14

B/ KDU£6YUKSKL4CovZZRZINL: TuRE+dzTyDFIE] CweHYU:

Copy all of the content (beginning with the POST line) in the bottom page and paste it into a text
editor such as Notepad. Turn on Word Wrap to make it easier to see all of the XML content.
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9.

10

I127T17:36:21. 424z "+authenticationMethod="urn:oasis:names:tc:5aML:2.0:ac:classes:unspecified”><sam] :subject><saml :NameIdentifier
|| +Format= "http://schemas.xmlsoap. org/claims/UPN">1smith</sam] :NameIdentifier></saml:subject></saml:Authenticationstatement><saml:A

.+Format:"http://s(hsmas.xm'\suap.urg/('lmms/uPN ">Tsmith</saml:NameTIdentifiers</saml: Suh]e(txsam'l Attribute
| Attrwbuteva'\uex/sam'\ Attrwbutexsam'l Attri

| +Inc</saml:Attributeva

"7 Untitled - Notepad - - - _— T T — — - s

File Edit Format View Help

POST

wa: wsigninl.o

wresultl <wst:Re uestsecurwtﬁnokenkesponse

xmins :wst="htt /s(hsmas.xm soap, urg/ws/znﬂﬁ/ﬂz/trust WSt REquEStEdSE(I‘F‘\tyTl)kEn)-(SBVIﬂ:ASSE[‘t‘IDn
+Majorversion="1"+Minorversion="1"+AssertionID="nZ7qL60V17N_XX8QLXKATLG11CM"+Iss5ueInstant="2015-07-
27T17:36:21.4392"+Issuer="urn:rp. abac. test"+xmlns:saml="urn:oasis:names:tc:samML:1.0:assertion"><saml :Conditions+NotBefore="2015-
07-27T17:31:21.4397"+Notonor After="2015-07-

27T17:41:21.4392"><sam] :audiencerestrictionconditions<saml:audience>urn:sharepoint. abac. test</saml :Audience></saml :audiencerestri
(t‘\on(:ond‘\t‘\om—(/sam'\ Conditions><saml :Authenticationstatement+AuthenticationInstant="2015-07- E

ttributestatement><saml :subject><saml :NameIdentifier
+Attributename="upn"+AttributeNamespace=" httt //schemas. xmlsoap. org/ws/2005/05/identity/claims"><saml :attributevalue>1smith</saml
ute

+AttributeName=" comp an{{ +Attr1hutENamEspa(EJ'htt[lx //schemas. xmlsoap. or /ws/zDDE/DE/‘\dErrhty/('Ia‘lms "»<saml:Attributevalue>Conway
ues</saml :Attributes</saml :Attributestatements><ds:signature+xmins :ds="http://www.w3. org/2000/09/xmldsig#">

<ds:signedinfos>

=ds:canonicalizationmethod+algorithm="http:// www.w3.0rg/2001/10/xm]-exc-cl4n#" />
=ds:signaturemethod+algorithm="http://www.w3. org/2001/04 /xmldsig-more#rsa-sha256" />
<ds :Reference+URI="#nZ7qLE0V]7N_XXBQLXKdFLG11CM" >

<ds:Transforms>
<ds:Transform+Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform+Algorithm="http://www.w3.0rg/2001/10/xml-exc-clan#"/>
</ds:Transforms>

<ds:Digestmethod+algorithm="http:/ /www.w3. org/2001/04 /xmlenc#sha256" />

<ds:Digestvalue>K,/L270IUIkwY3xiabfgvb3oqiLparpo5a9uw/zf 7waSk=</ds :Digestvalues

Scroll down the SAML message and locate the AttributeStatement node and sub-nodes.

“I| Untitled - Notepad T - - — S— SR .

File Edit Format View Help

POST

wa: wsigninl.o

wresult: <wst:iRe uestsuurwt{roksnkesponss

xmlns :wst=" http /s(hsmas xm soap urg/ws/zlmﬁ/l)z/trust Sawst: REqMEStEdSE(uF‘\tyTDkEl‘D—(SBNﬂ Assertnm

+Majorversion="1"+Minorversion="1"+A35ertionID="nz7qLEOV]7N_XXBQLXKdAFLGT1CM"+Is5ueInstant="2015-07-

27T17:36:21.4392"+Is5uer="urn:rp. abac Test +xmins:saml="urn:oasis:names:tc:samML:1. 0:assertion"><saml :Conditions+NotBefore="2015-

07-27T17:31:21.439z"+Notonor After="2015-07-

27T17:41:21.439Z"><sam] :AudienceRestrictionCondition=<saml :Audience>urn:sharepoint. ahac test</saml:Audience></sam] :AudienceRestri

(tworlcond1t11)n></sam'l Conditions><saml:Authenticationstatement+AuthenticationInstant="2015-07- =

27T17:36:21.4247"+AuthenticationMethod="urn:oasis:names:tc:5AML:2.0:ac:classes:unspecified"»><saml:Subject><saml :NameIdentifier
" ://schemas. xmlsoap.org/cla ms/uPN >'|5m1th</sam'\ NameIdentifiers</saml:subjects</saml:authenticationstatement:

atement><saml : Subject><saml : Name. i

http: ,",";chemaa xmlsoap. org/c1a1ma/uPN >'I;m1t saml:NameIdentitier></saml:subject><saml:ATtribute

AttributeName="upn"+AttributeNamespace="http://schemas.xmlsoap. or /w;/znnﬁ/l)ﬁ/wdentwt /claims"><saml :Attributevalue>lsmit

:Attributevalues</saml :Attributes><saml:Attri Bu

-ATTributeName="company"+AttributeNamespace="http://schemas. xmls0ap. or| S, 2005/05/1 entity/claims ><saml:Attributevalue-conwa

Inc</saml:ATtributevalues</saml:Attributes</saml: 09,

<ds:signedinfo=
<ds:CanonicalizationMethod+Algorithm="http://www.w3.0rg/2001/10/xm]-exc-cl4n#"/>

<ds:signaturemethod+algorithm="http: /wew.w3. org/2001/04 /xmldsig-more#rsa-sha256" />

de pafaranraiiBT_"EnTTal BAVTTN wWRAL wirdFl 211rm

For the AttributeStatement node and sub-nodes, enter some carriage returns before each XML
tag to make it easier to examine the data. The goal is to be able to easily examine the Attribute
nodes within the AttributeStatement node.

| Untitled - Notepad
File Edit Format View Help

POST

wa: wsigninl.o

wresult: <wst:Re uestsecur1t¥TokenResponse

xmins:wst="http://schemas.xmlsoap. org/ws,/2005/02/trust " ><wst :RequestedsecurityToken><saml :Assertion
+Majorversion="1"+Minorversion="1"+AssertionID="nZ7qLE0V]7N_XXBQLxKdfLG11CM"+IssueInstant="2015-07-
27T17:36:21.4392 "+Issuer="urn:rp. abac.test"+xmlns:saml="urn:oasis:names:tc:saML:1.0:assertion"><saml :Conditions+
07-27T17:31:21.439Z"+Notonor Af ter="2015-07-

27T17:41:21.4397"><sam] :AudienceRestrictionCondition><saml:Audiencesurn:sharepoint. abac. test</saml :Audience=</sal
ctionCondition=</saml:Conditions><saml:Authenticationstatement+AuthenticationInstant="2015-07-

27T17:36:21.4247 "+AauthenticationMethod="urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified " =<saml:Subjects><saml:
+Format="http://schemas. xmlsoap.org/claims /UPN">Tsmith</saml:NameIdentifier></saml:subject></saml :authentication:

TATT rip utestatement>|

="upn +AttributeNamespace=
rAttributevalueslsmith</saml :Attributevaluex|
J/saml:Aattributes]

saml :ATTributestatement|

Expected Result: Within the AttributeStatement node, there should be an Attribute sub-node.
The Attribute sub-node should have an AttributeName value of “upn”. The AttributeNamespace
value should be http://schemas.xmlsoap.org/ws/2005/05/identity/claims. There should be an
AttributeValue sub-node and it should contain the account username (e.g., “Ismith”) that was
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used to authenticate at the identity provider (e.g.,
<saml:AttributeValue>Ismith</saml:AttributeValue>).

Expected Result: Verify that the name (and case) of the attribute (noted by the AttributeName)
is identical to the name configured at the SharePoint using Powershell earlier in this section.
Verify that the AttributeNamespace is identical to the IncomingClaimType option configured at
the SharePoint using Powershell earlier in this section. If the name or namespace of the
attribute being passed to SharePoint does not match with the SharePoint configuration,
SharePoint will not allow access to the site, and direct your browser back to the SharePoint Sign
On screen.

11. If you verified that the name and namespace of the expected attribute match with the
SharePoint configuration and SharePoint does not direct your browser to the site home page,
follow the instructions in the Troubleshooting SharePoint Federated Authentication Problems
section to determine the cause of the problem.

Expected Result: Go back to the main browser window. The SharePoint server should present
the site home page. You should see the account username of the user that authenticated in the
upper right corner of the page.

€ B ' 8 htps//sharepoint.abac.test/SitePages/Home aspx c Search WA 9 3 # m =
[8) Most Visited > Sharepeint Admin B ABAC Top Level > ABAC Finance || Nextlabs Reporter
SharePoint Newsfeed OneDrive Sites  [EUTURINNEo B
BROWSE  PAGE ¥y Fouow LCgsmwc o eom O
H Runabout Air - root site Finance Internet Technology Marketing Research and Development Sales Search this sits
Runabout Air & J P corch the e

Runabout Air - root site

ABAC Root Site Get started with your site  remove s
Documents
Access Control

Claims Viewer

ABAC Finance Dept

ABACTIT Dept

ABAC Marketing Dept

Documents

ABAC Research Dept

ABAC Sales Dept (@ new document or drag files here
Recent v [) mWame  Modified  Modified By

Site Contents There are no documents in this view.

5.6 Troubleshooting SharePoint Federated Authentication Problems

If you encounter a situation where SharePoint is not allowing a federated user access to the site, you
may have a problem with the authentication configuration. A symptom that indicates you have an
authentication configuration problem is when a user successfully signs on at the identity provider, then
the user is redirected back to the SharePoint site, and instead of displaying the site home page,
SharePoint presents the SharePoint Sign On screen again. This section describes how to determine the
root cause of this type of authentication problem so that the problem can be resolved.

Note: A SharePoint access control problem is a distinctly separate issue from authentication. A symptom
of an access control problem is when the user received a message that states “This site has not been
shared with you” upon successful authentication. Access control problems can be resolved by setting up
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SharePoint permissions on the People and Groups administration page, located in the Site Settings,
Users and Permissions group.

Follow the instructions below to troubleshoot federated authentication problems at the SharePoint site.

Before you configure diagnostic logging for the SharePoint site to determine the root cause of the
authentication problem, check the following items first:

= Verify that the relying party’s PingFederate Server and the relying party’s SharePoint Server
synchronize their clocks from the same source. If both servers are on the same domain, they
should be synchronized with the domain controller automatically. Logon to both servers and
verify that the clocks display the same time.

= Verify that the expiration time of the security token generated by the PingFederate Server is
more than 10 minutes. SharePoint calculates the time length of its session using the formula:
SharePointSessionTime = SecurityTokenLifeTime — LogonTokenCacheExpirationWindow.
SecurityTokenLifeTime is the length of time the token is valid, and this time is generated by the
PingFederate server when it issues the token. By default the SharePoint
LogonTokenCacheExpirationWindow is set to 10 minutes, therefore the SecurityTokenLifeTime
must be greater than 10 in order to generate a SharePointSessionTime greater than zero. In our
build we set the SecurityTokenLifetime to 20 minutes in the PingFederate configuration.

The expiration time of the security token can be set in the configuration of the SP
Connection on the relying party’s PingFederate server. When you open the configuration for
the SP Connection, click on the Assertion Lifetime link in the Browser SSO section. Enter a
value for the Minutes After field that is greater than 10 (e.g., 20).

+¥r Assertion Lifetime ‘ ‘ I ‘

When an assertion is issued to the SP. there is a timeframe of validity before and after issuance. Please specify these parameters below.

Minutes Before 5

Minutes After 20|

If you checked the items in the previous section and you are still encountering authentication problems,
you will need to examine detailed authentication logs on the SharePoint server. Follow the instructions
below to configure diagnostic logging on the SharePoint server and analyze the logs to determine the
root of the authentication problem.

1. Perform the instructions at the link below to change the levels of ULS authentication logging on
the SharePoint server. Make sure that you perform the instructions in the following two sections
of the article:

=  “To configure SharePoint 2013 for the maximum amount of user authentication logging”
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=  “To find the failed authentication attempt manually”

https://technet.microsoft.com/en-us/library/JJ906556.aspx

2. Once you configure the SharePoint diagnostic authentication logging, perform the sign on
process to your SharePoint again to generate activity in the log.

Since the SharePoint ULS log file contains many entries, it can be helpful to copy the file to
another computer and analyze it offline.

3. Open a copy of the log file and scroll to the bottom of the file. The bottom of the log contains
the most recent activity.

4. Starting at the bottom of the file, perform an upward search for the term “authentication”.
Examine the entries that are labeled either “Claims Authentication” or “Authentication
Authorization”.

Look at the details for each of these two types of authentication entries to look for clues regarding what
the source of the problem could be. You may have to look through several entries in the file to
understand the sequence of events.

We used this approach to troubleshoot an authentication problem in our lab. We found the following
entry in the log file, that seemed as though it could be the source of the problem:

= security token 'Oe.t|federated logon from identity provider|Ismithcc221cd9-23d7-4302-b029-
ee81784754d2_Internet' is found in the local cache, but it is expired. Returing Null.

Two lines further down in the file, we found the following entry as well:

= token cache: Failed to find token for user 'Oe.t|federated logon from identity provider|lsmith'
for cookie so signing out the user

Based on the log file, we performed an Internet search for the term “security token is found in the local
cache, but it is expired. Returing Null”. By researching various Internet blogs and forums, and
performing additional analysis of the log file, we found a blog article on the Pingldentity website that
described why the lifetime of the security token generated by the PingFederate-RP must be greater than
10 minutes when issuing a token for SharePoint. Once we updated the associated configuration on the
PingFederate-RP, the authentication problem was resolved.
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6.1 Introduction

In previous sections of this How-To Guide, we demonstrated foundational steps to building an ABAC
solution:

= configuring federated authentication at the PingFederate-IdP

= configuring the SAML exchange between the PingFederate-IdP and PingFederate-RP
= configuring the Relying Party’s SharePoint site

= configuring the federated logon at the SharePoint site

Building upon that foundation, this section describes how to:

= create custom attributes and set values for them in Microsoft AD
= configure the PingFederate-IdP to pull user and environmental attributes during authentication

= configure the PingFederate-RP to pass the user and environmental attributes to the RP’s
SharePoint

= configure SharePoint to load the user and environmental attributes passed from the
PingFederate-RP into the web session

If you follow the instructions in this How-To Guide section, you will be able to perform a Functional Test
to verify the successful completion of the steps for installing, configuring, and integrating the
components.

6.2 Create Custom User Attributes in Microsoft AD

Follow the instructions in this section to create custom user attributes in the Microsoft AD schema. You
will add a new attribute and add it to the “user” class. Microsoft AD user accounts inherit from the
“user” class; therefore, the new attribute will be available to all of the users in the domain.

6.2.1  Preparing the AD Schema for Creating New Custom Attributes

6.2.1.1  Backing Up Your Directory before Making Schema Changes

Microsoft recommends that you back up your directory before making schema changes. Choose the
names of your new custom attributes carefully, because the creation of a new attribute is a permanent
operation.

1. Logon to the server that contains the Microsoft AD schema (typically the schema is on the
domain controller).

2. Launch a Command Prompt, using the Run as Administrator option.

3. Execute the following command:
regsvr32 schmmgmt.dll
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[z+ Administrator: Command Prompt

Microsoft Windows [Version 6.1.76811
Copyright {c)> 2809 Microsoft Corporation. All rights reserved.

C:xUWindowsssystem3d2 >regsurl2 schmmgmt . dll

C:xUWindowsssystem32>

,'0‘, DlIRegisterServer in schmmgmt.dl succeeded.

2782
2783 4. Click the Start button and enter mmc.exe in the search field.
2784 5. Launch the mmc.exe program.
Search
Everywhere -
E mmc.exe
2785
= Console1 - [Console Root]
& File Action View Favorites Window Help
@ = H
" Console Root MName
There are no items to show in this view.
2786
2787 6. Click on the File menu. Then, click Add / Remove Snap-in.
2788 7. Click on Active Directory Schema in the list of Available snap-ins on the left; then, click Add to
2789 add it to the Selected snap-ins on the right.
2790 8. Click OK.
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Add or Remove Snap-ins -

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ns:

Snap-in A | Console Root Edit Extensions. ..
%Active Directory Domains and Trusts EAcﬁve Directory Schema
Eﬁtﬁve Directory Schema
ml__mctive Directory Sites and Services
: Active Directory Users and Computers Move Up
=" ActiveX Control
2/ nDsI Edit Move Down
.-'-\uihorizat'on Manager
G Certificates

2. Component Services
n'é' Computer Management
g=p Device Manager

=% Disk Management

2, DNS
< m > Advanced...

Description:
View and edit the Active Directory Schema

CK. | | Cancel

2791

@ ConsoleT - [Console Root]
File Action View Favorites Window Help
o0 =

| Console Root Mame
[ E Active Directory Schema EActive Directory Schema

2792
2793 9. Expand the Active Directory Schema on the left.

2794 6.2.1.2  Reviewing Existing Attributes to Avoid Redundancies when Creating New
2795 Attributes

2796 Before you create a new attribute, it is important to review existing user attributes in your Active

2797 Directory Schema. Under Active Directory Schema on the left, expand the Classes folder and scroll down
2798  toclick on the user class. Examine the existing set of user class attributes listed on the right. These

2799  attributes are native to Active Directory, and can be assigned to users as subject attributes. These

2800  attributes may meet existing requirements for implementing subject attribute, alleviating the need to
2801 add custom attributes to the schema. You can list the attributes in alphabetical order by clicking on the
2802  Name column.
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Consolel - [Console Root\Active Directory Schema [ActiveDirectory. ABAC.TEST]\Classes\user]

Eile Action View Favorites Window Help

@ @ [=
472 samDomainBase ~ || Name - Type System Description Source Class ~
13 samServer EaccountExpires Optional Yes Account-Expires user =
75 secret EaccountNameHi;tory Optional Yes Account-Name-History securityPrincipal
T3 securityObject Ea(SPoI\cyName Optional Yes ACS-Policy-Name user
“2 securityPrincipal EadminCount Optional Yes Admin-Count user
0 server . EadminDe;criptinn Optional Yes Admin-Description top
“13 serversContainer EadmlnDlsplayName Optional Yes Admin-Display-MName top
972 serviceAAdministrationPoin
J_[: iceCl EallnwedAttrihutEs Optional Yes Allowed-Attributes top

N SEN!CE . . . EaIIowedAttnbutesEFfe(tlve Optional Yes Allowed-Attributes-Effe..  top
974 senviceConnectionPoint ) i
B0 servicelnstance Ealluwedchlldclasses Optional Yes Allowed-Child-Classes top
_,.[: chadowhccount EaIIowedChildCIassesEf‘fectwe Optional Yes Allowed-Child-Classes-...  top
_,.[: simpleSecurityObject EaltSecurityldent\tie; Optional Yes Alt-Security-|dentities securityPrincipal
_;-[: site Eassistant Optional Yes Assistant organizationalPerson
N
57 citelink EattributeCer‘tificateAt‘tribute Optional Ne A digitally signed or cert...  person
S sitelinkBridge Eaudio Optional Ne The Audio attribute type...  user
=12 sitesContainer EbadPasswordTime Optional Yes Bad-Password-Time user
974 storage EbadedCount Optional Yes Bad-Pwd-Count user
974 subnet EbridgeheadSer\rerL\stBL Optional Yes Bridgehead-Server-List-BL  top
91 subnetContainer Ehu;iness(ategnry Optional Yes Business-Category user
72 subSchema Ec Optional Yes Country-Name organizationalPerson
T top E(annni(alNamE Optional Yes Canonical-Mame top
T trustedDomain EcarLlcense Optional No Vehicle license or registr..  user
% typelibrary Eclearance Optional Ne user
=5 user = Ecn Mandatory  Yes Common-Name mailRecipient
. _:‘ \..rbolume Ecn Optional Ne Commaon-Name posixhccount
=l Attributes hd Ecn Mandatory  Ves Common-Name person
< it 16 em Ontinnal ___ Vac Comman-Nama ton hd

If you wanted to create an attribute to store the user’s cell phone number, you would look through the
attributes and notice that the attribute cellphone does not exist. However, there is an attribute named
mobile that could be used to store a cell phone number.

Console1 - [Console Root\Active Directory Schema [ActiveDirectory. ABAC.TEST]\Classes\user]

Eile  Action View Favorites Window Help
= b=
913 samDomainBase || Name “ Type System Description Source Class ~
974 samServer Opticnal Phene-Maobile
13 secret EmndlfyTlmeStamp Optienal Yes Medify-Time-Stamp top
“IL3 securityObject [ m3-DS-ConsistencyChildCount Optional  Yes MS-DS-Consistency-Chi... top
A3 securityPrincipal EmS-DS-CDnsl;tencyGuwd Opticnal Yes M5-D5-Consistency-Guid  top
=12 server . EmS-DS-CrEatDrSID Optional Yes MS-D5-Creator-5ID user
J[: serversContainer Em;COM-Par‘tlt\onSetLlnk Opticnal Yes Link from a Partitionto ..  top
i: serv!ce.:;imlmstratlonl’oln Em;COM-UsErLink Optional Yes Link from a PartitionSet ...  top
N serv!ce 25 . . Em;COM-UserPart\tlonSetLlnk Optional Yes Link from a Userto a Par.. user =
912 serviceConnectionPaint .
EmSDFSR-CDmpUtErREFEIEﬂ(EEL Optional Mo Backlink attribute for ms... top
913 servicelnstance
" Em;DFSR-MemberReferenceBL Opticnal Mo Backlink attribute for ms... top
914 shadowAccount
B0 cimpleSecurityObject E msDRM-IdentityCertificate Optional Yes The XML digital rights ... wser
e gite E msD5-AllowedToActOnBehalfOfOt.. Optional Yes This attribute is used for...  erganizationalPerson
3
573 sitelink EmsDS-AIIDwedTUDEIEgatETU Optional Yes Allowed-To-Delegate-T...  erganizationalPerson
74 sitelinkBridge Em;DS-Approx-Immed-Subordinates Opticnal Yes ms-DS-Approx-Immed-..  top
92 sitesContainer E msD5-AssignedAuthMPolicy Optional Yes This attribute specifies ... wser
972 storage msDS-AssignedAuthMPolicySilo Opticnal Yes This attribute specifies ..  user
2 9 9 Y P P
=12 subnet EmsDS-AutheﬂticatedAtDC Optional Yes Forwardlink for ms-D5-..  user
91 subnetContainer E msD5-AuthenticatedToAccountlist  Optional Yes Backlink for ms-DS-Aut..  top
HT3 subSchema E msDS-AuthMPolicySiloMembersBL - Optional Yes This attribute is the back.. user
I3 top Em;DS-Cached-Membersh\p Optional Yes ms-D5-Cached-Membe..  user
12 trustedDomain Em;DS-Cached-Membersh\p-Time-... Optional Yes ms-D5-Cached-Membe..  user
J[E typeLibrary Em;DS-CIaimSharesPossibIeVaIues.‘. Optional Yes For a claim type object, .. top
J‘I:: user = EmsDS-cIDudExten;\onAttributeT Optional Mo An attribute used to hou., msDS-CloudExdensions
. _:' v;luma [J_l):msDS-cIDudE)ctens\onAttributeWO Optional Mo An attribute used to hou...  msDS-CloudExdensions
- Attributes hd EmsDS-cIDudExtenswonAttributeT1 Optional Mo An attribute used to hou., msDS-CloudExdensions
< n 16" menS-rloudFvtencinn Atribute12 Ontinnal ___Nn fn attribute nced tn han_menS-ClondEvtencinne

Once you have identified that the creation of a new attribute is warranted, proceed with the following

instructions.
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6.2.1.3  Creating New Custom Attributes

1.

7.

8.

Launch a browser window and go the Microsoft site:
https://gallery.technet.microsoft.com/scriptcenter/56b78004-40d0-41cf-b95e-6e795b2e8a06

Copy the oidgen.vbs script code that is shown on the page to the clipboard.

Open Notepad and paste the script into the editor.

Save the script to a file on the desktop named oidgen.vbs.

Go back to the Active Directory schema window.

On the left pane, click on the Attributes folder.

W@ File Action View Fevoifes Window Help

e 2 & Hm

7 Cenpole Roct
b ADE Eda

b Classes

& TR Active Dirsctory Schems [ActhveDirectony ABAC TEST]

o Artributes|

MHamie

Exmﬂfwﬁﬁ

1o sccounthiameHistony
% scsaggregateTobenk...
7 sCsARs cableRSPEn. .
[ sc5CacheTimecat

Lo a5 Dusection

Ls” o SOSEMDeadTime:
[a" scstsEmBriony

|o® scSDsEMRfrech

[ e SEnableA T Senncn
Lo s SEnableREVP A cOu...
17 4 SEnableRSVPMess..
Lo acsEventloglevel

12 s Sidmntityame
Etwquﬂu...
1 scsMaDurationPerfl...
Lo s Shasimum DU Se

™ ™ b o s P s Al

Syritax

Lirge IntegenInterval
Unicode Skring

Large Ingeges/Interval
Lage Imtegeninteral
Integer

Inibgger

Integer

Inbeger

Integer

Baalean

Beolean

Bealean

Integer

Unicode String

Laege Irteges/Inberval
Integer

Lacge IrtegesInberal

« Integer

Integer
Large integen/intersal
Large IrfegesIntercal

o Inbeger
- Inbeger
- Large Infegen interaal
- Large Integeninterssl

1 ngns [ ot Tyt

Status
Active
Active
Artive
Atneg
Active:
Atnd
Active
Artiog
Active
Agtoe
Active
Active
Actioe
Active
Active
Active
Atd
Active:
Artive
Active
Agtoe
Active
Ackive
Ao
Active
e

Description
Azcount-Expues
Agcount-Hame-History
ACS-Aggregate-Token-..
ALS-ABocable-REVP-Ba..
ALS-Cache-Timeout
ALS-Darectson
ALS-DEBM-DeadTime:
AC5-DIEN-Prionty
ALS-DEE-Refrech
ACS-Enable-ACS-Service
ACS-Enabie-REVP-Acco...
ACS-Enable-RIVP-Mess...
ALS=Event:Log-Level
AC5-ldentity-Mame
ACS-Max-Aggregate-Pe_.
AL5-Max-Duration-Per-..
ALS-Marmum-50U- Soe
ALS-Max-Mo-0f-Aoru..
AL5-Max-MNe-Df-Log-Fi.
ALS-Mu- Pealk- Bandwi...
ALCS-Max-Peak-Bandw...
ALS-Mas-Size-Of- BEWP-
ACS-Max-Size- OF- RSP
ALS-Max: Token-Bucket...
AC5-Mas-Token-Fate-P..
A i vy o o nas W

Right-click on the Attributes folder and select Create Attribute.

Click Continue on the warning window.
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|ﬂmmmrwwmmm

«w #r o= 8m

] Console Root Hame Symtax Seatus Description
p 2 ADS Edit (" aceountixpires Latge Integer/Interval Actre Account-Expies
# 5 Active Directory Schema [ActiveDinectory ABACTEST] || [4* accounthlamebistory  Unicode String Active Account-Hame-History
b T:‘ Classes " s ggren Lasge Intege Mgt ACG-Aggregate-Token-..,
&= | [ ac s Ean... Laige integer/Intesval Agtine ACS-Alecable-RSVP-Ea...
| Create Annbute... |t aCSCacheTimesut  Integer Active ACE-Cache-Timeout
| tewe [ ac sDection Integer Active ACS-Darection
— |o* aCSEEMDesdTime  Integes Active ACS-DSEM-DeadTime
| s sErsEMPronty Integes At ACS-DSEM-Prionty
ew Windew from Here | aCSDSE R et rech Integer Active ACS-DSEM. Refresh
Iew Taskpad View.. | aCSErabbeAC Service  Boolean Aative ACS-Eralble- ACS-Service
e [ s SEnabieRSVPACcou... Boolean Active ACS-Enpbie- RSVP-Acko...
- | aCSEnableRSVPMessa_. Boolesn Active ACS-Enable- RSVP-hess...
Spsaiin- [facstvntioglevel Intege Aty HCS-Event-Log-Lavl
Help o sCSidentityame Unicode String Active ACS-identity-Name
|7 aCsMuxtggregetePer... Lugeintegerintenval  Active ACS-Max-Aggregate-Pe_.
| aCSMaxDurationPerfl... integer Active ACS- M- Duration-Per-_
|7 aCSMaximumDUSize  Large integer/Interval  Active ACS-Masimum-SDU-Size
8% s sMmNoOtAeount... Integie Agtove ACShss-No- O Acteu_
| sCSMaxbioOfLogFdes  Integes Active ACS-Max-No-Of-Log-Fi_
[ aCsMuxPeskBandwicth Lavgelintegerintenval  Actve ACS-Mux-Peak-Bandwi..
|o® aCSMuxPeatBumdwict.. Lge integer/interval  Active ACS-Max-Peak-Bandwi..
o7 aCSMaxSizeOIRSVRAL... Intesges Active ACS-Max-Size-OF- RSVP- ..
a7 40 SMsizeOIRSVPLo. Inbeger Active ACShas-Size- - BNP-..
| sCSMaxTokenBucket... Lageinteger/interval  Active ACS-Max-Token-Bucket...
El Lage bnteger Actren ACSHa-TobenRate-F_
[Fala MelwAin | pore bedanmr Tk sl Brtam FIANY = Ml weslf

Crepte & New Antrikate Ogect

Enter the name of your new attribute and select the type of attribute in the Syntax field. In the
example below, the name of the new attribute is clearance and the type of attribute is Unicode

String.

@ File Acion View Favorites Window Help

o nm .z BmE

[] Console Root
» 2 ADSIEdit

b ] Classes
] Attributes

4 [, Active Directory Schema [ActiveDirectory. ABAC.TEST]

ADSI Edit - [Console Root\Active Directory Schema [Acti

Eand

[#" aCSMaxPeakBandwidt...

|7 aCsMaxsizeOfRSVPAE...
[ aCSManSizeOfRSVPLO...
[ aCsMaxTokenBucket..
[#" aCSMaxTokenRatePer...

arge Integer/Interval
Large Integer/Interval
Integer
Integer
Large Integer/Interval
Large Integer/Interval
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2826 6.2.1.4  Generating an ID to Enter into the Unique X500 Object ID Field

2827 Next, you need to generate an ID to enter into the Unique X500 Object ID field.

2828 1. Go to the desktop and double-click on the oidgen.vbs script that was saved earlier. This should
2829 execute the script to generate a unique Object ID.

2830 2. Enter this long Object ID into the Unique X500 Object ID field in the Active Directory Create New
2831 Attribute window.

Windows Script Host
Create New Attribute

Waur root OID is:

1.2.580.113556.1.2000.2554.6061.2. 1 217261 116.19028.4841 .11 2718232841843

|! Create a New Attribute Obgect
ertficaton

This prefec should be used te name your schema attributes and classes. Foe

exarngle: if your prefi i “Microsoft™, you should name schema shements like Commen Mame Cleamnce

“macroscft-Employes-ShoeSize™. For more information on the prefiog, view the

Schema Naming Rules in the server Application Specification

(http:/fwearmmiicrosoft.comy/windows senver 2003, partnersfisvs/appspec. mapy).

LDAP Dy Hame: | clearance

Ui X500 Otject D 7261115 19028.48417 11271183 2841543

Wou can create subsequent DIDs for new schermna classes and atinbutes by
appending & X to the OID where X rmay be any number that you choose. A
cemmen schema ederniion icheme generally uies the follevang ftructune
H yoar assigned 000 was: 1.2,880.113556.1,8000.2554 599958

then classes could be under 1.2.840.113556.1 2000.2554.999999.1
wihich malkes the first class OI0: 1.2.840.113556.1.8000.2554.999959.1.1
the second class OID: 1.2.840.113556.1.8000.2554.999995.1.2  etc..

Wsang this example attributes could be under: 1.2.8480.113556.1.8000.2558.999990.2
whith makes the first sttribute OID: 1.28400113556.1.8000.2550.996955.2.1
the second attnbute QI0; 1.2.880,113554.1.8000.2553 90999900 #it.

Here are same cther useful bnks regasding AD schemac

Understanding AD Schema

hitpe/ftechnetl microsoft.com/\WindowsServer/en/Librany/bTb SbT4f-e i -42E-a
528-e52079a51 201103 rrespo

Developer documentation on AD Schema:
hittpe/fmadn.microsoft.comen-us/Bbrany/ msGT5085 aspx

Extending the Schema
hittpe/madnd. microsoft.comen- us/Bbean msETEH00.aspx

2832
2833 3. Click OK to create the new attribute.
2834 4. Scroll down the list of attributes and make sure your newly added attribute is listed there.
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@ File Action View Favorites Window Help

e 7nm @ o= Hm

) Console Root
p P ADS! Edit
4 & Actiee Directory Schema [ActiveDirectory ARSC.TEST]
p ) Classes
1 Astributes

|N.|n1=

Ll clearance
s7c

5" cACertificate

5" cACertificateDN
lLl_’-l\:nli’l:lt:mn-m:i:
lLl_’-u:amt:mil:ulNam:
1" canlipgradeseript
1" carLicense

1" cataloge

1” categones

L categoryid

Lo ctieages

=" cawEBURL

15" cestificateTemplates
15" classDisplaytlame
=% en

|ET

15" codePage

1" copCInsaiD

[=” comicisin

1" cominteracain

1" comment

15" cestificatetuthorityO...
15" cestificateRtevocationl...

Status

Description

Unicode 5tring
Unicode String
Dctet String
Unicade String
Unicade String
Unicade Strning
Unicade Stning
Unicade Strning
Unicade Stnng
Unicade String
Oictet Stning
Unicade String
Unicade String
Dstanguished Mame
Octet Stning
Unicade String
Unicade String
Unicade Strng
Unicade String
Irteges

Unicade String
Unicade Strng
Unicade Strng
Unicade String
Unicade String

i Lom s Bllon

6.2.1.5 Adding the New Attribute to the User Class

Next, you need to add the new attribute to the user class.

Mctive
Bctive
Bctive
Actrve
Actrve
Actrve
Betrve
Bectrve
Actrve
ctrve
dctrve
dctrve
Mctive
Bctive
Bctive
Hctrve
Betrve
Hetive
Aetive
Aetrve
Actrve
Aetive
Aetive
Artive
Active

A bl

Country-Hame
CA-Centificate
CA-Centificate-DM
CA-Connect
Canomical-Mame
Can-Upgrade-Scnpt
Wehiche license ar regustr...
Catalogs

Categones

Categony-Id

Ch-Lbsages
CA-WEB-URL
Certificate-Authoity-0...
Certificate-Revocation-L..
Certificate-Templates
Class-Display-Marne
Common-Mame
Text-Cauntry
Code-Page
COM-ClazelD
COM-CLSID
COM-IntedfseslD
User-Cormment
COM-Other-Prog-1d

1. Inthe left pane, expand the Classes folder. Scroll down the list of classes, right-click on the user

class, and select Properties.

2. Click on the Attributes tab.
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i~ ADSI Edit - [Console Root\Active Directory Schema [ActiveDirecto
@ File Action View Fovortes Window Help ' 2 | '

s 2m &= Bm

B samDoemamBase ~ || Name
#12 samServer B sccount I
B2 cacrat B aCSPolicy
13 securityObject B s S Resour
B3 securityPrincipal B aCSSubnet
B2 server B, ddrassBo
B1* serversContainer '::dd:T g
52 serviceAdministrationPoint o7 spplicatio
B2 serviceClass B applicatio
B2 serviceConnectionPaint b PP
B1* sarvicelnstance 'I,appicd?o
572 shadowdccount :[E‘p"&"f"
=1 simpleSecurityObject g ;
.'I: site B3 attrib |
B gival ink B2 bootableD, I
512 sitelinkBridge B builtinDe
B sibesContainer [ eategoryRe
B storage B2 cantifieatio
B qubnet =13 elassRegisy
#r subnetContainer B2 classSche:
2 subSchema B elassStane
B3 top B comConng i
o In.lsleIdDoma'n 512 arnputer x — " ey .
“12 typelibrary || =2 configuration Structural Aetive Configuratien
L user = || B connectionPoint Abstract Active Connection-Point
. "z '_"Dlm = contact Structural Active Contact
= ¥ || =2 container Structural Active Container
<l . HE Bre nbendferassRinkt  Shractueal rvie Crtand. §reass. Rinke.
2841
2842 3. Click Add. Scroll down and click on the new attribute.
@ ADSI Edit - [Console Root\Active Directory Schema [ActiveDirector
@ File Action View Favorites Window Help A Prane ,I x |
e 20 c= B -
B2 ssmDomainBase | Mame
=3 samServes B accaunt
Be secret BZaCsPolicy
13 securityObject B aCSResour
B3 securityPrincipal B2 aCSSubnet
B2 cerver B ddressBo
B servarsCantainer '.-::‘" sTer
1 senviceldministrationPaoint P
51 serviceClass ,_':’"“f: o
B2 serviceConnectionP gint '.:awl!:lt!of
B senvicelnstance .;:"’"‘f“'f“’
51 shadawhccount .;:"""f"‘f“’
B2 simpleSecurityObject '.:ew.ln:ltuor
site 12 attributeSe
:E siteLink 12 baotablely
B2 siteLinkBridge B2 buiktinDor
B2 sitesContainer HicategoryR
B arage 1 certificatio
=13 subnet B2 clysaRegist
B subnetContaines B2 classSchen
B2 subSchema Bz classStore
=3 tep BacomConn
2843 :l: trustedDomain i computer muctura Ectre Computer
2844 4. Click OK on the Select Schema Object window, and then click OK one more time on the user
2845 properties window. At this point, you have added the new attribute to the user class.
2846 When you examine the list of attributes for the user class, you should be able to see the new
2847 attribute.
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immmmmm
e nm & & Bl

2 sambDemnnBase ~ || Mame
B3 sarmSaned =% employeaType
13 wecrnt |&" empleryeetumber
B2 security(ibect [ splayblame
13 securityPrincipal =" departmentiiumber
s s =
S sevnCoinn I cweeme
T8 inicaldmnisratisaPoint " sudhe
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6.2.2  Set Values for Custom User Attributes in Microsoft AD
Once you have created a new custom attribute in the Active Directory user class, that new attribute will
be available for all users in the domain. You will be able to set specific values for the new attribute for
each distinct user. Follow the instructions in this section to set a user-specific value for a new attribute

in Active Directory.

1. Log on to the Microsoft AD server.

2. Open the Active Directory Users and Computers program.

File Action View Help

I EEIEEELNE R YR 4L

3 Active Directory Users and Com || Name Description
b |1 Saved Queries EAII Users
I 53 ABAC.TEST

3. Click on the View menu and select Advanced Features.
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File Action | View | Help
4= *| EIE Add/Remove Columns... 0T 2 T
] Active Dire Large Icons Type Description
4[] Saved Q Small lcens User Built-in account for ad...
% AllY List User Built-in account for gue...
My - User
» E3 ApaCT|_® ] Detai User
| v | Advanced Features User
‘ Customize... User
¥, krbtgt User Key Distribution Center ...
& LDAP User User
& Lucy Smith User
& SharepointAdmin User
2 spinstall User
& SPService User
& SQLAdmIn User
2 sQLagent User
2 solpe User
2858
2859 4. Right-click on Saved Queries and select New > Query. Enter a name for your query (e.g., My
2860 Users).
E Active Directory Users and Computers
File Action View Help
LI IEEEER R Y58 455
3 Active Directory Users and Com|| Name Description
b [ Saved Queries B Al Users
b 33 ABACTEST
[} Include subcontainers
Gluery string:
2861
2862 5. Click on Define Query. From the Name list, select Has a value.
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New Query ?| X

MName:

Find: |Ccmmcr| Queries

Users | Computers | Groups

Define the variables of your query.

Mame: | Has a value

Description: | W | |
[] Disabled accourts
[ Mon expiing passwords

Days since last logon: |:|

2863
2864 6. Click OK. Then, click OK again to create your new query.
2865 You will see a list of Active Directory Users displayed in the right pane.
Eile  Action View Help
LI EENEEIN RS Y Y
| Active Directory Users and Com|| Mame Type Description
4 ] Saved Queries & Administrator User Built-in account for ad...
2 AllUsers E_;_.Guest User Built-in account for gue...
2] My Users & lam Test User
b ﬁ ABAC.TEST & Jane Williams User
& lohn Doe User
& lorge Gonzalez User
E_a,.krbtgt User Key Distribution Center ...
& LDAP User User
& Lucy Smith User
& SharepointAdmin User
2 sPinstall User
& SPService User
& 5CGLAdmIn User
& SQLAgent User
2 soLoe User
2866
2867 7. Double-click on the specific user (e.g., Lucy Smith) that you want to modify to bring up the
2868 properties window.
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E Active Directory Users and Computers

File Action View Help

I IER IR EEE RS

3 Active Directory Users and Com || Name Type el o e I Mo oK I i [hikconon I LEE I ed
i . Security I Environmerit I Sessions I Remate control
a4 [ ] Saved Queries s Administrator User " o .
B Al Users 3_ Guest User Remate Desktop Services Profile I COM+ I Attribute: Editor
B My Users s larm Test User General | Address I Account I Profile I Telephones I Organization
b 3 ABACTEST & Jane Williams User & Lucy Smith
s John Doe User
sJorge Gonzalez User
i_o. krbtgt User First name: Lucy | Initials: |
LDAP User User
s Lucy Smith User Last name: |Sm'rth
s SharepointAdmin User Display name: |Lucy Smith
2, SPinstall User
3 SPService User Description: |
s 5QLAdmin User Office: |Conwa)' HQ
2 sQlAgent User
2 soloe User
Telephone number: |
E-mail: ||5rn'rth@conway.com
Web page: |
2869
2870 8. Click on the Attribute Editor tab.
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Published Cerfiicates | Member Of | Password Replication | Dialin | Object

Security I Environmenit

Sessions

Remote control

General I Address I Account I Profile I Telephones | Oroanization

Remaote Desktop Services Profile

COM+

| Attribute Editor

Attributes:

Attribute

account Expires
account MameHistony
aCSPolicyName
adminCourt
adminDescription
adminDisplayMame
allowedAttrbutes

allowedChildClasses

alt Securityldentities
assistant

audio

allowedAttrbutesEffe. .

allowedChildClassesE. ..

attributeCerdificate Attr. .

Walue
{never)
<not set=
<not set=
<not set=
<not set=
=not set=

clearance; staffLevel; shadowFlag; shadowE
clearance; staffLevel; shadowFag; shadowE
ms-net-Heee-80211-GroupPolicy; nTFRS5ubs
ms-net-Heee-80211-GroupPolicy; nTFRS5ubs

<not set=
=not set=
<not set=
<not set=

<|

*

]

9. Scroll down and locate the new custom attribute for which you want to set a value (e.g.,
clearance).
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Published Certificates | Member Of | Password Replication | Dialin | Object
Security I Ervironment | Sessions I Remate control
General I Address | Accournt | Profile | Telephones I Organization
Remote Desktop Services Profle | COM+ | Attribute Editor

Attributes:

Attribute Value s
C <not set>

canaonical Name ABAC TESTUsers/Lucy Smith |:|
carlicense <not set

clearance <not set>

cn Lucy Smith

ca <not set>

codePage 0

commerit <not set>

Ccompany Cornway Inc

control AccessFights “not set

countryCode 0

create TimeStamp 51572015 5:45.47 AM Pacific Daylight Time
dBCS5Pwd <not set

defaultClassStore <not et

<

10. Double-click on the attribute, and enter a value suitable for your organization. In this example,

the clearance attribute will be set to a value of Interim for the user Lucy Smith in subsequent
steps.

11. Click OK and then click OK again. The information is saved and the User Properties window
closes.
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Lucy Smith Properties 7] x
Published Certificates | Member Of | Password Replication | Dialin | Object
Security | Environment I Sessions | Remate control
General I Address I Account I Profile | Telephones I Organization
Remote Desktop Services Profie | COMs | Attribute Editor
Aftributes:
Attribute Walue ~
s <not set
canonical Name ABAC TEST/Users/Lucy Smith
I et s
String Attribute Editor
Attribute: clearance
Value:
|Ir|terim| |
o] [Good |
L= === B = =] ] =) A TS T TS5 AT T O TIaymgrn Timme
dBCSPwd <not set:
defaulttClassStore <not set> "
< 1} >
| oKk || Camesl || ey Help

Note: When you set an attribute value in the attribute editor and then go back to the Users
query view, you have to press F5 or click the Action menu > Refresh to see the new value.

6.2.2.1 Adding New Columns to the Users Query View

Next you will add new columns to the Users query view to help monitor the custom attribute values for

each user in the directory. By default, the Users view only shows the attribute values for Name, Type,

and Description.
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=

Active Directory Users and Computers

File Action View Help
R EEEE L EEE YRR
] Active Directory Users and Com|| Name Type Description
a [ ] Saved Queries _a_, Administrator User Built-in account for ad...
4_‘: All Users 2, Guest User Built-in account for gue...
|l My Users _a_, lam Test User
b 54 ABACTEST _a_,JaneWiIIiams User
_a_,John Doe User
_a_,Jorge Gonzalez  User
?'_. krbtgt User Key Distribution Center ...
_a_, LDAP User User
_1_, Lucy Smith User
_a_, SharepointAdmin User
_a_J SPInstall User
_1_, SPService User
L s0LAdmin User
_3_, S0OLAgent User
% soLDB User

1. Inthe Saved Queries folder, click on the name of the query to be modified (e.g., My Users).

2. Click on the View menu and select Add/Remove Columns...

3. From the list of Available columns, scroll up or down to find desired columns.

4. Click on column name and click on the Add button.

5. When all desired columns have been chosen, click OK.

The following screenshot shows a query view after adding custom attribute columns. The example

contains new columns for the attributes User Logon Name, Company, Department, Title, Staff Level,

and Clearance.

Mame

_3) Administrator
_i_a Guest

_3) lam Test
?)JaneWiII\ams
?)Juhn Doe
?)Jurge Gonzalez
_3) krbtgt

2, LDAP User

3) Lucy Smith

?) SharepointAdmin
2, SPinstall

?) SPService

2, solAdmin

2, sOLAgent

2, soLDe

User Logon Name

itest@ABAC.TEST
jwilliams@ABAC.TEST
jdoe@ABACTEST
jgonzalez@ABAC.TEST

LDAPUser@ABAC.TEST
lsmith@ABAC.TEST

Type Description

Company

User Built-in ac...

User Built-in ac...

User
User
User

User

Conway Inc

Conway Inc

User Key Distrib...

User
User

SharepointAdmin@ABAC.TEST  User

SPInstall@ABAC.TEST
SPService@ABAC.TEST
SQLAdmin@ABAC.TEST
SOLAgent@ABAC.TEST
SOLDB@ABAC.TEST

User
User
User
User

User

Conway Inc

Department Title Staff Level Clearance
Business Intelligence Business Analyst

Research & Development  Senior R&D Scientist

Business Intelligence Business Analyst Interim
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6.3 Configure PingFederate Servers to Pull User Attributes

6.3.1  Configure PingFederate-IdP to Pull User Attributes During Authentication
Follow the instructions in this section to configure the PingFederate-IdP to pull user attribute values
from Microsoft AD and Cisco ISE during the authentication process. In the following example, the value
for the user attribute company is extracted from Microsoft AD.

1. Launch your browser and go to https://<DNS_NAME>:9999/pingfederate/app.

2. Replace DNS_NAME with the fully qualified name of the IdP’s PingFederate server (e.g.,
https://idp.abac.test:9999/pingfederate/app).

3. Logon to the PingFederate application using the credentials you configured during installation.

4. On the Main Menu under SP CONNECTION, click Manage All SP.

¥ Manage Connections

On this screen you can manage connections to your partner SPs. Use the drop-downs to filter the connection list. You can also override the
logging mode for all SP connections by specifying a single, global logging mode

CONNECTION NAME =~ CONNECTION ID ~ PROTOCOL =~ STATUS - ACTION
Al E\ Al E|
mo SP PF-DEMO | SAMLZ.0 | Active
ab https:firp.abactest 9031 | SAML2.0 } Active
coetabacrp urn:nccoeabacirp | SAMLZ.0 ] Active
Create Connection... | Import Connection | Check All Connections For Errors

Logging Mode Override
@ of
@ On

5. Click on the link for the connection created in Section 3 (e.g., https://rp.abac.test:9031).
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(® Main | (=) SP Connections | (=) SP Connection

Connection Type  Connection Options  General Info  Browser 550 Credentials [BYgl G iPETL AR T ETY

Summary information for your SP connection. Click a heading in a section to edit a particular configuration setting.

Connection Status @ Active

© Inactive
S50 Application https://idp.abac test:9031/idp/startSSO _ping?PartnerSpld=https://rp_abac test:3031
Endpaoint

SP Connection

CONNECTION TYPE

Connection Role SP
Browser SSO Profiles true
Protocol SAML 2.0
Connection Template Mo Template
WS-Trust STS false
Outbound Provisioning false

CONNECTION OPTIONS

Browser 330 true
IdP Discovery false
Attribute Query false

GENERAL INFO

Partner's Entity ID (Connection 10} https//rp_abac test-3031

6. On the Activation & Summary screen, scroll down to the Assertion Creation group and click on
the ATTRIBUTE CONTRACT link.

@ Main | (® SP Connection | (®) BrowserSSO (8 Assertion Creation

Identity Mapping BNV CRe L@ Authentication Source Mapping  Summary

An Attribute Contract is a set of user attributes that this server will send in the assertion.

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT urn:oasis:names:ic:SAML 1.1:nameid-format-unspecified E| 2
EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT

urn:oasis.:names:tc:SAML 2 O attrmname-format-basic E| Add

= F.revi =

7. On the Attribute Contract screen, under the EXTEND THE CONTRACT column, enter the name of
the attributes to be extracted from Microsoft AD, Cisco ISE, and RSA AA (e.g., company) in the
empty text field.
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@® Main (=) SP Connection (=) BrowserSSO  (®) Assertion Creation

Identity Mapping BV CNCARGIET-@ Authentication Source Mapping  Summary

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT urn-oasis:names:tc:SAML:1.1:nameid-format unspecified
EXTEND THE ATTRIBUTE NAME FORMAT
CONTRACT
‘ company| ‘ urn-oasis:names tc: SAML 2 0-attrname-format basic B | Add |
2916
2917 8. Click Add.

@) Main | (=) SP Connection | (®) BrowserSSO (=) Assertion Creation

Identity Mapping E-@SGIMNEReLIIEl @l Authentication Source Mapping  Summary

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT urn-oasis:names:tc:SAML:1.1-nameid-format-unspecified B .
EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT
company urn:oasis:names:tc:SAML:2.0:attrname-format:basic Edit / Delete
urn:oasis:names:tc.SANML:2. O:attrname-format:basic B Add

2919 9. Click Save to complete the configuration.

@ Main | (=) SP Connection | (=) BrowserSSO | (=) Assertion Creation

TR BT IR BT LG TS 4 Authentication Source Mappi Summary

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS

RSA Multifactor

ACTION

Delete

2920
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6.3.1.1

Functional Test of Pulling User Attributes During Authentication

The instructions in this section will help you perform a test to ensure that the Identity Provider is getting
the configured attributes (e.g., company) from Active Directory and passing them in a SAML message to
the RP. The Firefox SAML tracer add-on is used to examine the SAML message.

Follow the instructions in the section Temporarily Disable SAML Encryption for Testing and
Troubleshooting Message Exchanges at the end of this section to disable SAML encryption. Once SAML
encryption has been disabled, you can proceed with the following functional test instructions.

1.

Launch your Firebox browser and select SAML tracer from the Tools menu.
This launches an empty SAML tracer window.

Minimize the SAML tracer window.

The SAML tracer automatically records the details of the HTTPS messages in the background.

Go back to the main browser window and go to the RP’s SharePoint site (e.g.,
https://SharePoint.abac.test).

I - —— —————— —— —
/ E)Signln x B+

€ B ' @ nhitps;//sharepoint.abactest/ login/default.aspx?ReturnUrl=32f_layouts%2f15%2fAuthenticate.aspx:3fSon

[2) Most Visited > Sharepoint Admin [ ABAC Top Level B ABAC Finance [ | Nextlabs Reporter

Select the credentials you want to use to logon to this SharePoint site:

| =

Windows Authentication

Federated Logon from Identity Provider

Select Federated Logon from Identity Provider.

-

In the Identity Provider’s PingFederate Sign On screen, enter the credentials for the account you

are testing with (e.g., Ismith) and click Sign On.

On the RSA two-factor authentication screen, enter the validation code and proceed.
The browser redirects you to the PingFederate-RP and then to the RP’s SharePoint site. You may

not notice the redirection to the PingFederate-RP if it happens quickly.

Go back to the SAML tracer window. Scroll down and click on the last POST message that

contains a SAML icon.
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DRI S o — e - - W |
Clear 463 Autoscroll| T Fiterresources] [ epot 5 ) 1mp:

FosT e erorpp
POST it/ abociesto01
POST it/ abocestS031sp/ACSsomi2 am

GeT A 9026 ) —oF

e | Poameters| SAML|

POST https://rp.abac. test:9031/sp/ACS.sanl2 HTTE/1.1
Host 9031

1a/5.0 (Windows NT 6.1; WOW64; rv:39.0) Gecko/20100101 Firefox/38.0

html+xml, application/sml;g=0.9, */*; G=0.8
. a
abac.test:9031/1dp/Tv1zH/ TesuneSAML20/1dp/ S50, ping
xNZob6Z4a2El0

X-ClickOnceSupport: ( -NET CLR 3.5.30729; .NET4.0E)

: appl
Content-Length: 3828

Expires: Thu, 01 Jan 1370 00:00:00 GHT

e e T e heS
2943 Contom Lo 3615

2944 8. Click on the SAML tab. Scroll down the SAML message and locate the AttributeStatement node
2945 and sub nodes.

hitp | Parameters | SAML |

DAL U Tl
<saml:NameID Format="urn:ocasis:names:tc:SAML:1.1:nameid-format:unspecified">1lsmith</samnl:NameID>
<saml:SubjectConfirmation Method="urn:casis:names:tc:SAML:2.0:cm:bearer">

<saml:SubjectConfirmacionData Recipient="https://rp.abac.test:2031/sp/ACS. saml2"
NotOnOrAfter="2015-07-24T01:38:35.2622"
InResponseTo="XrS5LoltnhIzYg2DbE3S3Y iz9W4"
/>
</saml:SubjectConfirmation>
</=aml:Subject>
<saml:Conditions NotBefore="2015-07-24T01:28:35.262Z"
NotOnOrAfter="2015-07-24T01:38:35.2622"
>
<saml :AudienceRestriction>
<saml:Rudience>https://rp.abac.test:9031</saml :Audience>
</saml :AudienceRestriction>
</saml:Conditions>
«<saml:AuthnStatement SessionIndex="vZCYgPxHycOyuHWwMr366HpIDPS"
AuthnTnstant="2015-07-24T01:33:35.262Z"
>
<saml :ButhnContext>

<saml:RuchnContextClassRef>urn:oasis:inames:tc:SAML:2.0:ac:classes junspecified</saml :AuchnContextClassRef>
</samd :RuthnContexc>
</saml:RuthnStatement>

«<saml:Attribute Name="comp
:SAML:2.0:attrname—format:basic"|

</samlp:Response>
2946

2947 Expected Result: Ensure that the attribute you configured from Microsoft AD contains a node. In
2948 the example screenshot above, you can see that there is an Attribute node for the company
2949 attribute because of the line <saml:Attribute Name= “company”.

2950 Expected Result: Ensure that the AttributeValue node contains the expected value for the

2951 attribute from ActiveDirectory. In the example screenshot above, you can see there is an

2952 AttributeValue node for the company attribute and the value is Conway Inc. This is correct,
2953 because in our Microsoft AD environment, the user account we tested with is Ismith (Lucy

2954 Smith), and Lucy’s company attribute in Microsoft AD is set to a value of Conway Inc.

2955  When you complete this functional test, you must enable SAML encryption between the IdP and RP
2956 again. Follow the instructions in the section Temporarily Disable SAML Encryption for Testing and
2957  Troubleshooting Message Exchanges, subsection Enable SAML Encryption at the end of this section
2958  again to enable SAML encryption.
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6.3.2  Configure PingFederate-IdP to Pull Environmental Attributes During

Authentication

Follow the instructions in this section to configure the PingFederate-IdP to get environmental attribute

values from the RSA Adaptive Authentication system during the authentication process. The

environmental attributes are passed along with the user attributes in the SAML messages that is sent to
the RP. In the example below, the environmental attribute ip_address will be pulled from RSA Adaptive

Authentication.

RSA Adaptive Authentication stores environmental attributes about the user’s web transactions in a SQL

Server database named RSA_CORE_AA. The PingFederate-IdP will be configured to query to the

RSA_CORE_AA database and get the value of ip_address from the EVENT_LOG table.

Before you can configure the query for ip_address, you must first create an account for the
PingFederate application in the RSA_CORE_AA database. Follow the instructions below to create the

account in the SQL Server database.

Log on to the server that hosts the RSA Adaptive Authentication SQL Server database engine.

1. Open SQL Server Management Studio.
2. Expand the RSA-AA-Server folder, then the Security folder.

3. Right-click on Logins and select New Login.

r
(&) RSA-AA on - -

e a—
Eile View ¥M

N e EE 6 SR

Number of active connections has changed. There are now 2 active connections to this console

) | RSA-AA-Server (SQL Server 10,50,1600 - sa)
[ Databases
Bl @ Searity
Ca
[ servtsiRoles
[ Credentials
[C3 Cryptographic Providers
[ Audits
@ Server Audit Spedifications
ects

[ Management
B sQL server Agent

Ready

Drstart] @@ £ U4 [ & » @3 MioosoftMa... +| @ adsptive Autren... | 52 Control Panelis... | 82, User Accounts

|g§émcmmftsqi_ 5 Login -New |E)i, s 3:02PM
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2977

2978 meets the Windows password policy.

Cornect- 33 %3 m T 3] 5

) (3 RSA-AA-Server (SQL Server 10,50, 1€

;
G = | ===
File View VM
uw b et Gbe P
Number of active connections has changed. There are now 2 active connections to this console ®
Fle Edit View Debug Tools Window Community Help
FE e Query | [y [y |5 I | 3
e d [ ] teece b M v 1
[ CbjectBxplorer i) - x

[ Databases

Server Roles

2L ES;(Ainty Ui Mg Login name: ping
B [@ Logns Securzbles £ Windows authertication
& 5_PolicyEventProce:

Status

5_PolicyTsqlExecutia 451 SQL Serverauthentication

A NT AUTHORITY\SYSTEM

& TSE-CBOZXUX66HS\AdM
[ Server Roles
[ Credentiais
3 Cryptographic Providers
LA Audits

¥ Erforce password policy

™ Enforce password expiration

I Ls=r must chsnae pessword et next login

Password: CETTTTTYTTTYTTTY
H & ping |
A rsa_bo_user Confim password [eeesesrsnsaeaes
g e e e W S
@ Old password [

€ Mapped to cetiificate |

L@ Server Audit Spedfications

[ Server Objects

= Mapped to asymmetric key. |
L3 Replication

[ Management ™ Map to Credential T

[y sQL Server Agent Mapped Credentials

Server:
RSA-AA-Server

Connection
33 View connegtion properties

dummy | demo

dummy

Remove

demo

ey Defaut database [master

dummy | demo

Defautt language: [ Engish

= dummy | demo
dummy | demouser

dummy | demouser

=

dummy | demouser | NULL

NULL

NULL

[
=
| >
[SION | ORG_ID | USER ID | LOGIN |~
NULL

RS

dummy | demouser

dummy

NULL
demouser | MULL

5 7-d98a5326841:0282885-_TRX = 2

S

(@ Query executed successfully.

‘RSA'AA/SErVEr (10.50 ATM) |sa (52 |mastEr |un:un:m ‘ 379 rows

Ready

Iostart) @ @ 7

Miaaso&.”-l & Adaptive Aut‘..l 2, Control Pane\”.l 2, User Accounts | 145 Microsoft Q... | ) Login -New

|[5 Logi Prope-.. [E iy FBy :00PM

2979

2980 5. Under Server Roles, select public.

4. Set the Login name (e.g., ping), under SQL Server authentication and choose a password that
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2981

2982
2983

r (&) RSA-AAon

File View VM

N BE GRS

Number of active connections has changed. There are now 2 active connections to this console

General

Ele Edt Uew Debug Icos Wndow Commumity Hel =
P enouery [y | [y |5 W & | )

E | L A
[ ObjectExplorer il B = =
T TEEF 2
1 [3 RSA-AAServer (SGL Server 10,50, 1€ s Sompt ~ [ Help

[ Databases

rver Roles:
S iy ferver Fole<]

iser Mapping
&l 03 Logins T Securcbles
_PolicyEventProces | S gy o
MIS_PalicyTsalExeautio = Server roles
& NT AUTHORITY'SYSTEM [ bukadmin

Server role is used to grant server-wide securty privileges to a user

& ping ] docreator
& rsa_bo_user [ diskadmin
A rsa_em_user [ processadmin

A rsa_core_user % ':::El:ﬂyadmm

A sa ) ] serveradmin

A TSE-CBONUXGEHS \Admin ] setupadmin
[ server Roles O sysadmin

(@ Credentials

[ Cryptographic Providers
Ca Audits

(L3 Server Audit Specifications
Server Objects

[® saL server Agent

Server:
RSA-AA-Server

Connection:

33 View connection propetties

Ready

|SION | ORG_ID | USER ID | LOGIN |~
NULL

dommy | demo

dummy | dems NULL
dummy | demo NULL
dummy | demo NULL

dummy | demeuser | NULL

dummy | demouser | NULL
dummy | demouser | NULL

NULL

-
dummy | demouser | NULL

NULL | 57-d98a5326841.0:82885-_TRX | 300 dummy | demouser NULL_ILI

(D Query executed successfully.

‘RSAVAASENEr(lﬂ.EDRTM) ‘sa 53 |mastEr |nn‘nn:01 ‘379mws

Ready

st 8@ 220

» [543 Morosoft ... | @ Adaptive Aut... | 5, Control Panel... | §, User Accounts | s Mirosoft 50... | 3 Logn-New  |[5 Logm Prope... I taip @0 300PM

Under User Mapping, check the Map box next to RSA_CORE_AA. In the bottom pane, under

Database role membership, check the box next to db_datareader.
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Comect- B B w T E B y. ]
Bl [ RoA-aaserver (oL server 10,50, ¢ LI et L =lolx|
1 Databases Selectapage SSCﬁN . Help
B 3 Security 1 General
El 3 Logins % Server Roles i
&8, ##M5_PolicyEventProces | 4 User Mapping ey
MS_PolicyTsgExecutio | 2 Securables Map | Database I User I Defautt Schema I
& NT AUTHORITY\SYSTEM || % Status ™ master
A ping - model
A& rsa_bo_user O s
A rsa_cm_user - RSA_B0_AA
A rsa_core_user
A [ | RSACM.AA
A TSE-CBO2XUXESEHS | Admin ! _' EAM
[ Server Roles [l tempdb

[ Credentials
& Cryptographic Providers
3 Audits
L@ server Audit Spedifications
[ Server Objects
[CJ Replication
3 Management I=| Guest accourt enzhbled for; R5A_CORE AL
& 5QL Server Agent

Database role membership for: RSA_CORE_AA

Connechion [ db_sccessadmin
[ db_backupoperatar
Server
R5A-A2 Server viEeEs
[0 db_datawriter
Connection: [ db_ddiadmin
Ll [0 db_denydatareader
3 View connection properties [ db_denydatawriter
[ db_owner

[ db_securtyadmin

Ready

2984

2985 6. Under Status, set permission to connect to database engine to Grant and Login to Enabled. Click
2986 OK.
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2988

2989
2990
2991

2992

2993
2994
2995

2996

2997

SECOND DRAFT

-
RSA-AA =
Gramen = [ ==
File View UM
n oy & & B @ @
Number of active connections has changed. There are now 2 active cannections to this consale "
Fie Edt Yew Debug Toos Wndow Community Help
P tewouery |0y |y |5 H S [E g
1| I— T FEE S RED =2 =Y
: B3 d | & = =% g
Object Explorer J E———— - = - x
a i ek X
Connect~ 43 ) w T 2] 3 EIElE Zl'
! - B Selectapage 5 serpt - 7Y Help
Bl (@ RsA-AA-Server (SQL Server 10,50, 16 S B
[ Databases e e
=) '—S E‘“L'D‘;ns & User Mapping Settings
A Secursbles
By =545 PoicyErentroces| S Pemission to connect to database engine:
&, =2M5_PolicyTsqlExecutio & Grant
A NT AUTHORITY\SYSTEM -
& ping Deny
& rsa_bo user e
A rsa_cm_user
A rsa_rore_user & Enabled
& s  Digabled
A TSE-CBOZXUXEEHS \Admir
[ Server Roles
3 Credentiais Status
iR Crptogrephic Providers SQL Server authentication:
3 Audite
il 3 Server Audit Specifications ™ Loginis locked out
[ Server Objects
[ Replication
[ Management
[ sqL Server Agent
Server.
RSAAAServer -
| »
Cannection:
3 View connection properties Ision [oRG D [ USER.ID | LOG\NJH
dummy | demo NULL
Progress dummy | demo NULL
Ready dummy | demo NULL
dummy | demo NULL
dummy | demouser | NULL
dummy | demouser | NULL
e / dummy | demouser | NULL
e — £l dummy | cemoussr | NULL
NULL | 5i7-d92a5326841:0e82885_TRX | 300 dummy | demeuser | NULL
(@ Query executed successfully. | Rsa-as-server (10.50RTM) | s (52) | master | 00:00:01 | 378 rows
Ready
frstart| @ @ £ e [ @  » @3 Micosoft...-| @ Adsptive Aut... | 82 ControlPanel... | 8, User Accounts | s Microsoft 5Q... | [ Login -New || 5 Login Prope... t}}% ®ily 259PM

6.3.2.1

Configuring a New Data Store that Connects to the RSA database

Next, you will configure a new Data Store that connects to the RSA_CORE_AA database on the Identity
Provider’s PingFederate server. This new data store will be used in the RP Connection to query the
EVENT_LOG table during the authentication process.

Follow the instructions below to create a new Data Store for the RSA_CORE_AA database.

1. Launch your browser and go to https.//<DNS_NAME>:9999/pingfederate/app. Replace
<DNS_NAME> with the fully qualified name of the IdP’s PingFederate server (e.g.,
https://idp.abac.test:9999/pingfederate/app).

2. Logon to the PingFederate application using the credentials you configured during installation.

3. Under Server configuration, select Data Stores.
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2999
3000

3001

3002
3003

3004
3005

3006

3007
3008
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PingFederate’

License Violation: Expiration date passed

@ Server Configuration

() APPLICATION INTEGRATION SETTINGS © SYSTEM SETTINGS (@ CERTIFICATE MANAGEMENT

Redir

FEDERATION SETTINGS

Protocol Endpoints

(@ AUTHENTICATION
Aop
{E) sP CONNECTIONS (3)

() sP AFFILIATIONS (0)

4. Under Manage data stores, select Add new data store. Select Database as type of data store.
Click Next.

PingFederate’

License Violation: Expiration date passed

|

+ Data Store Type

Please select a type of data store.

© Database
O Loap
O Custom

5. On the database config page, set the JDBC URL to:
jdbc:sqlserver://<RSA_SERVER_IP_ADDRESS>:1433;databaseName=RSA_CORE_AA

a. Replace <RSA_SERVER_IP_ADDRESS > with the IP address of the server that hosts the
RSA_CORE_AA database.

6. Set the driver class to com.microsoft.sqlserver.jdbc.SQLServerDriver

7. Inthe Username and Password fields, enter the credentials for the Ping user created in the SQL
server RSA Database.
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3009 8. Under Validate Connection SQL, type SELECT 1=1.

3010 9. Check the box to allow multi-value attributes. Click Next.

@ Data Store

@® Main (@) Manage Data Stores

DEGRIGICRTE ¥ Database Config  Summary

' Please provide the detalls for configuring this database connection.

JDBC URL databaseName=RSA_CORE_AH] *
Driver Class -sqlserverjdbc. SQLServerDriver *
Username ping

Password LYY Y] ®
Validate Connection SQL SELECT 1=1

Mask Values in Log

Allow Multi-Value
Attributes

= F'reui S

3011
3012 10. Review the settings on the summary page. Then, click Save.
@ Main @ Manage Data Stores @ DEICRIG
Data Store Type Database Config [ECg@IT T ELY
Click a heading link to edit a configuration setfing.
Data Store
DATA STORE TYPE
Type of Data Store Database
DATABASE CONFIG
JDBC URL jdbc:sqlserver://10.33.7.12:1433;databaseMame=RSA_CORE_AA
Driver com.microsoft_sqlserver jdbc. SQLServerDriver
Usermname ping
Validate Connection SQL SELECT 1=1
Allow Multi-Value Attributes true
3013

3014 6.3.22  Modifying the SP Connection to the RP to Add New Environmental Attribute

3015  Next, you will modify the SP Connection to the RP and add a new environmental attribute, ip_address,
3016  from the RSA_CORE_AA database.

3017 1. Go to the PingFederate main menu. On the Main menu under SP CONNECTION, click Manage
3018 All SP.
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® Main

(®) SP Connections

+r Manage Connections

. On this screen you can manage connections to your partner SPs. Use the drop-downs to filter the connection list. You can also override the
logging mode for all SP connections by specifying a single, global logging mode.

CONNECTION NAME =~ CONNECTION ID ~

@) Demo 5P PF-DEMO

@ hittps:firp.abac test:9031 hitps:/irp.abac.test:9031

(7] urn:nccoe.abacrp urn:nccoe:abacrp

Create Connection... | Import Connection

Logging Mode Override
@ Off

3019
3020

® Main

Connection Type

(®) SP Connections

Connection Options

General Info

PROTOCOL ~ STATUS ~ ACTION
All E| All E|
SAMLZ.0 Active
SAML2.0 Active
SAML2.0 Active

Check All Connections For Errors

2. Click on the link for the SP connection created in Section 2 (e.g., https://rp.abac.test:9031).

(®) SP Connection

GIOUELTERTORI R L TG LEN + Activation & Summary

Summary information for your SP connection. Click a heading in a section to edit a particular configuration setting.

@ Active
@ Inactive

Connection Status

SS0 Application
Endpoint

https:/fidp.abac.test:9031/idp/startSSO _ping?PartnerSpld=https://rp.abac test:9031

SP Connection

CONNECTION TYPE
Connection Role
Browser SSO Profiles
Protocol

Connection Template
WS-Trust TS
Outbound Provisioning
CONNECTION OPTIONS
Browser S50

|dP Discovery

Attribute Query
GENERAL INFO

Partner's Entity ID (Connection 1D}

3021

3022

3023 the ATTRIBUTE CONTRACT link.

SP

true

SAML 2.0
Mo Template
false

false

true
false

false

https://rp.abac.test:9031

3. Onthe Activation & Summary screen, scroll down to the Assertion Creation group and click on
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OR

Identity Mapping BC@NHINCRW @ Authentication Source Mapping

(®) SP Connection | (®) BrowserSSO  (8) Assertion Creation

Summary

An Attribute Contract is a set of user attributes that this server will send in the assertion.

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT urn-oasis:names:tc.SAML 1.1:nameid-format-unspecified E| "
EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT
company urn-oasis:names-tc:SAML:2 0-attrname-format-basic Edit / Delete
urnoasis names fc-SAML 2 0-attrname-format basic B Add

3025 4. On the Attribute Contract screen, under the EXTEND THE CONTRACT column, enter the name of
3026 the environmental attribute to be pulled from the RSA_CORE_AA database (e.g., ip_address) in
3027 the empty text field.

3028 5. Click Add.

® Main

Identity Mapping B gl AN IIcT-8 Authentication Source Mapping

(®) SP Connection | (=) BrowserSSO | (®) Assertion Creation

Summary

An Attribute Contract s a set of user attributes that this server will send in the assertion.

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML—SUBJECT urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified "
EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT
company um:oasis:names:tc:SAML:2.0:attrname-format:basic Edit / Delete
ip_address um:oasis:names tc:SAML:2.0:attrname-format:basic Edit / Delete
urn:oasis.names:fc.SAML:2 0:attrname-format basic E| Add
3030 6. Click Next.
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(® Main | (®) SP Connection | (®) BrowserSS0 | (®8) Assertion Creation

(GENVRIETTD U CREGLETEa  Authentication Source Mapping [RUTIETY

ADAPTER INSTANCE NAME VIRTUAL SERVER IDS

ACTION

RSA Multifactor Delete

Map New Adapter Instance

< Previous Save
3031

3032 7. On the Authentication Source Mapping screen, click on the name of the ADAPTER INSTANCE
3033 (e.g., RSA Multifactor).

@® Main  (®) SP Connection ~ (®) Browser SSO  (®) Assertion Creation
@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping  Atiribute Sources & User Lookup EegiNiuIINCEe L iet=@3Niil[l [ @ Issuance Criteria  Summary

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS

SAML_SUBJECT Adapter B EETETE B Hone

available

LDAP (Atts from MS AD) B company B Mone
available

- SELECT - B None

available

S o

company

ip_address

3034

3035 8. Click on the Attribute Sources & User Lookup tab.
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® Main (=) SP Connection (=) BrowserSSO  (®) Assertion Creation

@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping BVt INGRLITGEEE MIEII NN Attribute Contract Fulfillment  Issuance Criteria  Summary

. Here you can specify a series of local data stores that will be used to supply additional information about the user in the SAML assertion to the
b

DESCRIPTION TYPE ACTION

Atts from MS AD LDAP Delete

Add Attribute Source. ..

Cancel < Previous Next = Done

3036

3037 9. Click Add Attribute Source.

3038 10. On the Attribute Sources & User Lookup screen, enter a unique name in the Attribute Source Id
3039 field (e.g., RSAEventLog).

3040 11. Enter a description (e.g., Atts from RSA).

3041 12. For the Active Data Store field, select the existing Data Store that connects to the

3042 RSA_CORE_AA database.

@ Main @ SP Connection @ Browser SSO @ Assertion Creation

@ IdP Adapter Mapping @ Attribute Sources & User Lookup

¥ Data Store  Database Table and Columns Database Filter  Summary

| This server uses local data stores to retrieve supplemental attributes to be sent in an assertion. Specify an Attribute Source name that will
distinguish this user lookup for the selected data store.

Attribute Source Id RSAEventLog

Attribute Source Atts from RSA

Description

Active Data Store jdbe sglserver /110 33 7 12-1433,databaseName=RSA_CORE_AA E| N
Data Store Type JoBC

3043

3044 13. Click Next.

3045 14. On the Database Table and Columns screen, select the dbo Schema.

3046 15. Select the EVENT_LOG table.

3047 16. Under the Columns to return from SELECT, select the IP_ADDRESS column and click Add
3048 Attribute.
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3054
3055
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® Main (@) SP Connection

BEIERIGTIEE 4 Database Table and Col

@ Browser SSO

@ 1dP Adapter Mapping @ Attribute Sources & User Lookup

Database Filter

(®) Assertion Creation

| Please select the table and columns you want to query. This information, along with the attributes supplied in the contract, will be used to fulfil

the contract.

Schema

Table

Columns to return from SELECT

IP_ADDRESS Remove

ACCEPT_LANGUAGE

Refresh

View Attribute Contract

dbo

B Add Attribute

17. Click Next.

Cancel < Previous Next »

18. On the Database Filter screen, enter the text on the following line into the text field for the

Where. Make sure to include the quotes.

EVENT_ID = ‘${transactionid}’

@ IdP Adapter Mapping @ Attribute Sources & User Lookup

Data Store  Database Table and Columns E liETELEELYSIT1g

| Please supply a WHERE clause to filter the data from your table.

Where

EVENT _ID = '${transactionid}|

Adapter Values
$ftransactionld}

Husername}
Previous Attribute Source Values
‘B{ds.ActiveDirectory. Subject DN}

${ds_ActiveDirectory.company}

View List of Columns from "EVENT_LOG" table

19. Click Next.

Cancel < Previous Next =
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(®) IdP Adapter Mapping | (®) Attribute Sources & User Lookup

Data Store  Database Table and Columns  Database Filter E-aTlLiELN

| Atiribute Source Summary

Attribute Sources & User Lookup

DATA STORE

Attribute Source Atts from RSA

Attribute Source Id RSAEventLog

Type of Data Store JDBC

Data Store Jjdbe:sqlserver:/f10.33.7.12:1433;databaseName=RSA_CORE_AA

DATABASE TABLE AND COLUMNS

Schema dbo
Table EVENT_LOG
Column IP_ADDRESS

DATABASE FILTER

Filter EVENT_ID = "${transactionld}’

Cancel < Previous m
3056

3057 20. On the Summary screen, click Done.

® Main  (®) SP Connection  (®) Browser SSO (@) Assertion Creation

@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping B @i GLNERST RN ICIIRAIT. M Attribute Contract Fulfillment  Issuance Criteria  Summary

B Here you can specily a series of local data stores that will be used to supply additional information about the user in the SAML assertion to the
SP.

DESCRIPTION TYPE ACTION
¥ Atts from MS AD LDAP Delete
- Atts from RSA JDBC Delete

Add Attribute Source._ .

3058

3059 21. On the Attribute Sources & User Lookup screen, click Done.
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@ IdP Adapter Mapping

Adapter Instance  Assertion Mapping  Attribute Sources & User Lookup EUSI{MNEXe ietwma 21l [yEN M Issuance Criteria  Summary

ip_address does not have a value mapped.

Fulfill your Attribute Contract with values from one or more data stores, the authentication adapter, or dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT Adapter E| . E| :Voar:; N
company LDAP (Atts from MS AD) E| company B ::;Eble
e seeer [ el
=3
3060
3061 22. On the Attribute Contract Fulfillment screen, for the ip_address attribute, select the SOURCE
3062 and VALUE. For the SOURCE, select JDBC (Atts from RSA). For VALUE, select IP_ADDRESS.
|
@ IdP Adapter Mapping
Adapter Instance  Assertion Mapping ~ Attribute Sources & User Lockup [Nt NI R e et g
Fulfill your Attribute Contract with values from one or more data stores, the authentication adapter; or dynamic fext values.
ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT Adapter E| T E| r:voavjlea N
compeny; LDAP (Atts from MS AD) E| company E| ’:;’:IZHE
ip_address JDBC (Atfs from RSA) E| IP_ADDRESS B :l’:;ble
=
3063
3064 23. Click Save to complete the configuration.

3065 6.3.2.3  Functional Test of Pulling Environmental Attributes during Authentication

3066  To test that the Identity Provider’s PingFederate server is successfully getting the environmental

3067 attributes during the authentication process, follow the instructions in the section Functional Test of
3068 Pulling User Attributes during Authentication. The only exception to those instructions is that when you
3069  examine the SAML message, you need to look for the environmental attribute that is being pulled from
3070 the RSA_CORE_AA database. See below for an example.

3071 1. Once you have the message open in the SAML tracer window, scroll down the message and
3072 locate the AttributeStatement node and sub-nodes.
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3078
3079
3080

3081

3082
3083
3084

3085
3086
3087

3088
3089
3090
3091

3092
3093
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http Parameters| SAML|

oG . UL SL L
<saml;:Conditions NotBefore="2015-07-30T20:09:53.495Z"
HotOnOrAfter="2015-07-30T20:19:53,4952Z"
>
<szaml:AudienceRestriction>
<saml:Audience>https: //rp.abac. test: 9031« /saml : Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<gaml:AuthnStatement Sessionlndex="xgolCeKQSArSWzpM tTuga.sZlL"
AuthnIn=stant="2015-07-30T20:14:53.495Z"
>
<saml;:AuthnContext>
<saml:AuthnContextClassRef>urn:casis:names:tc:SAML: 2. 0:ac:classes:unspecified</saml :AuthnContextClassRef>
</saml:iuthnContext>
</zaml:AuthnSTacement>
<saml:AttributeStatement>
<saml:Atctribute Name="company"
NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname—format:basic”
>
<gaml:AttributeValue xsi:type="xs:string"
xmlns:xs="htcp://www.w3.org/2001/XML5chema™
xmlns:xsi="http://www.w3.0rg/2001/¥ML5chema-instance™
>Conway Inc</saml:AttributeValue>

</saml:Attribute>
saml:Attribute Name="ip address"|
NameFormat="urn:oasis:names:tc:5AML:2.0:accrname-format:basic"

<saml:AttributeValue xsi:type="xs:string"|
Hmlns:xs="http://www.w3.org/2001/XMLS5chema"|

>10.255.207.19</saml :AttribuceValue:

</saml:Attribute>
</saml:AttributeS5tatement>
</saml:Assertion>
«</samlp:Response>
Expected Result: Ensure that the attribute you configured to be pulled from the RSA_CORE_AA
database contains a node. In the example screenshot above, you can see that there is an
Attribute node for the ip_address attribute because of the line <saml:Attribute

Name="ip_address”.

Expected Result: Ensure that the AttributeValue node contains the expected value for the
attribute from the RSA_CORE_AA database. In the example screenshot above, you can see that
there is an AttributeValue node for the ip_address attribute, and the value is 10.255.207.19.

6.3.3  Configure PingFederate-RP to Pull Attributes from the Identity Provider’s
SAML Exchange

Once the PingFederate-lIdP completes the authentication for a user, the IdP will send a SAML message to
the PingFederate-RP. That SAML message will contain attributes.

Follow the instructions below to configure the PingFederate-RP to get attributes and their associated
values from the SAML message exchange with the IdP. In the example below, the attribute being
configured at the RP is the company attribute.

1. Launch your browser and go to https://<DNS_NAME>:9999/pingfederate/app. Replace
DNS_NAME with the fully qualified name of the Relying Party’s PingFederate server (e.g.,
https://rp.abac.test:9999/pingfederate/app). Log on to the PingFederate application using the
credentials you configured during installation.

2. Onthe main menu, under IDP CONNECTIONS, click on the connection that was configured to
the IdP in Section 3 (e.g., https://idp.abac.test:9031).
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3097

3098
3099
3100
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User-Session Creation

IDENTITY MAPPING

Enable Account Mapping true

ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT

Attribute stafflevel

TARGET SESSION MAPPING

Connection mapping contract name Sharepoint 2013
CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013
ATTRIBUTE RETRIEVAL

Aftribute location Use only the attributes available in the SSO Assertion
CONTRACT FULFILLMENT

subject SAML_SUBJECT {Assertion)
stafflevel stafflevel (Assertion)
ISSUANCE CRITERIA

Criterion (None)

Protocol Settings
§50 SERVICE URLS
Endpoint URL: fidp/SS0_saml2 (POST)

Endpoint URL: /idp/SSO.sami2 (Redirect)

3. On the Activation & Summary screen, scroll down to the User-Session Creation group and click

on the ATTRIBUTE CONTRACT link.

. (®) User-Session Creation

Identity Mapping RN UlINEXRLCI-@ Target Session Mapping

Summary
An Atiribute Conlract is a set of user atiributes that the IdP will send in the assertion.

ATTRIBUTE CONTRACT
SAML_SUBJECT

EXTEND THE MASK VALUES IN LOG ACTION
CONTRACT

Add

4., On the Attribute Contract screen, under the EXTEND THE CONTRACT column, enter the name of

the attribute to be pulled from the IdP’s message (e.g., company) in the empty text field. In the
ACTION column, click Add.
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3106
3107
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@® Main

Identity Mapping EVE:NIIdNCReLlicl-@l Target Session Mapping

(®) IdP Connection | (®) BrowserSSO  (®) User-Session Creation

Summary

_ AnAttribute Contract is a set of user aftributes that the IdP will send in the assertion.

ATTRIBUTE CONTRACT

SAML_SUBJECT
EXTEND THE MASK VALUES IN LOG ACTION
CONTRACT

company O Edit / Delete

Add

Cancel < Previous Mext > Done Save

5. Click Done.

@® Main

SAML Profiles

(®) IdP Connection  (8) Browser SSO

¥ User-Session Creation [REaeldy BTl i ERTIT 1 1T
| This task provides the configuration for creating user sessions to enable SSO access to resources at your site.

User-Session Configuration

Identity Mapping Mot Configured

Attribute Contract SAML_SUBJECT, company
Adapter Instances 0

Connection Contract Mappings 1

Configure User-Session Creation

m SEiee m Sa

6. On the User-Session Creation screen, click Configure User-Session Creation.

(® Main | (®) IdP Connection | (®) BrowserSSO | (®) User-Session Creation

Identity Mapping  Attribute Contract  Target Session Mapping [R-giTh I EL
" Summary information for Session Greation configuration. Click a heading link to edit a configuration setting.

User-Session Creation

IDENTITY MAPFING

Enable Account Mapping true
ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT
Attribute company

TARGET SESSION MAPPING
Connection mapping contract name Sharepoint 2013

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013
ATTRIBUTE RETRIEVAL
Attribute location Use only the attributes available in the S5O Assertion

7. Onthe Summary page, under User-Session Creation, click on the CONNECTION MAPPING

CONTRACT link.
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3113

3114
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® Main () IdP Connection (@) BrowserSSO (@) User-Session Creation

@ Connection Contract Mapping

Prae L E L N TR D R icT 8 Attribute Retrieval  Contract Fulfillment  Issuance Criteria ~ Summary

| The Iist of attributes below, Is required for the

CONNECTION MAPPING CONTRACT  Sharepoint 2013
CONTRACT ATTRIBUTES

subject

Manage Connection Mapping Contracts...

8. On the Connection Mapping Contract screen, make note of the CONNECTION MAPPING
CONTRACT being used, because you will need to modify it by adding new attributes. In the
example screenshots, the contract name is SharePoint 2013.

9. Click on Manage Connection Mapping Contracts.

@® Main

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

(®) Browser S50 (@) User-Session Creation

(®) IdP Connection

¥ Manage Contracts

B c jon A ing Ct allow IdP C ions to map directly to SP Connections using a shared contract. This allows PingFederate to
act as a federation hub between IdP and SP partners.

CONTRACT NAME CONTRACTID ACTION

SharePoint 2TSYIIBHRpSigs2t Delete

Sharepoint 2013 pHDPDzxOTReXCnFp De (Check Usage)
Ted t59COGHWHESZ8:xW Delete

Create New Contract.
m

10. On the Manage Contracts screen, click on the name of the contract that is being used for the

current configuration (e.g., SharePoint 2013).
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® Main () IdP Connection (@) BrowserSSO (@) User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

@ Connection Mapping Contract

Contract Info  Contract Attributes BT T ETY

F cor i pping summary i fon.

Connection Mapping Contract

CONTRACT INFO

Contract Name Sharepoint 2013
CONTRACTATTRIBUTES
Attribute SAML_SUBJECT

Cancel < Previous Done

11. On the Summary screen, click on the Contract Attributes link.

12. On the Contract attributes screen, under the EXTEND THE CONTRACT column, enter the name
of the attribute to be shared with the PingFederate service provider connection (e.g., company).

13. In the ACTION column, click Add.

® Main (@) IdP Connection (&) Browser SSO  (®) User-Session Creation

@ Connection Contract Mapping @ Manage Connection Mapping Contracts

@ Connection Mapping Contract

(L GEELIGE  Contract Attributes  [BITUTUELT
| Define the set of attributes that the IdP connection will send to the SP connection.

ATTRIBUTE CONTRACT
SAML_SUBJECT

EXTEND THE ACTION
CONTRACT

company Edit / Delete

Add

Cancel < Previous

14. Click Done.
15. On the Manage Contracts screen, click Save.

On the Connection Mapping Contract screen, you should see the new attribute (e.g., company)
listed on the page.
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® Main () IdP Connection  (®) Browser SSO  (®) User-Session Creation

@ Connection Contract Mapping

Contract Fulfillment Issuance Criteria  Summary

¥ Connection Mapping Contract [EUGLNERNEGTE

| The list of attributes below, is required for the

CONNECTION MAPPING CONTRACT  Sharepoint 2013
CONTRACTATTRIBUTES
company

subject

Manage Connection Mapping Contracts...

3126
3127 16. Click on the Contract Fulfillment tab.
® Main (@) IdP Connection  (®) Browser SSO () User-Session Creation
@ Connection Contract Mapping
Connection Mapping Contract  Attribute Retrieval EUS e EENHT] BRI
" You can fulfill your Gonnection Mapping Contract with values from the assertion, dynamic fext, expressions, or from & data-store lookup.
CONNECTION MAPPING  SOURCE VALUE ACTIONS
CONTRACT
‘company _SELECT - E| None available
subject Aszertion E| SAML_SUBJECT E| None available
3128
3129 17. On the Contract Fulfillment screen, for the new attribute (e.g., company), select Assertion for
3130 the SOURCE field and select company for the VALUE field.
@® Main  (®)IdP Connection (@) Browser SSO  (®) User-Session Creation
@ Connection Contract Mapping
Connection Mapping Contract  Attribute Retrieval RBrgaUiTETR@sn il
| You can fulfill your Gonnection Mapping Gontract with values from the assertion, dynamic lext, expressions, or from a data-store lookup.
CONNECTION MAPPING  SOURCE VALUE ACTIONS
CONTRACT
company Assertion E| company E| MNone available
subject Assertion E| SAML_SUBJECT E| MNene available
Cancel < Previous Mext = Done Save
3131 - - -
3132 18. Click Save to complete the configuration.
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6.4

6.4.1

Configure PingFederate-RP and SharePoint to Pass and Read
Attributes

Configure PingFederate-RP to Pass Attributes to SharePoint

Once the PingFederate-IdP completes the authentication for a user, the IdP will send a SAML message to
the PingFederate-RP. That SAML message will contain attributes. The PingFederate-RP will then take the
attributes and send them to SharePoint via WS-Federation.

Follow the instructions below to configure the PingFederate-RP to pass attributes and their associated
values from the IdP to SharePoint. In the example below, the attribute being configured to be passed to
SharePoint is the company attribute.

1.

6.

Launch your browser and go to https://<DNS_NAME>:9999/pingfederate/app. Replace
DNS_NAME with the fully qualified name of the RP’s PingFederate server (e.g.,
https://rp.abac.test:9999/pingfederate/app).

Log on to the PingFederate application using the credentials you configured during installation.
On the Main menu under SP CONNECTION, click Manage All SP.

Click on the link for the WS-Federation connection to the SharePoint instance created in
Section 3 (e.g., SharePoint).

On the Activation & Summary screen, scroll down to the Assertion Creation group.

Assertion Creation

IDENTITY MAPPING
Mame |dentifier User Principal Name

ATTRIBUTE CONTRACT

Attribute SAML_SUBJECT
Attribute upn
Attribute Name Format http:/ischemas.xmlsoap.orgiws/2005/05/dentity/claims

AUTHENTICATION SOURCE MAPPING

Connection mapping contract name Sharepoint 2013

CONNECTION MAPPING CONTRACT

Selected contract Sharepoint 2013

ASSERTION MAPPING

Connection Mapping Contract Sharepoint 2013

Data Store or Assertion Use only the Connection Mapping Contract values in the SAML assertion
ATTRIBUTE CONTRACT FULFILLMENT

upn subject (Connection Mapping Contract)

SAML_SUBJECT subject (Connection Mapping Contract)

ISSUANCE CRITERIA

Criterion (None)
SERVICE URL
Endpoint URL I_trust/

Click on the ATTRIBUTE CONTRACT link. On the Attribute Contract screen, under the EXTEND
THE CONTRACT column, enter the name of the attribute (e.g., “company”) to be passed from
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3153 the PingFederate-RP to SharePoint in the empty text field. For the ATTRIBUTE NAME FORMAT,
3154 select the schemas.xmlsoap.org 2005 identity claims format.

® Main

Identity Mapping RV@NG NN IicT=@ Authentication Source Mapping

(®) SP Connection | (=) BrowserSSO | (®) Assertion Creation

Summary

An Attribute Contract is a set of user attributes that this server will send in the assertion.

ATTRIBUTE CONTRACT

SAML_SUBJECT

EXTEND THE ATTRIBUTE NAME FORMAT ACTION

CONTRACT

upn http://schemas.xmlsoap.org/ws/2005/05/identity/claims Edit / Delete

company http://schemas. xmisoap.org/ws/2005/05/identity/claims B Add
3156 7. Click Add.

@® Main

Identity Mapping [R-g@itiiNCXeNIETR@ Authentication Source Mapping

(®) SP Connection | (®) BrowserSSO  (®) Assertion Creation

Summary

An Attribute Contract is a set of user attributes that this server will send in the assertion.

ATTRIBUTE CONTRACT

SAML_SUBJECT
EXTEND THE ATTRIBUTE NAME FORMAT ACTION
CONTRACT
company http://schemas.xmlsoap.org/ws/2005/05/identity/claims Edit / Delete
upn http:/{schemas. xmlsoap.org/ws/2005/05/identity/claims Edit / Delete

hitp://schemas.xmisoap.org/ws/2005/05/identity/claims E| Add

3157

3158 8. Click Done.
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(=) BrowserSSO | (w) Assertion Creation

@® Main

Identity Mapping

(®) SP Connection

LN ER D ET S o Authentication Source Mapping

= mmm'wmmwmm'mmauMﬁmmmmmsn Users may be authenticated by one of several different
3 or connection mapping contracts, so map an adapter instance for each IDM system or a connection mapping contract for partner

(e
ADAPTER INSTANCE NAME VIRTUAL SERVER IDS ACTION
CONNECTION MAPPING CONTRACT NAME VIRTUAL SERVER IDS ACTION
Sharepoint 2013 Delete

Map New Adapter Instance... Map New Connection Contract Mapping...

Cancel < Previous MNext =

9. On the Authentication Source Mapping screen, under the CONNECTION MAPPING CONTRACT
NAME heading, click on the name of the connection mapping contract (e.g., SharePoint 2013)
between this PingFederate SP connection and the PingFederate IdP connection that was
configured in the earlier section, Configure Relying Party to Pull Attributes from the Identity
Provider’s SAML Exchange.

@® Main  (®) SP Connection  (®) Browser SSO (@) Assertion Creation

@ Connection Contract Mapping

Connection Mapping Contract  Assertion Mapping E@: NN EL NN Issuance Criteria ~ Summary

| Fulfill your Attribute Contract with values from the connection mapping contract or with dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT Connection Mapping Confract E| subject E| None
available
company _SELECT - E| MNone
available
upn Connection Mapping Confract E| subject E| None
available

Cancel < Previous Next > m

10. On the Attribute Contract Fulfillment screen, for the “company” attribute, select Connection
Mapping Contract for the SOURCE field. Select company for the VALUE field.
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@ Connection Contract Mapping

Connection Mapping Contract  Assertion Mapping EY @il NCYeEARNIIGEYI@ Issuance Criteria  Summary

Fulfilf your Attribute Contract with values from the connection mapping contract or with dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS
SAML_SUBJECT Connection Mapping Contract E| subject E| Mone
available
company Connection Mapping Contract E| company E| MNone
available
]l Connection Mapping Contract E| subject E| None
available

3 B2 1 3 B

11. Click Save to complete the configuration.

6.4.1.1  Functional Test of PingFederate-RP Passing Attributes to SharePoint

The instructions in this section will help you perform a test to ensure that the PingFederate-RP is
sending the correct attributes to SharePoint. The Firefox SAML tracer add-on is used to examine the
SAML message.

1. Launch your Firefox browser and select SAML tracer from the Tools menu.

This will launch an empty SAML tracer window. Minimize the SAML tracer window. The SAML
tracer will automatically record the details of the HTTPS messages in the background.

2. Go back to the main browser window and go to the RP’s SharePoint site (e.g.,
https://SharePoint.abac.test).
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TT T T ——

L (' il a https://sharepoint.abac.test/_login/default.aspx?ReturnUrl=62f _layouts%:2f15%2fAuthenticate.aspua3fso 7 &

Most Visited [ Sharepoint Admin B> ABAC Top Level B ABAC Finance [ Mextlabs Reporter

Select the credentials you want to use to logon to this SharePoint site:

=]

Windows Authentication

3179
3180 3. Select the option to use the federated logon (e.g., Federated Logon from Identity Provider).
3181 Your browser should be redirected to the PingFederate-IdP, and you should see the
3182 PingFederate Sign On screen.
Vaws T T —————————————
L (- @ https://idp.abac.test9031/idp/S50.saml2 v C | | Q, Search
Most Visited _: arepoint Admin 37 ABAC Top Level > ABAC Finance [ | Nextlabs Reporter
Sign On
Please sign on and we'll send you right along.
Username
|
Password
3183
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3184 4. Enter the Username and Password of the Microsoft AD account created earlier in this guide
3185 (e.g., Ismith). Note: If CISCO ISE has already been set up and 802.1x authentication has already
3186 occurred, this login is not necessary.

Please sign on and we'll send you right along.

Username
Ismith *+
Password
LIt o T I I R o Q00 it q.; 'h

3187

3188 5. Click Sign On. On the RSA Adaptive Authentication screen, enter the SMS validation code

3189 received on your mobile phone. Click Continue.

3190 Once authenticated at the IdP, your browser should automatically redirect to the PingFederate-
3191 RP (e.g., rp.abac.test) and then to the RP’s SharePoint (SharePoint.abac.test) site.

3192 6. Go back to the SAML tracer window. Scroll down the list of messages and click on the POST
3193 message to SharePoint _trust URL to bring up the details of the message in the bottom pane.
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',- SAML tracer - = T T ——— ——

— =
Clear [ o Autoscrolll Filter resources

POST  https://lastpass.com/error.php

POST  https://idp.abac.test:0031/idp/8al Sw/resumeSAML20/idp/550.ping
POST  https://rp.abac.test:8031/sp/ACS.5aml2

POST  https://sharepoint.abac.test/_trust/

GET https://sharepoint.abac.test/_login/default.aspx?ReturnUrl=3202f |layouts3e2f15%2fAuthenticate.aspu%3fSource®3d%252F&5ource=32F

http | Parameters

POST https://sharepoint.abac.test/_trust/ HTTF/1.1

Host: sharepoint.abac.test

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:39.0) Gecko/20100101 Firefox/39.0

Accept: text/html,application/xhtml+xml,application/®ml;gq=0.9,*/*;gq=0.8

Accept-Langmage: =n-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: https://rp.abac.test:8031/sp/ACS. saml2

Cookie: Ribbon.Read=1201680]|-1|0]|-10712485; Ribbon.WebApp=1137680|-1|378|-10712485; W55_FullScreenMode=false
Content-Type: application/x-www-form-urlencoded

Content-Length: 4716

HTTP/?.? 302 Found

Location: https://sharepoint.abac.test/_ layouts/15/Authenticate.aspx?Source=%2F

Server: Microsoft-IIS/E.5

Set-Cookie:

FedAuth=77u/PDI4bWwgdnVyc21lvh] 0iMS4wIiBlbnNvZGluZz0idXRnL.TgiPz4 8U1A+MGUudHEmZWR1cnF0ZNQgbGInk2 4gZndvbSBpZGVudG1l0
Rlcnxsc2 lpdGosMIMwODISH I QrODQZNT g4z EwLEZnbHNILF1FIGluRONXREVvEEVEe ZUdLMnERcEFdWbGEF L ZTheeVErcmh HWGX 35S kwb cIVES11ESU
cWlu¥YXBHNWgyTnJnkl JgS dNMMThTdFp4a3V1Z05BeEFmUGE Sazh{WHhtc2 J1Y3RWSm] gdFNad3hGRIRnVFRCLzNEeGE 6] dhWnNYVFNikbOVoMTHh
10Q1pMeTI4Q0nDEHQIVES4USkSHndgNFppSmtWeThLb0syWnJELExrU0ZEQKES Y3paZ zFi cCeviis 4NV I rVEFTenVIONJuN 3cxakdwl2d c1nBZU
gecure; HttpOnly

SPRequnestGnid: 302cleSd-B6ce-e01d-6291-300cE5f414f3

3 194 request-id: 302cleSd-86ce-e01d-6291-300cE5£414£3

3195 7. Click on the Parameters tab for the bottom pane.

POST  hitps://sharepoint.abactest/_trust/

GET https:, int.abac.test/_login/defaul Jri=%2f_|ayouts3:2f15% ate. ur d%252F &Source=%2F

http | Parameters

POST
wa: wsigninl.0
wresult: <wst:RequestSecurityTokenResponse xml:

="ntep://schemas. xmlsoap.org/ws/2005/02/trust"><wst :RequestedSecurityToken>

<gaml:Assercion+MajorVersion="1"+Minorversio ssercionID="nzZ7qL60V17N_XX8QLrKAfLG11CM"+IssueInstanc="2015-07-27T17:36:21.439Z"+Issuer="urn: rp.abac. tesc"+xmlns:saml="urn:oasis:nam
:SEML:1.0:assertion"><sanl:Conditions+NotBefors 015-07-27T17:31:21. 439Z" +NotOnOrAfter="2015-07-27T17; 1.439Z"><saml:AudienceRestrictionCondition>

<saml:Audience>urn: sharepoint.abac.test</saml:Audience></saml :AudienceRestrictionCondition></saml:Conditions>

<saml:Ruthentieaci henticationInstanc="2015-07-27T17:36:21.424Z"+AuthencicationMechod="urn:oasis:names:cc:SAML: 2. 0:ac:classes:unspecified”><saml:Subject>
<saml:NameIdentifier+Format="http://schemas.xmlsoap.org/claims/UPN">1smith</saml:NameIdentifier></saml; Subject></saml:Authenticati <saml:Attri <saml: Subject>
<saml:NameTIdentifier+Format="htcp://schemas.xmlsoap.org/claims/UPN">1smith/ saml: NameTdentifier></saml: Subject><saml :Arcril ri upn"+Actril neep:
//3chemas. xmlsoap.org/ws/2005/05/idencity/claims"><saml : AtcribuceValue>lsmith</sanl : AtcributeValue></saml: Atcribuce><saml : ALTrib; p: +AcTril htop:

//schemas.xmlsoap.org/ws/2005/05/identity/claims"><sanl :AttributeValue>Conway+Inc</sanl :AttributeValue></saml :Attribute></saml: AttrlbuteStatement><ds Signature+xmlns:ds="http://www.w3
/2000/09/xmldsig">

<ds:SignedInfox
<ds:CanonicalizationMethod+Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n"/>
<ds:SignatureMethod+Algorithm="nttp://wn.w3.org/2001/04/mldsig-moretrsa-sna2se6"/>
<ds:Reference+URI="#nZ7qLE0V1TN_XX8QLREAFLG11CH">

<ds:Transforms>

<ds:Transform+Algorithm="ncep: //wni.w3.0rq/2000/09/xmldsigéenveloped-signature™/>
<ds: Transform+A1gorichm="hcop: //waw.w5.0rg/2001/10/xml -exc-c14nt"/>
</ds:Transforms>
<ds:DigestMetnod+Algorithm="nttp:/ /Wi, w3 . 0rg/2001/04/ xmlencs sha2s6"/>
<ds:DigestValue>X/L2ToTUTkw¥3xiQbfgVb3oq LpArDOSASH/ 2 THASk=</ds : DigestValue>
</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

nCqU9ntl/Dluban+FOLUH] SD7kup7kOb4DLER2GHwmEsRe 0h 1HRPILYEIoxbr
3196 F/XDUE6YUKSKLACOvZZRZIAL JAKTURE +dz7yDF9E3 TweHYUE rv3e8vv1a

3197 8. Copy all of the content (beginning with the POST line) in the bottom page and paste it into a text
3198 editor such as Notepad. Turn on Word Wrap to make it easier to see all of the XML content.
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7] Untitled - Notepad T - - L S S B B

File Edit Format View Help

POST

wa: wsigninl.O

wresult: <wst:Re uestsecurit%ﬂokenkesponse

xmlns :wst="http://schemas. xmlsoap. org/ws/2005,/02/trust"><wst :RequestedsecurityToken=<saml : Assertion
+Majorversion="1"+Minorversion="1"+AssertionID="NZ7qLEOV17N_XXBQLxKdfLGI1CM" +I55ueInstant="2015-07-
27T17:36:21.439Z"+Issuer="urn:rp.abac. test"+xmins:saml="urn:oasis:names:tc:5AML:1.0:assertion"><saml:Conditions+NotBefore="2015-
07-27T17:31:21.439Z"+NotonorAafter="2015-07-

27T17:41:21.439Z"><sam] :audienceRestrictionCondition=<saml:Audience>urn:sharepoint. abac. test</saml:Audience></saml:Audiencerestri
ctionConditions</saml:Conditions><saml :Authenticationstatement+AuthenticationInstant="2015-07-
27TL17:36:21.4247"+authenticationMethod="urn:oasis:names:tc:5aML:2.0:ac:classes:unspecified"><saml:subject><saml :NameIdentifier
+Format="http://schemas.xmlsoap.org/claims/UPN">1smith</saml :NameIdentifier></saml:subject></saml :authenticationstatement><saml: 4
trributestatement><saml :subject=<saml :NameIdentifier

+Format="http://schemas.xmlsoap.org/claims/uPN">Tsmith</saml :NameIdentifier></saml: Sub]ectxsam'l Attribute
+Attr1‘buteName:"upn”+Attr'ibuteNamespace:"h‘ttE //schemas. xmlsoap. org/ws/2005/05/identity/claims"><saml :Attributevalue>Tsmith</saml
tAttributevalues</saml :Attributes<saml] :Attribut

+ATTributeName="company"+AttributeNamespace="http://schemas.xmlsoap.or /ws/2005/05/1dent1ty/c1a1 ms"=<saml :Attributevalue>=Conway
+Inc</saml:Attributevalues</saml :;fb«ttr'ibute>—</5am'1J AtTri butestatementxgs signature+xmins:ds="http://www.w3.0rg/2000,/09,/xmldsig#" >

m

<ds:5ignedinfo>

<ds:canonicalizationmethod+algorithm="http:/ /www.w3.0org,/2001,/10/xm]-exc-cl4n#" />
<ds:5ignatureMethod+Algorithm="http://www.w3.0rg/2001/04 /xmldsig-more#rsa-sha256" />
<ds:Reference+URI="#nZ7qLEOV]7N_XXBaLxKdfLGI1CM ">

<ds:Transforms>

<ds:Transformalgorithm="http://www.w3. 0org/2000,/08/xmldsig#enveloped-signature” />
<ds:Transform+Algorithm="http://www.w3.0rg/2001,/10/xml-exc-cldn#" />
</ds:Transforms>

<ds:DigestMethod+algorithm="http://www.w3.0org/2001,/04 /xmlenc#sha2s6" />

<ds:Digestvalue=k/L270IUIkwy3xiqbfgvb3oqiLparDo5adw,/ zf 7wask=</ds :Digestvalue>

9. Scroll down the SAML message and locate the AttributeStatement node and sub-nodes.

10

"] Untitled - Notepad T - - T, _ SR — .

File Edit Format View Help

»

POST

wa: wsigninl. o

wresult: <wst:iRe uestsecur'it%rTokenResponse

xmlns :wst="http://schemas. xmlsoap. org/ws,/2005/02/trust"><wst : RequestedsecurityToken><saml :Assertion
+Majorversion="1"+Minorversion="1"+A55ertionID="NZ7qLEOV]7N_XXBQLXKdFLGI1CM" "+Is5ueInstant="2015-07-
27T17:36:21.439Z"+Issuer="urn:rp.abac.test"+xmins:saml="urn:oasis:names:tc:5AML:1.0:assertion"><saml:Conditions+NotBefore="2015-
07-27T17:31:21.439Z"+Notonorafter="2015-07-

27T17:41:21.439Z"><sam] : AudiencerestrictionCondition=<saml :Audience=urn:sharepoint. abac. test</saml :Audiences></sam]:Audiencerestri
ctionConditions</saml:Conditionss<saml :Authenticationstatement+AuthenticationInstant="2015-07-
27T17:36:21.4247"+AuthenticationMethod="urn:oasis:names:tc:5AML:2.0:ac:classes:unspecified”><sam]:subject><saml:NameIdentifier
+Format="http://schemas. xmlsoap.org/claims/UPN">Tsmith</saml:NnameIdentifier>=</saml:subject></saml:Authenticationstatement
Tributestatement><saml :subject><saml :NameIdentifier
Format="http://schemas.xmlsoap.org/claims/UPN">1smith</saml:NameIdentitier></saml:Subject><saml:ATtribute|
AttributeName="upn"+AttributeNamespace="http://schemas.xmlsoap.org/ws/2005/05/1 dent'lt Jclaims"=<saml :Attributevalues
:Attributevalues</saml :Attributes<saml :Attri Bu

AttributenName="company"+AttributeNamespace="http://schemas. xmlsoap. org,/ws,/2005,/05/1dentity,/claims ><saml:Attributevalue>Conwa
Inc</saml:Attributevalues</saml :Attributm/samIIJ:Attr'l' but 0

m

<ds:signedInfo>
<ds:CanonicalizationMethod+algorithm="http://www.w3.0rg/2001/10/xm] -exc-cldn#" />

<ds:signatureMethod+Algorithm="http:/ /www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />

s spafarancarlBpT-"2n77n1 AAWT7N YYREOI viedF1 211"~

For the AttributeStatement node and sub-nodes, enter some carriage returns before each XML

tag to make it easier to examine the data. The goal is to be able to easily examine the Attribute

nodes within the AttributeStatement node.
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File Edit Format View Help

POST

wa: wsigninl.0

wresult: <wst:RequestSecurityTokenResponse

xmlns :wst="http://schemas. xmlsoap.org/ws/2005/02/trust"><wst:RequestedsecurityToken><saml:Assertion
+Majorversion="1"+Minorversion="1"+AssertionID="nZ7gLEOV]7N_»¥X8QLxKIfLG11CM "+IssueInstant="2015-07-
27T17:36:21.439Z"+Issuer="urn:rp. abac. test"+xmlns:saml="urn:oasis:names:tc:5AML:1.0:assertion"><saml :Conditions+NotBe
07-27T17:31:21.439Z "+NotonorAfter="2015-07-

27T17:41:21.439Z"><sam] : AudienceRestrictionCondition><sam]:Audience=urn:sharepoint. abac. test</saml:Audiences</saml :Au
ctionConditions</saml :Conditions><saml :Authenticationstatement+AuthenticationInstant="2015-07-
27T17:36:21.424Z"+AuthenticationMethod="urn:oasis:names:tc:5AML:2.0:ac:classes :unspecified”><saml :subject><saml] :NameI
+Format="http://schemas.xmlscap.org/claims/UPN">1smith</sam]:NameIdentifier></saml:5ubject></saml:Authenticationstate

saml : AttributevaluesConway+Inc</saml:Attributevalue>
JSsaml :Attributes

saml:ATTributestatement:

Expected Result: Within the AttributeStatement node, there should be multiple Attribute sub-
nodes. There should be an Attribute sub-node that has an AttributeName value of “company.”
The AttributeNamespace value should be
http.//schemas.xmlsoap.org/ws/2005/05/identity/claims. There should be an AttributeValue
sub-node, which should contain the expected value (e.g., Conway Inc) for the “company”
attribute that was pulled from Microsoft AD (e.g., <saml:AttributeValue> Conway+Inc
</saml:AttributeValue>) for the specific user (e.g., Ismith) who authenticated at the Sign On
screen.

6.4.2  Configure SharePoint to Read Custom Attributes from PingFederate-RP

The PingFederate-RP will send attributes to SharePoint via WS-Federation. Follow the instructions below
to configure SharePoint to read the attributes and load them into the web session. In the example
below, the attribute being configured to be read by SharePoint is the “company” attribute.

1. Using SharePoint administrator credentials, log on to the server that hosts SharePoint for the
Relying Party.

2. Click on the Start menu and navigate to SharePoint 2013 Products group. Open SharePoint 2013
Management Shell.
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SharePoint 2013 Management Shell
PS C:=\Users“SharepointAdmin> _

am Windows Server 2012

3222

3223 3. Enter each of the commands displayed below the next paragraph into the Management Shell to
3224 configure a new attribute, “company,” for the existing Trusted Identity Token Issuer named
3225 “Federated Logon from Identity Provider,” Enter each command separately, and enter a carriage
3226 return after the command. If the command executed successfully, Management Shell will not
3227 provide any feedback. If an error occurs, Management Shell will display the error.

3228 $tokenIssuer = Get-SPTrustedIdentityTokenIssuer -Identity "Federated Logon from
3229 Identity Provider"

3230 $tokenIssuer.ClaimTypes.Add ("http://schemas.xmlsoap.org/ws/2005/05/identity/cla
3231 ims/company")

3232 $tokenIssuer.Update ()

3233 $claimmap = New-SPClaimTypeMapping -IncomingClaimType

3234 "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/company" -

3235 IncomingClaimTypeDisplayName "company" -SameAsIncoming

3236 4. Add-SPClaimTypeMapping -TrustedldentityTokenlssuer Stokenlssuer -ldentity Sclaimmap
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6.4.2.1

The instructions in this section will help you perform a test to ensure that SharePoint can read the

bz SharePoint 2013 Management Shell

% C:xlUserssSharepointAdmin? S$tokenlssuer = Get—SPTrustedldentityTokenlssuer —IdjN
entity "Federated Logon from Identity Provider" -
PS C:\Users™SharepointAdmin> Stokenlssuer.ClainTypes.Add{"http:/ schemas .xmlsoaps
.orgsuws /2005085 /identitysclaims Acompany''>

PS C:sUserssSharepointAdmin? $Stokenlssuer.Update(

PS C:sUsers“SharepointAdmin? $claimmap = Hew—SPClaimTypeMapping —IncomingClaimTy
e

T

t

5

"http:=//schemas .xmlsoap.orgsus /280585 /identity/claims company” —IncomingClai
ypeDisplayMame “company" —SamefisIncoming
PS C:sUserssSharepointAdmin? Add-8PClaimTypeMapping —-TrustedldentityTokenlssuer
okenl r —Identity Sclaimmap
PS C:sUserssSharepointAdminy _

Functional Test of SharePoint Readling Attributes from PingFederate-RP

attributes sent in messages from the PingFederate-RP.

1.

First, follow the instructions in this section to ensure that SharePoint is configured to read the

newly configured attributes from PingFederate-RP.

Launch your browser and go the SharePoint central administration page (e.g.,

http://SharePoint.abac.test:44444/default.aspx).

Log on using the credentials of the SharePoint administrator.
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e i @ sharepoint.abac.test:44444 /default.aspx

C || Q search

2 Most Visited E’ Sharepeint Admin m ABAC Top Level m’ ABAC Finance | | Nextlabs Reporter
SharePaint New:
BROWSE  PAGE
Central Administration (%) The SharePoint Health Analyzer has detected some critical issues that require your attention. View th
Application
hManagement
A -
System Settings ['E.. Application Management System Settings
— Manage web applications Manage servers in this farm
Manitoring Create site collections Manage services on server

Backup and Restore
Security
Upgrade and Migration

General Application
Settings

Apps =
[

Office 365

Mextlabs Entitlement
Manager

Configuration Wizards

(1S¥F

Manage service applications
Manage content databases

|_‘% Manitoring
\-I Review problems and solutions

Check job status

| Security
Manage the farm administrators

group
Configure service accounts

| General Application Settings

S S S,

Manage farm features
Configure alternate access
mappings

‘%‘tj Backup and Restore
[ 4 Z] Perfarm a backup
Restore from a backup

Perfarm a site collection backup

Upgrade and Migration
‘d Convert farm license type
Check product and patch

installation status
Check upgrade status

4. Under the Application Management group, click on Manage Web Applications.

5. Click on the web application that contains the SharePoint site you are managing (e.g.,

SharePoint — 80). SharePoint highlights the web application row that you clicked.

€ B @ sharepoint.abac.

ist.asp

[B Most Visited B Sharepoint Admin B ABAC Top Level B ABAC Finance [

Nextlabs Reporter

@ || Q Search

SharePoint

BROWSE  WEB APPLICATIONS

| g5 [ Manage Features
Le T x ol @3 Managed Paths

[ Blockea File Types
-

&7 User Permissions

New Extend Delete  General Authentication Self Service Site
Settings~ [21 Service Connections Providers Creation [y Web Part Security
Contribute Manage Security
Central Administration Name
Application SharePoint - 80
Management SharePaint Central Administration v4
System Settings Sharepaint - 8888
Monitoring SharePoint - 6454

Backup and Restore
Security
Upgrade and Migration

General Application
Settings

Apps
Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

6. Click User Policy.

e 9 3 A Sl

Newsfeed OneDrive Sites System Account >

User  Anonymous Permission
Policy i

Policy

Policy

URL
http://sharepoint/
http://sharepoint:44444/
http://sharepoint:88s8/
httpsi//sharepoint:6454/

) SHA

20
44444
8888
6454
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(O S T ————

v @[ Q search

B9 RO

[&) Most Visited [ Sharepoint Admin > ABAC Top Level > ABAC Finance | | Nextlabs Reporter

Policy for Web Application

Adding or updating Web application policy with new users or groups will trigger a
SharePoint Search crawl over all content covered by that policy. This can reduce search
crawl freshness and increase crawl load. Consider using security groups at the policy

level and add/remove users from security groups to avoid this.

2 add Users | X Delete Selected Users | B Edit permissions of Selected Users

[ Zone Display Mame

[ (Allzones) NT AUTHORITVLOCAL
SERVICE

3252
3253 7. Click the Add users link.

NT AUTHORITY\LOCAL

Permissions.

Full Read

Add Users

Select the Zone

The security policy will apply to
requests made through the
specified zone. To apply a policy
to all zones, select "(All zones)".
All zone policies are only valid for
Windows users.

3254

MNext =

Cancel

3255 8. Click Next.
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3257
3258

3259
3260
3261

SECOND DRAFT

X
Add Users
Zone S
The security policy will Zone;
apply to requests made (all zones)
through the specified
Zone.
Choose Users
! Ceer Users:
You can enter user names
or group names, Separate
with semi-colons,
L |
Choose Permissions
Choose the permissions permissions:
you want these users to [E] Full Control - Has full contral.
have.
[ Full Read - Has full read-only access.
[[] Deny write - Has no write access.
[C] Deny &Il - Has no access.

Choose System Settings

System accounts will not [C] Account operates as System
be recorded in the User

Information lists unless

the account is directly

added to the permissions

of the site. Any changes

B o e ]

9. Onthe Add Users screen, click the small browse icon (looks like an open book) under the Users
field.

Expected Result: On the Select People and Groups screen, you should see a grouping with the
name of the trusted token issuer (e.g., Federated Logon from Identity Provider). You should also
see the newly configured attribute (e.g., company) listed under that grouping.
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3270
3271
3272

3273

SECOND DRAFT

Select People and Groups x

Select People and Groups ]
Find 2| [List View [~

Display Name E-mail Address Title Departme

-ﬁ Organizations Type into the search box above then press "Enter”
H#, Active Directory

L8 All Users
4 ¢ Federated Logon from Identity

upn

company

Add ->

OK ’ Cancel l

6.5 Configure the Claims Viewer Web Part at the SharePoint Site

Follow the instructions below to configure the Claims Viewer web part at the SharePoint site. The Claims
Viewer is a component that is useful to the SharePoint administrator because it displays a list of the
attributes that are loaded into the web session. This list can be used to validate that the correct set of
attributes and associated values are being passed from the PingFederate-RP, and that SharePoint is
correctly configured to read the attributes.

1. Logon to the server that hosts SharePoint for the RP.

2. Launch your browser and go the SharePoint central administration page (e.g.,
http://SharePoint.abac.test:44444/default.aspx). Log on using the credentials of the SharePoint
administrator.

The central administration home page displays.
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€ Bl ) @ sharepoint.abac.test 44444/ default.aspe

[ Meost Visited B> Sharepoint Admin B> ABAC Top Level B> ABAC Finance extlabs Reporter

SharePoint

BROWSE  PAGE

s 3

Central Administration

Application

Management

System Seftings {L | Application Management
=€) Vianage web applications

Monitoring Create site collections

Manage service applications

Backup and Restore
Manage content databases

Security

Upgrade and Migration Moni
\"W\,, onitoring
LYW Review problems and solutions

General Application =
Check job status

Settings
Apps -
[ Security
Office 265 Q) Manage the farm administrators
Nextlabs Entitlement group
Manager Configure service accounts

Configuration Wizards
L.L‘ | General Application Settings

Fanfimurn cand tn sanna inne

S kB 9 3+ A @

@ | O view saml messages fiddler

ed OneDrive System Account~  $& %

o are

(X) The sharepoint Health Analyzer has detected some critical issues that require your attention. View these issues.

System Settings Resources

Manage servers in this farm
Manage services on server
Manage farm features
Configure alternate access
mappings

There are currently no favorie links to display.
To add a new link, click "Add new link",

& Add new link

Backup and Restore
perform a backup
Restore from a backup

Perform a site collection backup

Upgrade and Migraticn
Convert farm license type
Check product and patch

installation status
Check upgrade status

3. Onthe Central Administration menu on the left, click System Settings.

€ Bl ) @ sharepoint.abac.testd4444/systemsettings.aspx

[} Most Visited B> Sharepoint Admin B ABAC Top Level [ ABAC Finance lextlabs Reporter

rePoint

BROWSE  PAGE

H:) System Settings

Central Administration
Ui Servers
Application
Management

system Settings E-Mail and Text Messages (SMS)

Monitering Cenfigure mobile account

Backup and Restore
Farm Management
Security |

e 9 3 B

|| Q. view saml messages fiddler

feed OneDrive System Account~ %

€ stiare

Manage servers in this farm | Manage services on server

Configure outgaing e-mail settings | Configure incoming e-mail settings

Configure alternate access mappings | Manage farm features | Manage farm solutions

Upgrade and Migration

Manage user solutions | Configure privacy options | Configure cross-firewall access zone

4. On the Farm Management menu, click Manage Farm Solutions.

Central Administration Name
Application helloitsliam.claimsviewerwebpart.wsp
Management

nextlabs.entitlement wsp
System Settings

Monitoring

Backup and Restore

Newsfeed OneD

System Account= £

) SHARE

Solution Management o

Status Deployed To
Not Deployed None
Deployed hitp//sharepoint:8888}...

5. Click on the helloitsliam.claimsviewerwebpart.wsp link.
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Sys

> Solution Properties

Central Administration

Deploy Solution | Remove Solution | Back to Solutions

Application
Management
System Settings Name: helloitsliam.claimsviewerwebpart.wsp
Monitoring Type: Core Solution
Contains Web Application Resource: Yes

Backup and Restore Contains Global Assembly:

Yes

Security Contains Code Access Security Policy: No

Upgrade and Migration Deployment Server Type:

Deployr it Status:
General Application eployment Status
Settings Deployed To:
. Last Operation Result:
Apps

Last Operation Details:
Office 365

Nextlabs Entitlement

Manager
Last Operation Time:
Configuration Wizards

Front-end Web server

Not Deployed

None

The solution was successfully retracted.

SHAREPOINT : http://sharepoint/ : The solution was successfully retracted.
SHAREPOINT : http://sharepoint:8888/ : The solution was successfully retracted.
SHAREPOINT : http://sharepoint/ : The solution was successfully retracted.
SHAREPQINT : hitp://sharepoint:8888/ : The solution was successfully retracted.
7/20/2015 7:08 PM

6. Click on the Deploy Solution link at the top of the page.

H:' Deploy Solution o

Central Administration Solution Information

i Information on the solution you Name: helloitsliam.claimsviewerwebpartwsp
Application ¥
have chosen to deploy.
Management Locale: 0
System Settings
Deployed To: None

Monitoring

Backup and Restore
Security Deploy When?
Upgrade and Migration Atimer job is created to deploy
this solution. Please specify the

General Application time at which you want this

Settings solution to be deployed.
Apps
Office 365 Deploy To?

Nextlabs Entitlement The solutien contains W
Manager application scoped
and should be deployed to
specific Web applications. Please
choose the Web application
where you want the solution to
be deployed.

Configuration Wizards

Deployment Status: Not Deployed

Choose when to deploy the solution:

@ Now
© At a specified time:

7/20/2015 B[ 11pm[=] [00[+]

Choose a Web application ta deploy this solution:

All content Web applications El

Warning: Deploying this solution will place assemblies in
the global assembly cache. This will grant the solution
assemblies full trust. Do not proceed unless you trust the
solution provider.

7. Click OK at the bottom of the page.

The claimsviewerwebpart should be shown as deployed on the Solution Management page.
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SharePoint N Al System Accour
<
Solution Management o
Central Administration Name Status Deployed To
Application helloitsliam. claimsviewerwebpart wsp Deployed http://sharepoint:8888/,...

Management nextlabs.entitlement.wsp Deployed http://sharepoint:8888y,...
System Settings

Monitoring

Backup and Restore

Security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Nextlabs Entitlement
Manager

Configuration Wizards

This completes the portion of the claims viewer web part configuration at the SharePoint central
administration page.

6.5.1.1  Configure SharePoint Claims Viewer
This section explains how to add a new page to the SharePoint site to view the claims.

1. Logon to the RP’s SharePoint site (e.g., https://SharePoint.abac.test) using the credentials of the
SharePoint administrator. Select Windows Authentication at the Sign On screen.

SharePoint Newsfeed OneDrive Sites [ISECIFNSIEINE 0
BROWSE  PAGE ) SHARE ¢ Folow [ smc  # eom
A Runabout Air - root site  Finance  Internet Technology ~ Marketing Research and Development  Sales # EDITLINKS Search this st
Runabout Air o g ? corch thi ste

Runabout Air - root site

ABAC Root Site Get started with your site  remove s

Documents

Access Control

alla

Claims Viewer

ABAC Finance Dept ‘Working on a
Share your site. deadline? and other apps. What's your style? Your site. Your brand.

IT Dept

ABAC Marketing Dept

Documents
ABAC Research Dept
ABAC Sales Dept @ new document or drag files here
Recent v [1 wame Modfied  Modified By
Site Contents There are no documents in this view.

# EDIT LINKS

2. Click the gear icon at the top right corner of the page and select the Site Contents link.
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Runabout Air

ABAC Root Site
Documents
Access Control

Claims Viewer

ABAC Finance Dept
ABACTT Dept

AC Marketing Dept

C Research Dept
ABAC Sales Dept
Recent

Site Contents

# EDIT LINKS

3294
3295

Runabout Air

ABAC Root Site
Dacuments
Access Control

Claims Viewer

ABAC Finance Dept
ABAC IT Dept

ABAC Marketing Dept
ABAC Research Dept
ABAC Sales Dept
Recent

Site Contents

# EDIT LINKS

3296

3297
3298

Runabout Air

ABAC Root Site
Documents
Access Control

Claims Viewer

ABAC Finance Dept
ABAC IT Dept

ABAC Marketing Dept
ABAC Research Dept
ABAC Sales Dept
Recent

Site Contents

#' EDIT LINKS

3299
3300

Runabout Air - root site

Finance

Site Contents

Lists, Libraries, and other Apps

add an app

Form Templates
0 items
Modified 3 months ago

Internet Technology

Marketing

Content and Structure
Reports

7 items

Modified 3 months ago

Research and Development  Sales

@ SITE WORKFLOWS

Cn

4 EDIT LINKS

£ SETTINGS

Documents

0 items
Modified 7 weeks age

Site Assets
2items
Modified 7 weeks ago

Search this site

& RECYCLE BIN (0)

Cn

Site Collection Documents Site Collection Images Site Pages
0 items

Modified 3 menths ago

0 items
Modified 3 months ago

5 items
Modified 9 minutes ago

Workflow Tasks

0items

Style Library
28 items

Modified 3 months ago Modified 3 months ago

Reusable Content
3items
Modified 3 months ago

= 5

3. Click on the Site Pages library. This will show a list of the existing pages on the site.

Runabout Air - rootsite  Finance  Internet Technology ~ Marketing  Research and Development  Sales # EDIT LINKS Search this site
@ new Wiki page
All Pages By Author By Editor Find a file o
v [ Hame
&) testz s
] testix
& Home
& Claimsviewer
&) How To Use This Library

4. Click the new Wiki page link to add a new page. This link may be named differently, depending
on your site’s SharePoint template. Enter a name for the new page (e.g., ClaimsView).

Runabout Air - root site  Finance  Internet Technology ~ Marketing  Research and Development  Sales # EDIT LINKS Search this site
New page name
[ Claimsview
Findit at https://sharepoint.abac.test/SitePages/ClaimsView.aspx
Create Cancel

5. Click Create. The SharePoint page editor for the newly added page displays.
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6.

8.

SharePoint

BROWSE ~ PAGE | FORMATTEXT | INSERT

vsfeed

OneDrive  Sites  [SECIENETISaE o 4

) SHARE Yy FOLLOW [§ SAVE [

@ D = o Body #* - 13px v
(] ] 0 2 cony

Save CheckOut  Paste B I U akx, x* - A fe

Undo
Edit Clipboard Font

Paragraph

Paragraph

Heading 1

Styles

rasbeendi | A g B [AaBbCe

Heading 2

ABC <3 & M
7/ [ Select -
Spelling  Text dit

- Layout- Source 5, Convert to XHTML

Spelling _Layout Markup

ABAC Root Site
Documents
Access Control

Claims Viewer

ABAC Finance Dept
ABACIT Dept

ABAC Marketing Dept
ABAC Research Dept
ABAC Sales Dept
Recent

Site Contents

# EDIT LINKS.

Click on the INSERT tab at the top of the page. Click on the Web Part button.

SharePoint

BROWSE  PAGE | FORMATTEXT | INSERT

Newsfeed OneDrive Sites  [SEINEAEe-TSAE o B4

€ SHARE ¥y FOLLOW [ savE [

H oD @ 8

Table  Picture Videoand  Link Upload App  Web  Embed
- - Fil Pat  Pat  Code

Tables Media Links Parts Embed

Categories Parts About the part

&1 Apps * [MContent and Structure Reports [ESite Collection Images Content and Structure Reports

L3 Blog |  EgDocuments @iSite Pages Use the reports list to customize the queries that
[ Business Data fiForm Templates 5] Workflow Tasks appear in the Content and Structure Toal views
B3 Community [MReusable Content

[ Content Rollup fisite Assets

E3 Custom gisite Collection Documents

Upload a Web Part v

Add part toj Rich Content [

Add Cancel

ABAC Root Site
Documents
Access Control

Claims Viewer

In the Categories list, select Custom. In the Parts list, select ClaimsViewerWebPart.

SharePoint

BROWSE  PAGE | FORMATTEXT | INSERT

Newsfeed OneDrive System Account~

) SHARE ¥ FOLlow g save [

Eolb an 8k«

Table Picture Videoand  Link Upload  App  Web  Embed
- - Audio~ - File Part  Part ode

Tables Media Links Parts Embed

Categories Parts

&1 Apps *  [OiClaimsViewerWebPart - ClaimsVi..

[a Blog
[ Business Data
[ Community

[a Content Rollup
L3 Custom

I

Upload a Web Part v

About the part

ClaimsViewerWebPart - ClaimsVisualizer
My Web Part

Add part to] Rich Content [z]

Add Cancel

ABAC Root Site
Documents
Access Control

Claims Viewer

Click Add.
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SharePoint

BROWSE ~ PAGE | FORMATTEXT | INSERT

7 o Cut

& & 0o,

Save Check Out  Paste

Body ¥ 18px - ESH i

B I U akx, x°

I»
3

Undo
Edit Clipboard Font Paragraph Styles

Newsfeed OneDrive  Sites

nasbeendt | A\ g Bl |AaBbCc

= Paragraph | | Heading1 | | Heading2 | .

System Account~ ¥ P
) SHARE Yy FoLlow g save [

ABC

v

speliing

<5 G -
./ [% Select

Edit _
Layout~  Source 5, Convert to XHTML

Spelling Layout Markup

ABAC Root Site
ClaimsViewerWebPart - ClaimsVisualizer
ch=}

Documents
Access Control

Claims Viewer

ABAC Finance Dept
ABAC IT Dept

ABAC Marketing Dept
ABAC Research Dept
ABAC Sales Dept
Recent

Site Contents

# EDIT LINKS

9. Click the SAVE button at the top right corner of the page.

SharePoint launches the new page (e.g., ClaimsView) that was just created. Save the URL of the
new page (e.g., https://SharePoint.abac.test/SitePages/ClaimsView.aspx), because you will use

it later in a functional test.)

The Claims Viewer Web Part on the page displays. It is collapsed by default.

SharePoint

BROWSE  PAGE

Runabout Air - root site Finance

ClaimsView

Internet Technology ~ Marketing

Runabout Air

ABAC Root Site ClaimsViewerwebPart - ClaimsVisualizer
Documents [ck=]
Access Control

Claims Viewer

Finance Dept

IT Dept
Marketing Dept
Research Dept
ABAC Sales Dept
Recent

Site Contents

#" EDIT LINKS

Newsfeed OneDrive  Sites

Research and Development

System Accountv ¥ 2

€y SHARE Yy FOLLOW  EDT [

sales # EDIT LINKS. Search this site

10. Click on the + sign under ClaimsViewerWebPart to view the claims data. You will see a list of
claim values and information about the SAML token at the bottom of the page.
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SharePoint Newsfeed OneDrive Sites [EGEIINAaasIISNNE o B4
BROWSE  PAGE ) SHARE ¢ FOLLOW # EDT |
Runabout Air Runabout Air - root site Finance Internet Technology Marketing Research and Development Sales # EDIT LINKS Search this site

ABAC Root Site ClaimsViewerWebPart - ClaimsVisualizer
Documents 2e i
Access Control Issued Identity
Claims Viewer Claim Type Claim Value

http:/fschemas.xmlsoap.org

0

ABAC Finance Dept http:/fschemas.microsoft.com
ABACTT Dept Jws{2008/06/identity/claims | S-1-6-21-972639956-266376111-2639239546-1108

Jprimarysid
ABAC Marketing Dept http:/fschemas.microsoft.com
o Jws/2008/06/identity/claims §-1-5-21-972639958-268376111-2639239546-513
ABAC Research Dept Jprimarygroupsid
ABAC http:/fschemas xmlsoap.or
ABAC Sales Dept hitp:lischemas xmisoap.org TEST
Recent Jelaims/upn

http:/fschemas.microsoft.com
Site Contents Isharepoint/2009/08/claims | ABAC\sharepointadmin

1 m

4 EDITLINKS hitp://schemas microsoft com

Isharepoint/2009/08/claims 0#.wl|abac\sharepointadmin

Juserid

http:/fschemas xmlsoap.org

Iws/2005/05/identity 0# w|abac\sharepointadmin dl

Ielaime inama

6.6 Functional Test of All Configurations for Section 6

The instructions in this section will perform an integrated test all of the configurations in Section 6.
Using the browser, you will log on using an account that was created in Microsoft AD. Then you will use
the SharePoint claims viewer to validate that the newly configured attributes are passed from the IdP to
the RP and that the attributes are successfully loaded into the SharePoint web session.

1. Launch your browser and go to the RP’s SharePoint site (e.g., https://SharePoint.abac.test).

I ——— —
E) Sign In x |I| +
_'J e

€ @ https://sharepoint.abac.test/_login/default.aspx?ReturnUrl=%2f_layouts%2f15%2fAuthenticate. aspx:3fSo c

[2h Most visited B Sharepoint Admin B ABAC Top Level B9 ABAC Finance [ | Nextlabs Reporter

Select the credentials you want to use to logon to this SharePoint site:

| -]

Windows Authentication

Federated Logon from Identity Provider

2. Select Federated Logon from Identity Provider.

Your browser is redirected to the PingFederate-IdP, and you see the PingFederate Sign On
screen.
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U o Sign On x E+ T ——
| €= | @ https://idp.abac.test9031 /idp/550.caml2 v @ || Q Search

i 3
Most Visited B3% Sharepoint Admin @ ABAC Top Level @ ABAC Finance | | Mextlabs Reporter

Sign On

Please sign on and we'll send you right along.

Username

Password

3327
3328 3. Enter the credentials of the Microsoft AD account created earlier in this guide (e.g., Ismith).
Please sign on and we'll send you right along.
Username
Ismith ¥
Fassword
S80S0 RRRRRRReR
3329
3330 4. Click Sign On. On the RSA Adaptive Authentication screen, enter the SMS validation code
3331 received on your mobile phone. Then, click Continue.
3332 Once authenticated at the IdP, your browser automatically redirects to the PingFederate-RP
3333 (e.g., rp.abac.test) and then to the RP’s SharePoint (SharePoint.abac.test) site.
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€ il & hitps://sharepoint.abac.test/SitePages/Home.aspx

B 9 3 4D

|8 Most Visited B Sharepoint Admin B ABAC Top Level ) ABAC Finance | | Mextlabs Reporter

SharePoint

BROWSE PAGE

Runabout Air - root site Finance

Runabout Air

Newsfeed  OneDrive lsmith~ ¥

L3 sinc # eom

=

¥ FOLLOW

Internet Technology Marketing Research and Development Sales Search this site

Runabout Air - root site

ABAC Root Site Get started with your site
Documents
Access Control

Claims Viewer

ABAC Finance Dept

and other ap)

ABAC T Dept

C Marketing Dept
ABAC Research Dept Documents
ABAC Sales Dept

Recent

v [ Name Modified

Site Contents

@ new document or drag files here

Maodified By

REMOVE THIS

There are no documents in this view.

5. Once you arrive at the SharePoint site home page, navigate to the claims viewer page that was

created in the earlier section (e.g., https://SharePoint.abac.test/SitePages/ClaimsView.aspx).

Expand the claims viewer web part on the page to see a list of claims.

Expected Result: You should see the newly configured attribute (e.g., company) and its
associated claim value. The claims viewer shows the name of each attribute (i.e., claim) using a
long format such as http://schemas.xmlsoap.org/ws/2005/05/identity/claims/company.

SharePoint

BROWSE PAGE

Runabout Air - root site

Runabout Air

ClaimsViewer

ABAC Root Site

e

Documents

Finance

Newsfeed OneDrive Sites Ismith~ %%
Y7 FoLLow  / EDIT
Internet Technology Marketing Research and Development Sales Search tl

ClaimsViewerWebPart - ClaimsVisualizer

Access Control ssued Identity

Claims Viewer Claim Type

Claim Value

http://schemas.xmlsoap.org
Jwis/20056/05/identity/claims
/nameidentifier

Ismith

ABAC Finance Dept

http://schemas.xmlsoap.org|

ABACIT Dept

|smithf

ABAC Marketing Dept

ABAC Research Dept

Conway In

http:/fschemas_microsoft com

ABAC Sales Dept
- eeles bep Isharepoint/2009/08/claims

(e tlfederated logon from identity provider|lsmith

Recent Juserid
http://schemas xmlsoap.org
Site Contents wis/2005/05/identity

/claims/name

Qe tifederated logon from identity provider|lsmith

http://schemas_microsoft.com
/sharepoint/2009/08/claims
fidentityprovider

trusted:Federated Logon from ldentity Provider
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6.6.1  Temporarily Disable SAML Encryption for Testing and Troubleshooting

Message Exchanges
Follow the instructions below to temporarily disable the encryption of SAML messages between the IdP
and the RP. You should perform the steps in this section only when explicitly instructed to do so in
another section of the guide (e.g., during a functional test). You may also need to refer back to this
section in the future to test or troubleshoot SAML message exchanges in your environment.

Temporarily disabling the encryption can help test that the expected attributes are being exchanged
between the IdP and the RP. By temporarily disabling the encryption, you will be able to see the
attributes and their associated values in the SAML messages using the Firefox SAML tracer add-on or a
comparable software tool. When testing or troubleshooting is completed, you can enable the encryption
again.

6.6.1.1  Disable SAML Encryption

1. Launch your browser and go to https.//<DNS_NAME>:9999/pingfederate/app. Replace
DNS_NAME with the fully qualified name of the IdP’s PingFederate server (e.g.,
https://idp.abac.test:9999/pingfederate/app). Log on to the PingFederate application using the
credentials you configured during installation.

2. Onthe Main menu under SP CONNECTION, click Manage All SP.

3. Click on the link for the SP connection for which you want to disable the encryption (e.g.,
https://rp.abac.test:9031).

4. Scroll down to the Protocol Settings group.

ASSERTION CONSUMER SERVICE URL

Endpoint URL: /sp/ACS.sami2 (POST)
ALLOWAELE SAML BINDINGS

Avrtifact false

POST true

Redirect true

SOAP false

SIGNATURE POLICY

Require digitally signed AuthN requests true
Always sign the SAML Assertion false
ENCRYPTION POLICY

Encrypt Entire Assertion true

5. Click on the ENCRYPTION POLICY link.

6. On the Encryption Policy screen, select None.
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(®) Protocol Settings

Assertion Consumer Service URL  Allowable SAML Bindings  Signature Policy Bl il IGIT" Summary

Additional guarantees of privacy may be used between you and your partner. Specify an encryption policy for the exchange of SAML messages.

@ None
©  The entire assertion
©  One or more attributes

[l SAML_SUBJECT
[ company

=
7. Click Save.

At this point, you have disabled SAML encryption at the IdP for this specific connection to the RP. You
can perform authentication testing using the Firefox SAML tracer to examine the SAML messages being
sent by the IdP to the RP.

6.6.1.2  Enable SAML Encryption again
Once testing is completed, follow the instructions below to enable the encryption once again.
1. Onthe PingFederate Main Menu under SP CONNECTION, click Manage All SP.

2. Click on the link for the SP connection for which you want to enable the encryption (e.g.,
https://rp.abac.test:9031).

3. Scroll down to the Protocol Settings group.

Protocol Settings
ASSERTION CONSUMER SERVICE URL
Endpoint URL: /sp/ACS.saml2 (POST)

ALLOWABLE SAML BINDINGS

Avrtifact false
POST true
Redirect true
SO0AP false
SIGNATURE POLICY

Require digitally signed AuthN requests true
Always sign the SAML Assertion false

ENCRYPTION POLICY

Status Inactive

4. Click on the ENCRYPTION POLICY link.

5. On the Encryption Policy screen, select The entire assertion.
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(®) Protocol Settings

Assertion Consumer Service URL  Allowable SAML Bindings  Signature Policy EFYSSIYILLEL =T Summary

Additional guarantees of privacy may be used between you and your partner. Specify an encryption policy for the exchange of SAML messages

@ None
@ The entire assertion
©  One or more attributes

SAML_SUBJECT
company

3379

3380 6. Click Save.

3381 7. Onthe Select XML Encryption Certificate screen, select the Block Encryption Algorithm (e.g.,
3382 AES-128), and the Key Transport Algorithm (e.g., RSA-OAEP). For the selection box above
3383 Manage Certificates, select the RP’s public key certificate to be used to encrypt the message
3384 content.

(®) Credentials

Digital Signature Settings  Signature Verification Settings Bt NS (M LN Rertyiy 1T

Please sefect the partner certificate to use when encrypting message content as well as the preferred biock encryption and key transport
aigorithms. Only RSA keys can be used for XML encryption.

Block Encryption Algorithm Key Transport Algorithm
@ AES-128 RSAv1.5

AES-256 (help) @ RSA-QAEP
@ Triple DES

01:4C:00:35:30:19 (cn=demo-sp-enc) B i

3 =3 1 £
3385

3386 8. Click Save.

3387  You have now enabled the encryption for the connection again.

3388 7 Setting Up NextLabs to Protect SharePoint

3389 7.1 Introduction

3390 In this build we are using an ABAC architecture to protect resources on a Microsoft SharePoint instance.
3391 In this section, we will install the NextLabs Control Center, Policy Studio, Policy Controller, and

3392 Entitlement Manager for SharePoint Server. Before getting started installing these components, you
3393 must prepare your environment. At a minimum, Windows Server 2012 must be set up with a configured
3394  Active Directory, and SharePoint must be installed and configured with a Site Collection. If you haven’t
3395  already completed the basic installation and configuration of Windows Server 2012 and Active

3396 Directory, please refer back to Section 2, “Setting up the Identity Provider.” If you haven’t already
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completed the installation and configuration of SharePoint, please refer to Section 4, “Installing and
Configuring Microsoft SharePoint Server and Related Components.”

The four NextLabs components installed in this How-To section provide an Information Control Platform
(ICP), Policy Administration Point (PAP), Policy Decision Point (PDP), and Policy Enforcement Point (PEP)
in the ABAC Architecture. Each component will be described generally in the Components section. Then
there will be separate sections illustrating installation and configuration of each component. Finally, the
Functional Test section will give some guidance for verifying the correct installation and configuration of
the various components presented in this section.

7.2 Components

= NextLabs Control Center (release 7.5): enterprise-level Information Control Platform (ICP) for
policy-driven data loss prevention and entitlement management; can contain many software
components, including the following two in this build:

Policy Studio: Enterprise Edition (PAP): application for policy lifecycle management,
provides a graphical user interface (GUI) for defining and deploying ABAC policies. This
product is installed on an instance of SQL Server.

Policy Controller (PDP): distributed component of the Control Center that evaluates policies
created in the PAP to determine a deny or allow decision when users attempt to access
protected resources. This product is installed on an instance of Microsoft SharePoint Server.

= NextLabs Entitlement Manager for Microsoft SharePoint Server (PEP): enforces the decisions
from the PDP to deny or allow access to SharePoint resources. this product is installed on an
instance of Microsoft SharePoint Server.

7.2.1  NextlLabs Control Center (release 7.5)

The NextLabs Control Center is an enterprise-level Information Control Platform (ICP). It integrates into
existing IT infrastructure, and applications and can be used to digitally manage policies to govern data
classification, access, sharing, and automate security compliance procedures. In order to fulfill its diverse
capabilities, the Control Center can be configured to incorporate and coordinate many NextLabs
software components. It is also possible to develop your own custom access control enforcers for
applications that do not already have an available enforcer built by NextLabs. In this build, we take
advantage of the Policy Studio, Policy Controller, and Entitlement Manager for Microsoft SharePoint
Server, which are discussed in the following sub-sections.

In order to support administrative and configuration activities necessary for its many components,
NextLabs Control Center provides a web application user interface called Administrator. Some of the
system monitoring and administrative tasks available via Administrator include: checking how many
policies are deployed in the network, finding out on which hosts the Control Center components are
installed, checking the status of Control Center server components, finding out how many enforcers are
currently running, finding out if any enforcers are disconnected, and finding out or modifying the
current heartbeat setting for an enforcer, among others.

Another key component of the Control Center is the Policy Server. The Policy Server runs continuously
from the moment of startup as a Windows service. As new policy is defined or policies are updated, the
Policy Server pushes these policy sets to the Policy Controller on the SharePoint Server.
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The Control Center platform is installed and configured on the same server as the build’s SQL database,
which we refer to as the SQL Server.

7.2.2  NextlLabs Policy Studio: Enterprise Edition

The NextLabs Policy Studio component of the Control Center is intended for administrators and policy
designers responsible for converting the general data access and usage management goals of the
enterprise into deployable, active policies. Depending on a company’s business rules, policies can be
defined to evaluate user (subject) attributes, resource (object) attributes, and environmental
(contextual) attributes.

The Policy Studio provides a graphical user interface with which you can create an abstract model
representing the various parts of the enterprise environment (users, applications, computers, and
environmental context), construct policies with these modeled components, and fine-tune policies using
advanced conditions that can change based on dynamic comparisons, evaluations, and contextual
factors. For example, policy designers can select pre-defined conditions including the time of day, day of
the week, connection type, and IP address, among many others. In addition to defining which attributes
to evaluate when making an enforcement decision, the policy construction process can also determine
notification obligations such that when a policy is allowed or denied, a user can be notified with a
default or custom message, a statement can be added to the application’s log file, and an email can be
sent to an administrator.

Like the Control Center platform, the Policy Studio is installed and configured on the SQL Server.

7.2.3  NextLabs Policy Controller

Each NextLabs Policy Controller provides the interface to the Policy Server component of the Control
Center (installed on the SQL Server), and serves as a distributed Policy Decision Point (PDP). It comprises
a set of software modules delivered with Control Center, read-to-install on the enforcer host or
development machine. Because it is not specific to any adapter type, it requires no customization. In this
build, the Policy Controller is installed and configured on the same server as the SharePoint instance,
which we refer to as the SharePoint Sever.

In general, the logical architecture of a NextLabs enforcer that protects an application (such as the
Entitlement Manager for SharePoint Server, covered in the next sub-section) consists of two parts, the
Policy Controller and the Policy Adapter.

The Policy Controller consists of the following functional components:

= The Policy Evaluation Engine evaluates whether or not each user action is covered by any of the
policies currently cached at that enforcement point. It bases its evaluation on multiple criteria
such as who the user is, what host he is using, how he is connected to the network, which action
is being attempted, on what resource, the date, the time, and so on. It does this in real time,
and operates continuously whether the host is connected to the network or not. Note that while
disconnected from the network the local encrypted bundle.bin policy cache would not be able
to be updated from policy changes made in the PAP.

Note: Policies are authored in the PAP GUI on the SQL Server, and any modifications to the
policy set are transmitted by the Policy Server, also installed on the SQL Server, to the Policy
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Controller on the SharePoint Server. It takes a heartbeat length of time for the updates to take
effect on the SharePoint Server. By default, the heartbeat rate of the desktop enforcer is set to
60 minutes, which is appropriate for a live production environment. For testing and learning
purposes, however, you should change this to 1 minute, which will allow you to define, deploy
and test policies with shorter delays. A heartbeat can be configured via the Control Center
Administrator web application.

= The Context Manager keeps constant track of the environmental context of all events, and
provides it to the Policy Engine and Policy Adapter. The context includes user identity, computer
host name, network connection type, and date and time.

=  For any policy that evaluates as True, the Obligation Manager initiates an obligation by sending
a request to a policy adapter’s obligation services or executing built-in obligations. It contains
three sub-components:

Policy Logger - collects and logs all activity details and policy decision results
Messaging Services - sends message to recipients or targets listed in a policy

Application Extender - launches an application or custom executable that performs some
custom obligation

= The Controller Manager records non-policy activities, updates the configuration, and secures
the controller. Components include:

Activity Recorder - records activities tracked by the policy adapter in real time.
Configuration Manager - applies profile and system configuration changes in real time

Policy Authentication - authenticates the policy set from the Policy Server and encrypts it
on the local file system

Note: It is the responsibility of the Controller Manager to encrypt the bundle.bin file on the
local file system for use during policy evaluation by the PDP.

Tamper Resistance Module - protects all Entitlement Manager processes, installed files, and
registry settings from tampering by users or other processes, and governs the automatic
start-up and restart features. The Policy Controller runs as a Windows service continuously
from the moment of startup, called Control Center Enforcer Service.

= The ICENet Client provides the interface for all communication with the Policy Server. It is used
for deploying new or changed policies, periodically sending activity logs from each control point,
and providing controller health status.

7.2.4  NextLabs Entitlement Manager for Microsoft SharePoint Server

The NextLabs Entitlement Manager for SharePoint is designed to enforce the policies that control
whether and how users can access, download, and use data stored on a SharePoint server. SharePoint
policies can apply to entire portals or to any parts thereof, and allow some users to view all webparts on
a page while blocking other users from viewing some subset of the webparts on the same page.
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7.2.5

Component

(cQ)

Control Center

Required Files

license.dat; Con-
trolCenter-64-
7.5.0.0-64-
201410211146.zip

Recommended or
Minimum Hardware
Requirements

1GB RAM; 1GHz
CPU; 4GB free disk
space

Hardware
Used in this
Build

Required or Recommended Files, Hardware, and Software

Recommended or Minimum Operating
System or Other Software

Windows Server

2008, Enterprise

Edition, R2, 64-bit, or Windows Server
2012; Java bundled and installed within
NextLabs CC; Microsoft SQL Server
2012; Microsoft SQL Server Manage-
ment Studio

Operating System or
Other Software
Used in this Build

Windows Server
2012; Java bundled
and installed within
NextLabs software
architecture; Mi-
crosoft SQL Server
2012; Microsoft SQL
Server Management
Studio

setup64-7.5.0.0-
10-
201410291227.zip

1.5 GHz, dual-core
CPU; 2GB; 10 GB
free disk space

Pack 3, 32-bit,

Windows 7, 32-bit

and 64-bit, or Windows Server 2008,
Enterprise Edition, R2, 64-bit; Microsoft
SQL Server 2012; Microsoft SQL Server
Management Studio

External Data- N/A 500 GB for table 500 GB for Internal PostgreSQL; External, Post- External MS SQL

base space table space | greSQL, External Oracle, or External MS | Server 2012
SQL Server

Policy Studio PolicyStudio- i3 or above, Windows XP, Service Windows Server

2012; Microsoft SQL
Server 2012; Mi-
crosoft SQL Server
Management Studio

Policy Control-
ler

PolicyController-
CE-64-7.0.1.0-1-
201405191624.zip

2GB RAM,; i3 or
above, 1.5 GHz, dual-
core CPU; 10 GB free
disk space

Windows XP, Service

Pack 3, 32-bit Windows 2003, 32-bit,
Windows 7, 32-bit and 64-bit,

Windows Server 2008, Enterprise
Edition, R2, 64-bit, or Red Hat Linux
Release 1, Updates

1-3

Windows Server
2012
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Component

Required Files

SharePointEn-
forcer-2013-64-
7.1.3.0-7-
201410101427 .zip

Entitlement
Manager for
SharePoint
Server

Recommended or
Minimum Hardware
Requirements

Hardware
Used in this
Build

Recommended or Minimum Operating
System or Other Software

* Microsoft Office SharePoint Server
2007 on

- Windows Server 2003, Enterprise Edition,
32-bit, Service Pack 2, or

- Windows Server 2008, Enterprise Edition,
64-bit, R2

¢ Microsoft Office SharePoint Server 2010
on

- Windows Server 2008, Enterprise Edition,
64-bit, R2

¢ Microsoft SharePoint Server 2013 on

- Windows Server 2008, Enterprise Edition,
64-bit, R2

Operating System or
Other Software
Used in this Build

Microsoft SharePoint
Server 2013 on Win-
dows Server 2012
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7.3

Server)
7.3.1 Installation and Configuration
/7311

Install the Microsoft SQL Server via Microsoft SQLServer 2012

Instructions available at the Microsoft SQLServer site: https://technet.microsoft.com/en-

us/library/hh231622(v=sql.110).aspx.

Notes:

1. Regarding installation of Microsoft SQLServer 2012: if you already completed the Section 4,

Installation and Configuration of NextLabs Control Center (on the SQL

“Installing and Configuring Microsoft SharePoint Server and Related Components,” this step will

already have been completed.

2. Regarding having a database dedicated to NextLabs: NextLabs recommends that for anything but
a demo or testing environment, you should use a database running on its own dedicated server

to store all system data, rather than rely on Control Center’s internal database. A dedicated

database server is strongly recommended because policy enforcement data accumulates quickly

and can reach a significant volume. The problem is not necessarily storage space, but the
performance drag on other processes caused by database queries of large amounts of data.

7.3.1.2 Create a New Database and Database User for the NextLabs Control Center

Installation and Administration

1. Open Microsoft SQL Server Management Studio and login to Microsoft SQL Server.

i Microsoft SQL Server Management Studio (Administrator) = [ =] ==
File Edit View Tools Window Help
P - | A NewQuey [y EREREG| & a9 - -8-5 @] | <
Object Explorer CE Connect to Server
Connect~ 3 4. m _1 ich
%wm
7 SQL Server2012
Servertype: |Database Engine v|
Server name |SO LServer v |
Authentication |Winduws Authertication ] |
SQLSERVER\Administrator
Connect ‘ | Cancel | ‘ Help | | Options >
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2. Right-click on Databases, left-click on New Database.

Ln Microsoft SQL Server Management Studio (Administrator)
Eile Edit View Debug Tools Window Help
PGl - (Sl @ | A NewQuey (R T4 2@ (|9 -0 -85 (&6 <
Object Explorer * 1 X

Conneci~ & 3d m “F EQ

= LB SOLServer (SOL Server 11.0,3058 - SOLSERVER\Ad
= oo =
] L@ Secur

F [ Server Attach...

£
¥
& [3 Replic Restore Database...
@ 3 Alway
3
£

MNew Database...

| G@ Mana Restore Files and Filegroups...

# [ Integr Deploy Data-tier Application...

EsaLs Import Data-tier Application...

Start PowerShell

Reports

Refresh

3. Inthe New Database window, specify a Database name that works for you. The application

automatically copies this into the Logical Names of the Database files. Click OK. Example name

from this build: nextlabs
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|nexﬂab5
Owner: |<defauh>

Ise fulltesd indexing

Database files:

Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
nextlabs Rows ..  PRIMARY 4 By 1 MB, Unlimited

Log Mot Applicable By 10 percent, Unlimited

Server:

SQLServer

Connection:
SQLSERVER“Administrator

;’E View connection properties

3539
3540 4. Click on the menu box next to Security to begin the process for creating a new login for the new
3541 NextLabs database’s administrator.
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s Microsoft SQL Server Management Studio (Administrator) = |[= -
Eile Edit View Debug Tools Window Help
PG S @ | L NewQuey (YERIGE| 4 2B (90 -2-5 &b 2
Object Explorer * X
Connect~ 3 3 m °F [2] .5
= La S0OLServer (SOL Server 1103038 - SOLSERVER\Ad
= [ Databases
= 3 Security
= 3
) [ Server Roles
= 3 Credentials
+ @ Cryptographic Providers
 [d Audits
[ [ Server Audit Specifications
+ [ Server Objects
# [J Replication
& [ AlwaysOn High Availability
# [ Management

# [ Integration Services Catalogs
L% S0OL Server Agent (Agent XPs disabled)

3542
3543 5. Right-click Logins. Left-click New Login.
3544 6. Click on SQL Server authentication, and enter a new Login name and Password.

NIST SP 1800-3C: Attribute Based Access Control

328



3545

3546
3547

SECOND DRAFT

1% User Mapping
% Securables

[ Status

Connecfion
Server;
S0LServer

Connection:
SQLSERVER \Administrator

Lﬂ_'.? View connection properties

Frogress
Ready

st + [ Hel

Login name: |ne:dlab5

) Windows authentication
(® SQL Server authentication

Password:

Confirm password:

[] Specify old password

Qld password: |

[] Enforce password policy
[] Enforce password expiration
[] Usermust change password at nest login

() Mapped to cedfficate |

() Mapped to asymmetric key |

[] Map to Credential |

Mapped Credentials

Provider

Remove

Default database: |nextisbs

v]

Default language: | <default>

v]

7. Click the menu box next to Logins. Right-click on the new user created in the previous step. Click

Properties.
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File Edit View Debug Tools Window Help
PGl T | Newuey [P 4 aB|9 -0 -3-5(E| b

Object Explorer > X
Connect~ 3! 4 § E ;
= 3 Databases ~
= 3 Security I
= @ Logins

&, #2MS_PolicyEventProcessinglogin
£, #2MS_PolicyTsqlExecutionLogin®?
& ABAC\sharepointadmin =
A ABAC\SQLAdmInN

a @_ Mew Login...

A NT i )

A NTS Script Login as »

& NTS Policies 3

& NTS Facets

A NTS

A sa Start PowerShell

A sau T

Report:
# [ Server R s L~

& I Rename

Delete

Refresh
Properties

8. Click on User Mapping, then New Database. Under Database role membership for:

[database_name], check the box next to db_owner.

L5 Microsoft SQL Server Management Studio (Administrator) == -
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3 Login Properties - nextlabs \;‘i-

5_::2“:“:'? ;S Script = Lj Help
% Server Roles
_'%_" User Mapping Users mapped to this login:
_: gf;umbles Map Database User Default Schema A
. o [=] master
] model
] msdb
! nestlabs | nextlabs dbo ==
[]  Profie DB
[ SharePoint_AdminCon...
] SharePoint_Config
= Social DB
(=] Sync DB
1 tempdb i

Databasze role membership for: nextlabs

Connection
[] db_accessadmin
Server: [] db_backupoperator
o S [] db_datareader
Connection: [[] db_datawriter
SQLSERVERAdministrator [] db_ddladmin

37 View connection properties E jE:ﬂ:m::::f;r

db_owner

Progress [] db_securityadmin
Ready public

oK || Cancel

7.3.1.3 Install and Configure the NextLabs Control Center

Complete standard Control Center installation per NextLabs documentation available to customers,
using the following steps:

1. Go to your Desktop or other known location where the required NextLabs Control Center
installation files are stored. Example:
C:\Users\Administrator\Desktop\NextLabs\Platform\7.5.0.0\

Note the location of the required license.dat file which will be needed later; example:
C:\Users\Administrator\Desktop\NextLabs\Platform\License\license.dat

2. Right-click on ControlCenter-64-7.5.0.0-64-201410211146.zip and select Extract All from the
floating menu. Wait for the files to be extracted.

3. Double-click to open the ControlCenter-64-7.5.0.0-64-201410211146 folder.
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e -

Share View

7.5.00

(= [=
7]

© 1

, » Platform » 7.3.0.0 »

v c,| | Search7.5.00

&

5 M
ame
. Favorites

B Desktop

4 Downloads

.
= Recent places

1™ This PC
mm Desktop
| Documents
4 Downloads
ot Music
=| Pictures
& Videos
&, Local Disk (C)

4 items 1 item selected

‘; ControlCenter-64-7.5.0.0-64-201410211146.zip
[2. release artifacts
(% Thumbs.db

Date modified
2/27/2015 1:48 PM
10/21/2014 3:09 PM
10/30/2014 3:06 PM

11/13/2014 2:37 PM

4. Right-click on ControlCenterServer-setup.exe, and select Run as administrator.

L B

Share View

application Toals  ControlCenter-64-7.5.0.0-64-20... | = | B -

Manage

2]

© -1

)+« 7.5.00 » ControlCenter-64-7.5.0.0-64...

W O| | Search ControlC

enter-64-7.5....

B

-~ Mame

i Favorites
B Desktop
4. Downloads

= Recent places

1M This PC
jm Desktop
| Documents
4. Downloads
o Music
=| Pictures
8 Videos
i, Local Disk ()

vl €

1 item selected 323 MB

2 items

5. Click Next.

B ControlCenterServer-setu pLEXE

FY

B ControlCenterServerDAC-setup.exe

Date modified

/2014 406 PM  Application

Type

|\ii'!f|

Open

Run as administrator
Troubleshoot compatibility
Pin to Start

Share with

Pin to Taskbar

Restore previous versions
Send to

Cut

Copy

Create shortcut

Delete

Rename

Properties

on
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Waksma e mnmmesearee  Gontrol
Control Center Server ce nter

The Installation Wizard will install Control Center Server on
your computer, To continue, dids Next.

WARMIMNG: This program is protected by copyright law and
international treaties.

3567

3568 6. Select | accept the terms in the license agreement, then click Next.

Please read the following license agreement carefully. Ce nter

MNextLabs ~ |
Software License Agreement t]

IMPORTANT MOTICE: PLEASE READ THIS AGREEMENT CAREFULLY.‘
BY CLICKING ON THE "ACCEPT" BUTTOMN BELOW, CUSTOMER
ACKNOWLEDGES THAT CUSTOMER HAS READ THIS AGREEMENT,|

UNDERSTANDS IT, AND AGREES TC BE BOUND BY IT. IF CUSTOMER|
DOES NOT AGREE TO ANY OF THE TERMS BELOW, MEXTLABS ISE
UNWILLING TO LICENSE THE SOFTWARE AND DOCUMEMTATION TO
CUSTOMER, AND CUSTOMER SHOULD CLICK ON THE "DO NOT_-

AoCoT ol Tkl ol MAr T PSS CRITIRL IS TUE IMICTALL ATIOR L

(®) I accept the terms in the license agreement
() I do not accept the terms in the license agreement

3569
3570 7. Click Next.
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Destination Folder | Control @‘

Cick Mext to install ko this folder, or cick Change
to install to another folder. ce nter

Install Contral Center Server to:

C:VProgram Files\Mextlabs\Policy Server),

3571
3572 8. Select the Complete setup type. Then, click Next.
Setup Type Control @
Choose the setup type that best suits your needs, Ce nter
Please select a setup type.
® Complete
All program features will be installed. (Requires the most disk
space.)
() Custom
Choose which program features you want installed and where they
will be installed. Recommended for advanced users.
3573
3574 9. Enter the location of the license file in the License File Location field, or click Change to navigate
3575 to its location in Windows File Explorer. Click Next.
3576 Example location: C:\Users\Administrators\Desktop\Platform\7.5.0.0\ ControlCenter-64-7.5.0.0-
3577 64-201410211146\license.dat

NIST SP 1800-3C: Attribute Based Access Control

334



SECOND DRAFT

(:(1Eg:::3{E§I' <§:E‘

Please locate the license.dat file required for installing Control Center Server. If
you have not obtained this file, please cancel the installation and contact
MextlLabs to request for a license file.

b \Users\Administrator\Desktop'Platform7. 5.0.04Contro Change...

3578
3579 10. In the configuration wizard Super User password screen, enter a Password for the built-in
3580 administrative user for all Control Center Server applications. Click Next.
Super User Password Cont rOI @‘
Center
Enter the Administrator password. The Administrator is the built-in administrative user for all
Control Center Server applications.
Administrator Login Name:
|Admir‘|i5trator
Passwaord:
|| FTEEEREES
Please confirm your password:
|| ........l
3581
3582 11. At the SSL Certificate Password screen, enter a Password to access the SSL certificates for the
3583 Control Center Server. Click Next.
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‘ SSL Certificate Password Control @ ‘

Center

Please enter a password to access the S5L certificates for Control Center Server.

Password:

Please confirm your password:

3584
3585 12. At the Encryption Key Store Password screen, enter a Password to access the Encryption Key
3586 Store for the Control Center Server. Click Next.
Encryption Key Store Password Cont I"Ol @‘
Center
Please enter a password to access the Encryption Key Store for Control Center Server,
Password:
|| (2211111}
Please confirm your password:
|| (2211111}
3587
3588 13. At the Application User Authentication screen, click Skip.
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i Control Center Server - Installation
Application User Authentication Cont ro l
Center

Enter the source domain to authenticate Control Center Server application users, If
you don't want to use integrated Windows authentication, didk on Skip. You can
change this configuration at a later time.

Domain Name: J

Domain Controller: I

Base DN: J (e.q. dc=bluejungle)
Username: | (e.q. jsmith)
Password: || |

| Skip || < Back || Mext = | | Cancel

14. At the Control Center Server Database Location screen, select Store in an external Sql Server

database instance. Click Next.

i Control Center Server - Installation
Control Center Server Database Location Cont ro l
Center

() Let Control Center Server handle this data

Control Center Server will store all data in its internally managed
database. This option is only recommended for software evaluation and
very small size deployments.

() Store in an external PostgreSQL database instance

6 o) Control Center Server will store all data in an external Postgres

ﬁ database. You will need to provide a connect string and valid
credentials to this database. This option is recommended for small to
medium size deployments.

() Store in an external Orade database instance

Control Center Server will store all data in an external Orade database.
You will need to provide a connect string and valid credentials to this
database. This option is recommended for medium to large size
deployments,

(®) Store in an external Sql Server database instance

Control Center Server will store all data in an external Sgl Server
database. You will need to provide a connect string and valid
credentials to this database. This option is recommended for medium to
large size deployments.

| < Back " Next = | | Cancel

15. At the SQL Server Settings screen, do the following:

a. Specify the Connect String, including the name of the new SQL database created.

Example: nextlabs
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b. Specify Username (non-Super User) and Password.

c. Click Next. Note: If the error Connection to the SQL database could not be established
properly appears, it may help to restart the SQL Server.

CoStrol @‘

enter

Please enter the Sgl Server settings below,

Connect String:

|sq|server:£ﬂom|host: 1433;DatabaseName=nextabs;

Username:

|r1ext|abs

Password:

16. At the Port numbers window, the default port numbers are already entered: Web service port
number: 8443, Web application port number: 443. Click Next.

Port numbers | | Control @‘

Center

Control Center Server is going to use the following ports. If needed, you can change the part
numbers below,

Web service port number;

Web application port number: |443

17. At the Mail Server Settings screen, click Skip.
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In order for Control Center Server to send email notifications, please enter the location of your
mail server, If required, please enter valid credentials to access the mail server.,

Mail server location: Mail server Port:

3604
3605 18. At the Ready to Install the Program screen, click Install.
Ready to Install the Program Cont rOI
The wizard is ready to begin installation.
Click Install to begin the installation.
If you want to review ar change any of your installation settings, dick Back. Click Cancel to
exit the wizard,
3606
3607 19. At the Installation Wizard Completed screen, click Finish.
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i Control Center Server - Installation -
nstaliation Wizard Comploted Control
Center :@

The Installation Wizard has successfully installed Control
Center Server,

Click Finish to exit the wizard.

To start Control Center Server, please go to the services
control panel and start the Control Center Server Service once
the import process completes.

20. Open an Internet browser and navigate to the following URL: https://localhost/administrator to

login to the Control Center Administrator web application.
a. If asecurity certificate warning comes up, click Continue to this website.
b. Enter the Administrator (Super User) Username and Password.

c. Click Login.
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= T= |

G@E@ https://localhost/ac O ~ @ Cﬂﬁ—-(’” (2 Control Center Administrat... ‘ | i ok 3E

~

NEXTLABS'

Administrator Login

Username: Administrator

Password: esssssss| -
Login
W
3614
3615 21. Once logged into the Control Center Administrator web application in your browser, you can
3616 verify that the NextLabs Control Center is installed and configured correctly on the SQL Server,
3617 and view the following information:
3618 a. Fully qualified domain name (FQDN) of the server hosting the NextLabs Control Center.
3619 Example: SQLServer.ABAC.TEST
3620 b. Services running on the host server, including but not limited to:
3621 i. Intelligence Server
3622 ii. Dynamic Access Control
3623 iii. Key Management Server
3624 iv. Management Server
3625 v. Policy Management Server
3626 For more information about these or other services running continuously via NextLabs
3627 Control Center on the SQL Server, please refer to NextLabs support documentation.
3628 c. Port via which the above services are running. Example: 8443, default for web services
3629 d. For each of the listed services, the default heartbeat period is 60 minutes, and can be
3630 modified via the Administrator (See step 23).
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@ Control Center Administrat..,

Logged in 36 Afminsiator | jogout | chanpe password | help

| Status || Users And Roles ” Policy Enforcer Configuration
Status Overview | Policy Enforcer Status
Status Overview
RS Server Status
Last updated-8:35 AW
Server Type
Policy Enforcer Status (Last 24 Hours) 5
Intelligence
Policy enforcers not . SQLSERVER.ABAC.TEST_dac i
connecting
Dynamic
Policy Consistency SQLSERVER_ABAC TEST ddac Access
Policy enforcers with out-of- n Gontrol
date policy o
= SQLSERVER.ABAC.TEST_dkms Management
System Statistics S
Last updated-8:35 AW
SQLSERVER ABAC.TEST_dem Enrolment
Policy Enforcers Manager
Desktop Enforcers ICEMet
0 SQLSERVER.ABAC.TEST_dabs
Registered - Server
Portal Enforcers Registered 1 Man:
agement
Active Directorys Registered i} SULSEHNESE AHACE SIdis Server
File _Server Enforcers 0 Policy
Registered SOLSERVER ABAC TEST_dpms Management

Host

SQLSERVER.ABAC.TEST

SQLSERVER.ABAC.TEST

SQLSERVER.ABAC.TEST

SQLSERVER.ABAC.TEST

SOLSERVER ABAC.TEST

SQOLSERVER ABAC TEST

SQLSERVER ABAC TEST

Port

8443

8443

Last Heartbeat

Jun 30, 2015 -
8:34:27 AM

Jun 30, 2015 -
8:34:27 AM

Jun 30, 2015 -
8:34:27 AM

Jun 30, 2015 -
83417 AM

Jun 30, 2015 -
8:35:115 AM

Jun 30, 2015 -
8:35:02 AM

Jun 30, 2015 -
8:34:52 AM

22. Click on the Policy Enforcer Configuration tab. The default Profile to open is the Desktop
Enforcer Portal, with the Settings sub-tab defaulted also open. To change the heartbeat
frequency for testing or debugging purposes, edit the Heartbeat Frequency field (minimum time
is 1 minute). Click Save.

@ Control Center Administrat.., >

NEXTLABS'

i

P
‘ Status ” Users And Roles || Policy Enforcer Configuration |
Deskiop Enforcer | File Server Enforcer | Portal Enforcer

Logged in a5: Adminisiistor | Jogout | change password | help

Desktop Enforcer Profiles Desktop Enforcer Default Profile

Deskiop Enforcer Dafavlt Profile Settings | Hosls |

Title |Desktop Enforcer Defau

ICENet Server [https./SQLSERVER ABAC. TEST-2443/dabs |- or - [

Heartheat Frequency [1 [hours ]
Audit Log Upload Frequency [30 | seconds V|
Max Log Size [2 |mB
Enable Push: [] Default Port{2000 |
Administrative Password [ |
Confirm Password I:l

EDl

©2000-2014 Mextlabs, Inc. All ights Resarved.
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7.4

741

Installation
Complete the standard Policy Studio installation per NextLabs documentation available to customers

using the following steps:

1.

3.

4.

Installation and Configuration of NextLabs Policy Studio: Enterprise
Edition (PAP)

On the SQLServer, go to your Desktop or other known location where the required NextLabs
Policy Studio installation files are stored. Example: C:\Users\Administrator\Desktop\NextLabs\

Right-click on PolicyStudio-setup64-7.5.0.0-10-201410291227.zip and select Extract All. Wait
for files to be extracted.

© -1

MR-

Share

MNextLabs

View

(= [=

v @

;¢ Mextlabs »

W C,.| | Search MextLabs

£ |

i Favorites
BE Desktop
4. Downloads

= Recent places

18 This PC

jm Desktop
| Documents
4. Downloads
o Music
=| Pictures
& Videos
&, Local Disk ()

3 items

L)

Mame

. Platform
| PolicyStudio-setupf4-7.5.0.0-10-201410291227
11 PolicyStudio-setup64-7.5.0.0-10-201410291227 zip

Date modified

Right-click on PolicyStudio-setup.exe and select Run as Administrator.

Double-click to open the PolicyStudio-setup64-7.5.0.0-10-201410291227 folder.
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ﬂ |.| l “ o7 |.| Application Tools

Home Share View Manage

© * |l » Net.. » PolicyStudio-setup6d-7.5.0.0.. v & | | Search PolicyStudio-setup6d-...

FY

'4.'\{ Favorites 2 Name Date modified Type

B Desktop PolicyStudio-setup.exe 10/29/2014 439 PM Application
g Downloads

"5l Recent places

1% This PC
g Desktop
| Documents
H, Downloads
lﬂ' Music
El Pictures
H Videos
i, Local Disk (C3) “l=)
1item 1 item selected 76.9 MB
3649
3650 5. Atthe Welcome to the Installation Wizard for Policy Studio screen of the Policy Studio
3651 Installation Window, click Next.
Welcome to the Installation Wizard for
Policy Studio
The Installation Wizard will install Policy Studio on your
computer. To continue, dick Next.
WARNING: This program is protected by copyright law and
international treaties,
3652
3653

6. At the License Agreement screen, select | accept the terms in the license agreement, and click
3654 Next.
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| License Agreement Control @‘

Please read the following license agreement carefully. CE nter

PLEASE READ THIS AGREEMENT CAREFULLY i'

NextLabs, Inc. Software License Agreement

IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT CAREFULLY.
BY CLICKING ON THE "ACCEPT" BUTTON BELOW, CUSTOMER v/

(®) I accept the terms in the license agreement
()1 do not accept the terms in the license agreement

InstallShield

3655
3656 7. At the Destination Folder screen, click Next.
Clck_ . I rm folder, or dick Ch COHTFD' <:
ick Next to install to thi A ick C to
inls13|| f:ano$2r Folder.ls e i center
Install Policy Studio to:
C:'\Program Files\Nextlabs\Policy Studio,
InstallShield
3657
3658 8. At the Policy Management Server Location screen, enter the default location localhost:8443.
3659 Click Next.
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Policy Management Server Location

Policy Management Server location:

localhost:5443|

InstallShield

3660
3661 9. Atthe Policy Author Key Store Password screen, enter a Password and click Next.
Policy Author Key Store Password
Please enter a password to access the Policy Author Key Store for Policy Studio.
Password:
|| SEERBEEN
Please confirm your password:
|| SEEBBEED
3662
3663 10. At the Ready to Install the Program screen, click Install.
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Ready to Install the Program Cont rol @ ‘

The wizard is ready to begin installation. CE nter

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

11. At the Installation Wizard Completed screen, click Finish.

Installation Wizard Completed

The Installation Wizard has successfully installed Policy Studio.
Click Finish to exit the wizard.

12. In Windows Explorer, find and open the policystudio.exe application file.
a. Double-click the C:/ drive.
b. Double-click Program Files.
c. Double-click NextLabs.
d. Double-click Policy Studio.

e. Double-click policystudio.exe.
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RiFED-|
Home Share View
© = 1|l <« Local Disk (C:) » Program Files » Nextlabs » Policy Studio » v & | | search Policy Studio
B Desktop Z Name = Date modified Type Size
B Dol J configuration 7/2/2015458PM  File folder
“El Recent places : )
A jre /272015 457 PM File folder
8 This pC S plugir.'ls 7/2/2015 457 PM Filefolder
._“ o | security T/2/2015 457 PM File folder
kil J workspace 2/27/2015216PM  File folder
\[| Documents .
= | ] .eclipsepraduct 10/29/201412:35 ...  ECLIPSEPRODUCT...
j Downloads . i o
=5 ﬁgpohcystud:o.exe 10/29/201412:35...  Application
7 items
3673
3674 13. In the Control Center Policy Studio window, enter a User Name and Password to connect to the
3675 Policy Management Server
Connect to Policy Management Server
Uszer Mame: | Administrator
Password: | sesssany
Policy Management Server: | localhost:2443
3676
3677 14. If the connection is successful, the Control Center Policy Studio - Policy Author window will
3678 open.
3679 a. Policies are defined and deployed in this interface, to be covered in Section 8.
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7.5

7.5.1

File Edit Teols Actions Window Help

Poiides

[ New Policy | | New Folder| | <nte: << Search

Computers | Users

| New| ‘ enter search terms " Search|

Installation and Configuration of Policy Controller (PDP)

Installation

To complete standard Policy Controller installation per NextLabs documentation available to customers,
use the following steps:

1.

On the SharePoint Server, go to your Desktop or other known location where the required
NextLabs Policy Controller installation files are stored. Example:
C:\Users\Administrator\Desktop\SharePoint\

Right-click on PolicyController-CE-64-7.0.1.0-1-201405191624.zip and select Extract All from
the floating menu. Wait for files to be extracted.

Double-click on PolicyController-CE-64-7.0.1.0-1-201405191624 folder to open it.
Double-click CE-PolicyController-setup64.msi to begin installation.

At the Welcome to the InstallShield Wizard for NextLabs Policy Controller Installation screen,
click Next.
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Welcome to the InstallShield Wizard for
NextLabs Policy Controller

The InstallShield(R) Wizard will install Mext_abs Policy Controller
on your computer. To continue, dick Next.

WARMIMG: This program is protected by copyright law and
international treaties.

< Back

6. Atthe License Agreement screen, select | accept the terms in the license agreement and click

Next.
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i MextLabs Policy Controller - InstallShield Wizard

License Agreement Cont rOI

Please read the following license agreement
Pleasere Center

PLEASE READ THIS AGREEMENT CAREFULLY

NextLabs, Inc. Software License Agreement

IMPORTANT NOTICE: PLEASE READ THIS AGREEMENT CAREFULLY.
BY CLICKING ON THE "ACCEPT" BUTTON BELOW, CUSTOMER -

(®) [ accept the terms in the license agreement

() I do not accept the terms in the license agreement

InstallShield

3697
3698 7. At the Destination Folder screen, click Next.
i MNextlLabs Policy Controller - InstallShield Wizard
Destination Folder Cont rol
Click Mext to install to this folder, or dick Change
to install to a different folder, c e nter
Install Mextiabs Policy Controller to:
C:\Program Files\NextLabs},
Installshield
< Back || Mext = | | Cancel
3699
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3700 8. At the ICENet Server Location screen, enter the default ICENet Server Location: sqlserver:8443.
3701 Click Next.

i MextLabs Policy Controller - Installation

ICENet Server Location CO Nntro l
Center

Please spedify the location of the ICENet Server.

ICEMet Server location:

sglserver:@443|

Installshield

3702
3703 9. At the Ready to Install the Program screen, click Install.
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Ready to Install the Program Cont rol
The wizard is ready to begin installation. ce nte r

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard.

Installshield

3704
3705 10. At the InstallShield Wizard Completed screen, click Finish.
InstallShield Wizard Completed
The Installshield Wizard has successfully installed Mextlabs
Policy Controller. Click Finish to exit the wizard,
[] show the Windows Installer log
3706
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11. In the window that immediately opens, click Yes to restart the computer, or click No to wait and
restart after installing the PEP (see Section 7.6).

7.6 Installation and Configuration of NextLabs Entitlement Manager for
SharePoint Server

7.6.1 Installation and Configuration

Note: Prior to installing the Entitlement Manager for SharePoint Server, it is necessary to install the
NextLabs Policy Controller on the SharePoint Server. If you have not already installed the Policy
Controller, please refer to Section 7.5 before proceeding.

7.6.1.1 Verify that a Web Application Site and Site Collection Already Exist in SharePoint

1. On the SharePoint Server, open an Internet browser and navigate to the following URL:
http://sharepoint:44444 to login to the SharePoint Central Administration portal.

2. Enter the User Name and Password for your SharePoint Central Administration account, and
click OK.

Authentication Required -

@, Enter username and password for http://sharepoint:44444

User Mame: |SharePnintAdmin |

Password: |...............l |

| 0K || Cancel |

3. Atthe Central Administration page, click on Manage web applications under Application
Management.

fﬁ) Home - Central Administra... x\+

B ' @ sharepoint 44444/ default.aspx

SharePoint

BROWSE PAGE

Central Administration

Application
Management
o

System Settings | Application Management Iy System Settings
= &

I L5 Manage web applications % —| Manage servers in this farm

Manitoring - - = -
Create site collections Manage services on server

Backup and Restore Manage service applications Manage farm features

. Manage content databases Configure alternate access mappings
Security
Upgrade and Migration A Monitoring «Q"‘ti Backup and Restore

H - - »

General Application | 3| Review problems and solutions L &3 Perform a backup
Seftings Check job status ==* Restore from a backup

. Perform a site collection backup
Apps
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a. Ifthey do not already exist, create a default Web Application site and add it to a basic
Site Collection in SharePoint via Central Administration (See Section 4).

AT T
j B> Web Applications Manage... x | +

=1

O sk

€ i sharepoint:44444/_admin/WebApplicationList.aspx <] Search *a @ ¥ A
SharePoint Newsfeed OneDrive Sites [SEEREEGILIES
BROWSE  WES APPLICATIONS

- T x g+ [ Manage Features D LE‘ [ Blocked File Types F D F‘

o -] . - ¥
) T 5 managea ratns R a8 ugerpermissons vs b= n

New Extend Delete Authentication Self-Semice Site User  Anonymous Permission
- Providers reation

General
Settings - [31 Service Connections Creati [® Web Part Security ~ Policy  Policy Policy
Contribute Manage Seaurity Policy

Central Administration Name URL
Application SharePoint - 80 hitp://sharepoint/
Management SharePoint Central Administration v4 httpy//share point:44444/

7.6.1.2 Install NextlLabs Entitlement Manager for SharePoint Server

Complete the standard Entitlement Manager for SharePoint Server installation per NextLabs
documentation available to customers using the following steps:

1.

On the SharePoint Server, go to your Desktop or other known location where the required
NextLabs Policy Controller installation files are stored. Example:
C:\Users\Administrator\Desktop\SharePoint\

Right-click on SharePointEnforcer-2013-64-7.1.3.0-7-201410101427.zip and select Extract All
from the floating menu. Wait for the files to be extracted.

Double-click on the SharePointEnforcer-2013-64-7.1.3.0-7-201410101427 folder.
Double-click on SharePointEnforcer-2013-64-7.1.3.0-7.msi to begin the installation.

At the Welcome to the InstallShield Wizard for NextLabs Entitlement Manager for MicroSoft
SharePoint screen, click Next.
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iz MextlLabs Entitlement Management - InstallShield Wizard

Welcome to the InstallShield Wizard for
Nextlabs Entitlement Manager for Microsoft
SharePoint

The InstallShield(R) Wizard will install MextLabs Entitemnent
Manager for Microsoft SharePoint on your computer, To
continue, dick Mext.

WARNIMG: This program is protected by copyright law and
international treaties,

6. Atthe License Agreement screen, select | accept the terms in the license agreement and click

Next.
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i MextlLabs Entitlement Management - InstallShield Wizard

License Agreement

2]
Please read the following license agreement carefully, N E XT L A B s

PLEASE READ THIS AGREEMENT CAREFULLY

NextLabs, Inc. Software License Agreement

IMPORTANT MOTICE: PLEASE READ THIS AGREEMENT CAREFULLY.
BY CLICKING ON THE "ACCEPT" BUTTON BELOW, CUSTOMER *

(®) I accept the terms in the license agreement

() I do not accept the terms in the license agreement

Installshield
< Back || Mext = | | Cancel
3742
3743 7. At the Ready to Install the Program screen, click Install.
e MextLabs Entitlement Management - InstallShield Wizard
Ready to Install the Program @
The wizard is ready to beqin installation. N E XT L A B‘ s
Click Install to begin the installation.
If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard,
InztallShield
< Back || Inztall | | Cancel
3744
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8. At the InstallShield Wizard Completed screen, click Finish.

il MextLabs Entitlement Management - InstallShield Wizard

Installshield Wizard Completed

The InstallShield Wizard has successfully installed Nextlabs
Entilement Manager for Microsoft SharePoint, Click Finish to
exit the wizard.

[] show the Windows Installer log

9. After installing the IIS server must be reset:
a. Click on the Windows icon and begin typing the word PowerShell

b. When the Windows PowerShell application icon appears, double-click on the icon to
open the Windows PowerShell

c. From within the Windows PowerShell window, type in this command and press Enter to
reset Internet Information Services: iisreset

7.6.1.3  Deploy Entitlement Manager for SharePoint Server to your SharePoint Farm

On the SharePoint Server, complete standard Entitlement Manager for SharePoint Server deployment
per NextLabs documentation available to customers using the following steps:

1. On the SharePoint Server, click the Start icon to see the applications pinned to the Start menu.
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.. .
Administrator P9

@ R %

Nextlabs Stop Policy SharePoint 2013 Intemet
Entitement... Controller Central... Information...

= %

SharePoint 2013 Command
Task Manager Management... Prompt

e

SharePoint 2013
Control Panel Internet Explorer Products...

SharePoint
Desktop WordPad Designer 2013

2. Click on the NextLabs Entitlement Manager for SharePoint Server Deployment icon.

This shortcut is automatically pinned during the initial installation. In case the shortcut is not
created automatically, the application can be opened from File Explorer at the location:
C:\Program Files\NextLabs\SharePoint Enforcer\bin\NextLabs.Entitlement.Wizard.exe

3. Atthe Welcome to NextLabs Entitlement Manager for Microsoft SharePoint Deployment wizard
screen, click Next.

MextLabs Entitlement Manager for Microsoft SharePoint

Welcome to

Nextl abs Entittement Manager for Microsoft SharePoint Deployment wizard

This wizard will quide you through the process of deploying or removing the Mextlabs Entitlemert Manager
for Microsoft SharePoint to your SharePoint Farm. Click Mext to begin.

[ Nex | [ cancel |

hittp:/ferwew nextlabs com

4. Atthe System Check screen, after the system check is complete, click Next.
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Mextlabs Entitlement Manager for Microsoft SharePoint

System Check

Step 1 of 3. Verifying system configuration to ensure successful installation.

Microsoft SharePoint Foundation is installed.

Microsoft Office SharePoint Server is installed.

You have permission to install and deploy SharePoint solutions.

The SharePeint Administration service is started.

The SharePoint Timer service is started.

NextLabs . Entitlement wsp solution file found.

MNextLabs Entitlement Manager for Microsoft SharePoint is not deployed.

Q000000

All checks succeeded. Click Mext to proceed.

| Previous || Mead | | Cancel |

http:wwnw nextlabs com/
3766
3767 5. Atthe Farm Deployment Targets screen, select the applicable web application on which to
3768 deploy.
3769 Note: if there is only one entry listed, i.e., http://sharepoint:44444/Central Administration, no
3770 web applications have been created. In that case, refer back to Section 7.6.1.1.
MextlLabs Entitlement Manager for Micrasoft SharePoint
Farm Deployment Targets @
Step 2 of 3. Selectthe web application targets for deployment
Web Applications:
hitp://sharepoint-dev:44444/  (Central Administration)
hitp.//sharepoint-dev/  (SharePoint - 80)
Click Mext to deploy solution.
| Previous | | Mend | | Cancel
hittpe/wwnw. nextlabs com/
3771
3772 6. At the Deploying Step 3 of 3 screen, click Next.
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Deployiing

Step 3 of 3. Deploy Solution.

All operations successfully completed.

| Previous ||

http:/ferww. nextlabs . comy
3773

3774 7. At the Successful Deployment Completed screen, click Close.

Deployment Successfully Completed

Details:

== SOLUTION DEFLOYMENT =
SHAREPOQINT-DEV : http.//sharepoint-dev 44444/ . The solution was successfully deployed.
FHAHEPOINT—DE\-" : hitp://sharepoint-dev/ : The solution was successfully deployed.

hittp:/ferww nextlabs .com/

3775

3776  7.6.1.4  Enable Policy Enforcement on your Web Application via SharePoint Central
3777 Administration

3778 1. On the SharePoint Server, open an Internet browser and navigate to the following URL:
3779 http://sharepoint:44444 to login to the SharePoint Central Administration portal.
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3780 2. Enter the User Name and Password for your SharePoint Central Administration account, and

3781 click OK.

ej Enter username and password for http://sharepoint:44444

Uszer Mame: | SharePointAdmin

Pazzword: |-"nunununo-o-un|

ok || cancel
3782
3783 3. Click on the NextLabs Entitlement Manager icon.
@ Home - Central Adminstra., x
= & sharepoint-dev: 44444/ default.aspx
@ Runabout SharePoint ..
SharePoint System Account = a
BROWSE  PAGE ) SHARE
MONROr AppsS
Office 365
Saio-uiplst Mextlabs
Configure OneDrive
and Sites links ‘:'-.rj Entitlement
Manager
o Enable or dizable
+ Configuration palicy
Wizards enforcement
Prepare site for
export or backup
Configure search
Ulmlﬂll'lg
Configure
Mextlabs Rights
Management
View status
3784
3785 4. Inthe page that opens, scroll down to verify that the correct Web Application is chosen and the
3786 service is Enabled.
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7.7

7.7.1

—/,_ MextLabs Entithernent Man... 1'C\l\'l'
& @ sharepoint-dev. 443437 s Festurebdanagen/FeatureC ontroller @ || Q, Search & B + # B =

E) Runsbout SharePaint ..,

Central Administration * NextLabs Entitlement Management - Enable or disable policy
> enforcement
Adminestraton of Nextlabs Enbtlement i SharePaint

Desription

MexiLabs Entilernent Management can be enabled \deabled on
woeh spplcation or site colection. lust sslect the web anplication
andjor site collecton That you want to operste and chok Uindats:
tor change, Chck Detable o disable policy enforoement on the
selected wed aochkcaton

Web Application

‘Weh Application; SharePaint - 80 - hitp://sharepoint-dev/ «
SRt Wish Apphoanon "
] Activate Pebey Enforcement by Default

1F yeu chedk Actvabe Poloy Bnforcement by Defadt, All new
areated site collection vl be protected by pobcy enforcement.

Overview
Select the site colecton(s) that you want 1o operats:

A ABAC-HOME (Site Collection

update | Renen ] v

Functional Tests

Verify that the NextLabs Webpart for Policy Enforcement Has Been

Successfully Enabled on the Site Collection in SharePoint
Similar to Section 7.6.1.4, complete the following steps to login to SharePoint Central
Administration:

a. Click on the Start icon.
b. Click the NextLabs Entitlement Manager for SharePoint icon.
c. Open SharePoint Central Administration and login as Administrator.

Click on Enable or disable policy enforcement under the NextLabs Entitlement Manager
webpart.
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SharePoint

J

P

Newsfeed

Configure send to
connections
Configure content
deployment paths
and jobs

Manage form
templates

Office 365
Configure Yammer
Configure OneDrive
and Sites links

Configuration
Wizards

CneDrive

7

Sites

(=

status

Apps
Manage App
Catalog
Manage App
Licenses
Monitor Apps

Mextlabs
Entitlement

Manager

Enable or disable
policy
enforcement
Prepare site for
export or backup
Configure search
trimming
Configure
MextLabs Rights
Management
View status

3. Scroll down to the Web Application area to verify that the Entitlement Manager is activated for
the correct SharePoint web application.
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7.7.2
1.

2.
3.

4.

e @ ita hittp://sharepoint:44444/ layouts/15/FeatureMana L~-c | [ L:; MextLabs Entitlement Mana... ‘ ‘ ﬁ * ﬁ)}

Nextl abs Entilement Management can be

enabled/disabled on web application or site ~
collection.Just select the web application andfor

site collection that you want to operate and dick

Update to change.Click Disable to disable policy

enforcement on the selected web application.

Web Application

Web Application [SharePaint - 80 - http://sharepoint/ v

Select Web Application
| Activate Policy Enforcement by Default
If you check Activate Policy Enforcement by LS L
Default. All new created site collection will be

pratected by policy enforcement. 3 : Rl
[] Disable Policy Enforcement on the web application

Update successfully at 6/4/2015 2:47:42 PM

Overview

Select the site collection(s) that you want to . .
operate, =-@SharePoint - 80 - http://sharepoint/

: Relying Party Inc - root site (Site Collection)
----- relyingparty (Site Collection) v

Test to Verify the NextLabs Service is Running
Click on the Windows Start icon.

Start typing the word Services.
Click on the Windows Services icon to open the list of running services.
Look for the NextLabs Policy Controller service called Control Center Enforcer Service.

Verify that the status is Running.
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== |

Services
Eile  Action View Help
e FEc= Bm »muwp
o Services (Local) MName & Description Status Startup Type Log On As ~
S ASP.NET State Service Provides support for out-of-process sess... Manual Metwork S...
“: Background Intelligent Transfer Service  Transfers files in the background using i... Manual Local Syste.., =
% Background Tasks Infrastructure Service  Windows infrastructure service that cont...  Running  Automatic Local Syste...
‘. Base Filtering Engine The Base Filtering Engine (BFE] is a servi.. Running  Automatic Local Service
% Certificate Propagation Copies user certificates and root certific..  Running  Manual Local Syste...
% Claims to Windows Token Service Service to convert claims based identitie... Disabled Local Syste...
% CMG Key Iselation The CNG key isolation service is hosted i. Manual (Trig... Local Syste..
% COM+ Event System Supports System Event Motification Serv...  Running  Automatic Local Service
S COM+ Systermn Application Manages the configuration and tracking... Running  Manual Local Syste...
% Computer Browser Maintains an updated list of computers ... Disabled Local Syste...

*4 Control Center Enforcer Service Control Center Enforcer Service Running Local Syste...

% Credential Manager Provides secure storage and retrieval of .. Manual Local Syste..,

% Cryptographic Services Provides three management services: Ca...  Running  Autematic MNetwork S...

% DCOM Server Process Launcher The DCOMLAUNCH service launches C...  Running  Automatic Local Syste...

&k Nevica Acrncistinn Cenire Enahlar nairina hehusen the ortem and Aaniia | (Trin Local Guets e

Edended )\Standard /

3808

3809

3810

3811 8.1 Introduction

3812 In previous sections of this How-To Guide, we installed several NextLabs products that can be used to
3813 define and deploy Attribute Based Access Control (ABAC) policies, and enforce decisions regarding user
3814 access to Microsoft SharePoint resources based on user, object, and environmental attributes, and the
3815 corresponding policies in place. This How-To Guide will illustrate how to use and configure NextLabs
3816 Policy Studio, the product responsible for Policy Lifecycle Management, and discuss policy strategy and
3817  the translation of business logic into policy.

3818  Within Policy Studio, we will define and deploy policies and policy components. In NextLabs, the word
3819 Component is a named definition that represents a category or class of entities, such as users, data
3820 resources, or applications; or of actions, such as Open or Copy. Components are similar to using parts of
3821  speech to construct policy statements. For example:

3822 = Noun: All employees in the human resources department or Any file with an .xIs extension
3823 = Verb: Copy, Print, or Rename File

3824 Deployment is simply the distribution of new or modified policies and policy components to the

3825  appropriate enforcement points on desktop PCs, laptops, and file servers throughout the organization.
3826  This means you can create, review and refine policies as long as you like, but they are not enforced until
3827  you actually deploy them.

3828 Finally, the Functional Test section will illustrate how to ensure that policies are being updated,

3829 evaluated, and enforced on Microsoft SharePoint.
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8.1.1 Components and Sub-Components Used in this How-To Guide

1. NextLabs Policy Studio —provides the Policy Administration Point of the ABAC architecture. This
component was installed with the rest of the NextLabs product suite used in this
implementation in Section 7. Policy Studio provides the graphical user interface for Policy
Lifecycle Management (defining, deploying, modifying, and deactivating policies).

a. Located on the SQL Server
2. NextLabs Policy Server SharePoint Enforcer configuration file

a. Automatically exists after NextLabs Control Center installation

b. Located within the NextLabs software architecture on the SQL Server
3. NextLabs AgentLog and bundle.bin files

a. Automatically exist after NextLabs Policy Controller installation

b. Located within the NextLabs software architecture on the SharePoint Server

8.1.2  Pre-requisites to Complete Prior to this How-To Guide

1. If youintend to do a setup without identity federation and federated logins, you must:
a. Install and configure Active Directory (see Section 2).
b. Install and configure Microsoft SharePoint (see Section 4).

c. Install and configure NextLabs Control Center, Policy Studio, and Policy Controller (see
Section 7).

2. If youintend to incorporate a trust relationship between an IdP and RP, and use federated logins
into SharePoint, you must:

a. Install and configure Active Directory (see Section 2).

b. Setup and configure the RP and IdP (see Section 3).

c. Install and configure Microsoft SharePoint (see Section 4).

d. Configure the SharePoint federated login with the RP (see Section 5).
e. Configure the attribute flow between all endpoints (see Section 6).

f. Install and configure NextLabs Control Center, Policy Studio, and Policy Controller (see
Section 7).

8.2 Policy Strategy

8.2.1  Top-Level Blacklisting Deny Policy, Whitelisting Allow Sub-Policies

In order to demonstrate a policy set with high security and fine-grained control, we employed a general
blacklisting, then fine grained whitelisting sub-policy strategy for the policies. We chose this strategy
because we considered it a more secure paradigm for securing SharePoint resources. Using this strategy,
the access control logic initially applies a general deny all access decision at the top level for a given set
of related attributes, then specifies conditions under which access can be allowed in various sub-policies
based on sufficient correlating user, resource, and/or environment attributes. For example, later in this

NIST SP 1800-3C: Attribute Based Access Control 367



3865
3866
3867
3868
3869
3870
3871
3872
3873

3874
3875
3876
3877
3878
3879
3880
3881

3882

3883
3884
3885
3886
3887
3888
3889

3890
3891
3892
3893

3894
3895
3896
3897

3898
3899
3900
3901

3902
3903
3904

SECOND DRAFT

guide we will describe a policy set in which we initially deny all users on resources that have a sensitivity
level attribute, however there is a sub-policy that specifies that a for resources at sensitivity level 2,
allow users with a clearance attribute of Secret during regular business hours. The alternative to this
approach would be to apply a general allow all access decision at the top level initially, then specify
conditions under which users should be denied access. Because there can be many unforeseen edge
cases that may not be anticipated by a business protecting its assets, we consider the general
blacklisting, then whitelisting sub-policies approach a more feasibly secure solution. According to our
strategy, any time a user, resource, or environment attribute does not comply with a whitelisting sub-
policy to allow access, the access decision will default to deny.

8.2.2 Global Policies

In addition to the blacklisting versus whitelisting approach taken in our policy strategy, we also
employed the use of global policies. The term global policy refers to the general applicability of the
policy sets to more than one user and more than one resource at a given time. We defined our policies
such that they have global effects and do not apply only to very specific use cases by themselves. The
collective logic taken from the multiple global policies in place applies to the many kinds of access
events that must be controlled according to a business’s complex and distributed business rules, which
we describe below in Section 8.3.

8.3 Translation of Business Logic into Policy

8.3.1  ABAC Build Scenario — Runabout Air Business Rules

In previous sections of our Practice Guide we have constructed an example business scenario where an
airline company, Runabout Air, has acquired another airline company, Conway Airlines. In this scenario
the two companies have not yet merged their active directory forest and established a trust relationship
such that historically Conway Airlines employees will be able to access resources on the Runabout Air
SharePoint according to policies that correspond to Runabout Air’s business rules. The business rules we
based our policies on are, generally:

1. Some documents are more sensitive than others, and should be marked in SharePoint at
different sensitivity levels. These documents should be strictly protected, and access should be
restricted to Runabout Air’s normal business hours. Also, users should only be granted access to
sensitive documents if they have sufficient clearance.

2. Users should only be able to access documents that belong to their department, or to the
departments relevant to them in the case of some instances of a need for cross-department
access, i.e., business intelligence employees should have access to both sales and marketing
department documents.

3. Some documents are time-sensitive and pertain to system or other business maintenance, and
should be marked in SharePoint as maintenance documents. These documents should only be
accessed outside of Runabout Air’s normal business hours, so as to reduce the likelihood of
disruption of normal business operation.

4. There are times when a suspicious IP address or range of addresses should be blocked from
accessing any SharePoint resources, or when a user from a particular IP address or range of IP
addresses should only have access to low-sensitivity documents. There must be a mechanism in
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place to ensure access is denied for users attempting to access any high-sensitivity documents
from an environment with that IP address or within a given IP address range.

8.3.2  Translation of Runabout Air Business Rules into ABAC Policies
ABAC Policies created from the above business rules might look like this:

1. Top-level sensitivity policy: default to deny access to all users attempting to access resources
that have a sensitivity level attribute defined in SharePoint as greater than 0, unless explicitly
allowed access by a sub-policy.

a. For documents whose sensitivity attribute is defined as 1, allow access any time of day,
any day of the week, to users with a clearance attribute of None, Secret, or Top Secret.

b. For documents whose sensitivity attribute is defined as 2, allow access between the
hours of 6am and 6pm for users with a clearance attribute of Secret or Top Secret.

c. For documents whose sensitivity attribute is defined as 3, allow access between the
hours of 6am and 6pm for users with a clearance attribute of Top Secret.

2. Top-level department policy: default to deny access to all users attempting to access resources
that have a department attribute and project status defined in SharePoint.

a. For users whose department attribute is defined as a value equal to the document’s de-
partment attribute value, allow access for documents with a project status of any value.

b. For users whose department attribute is Business Intelligence, allow access for docu-
ments with a department attribute of Sales or Marketing and with a Project status of
any value.

Note: The Project status metric is necessary because the department attribute is defined at the
site level within SharePoint. Restricting users based only on the resource’s department attribute
in this policy set results in the user being stuck in a deny access loop, no longer being able to
access the Runabout Air root site and navigate to their correct department’s documents.
Because each document has a project status attribute defined in addition to the department
attribute, the policies can specify the targets of this policy as having both project status and
department attributes defined, even though the department attribute is the most pertinent
attribute for enforcing the access control relating to department access rules.

3. Top-level maintenance policy: default to deny access to all users attempting to access resources
that have a maintenance attribute defined in SharePoint

a. For documents whose maintenance attribute is defined as no, allow access to users, any
time of day, any day of the week.

b. For documents whose maintenance attribute is defined as yes, allow access to users be-
tween 6pm and 6am, any day of the week.

4. Top-level IP Address policy: default to deny access to all users attempting to access resources
that have a sensitivity attribute defined in SharePoint.

a. For documents whose sensitivity attribute is defined as 1, allow access to any user from
an environment with any IP address defined.
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b. For documents whose sensitivity attribute is defined as 2 or 3, allow access to users
coming from an environment with an IP address other than a restricted IP or one within
a restricted IP range.

8.4 Using the NextLabs Policy Studio GUI for Policy Definition and
Deployment

In this section, we will provide step-by-step instructions for how to define, deploy, modify and re-
deploy, and deactivate necessary policy components and policies within Policy Studio. The examples we
will use correspond to the Runabout Air business rules and ABAC policies described in Section 8.3.1 and
Section 8.3.2. Note that Policy Studio was installed on the SQL Server, which is where all of the activity in
Section 8.4 occurs.

8.4.1 Login and Initial Screen in Policy Studio
Given you have followed the instructions found in Section 7, follow these instructions to login to the
NextLabs Policy Studio:

1. In Windows Explorer, find and open the policystudio.exe application file:
a. Double-click the C:/ drive.
b. Double-click Program Files.
c. Double-click NextLabs.
d. Double-click Policy Studio.

e. Double-click policystudio.exe.

LR Policy Studio = = -
Home Share View . 0
:(-:I - 1 | .« Local Disk (C:) » Program Files » MextLabs » Policy Studio » W O| | Search Policy Studio P |
B Desktop ~|  Name Date modified Type Size ok
& Downloads ] ) . - -
- . configuration File folder
=l Recent places | _ 2 X
= jre File folder
/ plugins File folder =
1% This PC P . ) g
| security File folder
j Desktop :
| workspace File folder
| Documents X ;
L | .eclipseproduct ECLIPSEPRODUCT... 1KB
& Downloads - . . P R
L oes - 1) policystudio.exe Application 53 KB w
7items =) =)

2. Inthe Control Center Policy Studio window, enter User Name and Password, then click Login to
connect to the Policy Management Server.
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Connect to Policy Management Server

User Name: | Administrator

Passwaord: | ..o.ooool

Policy Management Server: | localhost: 3443

3. |If login was successful, you will see the Policy Studio’s graphical user interface, specifically the
main screen where new policies and new components are defined, deployed, modified, and
deactivated. Note the Policies panel in the top-left, the Components panel in the bottom-left,
and an open space to the right where editing panels emerge for editing the policies and
components.

File Edit Tools Actions Window Help

Polices

[ew Policy | [New Folder| | <nier <c| search |

Computers | Users

IEI | enter search terms || Saalch|

.

4. After following the instructions in this section to define and deploy several user and resource
components, as well as four policy sets, the Policy Studio interface will show the new
components and policies populated in the left-side panel.
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File Edit Tools Actions Window Help

—|I =08

| New Poliq.r| | New Foldel| | enter search terms || Sealcl\|

4 - Demo-v2
4 2y Sharepoint Protection - Department
-2y DepartmentRestriction
4 .2y Sharepoint Protection - [P Address
2y AllowlPAddressLevell
2y AllowSensitivel evelsToAnyOtherlP
4 .2y Sharepoint Protection - Maintenance
2y Allow Maintenance After 6pm and Weekends
22y Allow Non-Maintenance Any Time
4 7y Sharepoint Protection - Sensitivity
2y Policyla-Sensitivity Level 1
2y Policylb-Sensitivity Level 2
2y Policylc-Sensitivity Level 3

Applications | Computers

lEI | enter search terms " Se.alch|

3 clearance = Mone
3 clearance = Secret
& clearance = Top Secret
& ip_address = 10.33.7.211

8.4.2  Policy Studio Menu Commands

Below are some of the Policy Studio menu commands used in this How-To Guide, along with
explanations for what action they perform.

Extracted from the NextLabs Policy Studio User guide available to customers:

Menu Command Function
File Exit Closes Policy Studio.
Edit Delete Deletes the currently selected item or items.
Duplicate Creates a clone of the selected component
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Menu Command Function

Actions Modify Changes the status of the currently displayed component or policy to Draft. You must do
this whenever you want to make any changes to a component or policy that has been
submitted. Function is the same as the Modify button at the bottom of the Editing pane.

Submit Submits the currently selected components or policies for changing from one status to
another—for example, from Draft status to Submitted for Deployment. Function is the
same as the Submit button at the bottom of the Editing pane. Disabled if no abject is
selected, or if any of the selected objects is not currently in Modify state.

Deploy Deploys the currently displayed component or policy. Function is the same as the Deploy
button at the bottom of the Editing pane. As with individually deployed objects, you can
specify a scheduled deployment, or choose low. Disabled if no object is selected, or if
the selected object has not been submitted for deployment.

Deploy All Deploys all currently submitted components or policies. Function is the same as the
Deploy button at the bottom of the Editing pane.

Deactivate Changes the status of the currently selected policies or components from Active to
Deactivated. Disabled if no object is selected, or if any of the selected objects is not
currently in Active state.

Window Preview Opens the Preview pane, at the right side of the Editor pane. The Preview pane allows
you to test the actual content that would result from the current definition of a
component.
Policy Manager Toggles to the Policy Manager interface. You can also type Ctrl + Tab.
Policy Author Disabled
3981 Y

3982 8.4.3  Defining and Deploying Components

3983 84.3.1  Explanation of Components in NextLabs

3984  According to the NextLabs Policy Studio User Guide available to customers, it is necessary to define
3985 components to represent various kinds of entities in your information environment. There are several
3986  times when you might want to define a new component:

3987 1. After setting up your Control Center system, before constructing policies for the first time (which
3988 is the reason here at this point in our How-To literature)

3989 2. When new classes of information or users come under the control of information policy

3990 3. When a new policy requires a policy component that has not yet been created

3991 4. When conditions at the organization change in any way that adds new items to be covered by
3992 information control policies. For example, if the company reorganizes and adds a new division,
3993 you might need a new policy component to represent the employees in that division.

3994  Furthermore, when you are constructing a component, you do not need to save your work explicitly.
3995 Work is automatically saved as you go. If you are interrupted while working on a policy component, or
3996  want to work on another task and return to constructing the policy component later, you can stop and
3997  continue the constructing process as desired. Your work will be saved in draft status. You can find the
3998 policy component later in the appropriate component panel.

3999 84.3.2 Defining and Deploying User Components

4000  According to the Runabout Air business rules in Section 8.3.1 and ABAC policies in Section 8.3.2, it is
4001 possible that you may need to create a User Component to match the following conditions: user

4002 clearance attribute, user department attribute, and user IP address. This is correct, except for the user
4003  department attribute. Because of the cross-departmental access of Runabout Air’s Business Intelligence
4004 employees, we use logical syntax instead of graphical components while defining that policy. Also, a
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note regarding the user IP address component: even though IP address is an environmental attribute, it
can be configured in NextLabs as a user attribute coming from SharePoint Claims, or as a resource
attribute, which requires different configuration in NextLabs. For our example, we use the IP Address
from SharePoint Claims, which is handled as a user attribute.

8.4.3.2.1 Clearance Components

8.4.3.2.1.1 CLEARANCE = NONE
1. Inthe Components panel in the bottom-left of the Policy Studio window, click on the Subjects

heading, and then click on the Users tab. Then click New to create a new component.

Applications | Computers

| New| ‘ enter search terms || Search |

Actions
Resources

2. Inthe Create New User Component window, enter a descriptive component name, such as
clearance = None. Click OK.

o) Create New User Component -

Create New User Component .—‘i

Please enter the name of the User Cormponent

clearance = Nu:nnel |

| 0K | | Cancel

3. Inthe component editing panel you will see the following:
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File Edit Tools Actions Window Help

Poides

[ New Plicy | [ New Folder | E|Saa:ch|

Applications | Computers

] [creevion: Jou
| & dearance=None |

.

User Component

clearance = None

Members Description

= Users ‘in | Lookup ...

hd | User Component

With Properties

Property Name

[>

clearance = None

Status: Draft
Last Modified: Mon Jul 06 13:13:38 EDT 2015 Administrator

4. In the editing panel, click on the plus sign box under Property Name and enter clearance in the

property name text box, keep the default is as the action, then enter None into the value text

box. Click Submit.

clearance = Mone

User Component

Members

Description

B Uszers |in

A4 | User Component

| Leokup .. Kall

With Properties

Property Mame

] | clearance

v||is v||None‘

< [

| 1>

clearance = Mone

Status: Draft
Last Modified: Mon Jul 06 15:22:36 EDT 2015 Administrator
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5. In the Submit window, click Submit.

& The selected object is safe to submit.

This object does not use any components that are currently in development.

Objects to Submit: clearance = Mone

& Required Components
none

& Required Subpolicies
none

& Medified Components
none

& Modified Subpolicies
none

6. From the component editing panel, note the differences. The new status reads Submitted for

Deployment. Click Deploy.

Submit

User Component

clearance = Mone

Members

Users in

With Properties

Property Mame

clearance is Mone

Description

oeio

clearance = None

Status: Submitted for Deployment
Last Modified: Men Jul 06 13:25:03 EDT 2015 Administrator
Submitted by: Mon Jul 06 15:27:08 EDT 2015 Administrator
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7.

In the Deploy window, click OK. Note: You may deploy immediately, which we choose in our
example. You could also deploy the following day at midnight, or at a different specific date and
time.

) Deploy -

Deployment Start Time

(® Deploy Immediately
) Deploy at 7/7/15 12:00 AM

) Specify  |07/06/2015 v || 2:29PM 12

Deployment Contents

Selected Components

-
w clearance = None

| 0K | | Cancel |

Verify at the bottom of the component editing panel that the Status now reads Pending
Deployment. This will remain for the duration of the heartbeat (described in Section 7).

clearance = None Deploy Status: Pending Deployment

Last Modified: Mon Jul 06 15:25:03 EDT 2015 Administrator
Submitted by: Mon Jul 06 13:27:08 EDT 2015 Administrator

After the duration of the heartbeat has passed, Status will then read as Deployed. This indicates
that the component is actively deployed in your ABAC system.

clearance = None Deploy Status: Deployed

Last Modified: Mon Jul 06 15:25:03 EDT 2015 Administrator
Submitted by: Men Jul 06 13:27:08 EDT 2015 Administrator
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8.4.3.2.1.2 CLEARANCE = SECRET
The easiest way to create additional attribute components is to duplicate existing ones. To duplicate the
existing user attribute component:

1. From the Component panel, highlight the name of the existing component, i.e., clearance =

None

2. Click on Edit from the menu toolbar at the top of the window and select Duplicate from the

drop-down menu, or right-click on the component and select Duplicate from the floating menu:

File Edit Tools Actions Window Help

Polices

| MNew Poliq,r| | MNew Folder | @| Sealchl

User Component

clearance = None

Members

Applications | Computers 1!

| enter search terms " Sealch|
1

| z clearance = Mone

Users in

Show Policy Usage

Show Deployed Version...

Version History

Check Dependencies...

Set Deployment Targets...

Meodify

Submit

Deploy

Deactivate
¥ | Delete

ES

MName

ce is Mone

| Duplicate

CrieD | m

B

{5k | Properties...

—

Status: Deployed
Last Modified: Mon Jul 06 15:23
Submitted by: Mon Jul 06 15:2]

3. Inthe Duplicate window, edit the name of the new component, i.e., clearance = Secret. Click

Save.
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Set the new name for component

Source

Type: | COMPONENT

Mame: | USER/clearance = None

Target

Mame: | clearance = Secret

4. Edit the property value to match the component’s purpose, i.e., Secret. Click Submit.

File Edit Teols Actions Window Help

Poides  lewences see )

[ New Policy | [Mew Folder| @|Sﬂaml\|

User Component

clearance = Secret

Description

Members
= Ysers hd Lookup ...
Applications | Cornputers |m |User Component | p
With Properti
Property Mame
clearance = None
a =] | clearance v‘ ||5 v| \Secret—

<| 1] |

B

clearance = Secret Status: Draft

Last Modified: Fri May 22 12:45:03 EDT 2015 Administrator

5. Repeat steps 5-9 from Section 8.4.3.2.1.1 to Submit and Deploy this component.

8.4.3.2.1.3 CLEARANCE = TOP SECRET

1. Repeat steps 1-5in Section 8.4.3.2.1.2 for duplicating a new user attribute component. The new
component should be named clearance = Top Secret, and the property value should equal Top

Secret.

8.4.3.2.2 IP Address component

1. Repeat steps 1-3 in Section 8.4.3.2.1.2 for duplicating a new user attribute component. The new

component should be named ip_address = 10.33.7.211.
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Set the new name for component

Source

Type: | COMPONENT

Mame: | USER/clearance = Top Secret

Target
Name: | ip_address = 1033.7.211

4059
4060 2. From the component editing panel, edit the Property Name to ip_address and the value to
4061 10.33.7.211, leaving the default action is. Then click Submit.
& ip addres = 10337211 5 -
User Component
ip_address =10.33.7 211
Members Description
= Users |in Vl User Cempenent | Lookup ... Z
With Properties
Property Name
[1 | ip_address vllis v|[10337.211
[v]
< 1] | 2]
ip_address = 10,33.7.211 Status: Draft
Last Medified: FriJun 19 16:532:34 EDT 2015 Administrator
4062
4063 3. Repeat steps 5-9 from Section 8.4.3.2.1.1 to Submit and Deploy this component.
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84.3.3  Defining and Deploying Resource Components
8.4.3.3.1 Maintenance components

8.4.3.3.1.1 MAINTENANCE = YES
1. Inthe Components panel in the bottom-left of the Policy Studio window, click on the Resources
heading, and then click on the Portals tab. Then, click New to create a new component.

.
Devices | Documents SAP | Servers

| New| | enter search terms " Search|

2. Enter a descriptive component name, such as maintenance = yes, then click OK.

Create New Portal Component

Please enter the name of the Portal Component

maintenance = yes

3. Inthe editing panel, click on the plus sign box under Property Name and enter maintenance in
the Property Name text box, keep the default is as the action, and enter yes into the value text
box. Then click Submit.
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File Edit Tools Actions Window Help

Poices

[New Palicy | [ New Folder | @|Sﬂalch|

. r e
Devices | Documents SAP Servers

lEI | enter search terms || Saalch|

@ maintenance = yes

mainienance = yes

Portal Component

Members

Description

[-] [z] Portals ‘m V| Portal Component

With Properties

Property Mame

B | maintenance v‘ ‘is

v‘ yes

With Content

Property Name

<]

| [>]

maintenance = yes

Status: Draft (An earlier version is deployed)
Last Modified: Fri Jun 12 17:03:33 EDT 2015 Administrator

4. Repeat steps 5-9 from Section 8.4.3.2.1.1 to Submit and Deploy this component.

8.4.3.3.1.2 MAINTENANCE = NO

Similar to the steps taken for duplicating user components, do the following to duplicate the existing

resource maintenance component to create the other resource components.

1. Inthe Component panel in the bottom-left corner of the Policy Studio interface, right-click on

the maintenance = yes component. In the floating menu, select Duplicate.
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File Edit Tools Actions Window Help

boides | dmeniencesyes O =B

[New Policy | [ New Folder| @|Sﬂal€h|

Portal Component

maintenance = yes

Members Description
| Portals ‘in Vl Portal Component Z
With Properties
Devices Documents Property Name
lEI | enter search terms " Saalch| [ | maintenance w | | is v| ‘ yes
v
|- i e = yes - ] [l
Show Policy Usage ent
Show Deployed Version... erty Name
Version History
Check Dependencies...
Set Deployment Targets...
Modify
Submit
Deploy
Deactivate
¥ | Delete i [ 5
[{7 Duplicate kD |
-@- |Pmperti5... es Submit Status: Draft
Last Wodified: FriJun 12 17:03:33 EDT 2015 Administrator
4082
4083 2. Inthe Duplicate window, edit the name of the new component. Example: maintenance = no.
Set the new name for component
Source
Type: | COMPONENT
Name: | PORTAL/maintenance = yes
Target
Name: | maintenance = no|
4084
4085 3. Inthe component editing panel, change the property value to no and click Submit.
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File Edit Tools Actions Window Help

Poldes  |mantenance=no [,

| Mew Poliqr| | Mew Folder ‘ ‘ enter 5Eﬂfd" Sealcl\|

Portal Component

maintenance = no

Members Description

B Portals |m v | Portal Component

With Properties

Property Name

& | maintenance v| ||s v|| no

With Content

Devices Documents 2= SAP Servers Property Name

| enter search terms ” Sealch|

3 maintenance = no

@ maintenance = yes

< m

maintenance = no Status: Draft

Last Modified: Mon Jul 06 16:48:30 EDT 2015 Administrator

4086
4087 4. Repeat steps 5-9 from Section 8.4.3.2.1.1 to Submit and Deploy this component.

4088 8.4.3.3.2 Sensitivity components

4089  8.4.3.3.2.1 SENSITIVITY =1
4090 Repeat steps 1-4 from Section 8.4.3.3.1.2 to duplicate an existing resource component to create the
4091  Sensitivity = 1 component.

4092 8.4.3.3.2.2 SENSITIVITY =2
4093 Repeat steps 1-4 from Section 8.4.3.3.1.2 to duplicate an existing resource component to create the
4094  Sensitivity = 2 component.

4095 8.4.3.3.2.3 SENSITIVITY =3
4096 Repeat steps 1-4 from Section 8.4.3.3.1.2 to duplicate an existing resource component to create the
4097 Sensitivity = 3 component.

4098 8.4.3.3.3 Project status component

4099  8.4.3.3.3.1 PROJECT STATUS = ANY
4100 Repeat steps 1-4 from Section 8.4.3.3.1.2 to duplicate an existing resource component to create the
4101 Project status = any component.

4102 Note: Before the Submit step, in the component editing panel, enter the property value as *.
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- Project stotus = any [ =0

Portal Component

Project status = any

Members Description

[ [ Portals Dl Portal Component -

With Properties

Property Marme

= | project status v | | is v
v
With Content

Property Mame

<| m | >

Project status = any Status: Draft

Last Medified: FriJun 12 13:13:49 EDT 2015 Administrator

8.4.4  Defining Policy

After following the steps to define and deploy components in Section 8.4.3, you can continue on to
define policies that relate to the Runabout Air scenario business rules discussed in Section 8.3. In order
to define policies in Policy Studio, login as described in Section 8.4.1.

84.4.1 Creating a Policy Set Folder

Before being able to create any policies in Policy Studio, first you must create a folder, or choose an
existing one.

1. From the main Policy Studio window, click New Folder.
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File Edit Tools Actions Window Help

Polides

|New Pnﬁqr| |New Fnlder| | enter search" SBarch|

Computers  Users

| New| | enter search terms " Saan:h|

4112
4113 2. Enter the name of your folder and click OK.
Create New Folder
Pleaze enter the name of the new folder
RunaboutAirPolicySets
4114
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4115 84.4.2 Defining Department-based Policy Set

4116  8.4.4.2.1 Defining the Top-level Department Policy that Enforces a General Deny Decision
4117 1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on your new
4118 folder to highlight it. Then click New Policy.

File Edit Tools Actions Window Help

Polides

|New Pnﬁqr| |New Fnlder| | enter search" Saarch|

| RunabouthirPolicySets|

Computers | Users

| MNew | | enter search terms " Search |

e

4119
4120 2. Inthe Create New Policy window, enter a name for the new policy. From the Policy Type drop-
4121 down menu, select Document Policy (which applies to all SharePoint policies). Click OK.

Create New Policy

Please enter the name of the new policy

SharePoint Protection - Department

Policy Type: |Decument Pelicy

4122
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3. The new policy opens automatically in an editing panel. For this policy, keep the default Deny
enforcement. Make these edits:

a. Inthe On Resources area, click on the plus sign box next to Target. This automatically
populates in and Resource Component.

b. Inthe Condition Expression enter the ACPL: (resource.portal.department = “*” AND
resource.portal.project status = “*”)

c. Inthe Obligations area, check the Display User Alert box in order to customize the deny
message displayed to the user when access is denied.

4. In the policy editing panel, your policy should look like this:
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el e il -
Document Policy
SharePoint Protection - Department
~
Enforcement | Deny W Description
Subject N
Uszer
Computer
Application
Perform the Following o
Action
On Resources Tags
Target MName: I:l
Meoved, Renamed or Copied:
Yalue: I:l
Conditions _ Mame
Connection
Type
Heartbeat
Date/Tirme Start: < El >
End:
Recurrence  Time
Day:
COﬂdit!C'ﬂ [ (resource.portal.department = "*" AND
Expression resource.portal."project status” = ")
Subpolicy —
Subpolicy
Obligations
On Deny Leg
[#] Display User Alert
| A -l - Fa— I e
<] n | >
SharePoint ... Department Status: Draft
Last Modified: Tue Jul 07 11:34:07 EDT 2015 Administrator

5. To deploy this policy,

follow the steps in Section 8.4.5.
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8.4.4.2.2 Defining a Department-based Sub-policy that Enforces an Allow Decision when Certain
Conditions are met
1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on your new
policy to highlight it. Then click on New Policy to create a sub-policy.

2. Select a name for the new sub-policy then click OK.
3. Inthe policy editing panel, make the following edits:

a. From the Enforcement drop-down menu, select Allow.

Document Policy

DepartmentRestriction

Enforcement |AIIOW v|

b. Inthe On Resources area, click on the plus sign box next to Target.

i. Inthe Components panel, click on Resources, then the Portals tab to see the
components you created earlier.

| New| ‘ enter search terms ” Search |

9 maintenance = no
2 maintenance = yes
2 Project status = any
2 sensitivity = 1

@ sensitivity = 2

2 sensitivity = 3

D sensitivity = 4

2 sensitivity = 5

ii. From the Portals tab, left-click and hold the Project status = any component and
drag it onto the Target field.

On Resources

Target [ W Project status = any

Resource Component

Moved, Renamed or Copied:

c. Inthe Conditions area, in the Condition Expression text box, enter the ACPL:

(user.department = resource.portal.department OR (user.department =
"Business Intelligence" AND (resource.portal.department = "Marketing" OR
resource.portal.department = "Sales")))

NIST SP 1800-3C: Attribute Based Access Control 390



SECOND DRAFT

Conditions
Connection
Type
Heartbeat
Date/Time  gar:
End:
Recurrence Time
Day:
Condit@on B (user.department = resource.portal.department OR i:
Expression (user.department = "Business Intelligence” AND |
(resource.portal. department = "Marketing” OR -
4153 resource.portal.department = "Sales"]))
4154 4. In the Policy Editing panel, your policy should look like this:

’—| 2y DepartmentRestriction £ l
‘ New Puliq,r| | New Fuldel| enter " Search |

4 = RunaboutfirPolicySets Document Pollcy

4 .y SharePoint Protection - Department DepartmentRestriction
2y DepartmentRestriction

Subject

User
Computer
Application

Perform the Following

Action

On Resources

Target [5] in | (3 Project status = any

Resource Component

Moved, Renamed or Copied:

Conditions

Connection
Type

Heartbeat

Devices | Documents

| enter search terms ” Sealcl\| Date/Time  gpar:
End:
' maintenance = no
@ maintenance = yes Recurrence  Time:
= ] Projéct .status = any Day: =
3 sensitivity = 1
- | sensitivity = 2 Condit!on = (user.department = resource.portal.department OR Z
@ sensitivity = 3 Expression (user.department = "Business Intelligence” AND
N (resource.portal.department = "Marketing” OR L
: sens!tw!ty B : resource.portal.department = "Sales"])) v
sensitivity = —
Subpolicy
Subpolicy Subpolicy
Obligations
On Allow, [Log
Manitor [ Display User Alert
["15end Email
DepartmentRestriction Status: Draft
Last Modified: Tue Jul 07 11:20:01 EDT 2015 Administrator

4155
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5. To deploy this policy, follow the steps in Section 8.4.5.

84.4.3  Defining a Sensitivity-based Policy Set

In order to define a sensitivity-based policy set, follow instructions similar to defining the department-
based policy set in Section 8.4.4.2:

8.4.4.3.1 Defining the Top-level Sensitivity Policy that Enforces a General Deny Decision
1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on your folder

to highlight it. Then click on New Policy.

Policies

| MNew Policy| | MNew Folder| | enter E<|| Search |

> -2y SharePoint Protection - Department

A RunaboutlirPolicySets ‘

2. Inthe Create New Policy window, enter a name for the new policy. From the Policy Type drop-
down menu, select Document Policy (which applies to all SharePoint policies). Click OK.

) Create New Policy -

Create New Policy .—-:'i

Please enter the name of the new policy

SharePoint Protection - Sensitivity |

Policy Type: |Decument Pelicy v|

| 0K | | Cancel |

3. The new policy opens automatically in an editing panel. For this policy, keep the default Deny
enforcement. Make these edits:

a. Inthe On Resources area, click on the plus sign box next to Target. This automatically
populates in and Resource Component.

b. In Condition Expression enter the ACPL: resource.portal.sensitivity > "0"

Condition [2] resource.portal.sensitivity > D| ~
Expression

4. In the Obligations area, check the Display User Alert box in order to customize the deny
message displayed to the user when access is denied.
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Obligations
On Deny ¥ILog
Display User Alert
Aeccess denied. Contact your -
administrator.
b
[]5end Email

Custom Obligation
On Allow, [1Log
Monitor [_] Display User Alert
[]5end Email

4175 Custom Obligation

4176 5. Inthe policy editing panel, your policy should look like this:
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el D e e -
Document Policy
SharePoint Protection - Sensitivity
Enforcement | Deny W | ~
Subject || Description
User .
Computer
Application
Perform the Following
Action e
On Resources
Target Tags
Moved, Renamed or Copied: Marre: |:|
. Value: |:|
Cenditions
Mame
Connection =
Type
Heartbeat
Date/Time  iarg:
End: < |:| >
Recurrence  Time
Day:
Condition  [-] resource.portal.sensitivity = "0"
Expression
Subpolicy
Subpoelicy
Obligations
On Deny ILog
[w] Diznlav Lser Alert e
<] ]

SharePoint Pr...- Sensitivity

Status: Draft

Last Modified: Tue Jul 07 11:33:41 EDT 2015 Administrator

6. To deploy this policy, follow the steps in Section 8.4.5.
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8.4.4.3.2 Defining a Sensitivity-based Sub-policy that Enforces an Allow Decision when Certain
Conditions are met for Access to Sensitivity Level 1 Documents
Similar to the steps in Section 8.4.4.2.2 for creating the Department-based sub-policy, do the following:

1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on your new
policy to highlight it. Then click New Policy to create a sub-policy.

2. Select a name for the new sub-policy then click OK.

3. Inthe policy editing panel, make the following edits:
a. From the Enforcement drop-down menu, select Allow.
b. Inthe Subject area, click on the plus sign next to User.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Subjects, then the Users tab to see the components you created earlier.

| New| | enter search terms u Search |

; clearance = Mone
; clearance = Secret
@ clearance = Top Secret
& ip_address = 10,33,7.211

Actions
Resources

ii. Left-click and hold the clearance = None component to drag it onto the User
field.

iii. Left-click and hold the clearance = Secret component to drag it onto the User
field.

iv. Left-click and hold the clearance = Top Secret component to drag it onto the
User field.
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c. Inthe On Resources area, click on the plus sign box next to Target.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Resources, then the Portals tab to see the components you created
earlier.

ii. Left-click and hold the sensitivity = 1 component to drag it onto the Target field.

d. Inthe policy editing panel, your policy should look like this:
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e.

Document Policy
Palicy1a-Sensitivity Level 1

Enforcement |Allow

Subject

Perform the Fellowing

User [5] in

Computer
Application

w clearance = None
w clearance = Secret

User Compenent

o clearance = Top Secret

On Resources

Action

Conditions

Target [2] in

2 sensitivity = 1

Resource Component

Moved, Renamed or Copied:

Type

Connection

Heartheat

Date/Time  geart:
End:
Recurrence  Time:
Day:
Condition
Expression
Subpolicy
Subpelicy | Subpalicy
(hlinatinns

Policyla-5ensitivity Level 1

Status: Draft

Last Modified: Tue Jul 07 11:20:27 EDT 2015 Administrator

To deploy this policy, follow the steps in Section 8.4.5.
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8.4.4.3.3 Defining a Sensitivity-based Sub-policy that Enforces an Allow Decision when Certain
Conditions are met for Access to Sensitivity Level 2 Documents

Similar to the steps in Section 8.4.4.3.2 for creating the sensitivity-based sub-policy for sensitivity level 1

documents, do the following:

1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on your new
policy to highlight it. Then click New Policy to create a sub-policy.

2. Select a name for the new sub-policy then click OK.

3. Inthe policy editing panel, make the following edits:
a. From the Enforcement drop-down menu, select Allow.
b. Inthe Subject area, click on the plus sign next to User.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Subjects, then the Users tab to see the components you created earlier.

| New| | enter search terms u Search |

; clearance = Mone
; clearance = Secret
o clearance = Top Secret
o ip_address = 10.33.7.211

Actions
Resources

ii. Left-click and hold the clearance = Secret component to drag it onto the User
field.

iii. Left-click and hold the clearance = Top Secret component to drag it onto the
User field.

c. Inthe On Resources area, click on the plus sign box next to Target.
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d.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Resources, then the Portals tab to see the components you created
earlier.

ii. Left-click and hold the sensitivity = 2 component to drag it onto the Target field.

In the Conditions area, click on the plus sign boxes next to Time and Day. Edit those
fields to match below:

Conditions

Connection
Type

Heartbeat

Date/Time  giarp
End:

Recurrence Time: [ From| 6:00 AM [ To &00PM [
Day: [

- Sun Mon Tue Wed Thu Fn  Sat
] Ol

7 Day |4 of every month
O The |First Sunday of every month

Condition

Expression

4. In the policy editing panel, your policy should look like this:
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b a2, =
Document Policy
Policy1b-Sensitivity Level 2
L)
Enforcement | Allow W | Description
Subject -
User [E in v| & clearance = Secret

a clearance = Top Secret
User Component

Computer
Application

Perform the Following

Action

On Resources

Target  [=] [] in v | sensitivity = 2

Resource Component

Moved, Renamed or Copied:

Conditicns

Connection
Type

Heartbeat

Date/Time  giarg:
End:

Recurrence Tjme [5] From| B:00 AM

Day: [

To| £:00 PIV |

® Sun Mon Tue Wed Thu Fri Sat
O O O B 7 I R

) Day of every month

Condition
Expression

O The||:i|.5t ||Sunday | of every month

Tags

Mame: |:|
Value: |:|

MName

Policyb-Sensitivity Level 2 Status: Draft

Last Modified: Tue Jul 07 11:20:27 EDT 2015 Administrator

5. To deploy this policy, follow the steps in Section 8.4.5.
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8.4.4.3.4 Defining a Sensitivity-based Sub-policy that Enforces an Allow Decision when Certain
Conditions are met for Access to Sensitivity Level 3 Documents

Similar to the steps in Section 8.4.4.3.2 for creating the sensitivity-based sub-policy for sensitivity level 1

documents, do the following:

1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on your new
policy to highlight it. Then click New Policy to create a sub-policy.

2. Select a name for the new sub-policy then click OK.

3. Inthe policy editing panel, make the following edits:
a. From the Enforcement drop-down menu, select Allow.
b. Inthe Subject area, click on the plus sign next to User.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Subjects, then the Users tab to see the components you created earlier.

| New| | enter search terms u Search |

; clearance = Mone
; clearance = Secret
o clearance = Top Secret
o ip_address = 10.33.7.211

Actions
Resources

ii. Left-click and hold the clearance = Top Secret component to drag it onto the
User field.

c. Inthe On Resources area, click on the plus sign box next to Target.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Resources, then the Portals tab to see the components you created
earlier.
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4252 ii. Left-click and hold the sensitivity = 3 component to drag it onto the Target field.
4253 d. Inthe Conditions area, click on the plus sign boxes next to Time and Day. Edit those
4254 fields to match below:
Conditions
Connection
Type
Heartbeat
Date/Time  giap-
End:
Recurrence Time: [ From| 6:00AM 3 To 6:00PM [
Day: [-]
@ Sun Mon Tue Wed Thu Fri 5Sat
- O [
() Day |4 of every month
O The | First Sunday of every month
Condition
Expression
4255
4256 4. In the policy editing panel, your policy should look like this:
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IS S TE R -

Document Policy
Policy1c-Sensitivity Level 3

E

Subject

User [ in v| & dearance = Top Secret

User Component

Computer
Application "

Perform the Following

Action Tiags
On Resources Mame: I:l
Target [2] in v | @ sensitivity = 3 Value: I:l
Resource Component e
Moved, Renamed or Copied: -
Conditions
Connection
Type
< >
Heartbeat
Date/Time gy
End:
Recurrence Time: [ From| 6:00 AM 5| To| 6:00PM
Day: [

Sun Mon Tue Wed Thu Fri Sat

O MMM MMMM[O

O Day of every month —

O The |Fir5t | |Sur‘|day | of every month

®

Condition
Expression

Policylc-Sensitivity Level 3 Status: Draft

Last Modified: Tue Jul 07 11:20:27 EDT 2013 Administrator

5. To deploy this policy, follow the steps in Section 8.4.5.

8.4.4.4  Defining a Maintenance-based Policy Set

In order to define a maintenance-based policy set, follow instructions similar to defining the
department-based policy set in Section 8.4.4.2:
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8.4.4.4.1 Defining the Top-level Maintenance Policy that Enforces a General Deny Decision
1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on your new
folder to highlight it. Then click New Policy.

2. Inthe Create New Policy window, enter a name for the new policy. From the Policy Type drop-
down menu, select Document Policy (which applies to all SharePoint policies). Click OK.

3. The new policy opens automatically in an editing panel. For this policy, keep the default Deny
enforcement. Make these edits:

a. Inthe On Resources area, click on the plus sign box next to Target. This automatically
populates in and Resource Component.

b. In Condition Expression, enter the ACPL: resource.portal.maintenance = “*”

c. Inthe Obligations area, check the Display User Alert box in order to customize the deny
message displayed to the user when access is denied.

4. Inthe policy editing panel, your policy should look like this:
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e el -
Document Policy
SharePoint Protection - Maintenance
L)
Enforcement | Deny v Description
Subject ~
User
Computer
Application
Perform the Following »
Action
On Resources Tags
Target Name: I:l
Moved, Renamed or Copied:
Value: I:l
Conditiens = MName
Connection
Type
Heartbeat
Date/Time  Giart: <| m >
End:
Recurrence  Tjme
Day:
Condition  [-] resource.portal.maintenance = "*"
Expression
Subpolicy
Subpolicy
Obligations
On Deny Leg
b

[ Dicnlay Lser Alert

<

SharePeint ...Maintenance

Status: Draft

Last Modified: Twe Jul 07 11:20:18 EDT 2015 Administrator

5. To deploy this policy, follow the steps in Section 8.4.5.
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8.4.4.4.2 Defining a Maintenance-based Sub-policy that Enforces an Allow Decision when Certain

Conditions are met for Access to Documents whose Maintenance Attribute is defined as Yes

Similar to the instructions in Section 8.4.4.2.2 for defining a Department-based sub-policy, do the
following:

1.

4.

In the Policies panel in the top-left corner of the main Policy Studio window, click on your new
policy to highlight it. Click New Policy to create a sub-policy under this main policy.

Select a name for the new sub-policy, then click OK.
In the policy editing panel, make the following edits:
a. From the Enforcement drop-down menu, select Allow.
b. Inthe On Resources area, click on the plus sign box next to Target.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Resources, then the Portals tab to see the components you created
earlier.

ii. Left-click and hold the maintenance = yes component to drag it onto the Target
field.

c. Inthe Conditions area, click on the plus sign boxes next to Time and Day. Edit those
fields to match below:

Conditions

Connection
Type

Heartbeat

Date/Time  giar.
End:

Recurience Time: [X]  From| 6:00PM |3 Tol G:00AM 2]
Day: ]

Sun Mon Tue Wed Thu Fri  Sat

() Day |4 of every month

O The | First Sunday of every menth

Condition

Expression

In the policy editing panel, your policy should look like this:
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Document Policy

Allow Maintenance After 6pm and Weekends

Enforcement |Allow v
Subject
User
Computer
Application

Perform the Following

Action

On Resources

Target [ in v

) maintenance = yes
Resource Component

Moved, Renamed or Copied:

Conditions

Connection
Type

Heartbeat

Date/Time  gparg
End:

Recurrence Time [5] From| £:00 PM

To| £:00 AM |

Day: Gl
®

Sun Mon Tue Wed Thu Fri  5at

MMM EAMBM M

o Day of every month

O The |Fir5t

| |Sur|da)r | of every menth

Condition
Expression

Subpolicy

Allow Maintenance After Bpm and Weekends

Status: Draft
Last Modified: Tue Jul 07 11:20:18 EDT 2015 Administrator

5. To deploy this policy, follow the steps in Section 8.4.5.
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8.4.4.4.3 Defining a Maintenance-based Sub-policy that Enforces an Allow Decision when Certain
Conditions are met for Access to Documents whose Maintenance Attribute is defined as No
Similar to the instructions in Section 8.4.4.2.2 for defining a Department-based sub-policy, do the

following:

1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on your new
policy to highlight it. Click New Policy to create a sub-policy.

2. Select a name for the new sub-policy, then click OK.
3. Inthe policy editing panel, make the following edits:
a. From the Enforcement drop-down menu, select Allow.
b. Inthe On Resources area, click on the plus sign box next to Target.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Resources, then the Portals tab to see the components you created
earlier.

ii. Left-click and hold the maintenance = no component to drag it onto the Target
field.

4. In the policy editing panel, your policy should look like this:
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Document Policy

Allow Non-Maintenance Any Time

Enforcement | Allow v

Subject

User
Computer
Application

Perform the Following

Action
On Resources
Target
Moved, Renamed or Copied:
Conditions
Connection
Type

Heartbeat

Date/Time  gparg:

End:
Recurrence  Time:
Day:
Condition
Expression
Subpolicy
Subpolicy Subpolicy
Obligations

On Allow, [1Leg
Monitor [_] Display User Alert

[]5end Email
[[] Customn QObligation

Allow Men-Maintenance Any Time Status: Draft

Last Modified: TueJul 07 16:10:37 EDT 2015 Administrator

4314

4315 5. To deploy this policy, follow the steps in Section 8.4.5.
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84.4.5 Defining an IP Address-based Policy Set

In order to define an IP address-based policy set, follow instructions similar to defining the department-
based policy set in Section 8.4.4.2.

8.4.4.5.1 Defining the top-level IP Address Policy that Enforces a General Deny Decision

1.

In the Policies panel in the top-left corner of the main Policy Studio window, click on your new
folder to highlight it. Then click New Policy.

In the Create New Policy window, enter a name for the new policy. From the Policy Type drop-
down menu, select Document Policy (which applies to all SharePoint policies). Click OK.

The new policy opens automatically in an editing panel. For this policy, keep the default Deny
enforcement. Make these edits:

“kn

In the Condition Expression, enter the ACPL: resource.portal.sensitivity =

In the Obligations area, check the Display User Alert box in order to customize the deny
message displayed to the user when access is denied.

In the policy editing panel, your policy should look like this:
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. SharePoirt Protection - IP Address -0

Document Policy
SharePoint Protection - IP Address

Subject -

User
Computer
Application

Perform the Following

Action
On Resources Tags
Target Mame: I:I
Moved, Renamed or Copied:
WValue: I:l
Conditions = Name
Connection
Type
Heartbeat
Date/Time  gpart: < @ >
End:
Recurrence  Time:
Day:
Condition [5] resource.portal.sensitivity = "*"
Expression
Subpolicy
Subpolicy
Obligations
OnDeny Lleg
[l Disnlaw Lser Alert hd
<] m >

SharePoint P...- IP Address Status: Draft

Last Modified: Tue Jul 07 12:38:19 EDT 2015 Administrator

7. To deploy this policy, follow the steps in Section 8.4.5.

8.4.4.5.2 Defining an IP Address-based Sub-policy that Enforces an Allow Decision for Access to
Resources at any Sensitivity Level when a User does not come from an Environment with a
Restricted IP Address (ex: 10.33.7.211)

Similar to the instructions in Section 8.4.4.2.2 for defining a Department-based sub-policy, do the

following:

1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on your new
policy to highlight it. Click New Policy to create a sub-policy.
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2. Select a name for the new sub-policy, then click OK.
3. Inthe policy editing panel, make the following edits:
a. From the Enforcement drop-down menu, select Allow.
b. Inthe On Resources area, click on the plus sign box next to Target.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Resources, then the Portals tab to see the components you created
earlier.

ii. Left-click and hold the sensitivity = 1 component to drag it onto the Target field.

4. Inthe policy editing panel, your policy should look like this:
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2 AllowlPAddressLevell 51 |

Document Policy

AllowlPAddressLevel1

Enforcement |Allow
Subject
User
Computer
Application
Perform the Following
Action
On Resources
Target [] in D sensitivity = 1
Resource Component
Moved, Renamed or Copied:
Conditicns
Connection
Type
Heartbeat
Date/Time  giart:
End:
Recurrence Time:
Day:
Conditicn
Expression
Subpolicy
Subpolicy Subpolicy
Obligations
On Allow, _1Log

Menitor [ Display User Alert

[15end Email

AllowlPAddressLevell

Last Modified: Tue Jul 07 11:20:10 EDT 2015 Administrator

5. To deploy this policy, follow the steps in Section 8.4.5.

Status: Draft
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8.4.4.5.3  Defining an IP Address-based Sub-policy that Enforces an Allow Decision for Access to

Resources at Only Sensitivity Level 1 when a User comes from an Environment with a
Restricted IP Address (ex: 10.33.7.211)

Similar to the instructions in Section 8.4.4.2.2 for defining a Department-based sub-policy, do the
following:

1.

4.

In the Policies panel in the top-left corner of the main Policy Studio window, click on your new
policy to highlight it. Then click New Policy to create a sub-policy.

Select a name for the new sub-policy, then click OK.
In the policy editing panel, make the following edits:
a. From the Enforcement drop-down menu, select Allow.
b. Inthe Subject area, click on the plus sign box next to User.
i. From the drop-down menu, select not in.

ii. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Subjects, then the Users tab to see the components you created earlier.

1. Left-click and hold the ip_address=10.33.7.211 component to drag it
onto the User field.

Subject

User [ 3 ip address = 10.33.7.211

User Compenent

Computer
Application

c. Inthe On Resources area, click on the plus sign box next to Target.

i. Inthe Components panel in the bottom-left corner of the Policy Studio window,
click on Resources, then the Portals tab to see the components you created
earlier.

ii. Left-click and hold the sensitivity = 1 component to drag it onto the Target field.
iii. Left-click and hold the sensitivity = 2 component to drag it onto the Target field.
iv. Left-click and hold the sensitivity = 3 component to drag it onto the Target field.

In the policy editing panel, your policy should look like this:
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Document Policy
AllowsSensitiveLevelsToAnyOtherlP

Enforcement |Allow v |
Subject
User [ notin | & ip address = 10.33.7.211
User Component
Computer
Application
Perform the Fellowing
Action
On Resources
Target [ in v | 0 sensitivity = 2
3 sensitivity = 3
3 sensitivity = 1

Conditions

Resource Component

Moved, Renamed or Copied:

Connection
Type

Heartbeat

Date/Time

Recurrence

Condition
Expression

Subpolicy

Start:

End:

Time:

Day:

Subpelicy

Obligations

Subpolicy

i Alle (1LOg

AllowSensitiveLevelsToAnyOtherlP

Last Modified: Tue Jul 07 11:20:10 EDT 2015 Administrator

Status: Draft

5. To deploy this policy, follow the steps in Section 8.4.5.
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4377 8.4.5 Deploying Policy
4378 In order to deploy policies, follow steps similar to those for deploying a component (see
4379 Section 8.4.3.2.1.1):

4380 1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on the policy
4381 you want to deploy. In the policy editing panel, click Submit.

. SharePeint Protecion - Department ~c

Document Policy

SharePuoint Protection - Department

Enforcement |Deny v Description

Subject ~

User
Computer
Application

Perform the Following »

Action

On Resources Tags

Moved, Renamed or Copied:

Conditions Mame Value

Connection
Type

SharePoint...Department Status: Draft

Last Modified: Tue Jul 07 12:44:16 EDT 2015 Administrator

4382
4383 a. Or, inthe Policies panel in the top-left corner of the main Policy Studio window, right-
4384 click the policy you want to deploy. Select Submit from the floating menu.
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Polides

| Mew Poliq.r| | MNew Foldel| ‘ enter SEEI'd” Sealch|

4 RunaboutAirPolicySets
I |27 SharePoint Protectinn - MNenartrent |

I zu SharePoin Show Policy Usage
I 2» SharePein Show Deployed Version... i
[» 2» SharePein NieazaamFiestenry I
Check Dependencies... L
Set Deployment Targets... N
Modify
| Submit
Deploy
Deactivate F
¥ | Delete
Duplicate Ctrl+D |,
enter sear ) r
Properties...

2. In the Submit window, click Submit.

/1. The selected object is safe to submit

This chject does not use any compenents that are currently in development.

Objects to Submit: /RunaboutAirPolicySets/SharePoint Protection - Department

# Required Components
none

# Required Subpolicies

nong

# Modified Compenents
none

& Madified Subpolicies
none

Submit | | Cancel

3. From the component editing panel, note the differences. The new status reads Submitted for
Deployment. Click Deploy.

a. Or, inthe Policies panel in the top-left corner of the main Policy Studio window, right-

click the policy you want to deploy. Select Deploy from the floating menu.
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SharePoint ... Department Deploy Status: Submitted for Deployment

Last Modified: Tue Jul 07 12:44:16 EDT 2013 Administrator
Submitted by: Wed Jul 08 13:32:11 EDT 2015 Administrator

4. In the Deploy window, click OK. Note: You may specify to deploy immediately, which we choose
in our example. You may also deploy at the following day at midnight, or at a different specific
date and time.

in) Deploy x|

Deployment Start Time
iy
) Deploy at 7/9/15 12:00 AM

_) Specify  |07/08/2015 v | 1:36PM S

Deployment Contents

Policies

/RunaboutAirPolicySets/SharePoint Protection - Department

| OK | | Cancel |

5. At the bottom of the policy editing panel, verify that the Status is now Pending Deployment.
This will remain for the duration of the heartbeat (described in Section 7).

6. After the duration of the heartbeat has passed, Status should read as Deployed. This indicates
that the component is actively deployed in your ABAC system.

8.4.6  Modifying and Re-Deploying Policies and Components

In order to modify existing policies and re-deploy them, do the following:

84.6.1 Modifying and Deploying Existing Policies

1. Inthe Policies panel in the top-left corner of the main Policy Studio window, click on the policy
you want to modify. In the policy editing panel, click Modify.

a. Or, right-click the policy you want to modify and select Modify from the floating menu.

2. Inthe policy editing panel, make the desired changes and click Submit.
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3. Follow the deploy instructions from Section 8.4.5 to deploy the modified policy.

84.6.2 Modifying and Deploying Existing Components

1. Inthe Components panel in the bottom-left corner of the main Policy Studio window, click on
the component you want to modify. In the policy editing panel, click Modify.

a. Or, right-click the component you want to modify and select Modify from the floating
menu.

2. Inthe component editing panel, make the desired changes and click Submit.

3. Follow the deploy instructions from Section 8.4.5 to deploy the modified component.

8.4.7  Deactivating Policies and Components

84.7.1 Deactivating Policies

1. Inthe Policies panel in the top-left corner of the main Policy Studio window, right-click the
policy you want to deactivate. Select Deactivate from the floating menu.

Policies

| New Poliq,r| | MNew Folder| | EthEl" Search |

F RunaboutfirPolicySets Docum'
I |29 SharePoint Protection - Department SharePoint Pro
I -2y SharePoint Protection - IP A Show Policy Usage
I+ -2y SharePoint Protection - Ma Show Deployed Version...

[+ -2u SharePoint Protection - Sen NieazaamFiestenry

Check Dependencies...

Set Deployment Targets...

Medify

Subrmit

Deploy

| Deactivate
Delete
_ _ Duplicate Ctrl+D
tions .____Computers' Users | e

2. At the bottom of the policy editing panel, note the change in Status to Pending Deactivation.
Click Deploy.

SharePoint ... Department Deploy Status: Pending Deactivation (An earlier version is deployed)

Last Modified: Tue Jul 07 12:44:16 EDT 2015 Administrator
Submitted by: Wed Jul 08 13:55:35 EDT 2015 Administrator

3. Inthe Deploy window, click OK. Note: You may specify to deploy immediately, which we choose
in our example. You may also deploy the following day at midnight, or at a different specific date
and time.
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) Deploy E3

Deployment Start Time

Iy
O Deploy at 7/9/15 12:00 AM

O Specify | 07/08/2015 v | 159 PM S

Deployment Contents

Policies

v fRunaboutfirPolicySets/SharePoint Protection - Department

Required Subpolicies
/RunaboutAirPolicySets/SharePoint Protection - Department/DepartmentRestriction

OK | | Cancel |

4. Verify at the bottom of the policy editing panel that the Status is now Pending Deactivation.
This will remain for the duration of the heartbeat (described in Section 7).

SharePoint ... Department :Depl

Status: Pending Deactivation (An earlier version is deployed)
Last Modified: Tue Jul 07 12:44:16 EDT 2015 Administrator
Subrmitted by: Wed Jul 08 13:59:22 EDT 2015 Administrator

5. After the duration of the heartbeat has passed, Status should read as Inactive. This indicates
that the component is currently inactive in your ABAC system.

SharePeoin...epartment Status: Inactive

Last Modified: Tue Jul 07 12:44:16 EDT 2015 Administrator
Submitted by: Wed Jul 08 13:59:22 EDT 2015 Administrator

84.7.2 Deactivating Components

1. Inthe Components panel in the bottom-left corner of the main Policy Studio window, right-click
on the component you want to deactivate. Select Deactivate from the floating menu.

2. Follow steps 2-5 in Section 8.4.7.1 for deactivating policies.
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8.4.8  Deleting Policies and Components
Note: In order to delete a policy or component, you must first deactivate the item and any related sub-
items.

84.8.1 Deleting Policies

1. Inthe Policies panel in the top-left corner of the main Policy Studio window, right-click on the
policy you want to delete. Select Delete from the floating menu.

2. Inthe Delete window, click Yes.

) Delete Subpolicy -

3 | This action will delete the selected policies. Would you like to continue?

8482 Deleting Components

1. Inthe Components panel in the bottom-left corner of the main Policy Studio window, right-click
on the policy you want to delete. Select Delete from the floating menu.

8.5 Configuring Attributes in NextLabs

Section 6 illustrated how to configure the attribute flow between several of the servers and components
in the ABAC architecture. Note that the NextLabs Entitlement Manager was installed on the SharePoint
Server, which is where all of the activity in Section 8.5 occurs.

In order to configure NextLabs to enforce policy on all of the attributes coming from the front-channel
as SharePoint Claims, you must first stop the NextLabs Policy Controller service, edit the
configuration.xml file in the SharePoint Enforcer software architecture, restart Internet Information
Services (11S), then restart the NextLabs Policy Controller service using the following instructions.

8.5.1  Stopping the NextLabs Policy Controller Service
1. On the SharePoint Server, click the Windows icon and begin typing the word Services.
2. Double-click on the icon to open the Services application.

3. Within the Services application window, in the list of services, click on the Name column to sort
by alphabetical order, and look for Control Center Enforcer Service.

4. If the status of the Control Center Enforcer Service is Running, stop it.
a. Click the Windows icon.

b. Double-click the Stop Policy Controller shortcut icon.
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Windows Nextlabs Stop Pelicy SharePoint 2013 Internet
Server Manager PowerShell Entitlement... Controller Central... Information...

o - %

o+

SharePoint 2013 Command
This PC Task Manager Management... Prompt

c. Enter your NextLabs Administrator credentials. Then click Stop.

Stop Enforcer Service -

Please enter password to stop the enforcer:

Cancel | Stop

d. Inthe Stop Enforcer Service success window, click OK.

Stop Enforcer Service -

:I The enforcer was stepped successfully,

8.5.2  Editing the Configuration File

85.2.1 Locating and Opening the SharePoint Enforcer configuration.xml File

1. In Windows Explorer, find and open the SharePoint Enforcer configuration.xml file.
a. Double-click the C:/ drive.
b. Double-click Program Files.
c. Double-click NextLabs.
d. Double-click SharePoint Enforcer.
e. Double-click config.

f. Right-click Configuration.xml to edit the file in a text editor.
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I®m = config == IIII
“ Home Share View 0
. / - re! = =]
n: 4 Cut ) - j L New item = 1 J Open ~ [ Select all
= — g fF 2<’ E o o
-] Copy path —_‘]Easy access T @Edlt Select none
Copy aste Move Copy Delete Rename New Properties o
2| P; hortcut ta~ ta- - folder - 0o Invert selection
(-:' * | |« Program Files » Mextlabs » SharePoint Enforcer » config v & ‘ | Search config P
. S
J Music ~ Mame Date modified Type Size
=| Pictures = . . . . .
X | Configuration.aml XML File KB
Videos - -
i, Local Disk (€ || FastSearch.filter FILTER File 2KB
= tocal s ) Log.Config CONFIG File 2KB
. Features B
|| Page_PostWord.cfg CFG File IKB
. inetpub _ .
= || Page_PostWord2010.cfg CFi File IKB
. Perflogs . o
|| soap_define.cfg CFG File 5KB
. Program Files ;
|| SPEConfig.cfg CFG File TKB
Program Files (xB6) e A . . . ;
| WebServiceConfigaaml XML File 11KBE
. software
v
Bitems 1 item selected 2.36 KB =

85.2.2 Configuring Resource Attributes from SharePoint Metadata

1. Within the configuration.xml file, look for the <SPEConfiguration> tag.

2. Under that tag, but above a <User Attribute> tag, insert tags for each site-level or sub-site level
resource attribute of interest.

For example, in our build we created policies based on the department resource
attribute, so in our configuration.xml file we included the following:

<PropertyBag disabled="false" level="SiteCollection">

<Property disabled="false" name="department" attributename="department"

/>
</PropertyBag>
<PropertyBag disabled="false" level="SubSite">

<Property disabled="false" name="department" attributename="department"

/>

</PropertyBag>

From the example above, the top of the configuration.xml file looks like this:

E| Configurationxml - Notepad = || = -
File Edit Format WView Help
<?xml version="1.8" encoding="utf-8"2> ~
<Configuration name="test"” xmlns="http://www.nextlabs.com/configurationSchema">» =
<5PEConfiguration:>
<PropertyBag disabled="false" level="SiteCollection">»
<Property disabled="false" name="department” attributename="department” />
(/PropertyBab>
<PropertyBag disabled="false" level="5ubS5ite":»
<Property disabled="false" name="department” attributename="department”™ />
</PropertyBag> o
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85.2.3  Configuring User Attributes from SharePoint Claims

1. Within the configuration.xml file directly under any <PropertyBag> closing tags, find the <User
Attribute> </User Attribute> portion of the document. Initially, its default contents in that area
may look like this, containing some default user attributes such as “emailAddress” or
“adfsGroup”:

[

File Edit Format View Help

Configuration.xml - Notepad lLIi-

<

</PropertyBag> ~
<UserAttribute>
<Claims disabled="false">
<Claim name="emailAddress" attributename="EmailAddress” claimtype="http://schemas.xmlsoap.org/ws/2005/@5/identity/claims/upn" disabled="false" />
<Claim name="adfsGroup" claimtype="http://schemas.microsoft.com/ws/2008/06/identity/claims/role” prefix="ADFS_" disabled="false" />
</Claims>
<UserProfile disabled="false">
<Property disabled="false” name="SPS-lLocation™ attributename="Physicallocation” /»
<Property disabled="false" name="Department” attributename="Department” />
</UserProfiles
</UserAttribute>
</SPEConfiguration> v

2. Inthe User Attribute area, add more claims here to include all the attributes you will be
expecting to evaluate in NextLabs policies for access control decisions.

a

ru

For example, in our build we created policies based on users’ “clearance”,
“department”, and “ip_address”, so in our configuration.xml file we included the
following, among others:

<Claim name="department" attributename="department"
claimtype="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/departme
nt" disabled="false" />

<Claim name="ip address" attributename = "ip address"
claimtype="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/ip_ addre
ss" disabled="false" />

<Claim name="clearance" attributename = '"clearance"
claimtype="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/clearanc
e" disabled="false" />

From the example above, the rest of our configuration.xml file looks like this:

</PropertyBag>
<UserAttribute>
<Claims disabled="false">»
<Claim name="upn" attributename="upn"
claimtype="http://schemas.xmlsoap.org/ws/2005/85/identity/claims/upn” disabled="false" />
<Claim name="emailaddress” attributename="emailaddress”
claimtype="http://schemas.xmlsoap.org/ws/2085/05/identity/claims/emailaddress” disabled="false"
/>
<Claim name="adfsGroup"
claimtype=“http:ffschemas.microsoft.comjwsfZBPSJBGJidentityfclaimsfrole“ prefix="ADF5_"
disabled="false" /»
<Claim name="department” attributename="department”
claimtype="http://schemas.xmlsocap.org/ws/2085/85/identity/claims/department” disabled="false"” />
<Claim name="stafflevel” attributename="stafflevel”
claimtype="http://schemas.xmlsoap.org/ws/2005/85/identity/claims/stafflevel” disabled="false" /»
<Claim name="employer" attributename="employer"
claimtype="http://schemas.xmlsoap.org/ws/2005/85/identity/claims /employer” disabled="false" />
<Claim name="role" attributename="role"
claimtype="http://schemas.xmlsoap.org/ws/2005/85/identity/claims/role” disabled="false" />

<Claim name="1ip_address"” attributename = "ip_address”
claimtype="http://schemas.xmlsoap.org/ws/2085/05/identity/claims/ip_address" disabled="false" />
<Claim name="clearance" attributename = "clearance”
claimtype="http://schemas.xmlsoap.org/ws/2085/85/identity/claims/clearance” disabled="false" />
</Claims>
</UserAttribute>
</SPEConfiguration> o
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85.2.4  Saving Changes to the Configuration File

1. From the File menu, click Save, or Ctrl+S on your keyboard.

g

| File | Edit Format View Help
MNew Ctrl+MN
Open... Ctrl+Q

| Save Ctrl+5
Save As...
Page Setup...
Print... Ctrl+P
Exit

8.5.3  Restarting IIS via Windows PowerShell
1. Click the Windows icon.

2. Inthe Search text box, begin typing PowerShell.

Search

Everywhere -
powershell| E

"' Windows PowerShell

f
=

3. Click on Windows PowerShell.

e Select Administrator: Windows PowerShell

e

4. In the PowerShell window, type the command: iisreset. Press Enter.
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ey Administrator; Windows PowerShell

opyright 2014 Microsoft Corporation. All rights reserwved.

Ps C:\Users‘\Administrator> iisreset_

5. Inthe PowerShell window, verify that services stopped and restarted successfully.

ey Select Administrator; Windows PowerShell I;li-_

dministrator= iisreset

8.5.4  Restarting the NextLabs Policy Controller Service
1. Click on the Windows icon and begin typing the word Services.

2. Double-click the Services icon to open the application.

3. Within the Services application window in the list of services, click on the Name column to sort
by alphabetical order and look for Control Center Enforcer Service.

4. Right-click Control Center Enforcer Service and click Start.

a. It may be necessary to click the Refresh icon in order to see the Control Center Enforcer
Service status change to Running.

8.6 Functional Test

8.6.1  Updated Bin File After Policy Creation/Modification

After a policy or component is deployed for the first time, or modified and re-deployed within Policy
Studio on the SQL Server, an encrypted bundle.bin file on the SharePoint Server will be updated after
one heartbeat. As explained in Section 7, on the SharePoint Server it is the responsibility of the
Controller Manager component of the NextLabs Policy Controller (PDP) to encrypt the bundle.bin file on
the local file system for use during policy evaluation by the PDP.

To ensure the policy logic is being correctly sent from the NextLabs Policy Studio (PAP) on the SQL Server
to the bundle.bin file on the SharePoint Server for use by the NextLabs Policy Controller (PDP), you can
find the bundle.bin file and decrypt its contents to see your policy logic decrypted there.
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8.6.1.1  On the SharePoint Server Note Timestamp of the Bundle.bin File and Decrypt Its

Contents

1. Double-click the C:/ drive.
2. Double-click Program Files.
3. Double-click NextLabs.

4. Double-click Policy Controller.

5. Scroll down to find bundle.bin and note the timestamp in the Date Modified column.

would be the last time policies or components were deployed.

. ,x CUt ] l x @ ]] % New item ~ [s] open - HH setectan
W] Copy path a Easy access ™ Edit 5o select none
Paste Move Copy Delete Rename Properties

[2] Paste shortcut tow tow - fo|der - E‘E Invert selection
Clipboard Organize Cpen Select

* 4 |_L <« Program Files » NextLabs » Policy Controller » w C-‘ | Search Policy Controller 2

-

_ﬂ Music ] MName Date modified Type Size
E Pictures 1 logs 6/29/2015 1:5TPM  File folder
| Videos | public_bin 2/27/2015 2:22 PM File folder
i Local Disk (C:) i service 2/27/2015 222 PM  File folder
| Features 3 app-icon.ico 5/19/2014 6:37PM  Icon
L inetpub = \ __| bundle.bin 7/8/2015 2:14 PM BIN File
L Perflogs || evalcache.data 7/8/20153:27PM  DATA File
| Program Files || evalcache.index 7/8/20153:27PM  INDEX File

L Prograrn Files (x36) Nextlabs Policy Controller Uninstall.bat 2/27/2015 222PM  Windows Batch File
| software

I
<] m

20items  1item selected 13.2KB

6. Scroll back up and double-click on the bin folder.

Home Share View ~ @

=] X cut ” x @ m [ New item - Slopen ~  BH setectan
[W=] Copy path ;_ansyaccessv EEdit B

oo Select none
Copy Paste _ Mave Copy Delete Rename Properties
[2] Paste shorteut tow tow - fo|de’ - EE Invert selection

Clipboard Organize Open Select

@ - 1 |_L| <« Program Files » NextLabs » Policy Controller » v O‘ | Search Policy Controller » |

P

i Music I~ Mame Date modified Type Size
_ﬂl Pictures
i Videos
i, Local Disk (<)
| Features
| inetpub
| Perflogs
|, Program Files
|/ Program Files (x86)
| software

| agentlog 7/6/201510:30 AM  File folder
| | bin 2/27/2015 2:22 PM File folder
| config 6/29/2015 1:57 PM  File folder
L. driver 2/27/2015 2:22 PM File folder
L help 2/27/2015 2:22 PM File folder
L jlie 2/27/2015 2:22 PM File folder
L jre 2/27/2015 2222 PM  File folder
LU jservice 2/27/2013 222 PM  File folder
m

20items 1 item selected

7. Scroll down to find Decrypt.exe.

This
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B

Program Files
Program Files (x86)

software
|| <

43items  1item selected 637 KB

5] mch_install_test.exe 5

# mch30 setun.dll

| = | Application Tools bin
“ Home Share View Manage (2]
4 Cut K Iﬁﬁ i New item = =7 Open * Select all
.| Copy path <:3 - = T | Easy access ~ F Select none
Copy Move Copy Delete Rename MNew Properties
tor to~ < folder - Invert selection
(-' - 1 <« Program Files » MNextLabs » Policy Controller » bin e 2
. -
' Music -~ Mame Type Size ~
£ Pictures [ cesdiedil Application extens...
g Videos |%| ceTamperproof.dll ion extens...
= Local Disk (C) %) cetransctrl.dll pplication extens...
Features |%| cetransport.dll Application extens...
inetpub _ 5] Decrypt.exe Application
PerfLogs T &/ rCNLdl Application extens...
%) IPCStub.dll 5/ p

Annlication extens..

a. Inthe Decrypt window, enter the administrator’s Password and press Enter.

assword:

i CAProgram Files\MNextLabs\Policy Con... \;li-

Starting Decrypt...

b. After the Decrypt window disappears, click on Policy Controller to return to that folder.
Scroll down and double-click the bundle.out file.

- i [ - [= )
| = | Policy Controller
‘ ame  Share Views 2
& cut K Iﬁﬁ T New item ~ = open - Select all
Wi Copy path ] ¥4 S Easy access ~ A [ Aedit Select none
Copy Move Copy Delete Rename New Properties
tor  to~ - folder - Invert selection
(-‘ - 1 <« Program Files » Nextlabs » Policy Controller v & | | Search Policy Controlle P
W Music ~ MName Date modified Type Size ~
= Pictures public_bin File folder
& Videos service File folder
= Local Disk (C) =3 app-iconico lcon 8KB
Features | bundiebin BIN File 14 KB
inetpub = | | bundleout OUT File 10KB| |_
Perflogs || evalcache.data DATA File 0 KB
Program Files | evalcache.index INDEX File 1 KB
Program Files (x86) ] Nextlabs Policy Controller Uninstall.bat Nindows Batch File KB |
software selL - -
X v < b
21items 1 item selected 9.8 KB =

c. Inthe text editor window, scroll down to find policies that you have created previously.
Example: RunaboutAirPolicySets/SharePoint Protection — Department top-level policy
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8.6.2

File Edit Format View Help

ID 234 STATUS APPROVED POLICY "RunaboutAirPolicySets/SharePoint Protection - Department”
ATTRIBUTE DOCUMENT_POLICY
FOR TRUE
ON TRUE
TO TRUE
BY TRUE

SUBPOLICY allow_overrides
"RunaboutAirPolicySets/SharePoint Protection - Department/DepartmentRestriction™
DO deny

BY DEFAULT DO allow|

0N allow DO log

ON deny DO log, display( "Access denied. Contact your administrator.” )

WHERE (TRUE AND (TRUE AND (resource.portal.department = "*" AND resource.portal.”project status" = "*"})’

Reviewing NextLabs AgentlLog to lllustrate History of Access Control

Evaluations during SharePoint Access
Double-click the C:/ drive.

Double-click Program Files.

Double-click NextLabs.

Double-click Policy Controller.

Double-click AgentLog.

Right-click the Agento.log.0 locked file and select Copy.

| B ik
IIII 7

nme Share

W
M

it VB X e

[it] Copy path
. ove Copy Delete Rename
[2] Paste shorteut | o+ to- o

I' @ Mew item ~ Q
—‘aEasy access v @Edit
Mew Properties

Copy Paste
folder

Clipboard Organize MNew Open

Open ~

BH selectan

Gt Select none
E'Elnvert selection
Select

@ - 1 |_L. <« Program Files » Mextlabs » Policy Controller » agentlog

v G| | Search agentlog

J-ff Music 1 Mame

P

Date modified Type

Size

| Pict
| =] Pictures [El Agentbiog.0 7/8/2015357PM  OFile

15,709 KB|

6/29/2015 1:57 PM LCK File
7/6/2015 10:30 AM 1File
6/29/2015 1:56 PM 2 File
6/29/2015 1:33 PM 3File

§ Videos
; Local Disk (C:) L] Agent0.log.0lck
| Features I || AgentD.log.1
|| Agentllog.2

inetpub
t Perfio s || Agentd.iog.3
’ | | Agent0.Joad

DKB
48,929 KB
128
22,518 K8

—| 6/24/20155:05PM 4 File
| Program Files v« m

14.092 )ﬁ

15items 1 item selected 13.3 MB

7. Within the agentLog folder, right-click in an empty space and select Paste.
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niEN=|

Home

Cut

=l
[ Copy path

Paste

E Paste shortcut to to

Share

View

;Q-Lﬂ?(

Move Copy

Delete Rename

=)

folder

@ Mew item =

—;‘j Easy access ~

L2

g Open
Edit

Properties

~ @
BB select all

G5 Select none

EEInvert selection

Clipboard Organize New Open Select
@ - 1 |j <« Program Files » Mextlabs » Policy Controller » agentlog v c.| | Search agentLog »p |
¥ Favorites "~ Name - Date modified Type Size
B Desktop Agent(.log.0 M= [ O File 15,709 KB |
& Downloads |_'| AgentD.log.0.lc Sort by » LCK File 0KB
"5l Recent places | ] Agent0.log.1 Group by v 1File 43829 KB
u: AgentD.log.2 Refresh 2 File 12KB
18 This PC || Agentd.log.3 — 3 File 22,518 KB
14 Desktop | ] Agent0log.4 Customize this folder... 4File 14,092 KB
| Documents || AgentD.log.5 Paste 5 File 43,829 KB
g Downloads || Agent0.log.6 Paste shortcut & File 48,829 KB
W Music uAgentﬁ.Iog.? Undo Rename 7 File 42817 KB
=] Pictures u Agent(.log.8 Share with 2 File 95 KB
B Videos | ] AgentD.log.8 New 9 File 4,406 KB
a Local Disk (C:) || caServiceCalog : Text Document 0KB
. Features u nlec.log M= Text Document 3EKE
. inetpub |_'| peclog.bd 6/29/2015 1:36 PM Text Document 4,090 KB
1! PerfLogs YT i
15 items
4580
4581 8. Double-click the Agent0.log-Copy.0 file to view its contents.
niEn-:|
Home Share View ~ 09
B & cut [ 1 R Newitem - Open ~ B selectall
[ Copy path I_“ (s x @ 7| Easy access - ) Edit 50 Select none
Ly bEHE E Paste shortcut I‘ut'lz\r'e Ctzp'y DeI'ete Rename fr:ﬁ;‘:r Prop'ertles Eglnver‘t selection
Clipboard Organize New Open Select
@ - 1 |j,. <« Program Files » Mextlabs » Policy Controller » agentlLog W 0| | Search agentLog
<t Favorites I%I Name “ Date modified Type Size
B Deskiop Agent0.log - Copy.0 7/8/2015 3:57PM  OFile 15,721 k8|
4 Downloads Agent0.log.0 7/8/2015357PM  OFile 15,709 KB
“E] Recent places || Agent0.log.0ick 6/20/2015 1:57PM  LCK File 0KB
|| Agentdlog.1 7/6/201510:30 AM 1 Fille 48,820 KE
18 This PC vI<[T i ' (>
16items 1 item selected 153 MB
4582
4583 9. Scroll down to view the contents. You can press Ctrl+F to find keywords such as any identifying
4584 word from your policy definitions, words common to ABAC activity such as allow or deny, or
4585 words native to NextLabs logging such as effect =.
4586 a. Examples of information found in this Agent0.log-Copy.0 file:
4587 i. All of the policies evaluated during one instance of access:
4588 Jul 7, 2015 4:29:53 PM com.bluejungle.pf.engine.destiny.f
4589 performContentAnalysis
4590 FINEST: No from resource found. Ignoring
4591 Jul 7, 2015 4:29:53 PM
4592 com.bluejungle.pf.engine.destiny.EvaluationEngine evaluate
4593 INFO: Matching policies for 2342972204282387:
4594 X: RunaboutAirPolicySets/SharePoint Protection -
4595 Department/DepartmentRestriction
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A: RunaboutAirPolicySets/SharePoint Protection
X: RunaboutAirPolicySets/SharePoint Protection
Address/AllowIPAddressLevell

X: RunaboutAirPolicySets/SharePoint Protection
Address/AllowSensitivelLevelsToAnyOtherIP

A: RunaboutAirPolicySets/SharePoint Protection
X: RunaboutAirPolicySets/SharePoint Protection
Maintenance After 6pm and Weekends

A: RunaboutAirPolicySets/SharePoint Protection
Non-Maintenance Any Time

A: RunaboutAirPolicySets/SharePoint Protection
X: RunaboutAirPolicySets/SharePoint Protection
Sensitivity/Policyla-Sensitivity Level 1

X: RunaboutAirPolicySets/SharePoint Protection
Sensitivity/Policylb-Sensitivity Level 2

X: RunaboutAirPolicySets/SharePoint Protection
Sensitivity/Policylc-Sensitivity Level 3

A: RunaboutAirPolicySets/SharePoint Protection

Department
IP

IP

IP Address
Maintenance/Allow

Maintenance/Allow

Maintenance

Sensitivity

An allow decision was evaluated when this example user, Jorge Gonzalez,

logged into the Runabout Air SharePoint:

Jul 7, 2015 4:29:53 PM

com.bluejungle.destiny.agent.controlmanager.PolicyEvaluatorImpl

queryDecisionEngine
INFO: Request 2342972204282387 input params
to
application
pid: 5140
environment
request id: 2342972204282387

time since last successful heartbeat: 31

host
inet address: 184536844
operating-system-user

id: S-1-5-21-972639958-268376111-2639239546-1138

action
name: OPEN

sendto

from
title: relying party inc - root site
ce::id: sharepoint://sharepoint.abac.test/
name: relying party inc - root site
sub_type: site
type: site

ce::destinytype: portal
url: sharepoint://sharepoint.abac.test/
user

id: S-1-5-21-972639958-268376111-2639239546-1138

title: Scientist
department: Research and development
stafflevel: Senior
upn: jgonzalez@ABAC.TEST
company: Conway
name: abac\jgonzalez
clearance: Top Secret
Ignore obligation = false
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Process Token = 984

LogLevel = 3

Result: Effect = allow (total:4608ms, setup:4605ms,
obligations:0Oms)

Obligations:

From file list: [sharepoint://sharepoint.abac.test/]

To filename list: null

9.1 Introduction

In previous sections of this How-To Guide (Section 7), we installed several NextLabs products that can be
used to define and deploy Attribute Based Access Control policies and enforce decisions regarding user
access to Microsoft SharePoint resources based on user, object, environmental attributes, and the
corresponding policies in place. We also illustrated how to use and configure the NextLabs Policy Studio,
the product responsible for Policy Lifecycle Management, and discussed policy strategy and the
translation of business logic into policy (Section 8).

In this section of the How-To Guide, we will illustrate how to use the NextLabs Control Center Reporter,
a component of the previously installed NextLabs Control Center (Section 7), in order to generate
reports and provide a graphical user interface for prior policy evaluation and access control decisions in
your environment.

Reporter is automatically installed during the NextLabs Control Center installation, which was detailed in
Section 7. In this How-To section, we will introduce Reporter, its purpose, interface, and capabilities,
then illustrate some example uses based on our build.

9.1.1 Components Used in this How-To Guide

NextLabs Control Center Reporter v7.5.0 (64) — web application and graphical user interface for
evaluating prior policy evaluation access control decisions and generating reports for monitoring and
auditing.

9.1.2  Pre-requisites to Complete Prior to this How-To Guide
1. If youintend to do a setup without identity federation and federated logins, you must:
a. Install and configure Active Directory (see Section 2)
b. Install and configure Microsoft SharePoint (see Section 4)

c. Install and configure NextLabs Control Center, Policy Studio, and Policy Controller (see
Section 7)

d. Define and deploy policies based on your business rules (see Section 8)

2. Ifyouintend to incorporate a trust relationship between an IdP and RP and use federated logins
into SharePoint, you must:
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a. Install and configure Active Directory (see Section 2)

b. Setup and configure the RP and IdP (see Section 3)

c. Install and configure Microsoft SharePoint (see Section 4)

d. Configure the SharePoint federated login with the RP (see Section 5)
e. Configure the attribute flow between all endpoints (see Section 6)

f. Install and configure NextLabs Control Center, Policy Studio, and Policy Controller (see
Section 7)

g. Define and deploy policies based on your business rules (see Section 8)

9.2 Introduction to NextLabs Control Center Reporter

The NextLabs Control Center Reporter is a web application that can be used to generate reports on how
information is being used in your environment. You can use Reporter to define and run custom queries
about policy enforcement activities that are recorded in the Activity Journal, a native, automatic logging
mechanism built into the NextLabs SQL database that was configured during installation of the NextLabs
Control Center (Section 7). These queries are referred to as reports. Reports can be designed to answer
a wide variety of questions, such as who has access to certain documents, who is using which resources
and when, what types of policy enforcement is taking place, what activity occurred within a given
department, and so on.

In addition to reports, you can also use Reporter to create monitors that trigger alerts when specified
policy enforcement criteria are met. You can design monitors to cover a wide range of scenarios, such as
sending an alert through email when access to a certain resource has been denied more than a specified
number of times in a given time period; or when the volume of classified documents that have been
downloaded in a given time period exceeds a specific file size. Together, monitors and alerts can provide
continuous coverage of critical policy enforcements in an enterprise, as well as a notification system that
lets you know when action is required.

Reporter is intended for use by whoever is responsible for monitoring and reporting on compliance,
gathering statistics about document usage, and investigating any suspected incidents of information
mishandling. This may include administrators, IT staff, managers, executives, and auditors, or any other
authorized personnel.

User permissions are defined in the Administrator application (another component of Control Center
installed in Section 7), by creating a new User and assigning one of the four available roles to it. By
default, all roles include permission to open and use the reporting functionality of Reporter.

9.2.1 Opening Reporter
1. Onthe server where NextLabs Control Center was installed, open a web browser (i.e., SQL
Server in this build).

2. Enter the URL and press Enter: https://<hostname>/reporter, i.e., https://localhost/reporter
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4723 3. Atthe Reporter login screen, enter valid credentials, such as the Control Center Administrator
4724 account created in Section 7. Click Login.

File Edit View History Bookmarks Tools Help

Control Center Reporter: Login %

@) @ hitps://localhost/reporter/login, = & | | Q search | ﬁ' | =] ¥+ # »

Administrator
(IIIITI I 11T ] ]}

Lo

4725
4726 4. Inyour browser, the Reporter opening view defaults to the Dashboard tab. The Dashboard tab,
4727 Reports tab, and Monitoring tab will be discussed more thoroughly in subsequent sections of
4728 this How-To Guide.
bl BEporter
[ Dastisaara | Lnurinisuﬁi-hﬁ-\hvmlmmu;ﬂ\'-b.
Top 10 Deny Palicies in Last 30 Days Top 10 Denied Users in Last 30 Days Top 5 Denied Resource in Last 7 Days
Top 5 Allow Resource in Last 7 Days

4729
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9.3

Introduction to Reporter Dashboard

The Reporter Dashboard is divided into panes, each displaying a predefined statistical view of data that
provides a snapshot of policy enforcement trends. In the default configuration of Reporter, these panes
display data in the following graphs (from the NextLabs Control Center Reporter User Guide, available

only to customers at this time):

Graph

Top Five Deny Policies
(Month)

‘ Description

Pie chart representing the five
Deny policies that were most
frequently enforced over the
previous thirty days.

May Indicate

Misunderstanding of access
level: users being blocked
from a resource they believe
they should use

Incorrectly defined entitle-
ments: users should have ac-
cess, but policies are not up-
dated or correctly designed

Top Ten Denied Users
(Month)

Bar chart representing the ten
users who have had the most
instances of any Deny policy
enforced against them.

Users who habitually snoop
into resources they are not
authorized to use

Incorrectly defined entitle-
ments: users or group should
have access, but policies are
not updated or are incorrectly
designed

Top Five Deny Resources
(Week)

Bar chart representing the five
resources that any users have
most frequently attempted to
access and been blocked by an
active policy, over the previous
seven days.

Resources of broad interest to
users who should not be us-
ing them

Incorrectly designed resource

or user component, blocking
users who should have access

Top Five Allow Resources
(Week)

Bar chart representing the five

resources that users have most
frequently attempted to access
and been allowed by an active

policy, over the previous seven
days.

Improperly designed resource
component or policies, which

allow inappropriate users ac-

cess to sensitive resources

Deny Policy Enforcement
Trends (Month)

Bar chart representing the trend,
over the previous 30 days, of the
daily total instances of any deny
policy being enforced on any user,
for any resource.

Progress (or lack thereof) in
educating users about access
policies and individual/group
entitlements, at a broad level
Improperly designed policies
that are blocking too many
users who expect and are en-
titled to access or use
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Graph ‘ Description May Indicate
Recent Allows List of details about the most re- e |nstances where some urgent
cent ten instances of any allow action is required, such as us-
policy being enforced against any ers being allowed access to
user, for any resource. Details some resource they should
listed include: not be using, due to lack of
e Date of enforcement policy coverage or an incor-

¢ Name of enforced policy rectly defined policy

e User who triggered the policy
e Action that triggered the pol-

icy
e Resource the user was trying
to access
Recent Denys List of details about the most re- e |nstances where many users
cent ten instances of any deny pol- are attempting to get at data
icy being enforced against any they are not authorized to
user, for any resource. Details use
listed include: e Instances where some urgent
e Date of enforcement correction is required to allow
e Name of enforced policy appropriate access, such as

multiple authorized users be-
ing blocked from some re-
source they need by an incor-

e User who triggered the policy
e Action that triggered the pol-

'y rectly defined policy
e Resource the user was trying
to access

Alerts this Week: Group | Treemap representing volume of e Policies being watched by

by Tags alerts in the current week. Alerts monitors that are tagged are
are grouped by monitor tags. being enforced at a rate that

demands attention. Further
review or action may be re-
quired.

Today’s Alerts: Details List of details about the alerts e Policies being monitored are
raised in the current day. Details being enforced at a rate that
include: demands attention. Further

o Alert level review or action may be re-
quired.

e Monitor name
e Alert message

e Date and time the alert was
raised

4735
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4736  These panels are configurable such that an administrator can choose which panels and data are visible
4737  and how they are laid out within the Dashboard according to the business’s business logic, policies, and
4738 priorities.

4739  The data displayed in all panes of the dashboard is refreshed from the Activity Journal each time you
4740 open the Dashboard tab. This means that data is updated on demand; for example, if a pane shows
4741 some statistic for the past week, that reflects not the last seven whole calendar days, but the last seven
4742  24-hour periods starting from the top of the current hour.

4743 9.3.1  Exploring the Dashboard

4744 1. Onthe server where NextLabs Control Center was installed, open a web browser, i.e., SQL
4745 Server in this build

4746 2. Enter the URL and press Enter: https://<hostname>/reporter, i.e., https.//localhost/reporter
4747 3. Atthe Reporter login screen, enter valid credentials such as the Control Center Administrator
4748 account created in Section 7. Click Login.

Eile Edit Yiew History Boockmarks Tools Help — I:I-

;': Contrel Center Reporter: Login % ‘lll'\+

& B https://localhost/reporter/login c Search 'ﬂ’ B 9 3 & » =

NEXTLABS
Reporter Login

Username: Administrator

PaSS\'JDrd: IIIIIIIIIIIIIIII|

4749

4750 4. Inyour browser, the Reporter will default to the Dashboard tab.
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NEXTLABS'

| Dashboard " Reports H Monitoring ‘

Top 10 Deny Palicies in Last 30 Days

Top 10 Denied Users in Last 30 Days

29,

25|

20

Logged in as: Administrstor | logout | change password | help

Top 5 Denied Resource in Last 7 Days

Mo results for the given criteriz.

Top 5 Allow Resource in Last 7 Days

] 2 4 [

The charts and graphs on the Dashboard are interactive. When you move your cursor over a bar

in a bar chart or a slice in the pie chart, a tooltip displays information about that value series.

Example seen in the image below: 36.4% of the Deny policies evaluated in the last 30 days
belonged to the SharePoint Protection — Department policy set.

File Edit View History Bookmarks Tools Help
Control Center Reporter:Dashb...

eﬂ Ith:-'-’Iocalho_st-Er:pc\_tf:r-’report:-’nr,'Da:hboartl.j:f Cc || Q search i ﬁ B + A O =
-
NEXTLABS'
| Dashboard || Reports ” Monitoring | Logged in as: Administiator | logout | change password | help

Top 10 Deny Policies in Last 30 Days

B /demo-v2/sharepoint protection - department | 16

Another example from this build seen in the image below: in the Deny Policies trend in the last
30 days, June 26, 2015 saw an unusually large number of Deny Policies relative to other days.
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Trend of Deny Policies in Last 30 Days

12

10

W 26JUN-2015 11

9.4 Introduction to Defining and Running Custom Reports in Reporter

In Reporter, you can define and run reports in the Reports tab. This tab is divided into two panes, Saved
Reports on the left side of the Reports tab window and Report Details on the right.

NEXTLABS

| Dashboard || Reports || Monitoring |

Saved Reporis

Search: | |

Report Hame -

Allow Enforcement in Last 7 Days (S)
Allow Resource in Last 7 Days (S)

Attempted Access Clazsified
Documents

Denied Resource in Last 7 Days (5)
Denied Users in Last 30 Days (S)
Deny Enforcement in Last 7 Days (S)

Deny Policies in Last 30 Days (S)

< m IE

Showing 1 to 7 of 7 entries

Previous MNext

Mew

Report Details

Report Query

From:

201507-15 00:00:00

Event Level:

User Events [Level 3)

Action:

Ask Question
Attach to ltem
Change Attributes

Change File Permissicns

Copy / Embed File

User:

User
Criteria:

Resource
Hame:

Resource FF{DM_F{ESDLIE| Equals E| Max 25
Criteria:

To:

201507-15 23.59:59

Policy Decision:

I g

Ll

[

+

+
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The Saved Reports pane provides a list of all saved reports available to you. This includes all reports you
create and save, all reports saved by other users and marked as Shared, and the sample reports used to
generate data that is displayed in the Dashboard tab. When you click on any item in Saved Reports, the
details of that report are displayed in Report Details on the right. This is also where you work when you
create a new report.

In the Report Details pane, define the following:

= the time period of the policy activity data to cover in the report
= the criteria, or filters, that determine what policy activity data to include in the report
= the output format of the report

The default settings in Report Details display when you click the Reports tab or when you click New in
the Saved Reports pane. By default, the time period for the report is the current day, all policy activity
data at the user level is included, and the data is presented in table format.

After defining a new report or editing an existing report, click Run at the bottom of the Report Details

pane to view the results, which we will illustrate in the following two subsections.

9.4.1 Defining a Custom Report

In this subsection, we will list the standard steps for creating a custom report. In Section 9.5 of this How-
To Guide we will illustrate some example custom report sections that demonstrate Reporter’s report
capabilities.

94.1.1 Logging into Reporter

Before being able to define a custom report, you must first log in to Reporter and click on the Reports
tab as seen in the steps below:

1. Onthe server where NextLabs Control Center was installed in Section 7, open a web browser,
i.e., SQL Server in this build.

2. Enter the URL and press Enter: https://<hostname>/reporter, i.e., https.//localhost/reporter

3. At the Reporter login screen, enter valid credentials, such as the Control Center Administrator
account created in Section 7. Click Login.
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File Edit [l'ew_ History Bookmarks Tools Help

Control Center Reporter: Login %

@) @ hitps://localhost/reporter/login, = & | | Q search | ﬁ' | =] ¥+ # »

Login

4790
4791 4. Inyour browser, the Reporter user interface will default to the Dashboard tab. The Dashboard
4792 tab, Reports tab, and Monitoring tab will be discussed more thoroughly in subsequent sections
4793 of this How-To Guide.
NEXTLABS
lm mmhnMiMlmmlmm;-;n\;w
Top 10 Deny Palicies in Last 30 Days Top 10 Denied Users in Last 30 Days Top 5 Denied Resource in Last 7 Days
29 No results for the given criteria.
Top 5 Allow Resource in Last 7 Days
5
(]
0 0 2 4 [
4794
4795 5. Click on the Reports tab to open the Reports tab window.
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NEXTLABS'
| Dashboard ” Reports || Monitoring |
Saved Reports Report Details
Search: | |
Report Name - Report Query
From: Tan
Allow Enforcement in Last 7 Days (S)
2015407-15 00:00:00 2015407-15 23:65:58
Allow Rezource in Last 7 Days (S)
Event Level: Policy Decision:

Attempted Access Classified

Documents
User Events (Level 3} V| Bath V|

Denied Resource in Last ¥ Days (S)

) . Action:
Denied Users in Last 30 Days (S)
Ask Question -~
Deny Enforcement in Last 7 Days (3) Attach to Item
Change Attribu
Deny Policies in Last 30 Days (S) Change File Fermissicns

Copy / Embed File ™

tes

< 1] >

User: Q

User |:| |:| R
V(| Egquals |¥ ax 255 characters
Criteria: -

Resource
Name:

Resource FH:M_HES:UE| Equsls E| lax 255 characters o

Criteria:

Showing 1 to 7 of 7 entries

MNew

4796

4797 9.4.1.2  Defining the Custom Report

4798 In order to define a custom or new report, you must specify filters and change default settings within
4799  the Report Details — Report Query pane. If you don’t specify any filters or change any of the default
4800  settings, the report retrieves all policy activity data categorized as user-level events for the current day.
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Report Details

Report Query

From:

User:

User
Criteria:

To:

2015-07-15 23:55:59

Policy Decision:

g

(<]

Resource

Mame:

Resource FRC'.'_REECLR:E| Equals E| +
Criteria:

Policy Full Q
Hame:

Policy POLICY NAME E| Equsls El

Criteria: - *
Other .s.==_|:.aI|:r\_r\.a.E| Equals E| +
Criteria:

1. Inthe Report Details - Report Query pane, define the report query by filling in data or using
drop-down menus to define your desired report.

a. Note: Many of the fields are optional. Required fields contain default values.

In the From and To fields, specify the start date and time, and end date and
time, respectively, of the time period you want the report to cover. Click in the
field to choose a date and time from the calendar. When specifying a report
period, be sure to consider the time zone where Control Center is installed, and
the time period of data stored in the Activity Journal.

In Event Level, select the level of event verbosity the report contains:

1. User Events (default): Logged in the Activity Journal as Level 1

2. Application Events (application and user-level events): Logged in the Ac-
tivity Journal as Level 2

3. All System Events (system, application, and user-level events): Logged in
the Activity Journal as Level 3
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2.

10.

Note: As a rule, you should leave this setting at User Events. This setting
significantly reduces the amount of system noise. Application- or
system-level events generally are not useful in monitoring policy or user
activities.

In Decision, select the type of enforcement effect to include in this report:

a. Allow: Instances when the policy permitted the user to perform the action covered by
the policy. Note that the report results always depend on what information is logged. If
the policy does not have any On Allow logging obligation specified, this report will not
return any On Allow data whether or not you select this option.

b. Deny: Instances when the policy did not allow the user to perform the action. Deny
decisions are always logged.

c. Both: All instances when the policy was enforced, with either Allow or Deny effect.

In Action, select the user action or actions to include in this report. The list shows all currently
defined actions.

a. To select multiple actions, hold Ctrl and click each action. If you do not make any
selections, all actions are included.

Note: Policies involving Paste actions do not support logging obligations, therefore,
instances of their enforcement are not included in reports.

In User, specify one or more users on which to filter the activity data, or leave this field blank to
include all users. Use the User Lookup window (magnifying glass icon) to browse through all
users currently defined in your Information Network Directory, and select the users you want.

In User Criteria, specify additional user criteria by creating one or more conditions. Each
condition consists of a user attribute, an operator, and a value. You must click the + button to
add a condition to the query.

In Resource Path, type the network path of the resource on which to filter, or leave this field
blank to include all resources.

In Resource Criteria, specify additional resource criteria by creating one or more conditions.
Each condition consists of a resource attribute, an operator, and a value. Click the + button to
add a condition to the query.

In Policy Name, specify one or more policies on which to filter, or leave this field blank to
include all policies. Use the Policy Lookup window to browse through and select which policies
you want to include.

In Policy Criteria, specify additional policy criteria by creating one or more conditions. Each
condition consists of a policy attribute, an operator, and a value. Click the + button to add a
condition to the query.

In Other Criteria, specify additional criteria by creating one or more conditions. Each condition
consists of a general attribute (for example, host name, host IP, and application name), an
operator, and a value. Click the + button to add a condition to the query.
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9.4.1.3 Setting the Custom Report Display Options
Within the Report Details — Report Query pane, directly below the Other Criteria filter, continue with

these steps to set the display options for your custom report:

Report Type : Showy :

Tab

i
I
(7]
=]
[
1=
(=}
b
=]
=]
]
-l
in
I

Sort By:
I M, ()]
DATE E| —ihse S Desc

Max Results :

Rl -

Display Columns : USER_MAME, HOST_MAME, APPLICATION_MAME, POLICY_FULLMAME, ...

Lo Lowr

1. In Report Type, select the output format in which to display the data: Table, Bar Chart,
Horizontal Bar Chart, or Pie Chart. Use a table to display policy activity details in a row-and-
column format. Use a chart to display a summary of policy activities.

2. If you selected one of the charts in Report Type, in Show, select a grouping option. Grouping is
not available to a table.

a. Group by User: The chart shows the number of enforcement events for each user
covered by the report.

b. Group by Resource: The chart shows the number of enforcement events for each
resource covered by the report.

c. Group by Policy: The chart shows the number of enforcement events for each policy
covered by the report.

d. Group by Month: The chart shows the number of enforcement events for each month
covered by the report. Select this option only if the time period you specified spans
more than one month.

e. Group by Day: The chart shows the number of enforcement events for each day covered
by the report.

3. InSort By, select a field on which to sort the data, then select Asc to sort in ascending order or
Desc to sort in descending order. If the report is a table, you can sort the data by any attribute. If
the report is a chart, you can sort either by the grouping item (user, resource, policy, month, or
day) or by Result Count (the number of enforcement events for each user, resource, policy,
month, or day).

4. In Max Results, specify the maximum number of results to display in the table or chart. For
charts, this number represents the maximum number of bars in a bar chart, or slices in a pie
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chart. For readability reasons, charts should display a limited number of bars or slices. For a
table, the number represents the maximum number of rows (each row represents an event).
Tables that show a large number of rows present the data on multiple pages.

5. In Display Columns, select the columns to display in a table. This setting applies to tables only.
USER_NAME, POLICY_FULLNAME, POLICY_DECISION, HOST_NAME, and APPLICATION_NAME
are selected by default. To remove any of those columns or to add other columns, click [£] and
use the arrow icons to move columns out of, or into, the Selected pane.

94.2 Running a Custom Report
Directly beneath the filters and data fields for defining the report and setting its display settings, do the
following in order to run the report and/or save it for the future:

1. At the bottom of the Report Details — Report Query pane, click Run to generate the new report.

Display Columns : USER_NAME, HOST_NAME, APPLICATION_NAME, POLICY_FULLNAME, .| =

Lo Lomer

2. If you want to run this report again in the future, save the report. Click Options, and select Save.

Lo Lomer

Save

9.5 Example Custom Report and Available Formats

In this section, we will present examples of different report formats, all representing a small set of event
data, returned by the same custom report from our build. By comparing the example formats, you will
gain a better understanding of the way the different formats can be used to highlight different aspects
of the same data depending on your business rules or priorities.

The custom report used in this section will result from a query that requests all events by users on all
resources for one week (June 7, 2015 to June 13, 2015). We include columns that are relevant for our
example business logic and the ABAC policies we put in place in Section 8. For example, we chose to
include the “Department” and “Sensitivity” columns, which were custom attributes in the metadata we
added to the documents uploaded to the RP’s SharePoint sites.

9.5.1 Defining the Example Custom Report

9.5.1.1 Customizing Report Query Fields for this Report

1. Inthe Report Query pane, change the fields for the From and To date to match the desired
query for the week of June 7, 2015 to June 13, 2015.
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2. Inthe Report Query pane, click on the Max Results field to open the drop-down menu. We

chose 11 for demonstration purposes.

3. Inthe Report Query pane, leave the rest of the fields in the default query settings.

Report Query

From:

Ewvent Level:

Action:

Ask Qusstion ”~

Attach to ltem

Change Attr

User Criteria: E| Eaquals

Resource
Mame:

Resource FR:'.'_REE:LRCE_;IB Equals
Criteria:

Poliey Full
Mame:

Policy POLICY_NAME Equals
Criteria: -
APPLIGATION_NAME

Other Criteria:

Report Type :

Table

Sort By:

DATE

Max Results :

Display Columns : USER_MAME, POLICY_NAME, POLICY_DECISION, FROM_RESOURCE_NAME, ...

9.5.1.2 Editing the Columns for Custom Views

T

2015-08-13 23:58:50

Policy Decision:

Both

Max 255 characters

Showw :

— Group by options —

Uase ®pesc

1. Toward the bottom of the Report Query pane, click on the columns icon at the end of the
Display Columns line of text to open the Select Display Column window.
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Display Columns : USER_NAME, HOST_NAME, POLICY_FULLNAME, POLICY_NAME, ..

Conr Lome

2. Inthe Select Display Column window, in the Available attribute list, review standard attributes
(i.e. Action, Log_Level, Host_IP, etc) and custom attributes (department, sensitivity).

Select Display Column : 4
Columns to display =

Available Selectad lzl
wti_thumbnailexists ~ . USER_MNAME - EI

fiscal year HOST_MNAME

project status D POLICY_FULLNAME

ping POLICY_NAME

federated lagon fram conway airjda El POLICY_DECISION
maintenance FROM_RESOURCE_MNAME
federated logan frem conway airscl department

federatad logon frem cenway airish;
federated logon frem conway air
evaluatienorigin

ACTION

LOG_LEWVEL
APRLICATION_MAME

HOST_IFP

< m

3. Click on any available attribute of interest to highlight it, then click the single right arrow button
to add it to the list of Selected attributes.

The attribute name will move from the Available list to the Selected list.

Note: Attributes can be added and removed individually by using the single arrow buttons
between lists, or as a group by using the double arrow buttons between lists.

Select Display Column x

Columns to display :

Awailable I:I Selectad EI
wti_stickycachedpluggableparserpr A USER_MAME ~ El
wti_thumbnailexists HOST_MAME

fiscal year El POLICY_FULLMAME

project status POLICY_MNAME

ping POLICY_DECISION

federated logon frem conway airjde FROM_RESOURCE_MAME

maintenance department
federated logon from conway air:scl M

federated logon frem conway air:sh:
federated logon frem conway air
evaluatienorigin

ACTION

LOG_LEVEL
APBLICATION_MAME

HOST_IP

< m

9.5.1.3  Running the Report Query

1. At the bottom of the Report Query pane, click Run to run the query. (Tip: You can click on
Options and Save or Save As to save the query for future use.)
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Display Columns : USER_NAME, HOST_NAME, POLICY_FULLNAME, POLICY_NAME, .. =
(o [ oo

4929

4930 2. Scroll down in your browser window to see the Results pane illustrated in the following section.

NIST SP 1800-3C: Attribute Based Access Control 449



4931
4932

4933
4934

4935
4936

4937
4938

4939
4940

4941

4942
4943

4944
4945

4946
4947

4948
4949

SECOND DRAFT

9.5.2

Format: Table of Event Data
The default results pane with the display columns you selected displays showing the query results. This is illustrated in the following image.

Showing page 1 of 12

did Pk Go to page:

Date

Jun 12, 2015 2:32 PM
Jun 12 2015 232 PM
Jun 12, 2015 2:32 PR
Jun 12 2015 232 PM
Jun 12, 2015 2:32 PM
Jun 12 2015 232 PM
Jun 12 2015 2:32 PM
Jun 12 2015 232 PM
Jun 12 3015 232 PM
Jun 12 3015 232 PM
Jun 12 2015 232 P

USER_NAME

fiderazd oo from SomWEy 2irjsoeBana test
fedaratd logon from eomway AirjdoaBatas test
fderaizg 10gon TTom cOmWEY 3irjooelEnac test
sederated logon from ooy ZirjooaBanes bt
fegeraizd 0o TTom cOmWE 3irjooeEnac test
federatd logon from eomway Airjdoa@atas test
flderaiag oo Tom cOmWE 3irjooeEnac test
Sederated logon from ooy Zlrjdoaanes st
fSederaied logon from comay alrjdosabas fest
federaied logon from comay alrjdosabas lest
Sederaied kogon from comway alrjdesabes jest

POLICY_NAME

Snanepaint Profsction -
‘Srarepolt Protection -
Enanepalnt Prosection -
‘Snarepoint Protection -
Snanepaint Prosection -
‘Srarepolt Protection -
Snanepalnt Prosection -
‘Snarepoint Protection -
Shnarepalnt Profection -
Srarepolrt Protection -
Snarepalnt Profecion -

Wealmtenznzs Demlied S2m-5om
Depaniment

SonchMEy

Malmenance Denled Sam-Spm
Deganment

Senemny

MEimenancs Denled Sam-50m
Deganiment

SensRiEy

Malnterance Denled Sam-5pm
Malnienance Denled Sam-5pm

This excerpt from the query results shows that:

POLICY_DECISION
el
Aliowed
Aliowed
Aliowed
Aliowed
Aliowed
Aliowed
Aliowed
Allowed
Allowed
Denled

= 13 pages of policy enforcement events were logged.

FROM_RESOURCE_NAME

ENEnEnit Eanenin 2nas Es:'l'nenane:'\wb;;'.mumm't (== System 33'\“; uration el 3mr
sharepaintisRarepoit 2 lestinemeRachnalog)

SNEREOONT shanenont 203 Es:'lmr\ene:'mb;;'

SNt ENEED0IT 2R st e mEREC NGy

EENE00NT ENEnE00nt 30E TSS')ST,'E ||JI3I','.E'|—JS.'?E'I'IE:IB‘}JI’E STJ'BS.‘])T.I'OBﬁu B8
sharepaintisharepoit e lestistjie Iraren-ushematielcore shlesoontrols 15,655

EENE00NT ENEnE00nt 30E TSS')ST,'E ||JI3I','.E'|—JS.'?E'I'IE:IB‘}JI’E STJ'BS.‘])T.I'OBﬁu B8

SNEnEO0INT SNanen0lf aac. logapng
sharepalntshanepolnt abas lestisheasselsirunabout alr logo png
sharepointisharepolnt abac logopng

sharepointishanzpolnt e lestiniemefechnologydocuments'R dept - onboarding doc -level 1.7

= All events in this excerpt occurred on June 12, 2015 (as illustrated in the Date column).

department
miemet Techmoiogy
Imemet Technalogy
memet Technoiogy
Inemet Technalogy

niemst Technology

sensitivity

3

= Each event from this excerpt was triggered by the same user, who had logged in with a federated identity from the IdP (Sections 2
through 5)

"~

= Each event corresponds to one of three policies: SharePoint Protection — Sensitivity, SharePoint Protection — Maintenance Denied 5am-
5pm, or SharePoint Protection — Department.

=  Five resources were involved:

The first row shows that the resource was an .rtf document from the Internet Technology department’s SharePoint sub-site, marked

at sensitivity level 3.

The second through fourth rows show that the resource was the Internet Technology department site.

The fifth through seventh rows show that the resources were the underlying .css style sheet and logo used on the SharePoint site.

The seventh through tenth rows (up to the second to last) show that the resources were the underlying .css style sheet and logo
used on the SharePoint site.

The eleventh and final row from this excerpt shows that the resource was another .rtf document from the Internet Technology
department SharePoint sub-site, marked at sensitivity level 1.
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= |nthe case of three out of the five resources, the enforcement decision was Allow, as shown in the fourth column (second through tenth

rows).
= |nthe case of two out of the five resources, the enforcement decision was Deny, as shown in the fourth column (first and last rows).

Keep these details in mind as you analyze the data in the following charts.
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9.5.3  Format: Bar Chart Grouped by Policy Chart

Grouping events by policy is useful for identifying policies that are being triggered with unexpected
frequency, which may be an indication that they are improperly designed and cover users, resources or
actions that they should not. It can also indicate concentrated efforts at unauthorized data access. To
examine the latter possibility, it is often helpful to switch to the Group by User option in order to focus
on who is performing the activity, as seen in Section 9.5.2.

9.5.3.1 Customizing the Display Settings

1. Using the Report Details — Report Query window from Section 9.5.2 for displaying the results in
Table format, make the following edits to display results in a Bar Chart grouped by Policy:

a. From the Report Type list, select Bar Chart.

b. From the Show list, select Group by Policy

c. From the Sort By list, select Policy.

d. From the Max Results list, choose a number or type one in the field.

Example: The value 6 means that our bar chart will display up to six policies, including
but not limited to the number of policies displayed in the Table format.

e. Click on the Asc (Ascending) radio button to set the sorting order.

Report Type : Show :

Max Results :

9.5.3.2  Running the Report Query
1. Atthe bottom of the Report Query pane, click Run to run the query

Display Columns : USER_MAME, HOST_MNAME, POLICY_FULLMAME, POLICY_MNAME, ... :

oo Lo’

9.5.3.3  Viewing the Results as a Bar Chart Grouped by Policy

1. Inthe same browser window, scroll down if necessary. Under the Run button, review the
resulting Bar Chart Grouped by Policy.

As illustrated below, hundreds of enforcement decisions were logged during the week, and the
three most commonly evaluated policies include two that were included in the table from
Section 9.5.2, formatting results by Table.
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9.5.4  Format: Bar Chart Grouped by User Chart

When the same data is grouped by user, and the bar chart is selected, the following chart is generated.
As noted previously, the four policies were each triggered by a different user, so the graph shows four

bars—each representing one user. Each is labeled with a user name. In this example, the bars are the
same height, since each of the four users triggered a policy once.
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9.54.1 Customizing the display settings

1. Using the same Report Details — Report Query window from the previous subsection, make the
following edits to display results in a Bar Chart Grouped by Policy.

a. From the Report Type list, select Bar Chart.

b. From the Show list, select Group by User.

c. From the Sort By list, select User.

d. From the Max Results list, choose a number or type one in the field.

Example: The value 6 indicates that this will be the maximum number of users reflected
in our Bar Chart.

e. Leave Asc selected.

Report Type : Show :

Max Results :

-

Display Columns : USER_NAME, POLICY_NAME, PCLICY_DECISICN, FROM_RESCURCE_NAME, ..

9.5.4.2  Running the Report Query

1. Atthe bottom of the Report Query pane, click Run to run the query.

Display Columns : USER_MAME, HOST_MNAME, POLICY_FULLMAME, POLICY_MNAME, ... :

Lo Lome

9.54.3 Viewing the Results as a Bar Chart Grouped by User

1. Inthe same browser window, scroll down if necessary. Under the Run button, review the
resulting Bar Chart Grouped by User:

As illustrated below, only five users were accessing the protected RP SharePoint resources
during this week period, and all logged in via federated identity from the IdP.

= Two users had very minimal activity logged during this week: schen@abac.test and
sharepointadmin@abac.test

= Two users had relatively similar activity logged during this week: jdoe@abac.test and
jgonzalez@abac.test

= One user had an extremely large amount of activity logged during this week:
Ismith@abac.test
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9.5.5 Format: Pie Chart Grouped by Resource
The Group by Resource option shows the extent of specified events—in this case, policies being
triggered—per individual resource covered by the report.

Because policies often cover large numbers of individual documents or other resources, grouping by
resource is only helpful when the number of events has already been narrowed down to a smaller set by
various report filters, such as policies or users. A pie charts is ideal here, because in the context of
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resource use, the relative access activity regarding some single file or other resource as compared to all
others is generally of more interest than any absolute number of instances of access.

9551 Customizing the Display Settings

1. Using the same Report Details — Report Query window from the previous subsection, make the
following edits to display results in a Bar Chart grouped by Policy

a. From the Report Type list, select Pie Chart.

b. From the Show list, select Group by Resource.

c. From the Sort By list, select Resource.

d. From the Max Results list, select a number or type one.

Example: The value 10 means that will be the maximum number of resources displayed
in our Pie Chart.

e. Leave Asc selected.

Report Type : Show :

Max Results :

-

Display Columns : USER_NAME, POLICY_MNAME, FOLICY _DECISION, FROM_RESCURCE_MAME, ...

oo Lommr

9.5.5.2  Running the Report Query

1. Atthe bottom of the Report Query pane, click Run to run the query.

9.5.5.3 Viewing the Results as a Bar Chart Grouped by User

1. Inthe same browser window, scroll down if necessary. Under the Run button, review the
resulting Bar Chart Grouped by Policy:

As illustrated below, the maximum of ten resources are displayed in the pie chart.

= The most commonly accessed resource during this week period (69.5%) was our build’s
SharePoint home page.

= The two second-most accessed resources during this week period were the ABAC IT
department and its forms sub-site (where documents are stored).

= The remaining seven most-accessed resources during this week after the top three have
relatively very minimal access, and the majority of those are documents that belong to
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5043 specific department sub-sites, such as Finance Dept Quarterly Reports, IT Dept System
5044 Configuration documents, etc.

W sharepoint://sharepeint.abac.test/ M sharepoint://sharepeint.abac.test/abac it W sharepoint//sharepoint.abac.test/abac it'/forme W sharepoint.//sharepeint.abac.test/abac it'forms/document
M sharepoint/fsharepeint.abac test/abac it'systemconfiguration.t<t M sharepeint://sharepoint.abac.test/finance sharepoint://sharepeint.abac.test/finance/shared documents
M sharepoint://sharepoint.abac.test/financefshared documents/2014 expenditures summary - level 3.pdf sharepoint//sharepoint. abac.test/finance/shared documents/finance dept projections doc - level 3.rf
M sharepoint://sharepoint.abac test/finance/shared documents/finance dept quarterly report doc - level 2.rtf

5045

5046 9.6 Further Example Custom Reports from Our Build

5047 In this section, we will illustrate how to define custom reports that will provide a graphical
5048 representation of particular kinds of activity that could be of interest to our RP business.

5049 For our first additional example, we will use a fictitious user from our build’s IdP and check her activity
5050 on the RP SharePoint site within a specific time period. The report we define will focus on the user Lucy
5051  Smith (username: Ismith) and all of her Allowed and Denied access during a specific timeframe, such as
5052 May 1, 2015 - June 30, 2015.

5053 For our second additional example, we will use a document on the RP SharePoint site that has been
5054 marked with a metadata attribute called sensitivity. The document’s sensitivity value is set to 3, which
5055  according to our example ABAC policies requires that 1) the user accessing the document belongs to the
5056 same or appropriate department for accessing it, 2) the access occurs during regular business hours
5057 Monday-Friday, and 3) the user has a clearance attribute value of Top Secret. The report we define will
5058 focus on the access attempts on that document for the months of May and June 2015.

5059 9.6.1  Custom Report lllustrating All Access for One User During a Two-Month
5060 Period

5061 1. Follow the steps for Section 9.5.4, Format: Bar Chart Grouped by User, and change the From
5062 field to May 1, 2015 and the To field to June 30, 2015.

5063 2. Within the browser, in the results area at the bottom of the Report Details window, click on the
5064 vertical bar that represents the user Ismith@abac.test or abac\Ismith (light green, the far-right
5065 bar in our chart below).

5066 The Report window of your browser will automatically refresh, and a default query on the User
5067 will run automatically.
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5068
5069 3. Within the browser window, scroll up to Report Details and verify that the User: field was
5070 automatically populated with abac\Ismith.
5071 In the Report Query pane, you will see that the default query pertaining to the User has a Report
5072 type of Table, sorted by date in descending order, with a maximum of 100 results.
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Report Query
From: To:
20150501 (0:00:00 2015-08-30 23:58:59
Ewvent Lewvel: Policy Decision:
Ussr Events [Level 3) B Both B
Action:
Ask Question I
Attsch to [tem
Changs Attributes D
Change Filz Permissions
Copy / Embed File w
User: abac\smith Q.,
User Criteria: B Equslz B Max 255 characters +
Resource
Hame:
Resource C 1e Maw TEF mharsaters
FROM_RESOURCE_FAT | w | | Equsiz ! ax 25 characters
Criteria: . +
Policy Full Q
Hame:
Policy POLICY_NAME ! Equals ! Max 255 characters
Criteria: - . . +
Other Criteria: AFFLICATION_NAME E| Equals E| Maxx 255 charsctars +
Report Type : Showv :
Table B — Group by options —
Sort By:
DATE Opse ®pese
Max Results :
100 -
5073
5074 4. Within the browser window, scroll back down to the resulting Table to review its data. See the
5075 excerpt below.
5076 If desired, you can change the Display Columns, Report Type, etc. to customize your view as
5077 illustrated in previous subsections.
Showing page 1 of 5 44 b IF  Gotopage:
Date USER_NAME ACTION POLICY_FULLNAME POLICY_DECISION .
May 15, 2015 3:50 AM anaclemin Open. Aesiiodgdosemall Aliowed
May 18, 2015 1249 PM. anacismin Cpen. feoenark 1'scenari 1-1 Denied
oo s zagen s e s e oo
Ve ey i o s et 1 Denes
5078 PeEEE] s op=n o erarn Senee
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9.6.2

Viewing Access Attempts on Individual Resources

This section provides instructions for creating a custom report that shows the access attempts of a
single resource for a period of two months.

1.

Follow the steps for Section 9.5.5, Format: Pie Chart Grouped by Resource, and change the From
field to May 1, 2015 and the To field to June 30, 2015.

From the resulting list of resources under the pie chart, find the color of a resource with a name
including level 3, which according to our schema means in SharePoint metadata the sensitivity
level attribute is equal to 3.

Click on that resource in the pie chart (example: light pink area of 2.3% is for a Sales Dept
document called sales document 2015 — level 3.txt).

This will begin an automatic default query for that resource similar to the one done above based
on the user Ismith.

M sharepoint.#isharepoint.abac test/style librany/en-usithemable/core stylesicontrols15.ces M sharepoint.//sharepoint.abac. pag ome to sales.aspx7aj 1&isstartpit1=1433187754636
M sharepeint:/'sharepeint.abac.| pag ome to sales.aspx?aj 1&isstartplt1=1433187208669 M sharepointisharepoint.abac. pag ome to sales.asp:
M sharepoint://sharepoint.abac. ment 2015 - level S.txt M sharepoint://sharepoint.abac testisales/documents/sales document 2015 - level 4.txt
sharepeint:/isharepoint.abac. ment 2015 - level 3.txt M sharepoint://sharepoint.abac testisales/documents/sales document 2015 - level 2.txt
'sharepoint.//sharepoint. abac test/sales/documents/sales document 2015 - level 1.txt M sharepoint./sharepoint.abac.test/sales/documents/sales dept quarterly report doc - level 2.rtf

Within the browser window, scroll up to Report Details and verify that the Resource Name: field
was automatically populated with the name Sales document 2015 - level 3.txt.

In the Report Query pane, you will see that the default query pertaining to the resource has a
Report type of Table, sorted by date in descending order, with a maximum of 100 results.
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Report Query

From:

2015-06-01 00:00:0D

Ewvent Level:

Ussr Events ]

Action:

Ask Qpestion
Attach to [tem
Change Attriba

Lewsl 3)

ites

Change File Permizsions
Copy / Embed File

User:

User Criteria:

Resource
Name:

Resource
Criteria:

Policy Full
Name:

Policy
Criteria:

Other Criteria:

Report Type :
Table
Sort By:

DATE

FROM_RESOURCE_PAT B Equals

POLICY_MAME

APPLICATION_NAME

Max Results :

100

T

2015-08-20 21:558:59

Policy Decision:

E| Deny

"~

[

Equals Mz 258 characts

Equsals

(<]

Showy :

— Group by options —
B Oase  ®pgsc

5. Within the browser window, scroll back down to the resulting table to review its data. See the
excerpt below.

If desired, you can change the Display Columns, Report Type, etc. to customize your view as
illustrated in previous subsections.

Showing page 1 of 1

4N PP Gotopage:

Date

03 ETIT AN

USER_NAME
ecerated logon from oo, alr MRS st

ACTION POLICY_FULLNAME

POLICY_DECISION
Denleg
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10.1 Introduction

This section provides a description of the architecture, compilation, and deployment instructions for a
secondary attribute provider and its components, which we describe as a custom Policy information
point (PIP), to be included as part of the ABAC infrastructure. We also demonstrate how to configure the
Relying Party server to accommodate the custom PIP and its component JIT provisioning mechanism.

The secondary attribute provider comes into the picture when a user tries to access a resource at the
Relying Party’s Resource Provider, and the Policy decision point (PDP) finds that an essential attribute
needed to make the access control decision is missing from the initial set of attributes sent from the
Identity Provider. In our build, this would mean a user with a federated identity (via PingFederate
Identity Provider, IdP, augmented with two-factor authentication by RSA AA) has already logged into
Microsoft SharePoint (Relying Party’s Resource Provider), but when trying to open a particular resource
on the site, the NextLabs Policy Controller (PDP) makes a run-time decision that additional subject
attributes are needed before the access decision can be made. The PDP determines this while evaluating
the existing ABAC policies (created in the NextLabs Policy Studio, PAP in our ABAC build) against the
user, resource, and environmental attributes at play at the time of requested access.

Providing the secondary attribute collection capability in our build required the implementation of new
components and related features, which we will describe more in detail later in the section:

= NextLabs Policy Information Point (PIP) Plugin to extend the NextLabs Policy Controller (PDP)
when additional attribute(s) are needed

=  Protocol broker to initiate and receive a SAML attribute query and SAML response

= Custom data store plugin for PingFederate on the Relying Party (RP) server which will cache
attributes in order to limit the number of secondary requests to the PingFederate Identity
Provider (IdP) server

= Apache Directory Server (ApacheDS), an LDAP in which PingFederate can create and update
local user accounts and associated attributes based on the attributes contained in SAML
assertions received after authentication from IdP

= PingFederate RP configuration must be modified so that it can serve as an IdP as needed, such
as when checking its JIT cache (Apache DS LDAP) before sending requests to the IdP

In later sub-sections of this section we will discuss in detail the purpose of each of these new
components and features, and how they are developed, configured, compiled, and deployed.

Note: The custom PIP we have developed involves new custom components, open source components,
and commercially available components. For open source and commercial components, the related
descriptions in this section have been limited to installation and relevant configuration required for the
desired functionality of our build. If you are interested in other details or additional capabilities of this
software, explore the referenced product literature or contact that organization.
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10.1.1 Pre-Requisites
In order to follow the instructions of this How-To section, it is necessary that seven of the previous How-
To sections have been successfully completed. The required components that must be installed and

configured before continuing in this How-To section include:

Installation and Configuration of Active Directory (Section 2)
Installation and Configuration of RSA AA (Section 2)
Installation and Configuration of RSA AA Plugin (Section 2)

Installation and Configuration of PingFederate on both the RP and IdP federation servers
(Section 2 and Section 3),

Installation and Configuration of Microsoft SharePoint (Section 4 and Section 5)

Configuration of the attribute flow (Section 6)

Installation and Configuration of NextLabs Control Center, Policy Studio, Policy Controller, and
Entitlement Manager for SharePoint Server (Section 7)

10.1.2 Criteria for Secondary Attribute Collection
At the time of ABAC policy evaluation, required attributes may not be available or the system may not
find it appropriate to use for various reasons, including, but not limited to:

For security and privacy purposes it is not ideal to acquire all known attributes for a subject
when the session is created. Some attributes maybe PIl or of higher sensitivity and should not be
sent to the relying party until an access request made by the user requires those attributes.

Depending on the longevity of a session, attributes risk becoming stale. Because of this potential
for staleness, it is essential to procure attributes as needed, depending on the freshness criteria
established by the system. The freshness of attributes is sometimes guided by the policies
established for a local cache.

The attribute needed for a specific attribute request may not an attributed owned by the
Identity provider but rather may need to be acquired from an external party attribute provider.

10.1.3 Components

The custom PIP described in this section is composed of four new components and mechanisms which
interact or integrate with different existing components in our ABAC build as extensions, plugins, or web
applications:

NextLabs Plugin: This plugin extends the NextLabs Policy Controller to make attributes available
based on the criteria mentioned in Section 10.1.2, when the PDP determines that attribute
values needed to evaluate an ABAC policy are insufficient or unavailable. Following the
recommendation in the software development framework provided by NextLabs, the NCCoE
implemented this PIP plugin in Java, and deployed the plugin within the NextLabs Policy
Controller software architecture on the server we call SharePoint server in our build. Due to the
requirements of the Policy Controller architecture, the plugin can request the values of multiple
missing attributes sequentially, one at a time.
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5175 = Protocol Broker: This agent, in the form of servlet local to the NextLabs installation, is

5176 responsible for facilitating communication between the NextLabs PIP Plugin and the

5177 PingFederate RP server following an Assertion Query/Request SAML2 Profile. This web

5178 application is deployed on a tomcat server that listens on localhost( 127.0.0.1) and only

5179 communicates using https with mutual TLS. Similar to the NextLabs PIP Plugin, this component is
5180 also installed on the SharePoint server.

5181 = Ping Custom Data store: This custom data store is an extension built using Ping SDK. It enables
5182 the RP server to query the IdP server and coordinates resulting attribute values back to the RP.
5183 When it is chained with a built-in data store to query JIT Cache (LDAP), it enables RP to provide
5184 data from and configuration to various data stores (JIT in this build). This helps the custom data
5185 store to query and coordinate the result from local JIT and remote Active Directory at the

5186 PingFederate IdP.

5187 = Just-in-Time provisioning is a feature provided by PingFederate to store attributes of a subject
5188 for a limited time. We implemented JIT provisioning using ApacheDS. ApacheDS 2.0 is an

5189 embeddable, extendable, standards compliant, modern LDAP server written entirely in Java, and
5190 available under the Apache Software License. It also supports network protocols like Kerberos
5191 and NTP. PingFederate RP acts as an IdP for the secondary attribute provider. To fulfill in this
5192 role, the PingFederate administrative console provides mechanisms to configure SP and IdP
5193 connections. These configurations manage connection settings to support the exchange of
5194 federation-protocol messages. It also allows configuration of data stores within the connection
5195 and an attribute contract that acts as the medium to convey attribute mapping from one entity
5196 to another.
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10.1.3.1 Sequence Diagram of Custom PIP Component Interactions

Figure 10-1 Architecture
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Nextlabs PDP (Policy Controller) is the arbitrator for all access decisions at the SharePoint portal. It

controls access to SharePoint URL(s) by evaluating rules against the attributes of the entities (subject
and object), actions, and the environment relevant to a request. It may be possible that the attribute

required for the decision is not available at run time. In that case, it looks for the registered plugin that

will fetch the attribute using the following flow:

1. When the policy controller does not receive the attributes required to make a decision, a

secondary attribute request will be initiated by calling the PIP Plugin.

2. PIP Plugin is a registered plugin with the NextLabs Policy Controller. It implements the interface
dictated by the NextLabs software. By virtue of this implementation, it receives the subject and
name of the attribute that is required for the policy decision.

3. When the subject and attribute name are received, the PIP Plugin checks its local short-term
cache (in this build, configured to hold values for two seconds) to see if the needed attribute for

the subject was recently requested.

4. If the attribute is still in cache, the value is returned to the Policy Controller. If the value is not in

cache, the PIP Plugin initiates an HTTPS request to the Protocol Broker.
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10.

11.

12.
13.

The Protocol Broker receives the attribute name and subject from the HTTPS request and
forwards them as a signed SAML 2.0 Attribute Query to PingFederate-RP on a channel protected
by mutual TLS.

Once PingFederate-RP receives the SAML 2.0 attribute query, it sends an LDAP request to the JIT
cache to see if the attribute was previously queried in a secondary request.

If the subject does not have the attribute value assigned in the JIT cache, PingFederate-RP will
forward the subject and attribute name to the Custom Data Store plugin. The Custom Data Store
plugin acts as a pointer back to the PingFederate-IdP. To do this, the Custom Data Store
dispatches an HTTPS request to the PingFederate-RP with the PingFederate-IdP as the attribute
query point.

Ping Federate uses an HTTPS query to form a SAML 2.0 attribute query and dispatch it to the
Ping Federate at the IdP.

The Ping Federate at the IdP accepts the SAML 2.0 request, verifies if the user has the attribute
of need, and replies back to the PingFederate-RP with a SAML 2.0 response.

PingFederate-RP validates the SAML 2.0 response, retrieves attribute values, and responds to the
original Custom Data Store HTTP request with the attribute values.

The Custom Data Store then responds to the PingFederate-RP attribute request with an attribute
response.

The PingFederate-RP constructs a SAML 2.0 response and sends it to the Protocol Broker.

The Protocol Broker retrieves the attribute or exception from the SAML 2.0 response and
forwards it to the NextLabs plugin, which passes the attribute or exception back to the Policy
Controller.
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10.2 Component Software and Hardware Requirements

Component

Ping Cus-
tom Data
Store

Server where
component is
installed

PingFederate
RP server

Compilation

method

Ant 1.9.2

Required software or
hardware

PingFederate 7.3.2;
Java version same as
PingFederate in-
stalled

Operating
System

Windows
Server 2012

Optional Soft-
ware

NextLabs
Plugin

SharePoint
server

Apache Ma-
ven 3.2.5

SharePoint 2013;
NextLabs Entitlement
Manager for Share-
Point Server,
NextLabs Policy Con-
troller, NextLabs Con-
trol Center, NextLabs
Policy Studio; SQL
Server 2012; Java ver-
sion same as
NextLabs Policy Con-
troller installed (1.6)

Windows
Server 2012

BareTail (used
here as a log file
annotator) Copy-
right Bare Metal
Software Pty Ltd.
Download
05/22/2015.

Protocol
Broker

SharePoint
server

Apache Ma-
ven 3.2.5

PingFederate 7.3.2;
SharePoint 2013;
NextLabs Entitlement
Manager for Share-
Point Server,
NextLabs Policy Con-
troller, NextLabs Con-
trol Center, NextLabs
Policy Studio; SQL
Server 2012;

Windows
Server 2012

Apache
Directory
Server

N/A

PingFederate 7.3.2;
Java 7.0 (recom-
mended by

Oracle's JDK. Some
issues have been re-
ported with Java 8);
384 MB of memory
by default, can be
changed using
Apache Directory Stu-
dio (included)

Windows
Server 2012
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10.3 Ping Custom Data Store

10.3.1 Functionality and Architecture
This data store was developed according to the guidelines from the Ping Identity provided here. It has
three functionalities:

=  Configuration

e HttpConfig class is used to read in a configuration file for the custom data store.
Configuration parameters, like truststore location, password and attribute names can be
defined in a file and read in as a configuration by HttpConfig class. The structure of the
HttpConfig class configuration is based on spring annotation.

e Other sets of configuration can be read via a web interface. A detailed description of these
parameters is provided in step 9 of Section 10.3.4 in this how-to guide.

= Communication

e Similarly, dispatching the http request relies on PingClient class. PingClient uses classes
under the spring http package. PingClient sends an https query to Attribute Query End Point.
All of the parameters for the https URL are provided by the web interface.

=  Custom Data Store

e CustomDataStore is a class that implements
com.pingidentity.sources.CustomDataSourceDriver.

e Itimplements all methods specified by the contract, i.e.:

— boolean testConnection(): This method tests whether a host and port is reachable or
not. It is assumed that if host and port is reachable, a URL will be available.

— java.util.List<java.lang.String> getAvailableFields():

— java.util.Map<java.lang.String,java.lang.Object> retrieveValues(
java.util.Collection<java.lang.String> attributeNamesTofFill,
SimpleFieldList filterConfiguration)

The Class Structure and their interactions are provided in the Interaction Diagram and Class Diagram.

Figure 10-2 Ping Custom Data Store Interaction Diagram

: CustomDataStore : HitpConfig : HTTPPostAttributesBuilder
post(}
parseBody() getEzzentialAttributes()
: PingClient : EszentialAttributes : DefaultTrusthManager
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5267 Figure 10-3 Ping Custom Data Store Class Diagram

HTTRPastAtributesBuilder CustomDataStereCenfiguration DefaultTrustManager

-QueryKey:String 'aadURL:St"i”Q . . -keyStore:KeyStore
-subjectName:String -descriptor: CustomDataSourceDriverDescriptor + checkClientTrusted (XS09Certificate]], String:void
~postValues:MultiValueMap< String, String » +cenfigure(Configuration):veid +checkServerTrusted (X509 Certificate[], String)ivoid

EssentialAttributes HttpConfig CustomDataStore

-appld:String -env:Environment -Partnerldpld:String

-partnerddpld:String -trustStore:KeyStore -PartnerdpldDisplay:String

-sharedSecret:String G -aadURL:5tring

HipLonin -appld:String

-appldDisplay:String
-attributeKeyValue:Map<String, String =
-descriptor:CustomDataSourceDriverDescriptor

-inputURL:String
= -log:Lo
. i -shgarengecret:String
-headers:HttpHeaders -sharedSecretDisplay:String
-log:Log -subject:String
-rest:RestTemplate -subjectDisplay:5tring
-server:5tring ~cteApplicationContext
-status:HitpStatus +buildURL():5tring
+delete(String)vaid +configure{Configuration):void
+parseBody(String):Map< String, Object +retrieveValues(Collection<String>, SimpleFieldList):Map< String, Object=
+post(String, MultiValueMap < String, String>):5tring +testConnection():boclean
+put(String, String):veid +updateURL(List<Field=):5tring

5268

5269 10.3.2 Deploying the Ping Custom Data Store
5270 Note: PingFederate administrator’s manual provides detailed steps for every platform. In our build, we
5271 used the Windows Server 2012 platform.

5272 1. Logon to the PingFederate RP server.

5273 2. Click on the Windows icon and begin typing Services.

5274 3. Double-click the Services application icon.

5275 4. Click on the Name column to sort by alphabetical order, and look for PingFederateService.
5276 5. If the status column reads running, right-click on PingFederateService and click Stop.
5277 6. Prepare environment based on PingFederate documentation. This may involve going to
5278 ../pingfederate-7.3.0/pingfederate/sdk folder

5279 7. Click on the Windows icon and begin typing Cmd.

5280 8. Double-click the icon to open the Command Prompt.
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10.

11.

12.

13.

14.

In Command Prompt, navigate to your installation of PingFederate and its sdk folder by typing

the following command and pressing Enter. Example: ed c:/pingfederate-
7.3.0/pingfederate/sdk/

Within the sdk folder, locate build.local.properties and open it with your default text editor. For
example, enter the following command and press Enter: notepad build.local.properties

In your default text editor (Notepad in our example), set or update target-plugin.name to idp-
query-data-store, i.e., # Please set the 'target-plugin.name' property to the name of the
directory (under plugin-src) that # contains the source code of the plugin you want to build.

target-plugin.name=idp-query-data-store

Within the Command Prompt window, navigate to your idp-query-data-store folder by entering
a cd command with a path to your idp_query_data_store and pressing Enter. Example: cd C:/--
path-to-your-idp_query_data_store

Within the Command Prompt window, copy idp-query-data-store along with all subfolders to
your PingFederate installation’s sdk/plugin-src folder by entering a cp command and pressing

Enter. Example: cp -rf idp_query data_store C:/pingfederate-
7.3.0/pingfederate/sdk/plugin-src

Within the Command Prompt window, run the following command and press enter in order to
make sure all relevant subfolders exist: Is -Itr ./idp-query-data-store/

a. Example results from the above command:

total 4

drwxrw-r--. 3 t.. t 16 Apr 29 11:34 java
drwxrw-r--. 2 t.. t... 4096 Apr 29 12:59 1lib
drwxrwxr-x. 4 t.. t... 30 May 15 17:52 build
drwxrw-r--. 2 t.. t...51 May 29 09:26 conf

10.3.3 Compilation
The Building and Deploying with Ant section of the SDK Developer's Guide by Ping provides a detailed

description of compiling and deploying the project using Apache Ant. For current deployment, it may be

sufficient.

1. Click on the Windows icon and begin typing the word cmd.

2. Double-click the icon to open the Command Prompt.

3. Itis essential to know about the attributes that this data store will return. PingFederate calls the
getAvailableFields() method to determine the available fields that could be returned from a
query of this data source. These fields are displayed to the PingFederate administrator during
the configuration of a data source lookup. The administrator can then select the attributes from
the data source and map them to the adapter or attribute contract. PingFederate requires at
least one field returned from this method.

4. To change it, go to your ping installation directory. From that directory, navigate to

..\pingfederate-7.3.0\pingfederate\sdk\plugin-src\idp-query-data-store\conf. Open
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.\config.properties with your favorite editor. Change the value for the attribute called
NameOfAttributes:

NameOfAttributes=fullname,username,stafflevel,role,division,employer,clearance

Use a comma to separate attribute names. More attributes can be added by adding subsequent
commas and attribute names.

5. Navigate to your PingFederate sdk folder, i.e., cd c:/pingfederate-
7.3.0/pingfederate/sdk/

6. Within the Command prompt window, type the following compilation command and press
Enter: ant deploy-plugin

10.3.4 Configuration within PingFederate Administrative Console
The end of successful execution of ant deploy-plugin signals the installation of the data-store driver. Its
configuration is provided in detail by Ping documentation. In summary, it spans the following process:

1. Logon to the Ping RP server.
2. Open aninternet browser.

3. Enter the following URL and press Enter: https://localhost:9999/pingfederate/app

4. Enter your PingFederate administrator username and password, then click Login.

PingFederate

Username

Password

5. Inthe browser window, under the main menu area, find Server Configuration > System Settings
> Data Stores. Double-click on Data Stores.
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@ Server Configuration

(@) SYSTEM SETTINGS

Server Settings
Data Stores
Redirect Validation

(&) ADMINISTRATIVE FUNCTIONS

Metadata Export

XML File Signatures
Configuration Archive
Account Management
License Management
Virtual Host Mames

5338
5339 6. At the bottom of the browser window, click Add New Data Store.
@ Main @ Manage Data Stores
+¥r Manage Data Stores
DESCRIPTION SYSTEM ID USER TYPE
jdbchsqldo:${jboss.server data.dinf{thypersonic{}ProvisionerDefauliDE  ProvisionerDS sa Databast
10.33.7.240:10389 LDAP-0227B4508E324006450B3ED0FF3BD44ACA4EC421 LDAP
idpquery Custom- Custom
02B2340D209277F16295261175FE330153276D4CD
5340 Add Mew Data Store. ..
5341 7. Onthe Data Store Type screen, select Custom and click Next.
@ Main @ Manage Data Stores @ Data Store
¥ Data Store Type Database Config  Summary
O Database
O LpaP
® Custom
Cancel
5342
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8. On the Custom Data Store Type screen, specify Data Store Instance Name and Data Store Type.

9.

The name can be arbitrary, but you must select IDP Attribute Query from the Data Store Type
drop-down. Click Next.

‘ @ Data Store
BEIERAGIEN TS Custom Data Store Type

Enter a descriptive name, a system-wide unique ID, and select the custom data store
adapter to use.

Data Store Instance idpQuery?2 *
MName
Data Store Type IDP Attribute Query E :

[] Mask Values in Log

To configure the data store, the following parameters must be configured. These parameters
are guided by the requirements of the end point (/sp/startAttributeQuery.ping) defined by Ping
documentation here:

https://10.33.7.5:9031/sp/startAttributeQuery.ping ?Appld=appid&SharedSecret=3Federate&Par
tnerldpld=https.//idp.abac.test:9031&Subject=Ismith@abac.test

=  Attribute Query URL: the URL specifying the endpoint inside RP (Relying Party) that will
query the IDP, i.e., https://rp.abac.test:9031/sp/startAttributeQuery.ping

= Appld field used in query: the unique identity of the initiating application, i.e., appid

= Shared Secret field used in query: used to authenticate the initiating application. The
Appld and SharedSecret must both match the application authentication settings within
the PingFederate server, i.e. !'23234Federate

= Partner IDP ID: used to identify the specific IdP partner to which the Attribute Query
should be sent. If this parameter is not present, the Subject and Issuer are used to
determine the correct IdP, i.e., https.//idp.abac.test:903
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@ Data Store

E R GTEN R ETE T BB IE RGN LY ¥ Configure Attribute Source Adapter Instance

Gonfigure the Gustom Source Adapter

Configuration Settings IDP Attribute Query

FIELD NAME FIELD VALUE DESCRIPTION

ATTRIEUTE QUERY URL The URL specifies the endpoint inside SP
that will query IDP

APPID FIELD USED IN QUERY ApplD field used in Query parameter of URL

SHARED SECRET FIELD USED SharedSecret field used in Query parameter

IN QUERY of URL

PARTNETIDP ID Partner Idp ID field used in Query parameter
of URL

10.4 NextLabs PIP Plugin

10.4.1 Architecture

The NextLabs Control Center can support custom PIP plugin extensions for dynamic user and resource
attribute retrieval during runtime. In order to install and deploy a PIP plugin such as the one described in
this section, it is necessary to have previously installed and deployed the NextLabs Control Center, Policy
Controller, Policy Studio, and the NextLabs Entitlement Manager (Section 7).

According to the NextLabs PDP Policy Extension documentation, which is only available to NextLabs
customers at this time, one method for leveraging this PIP extension capability is by way of a
getAttribute() function within a UserAttrProviderMod class. The PIP Plugin implements methods defined
by the ISubjectAttributeProvider interface. The ISubjectAttributeProvider interface declares the method
getAttribute() function which enables querying for a single subject attribute sequentially until all missing
required attributes have been requested.

10.4.1.1 Required classes of the NextLabs PIP Plugin:

= UserAttrProviderMod class must exist and must contain a getAttribute() function.

e The getAttribute() function must accept two arguments (IDSubject and String) and return an
EvalValue. The EvalValue is created using its build() function and the attribute value
ultimately returned from the Protocol Broker (see Section 10.5).

=  HTTPSTransmitter class

e makes an HTTPS request to the Protocol Broker using a doPost() function
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= CacheKey class, implementing a local Ehcache

104.1.2

The CacheKey class constructor takes two parameters, the subjectld and the attributeName,
which serve as a compound cache key for storing and retrieving the value of a given user’s
attribute within the plugin’s local Ehcache.

Other Required Files or Deployment Notes:

= The three above classes must be compiled into a .jar file.

Our method of compilation in this build was using Apache Maven 3.2.5. Maven compilations
are directed by a pom.xml (“Project Object Model”), which is an XML representation of a
Maven project. More information about Apache Maven and its pom file requirements can
be found here: https://maven.apache.org/pom.html

According to NextLabs support, be sure to include within the pom.xml file configuration a
statement that specifies the Provider-Class. The Provider-Class is the UserAttrProviderMod
class that contains the getAttribute() method. Example pom.xml excerpt from the pom.xml
file in this implementation:

<configuration>
<archive>
<manifest>
<mainClass>nist.pdpplugin.UserAttrProviderMod</mainClass>
</manifest>
<manifestEntries>
<Provider-Class>nist.pdpplugin.UserAttrProviderMod</Provider-
Class>
</manifestEntries>
</archive>
</configuration>

= Also required per NextLabs support documentation, for any custom plugin you must include a
properties file.

104.1.3

The configuration file should end with the “.properties” file extension. Example from this
implementation: nlsamlpluginService.properties

Contents should be similar to our example copied below. You must include a category =
ADVANCED CONDITION statement per NextLabs deployment and loading requirements:

name = NLSAMLPlugin_Service

jar-path = [NextLabs]/Policy
Controller/jservice/jar/nlsamlplugin/NLSAMLPlugin-0.0.1-SNAPSHOT-jar-
with-dependencies. jar

friendly name = NLSAMLPlugin Service

description = NLSAMLPlugin Service

Notes on Jar and Properties File Deployment within NextLabs Policy Controller
Software Architecture:

= The jar file containing the three classes must be deployed on the SharePoint server within the
NextLabs Policy Controller software architecture in a specific location. Under the C:/Program
Files/NextLabs/Policy Controller/jservice/jar folder you must create a folder specifically for your
custom jar, i.e., C;/Program Files/NextLabs/Policy
Controller/jservice/jar/custom_jar_folder_you_create
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= Any other required supporting jars can be compiled within the same jar as the
UserAttrProviderMod class and other classes deployed as described in the previous step.

e Otherwise, any additional required supporting jars can be compiled into a separate jar which
is deployed elsewhere within the NextLabs Policy Controller software architecture on the
SharePoint server, i.e., C:/Program Files/NextLabs/Policy Controller/jre/lib/ext/

= The properties file must be deployed on the SharePoint server within the NextLabs Policy
Controller software architecture in a specific location, under the C:/Program
Files/NextLabs/Policy Controller/jservice/config folder, i.e., C:/Program Files/NextLabs/Policy
Controller/jservice/config/jarpropertiesfile.properties

10.4.2 Understanding How the NextLabs PIP Plugin Interacts with Build

Components
When a policy is executed and the NextLabs Policy Controller PDP determines that attributes sent in the
initial set up of the session are insufficient, the getAttribute() function in the UserAttrProviderMod
within the NextLabs Plugin jar is automatically executed sequentially for each missing attribute.

As described above, when the initial set of attributes is insufficient, the NextLabs PIP Plugin first checks a
local cache, implemented using the Ehcache library and a CacheKey class illustrated above. If the
requested attribute exists within the local cache, the NextLabs PIP Plugin retrieves and returns it
immediately for use during policy evaluation by the Policy Controller (PDP).

If the requested attribute does not exist within the local cache, the NextLabs PIP Plugin’s
HTTPSTransmitter class makes an https request to the Protocol Broker using a doPost() function. The
Protocol Broker performs its functions and returns either the desired attribute or an exception back to
the NextLabs PIP Plugin, where the Policy Controller (PDP) can evaluate the relevant ABAC policy and
determine an access decision. In the case that the requested attribute does not exist, the NextLabs
Policy Controller PDP is configured to default to Deny access in our build. The NextLabs Policy Controller
PDP is also configured to Deny Access whenever the Protocol Broker or the NextLabs PIP Plugin
produces an exception.

Figure 10-4 NextLabs PIP Plugin Class Diagram

Cachekey HTTPSTransmitter
-attributeMame:String ~httpClient:CloseableHttpClient
-subjectld:5tring ~prop:Properties UserdttrProviderMod
~proxyURL:String

-attributeValue:String
-finalValue:lEvalValue

~requestor:String

: T itt
~tlsPassword:5tring T R

~trustPass:String 1 -nlCache:Cache

~url:5tring +getAttribute(ID5ubject, String)IEvalValue
~urlTLS:URL + init|:|:\r|:|i|j

~urlTrust:URL

+doPest(String, String):Map-+ String,List< String» »

+initvoid
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Figure 10-5 NextLabs PIP Plugin Interaction Diagram

s UserAttrProviderfAod : HTTPSTransmmitter

doPosi)

: CacheKey

10.4.3 Compilation and Deployment

104.3.1 Compiling the NextLabs PIP Plugin Jar

1.

Verify that you are on the server hosting your SharePoint instance, called the SharePoint server
in our build.

Click on the Windows icon and begin typing Cmd.
Double-click the icon to open the Command Prompt.

In the Command Prompt window, navigate to the folder where your pom.xml exists and click
Enter, i.e., cd C:/software/java/plugin/

In the Command Prompt window, run the following command and press Enter to compile your
files and jar(s) into a single jar: mvn clean install

10.4.3.2 Stopping the NextLabs Policy Controller Service Before NextLabs PIP Plugin Jar

1.

2.

3.

Deployment

Still on the SharePoint server, click on the Windows icon and begin typing Services.
Double-click the icon to open the Services application.

In the Services application window, in the list of services, click on the Name column to sort by
alphabetical order and look for Control Center Enforcer Service.

If the status of the Control Center Enforcer Service is running, stop it by following these steps:
a. Click on the Windows icon.

b. On your main screen, double-click the Stop Policy Controller shortcut.
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Windows Nextlabs Stop Paolicy SharePoint 2013 Intemet
PowerShell Entitlement... Controller Central... Information...

&

SharePoint 2013 Command
Task Manager Management... Prompt

c. Enter your NextLabs Administrator credentials, then click Stop.

Stop Enforcer Service -

Please enter password to stop the enforcer:

Cancel | Stop

d. Click OK.

Stop Enforcer Service -

10.4.3.3 Deploying the NextLabs PIP Plugin Jar and its Configuration File

1.

2.

Still on the SharePoint server, Click on the Windows icon and begin typing Cmd.
Double-click the icon to open the Command Prompt.

In the Command Prompt window, navigate to the folder where your NextLabs Policy Controller
installation exists, and into its /jservices/jar folder where custom plugins are required to be

stored, then press Enter. i.e., cd C:/Program Files/NextLabs/Policy
Controller/jservice/jar/

In the Command Prompt window, enter a command similar to the following and press Enter to
create an empty folder named after your plugin: mkdir nlsamlplugin

In the Command Prompt window, enter a command similar to the following and press Enter to
copy your plugin jar from its existing location (example C:/software/java/plugin/target/) to the
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new plugin folder you just created: copy “C:/software/java/plugin/target/plugin.jar”
“nlsamlplugin/”

6. Inthe Command Prompt window, enter a command to navigate to the folder where your
NextLabs Policy Controller installation exists, and into its jservices folder which contains the
config folder where custom plugin .properties files are required to be stored, then press Enter.
i.e.,cd C:/Program Files/NextLabs/Policy Controller/jservice/

7. Inthe Command Prompt window, enter a command similar to the following and press Enter to
copy your plugin .properties file from its existing location (example C:/software/java/plugin/) to

the config folder: copy “C:/software/java/plugin/nlsamlpluginService.properties”
“config/”

10.4.3.4 Resetting /IS and Restarting the NextLabs Policy Controller Service
1. Click on the Windows icon and begin typing PowerShell.
2. Double-click the icon to open Windows PowerShell.

3. Inthe Windows PowerShell window, type in this command and press Enter to reset Internet
Information Services: iisreset

4. Click on the Windows icon and begin typing Services.
5. Double-click the icon to open the Services application.

6. Within the Services application window, in the list of services, click on the Name column to sort
by alphabetical order and look for Control Center Enforcer Service.

7. Right-click Control Center Enforcer Service and click Start.

It may be necessary to click the Refresh icon in order to see the Control Center Enforcer Service
status change to running.

10.5 Protocol Broker

10.5.1 Architecture

The Protocol Broker decouples communication between the NextLabs Plugin and PingFederate RP. As
noted earlier, the Protocol Broker is a web application hosted on a tomcat server installed on the
SharePoint server. It communicates using mutual TLS and listens on the localhost. This ensures that the
service provided by Protocol Broker is not available on the network, and the requester must be
authenticated during each request.

SAMLProxy extends the HttpServlet class, which is an abstract class. This enables SAMLProxy class to
read/write the http request/response, and determines the http method of the request (i.e. HTTP GET,
POST, PUT, DELETE, HEAD etc) and calls one of the corresponding methods. The SAMLProxy class only
implements the POST method.

The SAMLProxy class constructs an object of the SoapHTTPTransmitter class. This class reads
abacClient.jks and truststore.jks which are used for mutual TLS communication initiated by the
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SoapHTTPTransmitter with PingFederate. It also reads abacSigningClient.jks, which is used to sign the
SAML AttributeQuery, and metadata to verify the SAML Response signature. The jks extension stands
for Java Key store, which is a storage facility for cryptographic keys and certificates.

The Protocol Broker facilitates secure communication between the NextLabs PIP Plugin and
PingFederate RP. This coordination consists of two parts:
1. Communication between the NextLabs PIP Plugin and the Protocol Broker

2. Communication between the Protocol Broker and the PingFederate RP server

10.5.1.1 Communication Between NextLabs PIP Plugin and Protocol Broker

The Protocol Broker’s doPost() method expects the following parameters:

= Requester
= Subjectld
= AttributeName

On successful receipt of a request, SAMLProxy uses the SoapHTTPTransmitter class to transmit the
request to the PingFederate RP server. The response received from SOAPHTTPTransmitter is dispatched
back to the NextLabs PIP Plugin, which then hands the result off to the PDP for policy evaluation and
access decision making.

10.5.1.2 Communication Between Protocol Broker and PingFederate RP Server

The PingFederateRP and ProtocolBroker communicate using Assertion Query/Request Profile. As shown
in Figure 10-6, Protocol Broker initiates the secured communication on a mutual TLS channel with the
Relying Party, and sends a signed SAML2 AttributeQuery. The message format and structure of the
AttributeQuery is defined by SAMLCore Section 3.3.2.3. Binding for the profile is defined by SAMLBind
Section 3.2.3. Processing rules governing the profile are provided by Section 3.3 of SAMLCore. In
response, Protocol Broker expects a SAML response back.

OpenSAML is used to implement an Assertion Query/Request Profile. OpenSAML is a set of open source
libraries meant to support developers working with Security Assertion Markup Language (SAML). The
configuration required to use the OpenSAML library is provided in Section 10.5.2.2.
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Figure 10-6 Communication Between Plugin and Relying Party

Protocol
Broker

Signed SAML2? <Attributeluery>

Relying
Party

Based on keystores and configuration read during initialization, SoapHTTPTransmitter creates a
SAML2AttributeQuerBuilder class to build a Signed SAML 2.0 Attribute Query. Attribute names received
earlier in the doPost() method are used to build the AttributeQuery. A SOAPSAML?2 object is used to
provide SOAP parameters for the SAML message created earlier. It reads SAML 2.0 metadata to find the
location of the Attribute Authority end point. It uses HttpSOAPClient to dispatch the request to the end

point using mutual TLS.

HTTPSoapClient is also responsible for receiving the Attribute response, verifying the signature and
sending the attributes back to the Nextlab Plugin.

Figure 10-7 Protocol Broker Interaction Diagram

: SPMetadataReader

: Aback509TrustManager

: HTTPSTransmitter

: SoapSAML2

: TLSKeyManager
: SAMLInitializer getdlizs()
getX509Certificate()
getPrivateKey()
getBuilderFactory()
' SAMLZ AttributeQuerBuilder : AbacKeyManager
getSigningCredential()
signAtttribute Queryi)
: IDPMetadataReader
getAttributeduthorityDescriptorocation()
: SoapHTTPTransmitter : SAMLPraxy
transmit(}

NIST SP 1800-3C: Attribute Based Access Control

481



5563

5564

5565

5566
5567

5568
5569
5570

5571
5572

5573
5574
5575
5576

5577

SECOND DRAFT

Figure 10-8 Protocol Broker Class Diagram

HTTPSTransmitter

AbacX509TrustManager

~httpClient:CloseableHttpClient -keyStore:KeySto
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~tlsPassword:5String

+checkServerTru

+checkClientTrusted (X509 Certificate(], String):void

~trustPass:5tring
~url TLS:URL
~urlTrust:URL

+doPost(String):veid
+init{svoid

SAMLInitializer

IDPMetadataReader

-parser:ParserPool
~filesysternMetadataProvider:FilesystemMetadataProvider

sted(¥509 Certificate(], String)iveid ~fis:FilelnputStream
~metaDatalocation:String
AbacKeyManager ~metadata:ByteArraylnputStream
-alias:String
-keyStore:KeyStore
-k?yStorePaiiwd:String abacKeyManager TiSKeyManager
-kman:KeyManager(] I— +chooseClientAlias{String[], Principal[], Socket):String

-privateKey:Privatekey
-publicKey:PublicKey
-1309Certificate: X509 Certificate

+generateKeyPair():void

abackeyManager |1

SoapSAML2

SAML2AttributeQuerBuilder

+chooseServerAlias(String, Principall], Socket):5tring

SPMetadataReader

-parserParserPool
~fis:FilelnputStream
~retaDatalocation:String
~metadata:ByteArraylnputStream

SoapHTTPTransmitter

~parserPool:BasicParserPool
+buildS0AP11Envelope(XMLObject):Envelope | | TP™Y

ideSignedAttributelnSoapMessage():String

+signAtttributeQuery(String, String, String):AttributeQuery

+parseEnvelope(Envelope):Response

SAMLProxy

soapTransmitter

~TlskeyPassowrd:String
~TrustStorePassowrd:String
~classLoader:ClassLoader
~idplssuer5tring
~inputInputStream
~prop:Properties
~signingKeyPassword:5tring

+init{ServietCenfig)veid

10.5.2 Deployment

10.5.2.1 System and Environmen

t Requirements

1 | ~soapContext:Basic5SOAPMessageContext
~splssuerString

~urlMetadata:URL

~urlSignature:URL

~urlTLS:URL

~urlTrustURL

+createSuccessRespense(XMLObject):String
+transmit(String, String, String):Map«5tring,List<String=

The Protocol Broker is deployed on tomcat 8.0.22 on the SharePoint server, and uses OpenSAML 2.6.4.

10.5.2.2 Configuration

In order to accept traffic only on the channel protected by mutual TLS:

1. Install tomcat on the SharePoint server. The tomcat installation procedure is provided here.

2. Open the configuration file server.xml inside the configuration directory of the tomcat

installation. Comment out the s

<l--

ection:

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"

redirectPort="84

43" />
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Update/insert the following line:

<Connector port="8443" protocol="org.apache.coyote.httpll.HttpllNioProtocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
keystoreFile="C:\Users\<name>\Documents\softwares\tomcat\apache-tomcat-
8.0.22\conf\abacTomcat.jks" keystorePass="....password" clientAuth="true"
sslProtocol="TLS"
truststoreFile="C:\Users\sjha\Documents\softwares\tomcat\apache-tomcat-
8.0.22\conf\truststore.jks" truststoreType="JKS" truststorePass="..password" />

The configuration details for OpenSAML are provided here. In this demonstration, a folder called
endorsed is created inside the lib directory of tomcat installation.

Add the following libraries to the endorsed folder created in the above step:

xml-apis-2.10.0.jar
xml-resolver-1.2.jar
xerceslmpl-2.10.0.jar
xalan-2.7.1.jar

serializer-2.10.0.jar

10.5.2.3 Preparation and Compilation

In our build, we used Apache Maven for Protocol Broker compilation. In order to prepare and compile
the Protocol Broker, follow these steps:

10.5.2.3.1 Preparation

1.

2.

3.

On the SharePoint server, click on the Windows icon and begin typing Cmd.
Double-click the icon to open the Command Prompt.

In the Command Prompt window, navigate to the folder where your pom.xml for the Protocol
Broker exists, and press Enter. i.e., cd C:/software/java/samlNewPlugin/

Type the following command, then press Enter to prepare for compilation of the new Protocol
Broker: .war file: mvn clean

Verify that your results are similar to the following, including the Build Success statement:
[INFO] Scanning for projects...

[INFO]

[INFO] = — == m oo o e
[INFO] Building SAMLProxy 0.0.1-SNAPSHOT

[INFO] == m—m oo oo o
[INFO]

[INFO] --- maven-clean-plugin:2.5:clean (default-clean) @ SAMLProxy ---

[INFO] Deleting /home/sjha/pdpPlugins/SAMLProxy/target
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[INFO] BUILD SUCCESS

[INFO] == mm oo oo oo oo
[INFO] Total time: 1.333 s

[INFO] Finished at: 2015-06-29T10:24:27-04:00

[INFO] Final Memory: 5M/15M

10.5.2.3.2 Compiling the .war File

1.

After following the instructions above to prepare for compiling, within the Command Prompt

window, enter the following command and press Enter to create the Protocol Broker: .war file:
mvn package

Verify that your results are similar to the following, including the Failures: 0 and Build Success
portions:

[INFO] Scanning for projects...

[INFO]

[INFO] = — = m oo o o o o
[INFO] Building SAMLProxy 0.0.1-SNAPSHOT

[INFO ] —mm oo oo oo oo oo
[INFO]

[INFO] --- maven-resources-plugin:2.6:resources (default-resources) @ SAMLProxy

[INFO] Using 'UTF-8' encoding to copy filtered resources.

[INFO] Copying 9 resources

[INFO]

[INFO] --- maven-compiler-plugin:3.l:compile (default-compile) @ SAMLProxy ---
[INFO] Nothing to compile - all classes are up to date

[INFO]

[INFO] --- maven-resources-plugin:2.6:testResources (default-testResources) @
SAMLProxy —---

[INFO] Using 'UTF-8' encoding to copy filtered resources.

[INFO] skip non existing resourceDirectory
/home/sjha/pdpPlugins/SAMLProxy/src/test/resources

[INFO]

[INFO] --- maven-compiler-plugin:3.l:testCompile (default-testCompile) @
SAMLProxy —---

[INFO] Nothing to compile - all classes are up to date

[INFO]
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[INFO] --- maven-surefire-plugin:2.12.4:test (default-test) @ SAMLProxy ---

[INFO] Surefire report directory:
/home/sjha/pdpPlugins/SAMLProxy/target/surefire-reports

Running nist.pdpplugin.AppTest

Tests run: 1, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 0.03 sec

Results

Tests run: 1, Failures: 0, Errors: 0, Skipped: O

[INFO]
[INFO] --- maven-war-plugin:2.6:war (default-war) @ SAMLProxy ---
[INFO] Packaging webapp

[INFO] Assembling webapp [SAMLProxy] in
[/home/sjha/pdpPlugins/SAMLProxy/target/SAMLProxy-0.0.1-SNAPSHOT]

[INFO] Processing war project

[INFO] Copying webapp resources [/home/sjha/pdpPlugins/SAMLProxy/WebContent]

[INFO] Webapp assembled in [440 msecs]

[INFO] Building war: /home/sjha/pdpPlugins/SAMLProxy/target/SAMLProxy-0.0.1-

SNAPSHOT .war

[INFO] BUILD SUCCESS

[INFO ] m—m oo o o o o o

[INFO] Total time: 6.281 s
[INFO] Finished at: 2015-06-29T10:27:14-04:00

[INFO] Final Memory: 11M/26M

[INFO ] m oo o o o o o o
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10.5.3 Example SAML Request and Response Output

10.5.3.1 Example of Tomcat Output from our Build that lllustrates a SAML Request

<samlZ2p:AttributeQuery ID=" 7ad4lbeZe3d0dlabeal3e857a80b3cfbc" IssuelInstant="2015-05-
26T18:14:39.4052" Version="2.0" xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:soapll="http://schemas.xmlsoap.org/soap/envelope/">

<saml2:Issuer
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">urn:nccoe:abac:plugin</saml2:Issue
r>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="# 7a4lbe2e3d0dlabeal3e857a80b3cfbc">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-clin#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>hz3JxkkIsCL/BV1kRCrgUykjbho=</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>08Gc8CSVKeYoNsR8bWaiExEpumeO2bLaMwlWC6LNagf9ydvMPw/gcZbAEATCgK/RXVY
gTe7ikYKKC80/Gi07NrUKZPO861n5LINX5Gw51TOeb6S4zUTWE fp2PQTfMSTR6rZe50BUUDEPWEJ4T/3E1KpI4
H7sx0aYhcZ3J211ZxPheMEJOl4zvicAzlsefiirftnlviWirOdjub9VEOSicCl11FJB13Wla+tc8JASNbbsnc3H6
h50DeapEOD9bX41KZtj2sGbh6k+F3vunYpd3m69KW6z8CIQeBWOCGCmDtt4Dyf/avG6Iz700PYJPYxFIvws1OY
YU2QzLtOpHT8e/RRQ==</ds:SignatureValue>

<ds:KeyInfo>
<ds:KeyValue>

<ds:RSAKeyValue>

<ds:Modulus>uzxrL5iAIpNyEXHMGTDWIlmzx7YJal/c9Ruxag3sifjzuUdBjEznFJJIxaagM2pzTUI5JCaLlzgm7
v

SBmuVL+6PzTxReM31i5XzWjpgRMIizadnQTOwnCryKuNaQiBIFLoMbi+ySdBvu+M/xhHIRxXUuFjY9ON
PSE1MHL8YaLoKW2SFIm/3bhJ/xF7q7FGHMcIHAZzr2QpOmBEryozJJIV3z4ZvVro/MEyLglVEROpU
36e32hIyzsf2gKizv00gY2ecDIBCNTITsA2HWSTE50kpvT4qupCnXVKVgzDPZONOXCsJJcwiWsU19
PRVKGtVBXghh2820Dyzcl3nkpgsl5F8hR7k0jQ==</ds:Modulus>

<ds:Exponent>AQAB</ds:Exponent>
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</ds:RSAKeyValue>
</ds:KeyValue>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">

<saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:unspecified">jdoe</saml2:NamelID>

</saml2:Subject>

<saml2:Attribute Name="firstname" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic" xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"/>

</saml2p:AttributeQuery>

10.5.3.2 Example of Tomcat Output from our Build that lllustrates a SAML Response

<?xml version="1.0" encoding="UTF-8"?><Sll:Envelope
xmlns:S11="http://schemas.xmlsoap.org/soap/envelo
pe/">
<S1l1l:Body>
<samlp:Response xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID="LkFI9NevJONpgbE56hszgbo2V
FZH" InResponseTo=" 13caabO0cO0aa8b70946be278ff32376ad" Issuelnstant="2015-06-
29T714:46:35.617Z2" Version
="2.0">
<saml:Issuer

xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">https://rp.abac.test:9031</saml:Iss
uer>
<samlp:Status>
<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</samlp:Status>
<saml:Assertion xmlns:saml="urn:ocasis:names:tc:SAML:2.0:assertion" ID="P-
nmuwJENgb aVjhd5DpY
dfN2IU" Issuelnstant="2015-06-29T14:46:35.945Z2" Version="2.0">
<saml:Issuer>https://rp.abac.test:9031</saml:Issuer>
<saml2:Subject xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:saml2p="urn:oasi
s:names:tc:SAML:2.0:protocol"
xmlns:soapll="http://schemas.xmlsoap.org/soap/envelope/">
<saml2:NamelID Format="urn:oasis:names:tc:SAML:1.1l:nameid-
format:unspecified">1lsmith@ab
ac.test</saml2:NameID>
</saml2:Subject>
<saml:Conditions NotBefore="2015-06-29T14:41:35.945Z" NotOnOrAfter="2015-06-
29T14:51:35.9
457" >
<saml:AudienceRestriction>
<saml:Audience>https://nextlabs-rp</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AttributeStatement>
<saml:Attribute Name="stafflevel"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-for
mat:basic">
<saml:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
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5770 xmlns:xsi="http://

5771 www.w3.0rg/2001/XMLSchema-instance"
5772 xsi:type="xs:string">Junior</saml:Attributevalue>
5773 </saml:Attribute>

5774 </saml:AttributeStatement>

5775 </saml:Assertion>

5776 </samlp:Response>

5777 </S11:Body>

5778 </S11:Envelope>

5779 10.6 Apache Directory Service (ApacheDS)

5780  ApacheDS is included in Apache Directory Studio, which has multiple functionalities with ApacheDS
5781 Server, i.e., LDAP Browser, Schema Editor, Apache Configurator, LDIF Editor, Embedded ApacheDS, and
5782  ACI Editor.

5783 10.6.1 Layout
5784 Before installation, it is important to consider system needs and match them with the installation layout.
5785  The general layout for ApacheDS consists of two major concepts:

5786 1. Installation Layout: The installation is where all files essential to ApacheDS are stored, i.e.,
5787 launch script, libraries, and a service wrapper (depending on the kind of installer used).

5788 2. Instance Layout: ApacheDS is built to run multiple instances of the server at the same time,
5789 which means that an optional instances folder can be found in the installation layout (or

5790 elsewhere on the disk, depending on the platform). In that folder you will find one or multiple
5791 directories, all sharing the same layout, corresponding to all ApacheDS instances (one directory
5792 per instance, with names corresponding to the ID of the instance).

5793 A detailed discussion of these concepts can be found here.

5794 10.6.2 Download

5795 ApacheDS can be downloaded as binary or as source, and compiled on a given platform. Source can be
5796 downloaded here.

5797 In this project, ApacheDS was downloaded as a packaged Windows installer from this location. Native
5798 installers are available in the following formats, and their download links are available at following site.

Platform Installer Format

Window Exe
Mac OS X Dmg
Debian Deb
Linux Rpm,bin

5799
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1. Atthe download location, you will see a URL as shown in the example below. Click the link
above to download Apache Directory Server for Windows.

Figure 10-9 ApacheDS Download

Apache Dlrectory"_‘ Main | ApacheDS | Studio | LDAP APl | Mavibot | eSCIMo | Fortress | Kerby
ApacheDs 2.0 Download for Windows

Lo We suggest the following mirror site for your download:

News

Features

ﬁ http://apache.mirrors.hoobly.com//[..]/apacheds-2.0.0-M20.exe

Downloads

ApacheDS 2.0.0-M20 [0

Older versions

Other mirrors: |hﬂp:ﬂapache.mirrurs.houbly.ccrm,’ V| Change Mirrar

Documentation

. ) ) o ) . ) ing:
Basic User Guide We encourage you to verify the integrity of the downloaded file using

Advanced User Guide . the ASC file (OpenPCP compatible signature) with the KEYS file (code signing keys used to sign the product)

Developer Guide . the MDS5 file (checksum).

Kerberos User Guide

2. During the software download, different installation graphics will be displayed depending on
which browser you use. Example from Windows Internet Explorer:

15% of apacheds-2.0.0-M20.exe downloaded 1 min 22 sec remaining | Pause || Cancel || View downloads

>

On Chrome, it may display as below (if you are not using command line tools):

@ apacheds-200-MD..ere o
BT skt ||

10.6.2.1 Verify the Integrity of the Downloaded File

It is essential to verify the integrity of the file when the download completes.

The file’s integrity can be verified with PGP signatures using PGP or GPG. First, download the KEYS and
the asc signature file for the relevant distribution. Both KEYS and asc can be found to the right of the
download link, as shown in Figure 10-9 above.

Verify the signatures using the following commands in the Command Prompt:
$ pgpk -a KEYS
$ pgpv apacheds-2.0.0-M20.exe.asc
or
$ pgp -ka KEYS
$ pgp apacheds-2.0.0-M20.exe.asc

or
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$ gpg --import KEYS

$ gpg --verify apacheds-2.0.0-M20.exe.asc

Alternatively, you can verify the MD5 signature on the files. A Unix program called md5 or md5sum is

included in many Unix distributions. It is also available as part of GNU Textutils. Windows users can get
binary md5 programs from here, here, or here.

10.6.3 Installation

Note: To install ApacheDS as a Windows service, you need administrative privileges. We installed

ApacheDS on Windows Server 2012. The ApacheDS installation procedure for other operating systems

can be found here.

1. Once ApacheDS is downloaded and verified, double-click the installer to open it. Note: It may

have already been opened by your web browser.

Orgenize ¥ Includeinfibrary v Sharewith v Bum

[ Favorites
M Desktop
& Downloads

] Recent Places
7 Libraries
1% Computer
& w4 c)
*, DVD RW Drive (L:) Acrobat 10

L sjha (N\employeesharels) (U]

“,I Network

Name

| apacheds-20.0-M20 (1).exe

2. When the following screen appears, click Next.

Date modified Type

T/21/20156:35PM  Application

Size

16091 KB

v A ®
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'_ﬂ ApacheDs Setup = 2

Welcome to the ApacheDS Setup
Wizard

This wizard will guide you through the installation of
ApacheDs.

Itis recommended that you cose all other applications
before starting Setup. This will make it possible to update

relevant system files without having to reboot your
computer.

Click Mext to continue,

wane Foundation

Mext = ] [ Cancel

5834 4
5835 3. Review the License agreement and click | Agree.
L '
._3 ApacheDs Setup = X
Apache Directory
Press Page Down to see the rest of the agreement.
s
Apache License il
Version 2.0, January 2004 T
http: ffwww.apache. org/licenses/
TERMS AMD COMDITIOMS FOR. USE, REPRODUCTIOM, AMD DISTRIBUTION
1. Definitions.
"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document. -
If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install ApacheDs.
< Back ][ I Agree ] [ Cancel
5836
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5837 4. The next screen prompts you for the install path. In our build, we left the default install path.
5838 Specify an install path of your choosing, and click Next.

._ﬂ ApacheD5 Setup = 22

Choose Install Location
Choose the folder in which to install ApacheDs.

”

5 y
Apache Directory

Select the directory where you would like to install ApacheDs

Server Home Direchory

C:'\Program Files (x88)\ApacheDs

Space required: 18.4MB
Space available: 18.5GB

[ < Back ][ Mext = ] [ Cancel
5839 N
5840 5. Specify a location for storing ApacheDS instances, then click Next.
._ﬂ ApacheD5 Setup = 2
!
\ Choose Install Location
} Server
i Choose the folder in which to install ApacheDs,
Apache I:'Jl-.reclur:.'
Select the directory where you would like instances data to be stored.
This directory will be the home location for new instances.
Server Instances Home Directory
C:\Program Files (x88)\ApacheDS\instances
Space reguired: 18.4MB
Space available: 18.5GE
< Back ” Mext = ] [ Cancel
5841 . y
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6. The next screen asks for the location of your java run time. It is assumed, based on the earlier

description in Section 10.8.2, that users will have the proper java environment prior to

attempting to install ApacheDS. Users who have no JRE installed should abandon the install by

clicking Cancel. Install the JRE and re-run the ApacheDS install. We accepted the default as

shown.

ufl ApacheDs Setup =

Choos=se Install Location
Choose the folder in which to install ApacheDSs.

Select the Java home directory that you would like to use for running the installed
applications.

Jawva Home Directory

C:\WProgram Files (x8&)\Jawvaljrel.5.0_51

Space required: 18.4MB
Space available: 18.5GE

ApacheDs - Z.0.0-M20

[ < Back ][ Install ] [ Cancel

7. Click Install. Once the installation is complete, you will receive the following prompt:

il ApacheDs Setup =

Installation Complete
Setup was completed successfully,

by &
Apache Directory

Completed
- -

Show details

Apachels - 2.0.0-M20

< Back Cancel

1
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5850 10.6.3.1 Functional Test of the ApacheDS Installation

5851 1. Click Show Details in above diagram to see details of installation. Make sure all of the folders
5852 exist, then click Next.
J ApacheDs Setup |E =

ﬁ' X Installation Complete
f- Server
Setup was completed successfully,

Apache Directory

Completed
. ™
Cutput folder: C:\Program Files (x86)\ApacheDSlinstances\default\conf -

Extract: config.ldif... 100%:

Extract: log4j.properties... 100%:

Extract: wrapper-instance.conf... 100%:

Qutput folder: C:\Program Files (x86)WpacheDsYinstances\defaultiog

CQutput folder; C:\Program Files (x86)WpacheD5\instances\default\partitions

Cutput folder: C:\Program Files (x86)WpacheD5Yinstances\defaultirun n
COutput folder: C:\Program Files (x86)\ApacheDs\instances
wrapper | ApacheDs - default installed.

Completed ol

m

fpacheDs - 2.0,0-M20

< Back Cancel

5853 . ¥
5854 2. Click Finish to end the installation.
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-_3 ApacheDs Setup =

Completing the ApacheD5S Setup
Wizard

= e

. /
Apache Directory

ApacheDs has been installed on your computer.,

Click Finish to dose this wizard.

5855
5856 3. Click Yes to start the ApacheDS server. Instructions are provided in Section 10.6.2.
'_ﬂ ApacheD5 Setup
I: :I Do you want to start the default server instance?
[ Yes ] ’ Mo
5857 \ )

5858 10.6.4 Starting and Stopping the Server
5859  The server can be started and stopped with the Windows Services manager (Control Panel >
5860  Administrative Tools > Services). The user must have administrative privileges.
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£ Services | -

File Action View Help

e¢o@ Bz

Bzlrannmn

| »

m

& Senvices (Local) ,( Services (Local)

ApacheDS - default Name : Description  Status  Startup Type  LogOnAs
5 ActiveX Installer (.. Provides Us.. Manual Local System

tarthe senice ' Adaptive Brightness Monitors a.. Manual Local Service
5 Adobe AcrobatU..  AdobeAcro., Started  Automatic Local System

Description: % Adobe Flash Playe... This service .. Manual Local System

ApacheDS defauttserverinstance 7% pefgentSHost  Provides th.. Manual Local System
5 AgentService AgentService Started  Automatic Local System
5 AltirisAgentProvider Provides Wi.. Manual Local System
5 Andres ST Filters S.. Started  Automatic Local System
( ApacheDs - default ApacheDSd.. Automatic Local System
5 Application Experi.. Processesa.,  Stated  Manual Local System
% Application Identity Determines .. Manual Local Service
5 Application Infor..,  Faciitstest., Started  Manual Local System
% Application Layer .. Provides su. Manual Local Service
% Application Mana.. Processesin.. Stated  Manual Local System
5 ASP.NET State Ser... Provides su. Manual Network Service
5 Audio Service Manages au.. Started  Automatic Local System
5 Background Intelli.. Transfersfil., Started  Automatic (D.. Local System
', Base Filtering Engi... TheBaseFil.. Started  Automatic Local Service
% BitLocker Drive En... BDESVC hos.. Manual Local System
& Block Level Backu.., The WBENG.. Manual Local System
% Bluetooth Support... The Bluetoo... Manual Local Service
' BranchCache This service .. Manual Metwork Service

Extended AStandard/

From here, ApacheDS can be started, stopped, or restarted.
The process for starting and stopping ApacheDS on other operating systems is described here.

10.6.5 ApacheDS Configuration

ApachdDS Server and Schema configuration details are provided here.

10.7 PingFederate - Apache Integration

This section requires knowledge of the following pieces of information:
= Server IP address or hostname
= Server port where it is listening on

= Server credentials (i.e., private key and certificate) to be provisioned on directory server

10.7.1 Provisioning of Server Credential
Start Apache Directory Server Studio and open a new connection.
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10.7.1.1 Creation of Server Connection

1. To create a new LDAPS connection, complete the following steps:
a.
b.
C.
d.

. Android Studic
. Apache Directory Studio

Define network parameters.
Define authentication parameters.
Define additional browser options (optional).

Define additional edit options (optional).

_I.i Apache Directory Studio
81Uk
wd Uninstall

. ApacheD5
Arrnl INI

umentation
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ad LDAP - Apache Directory Studio

L e v o R e

File

Edit Mawvigate
- E S s S

o

- =

LDAP  Window Help

-

L

T£% LDAP Browser

MIE

-1

DIT

P>
a [F]
=3
=3
=
[=

Ro
@
(= ]
S
&
> Sa

53" Searches
Il Bookmarks

ot DSE (6)

o=NCCoe

cu=abac,dc=nccoe dc=nist,dc=gow

ocu=config
ocu=schema
ou=system

ik Mew Connectiol 3
=% Mew Connection Felder...
19@ Close Connection
[S] Open Schema Browser
Copy Connection Ctrl+C
Paste Ctrl+W Modification Logs @ S
¥ Delete Connection Delete
= N Fﬁ Ten Servers\l Rename Connection... F2
be battlefield Import
tear battlefieldl Export
ek battlefield-1da LDAP
lL;pEv Idapp = ps( = @] ©Open Configuration
whd localhost Properties Alt+Enter
5880
5881 2. Once a new connection is opened, the following screen appears. Fill in Hostname and Port.
5882 Select the encryption method Use SSL encryption(ldaps://), then click Next.
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'] Mew LDAP Connection | =l 2 |
Network Parameter ﬂl
Please enter connection name and network parameters, LDAP
Connection name:  battlefield2
Metwork Parameter
Hostname: 103378 -
Port: 10686 -
Encryption method: [Use S5L encryption (Idaps://] v]

Server certificates for LDAP connections can be managed in the '
Certificate Validation' preference page.

Provider: | Apache Directory LDAP Client API -

Check Metwork Parameter]

[ Read-Only (prevents any add, delete, modify or rename operation)

) < Back Next > Finish

5883
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Description Default
Connection |The name of the connection. In the Connections view, the con- |empty
name nection is listed with this name. The name must be unique.
Hostname The hostname or IP address of the LDAP server. A history of re- |empty
cently used hostnames is available through the drop-down list.
Port The port of the LDAP server. The default port for non-encyrpted |10636
connections is 389. The default port for Idaps:// connections is
636. A history of recently used ports is available through the
drop-down list.
Encryption The encryption to use. Possible values are: No encryption, No encryp-
method Idaps:// and StartTLS extension. tion
Provider Option to choose either INDI or Apache Directory LDAP client
API
Check net- Use this function if you want validate that the entered infor-
work parame- |mation is correct, and the server is reachable.
ter
Read-Only If this option is chosen, any attempts to modify will return an er-
ror.
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il MNew LDAP Connection

Authentication

Please select an authentication method and input authentication data.

Authentication Method

Simple Authentication

Authentication Parameter

Bind DM or user:  uid=admin,cu=system

Bind password:  esssss

Save password Check Amhenticatian]

* SASL Settings

SASL Realmm: |

Cuality of Protection: |Authenticatinn only

Protection Strength: |High

[ ] Mutual Authentication

* Kerberos Settings
Kerberos Credential Cenfiguration

@ <Back || MNet> || Finish

/|

5885 k.
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Description

Default

Authentication
Method

Select your authentication method:

e Anonymous Authentication: connects to the direc-
tory without authentication.

e Simple Authentication: uses simple authentication
using a bind DN and password. The credentials are
transmitted in clear-text over the network.

e CRAM-MDS5 (SASL): authenticates to the directory us-
ing a challenge-response authentication mechanism.
The credentials are not transmitted in clear-text over
the network.

e DIGEST-MDS5 (SASL): another challenge-response au-
thentication mechanism. Additionally, you could de-
fine your realm and QoP parameters.

e GSSAPI (Kerberos): user Kerberos-based authentica-
tion. Additional parameters can be defined.

Simple Au-
thentication

checked, you must enter the password whenever you con-
nect to the server. Warning: The password is saved as plain
text.

Bind DN or user |The distinguished name or user ID used to bind. Previously |empty
entered DNs can be selected from drop-down list.

Bind Password |The password used to bind. empty

Save password |If checked, the password will be saved in configuration. If not |checked

Check Authenti-
cation

Use this function to attempt a connection plus a bind to the
host upon completion of the wizard. It will validate that the
entered information is correct.

This project does not use SASL or Kerberos.
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J Mew LDAP Connection | =l 22 J

Browser Options ]

|LDAP

You can specify additional pararmeters for browsing the directory.

Baze DN
Get base DMs from Root DSE

Fetch Base DMs

Base DM:

Aliases Dereferencing
Finding Base DN

Search

Referrals Handling

@ Follow Referrals manually

Limits
Count Limit: 1000
(") Follow Referrals autematically

() Ignore Referrals

Tirme Limit (s): 0

Controls
[] Use ManageDsalT control while browsing
["] Fetch subentries while browsing (requires additional search request)

[[| Paged Search  Page Size: | 100 Scroll Mode

Features

[] Fetch operational attributes while browsing

@ <Back || MNea> || Finsh || Cancel
Option Description ‘ Default
Get base .
If checked, the base DNs are fetched from the namingContexts at-
DNs from tribute of the Root DSE checked
Root DSE '
Fetch Base |Use this function to get the namingContext values from the Root )
DNs DSE. The returned values will appear in the Base DN drop-down list.
The Base DN to use. You may enter a DN manually or select one
Base DN from the drop-down list. This field is only enabled if the option Get |empty
base DNs from root DSE is off.
... |Maximum number of entries returned from the server when brows-
Count Limit |, . . . 1000
ing the directory. It is also used as default value when searching the
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Option

Description

directory. A value of 0 means no count limit. Note that this value is
a client-side value. It is also possible to use a server-side limit.

‘ Default

Time Limit

The maximum time in seconds the server searches for results. This
is used as default value when browsing or searching the directory. A
value of 0 means no limit. Note that this value is a client-side value.
It is also possible to use a server-side limit.

Alias Deref-
erencing

Specifies whether aliases should be dereferenced while finding the
search base entry, when performing the search, or both. To manage
(create, modify, delete) alias objects you must uncheck both op-
tions.

Both find-
ing and
searching

Referrals
Handling

Specifies the referral handling.
e Follow Referrals Manually: Received referrals and search
continuations are displayed in the browser. When you open
or expand a search continuation, the search is continued.
Specify which connection you want to use to follow a spe-

cific referral URL. You will have full control regarding en-
cryption and authentication options when following refer-

rals.

Follow Referrals Automatically: Follows referrals and search
continuations immediately if they are received from the di-
rectory server. Specify which connection you want to use to
follow a specific referral URL. You will have full control re-
garding encryption and authentication options when fol-
lowing referrals.

Ignore Referrals: Any referral or search continuation re-
ceived from the directory server is silently ignored. No error
is logged, no dialog appears, no special entry is displayed in
the DIT, and no ManageDsalT control is sent to the server.

Follow Re-
ferrals
manually

Use Man-
ageDsalT
control while
browsing

If enabled, the ManageDsalT control is sent to the server in each re-
quest. This signals the directory server not to send referrals and
search continuations, but return the special referral objects. Note:
This is only applicable if the directory server supports the ManageD-
salT control.

unchecked

Fetch suben-
tries while
browsing

If enabled, both normal and subentries according to RFC 3672 are
fetched. This causes additional search requests while browsing the
directory.

unchecked

Paged Search

If enabled, the simple paged result control is used while browsing
the directory. With page size you can define how many entries
should be retrieved in one request. If Scroll Mode is enabled, only
one page is fetched from the server at a time. While browsing, you
can scroll through the pages by using next page and top page. If

unchecked
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Option

Description

disabled, all entries are fetched from the server. The paged result
control is only used in the background to avoid server-side limits.

‘ Default

Fetch opera-
tional attrib-
utes while
browsing

If enabled, both user attributes and operational attributes are re-
trieved while browsing. If the server supports the feature All Opera-
tional Attributes, use + to retrieve operational attributes. Other-
wise, all operational attributes defined in the schema are re-
quested.

unchecked

I.I Mew LDAP Connection | (=] 8 J

Edit Options l
You can specify additional parameters for editing entries, LDAP

Entry Modifcation

Modify Mode: | Optimized Modify Operations -|

Madify Mode (no equality matching rule): ’Gpti.mi.zed. Madify Operations v]

Modify Order. | DELETE First v

Next > Finish | [ Cancel
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Option

Modify Mode

Description

Specify the modify mode for attributes with an equality
matching rule. Options:

Optimized Modify Operations: uses add/delete
by default, uses replace if operation count is less

Always REPLACE: always uses replace operations
to perform entry modifications

Always ADD/DELETE: always uses add and/or de-
lete operations to perform entry modifications

Default

Optimized

Modify Opera-

tions

Modify Mode (no
equality matching
rule)

Specify the modify mode for attributes with no equality
matching rule. Options:

Optimized Modify Operations: uses add/delete
by default, uses replace if operation count is less
Always REPLACE: always uses replace operations
to perform entry modifications

Always ADD/DELETE: always uses add and/or de-
lete operations to perform entry modifications

Recommended values for various LDAP servers:

ApacheDS: Optimized Modify Operations or RE-
PLACE

OpenlLDAP: REPLACE

OpenDS / SunDSEE: Optimized Modify Opera-
tions or REPLACE

FedoraDS / 389DS: Optimized Modify Operations
(missing equality matching rules for many stand-
ard attribute types)

Active Directory: Optimized Modify Operations
(exposes no equality matching rules at all)
eDirectory: Optimized Modify Operations (ex-
poses no equality matching rules at all)

Optimized

Modify Opera-

tions

Modify Order

Specify the modify order when using add and delete op-
erations.

Delete first
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5890 3. Go to Open Configuration for the newly created connection.

lad LDAF - Apache Directory Studio

File Edit MNavigate LDAP Window Help

Ci~E & d8 | £~ 8~ a~ D -
E"s LDAP Browser £ | Qé-h | v - B
a f DIT
- Root DSE (G)
> @ o=nccoe
[ ] ou=abac,dc=nccoe dc=nist. dc=gow
[ & ou=ceonfig
[ & ou=schema
[ & ou=system
S5 Searches
El] Bookmarks
teae Mew Connection...
=% Mew Connection Folder...
b@ Close Connection
[S] Open Schema Browser
Copy Connection Ctrl+C
Paste Ctrl+W
3 Delete Connection Delete
Rename Connection... F2
Import »
Export »
= - 5m LDAP — g
[ Open Configuration
St battlefield [A}@
e battlefieldl Properties Alt+Enter
|48 battlefield-Idaps (LDAPST]
e Idapp
e localhost
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fie Go1 Moagite LDRP Window Fidp
C-Hae -

15 LOAP Browses

+ %o
4 ) Root DSE )
@ o=nccoe
@ ou=abas de=nocos de=nit, = gov
& ocusconfig
A ousschema
& ouzgyitem
4 5§ Searches
7 2015-04-08 12-31-44
4 015:08-15 23-11-08
I Bookmarks

38 Connections " [l LDAP Servers
2 battiefield
e Mapp
£ localhost

P S [E)7 = O “batiefiekd - Configuration. =
LDAP/LDAPS Servers

LDAP/LDAPS Servers

7] Enable LDAP Server
Pot 1039

[#] Enable LDAPS Server
Port: 10636

Limits

Max Tirrse Limit (ma): 15000
Mg Size Linit {entriesk 10000

SSL/Start TLS Keystore
Keystore: €2 ] s 364 (o]
[ —
Show password
~ SSL/Start TLS Cipher Suites

= Advanced
[# Enable TLS
¥ Enable server-side paspaord hathing

Mashing Method: |SSHA
Replication Pinger Sheep (seck 3
Disk Syncheonization Delay (ms): 15000

Glu%W| @Es=0

# Modification Logs i} Search Logs

ou s
objectelass: organizaticaalunit
objectclass: top

zl

.| Owerview | LDAP/LDAPS Servers | Kerberos Server| Partitions  Password Policies | Replication

Supported Authentication Mechanisms

7| Sarnple. 7] GS5APY
[ CRaM-MDS ¥ DGEST-MOS
[ NTLM

Provider  com.foo.Bar
o G55-5PNEGD

Provider. com.foo.Bar
SASL Settings
5451 Host Wap.mample.com
SASL Principal:  Mdap/idap.eamnple.com@EXAMPLE.COM
[Def auit: b dap example.com@EXAMPLE.COM]
Search Base Dn:  oususers,oussystem

sz users, de = exsmple, de= com;

%&lv bla” =0

Property Default Value Description

keystoreFile none Path of the X509 (or JKS) certificate file for LDAPS
certificatePassword | changeit Password used to load the LDAPS certificate file
port 10636 LDAPS TCP/IP port number to listen to

enableSSL true Sets if SSL is enabled or not

4. Make sure Enable LDAPS Server is checked, and Port is the same as provided during creation of

the connection.

5. Go to SSL/Start TLS Keystore.

6. Provide the location of the Keystore file and the password for the certificate.

7. Save the configuration.

8. Restart the server.
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10.7.1.2 \Verification

OpenSSL was used to acquire the server public certificate.

>openssl s_client -showcerts -connect 10.33.7.8:10636 < /dev/null | openssl
outform PEM > dir.pem

depth=0 C = US, O

verify error:num=20:

verify return:1

depth=0 C = US, O =

verify error:num=27:

verify return:1

depth=0 C = US, O =

verify error:num=21:

verify return:1

DONE

ASF, OU = Directory, CN = battlefield.bb-abac-bbl.nccoe.

unable to get local issuer certificate

ASF, OU = Directory, CN

certificate not trusted

ASF, OU = Directory, CN = battlefield.bb-abac-bbl.nccoe.

unable to verify the first certificate

[sjha@battlefield ~]$ more dir.pem

MIIBjDCCATYCBgFM1JE24DANBgkghkiGOwOBAQUFADBCMQswCQYDVQQGEWJVUzZEM

MAOGA1UEChMDQVNGMRIWEAYDVQQLEw1EaXJ1lY3RvenkxETAPBgNVBAMTCEFwYWNO

ZURTMB4XDTE1MDQwNzE1INDgwN1oXDTE2MDQwWNjEINDgwN1lowWzELMAKGA1UEBhMC

VVMxDDAKBgNVBAOTAOFTRjESMBAGA1UECXMJRGl1yZWNOb3J5MSowKAYDVQQODEYFE 1

YXRObGVMaWVszZC5iYilhYmFjLWJIiMS5uY2NvZS5sYWIwXDANBgkghkiGOwOBAQEF

AANLADBIAKEAILYJY8PJIgMS82IqgrW4uTVobkNgi2oJBoFAVOGMF701PCQ4x5vrgs

6GEq9gUHk1ZZzymIIg6BMxoEb80161PY/wIDAQABMAOGCSGGSIb3DQEBBQUAAOEA

hXNpaGfF2Aboemwzt6U/fvSNyl+KRdeKFm01liWbseBk8OPvAOEMWI6HVLv1bxS1lc

JpSznkLFhFOeOfimwB6GEg==

battlefield.bb-abac-bbl.nccoe.

x509 -

lab

lab

lab

1. Verify the certificate received from the directory server against the certificate that was loaded

earlier.
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5928 10.7.1.3 Configuration Steps on PingFederate RP Server

@ CERTIFICATE MANAGEMENT

Trusted CAs

SSL Server Cerificates

SSL Client Keys & Cerlificates

Digital Signing & XML Decrypfion Keys & Ceriificates
Certificate Revocation Checking

@ AUTHENTICATION

Application Authentication
Password Credential Validators
Active Directory Domains/Kerberos Realms

= IDP-TO-SP BRIDGING

Adapter-to-Adapter Mappings
Connection Mapping Confracts
5929

5930 1. The following screen will appear, displaying all certificates on the server’s global trust list.

@) Main | (=) Certificate Management

+#r Manage Trusted CAs

. You can import your partner's CA or seif-signed SSL server certificates into this server's global trust ifst.

SERIAL SUBJECT DN EXPIRES KEY DETAILS STATUS ACTION
01:30:DB:8C:D4:83 CN=localhost, O=Quick Start App, C=US FriJun 05 09-18:17 EDT 2111 RSA 1024 Valid Export
Delete
44:DC:CDDT CN=localhost, OU=Brian Campbell, O=Pingldentity, L=Denver, ST=CC, Tue Dec27 13:35:03 EST 2033 RSA 1024 Valid Export
c=Us Delete
01:30:DB:8C:25:4B GN=demo dsig new, OU=Pingldentity, O=PingFederate, L=Denver, FriJun 05 09:17:32 EDT 2111 RSA 1024 Valid Export
ST=CO, C=US Delste
01:4C:94:91:36 E0 CN=battiefield bb-abac-bb1nccoe lab, OU=Directory, 0=ASF, C=US  Wed Apr 06 114807 EDT 2016 RSA512 Valid Export
Delete
01:4CDCB5TF1F CN=idp.abactest O=NCCoE, C=US Wed Apr 20 11:07:58 EDT 2016 RSA 2048 Valid Export
Delete

e
5931

5932 2. Select Import Certificate.

% Import Certificate  Summary

. Please select the file containing the desired certificate.

Filename No file chosen
5933

5934 3. Choose a file to import.
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6. Click Done. The main screen will display a list of certificates. Click Save.

My Documents » artifact

h |“f | | Search artifact

10
)

Name

|| AAD-metadata-IDP.xml
5 abac.cer

|_| abac.pem

] abacClient.jks

[ certificate.crt

|| dirpem

5 directory.crt

|| exampleAssertion.xml
| id_rsa_sjha

|| MetadataZ.xml
|| Metadata3.sml
|| metadatad xm
ﬁ PingFederate.pdf
|| privateKey.key
|| sancert.pem

E] sanPrivate Key

| ] testlaml

|| test2aml

|| truststore jks

|| Untitled xeml

Date modified

4/23/201510:22 AM
5/5/2015 10:22 AM
5/5/2015 10:23 AM
4/1/2015 1:24 PM
6/25/2013 5:47 PM
6/25/2013 6:18 PM
7/29/2015 9:47 PM
7/29/2015 9:29 PM
2/23/2014 3:45 PM
6/24/201512:24 PM
2/23/2014 3:48 PM
4/30/20151:09 PM
5/4/2015 11:20 AM
5/5/2015 10:40 AM
6/25/2013 5:47 PM
8/13/201310:10 AM
8/13/2013 9:57 AM
5/5/2015 3:03 PM
5/6/2015 10:27 AM
7/4/2013 8:56 AM
6/26/2015 6:32 PM

Type Size

XML Document
Security Certificate
PEM File

JKS File

Security Certificate
Persenal Informati...
PEM File

Security Certificate
XML Document
File

XML Document
XML Document
XML Document
Adobe Acrobat D...
KEY File

PEM File

KEY File

XML Document
XML Document
JKS File

XML Document

3KB
2KB
2KB
4KB
2KB
132 KB
1KB
1KB
6 KB
2KB
8KB
3KB
4K8B
41 KB
2K8
2KB
1KB
3KB
3KB
3KB
3KB

Once your chosen file appears in the Filename field, click Next.

¢ Import Certificate

Please select the file containing the desired certificate.

Filename

Choose File | dir pem ™

View the Summary of the imported certificate.

Summary

Import Certificate RS

~ |AllFiles e
Open |v Cancel

Import Certificate

IMPORT CERTIFICATE
Filename

File Size

Subject DN

Serial Number

Expires

dirpem

599

(CN=battlefield bb-abac-bb1 nccoe lab. QU=Directory, 0=ASF, C=US

01:4C:9491:36 E0

Wed Apr 06 11:48:07 EDT 2016
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(® Main | () Certificate Management

#r Manage Trusted CAs

SERIAL SUBJECT DN EXPIRES KEY DETAILS STATUS ACTION
01:30:DB:8C:D4:83 CN=localhost, O=Quick Start App, C=US Fri Jun 05 09:18:17 EDT 2111 RSA 1024 Valid Export
Delete
44DCLCDDT CN=localhost, OU=Brian Campbell, O=Pingidentity, L=Denver, ST=CO, Tue Dec 27 13:35:03 EST 2033 RSA 1024 Valid Export
G=Us Delete
01:30-DB:8C25AB CN=demo dsig new, OU=Pingldentity, 0=PingFederate, L=Denver, Fri Jun 05 09:17:32 EDT 2111 RSA 1024 Valid Export
ST=CO, C=US Delete
01:4C:DCB5TF1F GN=idp.abac.test, 0=NCCoE, C=US Wed Apr 20 11:07:58 EDT 2016 RSA 2048 Valid Export
Delete
01:4C94:91:36E0 CN=battlefield bb-abac-bb1.nccoe lab, QU=Directory. 0=ASF, C=US Wed Apr 06 11:48.07 EDT 2016 RSA512 Valid Export
Delete

5941 T

5942 10.7.1.3.1 Creation of Data Store to Connect to ApacheDS

@ Server Configuration

[© SYSTEM SETTINGS

Server Setfings
Data Stores
Redirect Validafion

@ ADMINISTRATIVE FUNCTIONS

Metadata Export
XML File Signafures
Configuration Archive
Account Management
License Management
5943 Virtual Host Names

5944 7. Click on Data Stores.

(®) Main | (=) Manage Data Stores \

Yr Manage Data Stores

DESCRIPTION SYSTEM ID USER TYPE LDAP TYPE ACTION

jdbchsgldb ${jboss server data din${/hypersonicH{f}ProvisionerDefauliDB. ProvisionerDS sa Database Delete (Check Usage)
1033.7.8:10389 LDAP-G309779ATD7C14C2F0826D7BDB27ACETCSECEOFD LDAP Generic Delefe (Check Usage)
activedirectory abac test LDAP-DFBE0BABIOBS467AN7T41DF51D756CBCBO737960 LDAP User LDAP Active Directory Delete (Check Usage)
idpQuery Custom-B5051E1EF5F0684652FFE2B53F171ETIDTBCFE56 Custom Delete (Check Usage)

5945
5946 8. Inthe Manage Data Stores window, click Add New Data Store.
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10.

11.

(® Main | (=) Manage Data Stores

¥ Manage Data Stores

DESCRIPTION SYSTEM ID USER TYPE LDAP TYPE ACTION

jdbchegldb:${boss server.data difj${fhypersonic§{}ProvisionerDefaultDB ProvisionerDS 53 Database Delete (Check Usage)
10.337.8:10389 LDAP-6399779A7D7C14C2F0886D7BDB2TACE7 CBECEDFD LDAP Generic Delete (Check Usage)
activedirectory.abac.test LDAP-DFBE08AGI0BS467ADT741DF51D756CBCBOT3T960 LDAP User LDAP Active Directory Delete (Check Usage)
idpQuery Custom-B5051E1EF5F0684652FFE2B53F171E79D7BCFE56 Custom Delete (Check Usage)

Add New Data Store_

Choose LDAP, and click Next.

() Main | (=) ManageDataStores | (=) Data Store

¥t Data Store Type  LDAP Configuration ~ Summary

Provide a Hosthame and Ldaptype.

(® Main | (=) ManageDataStores | (w) Data Store

LERETTE TN ¢ LDAP Configuration  Summary

Hostname(s) | battiefieid. bb-abac-bb1.nccoe lab-103 |

LDRE Type | Generic v
O Bind Anonymously

User DN | uid=admin.ou=system

Password | oo

@ UseLDAPS

() Mask Values in Log

Advanced.

It may be necessary to configure connection pooling. It is important to select Verify LDAPS
Hostname if the directory server certificate is bound to a hostname, and this hostname can be
verified.
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12.

13.

14.

@) Main | (=) ManageDataStores | (=)DataStore (=) Advanced LDAP Options

Fr Advanced LDAP Options L DAP Binary Aftributes
" Test Connection on Borrow

“
Test Connection on Refum
Create New Connections If Necessary

@) Verify LDAPS Hosiname

Minimum Connections ‘ 10 -
Maximum Connections ‘1()07 -
Maximum Wait (Milli) "71 It
Time Between Eviction (M) ‘ o «
Read Timeout (Mili) (3000 ™
Connection Timeout (Mill) B G

Apply Defaults...

If there is any binary data, enter it in the Binary Attribute Name Field, and click Add.

@ Main | (=) ManageDataStores | (=) DataStore | (=) Advanced LDAP Options

LUCLEELED LG L LB 4 LDAP Binary Attributes.

BINARY ATTRIBUTE NAME ACTION

\ =

A summary of the LDAP configuration will appear.

@ Main | (=) ManageDataStores | (=) Data Store

LEEETTER TN 4 LDAP Configuration  Summary

Hostname(s) 10.33.7.8:10636 |
LDAP Type Generic . |

O Bind Anenymously

User DN uid=admin.ou=system | &

Password 1

Use LDAPS

[ Mask ValuesinLog

Advanced...

A Summary of the connection will appear as following. Click Save. You will then return to the
Main Admin console.

(® Main | (®) ManageDataStores (=) Data Store

Data Store Type  LDAP Configuration RS itur 0]

Data Store

DATA STORE TYPE

Type of Data Store: LDAP

LDAP CONFIGURATION

Hostname(s) 10.33.7.8:10636
Username uid=admin ou=system
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10.8 Configuration of PingFederate to Query the JIT Cache when
Responding to Secondary Attribute Requests

10.8.1 Introduction

This section will cover all the configuration steps required to enable PingFederate RP to communicate
with the Secondary attribute Provider and respond to its queries. The SP connection section will cover
communication channel protection and message protection. To fulfill the query request from the
NextLabs PIP Plugin and Protocol Broker, PingFederate queries its local LDAP server called Just in Time
(JIT) cache. Note that PingFederate RP may not have data to fulfill the query. In that case, PingFederate
RP extends the query to PingFederate IdP using a unique method (Ping Data source).

A Data Store is any type of source for digitized data, i.e., database, file, stream, etc. PingFederate
administration console uses this term for system settings. In the Java software platform, data source is a
factory for connections to the physical data source that this data source object represents. Thus, data
source is the logical manifestation of a physical data store in a java application. Due to this, the terms
will be used interchangeably below.

This section provides the configuration needed to query JIT cache, i.e., creation of the data source for
the LDAP Server. We have already discussed the configuration of Ping Data Source in Custom Data Store
section. SP connection describes how both of these data stores are chained together to fetch the result
of the attribute query.

10.8.2 Prerequisites
Before starting this configuration, the following steps must have already been completed:
1. Sections 2-7
a. Complete Installation of PingFederate, both RP and Idp
2. Installation and configuration of ApacheDS
3. Installation of Ping Custom Data Store
4. Availability of Ping web administration console (automatically included in the PingFederate

installation from previous How-To Guide sections)

10.8.2.1 SP Connection

As described above, PingFederate (RP) acts as an IdP for the Secondary attribute provider. In order to
enable support for exchange of federation-protocol messages and provide channel protection, it is
essential to configure the SP (Service Provider) connection. Note: Ping Identity’s documentation uses the
term Service Provider and SP where the rest of our ABAC documentation uses the term Relying Party
and RP. In this document, please consider these terms interchangeable.

The following goals are achieved by configuration of the SP connection:

= Specification of connection and associated security protocol (i.e., TLS/SSL)

= Specification of SAML profile t including detailed security specifications (the use of digital
signatures, signature verification, XML encryption)
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= Specification of Attributes that may be sent using the SAML2 Attribute Query profile

=  Specification of Data Store(s), if agreement between Idp and SP includes sending a SAML
response containing attribute values from a local data store

10.8.2.1.1 Specification of Profile

Instructions on how to create a new connection can be found here.

1. Click on Manage on All SP in the first column on the left hand side.

@) Server Configuration

APPLICATION INTEGRATION SETTINGS
Adaplers
Authentication Selection
Default URL
Application Endpoints

FEDERATION SETTINGS

Protocol Endpoints

[E) SPCONNECTIONS (2)

LR SharePoint
SAML2.0 [y

» Manage Al SP » Create New * Import

(s2) SPAFFILIATIONS (0)

» Manage Al Affiiafions » Create New

@ SYSTEM SETTINGS

Server Setings

ADMINISTRATIVE FUNCTIONS

Metadata Export

Account Management
se Management
Virtual Host Names

@ CERTIFICATE MANAGEMENT

Trusted CAs

SSL Server Cerfificates

@ AUTHENTICATION

Application Authenficaion
Password Credential Validato
rectory Domains/Kerberos Realms

Activ

@ IDP-TO-SP BRIDGING

Adapter-to-Adapter Mappings

Connection Mapping Contracts

2. The following screen will appear. Click on Create Connection.

¥r Manage Connections

Create Connection Import Connection

Logging Mode Override
® Off
© On

CONNECTION NAME « CONNECTIONID = PROTOCOL «
All
Demo SP PF-DEMO
SharePoint urn:sharepoint abac test

STATUS
All =

Active

Active

ICopy

APPLICATION INTEGRATION SETTINGS
Adapters
Target URL Mapping
Default URLs
Application Endpoints

FEDERATION SETTINGS

Protocol Endpoints

(3 10P cONNECTIONS (2)

RLUIRH hitps:fidp abac
LLUIRE Demo IdP

» Manage All IdP » Create New * Import

On this screen you can manage connections to your partner SPs. Use the drop-downs to filfer the connection ifst. You can also override the logging mode for ail SP connections by specifying a single, global logging mode.

ACTION

| Copy
Export Connection | Export Metadata

ction |

3. Check the box for Browser SSO Profiles and select SAML 2.0 as protocol from the drop-down

menu.
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(®) SPConnection

Select the type of connection needed for this SP: Browser SSO Profiies (for Browser SSO), WS-Trust STS (for access fo identity-enabled Web Services), Outbound Provisioning (for provisioning Lsers/groups to an SP) or all.

¢ Connection Type

Connection Template No Template
@ Browser SSO Profles Probcol
WS- TrustSTS

Outhound Provisioning

4. Uncheck Browser SSO, check Attribute Query, and click Next.

W RITEN r Connection Options

Please select opfons that agply fo s connection.

U Browser 550
|dP Discovery

) Attt Query

5. Choose a metadata file and click Next.

Connection Type ~ Connection Options §+@ I Yl RG]

If you received a metadata file from a partner SP describing this new connection, import the file here to populate many connection settings automatically.

Choose File | metadatad xml

SAML2 metadata has its own specification. As per this specification, KeyDescriptor is an optional
sequence of elements that provides information about the cryptographic keys that the entity
uses when acting in this role. However, for message authentication and integrity, it is essential
to provide the certificate so that signed messages coming from the secondary attribute provider
can be verified. A relevant part of metadata is shown here:

<md:KeyDescriptor use="signing">
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
MIIE4jCCAsqgAwWIBAgICEAMWDQYJK0ZIhvcNAQELBQAWYJELMAKGAIUEBhMCVVMx
ETAPBgNVBAgMCE1hcnlsYW5kMRIWEAYDVQQHDAL1Sb2Nrdml sbGUxDjAMBgNVBAOM
BUSDQ29FMQOwCwYDVQQLDARBOkEFDMQOWCWYDVQQODDARBQKkFDMB4XDTE1MDQWMTE 4

MTAIN1oXDTE2MDMzMTE4MTA1NlowejELMAKGAL1UEBhMCVVMXETAPBgNVBAgMCE1h
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6028 cnlsYW5kMQ4wDAYDVQQKDAVOQONVRTENMASGALUECWWEQUJIBQZEUMBIGA1UEAWWL
6029 TUOXOTULOTItUEMxIzAhBgkghkiG9w0BCQEWFHNgaGFATUOXOTULIOTItUEMub3Jn
6030 MIIBIjANBgkghkiGIwOBAQEFAAOCAQSAMI IBCGKCAQEAUZXrL51iATpNYEXHMGTDW
6031 1mzx7YJal/c9Ruxag3sifjzuUdBjEznFJIxaagM2pzTUI5JCalzgm71VSBmuVL+6
6032 PzTxReM315XzWjpgRMIizadnQTOwmCryKuNaQiBIFLoMbi+ySdBvu+M/xhH1RXuF
6033 JYINPSEIMHL8YaLoKW2SFIm/3bhJ/xF7q7FGHMcIHAZzr2QpQmBEryozJJV3z47Zv
6034 Vro/MfyLglVEROpu36e32hlyzsf2gKizv00gY2ecDIBCNTITsA2HWSTE50kpvT4g
6035 upCnXVKVQzDPZONOXCsJJcwiWsUi 9pRvkGtVBXghh2820Dyzcl3nkpgsl15F8hR7 kO
6036 JQIDAQAB04GIMIGGMAKGA1 UdEWQCMAAWCWY DVROPBAQDAGXgMCWGCWCGSAGG+EIB
6037 DQQfFh1PcGVUUINMIEdlbmVyYXR1ZCBDZXJ0aWZpY2F0ZTAdBgNVHQ4EFGQURPRY
6038 8BNghnDip40B1lsy6AWpWImcwHWYDVROjBBgwFoAUYZ5SWEPtCW/BOjVxvof8eNcBo
6039 5c8wDQYJKoZ IhveNAQELBQADggIBAGhVMd4 7uFNilz80EYgwDInZDAt fujvkETu2
6040 Dtr7dvkvB2x6uW481ffIKDKb48yKVBMOOkSwU4esPHgMWowJJs37XFo9PYJlkaE/
6041 NCD7e8V4p3xhzXux6JgKpaholxHifzEsdKqOyNj00ZXgqmRMstbw6UC+IFCNUWJIZQ
6042 zJ+Dwciaxa9kqg/huv8BMbYzcL8rl fE3x9InUwwwuFuXudpnEDOB+Rmmod1G5fVG1]
6043 agMWakXscGJ9rpT8wgfJIJGjU4Sct3Eocp5roRGopUVBrin6jljzZD4dYEuleJ1LJIgcW
6044 mDiYdZIvu0z393HAPNPpwC4XSaMoTN7xq4Z+Xwe0zdt 1HVMOaeAigl rDB3XKuiYQT
6045 Ab899WBgK/TixTLJ+Nf6FkAl2apkVkaxx1l+35DZrkDOHO3HQTORQFNYcb1LlrsfP
6046 A5r0PPVi6XE6h4k9/Cg003Q6fzpgl7avCrw8slim/WnmQjfcOK+op717zsYrnsxdB
6047 wQsnaT6GX2csy99j0pfLK1Sh6jaluFdRPMEwjhNyqTy2xoLfuYKSbxMzlpfaoZEs
6048 SVURPCFiC0G97xn8ffjjhv5Kby8JIRWV2QhXicf5FsWoiWZIHtHoOLOWEQXKPTO1
6049 +8310xJDW6bosdNww8IbRft IMYQGWYCTnwmBshURCXSJrjpE/MInESnw/ 7QWA/OR
6050 U3r4Pvés

6051 </ds:X509Certificate>

6052 </ds:X509Data>

6053 </ds:KeyInfo>

6054 </md:KeyDescriptor>

6055 7. Verify the metadata content.

NIST SP 1800-3C: Attribute Based Access Control 518



SECOND DRAFT

@® Main

Connection Type

(=) SP Connections | (=) SP Connection

O DR T E R Tl G E A Y Metadata Summary  General Info  Attribute Query

Credentials  Activation & Summary

Metadata File unsigned
6056
®) Main | (=) SP Connections (=) SP Connection
Connection Type Connection Options  Import Metadata Metadata Summary RE EeNEFRNIGE Attribute Query
(WCLENLEIEE  Activation & Summary
Partner's Enfity ID (Connection ID) | urn'necoe-abac:plugin z
Connection Name ‘ urn:nccoe:abac:plugin :
Virtual Server IDs | | | Add |
oo ' http://10.33.7.8:8080 |
Compary ‘ The Mational Cybersecurity Center of ‘
Contact Name ' John Smith |
Contact Number | +1 (240} 314-6800 |
Contact Email ‘ john.smith@nccoe. nist.gov i
Application Name ‘ |
Application lcan URL ‘ |
Logging Mode © None
® Standard
© Enhanced
O Full
6057
6058 8. Click on Configure Attribute Query Profile.
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(® Main (=) SP Connection

Connection Type  Connection Options  Import Metadata Metadata Summary  General Info BV@tT R

(WL EIRE Activation & Summary

Configure Attribute Query Profile

6059
6060 9. Specify the list of attributes that may be returned to the SP in response to an attribute request.
(® Main | (=) SP Connection = (=) Attribute Query
¥ Retrievable Attributes  Attribute Sources & User Lookup  Attribute Mapping Fulfillment Issuance Criteria
Security Policy  Summary
RETRIEVABLE ACTION
ATTRIBUTES
clearance Edit/ Delete
division Edit/ Delete
employer Edit/ Delete
fullname Edit/ Delete
role Edit/ Delete
stafflevel Edit/ Delete
| username . | Add :
6061
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6062 10.8.2.1.2 Specify a series of data stores.
6063 1. Inthe Attribute Source Id field, specify JIT (LDAP).

(® Main (=) SP Connection  (®) Attribute Query

(=) Attribute Sources & User Lookup

¥ Data Store  LDAP Directory Search LDAP Filter Summary

Attribute Source Id | JIT (LDAP) [

Amiblfte.Source | Just in Time cache source iw

Description

Agctive Data Store | 10.33.7.8:10389 )
Data Store Type LDAP

Manage Data Stores._.

6064
6065 2. Specify Attributes for the JIT Cache.
(® Main (=) SP Connection (@) Attribute Query
(=) Attribute Sources & User Lookup
DL ERI R ¥y LDAP Directory Search  LDAP Filter  Summary
Base DN | ou=users. ou=system !
SearchiScops | Subtree v !
Attributes to return from search
ROOT OBJECT CLASS ATTRIBUTE ACTION
Subject DM
employeeType Remove
| <Show All Attributes> v | givenName v | Add Attribute
6066 View Refrievable Affributes
6067 3. Specify LDAP Filter.
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(®) Main (=) SP Connection (@) Attribute Query
(®) Attribute Sources & User Lookup

Data Store  LDAP Directory Search [B gl iAol o177 ST T ETAT

| Define a filter for extracting data from your directory. In qualifying the search, you should use only those values passed
Filter

uid=${SAML_SUBJECT}

View List of Available LDAP Attributes

6068
6069 4. Verify that your data is correct.
(® Main (=) SP Connection (@) Attribute Query
(=) Attribute Sources & User Lookup
Data Store  LDAP Directory Search  LDAP Filter
| Aftribute Source Summary
Attribute Sources & User Lookup
DATA STORE
Atribute Source JIT (LDAP)
Attribute Source Id Jr
Type of Data Store LDAP
Data Store 10.33.7.8:10389
LDAP DIRECTORY SEARCH
Base DN ou=users,ou=system
Search scope SUBTREE_SCOPE
Atribute Subject DN
Attribute employeeType
LDAP FILTER
Filter uid=B{SAML_SUBJECT}
6070
6071 5. Specify a custom Data Store.
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6.

(® Main (=) SP Connection
(=) Attribute Sources & User Lookup

(=) Attribute Query

¥r Data Store Configure Custom Source Filters Configure Custom Source Fields Summary

Attribute Source Id | aaquery I

Attribute Source ' Attribute Query "

Description :

Active Data Store idpQuery '_ *
Data Store Type Cus.t-om “

Manage Data Stores...

Define a filter for extracting data from this data store.

(® Main (@) SP Connection (=) Attribute Query

(=) Attribute Sources & User Lookup

DLERILIGEE 4 Configure Custom Source Filters  Configure Custom Source Fields  Summary

FIELD NAME FIELD VALUE DESCRIPTION

SUBJECT | ﬁSAML_SUMECﬂ Subject field used in Query parameter of URL

Based on the data elements available from this data store, select the ones pertinent to this
connection. Note that these are the attributes you previously selected to return from Ping
Custom Data.

(® Main | (=) SP Connection | (=) Attribute Query | (=) Attribute Sources & User Lookup

DE R ST G TR T R LTGEN ST S 4 Configure Custom Source Fields  Summary

@ fullname
username
stafflevel
role

@ division
employer
clearance

Click Retrieve.
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® Main

Attribute Source Summary

Attribute Sources & User Lookup

(®) SP Connections (&) SP Connection

Data Store  Configure Custom Source Filters  Configure Custom Source Fields

(=) Attribute Query | (=) Attribute Sources & User Lookup

% Summary

9.

10

DATA STORE

Adribute Source aaquery
Adribute Source Id aaquery
Type of Data Store Custom
Data Store idpQuery
CONFIGURE CUSTOM SOURCE FILTERS

Subject ${SAML_SUBJECT}
CONFIGURE CUSTOM SOURCE FIELDS

Field fullname:
Field usemname
Field stafflevel
Field role
Field division
Field employer
Field clearance

Click on Attribute Mapping Fulfillment.

@® Main (@) SP Connections (=) SP Connection

Retrievable Attributes

(®) Attribute Query

Issuance Criteria

TS ATEIEETT N - Attribute Mapping Fulfillment Security Policy  Summary

FUIfill your Aftribute Request with values from your Data Store iooKup or with dynamic text values.

ATTRIBUTE CONTRACT SOURCE VALUE ACTIONS

clearance Text v #clearance = #this.get("ds.JIT.carLicense"), #queryclearance = #this.get("ds.aaquery.clearan: None available
division Text v #division = #this.get("ds JIT physicalDeliveryOfficeName"). #querydivision = #this.get("ds.aaqt None available
employer Text v #employer = #this get("ds.JIT. member"), #queryemployer = #this get("ds. aaquery employer") None available
hiniame Text v | #fullname = #this get("ds JIT cn"), #queryfullname = #this get("ds aaquery fullname"), (#fullna hanzavakahle
role Text v #ole = #this.get("ds.JIT title”), #queryrole = #this.get("ds.aaquery.role”), (#role == null || £role None available
stafievel Text v #stafflevel = #this.get("ds.JIT employeeType"), #querystaffievel= #this.get("ds.aaquery.staffe None available
usemanme, Text v #username= #this.gel("ds JIT.givenName"). #queryusername= #this.get("ds.aaquery.usernan ool vadahlel

Issuance Criteria: PingFederate can evaluate various criteria to determine whether to issue an
attribute query response. Use this optional screen to configure the criteria for use with this
conditional authorization.

(®) Main | (=) SPConnection | (=) Attribute Query

Retrievable Attributes  Attribute Sources & User Lookup  Attribute Mapping Fulfiliment B-@ERTET IR oyl - BRI ol O TR T EL
PingFederate can evaluate various criferia to determine whether to issue an attribute query response. Use this optional screen fo configure the criteria for use with this conditional authorization.
SOURCE ATTRIBUTE NAME CONDITION VALUE ERROR RESULT ACTION

- SELECT - v -seLEcT- v|” - SELECT - v Add

11. Click on Security Policy.
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(#®) Main | (®)SP Connection (=) Attribute Query

Retrievable Attributes ~ Attribute Sources & User Lookup  Attribute Mapping Fulfiliment ~|ssuance Criteria  FraCENIt I 1oy T ENy

_ Speciy the attribute requester profile’s security policy with your partner.

0 Signthe Respanse

¥ Sign the Assertion

[ Encryptthe Assertion

¥) Requie signed Attribute Query

1) Require an encrypted Name Identifer

6088
6089 12. Check the Summary.

(® Main [(®)SP Connection = (=) Attribute Query

Retrievable Attributes  Attribute Sources & User Lookup  Atiribute Mapping Fulfillment Issuance Criteria  Security Policy BrgIylEhY

| Ciiek a heading link to edit a configuration setting

Attribute Query

RETRIEVABLE ATTRIBUTES

Adribute dlearance
Aribute division
Atribute employer
Atribute fullname
Adribute role

ATTRIBUTE SOURCES & USER LOOKUP

Data Store JIT (LDAP) (LDAP)

Data Store Attribute Query (Custom)
DATA STORE

Aftribute Source JIT (LDAP)

Aftribute Source Id JIT

Type of Data Store LDAP

Data Store 10.33.7.8:10389

LDAP DIRECTORY SEARCH

Base DN ou=users ou=system
Search scope: SUBTREE_SCOPE
Atiibute Subject DN
Atiibute carlicense

6090 - -

6091 13. Provide Credentials for the back channel attribute request.

(® Main | (=) SP Connections | (=) SP Connection

Connection Type  Connection Options  Import Metadata ~ Metadata Summary ~ General Info B@iylNCXeIEN N Credentials EEGHEGEIESITINIELY

| The Attribute Query Profile supports SPs in requesting user attributes. Glick the button below to configure the necessary settings to support this profile.

6092

6093 14. Specify Inbound Back-Channel Authentication and Digital Signature on the message.

(® Main | (=) SP Connections | (®) SP Connection

Connection Type ~ Connection Options ~ Import Metadata ~ Metadata Summary ~ General Info ~ Attribute Query [t TIPSR Tt

| For each credential shown here, configure the necessary seftings.

Credential Requirement

Inbound Back-Channel Not Configured
Authentication

Digital Signature Not Configured

Signature Veerification Settings Unanchored Certificate (Primary CN=MM195592-PC, Secondary Not Configured)

Configure Credentials
6094 ===
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10.8.2.1.3 Back Channel Authentication Configuration

1.

Use the default Transport Layer Authentication with SSL Client Certificate.

(® Main  (w) P Connections (W) SP Connection () Credentials () Back-Channel Authentication

¥ Inbound Authentication Type Certificate Verification Method ~ SSL Verification Certificate ~ Summary

O No Client Authentication

@ Transpor Layer Autheniicaion
O HTTPBasic

SSL Client Certificate

¥ Require SSL

It is encouraged to use the Anchored verification method.

(® Main  (x) SP Connections ~ (s) SP Connection  (w) Credentials  (8) Back-Channel Authentication

WL el BTl Certificate Verification Method — SSL Verification Cerfificate  Summary

* Anchored Thedient e mustbe sped by Tused CA

® Unanchored The client cerficat is sef-signed or you wish to tusta specic cerffcate.

You will be prompted to select an SSL Verification Certificate. In our build, a certificate has not
been previously imported. Click on Manage Certificate.

(®) Main () SP Connections  (v) SP Connection (W) Credentials  (s) Back-Channel Authentication

Inbound Authentication Type ~Certificate Verification Method [§ @t R Z TR iitv: -RITA TN iy

| -SELECT- v

Manage Certificates...

Click Import.

(® Main (=) SP Connections () SP Connection  (w) Credentials  (u) Back-Channel Authentication  (x) Certficate Management

+r Manage Verification Certificates

SERIAL SUBJECTDN EXPIRES KEY DETAILS STATUS ACTIVE  ACTION
Impart...

Click Choose File.
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(® Main  (8)SP Connections () SP Connection ~ (8) Credentials ~ (4) Back-Channel Authentication ~ (u) Certificate Management (1) Import Certficate

Y Import Certificate  Summary

Filename Nofle chosen ‘

6. Select your certificate file from the Explorer window.

Organize » New folder E- 0 e
* Favarites Name ‘ Date modified Type Size
M Deskiop ] abacClient jes YUASTHPM KSFile ]
|18 Downloads | abacSigningClient ks 472015214 PM JKS File 1KB
% Recent Places D auth.pem T/24/20151238PM  PEM File 2K
D ehcachlaml 4/6/2015250 PM XML Document KB
Libraries [ keystorejks 325/2015257PM  JKS File IKE
D metadataxm| T/8/2015143PM XML Document 4KB
18 Computer | metadataxml.dev 5/27/2015522PM  DEV File 4KB
& wivy 64 (C) || metadatzam- S/5/NI51L0AM XML File KB |
£, DVD RW Drive (L) Acrobat 10 | pdplugin.properties 5/28/2015254PM  PROPERTIES File 1K8
L sjha (\\employeeshare\s) (U:) 5l sign.ct 4/30/20151:20PM  Security Certificate 2K
| signpem 4/30/20151:28PM  PEM File 2KB

7. The file name will appear in the Filename field.

® Main (W) SP Connections (W) SP Connection (W) Credentials (W) Back-Channel Authentication (W) Certificate Management  (s) Import Certificate

¥ Import Certificate  Summary
Filename auth.pem N
8. Click Next. This will display details of parts of certificate.

9. Check Make this the active certificate and click Done.

® Main (=) SP Connections  (w) SP Connection  (w) Credentials  (w) Back-Channel Authentication (W) Certificate Management () Import Certificate

Import Certificate FWaT T 1Y

Make this the active: cerfificate

Import Certificate
IMPORT CERTIFICATE

Filename auth.pem

File Size 1764

Subject DN CN=MM1955! OU=ABAC. O=NCCoE, ST=Maryland, C=US
Serial Number 1002

Expires Thu Mar 31 13:19:27 EDT 2016

10. Verify the certificate.
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11.

12.

13.

14.

15.

@® Main | (®) SP Connections (=) SP Connection  (®) Credentials (W) Back-Channel Authentication  (®) Certificate Management

+r Manage Verification Certificates

SERIAL SUBJECT DN EXPIRES KEY DETAILS STATUS ACTIVE ACTION
10:02 | CN=MM195602-PC, OU=ABAC,  ThuMar3113:19:27 EDT 2016 RSA 2048 Valid 9 Activate - Certificate already active
0=NCCoE, ST=Maryland, C=US Export

Delete - Certificate in use.

Import...

Under Action, select Activate.

@® Main (®) Credentials

Inbound Authentication Type  Certificate Verification Method FUSYRVSHIETAI Rl i TEl  Summary

| 10:03 (cn=MM195592-PC) v "

Manage Certificates...

(®) SP Connections  (®) SP Connection (®) Back-Channel Authentication

View a Summary of the verification.

(®) SP Connections  (w) SP Connection (@) Credentials

SSL Verification Certificate

(=) Back-Channel Authentication

® Main

Inbound Authentication Type  Certificate Verification Method

INBOUND AUTHENTICATION TYPE

% Summary

Authentication Type SSL Client Certificate
CERTIFICATE VERIFICATION METHOD

Cert Verification Method Unanchored

SSL VERIFICATION CERTIFICATE

Selected Certificate CN=MM19559  OU=ABAC, 0=NCCoE, ST=Maryland, C=US

Return to the Back Channel Authentication tab.

@® Main (@) SP Connections (@) SP Connection (=) Credentials

¢ Back-Channel Authentication [ENNIEIRINLENTCREUIEE Signature Verification Settings  Summary

Receive from your pariner: Configure

« Aitribute Query requests

Select Digital Signature Settings for outgoing messages, then click Next.

@) Main | (®) SP Connections | (W) SP Connection  (®) Credentials

AR LI WL SRRl 4 Digital Signature Settings  Signature Verification Settings  Summary

Signing Certificate | seecT. v

Include the certificate in the signature <Keylnfo> element.

[ Include the raw key in the signature <KeyValue> element

Manage Certificates..

Go to Digital Signature settings. Click Configure.
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16.

17.

18.

19.

@ Main (@) SP Connections | (®) SP Connection ~ (®) Credentials

Y BRI SS AN 4 Digital Signature Settings  Signature Verification Settings  Summary

| You may need fo digitally sign SAML messages or security tokens fo protect against ing. Please sefect a it fo use from the iist beiow.

Signing Certficate 01:4C:09:4C:B8D:98 (cn=demo-idp-enc) ¥ *
@ Include the cerificate in the signature <Keylnfo> element.
) Include the raw key in the signature <KeyValue> element.

Signing Algorithm RSA SHA256

Manage Certificates...

Select Digital Signature Settings on incoming messages.

@® Main

Back-Channel Authentication  Digital Signature Seffings

(=) SP Connections | (®) SP Connection (=) Credentials

#r Signature Verification Settings ~ Summary

. Incoming SAML messages or security tokens may be digitally signed. This eonfiguration task prevides options for verifying signatures.

Click on Manage Signature Verification Settings.
(® Main (=) P Connections (W) SPConnection () Credentials () Signature Verification
% TrustModel  Signature Verification Certificate  Summary

| Select the Trust Model to be used for veriTing digital signatures received from this partner.

O Anchored The verification certficats must be signed by a Trusted CA and included in the incoming message.

® Unanchored The verification certficate is selfsigned, or you wish to rust a specific ceriifcate.

Select the certificate(s) to use when verifying these digital signatures. When multiple certificates
are chosen, each certificate is tried from the top of the list down until the signature is verified. It
is assumed that signed certificates have already been imported. If not, click on Manage
Certificate and complete the steps detailed earlier for importing a certificate.

(® Main  (w)SPConnections (&) SP Connection () Credentials () Signature Verification

UL IR & Signature Verification Certificate  Summary
" Please select the certificate(s) to use when verifying these digital signatures. When multiple certificates are chosen, each certificate is tried from the top of the list down until the signature is verified.
Prmary 10:02 (cn=MM185582-PC) v *

Secondary 10:03 (cn=MM195502-PC) ¥

Manage Certificates...

Verify the Summary.
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(=) Signature Verification

@® Main

Trust Model

(w) SP Connections ~ (w) SP Connection (=) Credentials

Signature Verification Certificate [Nt ]

A s ry it ion for your Sig ification conf tion. Click a heading link to edit a eonfiguration setting.

Signature Verification
TRUST MODEL
TrustModel Unanchored

SIGNATURE VERIFICATION CERTIFICATE

Primary Ceriificate CN=MM1955 . OU=ABAC, O=NCCoE, ST=Maryland, C=US

‘Secondary Certificate CN=MM1955 . OU=ABAC. O=NCCoE, ST=Maryland. C=US
6136 ’ ’
6137 20. This completes the signature verification credential settings.

@® Main (=) SP Connections (=) SP Connection

Back-Channel Authentication

(® Credentials

Summary

VTR - Signature Verification Settings

' Incoming SAML messages or security tokens may be digitally signed. This configuration task provides options for verifying signatures.

6138

6139 21. Verify the Summary.

@® Main (@) SP Connections (&) SP Connection

Back-Channel Authentication

(® Credentials

Signature Verification Settings

Digital Signature Settings # Summary

" Summary i fon for your Gi i fon. Click a heading fink to edit a configuration setting.

Credentials

INBOUND AUTHENTICATION TYPE

Authentication Type SSL Client Ceriificate
CERTIFICATE VERIFICATION METHOD

Cert Verification Method Unanchored

$SL VERIFICATION CERTIFICATE

Selected Certicate EMAILADDRESS=5jha@MM195502-PC org, CN=MM195592-PC. OU=ABAC, O=NCCoE, ST=Maryland, C=US

DIGITAL SIGNATURE SETTINGS

Selected Cerificate CN=demo-idp-enc, 0=NCCoE, C=US
Include Certficate in Keyinfo true

Include Raw Key in KeyValue false

Selected Signing Algorithm RSASHA56.

Signature Verification

TRUST MODEL
Trust Model Unanchored
SIGNATURE VERIFICATION CERTIFICATE

Primary Certificate EMAILADDRESS=sjha@mitre.org, CN=MM135592-PC, OU=ABAC, 0=NCCoE, ST=Maryland, C=US
Secondary Certificate EMAILADDRESS=sjha@MM195592-PC.org, CN=MM1955392-PC, OU=ABAC, O=NCCoE, ST=Maryland, C=US
6140
6141 22. Activate the connection and Save.

NIST SP 1800-3C: Attribute Based Access Control 530



SECOND DRAFT

®) Main (=) SP Connections | (=) SP Connection

Connection Type ~ Connection Options  Import Metadata ~ Metadata Summary ~ General Info  Atfribute Query ~ Credentials [Tt E R0

Summary information for your SP connection. Click a heading in a section to edit a particular configuration sefting.

Connection Status ® Active
© Inactive

SP Connection

CONNECTION TYPE

Connection Role sp
Browser SSO Profiles tue

Protocol SAML20
Connection Template No Template
WS Trust STS false
Outbound Provisioning false:

CONNECTION OPTIONS

Browser SSO false
1dP Discovery false
Attibute Query true

IMPORT METADATA

Metadata File unsigned
GENERAL INFO

Partner's Entity ID (Connection ID) um nccog abacplugini

Base URL hitp:/110.33.7 8:8080

Company The National Cybersecurity Center of Excellence
Contact Name John Smith

Contact Number +1(240) 3146800

Contact Email john.smith@nceoe nist.gov

Attribute Query

RETRIEVABLE ATTRIBUTES

Attribute clearance
6142 Al S

6143 23. Save again.

(=) SP Connections

+r Manage Connections

On this screen you can manage connections to your partner SPs. Use the drop-downs to filter the connection list. You can also override the logging mode for ail SP connections by specifying a single, global logging mode.

CONNECTION NAME « CONNECTION ID « VIRTUAL ID PROTOCOL « STATUS ~ ACTION
Al v Al A
@ pemo sP PF-DEMO Active | Copy

Export Connection | Export Metadata

@ htips.iip abac test8031 https:iirp.abac.test9031 SAML2.0 Inactive Delete | Copy
Export Connection | Export Metadata

@ umn neeoeabacplugin um:nccoezabac:plugin SAML2.0 Inactive Delete | Copy
Export Connection | Export Metadata

@ um:necoe:abacplugind um:nccoerabacpluging SAML2.0 Active | Copy

Export Conneciion | Export Metadata

€ umnccoe-abacrp um'nccoerabacp um'nccoeabacidp SAML2.0 Active | Copy
Export Connection | Export Metadata

Create Connection Import Connection

Logging Mode Override
® off
© on

6144

6145 10.8.2.2 |DP Connection

6146  As an SP, you are making a connection to a partner IdP. Follow these steps to select the type of
6147 connection needed for this IdP:

6148 1. On the righthand side of the administrative console, click Manage All IdP under IdP
6149 Connections.
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(s?) SP Configuration

(##] APPLICATION INTEGRATION SETTINGS

Adapters

Target URL Mapping
Default URLs
Application Endpoints

FEDERATION SETTINGS

Protocol Endpoints

IDP CONNECTIONS (2)

hitps:/fidp.abac....

LU A un-nccoeabacidp
¥ Manage All IdP * Create New #» Import

6150
6151 2. Open the connection that was created in Section 6. Click on Connection Option. It my default to
6152 Browser SSO. Additionally, select Attribute Query and JIT Provisioning.

@ Main | (=) IdP Connections | (®) IdP Connection

(oL LEE LR L 4 Connection Options  Import Metadata  General Info  Browser SO Attribute Query  JIT Provisioning  Credentials  Activation & Summary

| Please select options that apply to this connection.

Browser SSO

JIT Provisioning
OAuth Aftribute Mapping

6153 Adfribute Query
6154 3. Click Next. Verify that the information in the General Info tab is correct.
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(#® Main | (=) IdP Connection

Connection Type  Connection Options EVEEILIEINNGE Browser SSO WGGVREKSIELN JIT Provisioning  Credentials  Activation & Summary

Partner's Entity ID (Connection ID) ‘ https://idp.abac.test:9031

Connection Name  Nitps:/idp. abac.test:a031 |
Virtual Server IDg ‘ \ 4
Base URL  hitps:/fidp.abac.test:9031 \
Company | |
Contact Name ‘ ‘
Contact Number ‘ ‘
Contact Email ‘ \
Error Message:
4
Logging Mode g None
Standard

© Enhanced

O Ful
Click Next.

(® Main | (®) IdP Connection

Connection Type  Connection Options  General Info FVEIWEEYSIIel Attribute Query  JIT Provisioning Credentials  Activation & Summary

Browser 550 Configuration

Configure Browser SS0

Click on Configure Attribute Query Profile.

(® Main | (®) IdP Connection

Connection Type  Connection Options  General Info  Browser S50 FULVGIMNCYeUTCLY JIT Provisioning  Credentials  Activation & Summary

Configure Attribute Query Profile

Specify an Attribute Authority Service URL.

(® Main | (=) IdP Connection | (=) Attribute Query

¢ Attribute Request Service URL  Attribute Name Mapping  Security Policy  Summary

Adribute Authority Service URL ‘ hitps.//rp.abac.test:8443/idp/attrsvc. ss “
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6162 7. Attributes requested by your application may not match exactly the attributes supplied by the
6163 IdP. Specify the mapping between these sets of attributes.

@® Main (®) IdP Connection | (=) Attribute Query

LU DR EL TEEEELUGER I+ Attribute Name Mapping

- Attributes requested by your application may not match exactly the aftributes supplied by the IdP. Specify the mapping befween these sets of attributes.

(®) 1dP Connections

LG TRLT-T Summary

LOCAL NAME REMOTE NAME ACTION
Add
6164
6165 8. Select Sign the Attribute Query.
(® Main | (@) IdP Connection | (=) Attribute Query
Attribute Request Service URL  Attribute Name Mapping EYSTRTOWEWE Summary
| Specify the attribute authority profile’s security policy with your partner.
[ Require signed Response
1#| Require signed Assertion
() Require encrypted Assertion
@I Sign the Attribute Query
() Encryptthe Name Identifier
() Mask attributes in log files
6166
6167 9. Verify that the Summary is correct, then click Done.
®) Main | (=)IdP Connection | (=) Attribute Query
Attribute Request Service URL  Attribute Name Mapping  Security Policy B3 T ELY
| Click a heading link to edit a configuration sefting.
ATTRIBUTE REQUEST SERVICE URL
Endpoint URL https:/irp.abac test8443fidp/atirsvc ssaml2
ATTRIBUTE NAME MAFPING
SECURITY POLICY
Require signed Response false
Require signed Assertion true
Require encrypted Assertion false
Sign the Attribute Query frue
Encrypt the Name Identifier false
Mask aftributes in log files false
6168
6169 10. When the following screen appears, click Next.
(® Main | (=) IdP Connection
Connection Type Connection Options  General Info  Browser S5O BV NCEITN
| The Attribute Query Profile supports local applications in requesting user attributes from an Attribute Authority. Click the button below fo configure the necessary settings to support this
profile.
6170
6171 11. JIT provisioning details have been provided by PingFederate here.
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6172 12. Save the configuration.

6173 13. Select Application Authentication.

(& CERTIFICATE MANAGEMENT

Trusted ChAs

SSL Server Ceriificates

SSL Client Keys & Certificates

Digital Signing & XML Decryption Keys &
Certificates

Certificate Revocation Checking

(& AUTHENTICATION

Application Authentication
Password Credential Validators
Active Directory Domains/Kerberos Realms

=] IDP-TO-SP BRIDGING

Adapter-to-Adapter Mappings
Connection Mapping Contracts

6174
(=) Application Authentication
+¥r Application Authentication
Applications requesting access fo the Services below (except the SSO Direcfory Service) must authenticate using a shared secret. An inactive Service is not available to clients.

SERVICE 1D SHARED SECRET CONFIRM SHARED SECRET ACTION

Aftribute Query % e *  Activate

JMX * E *  Activate

Connection Management

SSO Directory Service pewristics. | [ | [eeeeees
6175
6176 14. Enter appid in the ID field, and use the shared secret that you input during custom data store
6177 configuration, then save the configuration.
6178 15. Select Browser SSO and Attribute Query.

6179 10.9 ApacheDS Schema Extension

6180 At a high level, LDAP Schema is the collection of attribute type definitions, object class definitions, and
6181 other information which a server uses to determine how to match a filter or attribute value assertion (in
6182 a compare operation) against the attributes of an entry, and whether to permit add and modify

6183 operations. For a more formal definition, look into Section 4.1 of RFC 4512.

6184  ApacheDS comes with a comprehensive set of predefined, standardized schema elements. Specification
6185  of many of these elements can be found in RFC 4519. Generally, these predefined schema satisfy most
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of the needs of a project. However, you may sometimes be required to define additional attributes or
object classes that are not included in the server provided schema.

Each attribute and object class has an associated unique Object Identifier. Generally, An Object
Identifier is a tree of nodes where each node is simply a sequence of digits. The rules roughly state that
once an entity is assigned a node in the Object Identifier (OID) tree, it has sole discretion to further
delegate sub-trees off of that node. Some examples of OIDs include: 1.3.6.1 - the Internet OID,
1.3.6.1.4.1 - IANA-assigned company OIDs. It is formally defined using the ITU-T's ASN.1 standard, X.690.

The IANA OID registry contains a list of registered entities that use OIDs to reference internal structures.
In this section, we have used OIDs that are not registered anywhere. For this reason, we are using the
subtree 2.25, as per recommendation by ITU. UUID is generated by the program found here.

In the following section, we will demonstrate how to create an attribute. Similar procedures can be used
to create many attributes and object classes.

10.9.1 Pre-Requisites

For Schema extension, this project used ApacheDS studio. ApacheDS installation and configuration is
detailed in Section 10.6 of this guide.

10.9.2 Procedure
1. Start ApacheDS Studio from the Start menu.

J Android Studio

| Apache Directory Studic
.j Apache Directory Studic
a umentaticn
.j! Uninstall

, ApacheD5

firmal TRAl

2. The following screen will appear:
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i Schema Editor - Apache Directory Studio. - — ——— e - Lo | O i
Fle bt NevigteWindow Hep
CHRas  #-if-8-% 5 (G Sehema or )
(Bischeme i Hirsty EGOlo&- -0 =8
@ Projects @ =0
(nccorabac 2 Problems £ Search)
e
Descption Resource
6205 -

3. Select File > New.
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4 New =@ = ]

Select a wizard

Wizards:

| type filter text |

4 = LDAP Browser

Ff@ LDAP Batch Operation
[ LDAP Bookmark i

i LDAP Connection
[ LDAP Contesxt Entry
[ LDAP Entry
4 LDAP Search
= LDIF File

4 [ Schermna Editor
¥ Mew Attribute Type
(& Mew Object Class
E}' Mew Schema

m

@ <Back || Net> ||  Finish || Cancel

6207

6208 4. Select the New Schema Project wizard.
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[ ﬂ Mew | =] e _|1
Select a wizard p—>
Wizards:
| type filter text

r@. LDAP Batch Operation
[ LDAP Bookmark

e LDAP Connection

(% LDAP Context Entry

[ LDAP Entry

4 LDAP Search

= LDIF File

4 [~ Schema Editor

€ New Attribute Type
& Mew Object Class
Ef Mew Schema

[5] Mew Schera Project

m

.1

®

<Back || Nea> || Finish

Cancel

LS

5. Specify a Project name, i.e., nist.nccoe.abac in our build.
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[ |

d

Create a Schema project.
Please specify a name to create a new Schema project.

Project name: nist.nccoe.abac

B = [

Type
i@ Offline Schema

() Online Schema from a Directory Server

@ <Back || Next> Finish

6211 !
6212 6. Select Offline Schema, then click Next. On the next screen, Choose the ‘core’ schemas to
6213 include.
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a3

Create a Schema project.

Please select the ‘core’ schemnas to include in the project.

=

Server Type
@ ApacheDS (7 OpenlLDAP

Choose the 'core’ schemas to include:

adsconfig
apache
apachedns
apachemeta
autofs
collective
corba

core

cosine
dhcp
inetorgperson
java

[El krbSkde

oOooOoOocOoocOoOoOOO

1| Select All

i

Deselect All

m

® ot

Finish | | Cancel

6214

6215 7. Click File > New and select New Schema.
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ud New =l@] = ]

Select a wizard

Wizards:

| type filter text |

r@' LDAP Batch Operation
[ LDAP Bookmark
i LDAP Connection
[ LDAP Contesxt Entry
[ LDAP Entry
4 LDAP Search
= LDIF File
4 [ Schermna Editor
¥ Mew Attribute Type
(& Mew Object Class
E}' Mew Schema
15 Mew Schema Project P

@ <Back || Net> || Finish || Cancel

6216 ’

6217 8. Specify a Schema name, i.e., nist.nccoe.abac in our build.
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IS

ud

Create a Schema %

Please specify a name to create a new schema.

{
H E

Schema name:  nist.nccoe.abac

® Nec> | [ Fnsh | [ Cancel |
6218 S ——

6219 9. The following screen will appear:
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{8Schema Eitor - Aoache Diectory Stucio

= = J
File Edt Navigate Window Help
G-RHa® f g -oero- 5 (B Sremaaror &>
(68 schema\_§; Hierarchy| EGG|BEE -0 =g
» Bl adsconfig
4 B nistaccoeabac
(® Attribute Types (1)
® Object Classes (0
o ) pwdpolicy
o B samos
b B system
& Projects & =0
nccoeabec = ~=
S nistaccoeabac o serch 2 Flyy- =8

No search

6220

6221 10. Select Attribute Types > New > New Attribute Type.

.l Schema Editor - Apache Directory Studio

File Edit MNavigate Window Help

N-Ee@ e f-i-e

M& Hiera rchﬂ

EGG| BR~Y"O

[+ adsconfig
apache
apachedns
apachemeta
autofs
collective
corba

core
cosine

dhep
inetorgperson
java

krbSkdc
mozilla

nis

[
[
3
[
[
[
[
3
[
[
[
[
3
[
4 nist.nccoe.abac

G2 Atrbute Types T
T MNew
[#% Object Classes (0
[ pwdpolicy Open
[ samba
| system

Open Type Hierarchy
3 Delete
Rename...

Import...
Export...

Z]
F4

Delete

F2

-

Ef MNew Schema Ctri+E

[~ Neul}éﬂuttributeType Ctel+T
& MNew Object Class Ctrl+B

6222

6223 11. In the new window, choose the OID from the previous instructions.
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ud

Attribute Type
Create a new attribute type. @

Schema

Schema: |nist.nccoe.abac

Maming and Description
OID: 2.251635444717166502579729903412521618485803.1 -

Aliases: staffClearance Edit..

Clearnace of a staff

Description:

@ | <Back | Ned> || Fnsh || Cancel

6224 \
6225 12. Click Next to choose the superior type of this attribute.
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-~

a3 =
Attribute Type Content
Please enter the superior, usage, syntax and properties for the attribute type, @
Superior and Usage
Superior: [ Choose...
Usage: '] Attribute Type Selection | )
Choose an attribute type
Syntax
user
Syntax: R -
Matching attribute type(s)
Lengthi
= || @y uid, userid - (0.9.2342192003001001.1)
Proper| | | Gl userCertificate - (2.5.4.36)
] Obs| || Gh userClass - (0.9.234219200300.100.1 8)
[ Sind) € userPassword - (2.54.35)
I Coll Gl userPKCS12 - (216,840.1.113730.3.1.216)
ol
G userSMIMECertificate - (2.16.840.1.113730.3.1 40)
[ Me
a i |
| cosing ‘
| Choose | [ Cancel
@ <Back || MNet> || Finsh || Cancel

.

13. Specify Matching Rules. Since it is a string, case insensitivity is chosen in our build.
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F (=]&] = ]

Matching Rules
Please specify the matching rules (equality, ordering and substring) to use for @

the attribute type.

Matching Rules

Equality: | caselgnoreMatch - (2513.2) -|
Ordering: [caselgnmeMatch - (2.513.2) v]
Substring: | caselgnoreSubstringsMatch - (2.5134) -

©) Next > Finish | [ Cancel

6228 \ J

6229 14. The following screen will appear:
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ﬂ Schema Editor - Apache Directory Studio

File

r -

Edit MNavigate Window Help

-“C‘Sj ,&v W L

- %o

[E2 Schema E: Hierarchﬂ

BEG@G| 5&g~ =0

[ i - A - = = = - A A~ - = -

m @

r

@ @&

adsconfig
apache
apachedns
apachemneta
autofs
collective
corba

core

cosine

dhep
inetorgperson
java

krbSkdc
mozilla

nis
nist.nccoe.abac
(% Attribute Types (1)

€ staffClearance [2.25.163544471716650257972990341252161848603.1]

[#% Object Classes (0)
pwdpolicy

zamba

system

15. You can create other attributes by following process described above.

NIST SP 1800-3C: Attribute Based Access Control

548



SECOND DRAFT

B Schema Editor - Apache Directoy Studio

File Edit Navigate Window Help

=4 # /- i0-F-ve-o-
B sehema 1 Hierrchy] EGG[B® -0

> Bl adsconfig
> Bl apache

> Bl apachedns

» ) apachemeta
> Bl autofs

> Bl collective

> Bl coba

> B core

> Bl cosine

> Bl chep

» B inctorgperson

4 B nccoeabac
4 (% Attribute Types (6)
@ clearance [2.25.163544471716650257972990341252161848603.1]
@ division [2.25.163544471716650257972090341252161848603.5]
@) employer [2.25.163544471716650257972990341252161848603.61
@) role [225.163544471716650257572990341252161848603.4]
G stafflLevel [2.25163544471716650257972990341252161848603 3]
€ userName [2.25.163544471716650257972090341 52161848603.2]
25 Object Clsses (0)
> B nis
> &) pwdpolicy
> Bl samba
> B system

6232 == CEL

6233 16. Export the schema by selecting Export > Schemas for ApacheDS. It will create an LDIF file.

W e Aph iy S ==
Pl Eat Navate Window ey
o (e
EGG|EG- "0 =5
Sp—
SlwE--=0

6234

6235 17. LDIF files are specified by their own RFC. In a text editor, it displays as following:
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est.ldif (~\Desktop) - GVIM

= @ ]

File Edit Tools Syntax Buffers Window Help

SEDE @ i@ S33ATHal? R

# Generated by fApache Directory Studio on July 29, 2615 2:46:32 PH

# SCHEHA "HIST.HCCOE.ABAC'

dn: cn=nist.nccoe.abac, ou=schema
objectclass: metaSchema
objectclass: top

cn: nist._.nccoe.abac
m-dependencies: cosine

dn: ou=attributetypes, cn=nist.nccoe._abac, ou=schema
objectclass: organizationalUnit

objectclass: top

ou: attributetypes

dn: m-o0id=2.25.1635444717160650257972000341252161848683.1, ou=attributetypes, cn=

nist_nccoe.abhac, ou=schema
objectclass: metanttributeType
objectclass: metaTop
objectclass: top
m-oid: 2.25.163544471716650257972990341252161848683 .1
m—name: staffClearance
m—description: Clearnace of a staff
m-suphAttributeType: userClass

equality: caselgnorelatch

24,1

Top

m

18. To import the file, first select Window > Open Perspective > LDAP.
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J Schema Editor - Apache Directory Studio

File Edit MNavigate IWindm Help

Ch v [ & i Open Perspective ¥ | %% LDAP
w Show View | B Schem[%Editor <.===g> =g

> adsconfig Close Perspective Other...

[> apache Close All Perspectives

> apachedns .

N apachemeta ¢ Preferences

3 autefs

3 collective

[ corba

3 core

[ cosine

[> dhecp

[> inetorgperson

[> java

[> krbSkdec

[ mozilla

Pl nccoeabac

a [ Attribute Types (6]
@Y clearance [2.25.163544471716650257972990341252161848603.1]
@Y division [2.25163544471716650257972990341252161848603.5]
@Y employer [2.25.163544471716650257972590341252161848603 6]
@Y role [2.25163544471716650257972990341252161848603.4]
@Y staffLevel [2.25.163544471716650257972990341 252161848603 3]
@Y userName [2.25163544471716650257972990341252161848603.2]
[£% Object Classes (0)

b [E] nis

[» pwdpolicy

el samba

[+ |E]| system

(@ Projects & = Eq

| = J———

19. Click on the left bottom corner of the window and select New Connection.

NIST SP 1800-3C: Attribute Based Access Control

551



SECOND DRAFT

Wl LOAP - battlefield - Configuration - Apache Directory Studic

File Edit Mawigate LDAP  Window Help

o~ | <° - 5 - - =

Ti% LDAP Browser E=N I v =
> | T DIT

» =% Searches
= LI Bookmarks

Jede  Mew Connection...
=% Mew Connection Folder...
iz, Open Connection
[E] ©Open Schema Browser
Copy Connection Ctrl+C
= = el LD Paste Crri+V E = =
| battleficld | & Delete Connection Delete
2 Idapp Rename Connection... F2
T
Joie localhost Import .
Export >
[€] Open Configuration
Properties Alt+Enter

6241 20. Fill in the network parameters and click Next.
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H] Mew LDAP Connection | (=] % |
Network Parameter ‘l
Please enter connection name and network parameters. LDAP
Connection name:  battlefieldl
Metwork Parameter
Hostname: 1033958 -
Port: 10389 -
Encryption method: [No encryption vl
Server certificates for LDAP connections can be managed in the'
Certificate Walidation' preference page.
Provider: | Apache Directory LDAP Client API -
Check Network P‘arameter]

[T Read-Only (prevents any add, delete, modify or renarne operation)

~.

)

) < Back Next > en

21. Provide credentials and click Finish.
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'] Mew LDAP Connection | = X

Authentication 7 W
Please select an authentication method and input authentication data. LDAP

Authentication Method

Simple Authentication -

Authentication Parameter

Bind DM or user: uid=admin,cu=system -

Bind password:  esssss

Save password Check Authentication

b SASL Settings
» Kerberos Settings

@ | <Back || Net> |[ Finish || Canca

6244 b

6245 22. Open Schema Editor Browser and import the LDIF file created in the previous step.

u IDAP - Root DSE - bttiefcld - Apache Directory Sudio M. M L w e e

—— @

- el G

File Edt Novigate LDAP Window Help

o P R 5 ) Schem Editc
R oap Bowser Q[ [EE" =0 rootose 52 -
g @ ==(x%lelmal®"
L% o Attribute Description Value -
42 Re New B objectClass. extensibleObject (auxiliary)
> objectClass. top (abstract)
iy eniyUuD 1290i75-8272-4e2-Go7-S200RFS60b1S
> i R naringContests onctoe
il Sy & namingContexts ou=config
Wl GotoDN. ‘namingContexts ou=schema
™ w nomingCanterts wmstem
- subschemasubenty nsichema
Copy Entry /DN cHieC 4 supportedCantrol (14 values)
paste cuev :
R DeleteEntry Delete L
Move. :
Lo = iContr 1261.41.1806000. /eContr
Advanced B supportedControl 13614142227.851 (Password policy)
O e supporedCantl L1 i)
9 Quick Search 1261414203101 ontro)
] e supportedConiral 1361414202913 (Sync Done Conirol)
- R supportedControl 1.36141.42031.9.14 (Sync Info Message)
Export »| £ osMCimport. s
& Reoadnty s b
Fetch " supportedExtension 1.261.41.1466.20036 (Notice of Disconnection)
v AeEnter supporedtnension 2614114662009 ot LS
PEvseP=sen
supporedeension 1261414203 1113 (Whoam )
supporedfeatures 261414203151 Al Operoiont Atributes
supportedlDAPVersion 3 u
SuppotedSASLMechanisms  CRAM-MDS
supportedSASLMechanisms  DIGEST-MDS
SupponedSASLMechanizm:  GS5-SANEGO
6 24 6 supportedSAStMechanisms GSSaPI
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J LDIF Import B % |
LDIF Import
Please select a connection and the LDIF to import
LDIF 4

LDIF File:
Browse..,

Cilsershsjha\Desktophtest. dif -

Import into:  battlefield

Legging

[/ Enable logging
@ Use default logfile
(7) Use custom lagfile

Ch\Users\sjha\Desktop\test.Idif.log Browse...

[] Overwrite existing logfile

Options
[T Update existing entries

[] Continue on error

? | Fnish || Cancel

6247
6248 23. Click Finish.
6249 24. To verify success, the log file generated at the end of the import should show RESULT OK.

555
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File Edit Format View Help

# Generated bx Apache Directory Studio on July 29, 2015 12:14:30 PM# SCHEMA "NIST.NCCOE.ABAC"#!RESULT OK
#!CONNECTION ldap://10.33.7.8:10389

#!DATE 2015-07-29717:50:35.069

dn: cn=nccoe.abac, ou=schema

objectclass: metaschema

objectclass: top

cn: nccoe. abac

m-dependencies: core

m-dependencies: cosine

#!RESULT OK

#!CONNECTION ldap://10.33.7.8:10389

#!DATE 2015-07-29717:50:35.122

dn: ou=attributetypes, cn=nccoe.abac, ou=schema
objectclass: orgahizationalunit

objectclass: top

ou: attributetypes

#IRESULT OK

#!CONNECTION ldap://10.33.7.8:10389

#!DATE 2015-07-29T17:50:35.274

dn: m-oid=2.25.163544471716650257972990341252161848603.1, ou=attributetypes,
cn=nccoe. abac, ou=schema

objectclass: metaattributeType

objectclass: metaTop

objectclass: top

m-oid: 2,.25.163544471716650257972990341252161848603.1

m-name: clearance

m-supAttributeType: usercClass

m-eguality: caseIgnoreMatch

m-substr: caseIgnoresubstringsMatch

m-syntax: 1.3.6.1.4.1.1466.115.121.1.15

#IRESULT OK

#!CONNECTION ldap://10.33.7.8:10389

#!DATE 2015-07-29717:50:35. 345

dn: m-oid=2.25.1635444717166502579729903412521618486003.2, ou=attributetypes,
cn=nccoe. abac, ou=schema

objectclass: metasttributeType

objectclass: metaTop

objectclass: top

m-oid: 2.25.163544471716650257972990341252161848603.2

m-name: userMame

m-obsolete: TRUE

m-supAttributeType: uid

m-eguality: caseIgnoreMatch

m-substr: caseIgnoresubstringsMatch

m-syntax: 1.3.6.1.4.1.1466.115.121.1.15

m-singlevalue: TRUE

#IRESULT OK
#!CONNECTION Idap://10.33.7.8:10389
#!DATE 2015-07-29T17:50:35.487

10.10 Functional Tests

Once all requirements have been met and all steps in this How-To Guide have been executed, a few
functional tests will ensure that the key components of this How-To Guide were correctly deployed and
are communicating with other ABAC components as desired.

The first functional test will check the ready state of the NextLabs Policy Controller (ensures that it is
running after being paused for plugin deployment).

The second test will check that the plugin was successfully loaded into the NextLabs software
architecture, that an attribute request is sent to the Protocol Broker from the NextLabs PIP plugin’s
getAttribute() function, and that the Protocol Broker responds with an expected attribute value.

The second functional test will ensure that the Protocol Broker is successfully loaded and deployed
within the tomcat server instance.

Both of these functional tests can be done on the SharePoint server.
10.10.1 Testing the Ready State of the NextLabs Policy Controller Service
1. Click on the Windows icon and begin typing the word services.
2. When the Services application icon appears, double-click to open the Services application.

3. Within the Services application window, click on the Name column and look for Control Center
Enforcer Service.
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4. Verify that the status column reads Running.

Services == -

Eile Action View Help
ez E DEz B > 0w
£ Services (Local) ,‘mwces (Local)

-

Control Center Enforcer Service ame Description Status Startup Type LogOnAs  ~

- Diagnostic Policy Service The Diagne...  Running  Automatic (D... Local Service
Description:  DHCP Client Registers an... Running  Automatic Local Service
Control Center Enforcer Service i Device Setup Manager Enablesthe.. Running Manual (Trig.. Local Syste..

i Device Install Service Enablesa c.. Manual (Trig... Local Syste..

% Device Association Service Enables pair... Manual (Trig... Local Syste...

i DCOM Server Process Launcher The DCOM...  Running  Automatic Local Syste...

i Cryptographic Services Providesthr.. Running  Automatic Network 5.,

% Credential Manager Providesse.. Running  Manual Local Syste...

|4 Control Center Enforcer Service Control Cen... Running Local Syste...

i Computer Browser Maintains a... Disabled Local Syste..,

+ COM+ System Application Manages th.. Running  Manual Local Syste..,

5 COM+ Event System Supports Sy...  Running  Automatic Local Service [

i CNG Key Isolation The CNG ke... Manual (Trig... Local Syste... =

i Claims to Windows Token Service Service to c. Disabled Local Syste..,

.(Farhfirzh Pronanatinn Conies |I|Ix|ar Runninn hanual | I nral Sauste e

\ Extended /(Standard/

10.10.2 Test the Successful Loading of the Custom Plugin Within the NextLabs Policy

Controller Software Architecture
Click on the Windows icon.

Begin typing Windows Explorer.

Click on the Windows Explorer application icon.

Navigate to C:;/Program Files/NextLabs/Policy Controller/agentLog/.

Within the agentLog folder, note the Agentlog0.0 file.

Within the agentLog folder, copy and paste the locked file Agentlog0.log0 to open it for review.
a. Left-click on the file name, and hold down Ctrl+C.
b. Left-click anywhere in the agentLog folder, right-click and hold down Ctrl+V.

Double-click the Agent0.log-Copy.0 file to open it in your default text editor.

Within your default text editor, use a search function to search for standard NextLabs logging
terminology to verify that the plugin was loaded correctly. Example:

Jul 13, 2015 4:59:21 PM com.bluejungle.pf.domain.destiny.serviceprovider.c A
FINE: Loading C:\Program Files\NextLabs\Policy
Controller\.\jservice\config\nlsamlpluginService.properties

Jul 13, 2015 4:59:21 PM com.bluejungle.pf.domain.destiny.serviceprovider.c A
FINE: Loading C:\Program Files\NextLabs/Policy
Controller/jservice/jar/nlsamlplugin/NLSAMLPlugin-0.0.1-SNAPSHOT-jar-with-
dependencies. jar

Jul 13, 2015 4:59:22 PM
com.bluejungle.pf.domain.destiny.serviceprovider.ServiceProviderManager
register

INFO: A new Service 'NLSAMLPlugin_ Service' is registered.
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Within your default text editor, use a search function to search for logging statements you
included in your plugin code to verify that the init() methods are called while the jar is loaded
within NextLabs (standard according to NextLabs support). Example:

Jul 13, 2015 4:59:21 PM gov.nist.NLSAMLPlugin.UserAttrProviderMod init
INFO: NLSAMLPlugin UserAttrProviderMod code -- init method
Jul 13, 2015 4:59:21 PM gov.nist.NLSAMLPlugin.HTTPSTransmitter init

You can copy and paste the locked file, or keep a live annotating tool open that will display the
contents of Agent0.log0 as new log statements are recorded. Example from this
implementation: BareTail by Bare Metal Software Pty Ltd.

Example screenshot using BareTail to open the Agent0.logO file, with optional highlighting
illustrating evaluated policies in yellow:

[+ Agent0.log.0 (13.8 MB) - BareTaill I;Ii-

File Edit View Preferences Help
@ Open # Hghlighting [~ Follow Tail | ANSI w | | C:\Program Files'Mext Labs"Policy Controller'agent LogAgent log.0 (13.8 MB)

INFQ: Executing log command: Time: 1435082292867 -~
Jun 23, 2015 1:58:12 PM com.bluejungle.destiny.agent.commandengine.LlogCommand execute

INFO: User ID: 9223372036854775806 Action: OPEN Effect: allow

Jun 23, 2015 1:58:12 PM com.bluejungle.framewcrk.threading.WorkerThread run

FINEST: CommandExecutor-0: Queue size: 2

Jun 23, 2015 1:58:12 PM com.bluejungle.destiny.agent.commandengine.LogCommand execute
INFQ: Executing log command: Time: 1435082292867

Jun 23, 2015 1:58:12 PM com.bluejungle.destiny.agent.commandengine.LogCommand execute
INFO: User ID: 9223372036854775806 Action: OPEN Effect: allow

Jun 23, 2015 1:58:12 PM com.bluejungle.framewcrk.threading.WorkerThread run

FINEST: CommandExecutor-0: Queue size: 1

Jun 23, 2015 1:58:12 PM com.bluejungle.destiny.agent.commandengine.LogCommand execute
INFQ: Executing log command: Time: 1435082292867

Jun 23, 2015 1:58:12 PM com.bluejungle.destiny.agent.commandengine.LlogCommand execute
INFO: User ID: 9223372036854775806 Action: OPEN Effect: allow

Jun 23, 2015 1:58:12 PM com.bluejungle.framewcrk.threading.WorkerThread run

FINEST: CommandExecutor-0: Queue size: 0

Jun 23, 2015 1:58:12 PM com.bluejungle.pf.engine.destiny.f performContenthnalysis
FINEST: No from rescurce found. Ignoring

Jun 23, 2015 1:58:12 PM com.bluejungle.pf.engine.destiny.EvaluationEngine ewvaluate
INFC: Matching policies for 1124308778098403:

¥: Demo-v2/Sharepoint Protection - Department/DepartmentRestriction

&: Demo-vZ2/Sharepoint Protection - Department

R I

10.10.3 Testing That the Protocol Broker .war File Loads Correctly in Tomcat Server

1.

On the SharePoint Server, open Services, and ensure that the Control Center Enforcer Service is
listed as Running.

Using Windows Explorer, navigate to your Apache tomcat installation within the Windows file
structure. Example: C: /software/apache-tomcat-7.0.61

Double-click to open the bin folder. Example: C;/software/apache-tomcat-7.0.61/bin

Double-click startup.bat to start the bat, and wait for startup to complete.
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| & Tomcat

g on Java 6. To suppress this message, »un Tomcat on Java 7. remove the WebhSockjl
et JARs from SCATALINA_HOME-lib or add the WehSocket JARs to the tomcat.util.sca
DefaultdJarScanner.jarsToSkip property in SCATALINA_BASE-conf/catalina.properti
es. Mote that the deprecated Tomcat 7 WebSocket API will he availahle.

un 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployWAR

INFO: Deployment of weh application archive C:ossoftwaresjavassamlMewPluginsapach
e—tomcat—7.8.61webapps \SAMLProxy—@A.A.1-5NAPSHOT .war has finished in 4.953 ms

un 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deploying webh application directory C:issoftwaresjavassamlMewPluginsapache—
omcat—7.8.61wehappssdocs

un 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deployment of weh application directory C:insoftwaresjavassamlNewPluginsapa
he—tomcat—7.A.61wehapps™docs has finiszhed in 78 ms

un 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deploying webh application directory C:issoftwaresjavassamlMewPluginsapache—
omcat—7.@A.61wehappssexamples

un 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deployment of weh application directory C:issoftwaresjavassamlNewPluginsapa
he—tomcat—7.A.61wehappsexamples has finished in 547 mns

un 29, 2815 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deploying webh application directory C:ssoftwaresjavassamlMewPluginsapache—
omcat—7.@0.61vwehappsshost—manager

un 29, 2815 1:49:23 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deployment of web application directory C:issoftuwaresjavassanlMewPlugin.apal
he—toncat—7.8_61webappzsshost—manager has finizhed in 141 ms

un 29, 20815 1:49:23 PH org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deplovying weh application directory Cohsof twaresjavassamlMewPluginsapache—|
omcat—7_8._61%webhapps manager

un 29, 2015 1:49:23 PH org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deployment of web application directory C:issoftuwaresjavassanlMewPlugin.apal
he—toncat—7.8_61webappz manager haz finiszhed in 148 ns

un 29, 20815 1:49:23 PH org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deplovying weh application directory Cohsof twaresjavassamlMewPluginsapache—|
omcat—7_8.61webapps“RO0T

un 29, 2015 1:49:23 PH org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deployment of web application directory CissoftuwaresxjavassamnlMewPlugin.apal
he—toncat—7.8_61webapps~R00T haz finiszhed in 31 m=

wn 29, 2815 1:49:23 PH org.apache.coyote _AbhstractProtocol start

INF0O: Starting ProtocolHandler [“http—apr—8638']1

wn 29, 2815 1:49:23 PH org.apache.coyote _AbstractProtocol start

INF0O: Starting ProtocolHandler [“http—nio—8443']

wn 29, 2815 1:49:23 PH org.apache._coyote _AbstractProtocol start

INF0O: Starting ProtocolHandler [Yajp—apr—88679']

un 29, 2815 1:-49:23 PM org.apache.catalina.startup.Catalina start

INFO: Server startup in 6147 ns

6313
6314 5. From any computer connected to this network, open an internet browser.
6315 6. Inthe address field, type https://sharepoint.abac.test/ and press Enter.

6316 7. Choose Federated Logon from the drop-down menu.
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m‘w https;//sharepo.. O ~ @ C ”@Signln X‘ ‘

ok

File Edit View Favorites Tools Help

¥
‘ﬁ @RunaboutAirSharePointL... @RunaboutAirSPLogout ﬁ - > [ @ ¥ Page v Safety > Tools~ @V

Select the credentials you want to use to logon to this SharePoint site:

L____N

2100% v

8. Atthe login screen, enter the credentials of a user that exists in your |dP Active Directory

(Section 2), and click Sign On.

/E' X @SignOn x | ‘

ko

File Edit View Favorites Tools Help

Sign On

Please sign on and we'll send you right along.

Username

»
’)‘2‘3 @’Runabout#\ir SharePoint L.. @’RunaboutAir SP Logout ﬁ = ~ [ % v Page~ Safety> Tools~ @v

‘schen

Password

®100% ~

9. Verify that the user was able to access the main page of the RP’s SharePoint. Example:
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10.

11.

12.

13.

£ - &S| B Retving Part - mot site - Ho..,

Relying Party Inc

Relying Part - root site

Get started with your site

In the SharePoint site, double-click on an object for which you know the user will be missing an
attribute in order to be granted access, but that can be retrieved via a secondary attribute
request using the NextLabs PIP plugin, Protocol broker, and Ping custom data store.

Follow the remaining steps 15-18 to verify through standard and custom logging that the
Protocol Broker was loaded, that the getAttribute() from the NextLabs PIP plugin was sent, and
an expected attribute value was returned.

In Windows Explorer, navigate to your installation of Apache tomcat and locate its log files, i.e.,
C:/software/apache-tomcat-7.0.61/logs

Open a catalina.___.log file using your default text editor and use a search function to find
standard Apache tomcat logging that indicates the .war file was correctly deployed and loads
without error. For example, in C:/software/apache-tomcat-7.0.61/logs/catalina.2015-06-29.log:

Jun 29, 2015 1:49:16 PM org.apache.catalina.startup.VersionLoggerListener log
INFO: Server version: Apache Tomcat/7.0.61

Jun 29, 2015 1:49:16 PM org.apache.catalina.startup.VersionlLoggerListener log
Jun 29, 2015 1:49:16 PM org.apache.catalina.startup.VersionlLoggerListener log

INFO: CATALINA BASE: C:\software\java\samlNewPlugin\apache-tomcat-7.0.61
Jun 29, 2015 1:49:16 PM org.apache.catalina.startup.VersionLoggerListener log
INFO: CATALINA HOME: C:\software\java\samlNewPlugin\apache-tomcat-7.0.61

Jun 29, 2015 1:49:16 PM org.apache.catalina.startup.VersionLoggerListener log
INFO: Command line argument: -
Djava.util.logging.config.file=C:\software\java\samlNewPlugin\apache-tomcat-
7.0.61\conf\logging.properties

Jun 29, 2015 1:49:16 PM org.apache.catalina.startup.VersionlLoggerListener log
INFO: Command line argument: -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager

Jun 29, 2015 1:49:16 PM org.apache.catalina.startup.VersionLoggerListener log
INFO: Command line argument: -
Djava.endorsed.dirs=C:\software\javalsamlNewPlugin\apache-tomcat-
7.0.61\endorsed

Jun 29, 2015 1:49:17 PM org.apache.catalina.startup.HostConfig deployWAR
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INFO: Deploying web application archive C:\software\java\samlNewPlugin\apache-
tomcat-7.0.61\webapps\SAMLProxy-0.0.1-SNAPSHOT.war

Jun 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployWAR

INFO: Deployment of web application archive
C:\software\java\samlNewPlugin\apache-tomcat-7.0.61\webapps\SAMLProxy-0.0.1-
SNAPSHOT.war has finished in 4,953 ms

Jun 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deploying web application directory
C:\software\java\samlNewPlugin\apache-tomcat-7.0.61\webapps\docs

Jun 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deployment of web application directory
C:\software\java\samlNewPlugin\apache-tomcat-7.0.61\webapps\docs has finished
in 78 ms

Jun 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deploying web application directory
C:\software\java\samlNewPlugin\apache-tomcat-7.0.61\webapps\examples

Jun 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deployment of web application directory
C:\software\java\samlNewPlugin\apache-tomcat-7.0.61\webapps\examples has
finished in 547 ms

Jun 29, 2015 1:49:22 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deploying web application directory
C:\software\java\samlNewPlugin\apache-tomcat-7.0.61\webapps\host-manager

Jun 29, 2015 1:49:23 PM org.apache.catalina.startup.HostConfig deployDirectory
INFO: Deployment of web application directory
C:\software\java\samlNewPlugin\apache-tomcat-7.0.61\webapps\host-manager has
finished in 141 ms

14. While the same file is open, use another search function to find custom logging that indicates
that the Protocol Broker was used for a SAML Attribute query request and response. Example
custom log files from this build:

Jun 29, 2015 1:59:00 PM nist.pdpplugin.transport.SoapHTTPTransmitter transmit
INFO: START SoapHTTPTransmitter method. Start time: 1435600740151

Jun 29, 2015 1:59:08 PM nist.pdpplugin.transport.SoapHTTPTransmitter transmit
INFO: START SoapHTTPTransmitter method. Start time: 1435600748229

Jun 29, 2015 1:59:11 PM nist.pdpplugin.transport.SoapHTTPTransmitter transmit
INFO: END SoapHTTPTransmitter transmit Method: 1435600751682

Jun 29, 2015 1:59:11 PM nist.pdpplugin.transport.SoapHTTPTransmitter transmit
INFO: END SoapHTTPTransmitter transmit Method. Total Execution time: 11531

15. Within the Agent0.log0, another search function to find custom logging statements that verify
from within the NextLabs Policy Controller software execution side that the plugin’s
getAttribute() function was called and that the requested attribute was returned.

a. Example from this build:
i. user:schen@abac.test
ii. requested attribute: clearance
iii. expected returned value: Secret

iv. actual returned value: Secret

Jun 3, 2015 11:39:17 AM gov.nist.NLSAMLPlugin.UserAttrProviderMod
getAttribute
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6401 INFO: NLSAMLPlugin UserAttrProviderMod getAttribute() function called.
6402 Jun 3, 2015 11:39:17 AM gov.nist.NLSAMLPlugin.UserAttrProviderMod
6403 getAttribute

6404 INFO: START getAttribute method. Start time: 1433345957517

6405 Jun 3, 2015 11:39:17 AM gov.nist.NLSAMLPlugin.UserAttrProviderMod
6406 getAttribute

6407 INFO: NLSAMLPlugin UserAttrProviderMod getAttribute Line00-72 - subjectID
6408 param: schen@abac.test

6409 Jun 3, 2015 11:39:17 AM gov.nist.NLSAMLPlugin.UserAttrProviderMod
6410 getAttribute

6411 INFO: NLSAMLPlugin UserAttrProviderMod getAttribute Line00-73 -

6412 attributeName param: clearance

6413 Jun 3, 2015 11:39:17 AM gov.nist.NLSAMLPlugin.UserAttrProviderMod
6414 getAttribute

6415 INFO: NLSAMLPlugin Trying to check if there exist a prior entry in cache.
6416 -- UserAttrProviderMod Line00-79

6417 Jun 3, 2015 11:39:17 AM gov.nist.NLSAMLPlugin.UserAttrProviderMod
6418 getAttribute

6419 INFO: NLSAMLPlugin Using soapHTTPTransmitter object and calling its
6420 transmit () function.

6421 Jun 3, 2015 11:39:22 AM gov.nist.NLSAMLPlugin.UserAttrProviderMod
6422 getAttribute

6423 INFO: NLSAMLPlugin UserAttrProviderMod getAttribute() Line00-114 --
6424 attributevalue returned: Secret
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