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DISCLAIMER 
Certain commercial entities, equipment, products, or materials may be identified in this document in 
order to describe an experimental procedure or concept adequately. Such identification is not intended 
to imply recommendation or endorsement by NIST or NCCoE, nor is it intended to imply that the 
entities, equipment, products, or materials are necessarily the best available for the purpose. 
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NATIONAL CYBERSECURITY CENTER OF EXCELLENCE 1 

The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards 2 
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and 3 
academic institutions work together to address businesses’ most pressing cybersecurity issues. This 4 
public-private partnership enables the creation of practical cybersecurity solutions for specific 5 
industries, as well as for broad, cross-sector technology challenges. Through consortia under 6 
Cooperative Research and Development Agreements (CRADAs), including technology partners—from 7 
Fortune 50 market leaders to smaller companies specializing in IT security—the NCCoE applies standards 8 
and best practices to develop modular, easily adaptable example cybersecurity solutions using 9 
commercially available technology. The NCCoE documents these example solutions in the NIST Special 10 
Publication 1800 series, which maps capabilities to the NIST Cyber Security Framework and details the 11 
steps needed for another entity to recreate the example solution. The NCCoE was established in 2012 by 12 
NIST in partnership with the State of Maryland and Montgomery County, Md. 13 

To learn more about the NCCoE, visit https://nccoe.nist.gov. To learn more about NIST, visit 14 
https://www.nist.gov. 15 

NIST CYBERSECURITY PRACTICE GUIDES 16 

NIST Cybersecurity Practice Guides (Special Publication Series 1800) target specific cybersecurity 17 
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the 18 
adoption of standards-based approaches to cybersecurity. They show members of the information 19 
security community how to implement example solutions that help them align more easily with relevant 20 
standards and best practices and provide users with the materials lists, configuration files, and other 21 
information they need to implement a similar approach. 22 

The documents in this series describe example implementations of cybersecurity practices that 23 
businesses and other organizations may voluntarily adopt. These documents do not describe regulations 24 
or mandatory practices, nor do they carry statutory authority.  25 

ABSTRACT 26 

Enterprises rely upon strong access control mechanisms to ensure that corporate resources (e.g., 27 
applications, networks, systems, and data) are not exposed to anyone other than an authorized user. As 28 
business requirements change, enterprises need highly flexible access control mechanisms that can 29 
adapt. The application of attribute based policy definitions enables enterprises to accommodate a 30 
diverse set of business cases. This NCCoE practice guide details a collaborative effort between the 31 
NCCoE and technology providers to demonstrate a standards-based approach to attribute based access 32 
control (ABAC). 33 

This guide discusses potential security risks facing organizations, benefits that may result from the 34 
implementation of an ABAC system, and the approach the NCCoE took in developing a reference 35 
architecture and build. It includes a discussion of major architecture design considerations, an 36 
explanation of security characteristic achieved by the reference design, and a mapping of security 37 
characteristics to applicable standards and security control families. 38 

https://nccoe.nist.gov/
https://www.nist.gov/
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For parties interested in adopting all or part of the NCCoE reference architecture, this guide includes a 39 
detailed description of the installation, configuration, and integration of all components. 40 

KEYWORDS 41 
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federation; identity management; identity provider; relying party 43 
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Technology Partner/Collaborator Build Involvement 

Cisco SharePoint 

 50 

https://www.cisco.com/


SECOND DRAFT 

 
NIST SP 1800-3B: Attribute Based Access Control  vi 

Contents 51 

52 

53 

54 

55 

56 

57 

58 

59 

60 

61 

62 

63 

64 

65 

66 

67 

 Modularity ..................................................................................................................12 68 

 Business Policy Language ............................................................................................12 69 

 Attribute Semantics and Syntax ..................................................................................13 70 

 Attribute Provenance ..................................................................................................13 71 

 Trust Relationships for Identity Federation ................................................................13 72 

 Human Resources Database/Identity Proofing ..........................................................13 73 

 Technical Implementation ..........................................................................................13 74 

 Limited Scalability Testing ...........................................................................................14 75 

76 

 Strategic Risks .............................................................................................................14 77 

 Tactical Risks ...............................................................................................................15 78 

 Security Control Map ..................................................................................................17 79 

80 

81 

82 



SECOND DRAFT 

 
NIST SP 1800-3B: Attribute Based Access Control  vii 

 User Authentication and the Creation of an Authentication Context ........................22 83 

 Federation of a User Identity and Attributes ..............................................................22 84 

 Fine-Grained Access Control through a PEP Closely Coupled with the Application ...22 85 

 The Creation of Attribute-Based Policy Definitions ....................................................22 86 

 Secondary Attribute Requests ....................................................................................22 87 

 Allow RP Access Decisions on External Identities without the Need for 88 
Pre-Provisioning ..........................................................................................................23 89 

90 

 Industry Standards ......................................................................................................23 91 

 PEP Placement ............................................................................................................23 92 

 PDP Distribution ..........................................................................................................24 93 

 Multi-Vendor ...............................................................................................................24 94 

 Caching ........................................................................................................................24 95 

 Data Tagging ...............................................................................................................24 96 

 Policy Authoring ..........................................................................................................24 97 

 Attribute Retrieval ......................................................................................................24 98 

99 

 Architecture Diagram and Components .....................................................................25 100 

 UML Diagram ..............................................................................................................28 101 

 NCCoE Design Considerations .....................................................................................32 102 

103 

104 

 Support Organizations with a Diverse Set of Users and Access Needs ......................35 105 

 Reduce the Number of Identities Managed by the Enterprise ...................................35 106 

 Enable a Wider Range of Risk Decisions .....................................................................35 107 

 Support Business Collaboration ..................................................................................35 108 

 Centralize Auditing and Access Policy Management ..................................................36 109 

110 

111 



SECOND DRAFT 

 
NIST SP 1800-3B: Attribute Based Access Control  viii 

List of Figures 112 

Figure 5-1 ABAC Build 1 Architecture ................................................................................................ 26 113 

Figure 5-2 UML Sequence Diagram ................................................................................................... 29 114 

Figure 5-3 Secondary Attribute Request Flow ................................................................................... 31 115 

 

List of Tables 116 

Table 3-1 Related Security Standards and Best Practices .....................................................................9 117 

Table 4-1 Use Case Security Characteristics Mapped to Relevant Standards and Controls ................... 17 118 

Table 4-2 Security Characteristics Mapped to Relevant Build Products .............................................. 19 119 



SECOND DRAFT 

 
NIST SP 1800-3B: Attribute Based Access Control  1 

1 Summary 120 

Traditionally, granting or revoking access to information technology (IT) systems or other networked 121 
assets requires an administrator to manually enter information into a database—perhaps within several 122 
systems. This method is inefficient and does not scale as organizations grow, merge, or reorganize. 123 
Further, this approach may not be best for preserving privacy and security: all users of a database have 124 
access to all its information, or administrators must limit access by constructing groups with specific 125 
permissions.  126 

Attribute based access control (ABAC) is an advanced method for managing access rights for people and 127 
systems connecting to networks and assets. Its dynamic capabilities offer greater efficiency, flexibility, 128 
scalability, and security than traditional access control methods, without burdening administrators or 129 
users.  130 

Despite ABAC’s advantages and federal guidance that comprehensively defines ABAC and the 131 
considerations for enterprise deployment [1], adoption has been slow. In response, the National 132 
Cybersecurity Center of Excellence (NCCoE), part of the National Institute of Standards and Technology 133 
(NIST), developed an example of an advanced access control system. Our ABAC solution can manage 134 
access to networked resources more securely and efficiently, and with greater granularity that 135 
traditional access management. It enables the appropriate permissions and limitations for the same 136 
information system for each user based on individual attributes, and allows for permissions to multiple 137 
systems to be managed by a single platform, without a heavy administrative burden. 138 

Our approach uses commercially available products that can be included alongside your current 139 
products in your existing infrastructure.  140 

This example solution is packaged as a “How To” guide that demonstrates implementation of standards-141 
based cybersecurity technologies in the real world. It can save organizations research and proof-of-142 
concept costs for mitigating risk through the use of context for access decisions. 143 

1.1 Challenge 144 

Enterprises face the continual challenge of providing access control mechanisms for subjects requesting 145 
access to corporate resources (e.g., applications, networks, systems, and data). The growth and 146 
distributed nature of enterprise resources, increasing diversity in users, credentials, and access needs, as 147 
well as the need to share information among stakeholders that are not managed directly by the 148 
enterprise, has given rise to the demand for an access control system that enables fine-grained access 149 
decisions based on a range of users, resources, and environmental conditions.  150 

Consider a patient submitting a health insurance claim. A claims examiner needs to know just billing 151 
and diagnostic codes and a few pieces of demographic data in order to permit reimbursement. 152 
Interacting with the same system, the patient’s doctor needs to verify that the diagnosis and 153 
referral information is for the correct patient, but does not need to see payment or address 154 
information. The patient needs access to the claim’s status, while the patient’s employer only needs 155 
to see the number of claims submitted by the employee. The insurance company provides a single 156 
service, claims processing, but each user of the service has different access needs.  157 
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An advanced method of access management would increase security and efficiency by seamlessly 158 
limiting some users’ views to more granular data. It would enable the appropriate permissions and 159 
limitations for the same information system for each user based on individual attributes, and allow 160 
for permissions to multiple systems to be managed by a single platform, without a heavy 161 
administrative burden. 162 

1.2 Solution 163 

This document details our approach in developing a standards-based ABAC solution. Through 164 
discussions with identity and access management (IdAM) experts and collaborating technology partners, 165 
the NCCoE developed a set of security characteristics required to meet the IdAM risks facing today’s 166 
enterprises. The NCCoE mapped security characteristics to standards and best practices from NIST and 167 
other standards organizations, then used products from our technology partners as modules in an end-168 
to-end example solution that mitigates IdAM risks. 169 

1.3 Risks 170 

Access control systems implement a process for defining security policy and regulating access to 171 
resources such that only authorized entities are granted access according to that policy. They are 172 
fundamental to mitigating the risk of unauthorized access from malicious external users and insider 173 
threats, as well as acts of misfeasance. In the absence of a robust access control system, enterprises 174 
struggle to control and audit access to their most sensitive data and risk the loss or exposure of critical 175 
assets, loss of trust in employees and from customers, and harm to brand reputation.  176 

As technology pervades all business processes, access control systems must support increasing diversity 177 
in users, credentials, and access needs, including digital identities from external security domains. This 178 
increases the overhead associated with managing access control systems and introduces increased risk 179 
of unauthorized access as organizational policies escalate in complexity.  180 

1.4 Benefits 181 

Our example implementation: 182 

 allows products and capabilities to be adopted on a component-by-component basis, or as a 183 
whole 184 

 supports organizations with a diverse set of users and access needs, reducing the risks of 185 
“privilege creep” (a user obtains access levels beyond those needed), and creating efficiencies in 186 
the provisioning of accesses 187 

 reduces the number of identities managed by the enterprise, thereby reducing costs associated 188 
with those management activities  189 

 enables a wider range of risk-mitigation decisions by allowing organizations to define attribute-190 
based policy on subjects and objects, and by using a variety of environmental decisions 191 

 supports business collaboration by allowing the enterprise to accept federated identities and 192 
eliminating the need to pre-provision access for identities being federated 193 
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 supports the centralization of auditing and access policy management, creating efficiencies of 194 
policy management and reducing the complexity of regulatory compliance 195 

2 How to Use This Guide 196 

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides 197 
users with the information they need to replicate this approach to identity and access management. 198 
This reference design is modular and can be deployed in whole or in parts. 199 

This guide contains three volumes: 200 

 NIST SP 1800-3a: Executive Summary 201 

 NIST SP 1800-3b: Approach, Architecture, and Security Characteristics – what we built and why 202 
(you are here) 203 

 NIST SP 1800-3c: How-To Guides – instructions for building the example solution 204 

Depending on your role in your organization, you might use this guide in different ways: 205 

Business decision makers, including chief security and technology officers will be interested in the 206 
Executive Summary (NIST SP 1800-3a), which describes the: 207 

 challenges enterprises face in implementing and using access control mechanisms 208 

 example solution built at the NCCoE 209 

 benefits of adopting the example solution 210 

Technology or security program managers who are concerned with how to identify, understand, assess, 211 
and mitigate risk will be interested in this part of the guide, NIST SP 1800-3b, which describes what we 212 
did and why. The following sections will be of particular interest: 213 

 Section 4.4, Risk Assessment, provides a description of the risk analysis we performed 214 

 Section 4.4.3, Security Control Map, maps the security characteristics of this example solution to 215 
cybersecurity standards and best practices 216 

You might share the Executive Summary, NIST SP 1800-3a, with your leadership team members to help 217 
them understand the importance of adopting standards-based access management approaches to 218 
protect your organization’s digital assets. 219 

IT professionals who want to implement an approach like this will find the whole practice guide useful. 220 
You can use the How-To portion of the guide, NIST SP 1800-3c, to replicate all or parts of the build 221 
created in our lab. The How-To guide provides specific product installation, configuration, and 222 
integration instructions for implementing the example solution. We do not recreate the product 223 
manufacturers’ documentation, which is generally widely available. Rather, we show how we 224 
incorporated the products together in our environment to create an example solution. 225 

This guide assumes that IT professionals have experience implementing security products within the 226 
enterprise. While we have used a suite of commercial products to address this challenge, this guide does 227 
not endorse these particular products. Your organization can adopt this solution or one that adheres to 228 
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing 229 
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parts of a solution that would support the deployment of an ABAC system and the corresponding 230 
business processes. Your organization’s security experts should identify the products that will best 231 
integrate with your existing tools and IT system infrastructure. We hope you will seek products that are 232 
congruent with applicable standards and best practices. Section 4.5, Technologies, lists the products we 233 
used and maps them to the cybersecurity controls provided by this reference solution. 234 

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a 235 
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and 236 
success stories will improve subsequent versions of this guide. Please contribute your thoughts to 237 
abac-nccoe@nist.gov.  238 

mailto:abac-nccoe@nist.gov
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2.1 Typographical Conventions 239 

The following table presents typographic conventions used in this volume. 240 

Typeface/  
Symbol Meaning Example 

Italics filenames and pathnames 
references to documents that 
are not hyperlinks, new terms, 
and placeholders 

For detailed definitions of terms, see 
the NCCoE Glossary. 

Bold names of menus, options, com-
mand buttons and fields 

Choose File > Edit. 

Monospace command-line input, on-screen 
computer output, sample code 
examples, status codes 

mkdir 

Monospace Bold command-line user input con-
trasted with computer output 

service sshd start 

blue text link to other parts of the docu-
ment, a web URL, or an email 
address 

All publications from NIST’s National 
Cybersecurity Center of Excellence 
are available at http://nccoe.nist.gov 

 241 

3 Introduction 242 

Any decision to implement ABAC within an organization must begin with a solid “business case.” An 243 
important set of inputs to the business case are the strategic and tactical risks to the organization from 244 
the standpoint of access control, as outlined in Sections 4.4.1 and 4.4.2. This business case could be an 245 
independent initiative or a component of the organization’s strategic planning cycle. Individual business 246 
units or functional areas typically derive functional or business unit strategies from the overall 247 
organization’s Strategic Plan. The business drivers for any ABAC project must originate in these Strategic 248 
Plans, and the decision to determine if an organization will invest in ABAC by implementing the solution 249 
in this practice guide will be based on the organization’s decision-making process for initiating new 250 
projects.  251 

http://nccoe.nist.gov/
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Some organizations use a systems engineering-based approach to the planning and implementation of 252 
their IT projects. Organizations wishing to implement an ABAC system should conduct robust 253 
requirements development, taking into consideration the operational needs of each system stakeholder. 254 
Standards such as ISO/IEC 15288:2015, Systems and software engineering – System life cycle processes 255 
[2], and NIST Special Publication (SP) 800-160, Systems Security Engineering: Considerations for a 256 
Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems [3], provide guidance in 257 
this endeavor. With both these standards, organizations can choose to adopt only those sections of the 258 
standard that are relevant to their environment and business context. 259 

In addition to ABAC, basic read, write, and execute permissions, discretionary access control (DAC), 260 
mandatory access control, and RBAC are some of the many access control solutions from which 261 
organizations can choose. NIST SP 800-160 recommends a thorough analysis of alternative solution 262 
classes accounting for security objectives, considerations, concerns, limitations, and constraints. An 263 
analysis of alternatives may conclude that for a particular organization’s requirements, RBAC or other 264 
access control mechanism are most appropriate. In addition, while NCCoE has not implemented such 265 
combinations, some authors have implemented and documented hybrid ABAC-RBAC solutions [4], [5]. 266 

3.1 Background 267 

NIST SP 800-162, Guide to Attribute Based Access Control (ABAC) Definition and Considerations, 268 
describes ABAC as a logical access control model that is distinguishable because it controls access to 269 
objects by evaluating rules against the attributes of (a) the subject or user requesting access, (b) the 270 
target object for which access or a transaction is being requested, and (c) the environment relevant to a 271 
request. It continues:  272 

“In its most basic form, ABAC relies upon the evaluation of attributes of the subject, attributes 273 
of the object, environment conditions, and a formal relationship or access control rule defining 274 
the allowable operations for subject-object attribute and environment condition combinations. 275 
All ABAC solutions contain these basic core capabilities that evaluate attributes and 276 
environment conditions, and enforce rules or relationships between those attributes and 277 
environment conditions. …  278 

The rules or policies that can be implemented in an ABAC model are limited only to the degree 279 
imposed by the computational language. This flexibility enables the greatest breadth of subjects 280 
to access the greatest breadth of objects without specifying individual relationships between 281 
each subject and each object” [6], [1]. 282 

To enable ABAC implementations, the standards community has undertaken efforts to develop common 283 
terminology and interoperability across access control systems. One such standard is the eXtensible 284 
Access Control Markup Language (XACML) [7]. Built on an eXtensible Markup Language (XML) 285 
foundation, XACML is designed to allow externalized, run-time access control decisions using attribute-286 
based policy definitions.  287 

3.2 ABAC and RBAC Considerations 288 

RBAC simplifies identity management by grouping users with similar access needs by role. Privileges can 289 
then be assigned to a role rather than an individual user. This simplification has led to the widespread 290 
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adoption of RBAC for logical access control. However, many organizations face growing diversity in both 291 
types of users and their access needs.  292 

This diversity introduces a number of administrative and policy enforcement challenges. Administrators 293 
manage access policy for multiple applications and security domains, each often requiring discrete 294 
access control policies. Most systems implement access control in different ways, making it hard to 295 
share information across systems and requiring administrators to configure access for like users 296 
uniquely in each system, typically by using the roles or groups native to that system.  297 

These roles are sometimes insufficient in the expression of real-world access control policies and cannot 298 
handle real-time environmental considerations that may be relevant to access control decisions; 299 
examples such as the location of access, time of day, threat level, and client patch level illustrate how 300 
enterprises could be afforded a wider range of decisions based on the amount of risk they perceive or 301 
are willing to accept. Similarly, RBAC does not readily support attributes relating to authentication 302 
context, referring to assurance of a user’s login process.  303 

An organization facing the above challenges may meet them using an attribute-based system. Using 304 
RBAC, access privileges are assigned to roles. Users are then provisioned those privileges by adding 305 
them to a role. This differs from attribute-based systems, which use name:value pairs to establish user, 306 
object, and environmental attributes and allow organizations to establish access policy via attribute 307 
combinations. These access control policies are then evaluated at access request time for a specific user 308 
and resource. Essentially, with RBAC, users arrive at the protected resource with their privileges via an 309 
assigned role, while with ABAC, user resource privileges are determined just in time. It is this just-in-time 310 
privilege determination that leverages the externalization of policy and enables the incorporation of 311 
attributes with dynamic states – such as the environment, resource, user and authentication context.  312 

Attribute policy definitions establish a relationship between subject and object that does not change as 313 
attribute values change, thus reducing the opportunity for privilege creep and maintaining separation of 314 
duties. ABAC systems have the ability to permit new types of access requests without the need to alter 315 
the current set of subject/object relationships. Instead, the enterprise can define a new attribute or 316 
attributes (or a combination of currently used attributes) that represents the new level of access needed 317 
and then define an attribute-based policy that supports this level of access. Business logic to be 318 
translated into attribute-based policies that govern access decisions, allowing for a common and 319 
centralized way of expressing policy, and computing and enforcing decisions, over the access requests 320 
for diverse systems.  321 

3.3 ABAC Leveraging Identity Federation 322 

As enterprises look to keep up with leading-edge technology solutions, they face the identity 323 
management challenge of allowing a diverse set of digital identities to access many different 324 
organizational applications and resources. Commonly, this requires recognizing digital identities from 325 
external security domains, which are typically trusted strategic business stakeholders. Enterprises have 326 
realized that supporting this wide range of users, which may not be known or managed by the 327 
enterprise, requires attributes from external sources. One approach to meeting this requirement uses 328 
federation profiles. 329 
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Identity federation profiles define the methods used to convey a set of user information from the 330 
identity provider (IdP), or organization where the user is known, to the target location or relying party 331 
(RP) that needs to acquire the information for some use such as access control. These technologies 332 
leverage widely accepted, open, web-oriented, standardized communication languages, like the Security 333 
Assertion Markup Language (SAML) version 2.0 standard from OASIS [8], which uses XML, or the OpenID 334 
Connect (OIDC) standard from the OpenID Foundation [9] built upon JavaScript Object Notation, to carry 335 
the assertions about a user. Federation profiles allow identity and attribute information to be sent over 336 
Hypertext Transfer Protocol (HTTP) in a manner that can be understood and used by the receiving 337 
organization (the RP) to make access control decisions.  338 

In some cases, an RP may need to obtain attributes about a user from a source other than the user’s IdP. 339 
In such cases, the RP may receive a user’s attributes from a trustworthy external source known as an 340 
attribute provider (AP). Commonly, identity federation profiles are used to facilitate the federation of 341 
attributes from the AP to the RP.  342 

Enterprises wishing to participate in federation must have a degree of trust in the organization from 343 
which they are receiving identity and attribute information. To facilitate these trust relationships, 344 
nonprofit organizations such as the Kantara Initiative and the Open Identity Exchange have proposed or 345 
issued trust framework specifications that provide a set of contracts, regulations, and commitments. 346 
These specifications enable parties to a trust relationship to rely on identity and attribute assertions (via 347 
federation profiles) from external entities.  348 

Identity federation allows external users to gain access to web-based protected resources without the 349 
need for the RP to manage the identity. When identities and access decisions are abstracted into a 350 
common set of attributes, access decisions can be externalized and policies can be established across 351 
business units or even organizational boundaries. Identity and attribute federation enables access 352 
decisions for users from trusted IdPs, even if the users have not previously been provisioned by the RP 353 
(sometimes referred to as the “unanticipated user” scenario). 354 
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3.4 Security Standards 355 

Table 3-1 lists the security standards and best practices considered during the development of this practice guide. 356 

Table 3-1 Related Security Standards and Best Practices 357 

Related 
Technology Relevant Standard URL 

General  
Cybersecurity 

NIST Framework for Improving Critical In-
frastructure Cybersecurity, Version 1.0 

http://www.nist.gov/cyberframework/upload/cybersecurity-framework-
021214.pdf 

NIST SP 800-53 Revision 4, Security and 
Privacy Controls for Federal Information 
Systems and Organizations 

http://dx.doi.org/10.6028/NIST.SP.800-53r4 

ISO/IEC 27001, Information Security Man-
agement 

http://www.iso.org/iso/home/standards/management-stand-
ards/iso27001.htm 

SANS Institute, Critical Security Controls https://www.sans.org/critical-security-controls/ 

ISACA, COBIT 5 http://www.isaca.org/COBIT/Pages/Product-Family.aspx 

Cloud Security Alliance, Cloud Controls 
Matrix v3.0.1 https://cloudsecurityalliance.org/download/cloud-controls-matrix-v3-0-1/ 

Risk  
Management 

NIST SP 800-30- r1, Risk Management 
Guide for Information Technology Sys-
tems 

http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf 

Requirements 
Engineering 

ISO/IEC 15288:2015, Systems and soft-
ware engineering – System life cycle pro-
cesses 

http://www.iso.org/iso/home/store/catalogue_ics/catalogue_de-
tail_ics.htm?csnumber=63711 

NIST SP 800-160 (Draft), Systems Security 
Engineering: An Integrated Approach to 
Building Trustworthy Resilient Systems 

http://csrc.nist.gov/publications/drafts/800-160/sp800_160_draft.pdf 

Access Control 
(ABAC) 

NIST SP 800-162, Guide to Attribute Based 
Access Control (ABAC) Definition and Con-
siderations 

http://dx.doi.org/10.6028/NIST.SP.800-162 

http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
http://dx.doi.org/10.6028/NIST.SP.800-53r4
http://www.iso.org/iso/home/standards/management-standards/iso27001.htm
http://www.iso.org/iso/home/standards/management-standards/iso27001.htm
https://www.sans.org/critical-security-controls/
http://www.isaca.org/COBIT/Pages/Product-Family.aspx
https://cloudsecurityalliance.org/download/cloud-controls-matrix-v3-0-1/
http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf
http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=63711
http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=63711
http://csrc.nist.gov/publications/drafts/800-160/sp800_160_draft.pdf
http://dx.doi.org/10.6028/NIST.SP.800-162
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Related 
Technology Relevant Standard URL 

Access Control 
(NGAC) 

INCITS 499-2013, Information Technology 
– Next Generation Access Control – Func-
tional Architecture (NGAC-FA) 

http://webstore.ansi.org/RecordDetail.aspx?sku=INCITS+499-2013 

Access Control 
(RBAC) 

American National Standards Institute 
(ANSI) International Committee for Infor-
mation Technology Standards (INCITS) 
359-2012, Information Technology – Role 
Based Access Control 

http://www.techstreet.com/products/1837530 

Language (OIDC) OpenID Connect Core 1.0 http://openid.net/specs/openid-connect-core-1_0.html 

Language 
(SAML) 

OASIS Security Assertion Markup Lan-
guage (SAML) V2.0 

http://saml.xml.org/saml-specifications 

Language (WS-
Federation) 

OASIS Web Services Federation Language 
(WS-Federation) Version 1.2 

http://docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-
spec-os.html 

Language 
(XACML) 

eXtensible Access Control Markup Lan-
guage (XACML) Version 3.0 

http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spec-os-en.html 

Language (XML) Extensible Markup Language (XML) 1.1 
(Second Edition) 

http://www.w3.org/TR/2006/REC-xml11-20060816/ 

Protocol (HTTP 
and HTTPS) 

RFC 7230, Hypertext Transfer Protocol 
(HTTP/1.1): Message Syntax and Routing 

https://tools.ietf.org/html/rfc7230 

Protocol (LDAP) RFC 4510, Lightweight Directory Access 
Protocol (LDAP): Technical Specification 
Road Map 

https://tools.ietf.org/html/rfc4510 

Protocol 
(OAuth) 

IETF Request for Comments 6749, The 
OAuth 2.0 Authorization Framework 

http://tools.ietf.org/html/rfc6749 

http://webstore.ansi.org/RecordDetail.aspx?sku=INCITS+499-2013
http://www.techstreet.com/products/1837530
http://openid.net/specs/openid-connect-core-1_0.html
http://saml.xml.org/saml-specifications
http://docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-spec-os.html
http://docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-spec-os.html
http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spec-os-en.html
http://www.w3.org/TR/2006/REC-xml11-20060816/
https://tools.ietf.org/html/rfc7230
https://tools.ietf.org/html/rfc4510
http://tools.ietf.org/html/rfc6749
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Related 
Technology Relevant Standard URL 

Protocol (TLS) NIST SP 800-52 Revision 1, Guidelines for 
the Selection, Configuration, and Use of 
Transport Layer Security (TLS) Implemen-
tations 

http://dx.doi.org/10.6028/NIST.SP.800-52r1  

RFC 2246, TLS Protocol 1.0 https://tools.ietf.org/html/rfc2246  

RFC 4346, The Transport Layer Security 
(TLS) Protocol Version 1.1 

https://tools.ietf.org/html/rfc4346  

RFC 5246, The Transport Layer Security 
(TLS) Protocol Version 1.2 

https://tools.ietf.org/html/rfc5246  

PKI PKI Technical Standards http://www.oasis-pki.org/resources/techstandards/  
 358 

http://dx.doi.org/10.6028/NIST.SP.800-52r1
https://tools.ietf.org/html/rfc2246
https://tools.ietf.org/html/rfc4346
https://tools.ietf.org/html/rfc5246
http://www.oasis-pki.org/resources/techstandards/
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4 Approach 359 

4.1 Audience 360 

This guide is intended for individuals responsible for implementing IT security solutions. 361 

4.2 Scope 362 

This project began with discussions between the NCCoE, IdAM experts across NIST, and IT security 363 
vendors partnered with the NCCoE. These discussions enumerated an array of technologies and 364 
standards relevant to the ABAC space, but very few implementations of ABAC technology.  365 

In response, the NCCoE drafted a white paper [10] that identified numerous desired solution 366 
characteristics. After two rounds of public comments on the document, the NCCoE worked with its 367 
NCEPs to design an architecture that would demonstrate an array of ABAC capabilities. This build does 368 
not include every characteristic found in the white paper, but does include the relevant set of ABAC 369 
capabilities based on the technology available to us through the portfolios of the NCCoE’s NCEPs. The 370 
scope of this build is the successful execution of the following capabilities: 371 

 identity and attribute federation between trust partners 372 

 user authentication and creation of an authentication context 373 

 fine-grained access control through a policy enforcement point (PEP) closely coupled with the 374 
application 375 

 creation of attribute-based policy definitions 376 

 secondary attribute requests 377 

 allowing RP access decisions on external identities without the need for pre-provisioning 378 

4.3 Assumptions 379 

 Modularity 380 
This example solution is made of many commercially available parts. You might swap one of the 381 
products we used for one that is better suited for your environment. We also assume that you already 382 
have some IdAM solutions in place. The use of standard protocols such as SAML, LDAP, and Web Service 383 
(WS)-Federation enhances the modularity of the architecture to improve your identity and 384 
access/authorization functions without major impact to your existing infrastructure. For organizations 385 
that want to limit their ABAC deployment to resources residing on Microsoft SharePoint, this solution 386 
can be implemented alongside an RBAC implementation, with the lone configuration requirement of 387 
enabling attributes inside Microsoft Active Directory (AD) or other identity stores as appropriate.  388 

 Business Policy Language 389 
This build leverages NextLabs technology to decompose natural language business policy into attribute-390 
based digital policies. We implemented example business policies that we feel demonstrate the 391 
capabilities of the solution that address business needs. When implementing an ABAC solution, 392 
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enterprises will need to determine the set of natural language business policies that best meet their 393 
access control needs and risk tolerances.  394 

 Attribute Semantics and Syntax 395 
An ABAC IdAM infrastructure by its nature is dependent on a predefined set of attribute name:value 396 
pairs available for use within its set of rules to determine authorization privileges for users and web 397 
service clients. The use of federation, as with this build, expands the domain of agreed-upon attributes 398 
to include trusted federation partners. Often a common attribute dictionary is in use for all parties. 399 
However, enterprises may look to a third-party service, typically called a trust broker, to facilitate 400 
attribute exchange and normalization.  401 

For the purposes of this build, we have chosen an example set of attribute values that we feel is 402 
representative of business needs. When implementing an ABAC solution, enterprises will need to 403 
determine the set of attribute syntax and semantics that best meets their unique access control needs. 404 

 Attribute Provenance 405 
In this build, we utilize Microsoft AD, RSA Adaptive Authentication, and Microsoft SharePoint as sources 406 
for attributes. Depending on the types of policy an enterprise wishes to implement in attribute-based 407 
logic, there will be diversity in the appropriate sources of attribute information. When planning an ABAC 408 
implementation, enterprises should consider their ability to collect the attributes required for access 409 
decisions and the level of trust they have with the attribute provider and/or sources of attribute 410 
information. 411 

 Trust Relationships for Identity Federation 412 
The use of identity federation requires a degree of trust between pairs of sharing partners. When 413 
establishing this trust relationship, enterprises need to agree upon the technical specification of the 414 
trust relationship as well as the types of metadata to be exchanged. Enterprises should make a decision 415 
based on their risk profile when determining the stakeholders with which they wish to establish trust 416 
relationships.  417 

This build establishes a trust relationship between two theoretical organizations through the exchange 418 
of attribute and identity information between two Ping Federate instances using SAML 2.0. In order to 419 
demonstrate federation capabilities, this build assumes complete trust between exchanging parties.  420 

 Human Resources Database/Identity Proofing 421 
This build is based on a simulated environment. Rather than re-create a human resources database and 422 
the entire identity proofing process in our lab, we assume that your organization has the processes, 423 
databases, and other components necessary to establish a valid identity.  424 

 Technical Implementation 425 
The guide is written from a technical perspective. Its foremost purpose is to provide details on how to 426 
install, configure, and integrate components. We assume that enterprises have the technical resources 427 
to implement all or parts of the build, or have access to companies that can perform the 428 
implementation on their behalf.  429 
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 Limited Scalability Testing 430 
We experienced a major constraint in terms of replicating the volume of access requests that might be 431 
generated through an enterprise deployment with a sizable user base. We do not identify scalability 432 
thresholds in our builds, as those depend on the type and size of the implementation and are particular 433 
to the individual enterprise.  434 

4.4 Risk Assessment 435 

NIST SP 800-30, Risk Management Guide for Information Technology Systems states, "Risk is the net 436 
negative impact of the exercise of a vulnerability, considering both the probability and the impact of 437 
occurrence. Risk management is the process of identifying risk, assessing risk, and taking steps to reduce 438 
risk to an acceptable level." The NCCoE recommends that any discussion of risk management, 439 
particularly at the enterprise level, begin with a comprehensive review of NIST 800-37, Guide for 440 
Applying the Risk Management Framework to Federal Information Systems, material available to the 441 
public. The risk management framework (RMF) guidance as a whole proved invaluable in giving us a 442 
baseline to assess risks, from which we developed the project, the security characteristics of the build, 443 
and this guide. 444 

According to NIST SP 800-30-r1, Risk Management Guide for Information Technology Systems, “A 445 
measure of the extent to which an entity is threatened by a potential circumstance or event, and 446 
typically a function of: (i) the adverse impacts that would arise if the circumstance or event occurs; and 447 
(ii) the likelihood of occurrence.” 448 

Through a series of workshops held throughout the country and with industry input, NIST released the 449 
Framework for Improving Critical Infrastructure Cybersecurity (CSF). The CSF provides industry with a 450 
risk-based approach for developing and improving cybersecurity programs. Access control has been 451 
identified as a core element of the CSF due to the risks posed by unauthorized access to sensitive data, 452 
devices, or IT applications. NIST SP 800-39, Managing Information Security Risk, provides guidance on 453 
organization-wide risk management. These documents proved invaluable in giving us a baseline to 454 
assess risks, from which we developed the project, the security characteristics of the build, and this 455 
guide. 456 

 Strategic Risks 457 
Strategic risks are risks applicable to the enterprise or organizational level. The following sections 458 
describe strategic risks from unauthorized access. 459 

4.4.1.1 Reputation Risk 460 

Public disclosure (by the attacker or through news reports) of an unauthorized access to sensitive 461 
information could jeopardize an organization’s reputation. Customers and partners could conclude that 462 
the organization failed to put adequate access control restrictions in place. This could result in loss of 463 
customers, credibility, and market share. 464 

4.4.1.2 Financial Risk 465 

The organization may incur financial losses directly from the theft of money or indirectly from the 466 
additional cost of restoring data, equipment, and services. Intruders may blackmail the organization and 467 
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extort money by threatening to exploit the security breach or publicize the event. Customers may claim 468 
that the organization was responsible for any financial loss they incurred due to lack of access controls. 469 

4.4.1.3 Legal Risk 470 

Security or privacy breaches can expose an organization to lawsuits from employees, investors, 471 
customers, or other affected parties. 472 

4.4.1.4 Compliance Risk 473 

Many organizations have to deal with multiple regulations that require the implementation of 474 
appropriate safeguards to protect customer and employee data. The lack of an adequate access control 475 
mechanism could cause the organization to become noncompliant with applicable regulations. 476 

4.4.1.5 Operational Risk 477 

A user who gains unauthorized access could introduce malicious code, using an initial breach as a 478 
launching pad to attack the infrastructure, intentionally overload resources, and disrupt critical ongoing 479 
operations. This could prevent legitimate users from access to critical resources in the course of their 480 
duties, resulting in a loss of productivity. The intruder could modify or erase critical corporate data, 481 
preventing normal operations. The delay from recovering data lost and fixing breaches may occupy 482 
operation resources, thus degrading the quality of information services.  483 

4.4.1.6 Intellectual Property Risk 484 

An intruder could rob an organization’s intellectual property assets such as ideas, inventions, trade 485 
secrets, and creative expressions. 486 

4.4.1.7 Third Party Risks 487 

If the system is a part of a cooperated (or federated) operation, an intrusion due to ineffective access 488 
control might cause a delay in operation or even result in a breach to the cooperated (or federated) 489 
network. A breach from an originating system could propagate to an RP, where additional breaches 490 
could occur. 491 

 Tactical Risks 492 
Tactical risks are risks applicable at the information system level. The following tactical risks result from 493 
unauthorized access. 494 

4.4.2.1 Insider Threat  495 

Individuals who have a legitimate need to access only a subset of applications and data may extend their 496 
reach into domains that should be restricted. Lack of appropriate mechanisms to restrict such access 497 
could result in improper use of resources or information.  498 

4.4.2.2 Limited Provisioning 499 

Inappropriate access control mechanisms may be more prone to administrative errors due to 500 
cumbersome workflows or procedures. For example, for a large number of users and resources, access 501 
control lists are challenging to maintain as individuals are transferred or terminated. In addition, 502 
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delegation of provisioning may be available only to privileged users (e.g., system administrators), but 503 
this functionality maybe necessary to support business needs. 504 

4.4.2.3 Unanticipated Users  505 

Many access control mechanisms are unable to support unanticipated users or are prone to delays in 506 
provisioning new users due to their inherent design. This might delay legitimate users from accessing 507 
resources they need to perform critical functions within a reasonable timeframe. 508 

4.4.2.4 Dynamic Access 509 

Many access control mechanisms are unable to support dynamic access decisions where risk holders 510 
desire to change allowable access requests as environmental conditions change (e.g., Code Red).  511 

4.4.2.5 Information Sharing 512 

Many access control mechanisms can only protect organizational information within the confines of 513 
established system security boundaries. Such a capability may be required to facilitate information 514 
sharing in a federation to support an organization’s mission priorities.  515 

4.4.2.6 Coarse-Grained Operations 516 

Many access control mechanisms can only protect resources where the context of the access applies to 517 
fine atomic operations (e.g., Create, Read, Update Delete), whereas more comprehensive operations 518 
that might include a sequence of steps to complete a workflow may not be supported.  519 

4.4.2.7 Cost 520 

Some access control mechanisms may cost more than others, depending on the business and operation 521 
requirements of the organization. The cost includes design, development, maintenance, and 522 
interoperation with legacy or cooperated systems. 523 
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 Security Control Map 524 
Table 4-1 lists the major use case security characteristics. For each characteristic, the table provides the matching function, category, and 525 
subcategory from the NIST CSF [11], as well as mappings to controls from other relevant cybersecurity standards. 526 

Table 4-1 Use Case Security Characteristics Mapped to Relevant Standards and Controls 527 

Security  
Characteristics 

CSF 
Function 

CSF  
Category CSF Subcategory 

NIST SP 
800-53 rev4 
[12] 

ISO/IEC 
27001 
[13] 

SANS CSC 
[14] 

ISACA COBIT 5 
[15] 

CSA 
CCMv3.0.1 
[16] 

Identity and 
Credentials 

Protect Access 
Control 

PR.AC-1: Identities 
and credentials are 
managed for author-
ized devices and us-
ers.  

AC-1, 
IA Family 

A.9.2.1, 
A.9.2.2, 
A.9.2.4, 
A.9.3.1, 
A.9.4.2, 
A.9.4.3 

CSC 3-3, 
CSC 12-1, 
CSC 12-10, 
CSC 16-12 

DSS05.04, 
DSS06.03 

IAM-02, 
IAM-03, 
IAM-04, 
IAM-08 

Remote Access Protect Access 
Control 

PR.AC-3: Remote ac-
cess is managed. 

AC-17, 
AC-19, 
AC-20 

A.6.2.2, 
A.13.1.1, 
A.13.2.1 

CSC 3-3, 
CSC 12-1, 
CSC 12-10, 
CSC 16-4, 
CSC 16-12 

APO13.01, 
DSS01.04, 
DSS05.03 

IAM-07, 
IAM-08 

Access Permis-
sions 

Protect Access 
Control  

PR.AC-4: Access Per-
missions are man-
aged, incorporating 
principles of least 
privilege and separa-
tion of duties. 

AC-2, AC-3, 
AC-5, AC-6, 
AC-16 

A.6.1.2, 
A.9.1.2, 
A.9.2.3, 
A.9.4.1, 
A.9.4.4 

CSC 3-3, 
CSC 12-1, 
CSC 12-10, 
CSC 16-4, 
CSC 16-12 

  IAM-01, 
IAM-02, 
IAM-05, 
IAM-06, 
IAM-09, 
IAM-10 

Encryption and 
Digital Signa-
ture 

Protect Data Se-
curity 

PR.DS-1 and PR.DS-2: 
Data-at-rest and 
data-in-transit are 
protected. 

SC-28, SC-8 A.8.2.3, 
A.13.1.1, 
A.13.1.2, 
A.13.2.3, 
A.14.1.2, 
A.14.1.3  

CSC 16-16, 
CSC 17-7 

  EKM-03, 
IVS-10, 
DSI-03 
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Security  
Characteristics 

CSF 
Function 

CSF  
Category CSF Subcategory 

NIST SP 
800-53 rev4 
[12] 

ISO/IEC 
27001 
[13] 

SANS CSC 
[14] 

ISACA COBIT 5 
[15] 

CSA 
CCMv3.0.1 
[16] 

Provisioning Protect Infor-
mation 
Protec-
tion Pro-
cesses 
and Pro-
cedure 

PR.IP-11: Cybersecu-
rity is included in hu-
man resources prac-
tices (e.g., deprovi-
sioning, personnel 
screening). 

PS Family A.7.1.1, 
A.7.3.1, 
A.8.1.4  

  APO07.01, 
APO07.02, 
APO07.03, 
APO07.04, 
APO07.05 

IAM-02, 
IAM-09, 
IAM-11 

Auditing and 
Logging 

Protect Protec-
tive 
Technol-
ogy 

PR.PT-1: Audit/log 
records are deter-
mined, documented, 
implemented, and 
reviewed in accord-
ance with policy. 

AU family A.12.4.1, 
A.12.4.2, 
A.12.4.3, 
A.12.4.4, 
A.12.7.1 

CSC 4-2, 
CSC 12-1, 
CSC 12-10, 
CSC 14-2, 
CSC 14-3,  

APO11.04 AAC-01 

Access Control Protect Protec-
tive 
Technol-
ogy 

PR.PT-3: Access to 
systems and assets is 
controlled, incorpo-
rating the principle of 
least functionality.  

AC-3, CM-7 A.9.1.2 CSC 3-3, 
CSC 12-1, 
CSC 12-10, 
CSC 16-4, 
CSC 16-12 

DSS05.02 IAM-03, 
IAM-05, 
IAM-13 

4.5 Technologies 528 

Table 4-2 lists all of the technologies used in this project and provides a mapping between the generic application term, the specific product 529 
used, and the security control(s) that the product provides. Refer to Table 4-1 for an explanation of the CSF Subcategory codes.530 
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Table 4-2 Security Characteristics Mapped to Relevant Build Products 531 

Security 
Characteristics Product(s) CSF Subcategory NIST SP 800-

53r4 
ISO/IEC 
27001 

Identity and 
Credentials 

Microsoft SharePoint, Ping Feder-
ate IdP, RSA Adaptive Authentica-
tion 

PR.AC-1: Identities and credentials are managed 
for authorized devices and users  

AC-1, 
IA Family 

A.9.2.1, 
A.9.2.2, 
A.9.2.4, 
A.9.3.1, 
A.9.4.2, 
A.9.4.3 

Remote Access Microsoft SharePoint, NextLabs 
Policy Controller and Control Cen-
ter, Ping Federate RP, Ping Feder-
ate IdP 

PR.AC-3: Remote access is managed AC-17, AC-19, 
AC-20 

A.6.2.2, 
A.13.1.1, 
A.13.2.1 

Access Permis-
sions 

Microsoft SharePoint and AD, 
NextLabs Policy Controller and 
Control Center 

PR.AC-4 Access Permissions are managed, incor-
porating principles of least privilege and separa-
tion of duties. 

AC-2, AC-3, 
AC-5, AC-6, 
AC-16 

A.6.1.2, 
A.9.1.2, 
A.9.2.3, 
A.9.4.1, 
A.9.4.4 

Encryption and 
Digital Signa-
ture 

Microsoft SharePoint, NextLabs 
Policy Controller, Ping Federate 
RP, Ping Federate IdP, RSA Adap-
tive Authentication 

PR.DS-1 and PR.DS-2: Data-at-rest and data-in-
transit is protected 

SC-28, SC-8 A.8.2.3, 
A.13.1.1, 
A.13.1.2, 
A.13.2.3, 
A.14.1.2, 
A.14.1.3  

Provisioning Microsoft AD PR.IP-11: Cybersecurity is included in human re-
sources practices (e.g., deprovisioning, person-
nel screening) 

PS Family A.7.1.1, 
A.7.3.1, 
A.8.1.4  

Auditing and 
Logging 

Microsoft SharePoint, NextLabs 
Policy Controller, Ping Federate 
RP, Ping Federate IdP, RSA Adap-
tive Authentication 

PR.PT-1: Audit/log records are determined, doc-
umented, implemented, and reviewed in ac-
cordance with policy 

AU family A.12.4.1, 
A.12.4.2, 
A.12.4.3, 
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Security 
Characteristics Product(s) CSF Subcategory NIST SP 800-

53r4 
ISO/IEC 
27001 
A.12.4.4, 
A.12.7.1 

Access Control NextLabs Policy Controller and En-
titlement Manager and Control 
Center 

PR.PT-3: Access to systems and assets is con-
trolled, incorporating the principle of least func-
tionality  

AC-3, CM-7 A.9.1.2 

532 
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This build implements the security characteristics through available products, described below, from 533 
NCEP organizations. Section 5, Architecture, provides additional insight into the way we used the 534 
products. 535 

 The build is centered on a resource server to be protected by the ABAC solution. In this case, 536 
Microsoft SharePoint was used. It is a web-based application within the Windows operating 537 
environment commonly deployed as a document management system for intranet, extranet, or 538 
cloud repository purposes. SharePoint natively uses an RBAC authorization environment, but it 539 
also supports the use of attributes within the user transaction request, a capability Microsoft 540 
refers to as being “claims aware.” SharePoint also allows for tagging data within its repository, 541 
which can be leveraged as object attributes. 542 

 Another important component of the build is identity management software, in this case 543 
Microsoft AD. AD is a set of services that reside within the Windows server environment. AD 544 
functions as an identity repository based on LDAP technology, but also provides authentication 545 
and authorization services. AD also includes the ability to provision and de-provision user 546 
identities and create, modify, and delete subject attributes. 547 

 The build needed PEP functionality, and it is provided by NextLabs Entitlement Management, 548 
which interfaces and integrates with products such as SharePoint and SAP to provide finer 549 
granularity of access decisions than that available using the native access control mechanisms. 550 
Entitlement Management is closely coupled with the target application; it traps user access 551 
requests and passes access decisions to the policy decision point (PDP).  552 

 Policy life-cycle management and auditing/reporting are facilitated by the NextLabs Control 553 
Center, which hosts policy administration point (PAP) functionality, where attribute-based 554 
policies are defined and deployed. The NextLabs Policy Controller, as an element of Control 555 
Center, hosts the PDP, which uses the policy definitions and subject, object, and environmental 556 
attributes to make an access accept-or-deny decision that the PEP enforces. Control Center also 557 
includes dashboards, analytics, reports, and monitoring to offer insight into access patterns. 558 

 The build includes a federation server/platform for exchanging identities and attributes. Ping 559 
Identity’s PingFederate serves as a federation identity system or trust broker, an identity 560 
management component, and supports integrated single sign-on (SSO) within an enterprise 561 
IdAM infrastructure. It supports standards-based protocols such as SAML, OAuth, and OpenID 562 
Connect. Its trust broker capabilities allow for necessary transformation and interface options 563 
between federated partners and internal proprietary target resources. When used within an 564 
identity provider, it offers options for integrating with authoritative attribute sources.  565 

 The build has an authentication server that supports multifactor authentication. For this build, 566 
RSA Adaptive Authentication (AA) provides this functionality. It is an authentication and 567 
environmental analysis system. Its capabilities include a variety of adaptive opportunities, such 568 
as Short Message Service (SMS) texting, fingerprint analysis, and knowledge-based 569 
authentication. From an environmental perspective, AA collects information such as patch level, 570 
operating system, and location, and generates a risk score associated with user authentication. 571 
A risk score threshold can then be defined, which, if exceeded, can force a user to step up to an 572 
additional authentication mechanism.  573 

 A final necessary component of the build is a certificate authority. In this case, Symantec’s 574 
Managed PKI Service product is used for secure issuance of Public Key Infrastructure (PKI)-based 575 
certificates. The Symantec certificates enable mutual transport layer security (TLS), digital 576 
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signatures, and any explicit encryption that is in use outside of TLS, such as for data-at-rest 577 
within an IT environment. 578 

5 Architecture 579 

5.1 Overview 580 

The following sections detail the ABAC and identity federation architecture that NCCoE staff members 581 
and collaborators built. The architecture description details how components from five NCEPs were 582 
integrated to achieve the following demonstrable capabilities: 583 

 User Authentication and the Creation of an Authentication Context  584 
Our scenario starts with an unauthenticated user attempting to access a target resource for the first 585 
time. The user’s browser is redirected to his or her home organization (the IdP) for authentication and 586 
includes, as required for the target resource, additional (step-up) authentication, and gathering of 587 
environmental attributes and authentication context information about the user.  588 

 Federation of a User Identity and Attributes 589 
This build demonstrates the federation of subject and environmental attributes between an IdP and an 590 
RP. This means that, after the user is authenticated by his or her IdP, the federation protocol that 591 
initially redirected the user to the IdP is now used to redirect the user back to the RP carrying the 592 
requested identity and attribute information. 593 

 Fine-Grained Access Control through a PEP Closely Coupled with the 594 
Application 595 

Out of the box, SharePoint access control is more oriented to role-based or group-based DAC. In this 596 
build, we enhance the SharePoint access control environment through the deployment of a closely 597 
integrated policy enforcement, allowing for a finer degree of granularity based on subject, object, and 598 
environmental attributes. 599 

 The Creation of Attribute-Based Policy Definitions  600 
This build allows for the translation of business policies into a set of attribute-based policy definitions. 601 
These policy definitions establish a relationship between subject, object, and environmental attributes 602 
that controls a user’s ability to access the RP’s resources. 603 

 Secondary Attribute Requests 604 
This build provides the ability to make runtime requests for additional attributes from the IdP, should 605 
insufficient attributes be presented when making an access decision. When a user accesses a particular 606 
resource, or returns to access additional resources, the access control components that we have 607 
associated with SharePoint might find that additional subject attributes are needed beyond those that 608 
were initially provided. Our build includes components able to search a local cache for the missing 609 
attributes and, if not there, issue a new request to the IdP via a SAML attribute request/response for the 610 
missing user attributes.  611 
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 Allow RP Access Decisions on External Identities without the Need for 612 
Pre-Provisioning 613 

This build relies upon the trust relationship between the IdP and RP, which enables identity and 614 
attribute federation. Once this trust relationship has been established between two organizations, the 615 
RP can make runtime access decisions on any individual presenting a credential from the IdP without the 616 
need to pre-provision that individual. 617 

5.2 ABAC Architecture Considerations 618 

There are many facets to architecting an ABAC system. As noted in Section 4.3, Assumptions, these 619 
include the development of policy, procedure, and/or functional requirements before the selection of 620 
technology components. They also include an analysis of business drivers such as those in Section 2. 621 

From a technical perspective, this section outlines a few of the options that an architect will face. 622 
Section 5.3, Technology and Architecture of the NCCoE Build, presents the actual architecture chosen for 623 
this build. 624 

 Industry Standards 625 
When selecting ABAC technologies, it is important to consider the protocols implemented by each 626 
technology and whether those protocols are defined by a standards organization. Utilizing standard 627 
protocols promotes product interoperability and modularity, and may offer standardized APIs in the 628 
event that system requirements drive the need for custom components.  629 

As mentioned earlier, one of the standards for implementing ABAC is XACML. Built on top of XML, 630 
XACML offers a core set of rule capabilities for making attribute-based policy definitions and also specific 631 
request and response messages for exchange between PEPs and PDPs. Specific details of the XACML 3.0 632 
architecture can be found in the OASIS documentation [7]. 633 

Although XACML was developed primarily to fill the need for a standard ABAC protocol, other standard 634 
protocols and architectures may be relevant to ABAC use cases. Next Generation Access Control [17], 635 
developed by the International Committee for Information Technology Standards, outlines an access 636 
control architecture that supports the use of attributes. OAuth 2.0 [18], ratified by the Internet 637 
Engineering Task Force (IETF), serves as a rights delegation protocol that grants access to protected 638 
resources by defining the allowable user actions for those resources, referred to as “scopes.”  639 

When system requirements include identity federation, protocols such as SAML 2.0 and OpenID Connect 640 
can define the syntax and semantics for passing identity and attribute information across organization 641 
bounds.  642 

 PEP Placement 643 
As it is in the XACML architecture, the PEP is a very important ABAC component, as it enforces the actual 644 
access control decision. The location of the PEP may affect the types of access requests the ABAC system 645 
can trap and send to the PDP for decisions. It may also contribute to how efficiently the system handles 646 
large numbers of access requests. Common options for PEP placement include:  647 

 closely coupling it within a software program 648 
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 using an agent to front-end a web browser-based application 649 

 placing it at an enterprise gateway position in order to ABAC-enable a set of applications  650 

The PEP may also be asked to perform additional functions that require a specific PEP placement. Under 651 
the XACML standard, the PEP can be configured to handle “out-of-band” instructions known as 652 
obligations (mandatory directives) and advice (optional). These instructions trigger secondary actions in 653 
addition to the access decision enforcement. An example of an obligation would be where a person is 654 
allowed access to a target resource, but the PEP is directed to initiate a royalty payment for its use.  655 

 PDP Distribution 656 
The PDP operates a rule-based engine that is called upon to adjudicate access permissions to a selected 657 
resource. Typical ABAC installations get involved in deciding whether to locate PDPs centrally where 658 
each PDP supports multiple PEPs, to dedicate one PDP to each PEP, or to pursue a hybrid of the two 659 
approaches. Different PDP distributions can be associated with various performance and latency 660 
characteristics.  661 

 Multi-Vendor 662 
ABAC systems have traditionally been classified as proprietary or standards based. Those that are 663 
standards based give the option of mixing and matching among system components rather than 664 
requiring all components to come from the same vendor. A multi-vendor-implementation solution 665 
sometimes needs some advance investigation to ensure that the standardized components will work 666 
together as well as promised.  667 

 Caching 668 
There are several locations in an ABAC system implementation for an architect to consider the use of 669 
memory caching to improve performance. Considerations include caching decisions at the PEP, rules at 670 
the PDP, and user attributes at the RP. 671 

 Data Tagging 672 
If an organization is migrating from a non-ABAC legacy access control mechanism to ABAC, then the task 673 
of going through every record and tagging the data with the applicable attributes must be addressed. If 674 
the organization has a considerable corpus of legacy data and resources, this may be both a technical 675 
and operational challenge.  676 

 Policy Authoring  677 
An important consideration in the selection of an ABAC product is the tools available for creating and 678 
modifying policies. Such tools can make understanding policies easier and help with overall policy 679 
structure. Organizations could develop a library of sample policies identified by where they might apply 680 
within the organization. Some integrated development environments support plug-ins that provide a 681 
much more user-friendly syntax for XACML.  682 

 Attribute Retrieval 683 
A design consideration in the implementation of ABAC is the mechanism for attribute retrieval by the 684 
PDP. To render an access decision, the PDP needs the values of the attributes referenced by the 685 
applicable policies. The PDP can obtain these attributes in one of three ways:  686 
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1. All the attribute values may be provided in the decision request.  687 

2. If all the attributes are not provided to the PDP and it finds that attributes that are required to 688 
make a decision are missing, it may return a decision value of Indeterminate-Missing Attributes 689 
and specify what attributes are required. This allows the PEP to fetch the missing values and 690 
retry the decision request with them added.  691 

3. Many PDP implementations are able to pause in the middle of an evaluation and fetch missing 692 
attribute values before completing the policy evaluation. 693 

If the attributes are being retrieved in a federation scenario, privacy considerations may dictate the 694 
choice of the retrieval options in order to ensure a more privacy-enhancing, secure, and efficient 695 
implementation. 696 

5.3 Technology and Architecture of the NCCoE Build 697 

Section 4.5 provides an overview of the technologies used in this architecture, while Section 5.1 details 698 
the functionality found in this build. This section documents how each of the technologies in this build 699 
interoperate to achieve the build’s functionality. Individuals interested in how these components were 700 
installed, configured, or integrated should consult Volume C, How-To Guides, of this publication. 701 

 Architecture Diagram and Components 702 
Figure 5-1 illustrates the logical interactions of the components in this build. Interactions are broken 703 
down into browser-based or non-browser-based communications. All components in this build are 704 
either commercially available through the applicable vendor or can be found publicly with the release of 705 
this practice guide.   706 
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Figure 5-1 ABAC Build 1 Architecture 707 

 708 

The components in Figure 5-1, which were available from NCEP organizations that met the build’s 709 
functional requirements, provide the following capabilities to this build: 710 

 Microsoft AD acts as a user identity management repository for the IdP. This includes the ability 711 
to provision and de-provision user identities; the creation, modification, and deletion of subject 712 
attributes; and the provisioning and de-provisioning of subject attributes to specific user 713 
identities. In this build, AD is the only source for subject attributes.  714 

 RSA AA gathers environmental information about the user and the user’s system or agent at the 715 
time of authentication. AA collects information such as patch level, operating system, and 716 
location, and it generates a risk score associated with the user authentication. A risk score 717 
threshold can then be defined in AA, which, if exceeded, can force a user to step up to one of 718 
the additional authentication mechanisms. In this build, information collected by AA to generate 719 
a risk score is also passed through PingFederate-IdP to the RP side of the operation to be used as 720 
environmental attributes. 721 
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 The RSA AA event log contains the transaction identification (ID) of each user authentication and 722 
the associated environmental information collected by RSA AA at the time of authentication.  723 

 Ping Identity PingFederate-IdP serves as a federation system or trust broker for the IdP. 724 
PingFederate-IdP provides initial user authentication and retrieval of user attributes to satisfy 725 
SAML requests from the RP. Once the user has been authenticated, PingFederate-IdP queries 726 
subject attributes from AD and environmental attributes from the RSA AA event log. 727 
PingFederate-IdP packages both subject and environmental attributes in a SAML 2.0 token to be 728 
sent to the RP.  729 

 The SCE Plug-in is an RSA component that handles communications between the PingFederate-730 
IdP and the RSA AA. It is responsible for passing the RSA AA transaction ID for the user 731 
authentication that PingFederate-IdP uses to query the RSA AA event log. 732 

 Ping Identity PingFederate-RP serves as the trust broker for SharePoint. When the user requires 733 
authentication, PingFederate-RP redirects the user to the IdP via a SAML request to get the 734 
necessary assertions. Once authenticated, PingFederate-RP arranges for the browser’s 735 
Hypertext Transfer Protocol Secure (HTTPS) content to have the proper information in proper 736 
format for acceptance at the target resource (SharePoint). PingFederate-RP has the option to 737 
utilize the Apache Directory Server as a just-in-time (JIT) cache. Secondary attribute requests can 738 
also be made by PingFederate-RP via a SAML query initiated by the PIP lug-in and the Protocol 739 
Broker. 740 

 Microsoft SharePoint serves as a typical enterprise repository. In this build, it stores the target 741 
resources that users wish to access. SharePoint natively uses an RBAC authorization 742 
environment, but it also supports the use of attributes, a capability Microsoft refers to as 743 
“claims aware.” SharePoint accepts assertions from PingFederate-RP and stores asserted 744 
attributes as claims. SharePoint also allows for the tagging of data within its repository, which 745 
can then be leveraged as object attributes. 746 

 Microsoft SharePoint Security Token Handler resides inside SharePoint, validating the token sent 747 
by PingFederate-RP. 748 

 Microsoft SharePoint Claims Principal is the object inside SharePoint where attribute assertions 749 
are stored as claims. 750 

 NextLabs Entitlement Management is closely coupled with SharePoint. It performs the PEP 751 
functionality, trapping user access requests. As the PEP, Entitlement Management is responsible 752 
for gathering object attributes from SharePoint and subject and environmental attributes from 753 
the claims principal at the time of the access request. Entitlement management then passes this 754 
information in the form of an access decision request to the NextLabs Policy Controller.  755 

 NextLabs Policy Controller is a component of the NextLabs Control Center that is closely coupled 756 
with the SharePoint instance. The Policy Controller is responsible for providing PDP capabilities. 757 
The Policy Controller receives attribute-based policies from the Control Center and uses these 758 
policies to respond to access requests from Entitlement Management.  759 

 NextLabs Control Center serves as the PAP, where attribute-based policies are created, updated, 760 
and deployed using a built-in graphical user interface (GUI). The Control Center also provides 761 
auditing, logging, and reporting functions for the SharePoint access requests and decisions. 762 
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 Policy Information Point(PIP) Plug-in is a software extension of NextLabs Policy Controller that 763 
enables it to acquire unavailable attributes required for policy evaluation at runtime from RP or 764 
IdP by communicating with Protocol Broker on an HTTPS channel protected by mutual TLS. 765 

 Protocol Broker is a web application that retrieves attribute values by accepting attributes to be 766 
queried from the NextLabs Plug-in and querying the PingFederate-RP by issuing a SAML 2.0 767 
Assertion Query/Request.  768 

 The Custom Data Store is a plug-in built using PING software development kit (SDK) that enables 769 
the RP to query the IdP and provides the resulting attribute value back to the Ping Federate RP. 770 

 The Apache Directory Server is an LDAP version 3-compliant directory server developed by the 771 
Apache Software Foundation that works as a JIT cache for PingFederate-RP. It stores subject 772 
attributes and other relevant information from the SAML 2.0 response that an RP receives from 773 
an IdP.  774 

 Symantec Trust Center Account for Enterprise is used for secure issuance of PKI-based 775 
certificates throughout this build. The Symantec certificates enable mutual TLS, digital 776 
signatures, and any explicit encryption that is in use outside of TLS, such as for data-at-rest in 777 
the RP’s JIT cache.  778 

 A Cisco Catalyst 2960-X series switch is used as a network access device (NAD) and provides 779 
switching and routing to the network. When a user attempts to access the network, the NAD 780 
challenges for credentials and upon successful authentication, a network session ID is created. 781 

 Cisco Identity Services Engine (ISE) is used to provide 802.1X network authentication. In this 782 
role, it accepts credentials from the user and verifies this information through radius 783 
authentication. The service also collects attributes that are returned to Ping Federate IdP. 784 

 The Situational Plug-In is a Ping Federate plug-in that is used as an adapter to retrieve attributes 785 
from Cisco ISE. The plug-in communicates via the HTTP protocol. 786 

 UML Diagram 787 
The architecture shown in Figure 5-1 can, in practice, support different types of sequential operations. 788 
We have chosen to initially implement, demonstrate, and document two generic types of sequential 789 
ABAC operations as being representative of the core operations of the architecture. The ladder diagram 790 
in Figure 5-2 contains represents the initial flow of the ABAC architecture, where an unauthenticated 791 
user tries to access a resource on SharePoint. 792 
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Figure 5-2 UML Sequence Diagram 793 

 794 
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The sequence starts in the top of Figure 5-2 when a user joins the network and browses to, and 795 
attempts to access, a protected resource in SharePoint.  796 

1. The user attempts to join the network and is challenged for login credentials. These credentials 797 
are validated by radius authentication to Active Directory. Upon successful authentication to the 798 
network, a network session ID is created. 799 

2. SharePoint inspects the user’s HTTP content and finds that the user has not been previously 800 
logged in (i.e., not authenticated), and therefore redirects the browser to PingFederate-RP via 801 
use of the WS-Federation protocol.  802 

3. PingFederate-RP interprets the WS-Federation request as a request for authentication and for 803 
attributes, and the user is redirected to PingFederate-IdP carrying a SAML authentication request 804 
and SAML attribute request.  805 

4. PingFederate-IdP does an initial (single-factor) authentication of the user, and, if successful, 806 
receives the requested subject attributes.  807 

5. PingFederate-IdP then redirects the user’s browser to RSA AA to enhance the initial 808 
authentication.  809 

Note: In practice this secondary authentication can be conditionally done based upon the type 810 
of protected resource for which access is requested or upon other conditions such as 811 
environment. The current installation always calls for the second level of authentication to 812 
demonstrate what is known as multi-factor authentication (MFA), and, for this build, achieves it 813 
by sending an SMS text message and expecting a particular response. The RSA AA product has 814 
additional options that are not being demonstrated at this time.  815 

6. Upon successful completion of the MFA operation, the user is redirected back to PingFederate-816 
IdP. At this time, PingFederate-IdP can query the RSA AA event log for environmental attributes 817 
that add context to the authentication.  818 

7. PingFederate-IdP issues a SAML 2.0 token containing the user’s identity and attribute 819 
information, and redirects the user’s browser to PingFederate-RP. 820 

8. PingFederate-RP accepts the SAML 2.0 response and issues a WS-Federation response back to 821 
SharePoint with the HTTP carrying the authentication and attribute information.  822 

At this point, the user’s browser is issued a “FedAuth” cookie, establishing a session with 823 
SharePoint, and resides there until the session is terminated. The rest of this flow occurs as 824 
communications internal to the RP or as web service calls back to the IdP, without the user’s 825 
awareness. Once this session is established, the system is configured to allow the NextLabs 826 
components to handle access requests to SharePoint. After the WS-Federation response, the 827 
subject and environmental attributes from the IdP are stored in the SharePoint Claims Principal.  828 

9. Access requests by the authenticated user are now trapped by the NextLabs Entitlement 829 
Management PEP, which gathers the subject and environmental attributes stored in the Claims 830 
Principal and the object attributes stored in SharePoint, and submits the access request to the 831 
Policy Controller PDP for adjudication.  832 

10. The Policy Controller uses the attributes provided by the PEP and the policy established by 833 
Control Center to determine an access allow or deny. If the PDP is not presented with enough 834 
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attributes to make an access decision, it has the option of initiating a secondary attribute query, 835 
which is detailed in Figure 5-3 and discussed later.  836 

11. Once an access decision has been made, the Policy Controller responds back to the Entitlement 837 
Management PEP, which enforces the decision. 838 

The ladder diagram in Figure 5-3 represents a flow of this ABAC architecture where an authenticated 839 
user tries to access a resource on SharePoint but there is a need to initiate a secondary attribute 840 
request. If needed, this flow is initiated by the NextLabs Policy Controller in Step 9.  841 

Figure 5-3 Secondary Attribute Request Flow 842 

 843 

The basic steps of the Figure 5-3 flow are: 844 

1. When the Policy Controller does not receive the attributes required to make a decision, a 845 
secondary attribute request will be initiated by calling the PIP Plug-in. 846 

2. PIP Plug-in is a registered plug-in with the NextLabs Policy Controller. It implements the interface 847 
dictated by the NextLabs software. By virtue of this implementation, it receives the subject and 848 
name of the attribute that is required for the policy decision.  849 

3. When the subject and attribute name are received, the PIP Plug-in checks its local short-term 850 
cache (in this build, configured to hold values for two seconds) to see if the needed attribute for 851 
the subject was recently requested. 852 

4. If the attribute is still in cache, the value is returned to the Policy Controller. If the value is not in 853 
cache, the PIP Plug-in initiates an HTTPS request to the Protocol Broker. 854 
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5. The Protocol Broker receives the attribute name and subject from the HTTPS request and 855 
forwards them as a signed SAML 2.0 Attribute Query to PingFederate-RP on a channel protected 856 
by mutual TLS. 857 

6. Once PingFederate-RP receives the SAML 2.0 attribute query, it sends an LDAP request to the JIT 858 
cache to see if the attribute was previously queried in a secondary request.  859 

7. If the subject does not have the attribute value assigned in the JIT cache, PingFederate-RP will 860 
forward the subject and attribute name to the Custom Data Store plug-in. The Custom Data 861 
Store plug-in acts as a pointer back to the PingFederate-IdP. To do this, the Custom Data Store 862 
dispatches an HTTPS request to the PingFederate-RP with the PingFederate-IdP as the attribute 863 
query point.  864 

8. Ping Federate uses an HTTPS query to form a SAML 2.0 attribute query and dispatch it to the 865 
Ping Federate at the IdP. 866 

9. The Ping Federate at the IdP accepts the SAML 2.0 request, verifies whether the user has the 867 
needed attribute, and replies to the PingFederate-RP with a SAML 2.0 response.  868 

10. PingFederate-RP validates the SAML 2.0 response, retrieves attribute values, and responds to the 869 
original Custom Data Store HTTP request with the attribute values.  870 

11. The Custom Data Store then responds to the PingFederate-RP attribute request with an attribute 871 
response. 872 

12. The PingFederate-RP constructs a SAML 2.0 response and sends it to the Protocol Broker. 873 

13. The Protocol Broker retrieves the attribute or exception from the SAML 2.0 response and 874 
forwards it to the NextLabs plug-in, which passes the attribute or exception back to the Policy 875 
Controller.  876 

 NCCoE Design Considerations 877 
Section 5.2 outlined the architectural topics and options that entered into our decision making for this 878 
first ABAC build and demonstration. In this subsection, we summarize the architectural directions that 879 
were chosen for this particular build, and why.  880 

5.3.3.1 Industry Standards  881 

The use of XACML and its importance to ABAC functionality were introduced in Section 5.2.1. Its core 882 
parts are the request/response protocol between PEP and PDP, the rule language, and the use of 883 
obligation and advice that the PDP can forward to the PEP. Use of a standard like XACML yields potential 884 
cost saving for an IdAM infrastructure implementation, as heterogeneous interchangeability of 885 
operational components can be implemented more easily. 886 

The use of SAML 2.0 provided advantages from several perspectives. From its documented set of 887 
approved federation profiles, the Web Browser SSO Profile (referred to here as “Web SSO”) has a large 888 
following in the industry and was chosen for the browser interface because its authentication 889 
sequencing stepped between PingFederate-RP, PingFederate-IdP, and the RSA AA system. 890 

SAML 2.0 core was used within the SAML Web SSO exchange, but was also used as a stand-alone for its 891 
request/response protocol for backend attribute exchanges of NextLabs’ PIP Plug-in to and from 892 
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PingFederate-RP (via the Protocol Broker), and for backend attribute exchanges from PingFederate-IdP 893 
to PingFederate-RP. 894 

WS-Federation is a federation protocol that spans important federation functionality, ranging from 895 
authentication to metadata, support for pseudonyms, and more. Our use is limited but still key: to carry 896 
an authentication request from SharePoint to PingFederate-RP, and then to handle the return response 897 
with its identity and user attribute information. 898 

Lightweight Directory Access Protocol Secure (LDAPS), the TLS version of the LDAP standard for 899 
interfacing to directory stores, is used in two places in this build. One is PingFederate-RP to its JIT cache 900 
based on Apache Directory Server, and the other is PingFederate-IdP to the Microsoft AD LDAP store. 901 
Other standards in use include PKI for the structure of the server certificates that are in use, and within 902 
TLS operational algorithms. TLS itself is an important standard for promoting communications 903 
confidentiality and integrity.  904 

5.3.3.2 PEP Placement 905 

There is a single PEP in this ABAC build for controlling the operations of the SharePoint authorization 906 
functionality at a finer level of granularity than is available with the RBAC-oriented access control that 907 
comes with SharePoint out of the box. The NextLabs Entitlement Management PEP product was chosen 908 
because it meets our requirements, and by its nature it is integrated with and closely coupled with 909 
SharePoint. The NextLabs PEP can be considered to be co-located with the SharePoint protected 910 
resource.  911 

5.3.3.3 PDP Distribution  912 

With only one PEP in this build, the decisions on PDP quantity and location(s) for placement were 913 
simpler than one would find in a typical enterprise installation. The NextLabs Policy Controller PDP is co-914 
located with SharePoint and the PEP.  915 

5.3.3.4 Multi-Vendor 916 

The ABAC implementation represented in this build is a heterogeneous set of IdAM components that 917 
have been successfully integrated to achieve the system objectives. To accomplish this, we worked 918 
closely with our NCEP collaborator to design an interoperable architecture. Each component performed 919 
its functions as required, and Volume C of this guide describes the set of NCCoE experiences and 920 
supplemental functionality that was incorporated to achieve the functional objectives. 921 

5.3.3.5 Caching 922 

Caching is a common topic in system integration work as architects work to achieve efficiencies required 923 
for their particular functionality. In the current build, two caches have been explicitly implemented by 924 
the NCCoE development team: 925 

 NextLabs PIP Plug-in contains a local cache, developed using the EhCache library. This cache 926 
stores attributes for two seconds and adds efficiency to the system should multiple requests for 927 
the same subject and attribute value pairing occur in quick succession (with two seconds). 928 
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 A JIT cache was developed for PingFederate-RP, using Apache Directory Server. It is used to 929 
cache user attributes that are retrieved by PingFederate-RP for a finite time (such as up to 24 930 
hours) to avoid future repeated secondary attribute calls to the IdP. 931 

5.4 Security Characteristics 932 

In this section, we re-introduce the security characteristics and security controls that were first 933 
introduced in Sections 4.4 and 4.4.1, and relate each to the NCEP’s products used in this ABAC build.  934 

 Identity and Credentials and Their Use for Authorized Devices. In NIST SP 800-53, this is tied to 935 
AC-1, and in NIST Cybersecurity Framework to PR.AC-1: “Identities and credentials are managed 936 
for authorized devices and users.” In this build, both user and system identities are managed to 937 
ensure linkage with these security controls. Where applicable, systems are given PKI-based 938 
credentials for use with TLS via the Symantec Managed PKI Service. User authentication in this 939 
first build is multi-factor, with one factor being name and password via PingFederate-IdP and 940 
AD, and the second an SMS text message sent to a cellular device conducted by the RSA AA. The 941 
RSA AA system offers other options for use as the second factor of authentication through its 942 
multi-credential framework. 943 

 Remote Access Being Managed. Several of the NCEP products are involved in ensuring efficient 944 
and secure remote access. The two Ping Identity PingFederate installations have federation and 945 
authentication features that allow the RP to accept external identities for remote access. 946 
SharePoint via WS-Federation trusts external identities sent from PingFederate. NextLabs 947 
products enable ABAC functionality for SharePoint access decisions and allow for the auditing 948 
and logging of access requests.  949 

 Access Permissions. ABAC systems manage access permissions by defining attribute-based rules 950 
that specify what subject attributes are needed to access resources with a given set of object 951 
attributes, under a set of environmental conditions. In this build, this functionality is handled by 952 
NextLabs products. A NextLabs Control Center allows for creation of attribute-based policies and 953 
makes access decisions based on those policies via its Policy Controller. 954 

 Encryption and Digital Signature. Browser-based communications with SharePoint are HTTPS-955 
based, and LDAP is used for all interfacing with AD. All system endpoints are equipped with PKI 956 
certificates issued by the Symantec Managed PKI Service, and TLS is used for system-level point-957 
to-point transactions. Examples include full encryption of SAML request/response transactions 958 
such as between PingFederate-RP and PingFederate-IdP. 959 

 Provisioning. Identities are provisioned, stored, and de-provisioned inside AD. This process 960 
occurs manually through the native Microsoft Windows Server GUI. AD also handles the 961 
assigning of subject attributes to specific user identities. 962 

Object attributes are provisioned via SharePoint. SharePoint sites or individual files can be 963 
“tagged” with object attributes by adding columns to the SharePoint site table or document 964 
library. The titles of these columns serve as attribute names and the content of the columns 965 
serves as the values of attributes for the specific object.  966 

 Auditing and Logging. Each product in this build supports a logging mechanism detailing 967 
activities occurring within that component. Access requests can be audited using the NextLabs 968 
Reporter, where the user, access decision, and policy enforced can be viewed for each access 969 
request.  970 
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 Access Control. Fundamentally, this build enhances the native capabilities of SharePoint by 971 
adding ABAC functionality. This is achieved through the NextLabs Entitlement Management PEP, 972 
which traps access requests, and the Policy Controller PDP, which makes access decisions using 973 
attribute-based policies. Organizations implement the concept of least privilege by defining 974 
attribute-based policies in the NextLabs Control Center and assigning applicable attributes to 975 
subjects and objects using AD and SharePoint. A wider range of access control decisions is 976 
enabled through the use of environmental attributes, which can be obtained from RSA AA in this 977 
build. 978 

5.5 Features and Benefits 979 

This section details some of an ABAC system’s potential benefits through risk reductions, cost savings, or 980 
access management efficiencies. As with any reference architecture, the exact benefits derived will 981 
depend on the organization’s individual implementation requirements and the scenarios to which an 982 
organization wishes to apply an ABAC model. 983 

 Support Organizations with a Diverse Set of Users and Access Needs 984 
RBAC meets practical limits as roles and their associated access requirements grow in diversity and 985 
complexity. This often leads to the overloading of access privileges under a single role, the assignment of 986 
multiple roles to a single user, or the escalation of the number of roles the enterprise needs to manage. 987 
Moving to an ABAC model allows organizations to specify policy based on a single attribute or a 988 
combination of attributes that represents the specific access an individual’s needs. This helps eliminate 989 
the potential for privilege creep. 990 

 Reduce the Number of Identities Managed by the Enterprise  991 
When organizations wish to provide access to users from external security domains, they have the 992 
option to provision local identities for these external users. These identities must then be managed by 993 
the enterprise. This scenario incurs the costs associated with these management efforts and also 994 
presents risk to the enterprise, because these accounts could be orphaned as the users’ access privilege 995 
requirements change at their home organization. Identity federation can address these issues by 996 
allowing organizations to accept digital identities from external security domains, but leave the 997 
management of these identities to the users’ home organizations.  998 

 Enable a Wider Range of Risk Decisions  999 
The ability to define attribute-based policies affords organizations the extensibility to implement a wider 1000 
range of risk-based decisions in access control policy, compared to an RBAC system. Specifically, the 1001 
ability to leverage environmental attributes allows for relevant context such as location of access, time 1002 
of day, threat level, and client patch level to be included in automated decision logic. 1003 

 Support Business Collaboration  1004 
ABAC combined with identity federation helps reduce barriers to sharing resources and services with 1005 
partner organizations. Under the ABAC model, a partner’s user identities and appropriate access policies 1006 
for those identities do not need to be pre-provisioned by the RP. Instead, access decisions can be made 1007 
on partner identities using attributes provided by the partner. 1008 
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 Centralize Auditing and Access Policy Management  1009 
ABAC can improve the efficiency of access management by eliminating the need for multiple, 1010 
independent, system-specific access management processes, replacing them with a centralized PDP and 1011 
PAP. In this way, access decisions across multiple applications could be audited centrally at the PDP, 1012 
while policies could be created and deployed centrally at the PAP, but enforced locally via an 1013 
application-specific PEP. The ability to externalize and centrally manage access policies may also simplify 1014 
compliance processes by reducing the number of places that need to be audited. 1015 
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Appendix A  List of Acronyms 
AA Adaptive Authentication 
ABAC Attribute Based Access Control 
AD Active Directory 

AP Attribute Provider 

CSF Framework for Improving Critical Infrastructure Cybersecurity 

DAC Discretionary Access Control 

GUI Graphical User Interface 

HTTP Hypertext Transfer Protocol 
HTTPS Hypertext Transfer Protocol Secure 

ID Identification 

IdAM Identity and Access Management 

IdP Identity Provider 

IETF Internet Engineering Task Force 

ISE Identity Services Engine 
IT Information Technology 

JIT Just-in-Time 

LDAP Lightweight Directory Access Protocol 

MFA Multi-Factor Authentication 

NAD Network Access Device 

NCCoE National Cybersecurity Center of Excellence 
NCEP National Cybersecurity Excellence Partner 

NIST National Institute of Standards and Technology 

OIDC OpenID Connect 

PAP Policy Administration Point 

PDP Policy Decision Point 

PEP Policy Enforcement Point 
PIP Policy Information Point 

PKI Public Key Infrastructure 

RBAC Role Based Access Control 

RP Relying Party 

SAML Security Assertion Markup Language 

SMS Short Message Service 
SP Special Publication 

SSO Single Sign-on 

TLS Transport Layer Security 
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WS Web Service 

XACML eXtensible Access Control Markup Language 

XML eXtensible Markup Language 
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