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Agenda

9:00-9:15:       Safety Brief/Intro to NCCoE

9:15-9:30:       Cyber Supply Chain Risk Management Overview

9:30-9:45:       Project Description Overview

9:45-9:55:      Trusted Computing Architecture

9:55-10:10:     Break

10:10-11:35:   Industry Session

11:35-12:05:   Industry Panel Q&A

12:05-12:30:   Wrap-Up



National Institute of Standards and  
Technology
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NIST is a bureau under the Department of Commerce. NIST’s mission is to promote U.S. innovation  

and industrial competitiveness by advancing measurement science, standards, and technology in  

ways that enhance economic security and improve our quality of life.

NIST runs a number of laboratories to assist in its mission.



Introduction to NCCoE



Introduction to NCCoE
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NCCoE Mission

Accelerate adoption of secure 

technologies: collaborate with 

innovators to provide real-world, 

standards-based cybersecurity 

capabilities that address business needs



9nccoe.nist.govNational Cybersecurity Center of Excellence

Engagement & Business Model

OUTCOME: 

Define a scope of 

work with industry to 

solve a pressing 

cybersecurity 

challenge

OUTCOME: 

Assemble teams of 

industry orgs, govt 

agencies, and academic 

institutions to address all 

aspects of the 

cybersecurity challenge

OUTCOME: 

Build a practical, 

usable, repeatable 

implementation 

to address the 

cybersecurity 

challenge

OUTCOME: 

Advocate adoption 

of the example 

implementation 

using the practice 

guide

ASSEMBLE ADVOCATEBUILDDEFINE 
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NCCoE Tenets

Standards-based 
Apply relevant industry standards to each 

security implementation; demonstrate 

example solutions for new standards

Modular
Develop components that can be easily 

substituted with alternates that offer 

equivalent input-output specifications

Repeatable
Provide a detailed practice guide including 

a reference design, list of components, 

configuration files, relevant code, diagrams, 

tutorials, and instructions to enable system 

admins to recreate the example solution 

and achieve the same results

Commercially available
Work with the technology community to 

identify commercially available products 

that can be brought together in example 

solutions to address challenges identified 

by industry

Usable
Design blueprints that end users can 

easily and cost-effectively adopt and 

integrate into their businesses without 

disrupting day-to-day operations

Open and transparent
Use open and transparent processes to 

complete work; seek and incorporate 

public comments on NCCoE publications
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SP 1800 Series: Cybersecurity Practice Guides

Volume A: Executive Summary

• High-level overview of the project, including 

summaries of the challenge, solution, and benefits

Volume B: Approach, Architecture, and 
Security Characteristics

• Deep dive into challenge and solution, including 

approach, architecture, and security mapping to the 

Cybersecurity Framework and other relevant 

standards

Volume C: How-To Guide 

• Detailed instructions on how to implement the 

solution, including components, installation, 

configuration, operation, and maintenance 
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Sector-Based Projects 

Commerce/Retail (SP 1800-17)

Energy (SP 1800-2 & SP 1800-7)

Financial Services (SP 1800-5 & SP 1800-9 
& SP 1800-18)

Healthcare (SP 1800-1 & SP 1800-8)

Hospitality

Manufacturing

Public Safety/First Responder (SP 1800-13)

Transportation
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Cross-Sector Projects 

Attribute Based Access Control (SP 1800-3)

Data Integrity (SP 1800-11)

Derived PIV Credentials (SP 1800-12)

DNS-Based Secured Email (SP 1800-6)

Mitigating IoT-Based DDoS (SP 1800-15)

Mobile Device Security (SP 1800-4 & SP 1800-21)

Secure Inter-Domain Routing (SP 1800-14)

TLS Server Certificate Management (SP 1800-16)

Trusted Geolocation in the Cloud (SP 1800-19)



Overview of NIST’s Cyber Supply Chain 
Risk Management (C-SCRM) Program



From The World Is Flat by Thomas Friedman
Dell Inspiron 600m Notebook: Key Components and Suppliers

15Source: Booz Allen Hamilton and DoD
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C-SCRM Defined

• Risks TO and THROUGH the supply chain

• People, Processes, & Technologies

• Reduce vulnerability, threat, and/or impact

• Overlaps but is not strictly:

• Cybersecurity

• Supply chain management

• Quality management

• Third-party risk management

• Etc.

“Process of identifying, 

assessing, and 

mitigating the risks 

associated with the 

distributed and 

interconnected nature 

of IT/OT product and 

service supply chains.”

- OMB A-130
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NIST’s C-SCRM Program

Guidance

Collaboration
Research
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Existing and Emerging Research, Policy, 

Standards, and Guidance
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‘10 ‘11 ‘12 ‘13

NIST SP 800-161

‘14

CNCI Stood Up

‘15

SSCA 

Forum

(PPP)

Cybersecurity 

Framework

And Roadmap

DoD ICT SCRM 

Key Practices GAO Report

PMOs developed 

in DOJ, DOE and DOC

NIST IR 7622

SAFECode Software Supply Chain Integrity papers

Open Trusted Technology Standard ISO/IEC 20243

Common Criteria Supply Chain Security Assurance

IEC 62443-2-4 – Industrial-process measurement, control and automation 

ISO/IEC 27036 – Information Security in Supplier Relationships

UMD Research

Sec 515/516 for CJS

Industry Best Practices Predictive Analytics

OMB Circular A-130

CNSSD 505 Update

NIST SP 800-171

‘16 ‘17

NIST IR 8179 

Criticality Analysis

CSF v1.1

Interdependency Tool

‘18‘09 ‘19

Industry Best Practices
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Provenance

• One of the more difficult-to-implement controls

• Included first in NIST IR 7622 and then in NIST SP 800-161

• Subsequently in OMB A-130 and other policy documents

• One of the most effective (anecdotally) C-SCRM tools

• Can’t manage what you don’t know

• Automate the knowing

• Current tools tend to be

• Expensive

• Proprietary

• Unknown (by customers)
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Resources

C-SCRM Project
https://csrc.nist.gov/scrm

Software & Supply Chain Assurance Forum
https://csrc.nist.gov/scrm/ssca

Cybersecurity Framework v1.1
https://www.nist.gov/cyberframework

Celia Paulsen

cpaulsen@nist.gov

Jon Boyens

boyens@nist.gov

https://csrc.nist.gov/scrm
https://csrc.nist.gov/scrm/ssca
https://www.nist.gov/cyberframework
mailto:cpaulsen@nist.gov
mailto:boyens@nist.gov


Supply Chain Assurance: Validating the 
Integrity of Servers and Client Devices
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Problem Statement

How do we know a delivered client/server matches 
what we ordered…

… and only what we ordered?

Problems:

• Counterfeit products

• Substituted components

• Malware in system firmware/software

• Accountability/traceability in the supply chain
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Goals, Scope, and Status

• Tracking provenance increasingly recommended in USG and 

industry (NIST SP 800-161, CSF, ISO 27000 series, etc.)

• Tool set to help organizations verify the provenance and 

configuration of the systems (clients and servers) they purchase

• How? Work with industry to:

• Identify useful artifacts 

• Determine how to generate artifacts as part of the manufacturing process

• Understand how to measure and validate the artifacts before and during 

deployment in the operational network
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Scenarios

Scenario 1: Creation of Manufacturing Artifacts

An OEM or value added reseller creates verifiable artifacts that bind platform attributes to a root of trust in the 
PC/server.

Scenario 2: Verification of Components During Acceptance Testing

IT Administrator receives a computing device through non-verifiable channels (e.g., off the shelf at a retailer) 
and wishes to confirm provenance, completeness, and establish authoritative asset inventory as part of an 
asset management program. 

Scenario 3: Verification of Components During Use

IT administrator wishes to verify the platform attributes of deployed systems against the manufacturer’s 
artifacts and inventory as provisioned in the asset and configuration management systems.
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Notional Architecture
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Example: NSA HIRS Project

Open source tool and usage guides available at: https://github.com/nsacyber/HIRS

Reference: NSA Cyber Github

https://github.com/nsacyber/HIRS
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Proposed Project Execution Timeline

Conduct workshop 

to scope the 

project and publish 

the description

DESCRIBE FORM TEAM DESIGN BUILD PLAN

SP-1800

BUILD DOCUMENT OUTREACH

Form the team and 

complete the FRN, 

LOI, and CRADA

Design and 

engineer the 

architecture and

usage scenarios 

taking into 

consideration 

resources

Develop the 

execution plan for 

building the 

demonstration 

based on the 

design

Compose, build the 

demonstration, and 

perform security 

functional tests

Develop the 

practice guide to 

publish as a public 

draft and final 

document

Present at public 

events and interact 

with community of 

interest

Q1 – Q2 2020Q3 2019 Q2 – Q3 2020 Q3 - Q4 2020 Q3 - Q4 2020Q2 2020 Q3 2019 - Q4 2020
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Next Steps

Publish a Project Description and request for comment on NCCoE’s website: 

• Submit comments via online or via email to supplychain-nccoe@nist.gov

• Public comment period of 30 days

Stay tuned for a call for collaborators via a Federal Register Notice (FRN):

• Look out for email from us announcing FRN

• Check status on project webpage:

https://www.nccoe.nist.gov/webform/cyber-supply-chain-risk-management-c-scrm-validating-
integrity-servers-and-client-devices

Supply Chain Assurance: Validating the Integrity of Servers and Client Devices

mailto:supplychain-nccoe@nist.gov
https://www.nccoe.nist.gov/webform/cyber-supply-chain-risk-management-c-scrm-validating-integrity-servers-and-client-devices
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NCCoE Supply Chain Project Team: Contacts / Roles

Nakia Grayson NIST/NCCoE – Project Lead nakia.grayson@nist.gov

Andy Regenscheid NIST – Senior Engineer andrew.regenscheid@nist.gov

Murugiah Souppaya NIST/NCCoE – Senior Engineer murugiah.souppaya@nist.gov

Tyler Diamond NIST – Project Engineer tyler.diamond@nist.gov

Tim Polk NIST/NCCoE – Senior Engineer william.polk@nist.gov

Celia Paulsen NIST – Supply Chain Technical Lead celia.paulsen@nist.gov

Jon Boyens
NIST – Supply Chain Project Lead

jon.boyens@nist.gov

Chris Brown MITRE/NCCoE – Project Lead cjbrown@mitre.org

Teresa Thomas
MITRE/NCCoE – Outreach & 

Engagement
tdthomas@mitre.org

mailto:Nakia.Grayson@NIST.gov
mailto:andrew.regenscheid@nist.gov
mailto:murugiah.souppaya@nist.gov
mailto:tyler.diamond@nist.gov
mailto:william.polk@nist.gov
mailto:celia.paulsen@nist.gov
mailto:Jon.Boyens@nist.gov
mailto:cjbrown@mitre.org
mailto:tdthomas@mitre.org


Trusted Computing Architecture



Break 
until 10:10am



Industry Session
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Industry Panel Q&A
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Wrap Up: We Value Your Feedback

Do you:

• Have additional comments/feedback regarding our project?

• Have an idea that you think the NCCoE should pursue?

• Know of an event where NCCoE should present?

Please engage with us: supplychain-nccoe@nist.gov

301-975-0200http://www.nccoe.nist.gov nccoe@nist.gov

mailto:supplychain-nccoe@nist.gov

