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Our Approach

e Build upon Intel’s internal Supply Chain Expertise

* Scope the end-to-end supply chain(sand to EOL) and complete product lifecycle(ldea
to EOL)

*  Work with OEMs, Suppliers, Standards Groups and influencers to plan and to
promote interoperability and standards for increased transparency

* Make this broadly available across all compute devices

* Deliver Incremental improvements that increase security with transparency of the
compute lifecycle

* We are enabling the eco-system today with multiple OEM/ODMs already TSC enabled




Compute Lifecycle Assurance Vision

Block-chain — Cloud-based distributed ledger

Component Sourcing Device Build

Auto Remote
Provisioning Attestation

Remote Fix

Changes

Changes Changes

“
Provisioning

Distribution Operating, Updating, Fixing End of Life
J L J o

Capture platform
build &
measurements

Supply chain integrity

Establish owner

Platform Seal

Sourcing Trusted
Visibility Build

Tamper Resistance Health check for

Automated Provisioning &
MDM Enrollment

Capture transitions & health Authentic platform returned

Ownership Transitions

Predictive health & security Ownership Transitions

Platform Provisioning
via Ownership Proof

Tamper Trusted Lifecycle Trusted
Resistance Device Setup Management EOL




Intel® Transparent Supply chain

g mp ¢ é dgtforms to customers
ovides't owing tor individual systems:

System-Level * Supported by signed platform certificates
Traceability * Linked to discrete Trusted Platform Module on motherboard

* Supported by “as-built” report from ODM
* Intel ODM partnerships are vital to two-level traceability

Component-Level Traceability

Statement of * Attests to authenticity of system
Conformance * Signed by Intel
Customer * Provides customer access to signed files

Web Portal * Files available for download




Generating the Chain of Trust Based on Trusted
Platform Module

Trusted Endorsement Platform Appliance End
Platform Module Motherboard Key Certificate Certificate Certificate User

Creates appliance Ability to trace

P Permanently .
* Creates Endorsement Key EK) for each i mountsTPMonto | certificate; binds it i  appliance to credible
Trusted Platform Module (TPM) motherboard to the platform hardware root of trust
« Establishes hardware root of trust : « Createsplatform  Ccertificate ;¢ Establishes
: . : : technology provider
certificate and : accountability

binds it to the EK
« Creates transparency

in of Trust Built Up by Multiple Parties in System Lifecycle




Intel® Transparent Supply Chain

Signed Certificates

Signed Certificates
Available for Download, View, and Data Analytics
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Transparent Supply Chain Auto Verify

Intel® Transparent Supply Chain AutoVerify Tool

CERTIFIED

System Information SMBIOS Information  Snapshot : As Built Jan 17 2017 and Apr 20 2017 TPM Register Information

[l stop Monitors M Monitoring  *\ Settings

Changes in the Platform Data between snapshots are |dentified PCRO- 9A 44 €3 47 1B 01 33 BD 65 46 EE 7D 75 03 07 D8 EO DC C1
l 322221 & PCR1- 8908 9A 44 €3 47 1B 01 33 EE 7D 7503 07 D8 EO DC C18D
2016/12/12 Match PCRZ- BZ6E 2389089A 44347 1B0T133BD 65 4TD 5302 75

Match Match PCR3-3A3F780F 11 A4B49969 FCAABOCDGE 3957 (33B22

Match W5130450-234 Match PCR4 - 33806546 IBUT33B0G5 46 EE 70750307 D8 E0 DCC1

Match Match PCRS - 1B01 33 EE E347 1B 01 33 EE 7D 7503 07 D8 EO DCC1 8D

OEM FACTORY Match TPGF20123345 Match PCR6 - EE7D 750307 DB8EODC C1 238908 9A 44 E3 47 1B0147
Match Intel Core 2 Duo T9400M Match PCR7 - 5F 9A F6 A3 13 46 F6 B1 00 BE F6 A3 13 46 F6 B1 00 BE 4D

Match A3F3-235(-8920-2D99-1349-2023 Match PCR 8 -- B1 00 BE 73 76 F6 A3 13 46 65 46 €EE 7D 75 03 07 8D 53 D8
Match DDR4

Match

Match 12161215 Match
Match

Match TEAE

Platform Certificate

Issuer - Intel Corporation, Santa Clara, CA USA
Match r -76EEB4E7DC1527 94 1A A3 2B 5F 59 0B F4 23 9F 5D DC 7F
Match r - 8B9089A 44 €347 1B 01 33 EE7D 75 03 07 D8 E0O DCC1 8D

AsBuiltJan17 2017 Snapshot Apr 20 2017 Drive Information
3.220.21 3.222 21 Match

2016/10/12 2016/12/1 Match 460NCJPVT

Match AV001D
Identified changes are displayed
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POC - TSC on Blockchain — Supply Chain Flows

Trusted Supply Chain Flow
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1SC on Blockchain - POC
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