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TLS 1.3 and Ephemeral DH
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TLS 1.3 and Managed DH

Compatible with all TLS 1.3 clients

Diffie-Hellman Handshake

Fast session re-establishment

Encrypted certificate information

Immune to masquerading 

Per-session forward secrecy

TLS 1.3 Managed DHFeatures

Forward secrecy through key rotation



FAQ

• Does this work with standard TLS implementations?
• Works with all TLS 1.3 clients
• Requires TLS server stack that supports TLS 1.3 with an externally provided Private DH key 

• What is the exposure from key retention?
• Devices performing real-time decryption only need current key and next key
• Keys for post-capture decryption can be securely stored centrally

• Isn’t searching for the correct key slow?
• No: the Client Hello Random can be used an index into a hash table

• What is the correct key rotation period?
• That is for the data center operator to decide

• When is true Forward Secrecy achieved?
• When all copies of the private DH key are deleted
• However, key rotation is far more robust than static keys with lifetimes of months or years



Status

• Managed Diffie-Hellman
• Requires TLS 1.3 server stack with support for externally provided Diffie-Hellman keys
• OpenSSL fork available on ETSI git repository with required functionality

• Proof of Concepts using ETSI implementation include
• Use of ETSI TLS stack to provide web pages over TLS 1.3 to a commercially available browser
• Secure key distribution of rotating Diffie-Hellman private keys to web server using 

Venafi Trust Protection Platform
• Post Capture decryption of web pages using rotating Diffie-Hellman private keys in 

NETSCOUT nGeniusONE Service Assurance Platform



Packet decode in nGeniusONE



Decryption in nGeniusONE
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