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Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it
intended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

This is a draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions,
and success stories will improve subsequent versions of this guide.

You can view the project description, the web version, or the feedback portal from the Manufacturing
Response and Recovery project page.

Comments on this publication may be submitted to: manufacturing nccoe@nist.gov

Public comment period: May 21, 2026 — July 8, 2026
All comments are subject to release under the Freedom of Information Act.
NIST is particularly interested in your feedback on the following questions:

1. How well do the practices in this guide relate to existing practices leveraged by your
organization? Are there significant gaps between the sets of practices that this guide should
address?

2. How do you expect this guide to influence your future practices and processes?

3. How do you envision using this guide? What changes would you like to see to increase/improve
that use?

4. What suggestions do you have on changing the format of the provided information?

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication (SP) 1800 series, which maps capabilities to the NIST Cybersecurity
Framework and details the steps needed for another entity to re-create the example solution. The
NCCoE was established in 2012 by NIST in partnership with the State of Maryland and Montgomery
County, Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align with relevant standards
and best practices and provide users with the materials lists, configuration files, and other information
they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Industrial Control Systems (ICS) that operate manufacturing environments play a critical role in the
supply chain. Manufacturing organizations rely on control systems to monitor and control physical
processes that produce goods for public consumption. These same systems are facing an increasing
number of cyber incidents, posing a real threat to safety and production, and impacting the economic
performance of manufacturing organizations. Though defense-in-depth security architecture helps
mitigate cyber risks, it cannot eliminate all cyber risks; therefore, manufacturing organizations should
also have a plan to recover and restore operations should a cyber incident impact operations. This

practice guide showcases various cyber attack scenarios developed with industry collaborators to
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produce a methodology that enables the adoption and implementation of response and recovery

measures in manufacturing environments to strengthen operational resilience.
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operational technology; recovery; response; restoration.
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DOCUMENT CONVENTIONS

The terms “shall” and “shall not” indicate requirements to be followed strictly to conform to the publica-
tion and from which no deviation is permitted. The terms “should” and “should not” indicate that
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among several possibilities, one is recommended as particularly suitable without mentioning or exclud-
ing others, or that a certain course of action is preferred but not necessarily required, or that (in the
negative form) a certain possibility or course of action is discouraged but not prohibited. The terms
“may” and “need not” indicate a course of action permissible within the limits of the publication. The
terms “can” and “cannot” indicate a possibility and capability, whether material, physical, or causal.

This public review includes a call for information on essential patent claims (claims whose use would be
required for compliance with the guidance or requirements in this Information Technology Laboratory
(ITL) draft publication). Such guidance and/or requirements may be directly stated in this ITL Publication
or by reference to another publication. This call also includes disclosure, where known, of the existence
of pending U.S. or foreign patent applications relating to this ITL draft publication and of any relevant
unexpired U.S. or foreign patents.

ITL may require from the patent holder, or a party authorized to make assurances on its behalf, in
written or electronic form, either:

a) assurance in the form of a general disclaimer to the effect that such party does not hold and does not
currently intend holding any essential patent claim(s); or

b) assurance that a license to such essential patent claim(s) will be made available to applicants desiring
to utilize the license for the purpose of complying with the guidance or requirements in this ITL draft
publication either:

1. under reasonable terms and conditions that are demonstrably free of any unfair discrimination;
or

2. without compensation and under reasonable terms and conditions that are demonstrably free
of any unfair discrimination.

Such assurance shall indicate that the patent holder (or third party authorized to make assurances on its
behalf) will include in any documents transferring ownership of patents subject to the assurance,
provisions sufficient to ensure that the commitments in the assurance are binding on the transferee,
and that the transferee will similarly include appropriate provisions in the event of future transfers with
the goal of binding each successor-in-interest.

The assurance shall also indicate that it is intended to be binding on successors-in-interest regardless of
whether such provisions are included in the relevant transfer documents.

Such statements should be addressed to: manufacturing nccoe@nist.gov
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Manufacturing systems play a critical role in the supply chain and are essential to the nation’s economic
security. Manufacturing organizations rely on Industrial Control Systems (ICS) to monitor and control
physical processes to improve business agility and operational efficiencies. These same systems are
facing an increasing number of cyber incidents from destructive malware, malicious insider activity,
hardware failures, or unintended human error. Potential outages can be significant in scope and
downtime, and may result in a loss of production, affecting safety controls for personnel, or the loss of
millions of dollars to the organization. While defense-in-depth security architecture can help mitigate
these risks, it cannot guarantee the elimination of cyber incidents. Therefore, manufacturing
organizations should have a plan in place to maintain a resilient infrastructure in the event of cyber
incidents that impact operations. To help with these challenges, this practice guide was developed using
the NIST Cybersecurity Framework (CSF) 2.0 [1] as the basis for a response and recovery effort. The CSF
defines standardized outcomes upon which organizations can base response and recovery objectives.

For organizations without established cybersecurity controls, establishing and implementing response
and recovery procedures can be a daunting task. In addition, guidelines and frameworks alone can be
difficult to follow without practical applications. In response, the National Institute of Standards and
Technology (NIST) National Cybersecurity Center of Excellence (NCCoE) worked with stakeholders and
industry collaborators specializing in response and recovery to demonstrate the practical application of
cybersecurity technologies in a discrete-based manufacturing system that emulates a typical
manufacturing environment. The effort resulted in this Practice Guide, providing three functional
scenarios that demonstrate implementation of response and recovery procedures using commercially
available technologies. The aim is to illustrate effective execution of response and recovery
fundamentals, as well as highlight the benefits that result from the deployment of technologies that
improve operational resilience.

Key takeaways from the development of this Practice Guide are as follows:

e Planning and preparation are critical in responding to and recovering from cyber incidents, since
risks still exist despite efforts to implement defense-in-depth protections against known threats.

e Logging and visibility across assets and the supporting ecosystem improve investigation,
diagnostics, and protection, and shorten the time between detection and containment.

e Robust monitoring goes beyond simple event logging and should include behavioral analysis and
ongoing coordination between the OT engineering and the Security Operations Center (SOC)
team.

e Human factors, such as employee training on the stages of response and recovery,
communicating between IT and ICS administrators, and working with OT product vendors, will
allow for effective plan implementation in addition to technical solutions.

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 1
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This publication provides practical information to organizations with ICS environments seeking to apply
CSF objectives related to response and recovery, utilizing a range of improved capabilities (such as
detection, analysis, and network architecture improvements) with the goal of establishing operational
resiliency. The NCCoE-led consortium of project collaborators developed reference architectures,
identified scenarios (system compromise, data exfiltration, and unauthorized command messaging), and
investigated approaches and capabilities in conducting effective response and recovery. In conjunction
with the CSF, this practice guide also draws upon the publication NISTIR 8428, Digital Forensics and
Incident Response (DFIR) Framework for Operational Technology (OT) [2], which was also developed to
assist organizations by providing response and recovery workflows. In addition, this guide references
response steps from NIST SP 800-61r3, Incident Response Recommendations and Considerations for
Cybersecurity Risk Management: A CSF 2.0 Community Profile [3] to support the core objectives of the
CSF.

While the project consortium decided to utilize workflows from the DFIR, with additional reference to
800-61r3, we note that organizations using this publication should establish their own workflow and
planning practices specifically tailored for their own environments. Also note that the reference
architectures were intentionally designed with a modular "building block" approach, based on distinct
capabilities, which will allow organizations to deploy the design in whole or in part over time within their
own ICS environments based on operational needs, limitations, or risk priorities. For example, Scenario C
demonstrates handling and response (in this case, network isolation) using Siemens components; while
your manufacturing environment may use different equipment, it can still benefit from taking a similar
approach and workflow in implementing network isolation.

1.1 Scope

This project covers the activities in conducting response and recovery of an ICS environment following
the detection of a cyber incident and provides guidance on how manufacturers can increase operational
resiliency by integrating supporting technologies and capabilities (such as detection) into their
architectures. The guidance provided is illustrated with step-by-step examples showing the workflows
and tasks needed to satisfactorily resolve cyber events.

The document focuses on the Respond (RS) and Recover (RC) core functions of the CSF. NISTIR 8428 and
NIST SP 800-61r3 are used as supporting documents for the cyber incident scenarios. These stages
included areas such as:

e Detection, reporting, and analysis of events
e Collection and review of logs and monitoring information
e Handling, response, eradication, and recovery from incidents

Designed with collaborators, the above-mentioned activities are supported by capabilities that are
exercised in the demonstration scenarios in this guide, including but not limited to:

e Establishing case documentation for incidents

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 1
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e Monitoring and analysis of network traffic, trends, and configuration changes
e  Utilizing security information and event management
e Performing access management

e Enabling recovery from known good backups and configurations through the use of immutable
storage

e Maintaining resilient infrastructure through cloud, data historians, and networking architecture

For this project, note that ICS refers to control systems such as PLCs that combine control components
(e.g., robot arm, sensors) to achieve the goals of a manufacturing organization. Also note that this
document does not focus on traditional business IT environments. Given the real-time and deterministic
nature of ICS systems, there are specific considerations for addressing cyber threats beyond what is
normally addressed in IT environments. Also, although OT and IT environments are becoming
increasingly interconnected, there may be differences between them with regard to response and
recovery methodologies.

This practice guide focuses on:
e Reducing downtime for operations
e Leveraging tools for faster response and recovery
e Enabling logging capabilities with a sample of ICS tools
e Conducting data aggregation and forensic analysis techniques

e Exploring different containment options within an ICS environment

1.2 Audience

The information in this guide is intended for those responsible for ICS systems within their organizations.
It will also assist program management, individuals tasked with making business decisions, security
officers, and those engaging in general cybersecurity of the ICS environment. This includes but is not
limited to:

e Asset owners and stakeholders

e Technology providers and integrators of ICS systems
e  (Critical Infrastructure operators

e Public and private utility providers

e State and Local government regulators

1.3 How to Use This Guide

This document is organized as follows:
e Section 1 (this section) provides an overview of the project, its scope, and intended audience.

e Section 2 outlines the approach of the project by providing the reference architectures, control
mappings, and associated vendor products, and assumptions made in the scenarios.

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 2
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e Section 3 provides the detailed stages of each scenario, showing how the stages of response and
recovery were conducted.

e Section 4 highlights lessons learned and summarizes the general findings from the scenarios.
e Appendix A is a list of acronyms
e Appendix B includes the references

e Appendix C outlines the step-by-step instructions used to implement each stage of the scenarios
(Note: Appendix C will be made available as a separate online resource).

Depending on your role in your organization, you might use this guide in different ways:

e Business decision-makers, including chief information security and technology officers, can use
the Executive Summary, Introduction, and Project Overview to understand the motivation for
this guide, the cybersecurity challenge being addressed, an approach to solving this challenge,
and how the solution could benefit their organization.

e Program Managers for technology, security, and privacy who are concerned with identifying
technologies to enhance cyber incident response and recovery can use the Project Overview and
General Findings. Those sections describe what is built, why, and key takeaways.

e ICS cybersecurity and IT professionals who want to prepare for incident response and recovery
in @ manufacturing environment can make use of Functional Demonstrations and Build
Implementation Instructions. These sections present how response and recovery capabilities can
be used in response to cyber attacks. Regular testing of response and recovery plans is advised
for any manufacturing organization. This practice guide can also be used in the design of
tabletop exercises.

In addition, the NCCoE OT project team will also provide further guidance to supplement this practice
guide, to be provided at https://www.nccoe.nist.gov/manufacturing. The resources will include an OT
Security Series and White Papers covering various related topics.

The Manufacturing project at the National Institute of Standards and Technology (NIST) is a
collaborative, standards-driven initiative implemented by the National Cybersecurity Center of
Excellence (NCCoE) to demonstrate how to operationalize the Cybersecurity Framework core functions
(e.g., Detect, Respond, Recover) to help manufacturing organizations quickly, safely, and effectively
recover from a cyber incident. Eleven collaborators have engaged with the NCCoE throughout project
development to provide technology solutions, integrate those solutions into the NCCoE lab
infrastructure, and design scenarios that highlight how processes and tools can be leveraged to improve
response and recovery efforts in a manufacturing environment. This document provides a detailed
description of how the collaborator products meet the capabilities outlined in the scope to enhance
response and recovery in operational environments.

2.1 Project Approach & Assumptions

Working with the CRADA partners, the NCCoE team approached this project by developing three cyber
incident scenarios focusing on real-world use cases. These scenarios were developed to demonstrate
the implementation of response and recovery procedures using commercially available technologies. All

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 3
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three scenarios simulate a malicious incident, one involving an unknowing participant with a USB device
and the others involving active threats in the ICS environment. Each scenario simulates various cyber
threats that can shut down operations. Each scenario will use cybersecurity capabilities (e.g., case
management, analysis, containment, eradication, recovery, and resilient architecture) to apply the core
functions from the CSF. The aim is to illustrate effective execution of detection, response, and recovery,
as well as highlight the benefits that result from the deployment of technologies that improve
operational resilience.

The practice guide assumes that an Incident Response Plan (IRP) has been developed by the
organization, that the IRP includes a workflow similar to NISTIR 8428 [2], and the Incident Response
Team (IRT) follows their IRP throughout the response and recovery effort. As each scenario is executed
in the NCCoE lab, the IRT’s progression through response and recovery is captured in this guide. Section
3 follows the process of responding and recovering through the scenarios, while Appendix C details the
technical implementation of response and recovery tools used to accelerate response and recovery
time.

2.2 Response and Recovery Challenges

ICS systems and networks are facing an increasing number of cyber incidents, which present a significant
threat to safety, production, and financial stability. Organizations that rely on these systems are
required to constantly develop mature cybersecurity capabilities to meet these challenges. However,
to the extent that cybersecurity demands are prioritized, a manufacturer may struggle to keep up with
the pace of changes and requirements needed to maintain a secure posture.

Establishing effective response activities in OT environments requires capabilities such as rapid
identification of threats and incidents, coordination across subsystems and differing vendor equipment,
and visibility into networks and operational components. However, many ICS systems have
correspondingly limited logging and telemetry into legacy assets, constraints on managing third-party
vendor subsystems, the use of a wide range of hardware and associated network protocols, and
inconsistent approaches to coordinating information across business units and operations. Unless
addressed, these conditions create a challenging environment to accomplish response objectives.

Similarly, a mature recovery program involves robust backup (software) and spares (hardware)
strategies, ongoing employee training and awareness, established methods such as playbooks for types
of incidents, and trusted / known-good configurations and files. Despite this, many manufacturing
organizations may not prioritize these practices in their environments, possibly due to tight production
schedules, downtime management, supply chain issues with a wide variety of ICS components,
dependencies on specialized vendor equipment, and gaps in training and awareness. With these
conditions, recovery practices may remain ineffective and lead to longer outages.

In addition, ICS systems are also becoming more integrated with IT in their supporting ecosystem,
creating new sets of challenges. Historically, ICS and their networks were isolated from business systems
and IT networks. Isolation allowed for a limited attack surface; therefore, systems were designed for
enhanced reliability with limited consideration for cyber incidents. As IT and ICS networks become more
integrated, this increases the likelihood of an attack, and cybersecurity controls implemented in ICS
environments have not kept pace with modern threats. The cyber risk mitigations used in IT networks
(e.g., intrusion prevention systems (IPS)) are often not suitable for ICS networks because of the real-time

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 4
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and deterministic nature of ICS (e.g., an IPS accidentally stopping safety control functions). Due to IT and
OT convergence, the need for plans to respond and recover from a potential cyber attack is more
apparent, as the challenges lead to an increasing likelihood of a cyber incident.

2.3 Project Collaborators

The NIST project team would like to acknowledge the CRADA consortium that helped us realize the
Manufacturing Response & Recovery project. A Federal Register Notice invited technology providers to
join this project by providing their products and/or expertise to develop example solutions. Eleven
collaborators have engaged with the NCCoE throughout project development to provide technology
solutions, integrate those solutions into the NCCoE lab infrastructure, and design scenarios that
highlight how processes and tools can be leveraged to improve response and recovery efforts in a
manufacturing environment. The following table is a high-level overview of our CRADA partners, their
products, and their functions in the build architecture:

Table 1: List of collaborators, their products, and their functions within the build architecture

Collaborator Product Function

AWS (Amazon Web | AWS Infrastructure as a . . .
Cloud infrastructure for redundant data historian

Services) Service (laaS)

1) Splunk 9.2.2 Splunk for the Security Information and Event
Cisco 2) Industrial Security Management (SIEM) system

Appliance (ISA) 3000 ISA 3000 for the networking infrastructure

1) Dragos Platform:

SiteStore Version 2.5.4 Asset inventory, baseline deviation detection, and
Dragos 2) Dragos Sensor Version | case management
12.18.15

3) KP Plus 10.0.2-9.63.0

High Density SPAN/TAP

Enables SPAN network traffic to Dragos and
Garland Technology | Aggregator W et 8

Tenabl

INTLG10CSASP enabie
| .
nductlve' Ignition V8.1.36 Data historian
Automation
Google Cloud Ensure the standards-based solutions for
(including Engineering Services responding to and recovering from a cyber attack
Mandiant) align with their practical experience
GreenTec-USA, LLC | ForceField 1.9 Immutable storage solution for backups

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 5
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Collaborator

Product

1) FactoryTalk®
AssetCentre Change
Management

2) FactoryTalk®

Function

Rockwell
) AssetCentre Inventory Management of ICS backups and disaster recovery
Automation
Agent
3) FactoryTalk®
AssetCentre Disaster
Recovery
SIBERprotect for syslog ingestion; displays
1) SIBERprotect information to security HMI
Siemens 2) SCALANCE
3) TIA Portal SCALANCE for isolating ICS environment, securing

communications

TDi Technologies

ConsoleWorks 5.6

Remote access and records desktop sessions

Tenable

Tenable OT Security
Version 3.17.40

Configuration management and baseline deviation
detection

2.4 Build Architecture & Collaborator

Figure 2-1 shows the high-level build architecture located in NCCoE’s Manufacturing Lab in Rockville,
MD. Collaborator tools were integrated with this base unit to demonstrate response and recovery

capabilities.

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack
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Authorized

Remote

Workstation
Network External to Corporate

Carporate Network

External to Manufacturing Lab

Manufacturing Lab Network

Supervisory
Engineering
Workstation

Operation/Supervisory | J_
Control ‘; I
G E Supervisory
| o e | HMI
Surveillance Supervisory PLC
Camera
Conveyor
Engineering Workstation
Local Contro =——am—

— | Conveyor = T
Il T2

Conveyor PLC .
v % < Rabot Pendant
. | Robot Gontroller
Physical Processes I - ﬁ

Doysem Raobotic System
625 Figure 2-1: Discrete manufacturing without security tools

626  The demonstration unit consists of a conveyor system for sorting and transporting unfinished objects, a
627 robotic system for assembling blocks, and a storage unit for storing finished products. These systems are
628  controlled and operated by a controller, PLCs, and HMlIs. A supervisory system enables communication
629  between the two main systems. Laptops and virtual machines are used, along with engineering software
630 and networking equipment, to interface with the discrete manufacturing system.

631 2.4.1 Product Control Mappings

632  Table 1-1 lists the capabilities demonstrated in this project, the mapping of the capabilities to the NIST
633 Cybersecurity Framework 2.0 [1], and the specific vendor’s products that relate to those capabilities and
634  mappings. The product implementation details will later be mapped to NIST SP 800-61r3 and NISTIR
635 8428 in the Demonstration Use Cases section.

636 Table 2: Products used, their capabilities, and the associated CSF 2.0 mappings

NIST Cybersecurity

Project Capability Framework Vendor Product(s)
Subcategories Mapping

Dragos Platform:
SiteStore Version 2.5.4
Case Management RS.MA Dragos Dragos Sensor Version
12.18.15

KP Plus 10.0.2-9.63.0

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 7
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NIST Cybersecurity
Framework Vendor
Subcategories Mapping

Product(s)

Project Capability

Dragos Platform:
SiteStore Version 2.5.4
Dragos Dragos Sensor Version
12.18.15
KP Plus 10.0.2-9.63.0
Google Cloud (including Engineering Services
Mandiant)
RS.AN Inductive Automation Ignition V8.1.36
Analvsi PR.PS-01 .
nalysis
y PR.PS-04 FactoryTalk® AssetCentre
. Change Management
DE.CM-01 Rockwell Automation
FactoryTalk® AssetCentre
Inventory Agent
Cisco Splunk 9.2.2
TDi Technologies ConsoleWorks 5.6
Tenable OT Security
Tenable .
Version 3.17.40
) Industrial Security Appliance
Cisco (ISA) 3000
Containment RS.MI-01
Siemens SIBERprotect
Eradication RS.MI-02 TDi Technologies ConsoleWorks 5.6
ForceField 1.9
PR.DS-11 GreenTec USA
Recovery
FactoryTalk® AssetCentre
RC.RP-03 Rockwell Automation Disaster Recover
RC.RP-05 y
Amazon Web Services AWS Infrastructure as a
.IR- Service (laaS
PR.IR-03 (AWS) (laas)
Resilient Infrastruct
esflient Infrastructure High Density SPAN/TAP
DE.CM-01 Garland Technology Aggregator INT1G10CSASP
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637 2.4.2 Build Components

638
639
640

641 defined in Section 3.

642

-9
Services Cloud Infrastructure as a
Selvlce

Network External to Corporate

Corporate Network

Siemens

External to Manufacturing Lab

e _._\_._ .

Manufacturing Lab Network

Inductive Cloud Data Historian
Automation Ignmon DB, Cloud Historian

Digital 10

SIBERPmteEt
CISGO
SIEM Siemens Siemens
Cisco Splunk Secur\ty HMI Security PLC

Security Zone

Dragos SiteStore

Case
Network Sensor Dragos Management
Dragos Sensor Server

rd
OT Firewall

The following set of figures illustrates a high-level diagram of how the collaborators were integrated into
the ICS environment to enhance response and recovery for manufacturing. The three scenarios were
designed to include as many collaborators as feasible based on the narrative and execution details

Note: Figures 2-3 to 2-8 are zoomed-in portions of the entire diagram for visual clarity.
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Remote
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~, Config Mgt.
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Tenable OT
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Rockwell Automation

J UL Security FactoryTalk AssetCentre
Agdregated Manufacturin
Garland Taflie File Storage Local Historian " o g
Server Gateway Local Historian Applications
Gi T Inductive Database
\ SPAN Traffic reentec Amomat,on Inducﬁve
Automation
Supervisory
Engineering SPAN L2ns Inductive
Workstation Aggregator UE=F Firewall SlrsliE Automation
Garland Siemens
Operation/ SCALANCE
Supervisory Control \
; Google Cloud
La Cyber Incident Mandiant)
Surveillance Hlstonan Supelvlsoly Supervisory z‘f‘g'po"iis”pm
Camera Gateway PLC HMI . [ 1
W cdge Ignition GW -
Inductive N
Automation Conveyor R_obom_:
Engineering Engineering
‘ Workstation Workstation
—_—
Local Control  SE3EE0
Conveyor PLC Conveyor E
* Robot Controller  Robot Pendant
Physical Processes i
4 Conveyor System Robotic System

643

644

Figure 2-2: Build architecture with security tools

Note: Red borders and arrows in the figures indicate collaborator-provided solutions.
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645 Figure 2-3: Zoomed in top right portion of the build architecture
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646 Figure 2-4: Zoomed in top left portion of the build architecture
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647 Figure 2-5: Zoomed in middle right portion of the build architecture
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648 Figure 2-6: Zoomed in middle left portion of the build architecture

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack

11



INITIAL PUBLIC DRAFT

Google Cloud
) (including
Cyber Incident Mandiant)
Response Support
Google Cloud '
(Mandiant) -

Robotic
Engineering
Workstation

% Robot Controller Robot Pendant
Robotic System
649 Figure 2-7: Zoomed in bottom right portion of the build architecture
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650 Figure 2-8: Zoomed in bottom left portion of the build architecture

651 2.4.3 Build Details

652  This section details the features and configurations of the collaborator tools that were selected for
653  demonstration in this project.
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2.4.3.1 Garland Technology
High-Density SPAN/TAP Aggregator INTLG10CSASP

The build architecture includes two detection platforms for the purpose of case management and
configuration management. To deliver mirrored network traffic from all switches to two different
platforms, an aggregator was needed. Garland provided their SPAN Aggregator to ingest SPAN traffic
from multiple switches and output two connections: one to Dragos and one to Tenable. The Garland
product was an enabling infrastructure component supporting detection technologies.

The High-Density SPAN Aggregator with (8) Copper Inputs is integrated into the ICS network, collecting
mirrored network traffic from the following networks:

e Local control for conveyor and robotic systems
e Operation/Supervisory control

e Manufacturing applications

e Security zone

e Industrial DMZ

Aggregated signals are copied to two security solutions:

e Dragos Platform Sensor
e Tenable OT Security Server

2.4.3.2 Dragos

Dragos Platform:
SiteStore Version 2.5.4
Dragos Sensor Version 12.18.15
KP Plus 10.0.2-9.63.0

A Dragos sensor and SiteStore support cyber incident case management for enabling cross-functional
collaboration and reporting. The sensor is installed in the Security Zone and receives mirrored network
traffic from the Garland Aggregator and passes information to the Dragos SiteStore. Collectively, these
tools passively monitor network traffic, create a list of assets, and analyze the traffic for threats. Once
the Dragos platform identifies an asset, incident cases can be created and tracked against it.

2.4.3.3 Tenable

Tenable OT Security Version 3.17.40

Tenable OT Security provides the ability to detect and alert on changes to network traffic. The Tenable
OT server ingests network traffic from the Garland Aggregator, creates an asset inventory, monitors
network traffic, and alerts on various networking anomalies. This tool was configured to send an alert to
the Siemens SIBERprotect solution via syslog once Tenable detected an adversarial connection to a PLC.

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 13
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2.4.3.4 Amazon Web Services

AWS Infrastructure as a Service

AWS's cloud infrastructure enables off-premise redundancy of the Inductive Automation Ignition data
historian. Data historians are large databases and user interfaces that allow someone to view historical
trends for maintenance, operational improvements, and investigations. Redundancy is desirable for
many critical systems in an operational environment, including the data historian. In this architecture,
the Ignition data historian software is configured on the AWS infrastructure to serve as a backup for the
on-premise data historian.

2.4.3.5 [Inductive Automation

Ignition V8.1.36

The Ignition Tag Historian Module is used to receive, store, and display historical tag data from the robot
controller, conveyor PLC, and supervisory PLC. A redundant data historian architecture is implemented
using an Edge server installed in the Operation/Supervisory Control network to collect real-time ICS
data. This data is sent to a Local Gateway and a Cloud Gateway. Redundant databases are also used to
store historical tag data.

A dashboard showing the operational and historical tag information is created and displayed using a
web browser. During normal operation, users access the dashboard through the Local Gateway. If the
Local Gateway is not available, the dashboard on the Cloud Gateway is used to avoid disruption.

2.4.3.6 Siemens

TIA Portal

§7-1500 CPU and CP Module

SCALANCE 2C

Siemens SIBERprotect technology is used to enable isolation of the Conveyor, Robot, and Supervisory
systems from the Manufacturing Applications and Security Zones. Syslog alerts are configured within the
Dragos and Tenable platforms based on high-risk detections and are forwarded to the Siemens Security
PLC for visualization on the Security HMI. When the Security HMI displays an alert, operators can choose
to either acknowledge the notification or initiate network isolation by selecting the appropriate action
button. If network isolation is selected, the Siemens Security PLC sends a digital signal to the SCALANCE,
which responds by segmenting the protected network from external connections, effectively acting as a
firewall.

2.4.3.7 Rockwell Automation

FactoryTalk® AssetCentre Change Management

FactoryTalk® AssetCentre Disaster Recovery

FactoryTalk® AssetCentre Inventory Agent

FactoryTalk® AssetCentre manages asset backup and recovery for this project. It collects and manages
configuration files, program backups, and other relevant data related to automation equipment. It
creates logs of changes to the equipment, which are used for forensics, and can be configured to alert in
a SIEM. These backup files are used to support the restoration of assets after an incident.
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2.4.3.8 Cisco
ISA3000

Splunk 9.2.2

Cisco contributed two technologies for this project for network segmentation and cyber incident
response. The Cisco ISA 3000, a ruggedized industrial security appliance, is deployed in the NCCoE
Manufacturing Lab to segment the industrial network from the DMZ. It is used to isolate the corporate
network from the industrial network during cyber incidents to protect either network from the other.

Splunk is used as the SIEM for this project. Syslog data is configured on each of the workstations,
detection platforms, and configuration software to be sent to Cisco Splunk for data aggregation and
display, enabling Security Operation Center (SOC) personnel to respond to cyber incidents.

2.4.3.9 Greenlec

ForceField 1.9

GreenTec ForceField is a suite of zero-trust storage technologies for data protection and integrity by
preventing unauthorized deletion, modification, or sabotage of data. Backup files for this project are
stored in the ForceField immutable storage device. This storage solution ensures the integrity of backup
files.

2.4.3.10 TDi Technologies

ConsoleWorks 5.6

TDi ConsoleWorks is a remote access solution that is configured to capture the actions of users remotely
accessing the industrial environment. Video recordings are viewed after an incident occurs to track who
logged in when and what actions they took while on the network.

2.4.3.11 Google Cloud (including Mandiant)

Incident Response Expertise

With recognized experience in dynamic cyber defense, threat intelligence, and incident response
services, Mandiant participates in the NCCoE team to ensure the standards-based solutions for
responding to and recovering from a cyber-attack align with their practical experience.

2.5 Assumptions

A comprehensive security architecture should be designed to detect cyber incidents prior to impact,
including detection of initial access, discovery, and lateral movement. However, a thorough defense
should also be prepared to restore and recover if an adversary goes undetected and operations are
impacted. This guide focuses on the hopefully rare event of an adversary causing an impact. This section
organizes the project assumptions into three key areas:

= Attack Assumptions — defines the nature of the attacks demonstrated in this project.

= Preparation Assumptions — describes prerequisite planning, organizational readiness, and
framework alignment expected prior to incident response.

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 15
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= General Project Assumptions — describes the laboratory environment’s representativeness and
assumed existing cybersecurity functions.

2.5.1 Attack Assumptions

The scenarios demonstrate simulated attacks. No product vulnerabilities were exploited during the
execution of this project. The attack is discovered after an impact has occurred or immediately prior to
the impact occurring. Assume that the simulated adversary has gained initial access, performed
discovery, and moved laterally as needed to set up each scenario.

2.5.2 Preparation Assumptions

An incident response plan has been developed for the manufacturing organization, and that incident
response plan includes a workflow similar to the one found in NISTIR 8428, Digital Forensics and Incident
Response (DFIR) Framework for Operational Technology (OT) [2]. This incident response plan was
developed by a team including individuals with operational expertise who know the functionality of the
manufacturing factory; engineers and maintenance personnel who know the systems and networks that
operate the factory; and IT personnel who know the enterprise information systems and networks. The
impact analysis was done prior to a cyber incident, and the response was pre-approved by the system
owner. NIST SP 800-61r3, Incident Response Recommendations and Considerations for Cybersecurity Risk
Management: A CSF 2.0 Community Profile can help with developing a program to prepare for incident
response [3].

Changes to the network and devices may occur as part of incident response. The process for emergency
changes should be documented during planning, prior to incident response execution. During incident
response, change management procedures are enacted, but they are not demonstrated in this
publication.

A recovery plan was developed in alignment with the NIST CSF 2.0 and NIST SP 800-184, Guide for
Cybersecurity Event Recovery [4]. This recovery plan is being referenced throughout incident response
and recovery.

2.5.3 General Project Assumptions

The laboratory infrastructure used for this project has a relatively small number of robotic and
manufacturing process nodes, which are representative of a larger manufacturing facility. The
effectiveness of the example solutions is independent of the scale of the manufacturing environment.

This practice guide does not cover every CSF core function. In particular, the project assumes that
organizations will already have an established cybersecurity program and have addressed the Govern,
Identify, Detect, and Protect core functions of the CSF. While this guide does include the Detect
function, the focus will be on the Respond and Recover functions.
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3.1 Demonstration Methodology

Since effective incident response relies on procedures, communication, and analysis in addition to
technical tooling, each demonstration outlines and includes the discussions, plans, procedures, and tools
employed during an incident response following the workflow provided in NISTIR 8428. Execution details
for each scenario are included in this section. Some execution details reference tools, plans, and
procedures which may be found in other sections and documents. Each scenario is broken into two
subsections: Response Execution and Recovery Execution.

The workflow found in NISTIR 8428 has been adapted for each scenario executed in this practice guide,
illustrating the path taken during scenario execution. Since each scenario follows a narrative, not every
item in the workflow will be used for all demonstrations. Therefore, items in the workflow that are
grayed out were not explicitly performed during scenario execution. Colored boxes represent steps that
were taken during response and recovery, accompanied by an associated narrative or screenshots.

Mappings to standards are included in parentheses at the end of the relevant steps. Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST Special Publication
800-61r3, is referenced as 800-61. Digital Forensics and Incident Response (DFIR) Framework for
Operational Technology (OT) is referenced as 8428.

3.2 Demonstration Use Cases

3.2.1 Scenario A: Compromise Human Machine Interface (HMI) or Operator
Console

Note: Scenario A in this practice guide was developed from Scenario 3 of the project description.

3.2.1.1 Narrative

Background:

In a hypothetical factory, USB drives are used to transfer files to engineering workstations for HMI code
updates.

Simulated Attack:

A malicious individual created malicious code and brought an infected USB into the factory. An
authorized operator, unaware of the infection, transferred these compromised files to the engineering
workstation, resulting in an HMI code update that subsequently infects the supervisory HMI and causes
a loss of view event.

MITRE ATT&CK® References:

Loss of View, Technique T0829 - ICS | MITRE ATT&CK®
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3.2.1.2 Capabilities & Tools Demonstrated
= Incident Response Plan (8428 - Workflow)

= Logging Configuration (Rockwell Automation — FactoryTalk® AssetCentre; Windows Event
Viewer)

=  SIEM Configuration and Utilization (Cisco — Splunk)

= Network Isolation (Cisco — ISA)

= Disaster Recovery and Change Management (Rockwell Automation — FactoryTalk® AssetCentre)
=  Backup Storage (GreenTec)

= Case Management (Dragos)

= Data Historian (Inductive Automation - Ignition)

3.2.1.3 Targeted Devices
= Supervisory Engineering Workstation (Virtual Machine)
= Supervisory HMI (Physical Machine)
= MFG-Laptopl Engineering Workstation (Physical Machine)

3.2.1.4 Keywords
= USB

3.2.1.5 Routine Preparation Steps

To enable detection, response, and recovery, the factory routinely configures and monitors logging
capabilities. Key preparation steps that enabled response and recovery for Scenario A are found in
Scenario A: Technical Details - Preparation.

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 18
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3.2.2 Scenario A: Response Execution
3.2.2.1 Initial Identification and Reporting

FCR
Alert / Malfunction
Detection

socC

Alert / Anomaly Detection

h 4 A 4
socC FMT
Basic Cyber Analysis Basic Field Analysis

SOC + FMT
Back to Routine

S6€+ FMT
Solved?

SOC or FCR
Open a Ticket for
Technical Support

l

Figure 3-1: 8428 identification, Scenario A

Alert/Malfunction Detection: The operator observes an adversarial message on the Supervisory HMI
screen while making operator rounds. (8428: B.2 FCR)

Basic Field Analysis: The adversarial message indicates a cyber problem.

Operational State: The manufacturing line can still operate automatically while the HMI screen displays
malicious code. The operator can no longer start or stop the process from the Supervisory HMI.

Communication: The operator calls the cyber reporting hotline, based on their training and knowledge
of the incident response plan, to report malicious code on the HMI screen. (800-61: PR.AT)

Communication (Open a Ticket for Technical Support): The SOC is made aware of the cyber incident. To
facilitate the coordination to deal with the incident, the Dragos Platform is used to create a case ticket
[Dragos Case Creation] and to assign the responsible personnel to take care of the incident, set the
incident priority, and enter a brief description about the incident for incident recording and tracking.
(8428: B.6 SOC; 800-61: DE.AE-06, R3)
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860 3.2.2.2 Technical Event Handling

TST

YES Obvious Cyber
Incident?
v ) v
SoC TST
Focused Monitoring Technical Inspection
[ |
SOC +TST
NO Technical Issue? YES
TST TST TST
Writing a Draft Report Technical Support Closing the Ticket
A
MGT
Situation Assessment
NO
MGT
Unusual Event?
YES
>
861 Figure 3-2: 8428 event handling, Scenario A

862  Obvious Cyber Incident: Since the message on the HMI screen is an obvious cyber attack, the technical
863 event handling section can be skipped. In this case, the technical support team (TST) immediately

864  gathers a situation assessment to save time and determines to move forward with the next phase, Cyber
865 Incident Analysis and Response. (8428: C.1 TST)
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3.2.2.3 Cyber Incident Analysis and Response

MGT
Situation Assessment

v v

MGT MGT
Communication Activate IRT
Suspicion of a Cyber
Incident \ 4
IRT
Supplementary Local Data
Collection
v v
< IRT
Digital Forensics
MGT
MGT Continuous Situation
Communication < Assessment
Cyber Incident
N IRT
> Response

MGT
Move to END?

YES
v

Figure 3-3: 8428 analysis and response, Scenario A

Situation Assessment: The engineer refers to the IRP and arranges a meeting with Engineering,
Operations, and IT management. The engineer prepares documentation, including all asset inventory
and network diagrams, to bring to the meeting. The discussion includes the following topics guided by
the IRP: (8428: D.1 MGT)

a. Incident Identification: The current situation is agreed upon as a Loss of View event. (800-61:
DE.AE-04)

b. Risk Assessment: The current situation is assessed to be of moderate severity. (800-61: DE.AE-
04, R1)

c. Operational Response: The IRP indicates that a Loss of View event with Moderate impact
authorizes the operator to shut down the affected unit for the duration of the investigation. The
Operations team discusses the event and determines that shutting down the unit is the best
course of action. (800-61: 1D.IM-04)

Operational State: The operator performs a manual shutdown using a safe shutdown procedure. (800-
61: RS.MI-01, R1)

Note: “Shut down” means the manufacturing process is put into a safe state (e.g., conveyor stops
moving) and all computing equipment remains powered. The HMI is not powered off.
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Activate IRT: Operations management decides to declare a cyber incident and activate the IRT. Using
the IRP to assign roles and responsibilities, the Incident Commander is the Operations Manager, the
Operations Section Chief is the IT Manager, and the Operations Section team members are the SOC
Analyst, Operator, and Engineer. A Public Information Officer and Safety Officer are brought onto the
team. (8428: D.2 MGT; 800-61: DE.AE-08, R1)

Note: The IRP was developed using FEMA’s NIMS ICS 207 form [5] to determine roles consistent with
federal incident response guidance.

Communication: The IRP communication plan is referenced. The team discusses wanting to disclose
internally that the unit is down due to an unplanned outage and that a team is investigating the issue. A
Public Information Officer is responsible for communicating directly with CISA and local law
enforcement to inform them of the cyber incident. The team references their IRP for the internal email
distribution list, CISA contact information, and local law enforcement. The Public Information Officer
prepares an email for the Operations Manager to send to all factory employees, informing them of the
incident. (8428: D.7 & D.8 MGT; 800-61: GV.0C-03, R1)

Note: This guide does not cover specific communication details to concentrate on technical responses
rather than business requirements and reporting obligations. Please be aware of and prepare to fulfill
reporting requirements.

Response:
Containment: (8428: D.6 IRT; 800-61: RS.MI-01, R1)

a. Inaccordance with IRP, the operator isolates the ICS network from the IT network by
physically disconnecting the WAN Ethernet cable from the Cisco ISA firewall [Disconnect
WAN from Cisco ISA Firewall].

Note: During the development of the IRP, the team discusses and documents which
incident types and severities should result in which containment actions. A risk
assessment should be done at the time of IRP development to understand the business
consequences of disconnecting the ICS network from the IT network.

b. The engineer uses the network drawing to identify the point of disconnection. The engi-
neer disconnects the workcell from the network. This involves unplugging the Supervi-
sory HMI, Rockwell Automation PanelView™ Plus 7, from the network switch [Isolation
of HMI].

Supplemental Local Data Collection / Digital Forensics:

Analysis: (8428: D.4 & D.5 IRT; 800-61: DE.AE-02, R1 & R3)

a. The SOC Analyst reviews Splunk data to determine if any non-standard behaviors
occurred. The Splunk dashboard indicates a USB was inserted just prior to the HMI
compromise. Analyst determines to investigate further [Creating a Splunk Dashboard to
detect USB Activity].

b. The engineer checks the data historian to verify if any operational changes occurred
around the time of the HMI incident [Inductive Automation, Data Historian]. No
operational abnormalities found.
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c. The engineer logs into the Supervisory Workstation, Rockwell ME Transfer Utility, to
determine which files have recently been sent to the HMI [Rockwell FactoryTalk®
Transfer Utility].

d. The engineer logs into Rockwell Automation’s FactoryTalk® AssetCentre and finds logs
showing which FactoryTalk® Machine Engine Runtime (.MER) configuration files were
loaded onto the HMI [Rockwell Automation FactoryTalk® AssetCentre, Log Review].

Note: Analysis is possible because logs were configured prior to the incident. (8428: D.4 & D.5 IRT)

Continuous Situation Assessment: (8428: D.7 MGT & IRT; 800-61: DE.AE-03)

Communications: Incident response team discusses findings with Incident Commander and
Safety Officer present. They conclude that a USB was inserted just prior to the incident on MFG-
Laptopl. They identify the file as NCCoE_Monf_Lab.mer. They determine the next steps to be:

a. lIsolate machines directly involved in the attack

b. Scan the network with updated signatures

¢. Scan the network for the malicious file

The Safety Officer does not foresee any safety impacts from these containment steps and
acknowledges that the IRT is OK to proceed.

Case Management: Based on the assessment result, the Dragos case ticket for this incident is
updated to record the investigation findings in the Justification field [Update Dragos Case]. (800-
61: DE.AE-06, R1 & R2)

Response: (8428: D.6 IRT)

Containment: (800-61: RS.MI-01, R1)

a.

Isolate Supervisory Engineering Workstation VM [Remove Virtual Machine from Network].
Snapshots are taken to preserve evidence [Taking Snapshots of VMs].

Isolate MFG-Laptopl [Remove Physical Device from the Network].

Explicitly deny these workstations from accessing the network using access control on the
networking devices (e.g., add MAC address to deny list on firewalls).

Eradication: (800-61: RS.MI-02, N1, R1, R2)

Scan engineering workstations with updated signatures [Antivirus Scan].

Scan engineering workstations for additional indicators of compromise. Since the malicious file
name is known, machines on the network are scanned for the malicious file. Some of the team
members perform manual searches for the known malicious file [Search for Malicious File] while
another team member develops a script to speed up the file search [Script for Finding Malicious
File].

Send Supervisory Engineering Workstation and MFG-Laptop1 to the forensic team for further
analysis.

Operational State: The unit remains shut down while the investigation is ongoing.

Communication: IRT reconvenes to discuss the current status. At this point in the process, the two
impacted machines are isolated for forensic analysis, the unit is shut down, and all other workstations
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and servers on the network appear to be clean. The HMI hardware is disconnected from the network.
Management declares the incident response is over and directs the team to begin recovery efforts.
(8428: D.9 MGT)

3.2.3 Scenario A: Recovery Execution

3.2.3.1 End of Cyber Incident

YES
v v
MGT MGT
Communication Recovery Assessment
End of Cyber
Incident \{_\
IRT
Lessons Learned

IRT
Closing the Ticket

IRT
Final Report Completion

Figure 3-4: 8428 end of incident, Scenario A

End of Cyber Incident: The Incident Commander decides it is time to end the cyber incident. (8428: E.1
MGT)

Recovery Assessment: The management team determines how to return to production by gathering
Operations, Maintenance, and Engineering staff to discuss the recovery process. The team determines
that the adversary has been removed from the network based on a lack of deviations from baseline
network traffic; the only programming modifications were to the HMI, and no unexpected logons are
seen on the workstations and servers. The team determines that Operations can recover and restart
operations. While forensic analysis is ongoing, the team decides to restart operations while remaining
isolated from the Enterprise via disconnection from the Cisco ISA firewall. (8428: E.2 MGT; 800-61:
RC.CO, N1, RC.RP-01, R2)

Spare Parts: They review the spare parts list and determine that a spare PanelView™ Plus is
available. The new HMI hardware replaces the compromised HMI. (800-61: RC, N2)

Note: This is a risk-based decision per facility. The facility may choose to clean the existing HMI by
resetting to factory default and/or removing corrupt files.

Backups: Backups were taken of the HMI per the backup procedure, leveraging AssetCentre
[Backup the Rockwell PanelView™ HMI] and GreenTec [ForceField Zero Trust Storage]
technologies. The backup is validated using Rockwell Automation’s AssetCentre and Transfer
Utility software.

The HMI code is transferred using the guidance found in NIST SP 1334, Reducing the

Cybersecurity Risks of Portable Storage Media in OT Environments [6]. The HMI code is restored

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack
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using these backups [Downloading Backups from Authoritative Source][Restore the HMI]. (800-
61: RC.RP-03)

Operational State: Maintenance staff performs standard equipment tests to begin the restart of the
unit. Operators print operational procedures related to the restart. Operators restart the unit. SOC
analysts, engineers, operators, and maintenance are all-hands available to observe the restart until the
Incident Chief determines the return to steady state is acceptable. (800-61: RC.RP-04, R1, R2, R3)

Communication: Forensics team reports that MFG-Laptopl and Supervisory Engineering Workstation
have been reimaged and are ready for reuse. The Incident Chief directs the engineer to reconnect
workstations and the operator to reconnect the firewall. (8428: D.5 IRT, E.2 MGT; 800-61: RC.RP-05, R1)

Recovery: The operator plugs in the firewall connection to the WAN. The engineer reconnects
workstations to the ICS network, and HMI to the process control switch (800-61: RC.RP-05, R2)

Communication: Public Information Officer sends an email to the internal email distribution list to
inform factory personnel that the incident has been cleared and operations may resume as normal.
(8428: E.1 MGT; 800-61: RC.CO-03, R1)

Lessons Learned: AssetCentre is integrated into Windows Event Viewer so that diagnostics uncovered
by Rockwell Automation’s AssetCentre can easily be integrated into a SIEM for centralized monitoring.
This information was not integrated into the SIEM at the time of the incident, but the response would
have been faster if diagnostic monitoring existed in a centralized location. Instructions for integrating
AssetCentre event codes into Splunk are provided in [FactoryTalk® Logs in Windows Event Viewer]. It
would be beneficial to work with vendors, such as Rockwell Automation, to ensure that these tools are
being implemented in the most secure manner possible. (8428: E.3 IRT; 800-61: ID.IM-03, N3)

Communication (Closing the Ticket and Final Report Completion): IRT combines their evidence, up-
dates the report in Dragos SiteStore, and closes the ticket for this incident [Close Dragos Ticket]. (8428:
E.4 IRT; 800-61: DE.AE-06)

3.2.4 Scenario B: Data Exfiltration

Note: Scenario B in this practice guide was developed from Scenario 4 of the project description.

3.2.4.1 Narrative

A malicious actor stole IT credentials through a phishing campaign. From the corporate network, the
malicious actor leveraged a misconfigured firewall to pivot into the ICS network. The actor tried the
same credentials from the IT campaign on the ICS system and was able to gain access to the ICS
network, including the data historian. The malicious actor exfiltrated a large amount of historian data to
an external server through the misconfigured firewall.

ATT&CK References:

Theft of Operational Information, Technique T0882 - ICS | MITRE ATT&CK®

3.2.4.2 Capabilities & Tools Demonstrated
= Incident Response Plan (8428 - Workflow)
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1022 = Remote Access Management (TDi Technologies - ConsoleWorks)
1023 = Detection Configuration (Tenable — Tenable OT Security)

1024 = Detection Configuration (Dragos — SiteStore)

1025 = Case Management (Dragos — SiteStore)

1026 =  SIEM Configuration and Utilization (Cisco — Splunk)

1027 = Network Isolation (Cisco — ISA3000)

1028 = Data Historian (Inductive Automation - Ignition)

1029 = Redundant Cloud Infrastructure (AWS — laaS)

1030 3.2.4.3 Targeted Devices

1031 = Corporate Laptop (Physical Machine)
1032 = Management Console (Virtual Machine)
1033 = Local Historian Database Server (Virtual Machine)

1034 3.2.4.4 Keywords
1035 = Network Traffic Monitoring
1036 = Data Exfiltration

1037 3.2.4.5 Routine Preparation Steps

1038  To enable detection, response, and recovery, the factory routinely configures and monitors logging
1039 capabilities. Key preparation steps that enabled response and recovery for Scenario B are found in
1040 Scenario B: Technical Details - Preparation.
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3.2.5 Scenario B: Response Execution

3.2.5.1 Initial Identification and Reporting

FCR
Alert / Malfunction
Detection

SOC

Alert / Anomaly Detection

A 4 A 4
SOC FMT
Basic Cyber Analysis Basic Field Analysis

SOC + FMT
Solved?

SOC + FMT

YES Back to Routine

SOC or FCR
Open a Ticket for
Technical Support

l

Figure 3-5: 8428 identification, Scenario B

Alert / Anomaly Detection: The SOC identifies unauthorized PostgreSQL communication using Splunk
[Detection using Splunk Dashboard]. (8428: B.1 SOC)

Communication: The SOC analyst calls the operator to see if there has been any impact on operations.
There has not been. The analyst then calls the engineer to work together on analyzing the alerts
identified in Splunk, which are being sent from Dragos and Tenable platforms.

Basic Cyber Analysis: The SOC analyst and engineer log into Dragos and Tenable and observe a large
guantity of data leaving the Industrial DMZ going to an unknown IP outside of the corporate network.
[Analyzing Tenable Alert][Analyzing Dragos Deviation Alert]. These alerts were enabled by configuring
the Garland to duplicate SPAN information to both Tenable and Dragos [Configuring Garland to Enable
Multiple Detections]. (8428: B.4 SOC)

Operational State: Manufacturing has not been impacted. Operations continue as normal.

Open a Ticket for Technical Support: To facilitate the coordination of the incident, the SOC analyst
utilizes the Dragos Platform case management feature to open a ticket, assign responsibility, set priority,
and enter a brief description about the incident for recording and incident tracking [Dragos Case
Management]. (8428: B.6 SOC; 800-61: DE.AE-06, R3)
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3.2.5.2 Technical Event Handling

TST

YES Obvious Cyber
Incident?
v v
SOC TST
Focused Monitoring Technical Inspection
I |
SOC + TST
NO Technical Issue? YES
TST TST TST
Writing a Draft Report Technical Support Closing the Ticket

R’

MGT
Situation Assessment

NO

Figure 3-6: 8428 event handling, Scenario B
Obvious Cyber Incident: This is not an obvious cyber incident.

Focused Monitoring / Technical Inspection: No additional alerts are generated during this time. The
data historian seems to be functional.

Technical Issue?: It does not appear to be a technical malfunction.

Writing a Draft Report: The engineer sets a meeting on the calendar for the operations manager, SOC
analyst, and engineer to discuss the alert.

Situation Assessment: The team meets to discuss current findings. The manager suggests contacting
anyone with admin access to the database to question if they made any changes to the database
recently, or had a need for exporting historian information outside of the ICS network. The team is not
ready to declare a cyber incident, as normal business tasks could have caused these alerts.
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Communication: The engineer contacts each of the database administrators to discuss their recent
database activities. None are aware of this unusual network traffic.

Unusual Event?: Management receives feedback that there’s no known business reason for the export
of data. This is an unusual event that requires further investigation.

3.2.5.3 Cyber Incident Analysis and Response

h J

MGT
Situation Assessment

C MG.'Ica.ti MGT
OIS o1 &
SHSpicion—ofa Cyber Activate IRT
S '
IRT
Supplementary Local Data
Collection
v
h 4
IRT
MGT .. .
MGT : Continuous Situation > Digital Forensics
Communication < A —
Cyber Incident
il
h N IRT
v Response
MGT
NO Move to END?

Figure 3-7: 8428 analysis and response, Scenario B

Situation Assessment:

The engineer refers to the IRP and prepares essential documentation, including asset inventory and
network drawings. A meeting is arranged for Engineering, Operations, and IT management. The
discussion includes the following topics guided by the IRP: (8428: D.1 MGT)

a. Incident Identification: The situation is considered a data exfiltration event, known as Theft of
Operational Information. (800-61: R.DS-01)
b. Risk Assessment: The current situation is assessed to be of low severity, since there is no

operational impact. There could be a financial impact depending on the adversarial use of that
information. More details need to be gathered to determine the scope of impact. (800-61:
DE.AE-04, R1)
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c. Operational Response: IRT determines to isolate the IT and ICS networks. Operations
management determines to continue with manufacturing operations while maintaining
communications with the IRT. (800-61: |D.IM-04)

Activate IRT: Operations management declares a cyber incident and activates the IRT. The IRP was
developed using NIMS ICS 207 [5] to determine roles consistent with federal incident response

guidance. Incident response roles and responsibilities are assigned to individuals or teams based on the

IRP. In this incident, the Incident Commander is the Operations manager, the Operations Section Chief
the IT manager, and the Operations Section team members were the SOC analyst, operator, and
engineer. A Public Information Officer is brought onto the team for managing communications, and a
Safety Officer is designated to remain vigilant of any potential impacts to safety. (8428: D.2 MGT; 800-
61: DE.AE-08, R1)

Communication: A Public Information Officer is responsible for communicating directly with CISA and
local law enforcement to inform them of the cyber incident. The team referenced their IRP for internal
email distribution list, CISA contact information, and local law enforcement. (8428: D.3, D.7 & D.8 MGT
800-61: GV.0C-03, R1)

Note: Many details of communication are not listed in this guide to focus on technical response rather
than reporting requirements. Please be aware of and prepare to meet reporting requirements.

Response:

Containment: (8428: D.6 IRT; 800-61: RS.MI-01, R1)

is

7’

a. The engineer logs into Cisco ISA3000 to create rules to allow AWS outbound and rules to

deny all other unnecessary outbound traffic [Isolate ICS DMZ using ISA3000].

b. The engineer disconnects the JumpHost VM from the network [Disconnect JumpHost
VM from Network] and takes a snapshot for forensic analysis [Take Snapshot of

JumpHost VM.

c. The engineer disconnects the local database and local historian servers from the net-
work [Isolate Local Database and Historian Gateway].

i. Take a snapshot of both servers for forensic analysis.

ii. The historian administrator validates that the cloud instance of the historian is
still operational [Validate Redundant AWS Cloud Historian].

iii. Communication: The historian administrator emails their operations and engi-
neering colleagues, notifying them of the outage.

Operational State: Manufacturing process remains operational. The AWS instance of the data historian

is still functional.
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Supplemental Local Data Collection / Digital Forensics:

Analysis: (8428: D.4 & D.5 IRT; 800-61: DE.AE-02, R1 & R3) The IRT collected and reviewed
access logs, system logs, network traffic logs, firewall logs, and any indicators of compromise to
determine the extent of the attack. The reviews on the log and alert data from Splunk, Tenable,
and Dragos indicate non-standard behaviors occurred.

a. Splunk dashboard indicates multiple baseline notifications showing unauthorized
PostgreSQL protocol being used between the Historian database and the workstation
utilized to exfiltrate the data.

b. Dragos detects and records a baseline alert for an unauthorized database connection.
On the Dragos notification, Dragos shows a large quantity of data transferring from the
local historian database to the JumpHostVM [Detecting Large Data Transfer in Dragos].

c. Tenable receives a baseline violation alert for an unauthorized use of the PostgreSQL
protocol between a JumpHostVM and a data historian database, indicating a
conversation using the unauthorized protocol [Detecting Policy Deviation in Tenable].

d. The two sources confirm suspicious activity at the same time. In order to understand
more details of the event, Tenable’s Network Packet Captures feature is used to read
the packets associated with the event. PCAP is opened using a network analysis tool to
parse the details of the packet. Within those packet details, the jsmith account is
identified [Browsing Packet Captures From Tenable].

Continuous Situation Assessment: (8428: D.7 MGT & IRT; 800-61: DE.AE-03)

Communication: Incident response team discusses the findings. They conclude that the jsmith
account was used for the attack. They want to investigate further and assign tasks to be
performed in parallel.

a. Review logs in ConsoleWorks to understand the extent of the attack.
b. Disable and/or delete the jsmith account to prevent further attacks.

c. Speak with the owner of the jsmith account to understand if these actions were inten-
tional, accidental, or an incident of stolen credentials.

Case Management: Based on the initial analysis, the Dragos case ticket for this incident is
updated to record the investigation findings in the Justification field [Dragos Case Management].
(800-61: DE.AE-06, R1 & R2)

Operational State: Unit remains operational while the investigation is ongoing.
Digital Forensics:

a. Because the jsmith user account was identified using Tenable, the IRT now logs into
TDi’s ConsoleWorks to view recordings of user activity associated with that account. The
session recordings indicate database login and data exfiltration [Reviewing Console-
Works User Session].
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IRT investigates the extent of compromise. IRT views other logins to the database ma-
chine. It appears that only jsmith’s account was involved in the incident. The jsmith ac-
count only logged into the local historian database and the JumpHostVM. There is no
indication of additional accesses from that account within the past three weeks. It ap-
pears that only the Historian has been impacted, with the historian data being trans-
ferred to an external device.

The system administrator disables the jsmith account from the Active Directory [Disable
Compromised Accounts].

Communications: The operations manager calls the owner of the jsmith account again.
The manager discloses that the IRT knows the jsmith account was used in the incident. J
Smith is able to prove to the operations manager that they have not logged into the da-
tabase for a long time. They only logged into the database to configure it many months
ago and have not logged in since. The manager and employee discussed possible scenar-
ios and discover that J Smith uses the same credentials for their IT login as they do with
their ICS login. They also have unnecessary access to administrative accounts when they
should only have engineering access for most situations.

Note: Technical analysis is possible because appropriate logs were configured prior to the incident.

Continuous Situation Assessment: IRT discusses the findings. They conclude that the adversary
leveraged stolen credentials. IRT believes they’ve captured all the necessary forensic data and that the
adversary has been eradicated. (8428: D.7 MGT & IRT; 800-61: DE.AE-03)

Move to End?: Operations Manager decides to move to recovery.

3.2.6 Scenario B: Recovery Execution

3.2.6.1 End of Cyber Incident

YES
v v
MGT MGT
Communication Recovery Assessment
End of Cyber
Incident \—{_\
IRT
Lessons Learned

IRT
Closing the Ticket

IRT
Final Report Completion

Figure 3-8: 8428 end of incident, Scenario B

End of Cyber Incident: The Incident Commander decides it is time to end the cyber incident. (8428: E.1

MGT)
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Communication: The Public Information Officer works with local law enforcement to understand the
impact of the stolen data.

Note: Further communication occurs but is outside of the scope of this document.

Recovery Assessment: Since there is no interruption on the production operation during this incident,
there is only a minimal recovery needed.

Recovery:
a) Create a new jsmith_2 account in Active Directory and ConsoleWorks.

b) Create a new VM for local historian database. Recreate the database configuration
from the backup using the new account and password.

c) Verify local historian is getting live data.

d) Update firewalls to re-enable remote access, and to block all PostgreSQL traffic from
leaving the ICS network.

Operational State: Manufacturing operations are not impacted and are continuously running.

Lessons Learned: The IRT reconvened to discuss what could have been done better to improve
response, recovery, detection, and protection to prevent the incident from recurring and respond more
efficiently in the future. They determined the following as follow-up actions:

a) Enable MFA for remote access in ConsoleWorks.

b) Regularly communicate between IT and ICS network administrators to ensure the two firewalls
of the DMZ work together to block unnecessary traffic.

c) Train employees to use different passwords on different accounts, and implement strong pass-
word practices to prevent compromise of multiple accounts if one is breached.

Communication (Closing the Ticket and Final Report Completion): Update the ticket within Dragos, and
close out the investigation.

3.2.7 Scenario C: Unauthorized Command Message

Note: Scenario C in this practice guide was developed from Scenario 2 of the project description.

3.2.7.1 Narrative

Background:

A hypothetical factory is fully staffed from 9 pm-5 am, operating as a “lights-out” facility between 5 am-—
9 pm. There are three products currently being made in this hypothetical factory, which an operator
selects from the Conveyor HMI. These are Widget A (black-black cube), Widget B (black-white cube), and
Widget C (black-aluminum cube). The operator intends to produce additional Widget As during lights-
out operation, so they preload the feeder with Widget A components and select Widget A using the
Conveyor HMI.
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The engineering workstation is also capable of modifying the Conveyor PLC’s parameters; however, the
engineering workstation is not typically used for this purpose. The engineering workstation maintains a
persistent connection and access to the ICS network for troubleshooting and occasional logic changes to
the PLC and HMI.

Simulated Attack:

A malicious actor leveraged stolen credentials to access the engineering workstation. From the
engineering workstation, the adversary modified the parameters of the Conveyor PLC to make Widget B
or Widget C each day while the factory is not staffed. This caused an interruption to production since the
feeder was preloaded with Widget A components. When the malicious actor selected Widget B, the
Widget A components were rejected, causing a mess on the factory floor and a loss of production. There
is no modification of the program file because the malicious actor was living off the land to modify these
parameters. The actor used existing software installed on the engineering workstation to log into the
PLC and manipulate the value of the Widget selection parameter, which is a valid value within the PLC’s
program. No modification of the PLC programming logic was necessary to create this attack.

ATT&CK References:

Remote Services, Technigue T0886 - ICS | MITRE ATT&CK®

Unauthorized Message: Command Message, Sub-technique T1692.001 | MITRE ATT&CK®

Manipulation of Control, Technique TO831 - ICS | MITRE ATT&CK®

3.2.7.2 Capabilities & Tools Demonstrated
= Incident Response Plan (8428 - Workflow)
= Detection Configuration (Tenable — Tenable OT Security)
= SIEM (Cisco - Splunk)
= Network Isolation (Siemens - SIBERprotect)
= Analysis (Siemens — TIA Portal)
= Data Historian (Inductive Automation - Ignition)
= Backup Management (Rockwell Automation — FactoryTalk® AssetCentre)
= Backup Storage (GreenTec - ForceField)
= Case Management (Dragos - SiteStore)

= Remote Access Monitoring (TDi Technologies — ConsoleWorks)

3.2.7.3 Targeted Devices
= Engineering Workstation (Physical Machine)
= Conveyor System (PLC)

= Remote access server (Virtual Machine)
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3.2.7.4 Keywords
= Unauthorized command message
= PLC

= Manipulation of control

3.2.7.5 Routine Preparation Steps

To enable detection, response, and recovery, the factory routinely configures and monitors logging
capabilities. Key preparation steps that enabled response and recovery for Scenario C are found in
Scenario C: Technical Details — Preparation.

3.2.8 Scenario C: Response Execution
3.2.8.1 Initial Identification and Reporting

FCR
Alert / Malfunction
Detection

SOC

Alert / Anomaly Detection

y A 4
SocC FMT
Basic Cyber Analysis Basic Field Analysis

-SO€ + FMT VES SOC + FMT
Solved? Back to Routine
-S6€-orFCR
Open a Ticket for
Technical Support

l

Figure 3-9: 8428 DFIR Identification, Scenario C

Alert/Malfunction Detection: The operator arrives at the factory and observes a pile of components on
the floor. Only a few Widget As were produced during lights-out operation. (8428: B.2 FCR)

Basic Field Analysis: The operator cleans the mess and checks the Conveyor HMI. The Conveyor HMI
indicates Widget B is selected for production, even though the operator prepared Widget A components
as feed into the Conveyor the previous day, and the operator thought they selected Widget A on the
HMI the previous day.
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Operational State: The operator resets the feedstock to the Conveyor and selects Widget A on the HMI.
Operator restarts operation.

Communication: The operator reports to management that a mistake was made, and production was
lost the day before. The operator begins discussing with colleagues whether anyone had touched the
HMI.

Next day

Alert/Malfunction Detection: The operator arrives at the factory and observes a pile of components on
the floor. Only a few Widget As were produced during lights-out operation. (8428: B.2 FCR)

Basic Field Analysis: The operator cleans the mess and checks the Conveyor HMI. The Conveyor HMI
indicates Widget B is selected for production, even though the operator prepared Widget A components
as feed into the Conveyor the previous day, and the operator thought they selected Widget A on the
HMI the previous day.

Operational State: The operator resets the feedstock to the Conveyor and selects Widget A on the HMI.
The operator restarts the operation.

Communication: The operator reports a repeat incident to management. The operator contacts physical
security to review camera footage.

Basic Field Analysis: The camera footage indicates the operator stood at the Conveyor HMI at 4:45 am,
touching the screen. Camera footage does not indicate any additional manipulation of the HMI.

Communication: The operator is (falsely) written up for making repeated mistakes that lead to loss of
production.

Next day

Alert/Malfunction Detection: A different operator arrives at the factory and observes a pile of
components on the floor. Only a few Widget As were produced during lights-out operation. (8428: B.2
FCR)

Basic Field Analysis: The operator cleans the mess and checks the Conveyor HMI. The Conveyor HMI
indicates Widget C is selected for production, even though the operator prepared Widget A components
as feed into the Conveyor the previous day, and the operator thought they selected Widget A on the
HMI the previous day.

Operational State: The operator resets the feedstock to the Conveyor and selects Widget A on the HMI.
The operator restarts the operation.

Communication: The operator reports a repeat incident to management. Incident is treated as a
reliability problem.

Basic Field Analysis: The engineer logs into the Siemens TIA Portal to review logic. The engineer
determines that the parameter can only be changed from the engineering workstation or the HMI. The
engineer adds an indication of Widget selection to the data historian [View Tags in Data Historian].

The engineer sees that the PRG_LCH tag has been modified during the off-shift over the past few days.
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Next day

Alert/Malfunction Detection: The original operator arrives at the factory and observes a pile of
components on the floor. Only a few Widget As were produced during lights-out operation. (8428: B.2
FCR)

Communication: The engineer calls SOC to review for alerts.
Alert / Anomaly Detection: Nothing obviously suspicious is found in the Splunk alerts.

Communication (Open a Ticket for Technical Support): The SOC opens a ticket within Dragos [Managing
Dragos Tickets].

3.2.8.2 Technical Event Handling

TST
Obvious Cyber
cident?

()
¥ ¥
sS0C TST
Focused Monitoring Technical Inspection

S0C + TST
1,10 Technical Issue? Y.is

TST TST TST
Writing & Draft Report Technical Support Closing the Ticket

MGT
Situation Assezsment
NO

i

ol
i

Figure 3-10: 8428 Event Handling, Scenario C
Obvious Cyber Incident: No. The cause of this incident has not yet been determined.

Focused Monitoring: The engineer creates a new alert in Tenable to be sent to the Siemens
SIBERprotect and Security HMI to detect any connection to the Conveyor PLC [Creating Siemens Traffic
Detection Policy in Tenable]. This alert identifies any unauthorized communication going to the Siemens
Conveyor PLC, and it enables isolation through the SIBERprotect Security HMI.

The SOC analyst creates a dashboard to monitor any unexpected Siemens network traffic based on the
configured Tenable alerts. This enables both operations and cybersecurity personnel to monitor the
situation [Creating a Splunk dashboard for unauthorized Siemens traffic].
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Communication: Management determines that an engineer and an operator will work through the
lights-out off-shift to detect the cause of the problem.

Next day

Alert/Malfunction Detection: The Security HMI triggers an alarm indicating that something is
connecting to the Conveyor PLC.

Response: The operator acknowledges the alarm and isolates the Conveyor, Robot, and Supervisory
systems from the rest of the ICS network [Isolate ICS Network using SIBERprotect].

Operational Status: Manufacturing operations can continue through local access to Conveyor, Robot,
and Supervisory HMls.

Writing a Draft Report: The SOC updates the ticket with information about the isolation actions taken
through SIBERprotect [Managing Dragos Tickets].

3.2.8.3 Cyber Incident Analysis and Response

MGT
Situation Assessment

v v

MGT MGT
Communication Activate IRT
Suspicion of a Cyber
Incident \ 4
IRT
Supplementary Local Data
Collection
v y
< IRT
IQ Digital Forensics
MGT d
MGT Continuous Situation
Communication < Assessment
Cyber Incident
h IRT
» Response

MGT
Move to END?

YES
v

Figure 3-11: 8428 Analysis and Response, Scenario C

Situation Assessment / Activate IRT: Management meets with the operator, engineer, and SOC analyst
to discuss the situation. Management determines that this is a cyber incident. Management calls the IRT

to take action.
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Situation Assessment: The engineer refers to the Incident Response Plan (IRP) and prepares essential
documentation, including asset inventory and network drawing. A meeting is arranged for Engineering,
Operations, and IT management. The discussion includes the following topics guided by the IRP: (8428:
D.1 MGT)

Incident Identification: The current situation is considered a Manipulation of Control. (800-61: DE.AE-04)

Risk Assessment: The current situation is assessed to be of Moderate severity. (800-61: DE.AE-04, R1)

Operational Response: The incident response plan indicates that a Manipulation of Control event with
Moderate impact means that the Operator is authorized to shut down the affected unit for the duration
of the investigation. The Operations team discusses the event and determines that a unit shutdown is
not necessary. They continue to operate locally while isolated from the Manufacturing Application Zone,
Security Zone, and Enterprise networks. (800-61: 1D.IM-04)

Operational State: Manufacturing operations continue using local HMls.

Supplemental Local Data Collection: The engineer logs into Siemens TIA Portal to troubleshoot soon
after the Conveyor parameters were modified. Engineer discovers an error message indicating the
account jsmith was recently logged into TIA Portal and did not shut down properly [TIA Portal

Diagnostics].

The engineer opens the Task Manager to see who is logged into MFG-Laptop1l. The Task Manager
indicates that the jsmith user is in a disconnected state, but is still showing the session is available in
Task Manager [Windows Task Manager].

Digital Forensics: The engineer works with IT management to hand over the physical laptop for
additional forensics.

Continuous Situation Assessment: The team discusses the new findings. The jsmith account was logged
into the Engineering Workstation during an off-shift at the time of the Widget change. Jsmith is a
legitimate employee account, but the account owner was not assigned to work in the off-shift during
this investigation. The team determines that more data should be gathered.

Digital Forensics: SOC analyst opens TDi Technologies’ ConsoleWorks to review jsmith’s session. The
SOC analyst reviews historical footage while also analyzing the data historian. Modifications of the
Conveyor PLC parameters found in the jsmith sessions align with the data historian indications of
parameter modification [Review ConsoleWorks Sessions for User Activity].

Continuous Situation Assessment: The IRT determines to take action to disable the jsmith account and
to meet with the account owner at the beginning of the next shift to perform an investigative interview.

Response: (8428: D.6 IRT)

Analysis: The account owner of jsmith either maliciously modified production or their account was
compromised. The interview will determine account usage.

Containment: (800-61: RS.MI-01, R1)

Disable the jsmith account from Active Directory.
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Change the password of the jsmith account in ConsoleWorks.

[Refer to Scenario B screenshots, Disable Compromised Accounts]

Communication: Management met with the account owner of jsmith. They denied logging in during the
off-shift. Management believes the account owner and determines that the jsmith account will need to
be re-enabled with additional security measures after the investigation concludes.

Communication: Case Management: The Dragos ticket is updated with the latest findings from the
investigation [Managing Dragos Tickets].

Continuous Situation Assessment: The team discusses that they believe the adversary is now out of the
system. The team believes that initial access was caused by the account owner of jsmith using the same
password on work systems as his personal email account. The employee later confirms that they were
previously notified about their personal email account being compromised.

3.2.9 Scenario C: Recovery Execution

3.2.9.1 End of Cyber Incident

YES
v v
MGT MGT
Communication Recovery Assessment
End of Cyber
Incident \—{_\
IRT
Lessons Learned

IRT
Closing the Ticket

IRT
Final Report Completion

Figure 3-12: 8428 End of Incident, Scenario C

End of Cyber Incident: The Incident Commander decides it is time to end the cyber incident. (8428: E.1
MGT)

Recovery Assessment: The team still needs to verify that the program on the Conveyor was not
modified, but the laptop with the Siemens TIA Portal software installed is now in the hands of the
forensics team. The engineer works with Siemens to transfer the license to a new engineering
workstation [TIA Portal Reinstall] so that operational recovery can continue while the forensics team is
doing their analysis.

Recovery: The team identifies recovery actions that need to be taken. Some of these can be done while
manufacturing is ongoing, and some of them require a manufacturing outage.

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 40



1393
1394
1395

1396

1397
1398

1399
1400

1401
1402

1403
1404
1405

1406
1407
1408
1409

1410

1411
1412

1413
1414
1415
1416

1417
1418
1419
1420

1421
1422

1423

1424
1425

1426
1427
1428

INITIAL PUBLIC DRAFT

Reinstall engineering software on the newly commissioned engineering workstation. Verify with the
vendor to ensure compatibility between the operating system and the engineering software. Use
Automation License Manager to transfer the license.

Perform a factory reset on the PLC.

Reinstall the PLC program from the known-good file saved in ForceField. [Download PLC Backup
Program File from ForceField]

Validate the checksum between the current and previous versions of the PLC code to ensure the
authenticity of the code.

User Security HMI to reset SCALANCE firewall. This re-enables communication between the Robot,
Conveyor, and Supervisory systems and the rest of the ICS network.

Operational State: Operations and engineering work together to determine an optimal time for a ~4-
hour outage to replace and validate the PLC code. Operations return to normal with one staffed shift
and one lights-out shift.

Lessons Learned: While the recovery team is preparing for the operational outage, the IRT reconvenes
to discuss what could have been done better to improve response, recovery, detection, and protection
to prevent the incident from recurring and respond more efficiently in the future. They determined the
following as follow-up actions:

Enable MFA for remote access on ConsoleWorks

Add a password for connecting to the Conveyor PLC from the engineering workstation using the Siemens
TIA Portal [Add Password and Restore from Backup with TIA Portal].

The incident was not caught until after the impact was achieved. The team believes that more focused
monitoring, including behavioral analysis, would help to detect this event faster in the future. An
additional IT network engineer and SOC analyst are asked to work with the factory engineer to develop a
more robust monitoring plan.

Operational State: The Operations Manager schedules a maintenance window for tomorrow at noon for
the engineering and maintenance team to add MFA to ConsoleWorks, add a password to the Conveyor
PLC, reload the Conveyor program, test that the code is functional, and work on maintenance tasks that
cannot otherwise be performed during normal operations.

Communication (Closing the Ticket and Final Report Completion): Update the ticket within Dragos to
close out the incident.

The Lessons Learned from the Scenarios emphasize the importance of coordination across all the
components involved in response and recovery. Several specific findings to highlight include:

1. Preparation and planning are critical for the successful implementation of response and recovery.
The scenarios demonstrate that establishing a predetermined and structured approach to assess
potential threats to operations was key to ensuring timely and optimal decision-making. Another area of
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preparation is taking preventative measures by addressing common threat vectors, such as credential
reuse and sharing.

2. Logging and monitoring enable rapid assessment and resolution. Tuning the tools and configurations
for your environment to collect and confirm trends and findings increases the ability to identify issues
and provide next steps with higher degrees of confidence. The lessons learned also confirmed that
response time can be faster when diagnostic tools native to OT equipment is integrated into an
organization's overall security information and event management system.

3. Enabling backups with secure storage will avoid manipulation. The provision of immutable storage
to prevent unauthorized alteration of backups ensures that information (such as logging data) gathered
will not be subject to modification.

4. Establishing operational context allows for effective decision-making during a response. Evaluation
and input from all team members is critical in understanding and reacting to cyber incidents. These
should include inputs from production and operational teams to ensure safety is maintained and
disruptions to manufacturing activities are limited.

5. Improving monitoring methods can improve detection and should include parameters beyond
traditional data logging to correlate information from other inputs, such as behavioral analysis. This will
reduce the time necessary to detect anomalous behavior, conduct investigations, and improve the
overall resilience of the ICS environment.

Throughout the three Scenarios, overall capabilities that generally stood out as supporting successful
implementation activities included logging and monitoring, establishing correlations across data inputs,
and tuning as enabling visibility across the environment, leading to a reduction in the time required
between the identification and resolution of anomalous behavior. In addition, the use of secure backups
in each Scenario supported effective and resilient recovery by accomplishing restoration using known-
good system configurations and files.
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AD
CRADA
CTL
DFIR
DMz
DNS
FCR
HMI

IRP
IRT
ISA

IT

ITL
MFA
MGT
NCCoE
NIC
NIST
NISTIR
oS

oT
RDP
SIEM
SP
SocC
SSH
TAP
TST

Active Directory

Cooperative Research and Development Agreement
Communications Technology Laboratory
Digital Forensics and Incident Response
Demilitarized Zone

Domain Name System

Facility Control Room

Human Machine Interface

Internet Protocol

Incident Response Plan

Incident Response Team

(Cisco) Industrial Security Appliance
Information Technology

Information Technology Laboratory
Multifactor Authentication

Management

National Cybersecurity Center of Excellence
Network Interface Card

National Institute of Standards and Technology

National Institute of Standards and Technology Interagency Report

Operating System

Operational Technology

Remote Desktop Protocol

Security Information and Event Management
Special Publication

Security Operations Center

Secure Shell

Test Access Point

Technical Support Team
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uUsB Universal Serial Bus
VM Virtual Machine
SP Special Publication
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This appendix contains screenshots and instructions on how the operations and incident response team
prepares, responds, and recovers.

C.1 Scenario A: Technical Details - Preparation

Before an incident occurs, a manufacturer must prepare for incident response and recovery. The
following steps were taken as part of a comprehensive cybersecurity program during normal operation,
which enabled response and recovery during the Scenario A cyber incident.

[Return to Scenario A]

C.1.1 Creating a Splunk Dashboard to detect USB Activity

During the investigation, the incident response team may want to examine USB activity on the network
for any malicious behavior. In this scenario, Splunk is used to monitor this activity. First, specific logs are
enabled on the Windows machines to detect USB activity. To enable these logs, open Windows Event
Viewer and locate the following log: Applications and Services Logs\Microsoft\Win-
dows\DriverFrameworks-UserMode\Operational
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{2 Event Viewer
File Action View Help

e =5  HE

@ Event Viewer (Local) 4l DriverFrameworks-UserMode

» L Custom Views
5 [ m Windows Logs
|v (& Applications and Services Logs| Operational ~ Operational 2,180 2.07MB
Hardware Events

s [ Intel
{&] Internet Explorer

Key Management Service
v [ Microsoft

y B AppV

> || User Experience Virtualization
> L AAD
> [ All-User-Install-Agent
> [ Allloyn
> [ AppHost
> [ ApplD
> [ ApplicabilityEngine
» L1 Application Server-Applications

Name Type Number of Events  Size

1526 Figure 4-1: Path to Windows Applications and Service Logs in Event Viewer

g Event Viewer
File Action View Help

o= 25 BE

DeviceSync ol Operational Number of events: 2
DeviceUpdateAgent
Dhcp-Client Level Date and Time
DHCPv6-Client (@ Information 1/23/2025 3:55:07 PM
Diagnosis-DPS (@) Information 1/23/2025 3:55:07 PM
Diagnosis-PCW @ Information 1/23/2025 3:55:07 PM
Diagnosis-PLA (@) Informatien 1/23/2025 3:55:07 PM
Diagnosis-Scheduled (i) Information 1/23/2025 3:55:07 PM
Diagnosis-Scripted (@) Information 1/23/2025 3:55:07 PM
Diagnosis-ScriptedDiagnosticsProvider (i) Information 1/23/2025 3:55:07 PM
Diagmasties Netwiing (@) Information 1/23/2025 3:55:07 PM
Diagnostics-Performance
Dick Event 2101, DriverFrameworks-UserMode
DiskDiagnostic
DiskDiagnosticDataCollector
DiskDiagnosticResolver
DisplayColorCalibration

> | DNS Client Events

~ [ DriverFrameworks-UserMode

{=] Operational

> 1 DucUpdateAgent

5> [ DxgKml

5 ] EapHost

iDE

R

General Details

VWOV W WV VWV WV WV VOV VYWV Y WY WY

2 e

Completed a Pnp or Power operation (27, 20) for device SWD\REMOTI

1527 Figure 4-2: Path to DriverFrameworks-UserMode Operational logs in Event Viewer
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Right-click on Operational and choose Properties, then check the box labeled Enable log-
ging. Select the rest of the settings based on organizational requirements, but for the scenario’s pur-
pose, the default log size and Overwrite events as needed were selected.

| DNS Client Events
v | DriverFrameworks-UserMode
] Operational

» || DucUpdateAc Open Saved Log...

> [ DxgKmi Create Custom View...

! _I Eaphiost Import Custom View...

> || EapMethods-

» [Z] EapMethods- Clear Log...

? _—J Eapmd::‘:s' Filter Current Log...

» | EapMethods-’ -

5> [°] EDP-AppLean Fropeties

> [ EDP-Audit-Re  Disablelog

> [] EDP-Audit-TC Find...

> [ Energy-Estim:  Save All Events As...

> - ESE Attach a Task To this Log...

> Ll EventCollecto

> [] Eventlog-Foru View >
» || Fault-Tolerant

> [] FeatureConfic izl

> [ FileHistory-Ce Help >
> J FileHistory-Enyme II

. T Clas ikl af™lia aE___

Figure 4-3: Opening the Driver Frameworks Operational logs properties
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Log Properties - Operational (Type: Operational) X

General  Subscriptions

Full Name: Microsoft-Windows-DriverFrameworks-UserMode/Operational
Log path: %SystemRoot %\ System32\Winevt\Logs\Microsoft-Windows-DriverFrameworks-Userh
Log size: 2.07 MB(2,166,784 bytes)
Created: Tuesday, October 29, 2024 12:35:34 PM
Modified: Thursday, January 23, 2025 3:55:38 PM
Accessed: Thursday, January 23, 2025 3:57:48 PM
[ Enable logging
Maximum log size (KB ): ' 20032%]

When maximum event log size is reached:

(® Overwrite events as needed (oldest events first)
(O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )

Clear Log

Figure 4-4: The properties used for the Driver Frameworks logs in Scenario A

To transfer these logs into Splunk, edit the inputs. conf file located in the Splunk Universal
Forwarder directory on the machine. The default path for this file is C: \Program

Files\SplunkUniversalForwarder\etc\apps\SplunkUniversalForwarder\local
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I = | local
Home Share View
< A < SplunkUniversalForwarder * etc * apps * SplunkUniversalForwarder » local v D
MName Date modified Type Size
#F Quick access 0
app.conf 9/12/2024 10:27 PM COMF File 1KB
[ Desktop E 4 .pp = :
D inputs.conf 91272024 10:27 PM CONF File 1KB
; Downloads -+
Documents -
|&=] Pictures -
= This PC
[_} MNetwork

Figure 4-5: The location of the “inputs.conf” file for the Splunk Universal Forwarder

Using a text editor, add the following lines to this file:

[WinEventLog://Microsoft-Windows-DriverFrameworks-UserMode/Operational]
sourcetype = WinEventLog:DriverFramework-UserMode

checkpointInterval = 5

current only = 0

disabled = 0

start from = oldest

See the screenshot below for reference.
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@’ C:\Program Files\SplunkUniversalForwarder\etc\apps\SplunkUniversalForwarder\local\inputs.conf - Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7

cBHHEER B sHR(oc/nyg| x| EE 1 -EE@EERALE

19 [

20 [F][WinEventLog: //ForwardedEvents]

21 checkpointInterval = 5

22 current only = 0

23 disabled = 0

24 start from = oldest

25 L

26 [ [WinEventLog: //Microsoft-Windows-DriverFrameworks-UserMode /Operational]
27 sourcetypes = WinEventLog:DriverFramework-UserMode
28 checkpointInterval = 5

29 current only = 0

30 disabled = 0

31 start from = oldest

32 L

33 [l[perfmon: //Free Disk Space]

34 counters = Free Megabytes:;% Free Space

35 instances = _Total

36 interval = 3600

37 cbject = LogicalDisk

38 L

Figure 4-6: The “inputs.conf” file opened in Notepad++ to add Operational logs to the ingest

Restart the SplunkForwarder service:
ﬂ.o} Services
File Action View Help
e D EC HEHEI > ® 0D

O sevicestocal) ([T Semces(local e

-

SplunkForwarder Name Description
'-;‘,E}, SNMP Trap Receives trap messages generated by local or
Stop the service

'-@gSoftware Protection Enables the download, installation and enfor
Ok Special Administration Console Helper Allows administrators to remotely access a ce

Restart the service

= he remote data collectio

SplunkForwarder

Description: ) . Spot Verifier system corruptions,
22: luer:;';:n::: :rel:;rhseprlir:l:t: :::: -E‘,?& SOL Server (SOL) Stop acessing and controlled 2
platform for operational intelligence. -5333 SQL Server (SQLEXPRESS) Pause acessing and controlled
If it is stopped, Splunk will stop -@, SQOL Server Agent (50L) Resume rors SOL Server, fires alert
Fo{:lecting a:.d:ending di;a t:Squnk -@g SOL Server Agent (SOLEXPRESS) :ors SQL Server, fires alert
:gs:xpﬁr:;:: slece ﬁi;ﬁtnl&o:ﬂior -5:35 S0L Server Browser connection infarmation
more information. Questions can be '5& SOL Server CEIP service (SQL) All Tasks > erver
submitted to 1€, 50L Server CEIP service (SOLEXPRESS) P erver
:‘:’;‘::Ele:n::;;:::wers or for {‘,23’ SOL Server VSS Writer e to backup/restore Micr
wanw.splunk.com/page/submit_issue -@‘, SSDPSRY Properties | devices and services tha
'-@3 State Repaository Service Hel ‘rastructure support for tl
-@, Still Image Acquisition Events = . 15 associated with still i
1) Storane Service Provides enablina services for storaoe setting

Figure 4-7: Restarting the Splunk Forwarder service

Within these Operational logs, there are a few Event IDs that are useful in identifying USB usage on the
host machine:

e 2003: tracks when a USB is connected to a computer
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e 2100 or 2102: tracks when a USB has been disconnected (mainly used 2102 for this scenario)
In this scenario, a dashboard was created to track the following:

e Number of Connect Events
o Asimple count of Connect Events
e Number of Disconnect Events
o Asimple count of Disconnect Events
e Top Hosts with USB Activity
o The top hosts on the network to have any Connect or Disconnect event
e Top Removable Storage Vendors
o The vendors associated with the USB device (if that information is available)
e Top Removable Storage Products
o The USB product type (if information is available)
e Top Serial Numbers
o The serial numbers associated with the USB device (if that information is available)
e Events Over Time
o A chart showing the Connect and Disconnect events over time
e Connection Events (EventCode 2003)
o Each individual Connect Event showing all previous information and the date/time the
event occurred
e Disconnect Events (EventCode 2102)
o Each individual Disconnect Event showing all previous information and the date/time
the event occurred

> Search & Reporting

Create New Dashboard

Figure 4-8: The “Create New Dashboard” button on the top-right of the Splunk web interface

When creating a new dashboard, Splunk will provide two options: Classic or Studio dashboard. This
Practice Guide demonstrates the Classic dashboard.
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Create New Dashboard X
Dashboard Title USB Activity Test ‘
usb_activity_test # Edit ID

Description Optional y

Permissions & Private -

How do you want to build your dashboard? What's this?
Classic Dashboards Dashboard Studio NEW
The traditional Splunk dashboard A new builder to create visually-
builder rich, customizable dashboards

o |

1576 Figure 4-9: The menu for creating a new dashboard in Splunk

1577 Click the Add Panel button.

Edit Dashboard ul Source + Add Panel | + Add Input ~

USB Activity Test

No description

1578 Figure 4-10: The “Add Panel” button highlighted in a newly created Splunk dashboard

1579  When the new panel appears, click on or search for the Statistics Table and enter the following
1580 search string into the box, as seen in the screenshot below:

1581 EventCode=2003 USBSTOR *
1582 | table time, ComputerName, EventCode, User, vendor, product, serialNumber
1583 | stats count
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Add Panel

table

v New (1)

X | New Statistics Table X

b4 Add to Dashboard

A | Time Range

v New from Report (11)
= Bucket Merge Retrieve Conf Sett...

Dragos Errors

Errors in the last 24 hours

Errors in the last hour

Generate Asset Data Lookup

Generate Asset Zone Lookup

B 8 B

Generate Threat Intel Lookup

Content Title

EventCode=2003 USBSTOR * | table _time, ComputerName, Event:

Search String

EventCode=2003 USBSTOR *

| table _time, ComputerName, EventCode, User, vendor,
product, serialNumber

| stats count

Run Search (2

Figure 4-11: Creating a new “Statistics Table” in a Splunk dashboard, search string included

Note: The same search string is applied to the “Content Title” for clarity when viewing the dashboard; a
quick reference to visually see how each string is being used.

No title

EventCode=2003 USBSTOR * | table _time, ComputerName, EventCode, User, vendor, product, serialNumber | stats count

count =

34

Figure 4-12: A newly created panel in the Splunk dashboard

In the same edit view, give this panel a

Number of Connected Events

name:

EventCode=2003 USBSTOR * | table _time, ComputerName, EventCode, User, vendor, product, serialNumber | stats count

count =

34

Figure 4-13: Changi

Continue creating new panels using th

ng the title of a panel in the Splunk dashboard

e following search strings:
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Number of Disconnect Events:

EventCode=2102 USBSTOR *

| transaction maxspan=5s EventCode, ComputerName, serialNumber

| dedup time, ComputerName, serialNumber

| table time, ComputerName, EventCode, User, vendor, product,
serialNumber

| stats count

Top Hosts with USB Activity:

(EventCode=2003 OR EventCode=2102) USBSTOR *

| transaction maxspan=5s EventCode, ComputerName, serialNumber

| table time, ComputerName, EventCode, User, vendor, product,
serialNumber

| top limit=0 ComputerName

Top Removable Storage Vendors:

(EventCode=2003 OR EventCode=2102) USBSTOR *
| dedup serialNumber
| table time, ComputerName, EventCode, User, vendor, product,
serialNumber
| top limit=0 vendor
Top Removable Storage Products:

(EventCode=2003 OR EventCode=2102) USBSTOR *

| dedup serialNumber

| table time, ComputerName, EventCode, User, vendor, product,
serialNumber

| top limit=0 product
Top Serial Numbers:

(EventCode=2003 OR EventCode=2102) USBSTOR *
| dedup serialNumber
| table time, ComputerName, EventCode, User, vendor, product,
serialNumber
| top limit=0 serialNumber

Events Over Time:

(EventCode=2003 OR EventCode=2102) USBSTOR *

| eval action=case (EventCode == 2003, “Connect”, EventCode ==
2102, “Connect”)

| table time, ComputerName, action, EventCode, User, vendor,
product, serialNumber

| eval ActionSerial = action + “:” + serialNumber

| timechart dc(serialNumber) by ActionSerial

Connection Events (EventCode 2003):

EventCode=2003 USBSTOR *
| table time, ComputerName, User, vendor, product, serialNumber
| £fillnull value="Not Available”

Disconnect Events (EventCode 2102):
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1635 EventCode=2102 USBSTOR *

1636 | transaction maxspan=5s EventCode, ComputerName, serialNumber
1637 | dedup time, ComputerName, serialNumber

1638 | table time, ComputerName, User, vendor, product, serialNumber
1639 | fillnull value="Not Available”

1640  After creating the panels, they can be moved as desired while editing the dashboard. Once satisfied with
1641 the layout, save the dashboard:

Cancel Save as...

1642 Figure 4-14: Saving the Splunk dashboard once all panels are created

1643  This is the dashboard created to capture Removable Storage usage.
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> Search & Reporting

Removable Storage Connections

Detects the storage devices connected, their vendors & serial numbers, and which hosts they are connected to.

Time Range Wildcard Search

‘ Between Date-times

m Hide Fiters
|

Number of Connect Events

EventCode=2003 USBSTOR * | table _time,
ComputerName, EventCode, User, vendor, product,
serialNumber | stats count

Top Removable Storage Vendors

(EventCode=2003 OR EventCode=2102) USBSTOR * |
dedup table _time, C Name,
EventCode, User, vendor, product, serialNumber | top
limit=0 vendor

vendor count ¢ percent

KINGSTON 1 100.000000

Number of Disconnect Events

EventCode=2102 USBSTOR * | transaction maxspan=5s
EventCode, ComputerName, serialNumber | dedup
_time, ComputerName, serialNumber | table _time,
ComputerName, EventCode, User, vendor, product,
serialNumber | stats count

39

Top Removable Storage Products

(EventCode=2003 OR EventCode=2102) USBSTOR * |
dedup serialNumber | table _time, ComputerName,
EventCode, User, vendor, product, serialNumber | top
limit=0 product

product = count ¢ percent
USB_DISK_3.0 1 50.000000
DATATRAVELER_3.0 1 50.000000

Edit Export v

Top Hosts with USB Activity

(EventCode=2003 OR EventCode=2102) USBSTOR * |
EventCode, Ci

Name,
ser | table _time, C: , EventCode,
User, vendor, product, serialNumber | top limit=0
ComputerName

ComputerName = count ¢ percent *
40 53.333333
25 33.333333

10 13.333333

Top Serial Numbers

(EventCode=2003 OR EventCode=2102) USBSTOR * |
dedup ser | table _time, C« 3
EventCode, User, vendor, product, serialNumber | top
limit=0 serialNumber

serialNumber % count ¢ percent
1 50.000000

1 50.000000

Figure 4-15: Final “Removable Storage Connections” dashboard in Splunk

Events Over Time

(EventCode=2003 OR EventCode=2102) USBSTOR * | eval action=case(EventCode == 2003, "Connect", EventCode == 2102, "Disconnect”) | table _time, ComputerName, action, EventCode, User, vendor, product, serialNumber | eval ActionSerial = action + ":"
+ by

I timechart

'
s Ir nnect:
Disconnect:

be ctober Novermbe C . anuary

Figure 4-16: Final “Removable Storage Connections” dashboard in Splunk
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Connection Events (EventCode 2003)

EventCode=2003 USBSTOR * | table _time, ComputerName, User, vendor, product, serialNumber | fillnull value="Not Available"

time ComputerName = User ¢ vendor product = serialNumber =
2025-01-24 12:17:39 NOT_TRANSLATED Not Available USB_DISK_3.0
2025-01-28 15:20:56 NOT_TRANSLATED Not USB_DISK_3.0
2025-01-28 16:11:33 NOT_TRANSLATED Not Avai SB_DISK_3.0
2025-01-29 14:09:59 NOT_TRANSLATED Not Available USB_DISK_3.0
2025-01-13 11:07:13 NOT_TRANSLATED Not USB_DISK_3.0
2025-01-13 12:26:17 NOT_TRANSLATED Not Available USB_DISK_3.0
2025-01-13 13:02:28 NOT_TRANSLATED Not Available USB_DISK_3.0
2024-12-17 11:44:39 NOT_TRANSLATED Not Available USB_DISK_3.0
2024-10-01 14:02:28 NOT_TRANSLATED KINGSTON DATATRAVELER_3.0
2024-10-01 14:01:57 NOT_TRANSLATED KINGSTON DATATRAVELER_3.0

[z 35 4 e

Disconnect Events (EventCode 2102)
EventCode=2102 USBSTOR * | transaction EventCode, C Name, serialNumber | dedup _time, ComputerName, serialNumber | table _time, ComputerName, User, vendor,
product, serialNumber | fillnull value="Not Available"

time = ComputerName User = vendor * product * serialNumber 2
2025-01-29 14:57:55 NOT_TRANSLATED Not Available USB_DISK_3.0
2025-01-28 16:15:42 NOT_TRANSLATED Not Available USB_DISK_3.0
2025-01-28 16:08:06 NOT_TRANSLATED Not Available USB_DISK_3.0
2025-01-24 15:23:29 NOT_TRANSLATED Not Available USB_DISK_3.0

2025-01-13 14:20:17 NOT_TRANSLATED Not A USB_DISK_3.0

2025-01-13 12:26:35 NOT_TRANSLATED Not Avai le USB_DISK_3.0

2025-01-13 11:09:38 NOT_TRANSLATED Not Available USB_DISK_3.0
Figure 4-17: Final “Removable Storage Connections” dashboard in Splunk

Online resources have been leveraged in the development of these dashboards [7][8].

[Return to Scenario A]

C.1.2 Backup the Rockwell PanelView™ HMI

Rockwell Automation offers several different tools and methods for generating backups. The factory
engineer took backups using AssetCentre. To configure the backup of the HMI using AssetCentre, design
mode must be enabled by signing in as a qualified administrator account and selecting the design
button on any AssetCentre Desktop Client. Upon verifying connection to the HMI through FactoryTalk®
Linx, an HMI item in design mode is created, both by selecting the HMI through Linx and associating a
qualified HMI machine edition runtime file, labeled .mer, with the asset in the creation menu.

Upon creation, the asset can then be added to a schedule by right-clicking on the asset and selecting
Schedules or clicking the Schedules icon on the icon bar. The frequency of the Disaster Recovery —
Backup and Compare schedule was set to one week, and a timeslot for execution was selected. Upon
enabling the backup and verification schedule, AssetCentre will automatically run a check on all assets
configured this way in the schedule and will log any discrepancies, attach the compare report to the
record, and/or email the report out.
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* FactoryTalk AssetCentre
File Edit View Tasks Tools Windows Help
PEH S D0 ME Asets O AgentGroups [@ Archive ) Assets Lifecycle &P Lops () Schedules &9 Searches

Asset View (Design)

-Schedules
DDsign B D PN
Wy AssetCentre
=l Conveyor PLC
. =[] Conveyor_SLS_Nov16.zap16
@[] HMI Files

& Supervisor PLC

[ SupervisorPLC.ACD
B
- -] NCCoE_Manf_Lab.mer
&7 UR Robot

~ @ UR Robot Files

1662 Figure 4-18: Showing the “Schedules” button in FactoryTalk® AssetCentre

@ Archive @ AssetsLifecycle &F Logs @ Schedules §J Searches [ @

e

@ New.. 3| | B RunNow @

@Al Schedules (O Fiter by Schedules which include ‘Supervisory HMI'

Name | ScheduleLocaion | O | Completion Email List | Timing Properfies

/] Routine System Backup FEEEE&NE] Backup Wednesday, May 1 Wednesday. May 2  Waiting To Rus every week on Wednes

1663 Figure 4-19: The “Schedules” view in AssetCentre

1664  Additionally, the configuration file (. mer) can be retrieved using the “get” feature. In the Asset View,
1665 right-click on the Supervisory HMI and click on get. This will pull up a menu with optional information.
1666  After confirming, the file will be placed into the Working Folder chosen in the Archive section:

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 59



INITIAL PUBLIC DRAFT

L | = | Supervisory HMI
Home Share View

T » ThisPC » Local Disk (C:) » Working Folders » HMI Working Folder > Supervisory HMI v [&]

L.

~

MName Date modified Type Size
3 Quick access

I Desktop
¥ Downloads
Documents
[& Pictures

[T NCCoE Manf Lab.apa 12/12/2024 12:30 PM APA File 2,758 KB
| [ NCCoE_Manf_Lab_Test.apa 12/12/2024 12:30 PM APA File 2,759 KB

w oW Ny

1667 Figure 4-20: Location of the “Working Folders” without the “.mer” file present

* FactoryTalk AssetCentre
File Edit View Tasks Tools Windows Help

% r :lﬂ +*® @ n x . Assets @' Agent Groups @ Archive

Asset View

& Design [ 84

«, AssetCentre

=l Conveyor PLC

~ ~[]] Conveyor_SLS_Nov16.zap16
@ -] HMI Files

2§ Supervisor PLC

[ SupervisorPLC.ACD

= i Supervisory HMI

| i NCCoE_Manf_Lab mer
=-“1 UR Robot

- UR Robot Files

1668 Figure 4-21: Location of the stored “.mer” project file in AssetCentre
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\-!. FactoryTalk AssetCentre
File Edit View Tasks Tools Windows Help

@ H = B ] @ i | x ‘ Assets g’ Agent Groups

Asset View

& Design [ M
W, AssetCentre
=l Conveyor PLC
= |_"] Conveyor_SLS_Nov16.zap16
& -] HMI Files
& Supervisor PLC
: SupervisorPLC ACD

Archive

=] '1 URRobot | (&) Schedules
" UR Robo

@ Check Out...

@ Check In...

) Undo Check Out...
(3 Get..

@g Unblock Workflow
Open Working Folder

& Properties...

1669 Figure 4-22: Right-clicking on the Supervisory HMI asset and selecting “Get” to pull the “.mer” file

Get X

D Get writable copy
Recursively get files from subfolders
[ | Overwrite checked-out files

Qveride local name:

[ ] Qvermide working folders with path:

Browse ...
Comments:
[0k ]| Cod || bHeb
1670 Figure 4-23: The default “Get” options in AssetCentre
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| ¥ = | Supervisory HMI
Home Share View
1T » This PC *» Local Disk (C:) * Working Folders > HMI Working Folder * Supervisory HMI v @] J
Name Date modified Type Size
7 Quick access
B Desktop | | NCCoE_Manf_Lab.apa 12/12/2024 12:30 PM APA File 2,758 KB
30 load | | NCCoE_Manf_Lab.mer 5/20/2025 2:06 PM MER. File 2,386 KB
ownloads
| | NCCoE_Manf_Lab_Testapa 12/12/2024 12:30 PM APA File 2,759 KB

= Documents

| Pictures

Figure 4-24: “.mer” file now located in the “Working Folders” directory after using the “Get” tool

Comparing the first and final screenshot in this set, it can be seen that the .mer configuration file has
been uploaded to the Working Folders directory that is created inside AssetCentre. Now this file
can safely be backed up. These are the options used to back up the project files in all scenario testing.

[Return to Scenario A]

C.1.3 ForceField Zero Trust Storage

The data storage used for every scenario is ForceField Zero Trust Storage by GreenTec. As an immutable
storage solution, it enforces write-once, read-many (WORM) behavior to protect backups from
tampering or deletion. Access is available through the command line or a GUI-based web server. This
section demonstrates the web server option for uploads and downloads.

After logging into the web server, the accessible storage drives configured when establishing the server
are viewable. To upload files, click the Upload button on the desired storage device.

ForceField Zero Trust Storage™ Running on Host: gnode?7

SerialNum Device UpLoad
/dev/sdf Upload
/dev/sdg Upload
dev/sdh Upload
/dev/sdi Upload

Figure 4-25: The default view after logging into the web interface for ForceField
Note: Links on this web interface will not have visual indicators/feedback, but still work when clicked on.

When uploading, the screenshot below will appear. If choosing to encrypt the files, enter the
information on this page. Select the files desired for upload, and when ready, click the Begin File
Upload button at the bottom of the screen.
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ForceField™ File Upload to Zero Trust Storage™! Volume

+++ WARNING — > Encrypted Files Require Special CAUTIONS and Requirements.

Please Read the Documentation and Understand the Risks of Losing Data Access with Encryption.
1. You MUST SAVE the Generated Associated KEY FILES.

2. You MUST REMEMEER your FILE Userid & FILE Password to Access any data in these files.
3. You MUST REMEMBER the Serial Number or Realm (If specified).

Enter Userid & Password ONLY IF FILES ARE TO BE ENCRYPTED.
Otherwise, MAKE SURE THEY ARE EMPTY.

' SELECT Files to Upload:

Multiple files: | Choose Files | No file chosen

| SUBMIT File Upload:

Click on the button below to begin file uploads
Begin File Upload |

1688 Figure 4-26: The default view when selecting the “Upload” option in ForceField

1689  The following set of screenshots is an example of choosing a file to upload.
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~

v 3k Quick access

I Desktop »
4 Downloads
Documents o
[=] Pictures »

Firewall Rules Sc

Hashes

Postgres Backup: v

<

6 Open
- v 1 ¥ » ThisPC » Downloads
Organize - New folder

MName

L] Dragos_iLO_2M22240356.bak
0 config_SCALANCE_S600_1.conf
0 Dragos_sensor-config.json

D sitestore-config-,Json

| ] T16_35_39.tar

D running-config_Cisco-5G550X-48
D config_SCALAMCE_S600_2.conf
D running-config_AB-Stratix-2500

File name: ‘Dragos_iLO_2M2224D356.bak

x
v @) | Search Downloads P
=~ W @
Type Size ~
BAK File 19 KB
CONF File 303 KB
JSON File 1 KB
JSOM File 3 KB
TAR File 846,140 KB
Text Document 19 KB
COMEF File 303 KB
File JKB ¥
>
v|  AllFiles v

Figure 4-27: Selecting a file to upload to ForceField

SELECT Files to Upload:

Multiple files: | Choose Files | Dragos_iLO .. 240356 bak

Figure 4-28: After selected, the files to upload will show here in ForceField

stored as Dragos_il0_2M222493S56.bak (18756 bytes)

*OE

ES

File Uploads Completed

* &

Figure 4-29: Showing that the files were successfully backed up in ForceField

After uploading all files, they can be located by clicking on the storage name under SerialNum:
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ForceField Zero Trust Storage™ Running on Host: gnode?7

Device
fdev/sdf
/dev/sdg
fdev/sdh
fdev/sdi

SerialNum

UpLoad
Upload
Upload
Upload
Upload

Figure 4-30: The default view after logging into the web interface for ForceField

Once inside the device where the backup was uploaded, search to ensure the file was backed up. If
necessary, validate the backup file uploaded properly by downloading the file and comparing the hashes

of both files.
Filename
NIST NCCoE Logo.jpg
20240617 cunning-config.txt
20240617 cunning-config.txt
20240617 running-config.txt

.._doc_WFSsvr_User_Guide.pdf
_opt_greentec_forcefield doc ForceField WFS Users Guide.pdf
Dragos_sitestore-config-2024-08-15T19 22 11.573Z.json

Tenable 2024-08-15T17 12 59.tar.gz
running-config_Cisco-SG550X-48_20240815.txt

config SCALANCE-S600_20240815.conf

running-config AB-Stratix-2500_ 20240815
all_databases_backup-20240822.sgl
Ignition-Edge-Historian_Ignition-backup-edge20240822-1204.gwbk

Ignition-Local-Historian-Gateway_Ignition-backup-20240822-0903.gwbk

Ignition-Local-Hist-DB_Ignition-backup-20240822-0856.gwbk
Dragos_iLO_2M222403S6_20241126_1619.bak
config SCALANCE_S600 (1).conf
Dragos_sensor-config-20241126.json
sitestore-config-2024-11-26T17 05 52.757Z.json
2024-11-26T16_35_39.tar
running-config Cisco-SG550X-48 20241126.txt
config SCALANCE_S600_20241126.conf
running-config AB-Stratix-2500 20241126
NCCoE_Manf Lab.apa
NCCoE Manf Lab.mer
NCCoE Manf Lab Test.apa
running-config-AB-Stratix-2500-20250124 txt
hash-search-for-mer-files-FINAL .psl
Ignition-DB-Backup-test.sql

| Dragos iLO_2M222403S6.bak |

30 File Extents on this Volume

Ext# Size
1 33.77K
1 18.94K
2 18.94K
3 75.78K
1 1.29M
1 1.11M
1 2.13K
1 267.82M
1 19.10K
1 309.77TK
1 2.35K
1 8.58M
1 8.53M
1 8.73M
1 8.49M
1 18.76K
1 309.77TK
1 575
1 2.13K
1 866.45M
1 19.10K
1 309.77TK
1 2.35K
1 2.82M
1 2.44M
1 2.82M
1 2.35K
1 871
1 55.30M
1 18.76K

Figure 4-31: A list of uploaded files residing in ForceField

[Return to Scenario A]

Created

20240129 16:25:00
20240617 12:30:57
20240617 12:32:54
20240617 12:32:58
20240711 13:17:41
20240711 13:18:30
20240822 10:10:28
20240822 10:10:28
20240822 10:17:50
20240822 10:17:50
20240822 10:17:51
20240822 15:14:27
20240822 15:16:21
20240822 15:16:35
20240822 15:16:49
20241126 17:18:01
20241126 17:18:02
20241126 17:18:03
20241126 17:18:03
20241126 17:18:04
20241126 17:41:29
20241126 17:41:30
20241126 17:41:31
20241212 12:33:38
20241212 12:33:43
20241212 12:33:48
20250124 14:50:31
202350124 15:36:46
20250429 13:19:50
20250520 10:34:19
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C.1.4 FactoryTalk® Logs in Windows Event Viewer

FactoryTalk® AssetCentre provides valuable insight into the change of the HMI program. The IRT meets
to identify lessons learned at the conclusion of the incident investigation. The IRT discusses that incident
response could have been faster if the AssetCentre logs were integrated into the SIEM. This action item

is documented in the incident report and scheduled for future implementation.

& Event Viewer
File Action View Help
| 2| @
(@ Event Viewer (Local)
» L Custom Views
~ [ Windows Logs
[&] Application
] Security
] Setup
& System
r] Forwarded Events
~ [ Applications and Services Lo
[+ ] FectoryTalk Disgnostics
I._] Hardware Events
5] Internet Explorer
[&] Key Management Service
» [ Microsoft
7] OpenSSH
5] Windows PowerShell
.4 Subscriptions

FactoryTalk Diagnostics

Level
(1) Information
@ Information
@ Information
(1) Infarmation
(D Information
(D Information
(1) Information
@ Information
A\ Warning
AL Warning
A Warning
£l Warning
@ Information
@ Information
(1) Information
@ Information
(1) Information
@ Information
() Information
o Error
W Eror
W Eror
CD Information
(D Information
) lon

Date and Time

1/13/2025 1:05:45 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:42 PM
1/13/2025 1:05:40 PM
1/13/2025 1:05:40 PM
1/13/2025 1:05:39 PM
1/13/2025 1:05:39 PM
1/13/2025 1:03:51 PM
1/13/2025 1:03:47 PM
1/13/2025 1:03:25 PM
1/13/2025 1:03:25 PM
1/13/2025 1:03:25 PM
1/13/2025 1:03:23 PM
1/13/2025 1:03:23 PM
1/13/2025 1:00:31 PM

Source

FactoryTalk Linx SharedServices
FactoryTalk Linx SharedServices
FactoryTalk Linx OPCServer
FactoryTalk Linx SharedServices
FactoryTalk Linx OPCServer
FactoryTalk Linx LogixDP
FactoryTalk Link OPCServer
FactoryTalk Linx SharedServices
FactoryTalk Linx Ethernet Gateway
FactoryTalk Linx Ethernet Gateway
FactoryTalk Linx Ethernet
FactoryTalk Linx Ethernet
FactoryTalk Linx Ethernet
FactoryTalk Linx GWServer
FactoryTalk Linx GWServer
FactoryTalk Linx OPCServer
FactoryTalk Linx OPCServer
FactoryTalk Linx RemServ
FactoryTalk Linx RemServ
FactoryTalkDiagnostics
FactoryTalkDiagnostics
FactoryTalkDiagnostics
FactoryTalkDiagnostics
FactoryTalkDiagnostics
FactoryTalkDiagnostics

[Event 1001, FactoryTalk Linx RemSery

General Details

Location: Supervisor HMI Provider: FactoryTalk Linx RemServ
M irx Enterprise Verb

)

ynload) Initiate transfer of file \Application Data\Rockwell Software\RSViewME\Runtime\MaliciousOne.mer with instance number 1

Log Name: FactoryTalk Diagnostics

Source: FactoryTalk Linx RemServ  Logged: 1/13/2025 1:03:47 PM
Event ID: 1001 Task Category: Operator

Level: Information Keywords: Classic

Figure 4-32: The FactoryTalk® Diagnostics logs residing in Event Viewer
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ﬁ Event Viewer
File Action View Help

| nm @

ﬂ Event Viewer (Local) FactoryTalk Diagnostics
7 Custom Views .
v [ Windows Logs Level Date and Time Source
[ Application (@ Information 1/13/2025 1:05:45 PM FactoryTalk Linx SharedServices
[§] Security (D) information 1/13/2025 1:05:42 PM FactoryTalk Linx SharedServices
5] Setup (Dlnfarmation 1/13/2025 1:05:42 PM FactoryTalk Linx OPCServer
[&] System (i) Information 1/13/2025 1:05:42 PM FactoryTalk Link SharedServices
[ ] Forwarded Events (i) Information 1/13/2025 1:05:42 PM FactoryTalk Linx OPCServer
v [ Applications and Services Lo| I (i) information 1/13/2025 1:05:42 PM FactoryTalk Linx LogixDP
(<] FactoryTalk Diagnostics || (i) information 1/13/2025 1:05:42 PM FactoryTalk Linx OPCServer
[¢] Hardware Events (i) Information 1/13/2025 1:05:42 PM FactoryTalk Linx SharedServices
"'_I Internet Explorer /1, Waming 1/13/2025 1:05:42 PM FactoryTalk Linx Ethernet Gateway
[&] Key Management Service || - .
S, A\, Waming 1/13/2025 1:05:42 PM FactoryTalk Linx Ethernet Gateway
> W Microsoh A\ Warning 1/13/2025 1:05:42 PM FactoryTalk Linx Ethernet
. @ 3::::1" bowershetl | A Waming 1/13/2025 1:05:42 PM FactoryTalk Linx Ethernet
- s.;‘b“ rigtions @Infnrmztion 1/13/2025 1:05:42 PM FactoryTalk Linx Ethernet
- (@) Information 1/13/2025 1:05:40 PM FactoryTalk Linx GWServer
(1) Information 1/13/2025 1:05:40 PM FactoryTalk Linx GWServer
@In{oﬂnﬂlon 1/13/2025 1:05:39 PM FactoryTalk Linx OPCServer
(Dlnformlmion 1/13/2025 1:05:39 PM FactoryTalk Linx OPCServer
(D Information 1/13/2025 1:03:51 PM FactoryTalk Linx RemServ
(i) Information 1/13/2025 1:03:47 PM FactoryTalk Linx RemServ
OErm 1/13/2025 1:03:25 PM FactoryTalkDiagnostics
oError 1/13/2025 1:03:25 PM FactoryTalkDiagnostics
Wb Error 1/13/2025 1:03:25 PM FactoryTalkDiagnostics
() Information 1/13/2025 1:03:23 PM FactoryTalkDiagnostics
() Information 1/13/2025 1:03:23 PM FactoryTalkDiagnostics
| (i) Information 1/13/2025 1:00:31 PM FactoryTalkDiagnostics
Event 1001, FactoryTalk Linx RemSery
General Details
Location: Supervisor HMI Provider: FactoryTalk Linx RemServ
U RSLinx Enterprise Verbosity
(Download) Transfer instance number 1 completed,
Log Name: FactoryTalk Diagnostics
Source: FactoryTalk Link RemServ  Logged: 1/13/2025 1:03:51 PM
Event ID: 1001 Task Category: Operator
Level: Information Keywords: Classic

Figure 4-33: The FactoryTalk® Diagnostics logs residing in Event Viewer

To transfer these logs into Splunk, edit the inputs.conf file located in the Splunk Universal Forwarder
directory on the machine. The default path for this file is C: \Program Files\SplunkUniversal-
Forwarder\etc\apps\SplunkUniversalForwarder\local (see the screenshot below for ref-
erence). Step-by-step instructions are included for this process.
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I = | local
Home Share View
“ A < SplunkUniversalForwarder * etc * apps * SplunkUniversalForwarder » local
MName Date modified Type
#F Quick access
app.conf 9/12/2024 10:27 PM COMF File
[ Desktop E 4 N .pp :
D inputs.conf 9/12/2024 10:27 PM CONF File
; Downloads -+
Documents -
[&=] Pictures -
= This PC
[_} MNetwork

Figure 4-34: The location of the “inputs.conf” file to edit

Using a text editor, add the following lines to this file:

[WinEventLog://FTDiag]
Sourcetype = WinEventLog:FTDiag
checkpointInterval = 5

current only = 0

disabled = 0

start from = oldest

See the screenshot below for reference.

Size

1KB
1KB
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D[’ Ch\Program Files\SplunkUniversalForwarder etchappst SplunkUniversalForwardertlocalinputs.conf - Notepad++ [Administrator]
File Edit Search View Encoding Language Settings Toels Macre Run Plugins  Window 7
scHEHERLES|lshD|oe by 2% EBEST1-EDETHG|®
Einputs.conf = Eil

22 currsnt only = 0

23 diszbled = 0

24 start from = oldest

25 -

26 = (WinEventLog: //Setup]
27 checkpointInterval = 5
28 currsnt only = 0

29 disabled = 0

30 start from = oldest

31 L

2 |El|iwinEventLog: //FTDiag]
33 sourcetype = WinEventLog:FIDiag
34 checkpointInterval = 5
35 current only = 0

36 disabled = 0

37 start from = oldest

38 L

39 [ [perfmon: //CPU Load]
40 counters = % Processor Time:% User Time
41 instances = Total

42 interval = 10

43 objsct = Processor

44 L

Figure 4-35: The “inputs.conf” file opened in Notepad++ to add FactoryTalk® logs to the ingest

Restart the SplunkForwarder service:
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", Services

File  Action

View Help

| FE L HE v 0w

C‘M} Services (Local)

-

Description:

SplunkForwarder is the remote data
collection service for Splunk, a data
platform for operational intelligence,
If it is stopped, Splunk will stop
collecting and sending data to Splunk
indexers, which may result in data
loss, Please see www.splunk.com for
mere information. Questions can be
submitted to
www.splunk.com/answers or for
supported customers
www.splunk.com/page/submit_issue

pecial Administration Consele Helper

splunkForwarder

pot Start

'-@g SQL Server (SQL) Stop

. 50L Server (SQLEXPRESS) Pause
{6),50L Server Agent (SOL) T
1€ 50L Server Agent (SQLEXPRESS)

'-;‘-‘,:}, SCOL Server Browser

15501 Server CEIP service (SOL) Al Tasks
'-:.‘235 SOL Server CEIP service (SCLEXPRESS) Refresh
{6),50L Server VSS Writer

1), SSDPSRY Properties
'-;‘-‘,:}, State Repository Service Help

'-:,‘;‘:e‘, Still Image Acquisition Events

source = WinEventLog:FTDiag

source = WinEventLog:FTDiag

SplunkForwarder Name Description

. -@g SNMP Trap Receives trap messages generated by local or
Stop the service & - . -
Rectart the service -;,3, Software Protection Enables the download, installation and enfore

Allows administrators to remotely access a cc

he remote data collectio

system corruptions,
rcessing and controlled &
acessing and controlled z
zors SOL Server, fires alert
:ors SOL Server, fires alert
connection infermation
> erver
‘erver
e to backup/restore Micr
| devices and services tha
‘rastructure support for tl
ns associated with still i

Provides enablina services for storage settina

sourcetype = WinEventLog:FTDiag

sourcetype = WinEventLog:FTDiag

101 Storaae Service
1722 Figure 4-36: Restarting the Splunk Forwarder service
1723  Search in Splunk to confirm the FTDiag logs are being forwarded:
New Search
host="ft_ac_srv" source="wineventlog:ftdiag"
+ 746 events (12/24/24 12:00:00.000 AM to 2/1/25 12:00:00.000 AM) No Event Sampling v
Events (746) Patterns Statistics Visualization
Format Timeline v — Zoom Out
— e N e
List v 7 Format 50 Per Page v
< Hide Fields i= All Fields i Time Event
SEECTED T > 1/29/25 01/29/2025 03:13:04 PM
3:13:04.000 PM LogName=FTDiag
a host 1
EventCode=1001
a source 1
EventType=2
a sourcetype 1
ComputerName=FT_AC_SR
Show all 18 lines
INTERESTING FIELDS
a ComputerName 2 host = FT_AC_SRV
a Data 1 > 12925 01/29/2025 03:13:04 PM
#Evemtoce: | 313:04000PM  LogName=FTDiag
# Eventlype 4 EventCode=1001
a ExceptionManager_Appbase 5 EventType=2
a ExceptionManager_AppDomainNam ComputerName=FT_AC_SR\
e 10 Show all 15 lines
a ExceptionManager_EnvironmentCurr
. host= FT_AC_SRV
entDirectory 4
1724 Figure 4-37: Searching for the newly ingested FactoryTalk® Diagnostic logs
1725 [Return to Scenario A]
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C.2 Scenario A: Technical Details — Response

C.2.1 Dragos Case Creation

To prioritize, investigate, and respond to cybersecurity alerts in ICS environments, the Dragos SiteStore
Platform (Version 2.5.4) has a Case Management feature. An incident case is created using the
management tool with a hypothesis description about the incident, priority setting, and assignment
notification.

Log in to the Dragos SiteStore web portal using the host URL, username, and password credentials as
shown below:

DRAGSS

Dragos Platform v2.5.4

user license

Reset Password

Copyright 2017-2025, Dragos, Inc.

Figure 4-38: Login screen for the web interface of Dragos

Once logged in, go to the Cases Tab to click the Create a New Case button to open a new case entry
form. From the entry form, enter the case name, the priority level (0-5, with 5 being highest), visibility
(public or private), and hypotheses, and then hit the Submit button to create a case.

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack

71



1738

1739

1740

1741

1742

1743
1744
1745

INITIAL PUBLIC DRAFT

S

Create a New Case &

Dashboard

Let’s start by getting a few things out of the way to create your Case.

Name

HMI Compromise

Priority” Visibility ©
5 - Highest v Private hd

Hypothesis
Malicious code uploaded to Supervisory HMI

%

SUBMIT Notifications

Vulnerabilities

Figure 4-39: Creating a new case in the Dragos web interface

A sample case is generated as shown below:

DRAGCS  @ower Britess = @ s
CREATE ANEW CASE ISRV IS SHOW CLOSED C REFRESH B
View Type - ID - Name B Date < Notifications ~ Access -  Priority -~  Watchers Author = State -
|:| llncidenl 2 HMI Compromise 11/12/24, 11:36 AMEST 0 PRIVATE 0 admin Open
(-]
Assets
=
Data
=
Notifications
A
Vulnerabilities
Showing 1to 1of 1 Cases Rows per page FIRST  PREVIOUS NEXT  LAST

Figure 4-40: Newly created case listed in Dragos

[Return to Scenario A]

C.2.2 Disconnect WAN from Cisco ISA Firewall

While the ISA3000 has many features that control the flow of network traffic, the IRT determined, based
on the risk of the scenario, to isolate physically between the manufacturing lab network and the
industrial DMZ. To perform this isolation, the Ethernet cable in the WAN port was disconnected.
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Figure 4-41: Unplugging the Ethernet cable from the WAN port

[Return to Scenario A]

C.2.3 Isolation of HMI

The compromised HMI should be disconnected from the network. Industrial equipment is sometimes
physically hardened in the field in a way that network connections are not easily accessible. The
engineer can use the network drawing to identify the switch that the HMI is connected to, then use the
inventory to find its physical location. The HMI was connected to a switch inside a rack, which was easier
to disconnect. Having an available and up-to-date network drawing and inventory allowed for a faster

isolation.
“ 4
S
l

Ruggedcom iS00
{Supervisor)

1

Supervisor HMI

Figure 4-42: Network diagram showing where the Supervisor HMI is plugged into the Siemens switch

[Return to Scenario A]
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C.2.4 Inductive Automation, Data Historian

The following screenshot is the Historian report on the system’s operation during the installation of a
malicious file on the supervisor HMI. Even though the system stops, the system signal still shows in
running operation.

NCCoE Manufacturing Lab

Operation Historian Alarms
1
LY tg) Last 6 months W |;‘/‘l’4ﬁ‘a el e ]ilE
On and Off
09
0.8
07
0.6
0.5
0.4
0.3
0.2
0.14
0+
T T T T T
Dec 1st Jan 1st Feb 1st Mar 1st Apr 1st May 1st
H -~
from_robot_running 1 0 1 0.65 Default 0
from_conv_automatic_state 1 1 1 1 Default 0 .
I v

Figure 4-43: Data historian showcasing the tags indicating system start and stops

[Return to Scenario A]
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1763  C.2.5 Rockwell FactoryTalk® Transfer Utility

1764  The Upload tab of Rockwell’s Transfer Utility can be used to see which files are stored on the HMI.

B Transfer Utility

s
ource storage bype:
Internal Storage - m
Select File to Upload s -
Source file:
MCCoE_Manf_Lab Storage type: Internal Starage
[]  Upload as: MCCoE_kanf_Lab banf Lab.mer
MCCoE_tdanf Lab_ 091622 mer
Destination fold MCCoE_Manf_Lab_E24.mer
Eetnaton 1ot NCCoE_Manf_Lab_KM.mer
C:\Backup Folders MCCoE_Manf_Lab_Malicious.mer I:I
MCCoE_tanf_Lab_Temp.mer

MCCoE_Monf_Lab.mer
RansomFileTest. mer

Select zource teminal

= 0 &
P . PLX32-EIP-PND
fmefl 1768-L33ER, Supg
- FactoryTalk Linx i | | o]
El-&5 EtherNet, Ethernet
- | ‘anelView Plus 7 Perrsoow, soperersorrmm
] . PLX32-EIP-PND
=- 1769-L33ER, Supervisor
=N T FactoryTalk Linx - Desktop, FWCONFIGMGMTO1 v
Mode: Select Mot Browsing

1765 Figure 4-44: Selecting the file to upload using Rockwell’s Transfer Utility

1766  The “Compare” tab of Rockwell Automation’s Transfer Utility allows the user to determine that the file
1767  running on the HMI is different than the desired file found on the Engineering Workstation.

1768 In the following example, the .mer configuration file from backup is compared with the running or
1769 “Remote file”:

B Transfer Utility

Download Upload

Remate storage tppe:

Internal Storage hd

Remote file:

NCCoE_Mont_Lah D

Local Referance File:

C:\Uzers\PublichD ocumentz\R SView EnterprizehME YR untime\MCCoE_kanf_Lab.mer l:l

Transfer Utility *

I_\ The files are different.

Select remate teminak

o | PanelView Plus 7 Perf 900W, Su ~
P L PLX32-EIP-PND

[ ﬂ 1769-L33ER, Supervisor

w-e FactoryTalk Link - Desktop, FWCOMNFIGMGMTO

E-#5 EtherMet, Ethernet

= | *anelView Plus 7 Perf S00W, Supervisor_HMI

e . PLX32-EIP-PND

[ ﬂ 1769-L33ER, Supervisor

el o] FactoryTalk Link - Desktop, FWCOMNFIGMGMTO ]

Mode: Select Mot Browsing
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Figure 4-45: Comparing files using Rockwell’s Transfer Utility

[Return to Scenario A]

C.2.6 Rockwell Automation FactoryTalk® AssetCentre, Log Review

AssetCentre’s Event and Audit logs show us who was moving files, when the files were moved, and the
filename of the malicious file that was transferred. The screenshot below shows the Event log where the
malicious file download was initiated:

| Schedules - Logs

& Event Log |4 Audit Log g Diagnostics & Health Log . Quick Search Results & Quick Search @ | (5
Events - Showing up to last 500 records.

Logged Time | Occumed Time ¥ Source Location Severity

B L - = [ @ ] =
= 1/24/2025 1:13:31 | 1/24/2025 2:55:07 P | FactoryTalk Linx | Supervisor_HMI | 4\ \Warning Driver AB_ETHIP-1 failed to bind the listening TCP socket( port 10048), socket error = 0x00a8b843
. 1247202511331 172472025 2:55:07 P FactoryTalk Linx | Supervisor_HMI @) Information Driver Ethernet starts to listen to EtherNet/IP TCP port (452262316) from (null)
. 1/24/2025 1:13:31 | 1/24/2025 2.55:06 P | FactoryTalk Linx | Supervisor_HMI o Information Gateway Protocol startup complete. %0
. 1/24/2025 1:13:31  1/24/2025 2.55:06 P FactoryTalk Linx | Supervisor_HMI @ Information Gateway Protocol startup in process. %0
. 1242025 1:13:31 | 1/24/2025 2:55:04 P | FactoryTalk Linx | Supervisor_HMI | @) Information FactoryTalk Linx: Configuration files will be read from folder \Windows\"
. 1/24/2025 1:13:30 | 1/24/2025 2:55:00 P | FactoryTalk Linx | Supervisor_HMI © Information FactoryTalk Linx runtime service is starting.
. 12472025 111:30 | 1724/2025 2:52.06 P | FactoryTalk Linx | Supervisor_HMI | @ Information (Download) Transfer instance number 1 completed.
1/24/2025 2:52.02P | FactoryTalk Diag per _HML @ i C ion to remote i has been restored.
= 30 [1/24/2025 2:52:02 P | FactoryTalk Linx 7 Information | (Download) Initiate transfer of file \Application Data\Rockwell Software\RSViewME\Runtime\NCCoE_Monf

Figure 4-46: Blue line indicating the malicious file name and date of occurrence

The Audit log can be used to find the user who might have been logged in during this period. It is shown
in the following log that there was only one user who had logged in while the malicious transfer
occurred:

W archive [ schedules ™ Logs

&P Event Log |« Audit Log | Diagnostics & Health Log & Quick Search Results & Quick Search e’ )

Audits - Showing up to last 500 records.

Logged Time ¥V | Occurred Time Source Location Resource Username Message
BA = =} ] A [A] Al [m]
| W 12472025 2:5521 P | FactoryTalk View | Supervisor_HMI FactoryTalk Servi | Write 'Friday, January 24, 2025 11:55:21 AM' to 'system\AlarmResetDateAndTimeString
1724202511341 117242025 25521P | FactoryTalk View ' Supervisor_HMI FactoryTalk Servi | Write 'DEFAULT to ‘SystemiUser’.
| 1/24/2025 11:57:4 | 1/23/2025 11:04:37 | FactoryTalk Secu  SUPERVISOR-SVR Network MFGISSARAVIA [ ful login of user [MF /1A] on directory [N ]
B (124202511231 1242025 11:23:07 | FactoryTalk Secu | MFG-LAPTOP1 Network Stephanie Saravi | Successful login of user [MFGISSARAVIA] on directory [Network]

Figure 4-47: Audit log showing which users logged in recently

[Return to Scenario A]

C.2.7 Update Dragos Case

During the investigation, more evidence can be recorded in the case management. In our case, the
following evidence was recorded:
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JO;NAL T NOTIFICATIONS s EVIDENCE |8 PLAYBOOKS
Journal © i
Hypothesis:

Malicious code uploaded to Supervisory HMI

Justification:
After investigation by the incident response team, it is concluded that a USB which was infected by malware was inserted to the MF(

105/20/25, 12:20 PM EDT - admin updated status to "CLOSED"

05/22/25,11:47 AMEDT - admin updated status to "OPEN"

01/24/25, 12:34 PM EST - admin updated justification to "After investigation by the incident response team, it is concluded that a USB which was infected by malware was inserted to|
the MFG-Laptop1 and it caused the NCCoE_Monf_Lab.mer file to be inserted to the HMI. The following actions have been taken: a, Isolated machine directly involved in the attaclc b.|
Scanned the networlewith updated signatures, and c. Scanned the network to dean the malicious file. A good backup file from QCor server was transfeback to HMI and normal
operation was resumed.

Start typing your notes here. You can press Ctri+Enter or hit the send button to submit... } >

Figure 4-48: Updating a Dragos ticket with a new comment

[Return to Scenario A]

C.2.8 Remove Virtual Machine from Network

Notifications

Vulnerabilities

For all scenarios, vSphere was used for the infrastructure of the virtual machines (VMs) (not including

AWS). To isolate a virtual machine within a vSphere environment, log into vCenter and find the

corresponding VM to remove from the network. The following screenshots provide a step-by-step guide.
It starts by demonstrating how to access the VM settings from its Summary page, then indicates the
location of the network settings and the boxes to uncheck. Once these boxes are unchecked, the VM will
be disconnected from all networks and will remain disconnected until the virtual NIC is re-enabled:
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& SupervisorPLC_Server

Summary Monitor

0O & & : ACTIONS
Configure Permissions D PNetworks
Guest OS: Microsoft Windows Server 2019 (64-bi

Compatibility:

VMware Tools:

DNS Name:
IP Addresses:

ESxi 6.7 and later (VM version 14)
Running, version: 12449 (Upgrade availi
MORE INFO

LAUNCH WEB CONSOLE

Host:
LAUNCH REMOTE CONSOLE @

£ i3 93

1794 Figure 4-49: Highlighting the Edit Settings button for a virtual machine (VM) in vCenter

Edit Settings

v Network adapter 1

SupervisorPLC_Server

X

¥ Connected

Status

Connect At Power On

Port ID 5456

Adapter Type VMXNET 3 v

DirectPath I/O Enable

Shares Normal v v
Reservation [o] v Mbit/s v
Limit Unlimited v Mbit/s v
MAC Address Automatic v

v Network adapter 2

¥ Connected

Status

Connect At Power On

Port ID 18808
Adapter Type E1000E v
Shares Normal v v
Reservation [0] v Mbit/s v
Limit Unlimited v Mbit/s v
MAC Address Automatic v
1795 Figure 4-50: Highlighting where to turn off network adapters for VMs in Edit Settings
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Edit Settings = SupervisorPLC_Server

v Network adapter 1*

Status

Port ID

Adapter Type

DirectPath I/O

Shares

Reservation

Limit

MAC Address

v Network adapter 2 *

Status

Port ID

Adapter Type

Shares

Reservation

Limit

MAC Address

[[J connect At Power On

M Connected

5456

VMXNET 3 v
Enable

Normal v

0

v

v Mbit/s v

Unlimited

v Mbit/s v

[J connect At Power On

Automatic v

B Connected

18808

E1000E v
Normal v

0

v

v Mbit/s v

Unlimited

v Mbit/s v

Automatic v

Figure 4-51: Network settings for a VM turned off in Edit Settings

[Return to Scenario A]

[Return to C.5.6 - Disconnect JumpHost VM from Network]

C.2.9 Taking Snapshots of VMs

For forensic purposes, the IRT takes a snapshot of the virtual machine. To perform this task, find the

Take Snapshot button in the VM’s Summary page.
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&5 SupervisorPLC_Server 2 | & | :acripns
summary Monitor Configure Permissions Dafast tworks Snapshots

LAUMCH WEB CONSOLE

LAUNCH REMOTE coNsoLE (@)

Guest O5: Microsoft Windows Server 2019 (64-hit), Virtualization

Compatibility: ESXi 6.7 and later (VM version 14)
VMware Tools: Running, version:12449 (Upgrade available)
MORE INFO

DMS Mame:
IP Addresses:

Host:

&7 3 5

Figure 4-52: The Take Snapshot button on a VM’s settings page

Users can also click the Actions button and find it in a context menu:

& SupervisorPLC_Server

B & i ACTIONS

summary Monitor Configure Permissions Datastore @5 Actions - SupervisorPLC_Server

Guest OS:
Compatibility:
VMware Tools:

DNS Name:
IP Addresses:

LAUNCH WEB CONSOLE

Host:

£ 3

LAUNCH REMOTE CONSOLE @

Power >

Guest OS5 >

e SE_ .
. Snapshots
ESXi 6.7 and later (/M @;} Take Snapshot...

Running, version:12p4 EA Open Remote Console

MORE INFO @ Manage Snapshots

Clone »

Delete All Snapshots
Fault Tolerance >

Figure 4-53: The Take Snapshot button in the Actions context menu

When taking the snapshot, change the name and add a description. Be sure to include the VM’s

memory:
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Take snapshot X

Mame Compromised_HMI_Snapshot

Description For forensics purposes, this snapshot

was created after the incident (see

N

Include virtual machine’'s memaory

CANCEL CREATE

1807 Figure 4-54: Entering details for the snapshot to be created

1808 In vCenter’s tasks at the bottom of the interface, the progress of the snapshot is shown as a Status:

b Recent Tasks Alarms

Task Name T Target T Status T

Create virtual machine sn... & supervisorPLC_Serv.. 16%
1809 Figure 4-55: Snapshot progress in vCenter

1810 Looking at the VM’s settings screen, select the Snapshots tab to find all the current snapshots.

1811 Note: A snapshot can also be taken from this tab:
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@i SupervisorPLC_Server 02 @ & i ACTIONS
Summary Monitor Configure Permissions Datastores Networks Snapshots

TAKE SNAPSHOT... ’ REVERT | EDIT DELETE | DELETE ALL

[z} Compromised_HMI_Snapshot

@ You are here

Figure 4-56: Snapshots in the VM'’s settings in vCenter

[Return to Scenario A]

[Return to C.5.7 - Take Snapshot of JumpHost VM]

C.2.10 Remove Physical Device from the Network

To disconnect a physical device, such as a laptop, from the network, all network adapters should be
disabled. On Windows operating systems, this can be done by going to Ethernet settings, clicking
on Change adapter options, and right-clicking each active network connection to select
Disable. The following screenshots illustrate how to complete this.

&~ Settings - O X

Windows Settings

| stherned x |

¥ Ethernet settings

=¥ Find and fix problems with your network . .
E System = g P ¥ D Mobile devices
Display, sound, notifications, P Link your Android, iPhone
power
L g—
@ Network & Internet @ Personalization a—  Apps
Wi-Fi, airplane mode, VPN Background, lock screen, colors a— Uninstall, defaults

R Accounts ('-).-.‘ Time & Language @ Gaming
Your accounts, email, sync AT Speech, region, date Game Bar, captures, Game
work, other people Mode
{’l? Ease of Access /O Search ﬂ Privacy
= Narrator, magnifier, high Find my files, permissions Location, camera, microphone

contrast

- Update & Security
R~ Windows Update, recovery,

backup

Figure 4-57: Windows Settings window, searching for “Ethernet settings”

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 82



INITIAL PUBLIC DRAFT

£ Settings =

f Home Ethernet

Find a setting £ | Ethernet

Not connected

Network & Internet

B Status :
Related settings
7 WiFi Change adapter options
Change advanced sharing options
I ¥ Ethernet
Network and Sharing Center
< Dial-up
Windows Firewall
% VPN

S e e Help from the web

Run an internet speed test
&} Mobile hotspot

@ Proxy @ Gethelp

& Give feedback

1821 Figure 4-58: Highlighting “Change adapter options” in Ethernet settings

‘& Network Connections

1 '%& > Control Panel » All Control Panel ltems > Network Connections

Organize ~ Disable this network device Diagnose this connection Rename this connection View status of this connection
L". Bluetooth Network Connection ~ | Ethernet ."- Wi-Fi
— Disabled ¥ _ Unidentified network, Network 9 = o Disabled
GB Bluetooth Device (Personal Area ... WL JpiallB) Fiharpet Cannactinn (3112 dﬂ] Intel(R) Dual Band Wireless-AC 82...
€ Disable
Status
Diagnose

9 Bridge Connections

Create Shortcut

9 Delete

9 Rename

9 Properties

1822 Figure 4-59: Disabling the unwanted Ethernet adapter in Network Settings on Windows

1823 [Return to Scenario A]
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C.2.11 Antivirus Scan

Run full antivirus scans of all machines on the network. Windows Defender was used on the
manufacturing lab workstations.

‘Windows Security - O
&«
Scan options
Run a quick, full, custom, or Microsoft Defender Offline scan. Have a question?
&y Home Get help
MNo current threats.
| U Virus & threat protection Last scan: 5/16/2025 3:26 AM (quick scan)
0 threats found. Help improve Windows Security
Q  Account protection Scan lasted 2 minutes 1 seconds

} Give us feedback
40266 files scanned.
U} Firewall & network protection
Allowed threats

B App & browser control Protection history Change your privacy settings
5 £ View and change privacy settings
2. Device securi X .
v for your Windows 10 device.

% Device performance & health o Quick scan Privacy settings
A Y onto Checks folders in your system where threats are commonly Privacy dashboard

YT found. Privacy Statement

@ Full scan

Checks all files and running programs on your hard disk. This
scan could take longer than one hour.

O Custom scan

Choose which files and locations you want to check.

O Microsoft Defender Offline scan

Some malicious software can be particularly difficult to remove
from your device. Microsoft Defender Offline can help find and
remove them using up-to-date threat definitions. This will
restart your device and will take about 15 minutes.

Scan now

@ Settings

Figure 4-60: Performing a “Full scan” in the “Virus & threat protection” tab of Windows Security

[Return to Scenario A]

C.2.12 Search for Malicious File

In the absence of tools or scripts, a manual process can be used to search for the malicious file using File

Explorer.
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o | = | Search Tools  nccoe_monf - Search Results in Local Disk (C:) - O >
Home Share View Search e
« v |l + Search Results in Local Disk ) el X nccoe_monf x

~ MName Date modified Type
3 Quick access
D MCCoE_Monf_Lab.mer 1/24/2025 12:39 PM MER. File
[ Desktop
‘ Downloads

= Documents

% N %%

=/ Pictures

Conveyor_TIA_Portal

Figure 4-61: Searching for a malicious “.mer” configuration file in Windows

[Return to Scenario A]

C.2.13 Script for Finding Malicious File

Ant
the

ivirus software may not catch the malicious file if it is not yet known to be malicious. In Scenario A,
user is aware that the HMI was impacted by this file. The next step is to search the network for simi-

lar configuration files, such as a .mer file, to see if other machines have been similarly impacted.

To address this, a PowerShell script can be run on IT or engineering workstations to scan all files for a
suspicious configuration file. In Scenario A, this script was developed to search for the specific malicious

file:

<#
Utilizing wvariables, we can assign specific computers and
file names to search for. In this case, we're searching
for the "Monf" file to see anywhere else this file might be.
#>

Scomputer
$fileName

Invoke-Command -ComputerName $computer -ScriptBlock {
Get-ChildItem -Path C:\ -Recurse -Filter $using:fileName -ErrorAction SilentlyContinue

}

Figure 4-62: Custom script for searching the entire C:\ drive for a specific file

Note: To search for every .ner file, change the £ileName variable to * .mer

Once able, run the script:
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¥ Select Administrator: Windows PowerShell

PS C:\Manufacturing\Scripts> .\simple-file-search.psl

Directory: C:\Manufacturing\Supervisory PLC

LastWriteTime Length Name PSComputeriame

1/24/2025 12:39 PM 2574852 NCCoE_Monf_Lab.mer localhost
\Manufacturing\Scripts>

1844 Figure 4-63: Output of running the custom script, showing all files with that specific name

1845 In this scenario, the malicious configuration file has an obvious name. A more thorough method for
1846 identifying a malicious file is to manage the integrity of known clean files. This can be achieved by main-
1847 taining a list of SHA-256 hashes for all known clean files. In the following set of screenshots, the user
1848  confirms the SHA-256 hash of the malicious configuration file and then runs a script that will search for a
1849 file based on its file extension and SHA-256 hash.

1850 Here is an example script designed to search for a file using the file hash:

$hashOfFileYourlLookingfor = "@028AG88BBATF8715B4E657608045D38AF8896B9C25C98BF83A47BDF1170FEDB™

Get-ChildItem -Path C:\ -Filter *.mer -Recurse -ErrorfAction SilentlyContinue | ForEach-Object{
#scoping search to .mer Fileﬂ

f#get location of files in the folder
$fullfolderpath = $_.FullName

f#get the hash of the file
$fileHash = Get-FileHash $fullfolderpath |select -expandproperty hash

#give alert if the file is found
if($filehash -eq $hashOfFileYourlLookingfor){
lirite-Host "File is located at $fullfolderpath”

1851 Figure 4-64: Custom script to search through a computer to find a file based on a cryptographic hash

1852 Prior to running the script, the hash of the malicious file must be collected.
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EN Windows PowerShell —

Get-FileHash NCCoE_Monf_Lab.mer

A47BDF1170FEDBE CoE_Monf_Lab.mer

1853 Figure 4-65: Taking a cryptographic hash of the suspected malicious file to find any variants

1854  This hash will then be inserted into the script file by replacing the ShashOfFileYouAreLookingfor
1855 variable with the SHA256 hash:

#hash value you are looking_for
$hash0fFileYourlLookingfor =|“8828&88888&?F8?1584E65?688845D38ﬁF889689C25C988F83ﬂ4?BDF11?8FEDB”I

Get-ChildItem -Path C:\ -Filter *.mer -Recurse -Errorlction SilentlyContinue | ForEach-Object{
#scoping search to .mer fileg

#get location of files in the folder
$fullfolderpath = $_.FullName

#get the hash of the file
$fileHash = Get-FileHash $fullfolderpath |select -expandproperty hash

#give alert if the file is found
if($filehash -eq $hashOfFileYourlLookingfor){
Write-Host "File is located at $fullfolderpath”

1856 Figure 4-66: Inputting the hash of the file users want to search for

1857 Once able, run the script. If the hashes match, it provides an output of the file location on the system:

EX Administrator: Windows PowerShell

C:\Public\Scriptsihash-search.psl
Public\MER_Files\NCCoE_Monf Lab.mer

1858 Figure 4-67: Script output, showing the files that match the hash in the script

1859  The scripts provided are a starting point. They can and should be edited to best suit the organization.

1860 [Return to Scenario A]
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1861 C.3 Scenario A: Technical Details — Recovery

1862 C.3.1 Downloading Backups from Authoritative Source

1863 Following the incident, system recovery should be initiated by retrieving backups using the configured
1864 backup solution. The solution used in this Practice Guide is ForceField. To perform this recovery,

1865 navigate to the Forcefield file structure and click on the file name desired for download from the storage
1866  device. To recover from the HMI compromise, the engineer downloads the HMI configuration file:

Filename Ext# Size Created
NIST NCCoE Logo.jpg 33.77K 20240129 16:25:00
20240617 unning-config txt 18.94K 20240617 12:30:57
20240617 unning-config.txt 18.94K 20240617 12:32:54

75.78K 20240617 12:32:58
1.29M 20240711 13:17:41
1.11M 20240711 13:18:30
213K 20240822 10:10:28

267.82M 20240822 10:10:28
19.10K 20240822 10:17:50
309.77K 20240822 10:17:50
235K 20240822 10:17:51
8.58M 20240822 15:14:27

1
1
2
20240617 unning-config.txt 3
.._doc_ WFSsvr_User Guide.pdf 1
_opt_greentec_forcefield doc ForceField WFS Users Guide.pdf 1
Dragos_sitestore-config-2024-08-15T19 22 11.573Z.json 1
Tenable 2024-08-15T17 12 59.tar.gz 1
running-config Cisco-SG550X-48 20240815.txt 1
config SCALANCE-S600 20240815.conf 1
running-config AB-Stratix-2500 20240815 1
all databases backup-20240822.sql 1
Ignition-Edge-Historian_Tgnition-backup-edge20240822-1204.gwbk 1 8.53M 20240822 15:16:21
Ignition-Local-Historian-Gateway_Ignition-backup-20240822-0903.gwbk 1 8.73M 20240822 15:16:35
Ignition-Local-Hist-DB_Ignition-backup-20240822-0856.gwbk 1 8.49M 20240822 15:16:49
Dragos iLO_2M22240356_20241126_1619.bak 1 18.76K 20241126 17:18:01
config SCALANCE S600 (1).conf 1 309.77K 20241126 17:18:02
Dragos_sensor-config-20241126.json 1 575 20241126 17:18:03
sitestore-config-2024-11-26T17 05 52.757Z.json 1 213K 20241126 17:18:03
2024-11-26T16 35 39.tar 1 866.45M 20241126 17:18:04
running-config Cisco-SG550X-48 20241126.txt 1 19.10K 20241126 17:41:29
config SCALANCE S600 20241126.conf 1 309.77K 20241126 17:41:30
running-config AB-Stratix-2500 20241126 1 235K 20241126 17:41:31
NCCoE Manf Lab.apa 1 2.82M 20241212 12:33:38
[NCCoE_Mant Lab.mer | 1 244M 20241212 12:33:43
NCCoE Manf Lab Test.apa 1 2.82M 20241212 12:33:48
running-config-AB-Stratix-2500-20250124.txt 1 235K 20250124 14:50:31
hash-search-for-mer-files-FINAL.ps1 1 871 20250124 15:36:46
Ignition-DB-Backup-test.sql 1 55.30M 20250429 13:19:50
Dragos iLO 2M222403S6.bak 1 18.76K 20250520 10:34:19
30 File Extents on this Volume

1867 Figure 4-68: Stored files in ForceField, with the file wanted for the scenario highlighted
1868 NOTE: Links on this site will not have visual indicators/feedback, but still work when clicked on.

1869  Once clicked, a prompt appears to save the file onto the local machine. Be sure the machine performing
1870  the action is a clean workstation. Section C.3.2 will explore the options to restore this configuration file
1871 to the HMI.

1872 [Return to Scenario A]
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1873 C.3.2 Restore the HMI

1874  After determining that the HMI is compromised, the HMI device is disconnected from the network.

1875 Following this, as production has already ceased, the HMI is removed entirely to achieve isolation on the
1876 process network. A new HMl is procured, and at this time, the approved file from qualified backup

1877 sources may be loaded.

1878 If any issues arise, a shutdown may be forced on the HMI by placing a probe on the reset pin, located
1879 physically on the back of the device, labeled as default. This will, on reboot, bring the machine to a
1880  reset menu. This can be exited with the no changes option.

1881 Following this, a reboot menu on the HMI panel will display. For Allen Bradley PanelView™ Plus,
1882 interrupting normal boot operations is performed by either using the touchscreen to engage the white
1883 box in the bottom left corner or by connecting a keyboard and pressing F1 to enter the boot menu.

1884 When adding a new file to an HMI via USB, it is recommended to follow NIST SP 1334. There are two
1885 methods of placing said file on the terminal. If the PanelView™ Plus terminal recognizes the external
1886 storage device, a transfer can occur by navigating to the external storage source in the terminal and
1887 initiating a file transfer to internal storage. If this is not possible, the file may be placed in the internal
1888 storage location by exiting the machine edition terminal to the Windows CE environment, copying the
1889 file from the external storage drive, and copying the file to the location of internal storage.

1890 Once the approved file is copied onto the new HMI, the terminal is reloaded, and routine checks are
1891 performed to ensure all relevant parameters, such as communication, startup preferences, etc., are set.
1892  The .mer configuration file may then be loaded and run on the terminal.

1893 [Return to Scenario A]

1894 C.3.3 Close Dragos Ticket

1895 Once the investigation is finished and the response and recovery have been completed, the case can be
1896 closed with a proper justification note entered.

1897 Click the Resolve Incident button to close the created case for the incident.
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K o

&
Case Management >Incident View ‘,‘ EDIT| | 1 DELE[E| it Dashboard
T PEELmeseeaME T
HMI Compromise il e
admin
" | -
NOTIFICATIONS PLAYBOOKS
il = # EVIDENCE =]
Journal @ 1
1898 Figure 4-69: Showing the button in Dragos to resolve an incident for a case

Confirm Status Change

Dashboard
Are you sure you want to resolve HMI Compromise?

1899 Figure 4-70: Confirming the change in the status of the case in Dragos

DRAGCS o N

CREATE A NEW CASE DELETE CASES SHOW OPEN C' REFRESH H

View Type < ID - Name S Date < Notifications Access - Priority ~  Watchers Author ~ State =
|:| llncident 2 HMI Compromise 11/12/24,11:36 AM EST 0 PRIVATE B 0 admin Closed

o
Assets
=
Data
=

Notifications
A

Vulnerabilities

<
Showing 1to 1of 1 Cases Rows per page 50 a FIRST PREVIOUS NEXT LAST .

1900 Figure 4-71: Highlighting the new state of the case in Dragos

1901 [Return to Scenario A]
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C.4 Scenario B: Technical Details — Preparation

Before an incident occurs, a manufacturer must prepare for incident response and recovery. The
following steps were taken to prepare for the Scenario B incident.

[Return to Scenario B]

C.4.1 Configuring Garland to Enable Multiple Detections

Garland was configured to receive SPAN information from several switches throughout the network and
send that information to two network sensors, Dragos and Tenable.

Control System

Figure 4-72: Garland hardware configuration
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COMS - PuTTY — O X

Figure 4-73: Garland software configuration

[Return to Scenario B]

C.4.2 Creating Graphic Interface in ConsoleWorks

The corporate account that's been compromised accesses the OT network through a Jumphost installed
in the DMZ between the IT and OT boundary. To protect the assets inside the OT network, all accesses
from external networks are required to use the remote access tool’s access management interface
within ConsoleWorks. Figure 4-74 is the ConsoleWorks Graphic Interface configured for the Jumphost.
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COHSO/@W " v56-u0 Administration
} FAVORITES laBN - GRAPHICAL: View (=]=)E]x]
> DASHBOARDS View Graphical Connections @
) CONSOLES Graphical Connection Description Type Status Text -f
> DEVICES [] AD_SERVER AD Server RDP Available A
 LOGS [] CONF_MGR_SERVER Configuration Manager Server  RDP Available
b EVENTS [] CONFIG-MGT-22_0OLD For Allen-Bradley Applications RDP Available
) REGULATORY E] EDGE-HISTORIAN Edge-Historian RDP Available
— GRAPHICAL [[] FT_AC_SERVER RDP Available
] HIST_IGN_GW Hist_IGN_GW RDP Available

View [[] JumPBOX_RR Jumpbox_RR RDP Available

Add JUMPBOX_VM1 Jumpbox_VM1 RDP Available

Edit ] LAPTOP_1 Laptop 1 RDP Available

Recordings m [] LAPTOP_3 Laptop 3 RDP Available

Active [] LAPTOP 4 Laptop 4 RDP Available ]
b Galoways ] LAPTOP 5 Laptop 5 RDP Available
b USERS [] LAPTOP 6 Laptop 6 RDP Available
) REPORTS ] LAPTOP 7 Laptop 7 RDP Available
I TOOLS [110CAIL-HIST-DR | ocal-Hist-DR RDP v
— SECURITY [ Connect M View Active } [ View Recordings ] [ Mass Change } [ Delete } [ Examples } [ Copy M Rename }
< Authentication

Password Rules

Figure 4-74: ConsoleWorks configured to provide remote access

C.4.3 Creating a Redundant Ignition Instance in AWS

NCCoE uses the Ignition tag splitter feature to implement redundancy. The Tag History Splitter is useful
for automatically creating a backup of operational data. The architecture used in this build that is
implementing the tag historian splitter is shown in Figure 4-75. There is one edge Ignition server
collecting process data from the controllers, two gateway Ignition servers, and two Database servers.
One is called local gateway with a local database for storing historian data sitting in OT DMZ.; the other
is called AWS cloud gateway ignition with its own dedicated database also hosted in the cloud server.
The Tag History Splitter Provider doesn't store history on its own, but with the proper configuration, the
splitter will help to log tag history into multiple databases. The local Edge Ignition server connected to
the PLCs is responsible for obtaining the real-time tag data from the PLC. Both the local and cloud
Ignition servers are connected directly to the local Edge Ignition server to receive live tag data. The real-
time tag data and historian data can be displayed from a web-launched client once the dashboard is
built from the Ignition designer.

In the event the Local Gateway Server is down, the operational data and the historian data (up to the
downtime of the Local Gateway Server) can be viewed in the redundant Web-Launched Client on the
cloud.
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< <3
AWS Cloud Q@/ Q&/ Local Gateway
‘Web-Launched Web{aunched ags
Gateway Clients Ignition Server

Ignition Server (Tag History

\ I
: |
| I
|
I
! |
! : Cliergs
| (Second) |
I
j |
]
|
! |
]
! |
]
) \

Splitter)
' (First)
7 \\ Database ,,
' Local Edge
| Ignition Server (Store and Forward)
| Legends:

Historian Data  se—-
RealTime Tags .

PLC PLC

Figure 4-75: Ignition historian redundancy architecture using Tag Splitter

The following procedures are followed to configure the Tag Splitter for Ignition Gateway:

e Install Inductive Ignition gateway servers on-premises and in the cloud. Each of the gateway
instances is associated with a corresponding PostgreSQL database to store the historian data.

e Edge Ignition server is responsible for collecting real-time tag data from the OT devices. The
Ignition Edge tag provider can be configured from its web interface. The result setting is shown
in the figure below.

&7 lgnition-Edge-Historian 4 MANAGER_IGNITIONED | LogOut=

Ignition EDGE‘-./ ) -

ﬁ SYSTEM 2 Config » Tags > Edge Tag Provider
H .

ome Overview

of] Backup/Restore Edge Tag Provider Settings

Status Ignition Exchange
Licensing Name edge

Modules

Projects Enabled
Redundancy

Gateway Settings Real Time Tag provider created for Edge

NETWORKING Description

Web Server

Email Settings

Gateway Network

Figure 4-76: Ignition Edge Tag Provider is enabled
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1942 e Set the Edge Ignition Server to feed real-time tag data to Ignition gateways. One is called the
1943 local gateway, and the other is called the cloud gateway, hosted in Amazon AWS. The following
1944 edge gateway network setting shows that the outgoing connections are pointed to the local
1945 gateway server and the cloud gateway server to forward real-time tag data.

& Config > Network > Gateway Network Settings

General Settings Qutgoing Connections Incoming Connections Diagnostics Queue Management Proxy Rules

Host Port Enabled Description Gateway Name Redundancy Role Status

true For Gateway Server on the cloud. Unknown Unknown Faulted
true Ignition Gateway, Onsite Historian Ignition-Local-Historian-Gateway Independent Running

= Create new Outgoing Gateway Connection...

1946 Figure 4-77: Ignition outgoing connections configuration
1947 e Set up the local gateway and cloud gateway to receive real-time tag data from the Edge
1948 Gateway. The gateway network setting for the local gateway is shown below:

B Config > Network > Gateway Network Settings

General Settings Outgoing Connections Incoming Connections Diagnostics Queue Management

Proxy Rules

Remote Certificates

Common Name Serial Issuer Status
Edge-Historiar Self Approved
Id s . . Redundancy
ecurity Certificate Gateway Name Role Status
ignition-edge-historian Approve :_%gitgcr:ig-nEdge— Independent gunnin
1949 Figure 4-78: Ignition incoming connections configuration
1950 e The local gateway Ignition instance is responsible for splitting the tag data for storing in
1951 different databases. The tag splitting setting is shown below. The Tag Provider called
1952 TagSplitter is configured to send tag data to two storage locations: IGN _Hist Onsite,
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1953 which is the local Ignition database, and IGN Hist OnCloud, which is the AWS cloud Ignition
1954 database.

& Config > Tags > History

Provider Name TagSplitter

Enable this tag history provider

o (default: true)

Description

,

IGN_Hist_Onsite v

First Connection  Data is stored to both connections equally. However, all queries execute against the
first connection, unless a limit is imposed using the settings below, or the first
connection is unavailable.

Second

Connection IGN_Hist_OnCloud v
1955 Figure 4-79: Tag Splitter history settings
1956 e Anlgnition Dashboard is designed to show real-time operation data and historian data. Both the
1957 local Ignition Dashboard and the cloud Ignition Dashboard share the same design, and the only
1958 difference is that the data are drawn from their associated databases.
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NCCoE Manufacturing Lab

Operation Historian Alarms

Total Finished Product Counts:

Black/Black: | 408 | White/White: | 7 | Alum/Black: 38
Black/White: | 0 | White/Alum: | 23 | Black/Alum: \ 0 ‘
White/Black: | 1103 | Alum/White: | 0 | Alum/Alum: \ 0 \

Number of Half Cube Processed: | 4274 ‘

Number of Half Cube Rejected: ‘ 1289 |

Operational Status:

Selected Product: System Running Status:
Upper Cube: Converor Subsystem: | e |
Lower Cube: m Robot Subsystem: | true |

Warehouse Slot Status:

Highest Available Slot: ‘ 2 ‘

Figure 4-80: Ignition display for real-time operational data

NCCoE Manufacturing Lab
Operation Historian Alarms
-~
B . olem) (o) () (o
Browse Tags C «l f& Last 6 hours !‘1“’!'“8‘{5 o) () (2]
» [3 IGN_Hist_OnCloud
On and Off
» [G IGN_Hist_Onsite
» [3 IGN_Logs_Onsite | “
. 0.9
» G TagSplitter
0.8~ [
074
064
054 ‘
044 |
034
02
0.14
[
04
T T T I I
155 2:00 2:05 210 215
SYSLEITI_IUTI_PETTTISSIVES 1 u 1 v.re
-~
system_auto_status 0 0 0 0
from_robot_running 1 0 1 0.5 v

Figure 4-81: Ignition dashboard for historical data

[Return to Scenario B]

C.4.4 Creating a Baseline in Dragos

A new baseline rule is created in Dragos that alerts on any violations of the ruleset. The ruleset is
configured to allow PostgreSQL between all devices expected to communicate with the local and cloud

historian. Any violation of the baseline rule will generate an alert.
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The baseline rule is created by navigating to the Baselines section within the Dragos navigation pane.

From there, the option Create Baseline is selected. After creating a name for the baseline, as shown in
Figure 4-82, scroll down and select Create New Filter. The filter can be customized as shown in Figure

4-83 and then saved.

Baselines

1) NewBaseline

Choose the settings for a new Baseline

&) Select Baselined Assets

Choose which assets to include in the Baseline

Create Baseline Rules

Create communication rules for the Baseline

@ confirm and Create Baseline

Review baselined assets, baseline rules, and
notification rules

Baselines

© v tine
Cronetnasacinge o v Bssine

[ pe——

[Return to Scenario B]

New Baseline

Baseline Name *

[ Historian Baseline Exampld

Baseline Description

Enable Baseline on creation [ ]

How do you want to select baselined assets? *

(O Saved Asset Filter

Copy an existing Saved
Filter to define this
Baseline's Assets

— ra
— L

1 e Administrator v

Baseline Notifications
This will send notificati
detected that meet the core baseline asset criteria, The defaultis off
initially as this will generate many notifications.

assetsor ications are

New Asset Notifications )
New Communication )
Notifications

Figure 4-82: Creating a new Dragos baseline rule

Rules

FosTeres x

POSTGRES

s e

Figure 4-83: Create a custom criteria for the new rule

C.4.5 Creating a Baseline Policy in Tenable

A new baseline policy is created in Tenable OT Security, which alerts on any violations of the ruleset. The

ruleset is configured to allow PostgreSQL between all devices expected to communicate with the local
and cloud historian. Any violation of the baseline policy will generate an alert.

The baseline policy is created by navigating to the Policies section within the Tenable navigation pane.
From there, the option Create Policy is selected. From there, Unauthorized Conversation is selected as
shown in Figure 4-84. The rule criteria are entered as shown in Figure 4-85. Figure 4-108 provides a view
of the baseline Policy alert within the Tenable OT Security platform.
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Create Policy Create Policy

o ——@—® O 0—0

ent Type Policy Definition Policy rent Type Policy Definition
Actions

Configuration Events(126)

RDP Connection (Authenticated)
Network Events(16)

Network Threats(3)

SCADA Events (38) RDP Connection (not Authentica...

Unauthorized Conversation

Failed Unsecured FTP login

Successful Unsecured FTP login

1981 Figure 4-84: Unauthorized Conversation policy creation in Tenable
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Create Policy

@ o @

Event Type Policy Definition Policy Actions

Unauthorized Conversation

POLICY NAME *

*Historian Violation of Access
SOURCE *

v | | Select

DESTINATION *

In v | | Select

= And

PROTOCOL *

Select

1982 Figure 4-85: Unauthorized Conversation policy creation in Tenable

1983 [Return to Scenario B]
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1984 C.4.6 Creating a Splunk Dashboard for SQL protocol Activity

1985  This section discusses the steps of creating a dashboard to track PostgreSQL traffic using logs that are
1986  coming from both the Tenable and Dragos servers.

1987 Once the detection of a deviation of the baseline has been established within Tenable and Dragos, both
1988  tools generate notifications that can then be forwarded to Splunk via syslog. Splunk does not natively
1989 contain a dissector for the logs from Dragos, so users can utilize the Field Extractor tool in Splunk to
1990 create a custom dissection of the log with the Regqular Expression (Regex) option. Users can also
1991 install the Dragos plugin for Splunk. Logs coming from Tenable were properly dissected already.

1992 Dragos

1993 Looking at an initial search for Dragos logs, the dissector does not split the information from this log in a
1994  way that would be useful for a dashboard:

index="syslog" host= postgresql Last 30 days v n

~ 6,366 events (5/25/25 12:00:00.000 AM to 6/24/25 10:03:43.000 AM) Job ¥ ” & L ¢ Fast Mode

No Event Sampling v

Events (6,366) Patterns Statistics Visualization

1 day per column

Format Timeline v — Zoom Out
List v # Format 50 Per Page v
B 2 3 4 5 6 7 8 Next >
< Hide Fields = All Fields i Time Event

v 6/10/25 =43 :143: / - 3
SELECTED FIELDS Jun 10 16:43:14 » ‘Iun 10 20 43.07 dragos dragf)s_sylslog (lZEF‘GIDr
4:43:14.000 PM agos|Platform|2.2|notification|New Baseline Peer Communication Deviation D

a host 1
y etected|severity=2|created_at=2025-06-04T17:45:56Z|detector_id=|id=
a source
8|srczone= src=shost=|dstzone= dst= dhost=|msg=Asset 3 violated baseline
a sourcetype 2 i ; ; : i :
Historian DB Scenario Latest - Duplicate' with client over POSTGRES
INTERESTING FIELDS = < (RSEESIR)-
a index 1 Event Actions v
# linecount 2
CHEAL R Type Y Field Value Actions
+ Extract New Fields Selected |v] host¥ h
V| source v udp:514 v
v sourcetype v udp:514 v
Time time v 2025-06-10T16:43:14.000-04:00
Default index v syslog v
linecount + 1 N
1995 Figure 4-86: A Dragos log showing no dissected fields

1996 Click on Event Actions and then choose the Extract Fields option:
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6/10/25 Jun 10 16:41:14 Jun 10 20:41:07 dragos dragos_syslog: CEF:@|Dragos|Platf
4:41:14.000 PM orm|2.2|notification|New Baseline Peer Communication Deviation Detected|severity=2|c
reated_at=2025-06-04T17:45:56Z|detector_id=|id= | srczone= src=shost=|dstzone=
dst= dhost=|msg=Asset 3 violated baseline 'Historian DB Scenario Latest' with client

over POSTGRESQL [ <-(POSTGRESQL )- ]

Event Actions ¥

Build Event Type ‘Value Actions
v
Show Source udp:514 v
v sourcetype ¥ udp:514 v

Time time v 2025-06-10T16:41:14.000-04:00

Default index v syslog v
linecount ¥ 1 v
splunk_server ¥ Splunk-Server v

Figure 4-87: Where to find the “Extract Fields” option for this specific log entry

From here, Splunk provides two options to extract information. The Regex option is chosen for this
demonstration. Delimiters are an easier option if the information in the log is specifically set up to do so.
For example, the pipe | delimiter can be used, which will search through the log and separate it by the |
character. The log chosen in the previous screenshot includes this potential delimiter, but it would
include every single line between each pipe | as a Field. The Regex option is chosen to be able to select
specific information within the log.
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Select Method

Indicate the method you want to use to extract your field(s). Learn more 2
| prefer to write the regular expression myself >

Source type
udp:514
Jun 10 16:41:14 Jun 10 20:41:07 dragos dragos_syslog: CEF:0|Dragos|Platform|2.2|notification|New Baseline Peer Communication
Deviation Detected|severity=2|created_at=2025-06-04T17:45:56Z|detector_id=|id* |srczone= src=shost=|dstzone= dst= dhost=|msg=Asset 3
violated baseline 'Historian DB Scenario Latest' with client over POSTGRESQL [ <-(POSTGRESQL )- 1
(*?) x|y |z
Regular Expression Delimiters
Splunk Enterprise will extract fields using Splunk Enterprise will extract fields using
a Regular Expression. a delimiter (such as commas, spaces, or
charac Use this method for delimited
data like comma separated values (CSV
files).
2004 Figure 4-88: Choosing “Regular Expression” as the field extraction method

2005  Click Next at the top to move to the next section:

Extract Fields ®

Select Method Select Fields Validate Save

2006 Figure 4-89: The top bar of the field extractor, click next to go to the next step

2007  Once in this section, select the portions of the log to be dissected. In the following set of screenshots,
2008 both the log date and the Dragos server IP address are chosen:

Jun 10 16:41:14 Jun 10 20
—— L — e Bl
Extract Require nar

Field Name Date

Sample Jun 10 16:41:14
Value
Add Extraction
2009 Figure 4-90: Selecting the first custom line to extract as a field, labeled “Date”
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5 Jun 10 20:41:0
com— - =/ =

dhos Extract Require or

Field Name | Host_IF|

Shov
Sample
Value
Pre
If you na

incorrect values in the next step.

Figure 4-91: Selecting second custom line to extract as a field, labeled “Host_IP”

Once all the fields are selected, depending on how long the chosen fields are, this error could prevent
continuation (highlighted in blue):

n Error in 'rex' command: regex="(?ms)"(?P<Date>\w+\s+\d+\s+\d+:\d+:\d+)\s+{?P<Host_IP>[* ]+)["\.\n]"\.\d H\I(?P<Type>\w+)["\I\n]"\I(?P<Notification_Type>\w+
\sH\wHsHwHsHwHsHwHsHwt)["\\n]"\\w+=(?P<Severity>["\I]+)\Icreated_at=(?P<Notification_Creation_Date>["\[[+}(%:[*=\n]"'=){2)(?P<Notification_ID>\d+)(?:
[* \n]* }(7)(?P<Baseline>"\w+\s+\w+\sH\w+\s+\w+') with (?P<Client_ID>[a-z]+\s+\d+)\s+H\w+\s+\w+\s+{(?P<Traffic>.+)"

Select Fields

Highlight one or more values in the sample event to create fields. You can indicate one value is required, meaning it must exist in an event for the regular
expression to match. Click on highlighted values in the sample event to modify them. To highlight text that is already part of an existing extraction, first turn off
the existing extractions. Learn more [2

Jun 10 20:41:07 dragos dragos_syslog: CEF:0|Dragos|Platform|2.2| |
|severity= |created_at= |detector_id=|id= | srczone= src=shost=|dstzone= dst=
dhost=|msg=Asset 3 violated baseline with over POSTGRESQL

Figure 4-92: Potential error when selecting too many fields

The error states “[REGEX] has exceeded configured match_limit, consider raising the value in
limits.conf.” The 1imits.conf file is a system file for Splunk that has default values defined for various
variables used in the application. It is best practice to never edit this file, so to fix this, Splunk allows for
the creation of custom applications to edit these variables. To create this custom application within
Splunk, navigate to the location where Splunk is installed and find the apps directory located in the etc
directory (in this instance: C: \Program Files\Splunk\etc\apps).Create a new folder, naming
this folder the name of the chosen custom app (in this instance: custom regex limits):
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5 | apps

Home Share View
&«

v 4 > ThisPC » Local Disk (C:) » Program Files » Splunk » etc > apps »

B Desktop * A Name
¥ Downloads  # python_upgrade_readiness_app
= Documents custom_regex_limits
& Pictures * custom-dragos-parser
SharePublic splunk_httpinput
o 1, TenableAppforSplunk
TA-t |
Backups —

splunk_app_db_connect

Date mod?fied

6/13/2025 1:00 AM
6/12/2025 12:38 PM
6/10/2025 3:42 PM
6/10/2025 3:06 PM
5/28/2025 3:49 PM

5/28/2
Y,

ro
=]
no
=1
(]
w
ne
w
w

P
4/23/2025 9:31 AM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder

Figure 4-93: Location of directory to create custom applications in Splunk

Create two new folders within this new directory, name them local and metadata:

= | custom_regex_limits

| M
Home Share View
&

v A > ThisPC > Local Disk (C:) » ProgramFiles > Splunk > etc » apps » custom_regex_limits >

~

~

B Desktop Name

¥ Downloads local

= Documents metadata

& Pictures
SharePublic
22.1.2

Ot

Backups

Date modified Type
6/12/2025 12:37 PM  File folder
6/12/2025 12:41PM  File folder

Figure 4-94: The directory of the custom app, two additional folders created for it

Within the 1ocal directory, create the file 1imits.conf, and within the metadata directory, create

the default.meta file:

| M 5 | local

Home Share View

&« v 4 > ThisPC » Local Disk (C:) » Program Files > Splunk > etc > apps > custom_regex_limits > local

~

I Desktop L]

¥ Downloads

Name

| limits.conf

*
*
= Documents
& Pictures »
SharePublic #
22.1.2

Backups

Date modified

6/24/2025 10:28 AM

Type
CONF File

Figure 4-95: Location of main “limits.conf” file to edit for the custom application
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| M % | metadata
Home Share View
L v 4 > ThisPC » Local Disk (C:) » Program Files » Splunk > etc » apps > custom_regex_limits > metadata
B Desktop s (& Name - Date modified Type
¥ Downloads  #  default.meta 6/12/2025 12:40 PM META File
= Documents
& Pictures *
SharePublic #
2212
Backups
2027 Figure 4-96: Location of “default.meta” file for the custom application

2028  The default variable for Regex in the 1imits.conf system file is rex. The default values for rex are
2029 as shown:

[ﬁ’ C:\Program Files\Splunk\etc\apps\custom_regex_limits\local\limits.conf - Notepad++ [Administrator]

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

p—

cPHEG 3 GR 4shhI2c Ay ax|FRE1-EDET
{={ limits.conf 2 E3 hdefaun,meta |

| [rex]
| match limit = 100000

depth limit = 1000

2030 Figure 4-97: Default values of the “limits.conf” file

2031  Increase boththematch limit and depth limit values to areasonable value to get the Field
2032 Extractor to successfully start the extraction. In this instance, the values that worked are as shown:

u *C:\Program Files\Splunk\etc\apps\custom_regex_limits\local\limits.conf - Notepad++ [Administrator]

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?
o 2 am

cHHB 3 LB sHkd2Cc/ng 22 |FEIST-EDET,
[ limits.conf 2 E‘]hdefault.meta I

[rex]
match_limit = 300000

depth limit = 4000

2033 Figure 4-98: New values for the Regex variable, fixing the previous error

2034 Next, enter the following information into the default .meta file. This file defines the metadata for
2035  the app, such as the ownership, export settings, and most importantly, the access controls of the app. In
2036  the screenshot below, access is set so everyone can read the app, but only admins can create the

2037  “views.” The export setting is set to system, which means that this custom app will be available to all
2038  other apps within Splunk:
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[;z *C:\Users \Documents\default.meta - Notepad++ [Administrator]
File Edit Search View Encoding Language Settings Tools Macro Run

o HEG 3Gl 4Dk 2C Ay x=x|[FE*

B imits.cont k=] defauitmeta 2 B3
1 [default]
2 access = read : [*], write : [admin]

3 |export = systen|

Figure 4-99: Chosen values for “default.meta” file
Once this is complete, restart the Splunk service.

When re-creating the field extraction, the error is no longer present:

Extract Fields . . < Back Existing fields >

Select Method Select Fields Validate Save

Select Fields

Highlight one or more values in the sample event to create fields. You can indicate one value is required, meaning it must exist in an event for the regular
expression to match. Click on highlighted values in the sample event to modify them. To highlight text that is already part of an existing extraction, first turn off
the existing extractions. Learn more [2

Jun 10 16:41:14 Jun 10 20:41:07 dragos dragos_syslog: CEF:@|Dragos|Platform|2.2| [IN
WIS LI B ETS TV we=0 | severity= || created_at=| |detector_id=|id= | srczone=
dhost=|msg=Asset 3 violated baseline with over POSTGRESQL

src=shost=|dstzone= dst=

Figure 4-100: Same extracted fields as before, no more error after increasing Regex limit values

On the next page, validate the Regex that is produced from this process:

Validate

Validate your field extractions and remove values that are incorrectly highlighted in the Events tab. In the field tabs, inspect the extracted values for each field,
and optionally click a value to apply it as a search filter to the Events tab event list.

Hide Regular Expression v View in Search [2

?P<Date>\w+\s+\d+\s+H\d+\d+:\d+)\s+(?P<Source_IP>[" )} M.\n]"\\d+\I(?P<Type>[a-z[+)\(?P<Type_Summary>\w+\sHw+s+Hw+s+HwHsHwHs+Hw+)|[*=\n]*=(?
P<Severity>\d+)["=\n]*=(?P<First_Deviation_Date>"\I[+)\\w+_\w+=\\w+=(?P<Notification_ID>["\})(Z:[* \nJ* ) 7}(?P<Baseline>"w+\s+\w+s+\w+\s+Hw+') with (?
P<Asset_ID>[a-z]+\s+\d+)\s+\wH\s+\wH\s+(?P<Postgresql_Communication>.+)

Edit the Regular Expression

Figure 4-101: The Regex generated based on the previous field selection portion

After validated, the next step is to save this so that it can then apply to all logs that match this Regex in
the specified source type:
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Extract Fields & W 8 @ < Back

Save

Select Method Select Fields Validate Save

Name the extraction and set permissions.

Extractions Name

Owner

App

Permissions

Source type

Sample event

Fields

Regular Expression

EXTRACT-| Notification_Type,Severity,Baseline,De¢

admin
search
Owner App All apps

udp:514
Jun 10 16:43:14 Jun 10 20:43:07 dragos dragos_syslog: CEF:@|Dragos|Platform|2.2|notification|
eEasel e R CoRm i cationIDEVISEIONIDEteated) | s=ver i ty=2| created_at=2025-06-04T17:45:56Z |
detector_id=|id= |srczone= src=shost=|dstzone= dst= dhost=|msg=Asset 3 violated baseline
'Historian DB Scenario Latest ' with client over POSTGRESQL [ S <-( POSTGRESQL )-

- - ]

Notification_Type,Severity,Baseline,Destination_IP,Protocol,Source_IP

Az MAnJL )40 dHI\WwHI(?P<Notification_Type>["\I}+)\Iseverity=(?P<Severity>\d+)[*"\n]*'(?P<Baseline>{""]+)["\[\n]*\[(?
P<Destination_IP>\d+\.\d+\.\d+\.\d+)\s+<\-\((?P<Protocol>\w+)\)\-\s+(?P<Source_IP>["\]}+)

2047 Figure 4-102: Saving the new Regex created for this field extraction

2048  Once this is complete, looking at the same log at the start of this section, the regex will now dissect the
2049  log for use in a dashboard:
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6/10/25 Jun 10 16:43:14 Jun 10 20:43:07 dragos dragos_syslog: CEF:0|Dragos|Platf
4:43:14.000 PM orm|2.2|notification|New Baseline Peer Communication Deviation Detected|severity=2|c
reated_at=2025-06-04T17:45:56Z |detector_id=|id- | srczone= src=shost=|dstzone=
dst= dhost=|msg=Asset 3 violated baseline 'Historian DB Scenario Latest' with client

over POSTGRESQL <-(POSTGRESQL )- ]

Event Actions v

Type Y Field Value Actions
Selected v hostv v
v source v udp:514 v
| sourcetype v udp:514 v
Event Baseline » Historian DB Scenario Latest v
Destination_IP + v
Notification_Type ¥ New Baseline Peer Communication Deviation D v
etected
Protocol POSTGRESQL v
Severity v 2 v
Source_IP ~ v
created_at v 2025-06-04T17:45:562 v
idv v
msg ¥ Asset W
severity v 2 v

Figure 4-103: Dragos log now properly dissecting fields due to the Field Extractor tool

This whole process is just one method of dissecting this log. When creating a field extractor using regex,
it hinges on the logs being the exact same every time, otherwise it will not dissect the logs the exact
same way, if at all. In this instance, this method was useful because all the logs coming from Dragos for
the PostgreSQL traffic baseline deviations all appeared in the same format. Dragos also has a plugin with
Splunk that was not used for this demonstration.

Tenable

Splunk properly dissected the Tenable logs by default. The following screenshot is an example of a log
showcasing a trigger of the “Historian Violation of Access” rule that was created in Tenable. Pay
attention to the fields to see what has been extracted. An important element to note in the full log is
highlighted by the red box:
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0

Time

6/3/25
11:43:44.000 AM

Event

Jun 3 11:43:44 Jun 3 11:33:47 CEF:@|Tenabl
e|Tenable OT Security|3.17.40]109|Unauthorized Conversation|9|dvchost=
Tenable OT Security rt=Jun 3 2025 11:33:47 duser=LOCAL-HIST-DB suser=J
UMPHOSTVM1 proto=TCP dst SIrC dpt=5432 cfpiLa
bel=cluster_log_id cfp1=259371 externalld=259371 cs6Label=policy_name

csb=Historian Violation of Access|cat=NetworkEvents

Event Actions v

Type ¥ Field Value Actions
Selected v host~ v
| sourcevw udp:514 v
«| sourcetype ¥ udp:514 v
Event catv NetworkEvents v
cfpl~ 259371 v
cfpiLabel v cluster_log_id v
csb v Historian v
cs6Label ~ policy_name v
dptv 5432 v
dstv v
duser LOCAL-HIST-DB v
dvchost » Tenable g
externalld = 259371 v
proto v TCP v
rtv Jun v
src v v

Figure 4-104: Tenable logs properly dissected and ready for use in a dashboard

Using the dashboard creation discussed in Scenario A, Appendix C.1.1, a new dashboard is created to
track the New Baseline Peer Communication Deviation Detected notification from
Dragos, as well as the Historian Violation of Access from Tenable.

As shown above in the red box, the cs6 field represents the policy that is being violated, which shows in
the full log as “Historian Violation of Access,” but the field was only able to capture the first word
“Historian.” The IRT is able to proceed with this cs6 information, but users should be aware of potential
truncation in dashboards. Just like with Dragos, Tenable has an official plugin that is not demonstrated

in this Practice Guide.
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C.5 Scenario B: Technical Details — Response

C.5.1 Detection using Splunk Dashboard

The following dashboard, created in C.4.6, indicates unauthorized PostgreSQL traffic. It tracks the count
of PostgreSQL traffic with the source and destination IP addresses, and PostgreSQL traffic in a time chart
for both Dragos and Tenable. Both time charts are potentially helpful, quick visuals to see a spike in
baseline deviations or policy violations:

Postgresql Traffic Deviations

Shows the Postgresql deviations and Network Violations from both Dragos and Tenable

Dragos - Count of Postgresql Baseline Deviation

index=* Protocol=POSTGRESQL Notification_Type="* | stats count by Source_|P, Destination_|P, Baseline, Severity, Protocol | sort - count

Source_IP = Destination_IP = Baseline = Severity = Protocol = count =
Historian DB Scenario 2 POSTGRESQL 1832
Historian DB Scenario 2 POSTGRESQL

Historian DB Scenario 2 POSTGRESQL

Tenable- Historian Violation of Access Timechart Dragos - Postgresql Baseline Deviation Timechart

index=" host= cs6="Historian" | timechart count index=" Protocol-POSTGRESQL Notification_Type=* |
by ¢s6 span=1d timechart count by Baseline

4

Figure 4-105: Dashboard created to track PostgreSQL traffic from Dragos and Tenable logs
Note: Observe the search fields used when creating the databases in the screenshot (e.g., “index=*").

To provide more in-depth detail, a panel was created in the dashboard to showcase a wide range of
information provided by Dragos and Tenable:
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Dragos - Baseline Deviatian (Full Events)

index="* Notification_Type="New Baseline Peer Communication Deviation Detected" | table created_at, Baseline, host, Source_IP,
Destination_IP, Severity | sort - created_at

created_at = Baseline = host = Source_IP = Destination_IP = Severity =
2025-06-04T03:47: Historian Scenario Dragos
2025-06-04T@3:47: Historian Scenario Dragos
2025-06-04T703:47: Historian Scenario Dragos
2025-06-04T03:47: Historian Scenario Dragos
2025-06-04T03:47: Historian Scenario Dragos
2025-06-04T03:47: Historian Scenario Dragos
2025-06-04T03:47: Historian Scenario Dragos
2025-06-04T703:47: Historian Scenario Dragos
2025-06-04T03:47: Historian Scenario Dragos
2025-06-04T03:47: Historian Scenario Dragos

4 5 6 7 8 9 10 Next»

2080 Figure 4-106: Dashboard created to track PostgreSQL traffic from Dragos and Tenable logs

Tenable - Historian Violation of Access

index=* host . cs6="Historian" | table _time, cs6, suser, duser, src, dst | rename cs6 as "Policy Name", suser as "Source
User", duser as "Destination User", src as "Source IP", dst as "Destination IP" | sort - _time

_time = Policy Name = Source User = Destination User = Source IP = Destination IP =
2025-06-04 13:17: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB
2025-06-04 :11: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB
2025-06-083 :30: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB
2025-06-03 :28: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB
2025-086-83 :35: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB
2025-86-83 :33: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB
2025-06-03 :30: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB
2025-06-083 :28: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB

2025-06-03 16:27: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB

2025-06-03 :24: Historian Violation Access JUMPHOSTVM1 LOCAL-HIST-DB

2081 Figure 4-107: Dashboard created to track PostgreSQL traffic from Dragos and Tenable logs

2082 Unusual PostgreSQL traffic is being detected by both Dragos and Tenable. Utilizing Splunk dashboards,
2083 incident responders can get a quick look into the violations occurring within the traffic. These

2084  dashboards can be edited as users see fit. These are just a few examples of how users can set up their
2085 dashboards to detect any vital traffic leaving or entering the ICS network.

2086 [Return to Scenario B]
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2087 C.5.2 Analyzing Tenable Alert
2088 Because the factory’s cyber team developed thorough baseline policies in Tenable, the system alerted
2089  when an unauthorized conversation occurred between the JumpHostVM and the local historian
2090 database. The Historian Violation of Access alert provides details on which machine was accessing the
2091 database using what port.
Gy Historian Violation of Access — Y -
Network Events
Details
_— = =8
Exclusions Status LogID Time ¢ Event Type Severity Policy Name Source Asset
Not resol... 355775 02:30:23 PM - Jul 11, 2025 Unauthorized Co... Historian Violation of Acc
Event 355775 02:30:23 PM - Jul 11, 2025 Unauthorized Conversation Not resolved
EZHS A conversation in an unauthorized protocol has been detected
Source
Destination Why is this Suggested
important? Mitigation
Policy
Status Conversations in Check if this
unauthorized protocols communication is
may indicate suspicious expected. If it is expected
PostgreSQL Database traffic. Some assets are traffic, then adjust the
(5432/TCP) not expected to Policy conditions so that
5432 communicate in non- Events aren't generated
standard nrotocals and for similar
2092 Figure 4-108: An alert generated in Tenable for a Historian Violation of Access policy
2093 [Return to Scenario B]
2094 C.5.3 Analyzing Dragos Deviation Alert
2095 A notification appears in Dragos when a new asset communicates with the historian database, based on
2096  the Baseline created in section C.4.4. Details about the event can be investigated from the notification,
2097 and a case can be created from the notification.
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i>:3s2s481 ) New Baseline Peer Communication Deviation Detected

What Happened

Asset 3 violated baseline 'Historian DB Baseline' with client 40232 over POSTGRESQL

(POSTGRESQL)

Assets

View - Type - D - Name ~ Dir. - 07/11/25,01:55 PM EDT

m @ Database 3 Local-Hist-DB other
m &= Server 40232 Asset40232 other

Communications

.
v/
D
@ e < ---- POSTGRESQL ---- - ofEEEDe Baseline
= Historian DB Baseline
) Acaat Asset
local-hist-db
jumphostvm1 Resources
Proto.. = Client + Ephemeral Po... = Server ~  Server Ports + TXBytes =~ RX Bytes =~
—_— Cases
POSTGR...  jumphostvm1 52192 53178,52:.. 5432 1.3MB 256.9 MB Ukiiiial Trsthe to Hictoria
2098 Figure 4-109: Dragos PostgreSQL Historian Baseline Deviation

2099 [Return to Scenario B]

2100 C.5.4 Dragos Case Management

2101 After the SOC team determined that a data exfiltration incident had occurred, an incident case was
2102 created using the Dragos SiteStore Platform (Version 2.4.2) Case Management tool to streamline the
2103 incident investigation and support cross-team coordination. Analysts should include their hypothesis
2104  description about the incident, priority setting, and assignment notification in the case. During the
2105 investigation, the case was updated with further evidence collected from the investigation. Once the
2106 investigation is done and response actions are taken, the case can be closed for further record. Below is
2107  the screenshot for the case created for the Scenario B incident. Priority 2 was given to the ticket based
2108 on initial indications from Dragos and Tenable.
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Create a New Case

Let's start by getting a few things out of the way to create your Case.

Unusual Traffic to Historian Database

2 Public

Received alert within Splunk that Tenable and Dragos both detected unusual Postgres traffic to the Historian database.

CANCEL SUBMIT

Figure 4-110: Creating a new case within Dragos

[Return to Scenario B - Initial Identification]

[Return to Scenario B - Cyber Incident Analysis and Response]

C.5.5 Isolate ICS DMZ using ISA3000

The Incident Response Team updated the Cisco ISA3000 Firewall to limit traffic from the ICS network to
the corporate network, with the exception of the AWS instance. The following firewall rules were
applied:

Allow the Edge Gateway server to communicate outbound to the cloud Ignition Gateway; temporarily
block all other inbound and outbound. Figure 4-111: Cisco Firewall Configuration shows a view into the
Adaptive Security Device Manager that provides an interface to configure the Cisco IS firewall.

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 115



2119

2120
2121
2122
2123
2124

INITIAL PUBLIC DRAFT

Type topic to search

File View Tools Wizards Window Help
— shjbatfn
7 i W
@ Home ‘O%} Configuration D Monitoring Q Save @ Refresh o Back O Forward ‘? Help CISCO
|| Firewall (=L Configuration > Firewall > Access Rules () Addresses | Services | Time Ranges ]
& | R
0 ‘ & Add - (& Edit [if Delete |+ | % B B - | Q Find E5 Diagram (g Export + fy Clear Hits 8] Show Log M Packet Trace | EREEN
3 NAT Rules % Add - [ Edit Jif Delete| @, Where Used © NotUsed
& Q Service Palicy Rules Source Criteria:
fal|| -l AAA Rules # Enabled ) Filter: Filter|Clear
ol 28 it Rues Source User Security Group Source Serv :
5 Ethertype Rules = (15 incoming rules) MName N
- %Public Servers 1 5 inside2120-network/24 Network Objects "
#EL URL Filtering Servers 5 B inside2120-network/24 = AD-DNS
& Threat Detection i @ an
=% 1dentity Optans 3 15 inside2120-network/24 i
£0 1dentity by Trustsec 4 = inside2120-network/24 @ anys
54 VM Attribute Agent 5 O =8 —— - @ anys
Objects - O 8 ot = AwS-Local-WAN
Unified Communications 7 o nside2120 network/24 - [®} AWS-Remote-Host
3 Advanced B AWS-VPN-1
- B AWS-VPN-2
B8 aws_network
8 B inside2121-network - @} AWSHistorianDB
® Config-MGMT-22
° 5l inside2122-network B4 dns_extemal01
) dns_externald2
N - B dns_internald 1
& evice Se
= & 10 ) inside2123-netwark = Edge-Historian
g} Firewal - 8| FT_AC_Server
o 1 [ FTAC-Agent
Remote Access WP @ any - B FW-Config-Mgmt-Host-01
2 @ any - G inside2120-network/24
G stewostevn 13 ol inside2 120 network/24 v S8 nsde 12 network
< >
m} Device Management -l inside 2122 network,
B inside2123-network
g Apply Reset I - inside 2126 network/24 v

Figure 4-111: Cisco firewall configuration

The following Figure 4-112 and Figure 4-113 show the creation of new rules. Rules are created to ensure
access is allowed from the ICS network to AWS and from AWS to the ICS network. Also, a block all rule is
created to block all external traffic to internal traffic and vice versa. Placing the block rule after the pre-

vious allow rule ensures all traffic is blocked, but communication is still allowed to flow over the site-to-
site VPN to AWS networks.
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Add Access Rule
——
Action: (@) Permit () Deny

Source Criteria

Source: |ute+|ust, AWSVPN-1, AWS-VPN-2, aws_netmrkE”

User: | II”

Security Group: | |:||

Destination Criteria

Destination: |Nﬂrk, inside 212 3-network, insideZlEE—netwurka‘&lZ”

Security Group: | II”

Service: |i|:l |:||

Description:

[] Enable Logging

More Options

K || cnd || b |

4

Figure 4-112: Permit rule for AWS gateway and hosts
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Interface; outside1 e
Action: () Permit (@) Deny
Source Criteria

Source: any

User:

Security Group:

Destination Criteria

Destination: work, inside 2123-network, inside2126-network24 | -
Security Group:

Service: ip

Description:

Enable Logging

Logging Level: |Default e

L

More Options

Figure 4-113: Block rule for the ICS network

[Return to Scenario B]

C.5.6 Disconnect JumpHost VM from Network

Refer to section C.2.8 in scenario A on how to remove a VM from the network in vSphere. In this step,
be sure to select the correct VM.

[Return to Scenario B]

C.5.7 Take Snapshot of JumpHost VM

Refer to section C.2.9 in Scenario A on how to take a snapshot of a VM in vSphere. In this step, be sure
to select the correct VM. A snapshot of the VM is taken for forensics purposes.

[Return to Scenario B]
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2136  C.5.8 Isolate Local Database and Historian Gateway

2137  The local historian gateway and database are isolated from the network as part of the containment step
2138 of incident response. Since both the local gateway server and the database server are virtual machines,
2139  they can be disconnected using the VMware vSphere client. The process to disconnect the Network
2140 Connection for a Virtual machine is shown below:

2141 Log in to the VMware vSphere Client. Once logged in, locate the suspect server (Local-Hist-DB) in the
2142 vSphere Client.

@ Local-Hist-DB 02 & @ ! ACTIONS
[D] @ @ Summary Monitor Configure Permissions Datastores Networks Snapshots
Guest OS: Microsoft Windows Server 2019 (64-bit), Virtualizatiol

Compatibility: ESXi 6.7 and later (VM version 14)

VMware Tools: Running, version:12449 (Upgrade available)
MORE INFO

DNS Name:

IP Addresses:

LAUNCH WEB CONSOLE

Host:

£ @ 0

LAUNCH REMOTE CoNsoLE @

' VMs running on snapshots - Please remove snapshots older than two days

/\ A newer version of VMware Tools is available for this virtual machine.

VM Hardware

> CPU 16 CPU(s)
> Memory |:| 32 GB, 0.32 GB memory active
> Hard disk 1 500 GB
> Network adapter 1
CD/DVD drive 1 Disconnected
> Video card 8 MB
2143 Figure 4-114: Select the local historian database server in vCenter

2144  Edit the settings on the VM. There are a few methods: right-click on the selected server and select Edit
2145 Settings, or click on the Edit Settings button on the summary page.
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@ Actions - Local-Hist-DB

Power
Guest OS
Snapshots

% Open Remote Console

& Migrate...

Clone
Fault Tolerance
VM Policies

Template

Compatibility

@ | ocal-Hist-DB Export System Logs...

@ Edit Settings...

Move to folder...

Raname

tLE

NSOLE

snapsl
of VM

er1

Figure 4-115: Locate Edit settings for local historian database host in vCenter

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack

120



INITIAL PUBLIC DRAFT

& Local-Hist-DB O3 @ © ACTIONS
Summary Monitor Configure Per Datastores Networks Sr
Settings...
Guest OS: Microsoft Windows Server 2019 (64-bit), Vi

Compatibility: ESXi 6.7 and later (VM version 14)
VMware Tools: Running, version:12449 (Upgrade available)

MORE INFO
DNS Name:
IP Addresses:
LAUNCH WEB CONSOLE
Host:
LAUNCH REMOTE CONsoLE D
” =
&7 o %
2147 Figure 4-116: Locate “Edit Settings” for local historian database host in vCenter

2148  Selectthe Network Adapter and uncheck the Connectedand Connect At Power On check

2149 boxes.
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Edit Settings  Local-Hist-DB

Virtual Hardware VM Options

ADD NEW DEVICE v

> CPU 6 v ®
> Memory 32 v GB v

> Hard disk 1 500 GB v

> SCSI controller O VMware Paravirtual

v Network adapter 1

Connect At Power On

Status
Port ID 18218
Adapter Type VMXNET 3 v
DirectPath 1/0 Enable
Shares Normal v v
Reservation 0 v Mbit/s v
Limit Unlimited v Mbit/s v
MAC Address Automatic v
> CD/DVD drive 1 Client Device A4
2150 Figure 4-117: VM Network adapter settings, currently turned on
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Edit Settings  Local-Hist-DB X

Virtual Hardware VM Options

ADD NEW DEVICE v

> CPU 16 v ®
> Memory 32 v GB v
> Hard disk 1 500 GB v
> SCSI controller O VMware Paravirtual
v Network adapter 1* B Connected
Status (J Connect At Power On
Port ID 18218
Adapter Type VMXNET 3 v
DirectPath I/O Enable
Shares Normal v v
Reservation 0 v Mbit/s v
Limit Unlimited v Mbit/s v
MAC Address Automatic v
> CD/DVD drive 1 Client Device v
2151 Figure 4-118: VM Network adapter settings, currently turned off

2152  Click OK. Validate that the database has been disconnected by logging into the local historian gateway.
2153  Verify that the local historian gateway does not show data in the Historian dashboard.
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NCCoE Manufacturing Lab

Operation Historian Alarms

Browse Tags C €l FR tastemonths

&+
5

I]
m
Lo

¢ [E IGN_Hist_OnCloud

» [E IGN_Hist_Onsite

» [E IGN_Logs_Onsite 30 4
» [ TagSplitter

No Trend Data Source available.
Please add Tags from the Tag Browser panel.

Figure 4-119: No historian data was shown from the local gateway dashboard
This same procedure was followed to disconnect the local historian gateway server from the network.

After both the database and the gateway have been disconnected, the local historian is no longer
functional. The cloud historian is still operational.

[Return to Scenario B]

C.5.9 Validate Redundant AWS Cloud Historian

A cloud database and historian were configured for redundancy. After isolating the local historian, verify
that the redundant server installed in the AWS cloud is still functional.

- Login to Ignition historian in the cloud.
- Verify live updates on both the Operation and Historian tabs built into the GUI.
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NCCoE Manufacturing Lab

Operation Historian Alarms
» @ Remote_IGN_Hist_ OnCloud =
» [3 Sample_SQLite_Database i | ‘Ii
0.3 I
0.8+ |
4 | | ‘ |
: ‘
‘ I ‘
L | LRl
o = . :
May 1st Jun 15t Jul 15t Aug 1st Sep 1st Oct 1
¥  PenName ‘ Current Value Minimt
B ignition-edge-historian:edge:/from_conv_running | 1 0
ignition-edge-historian:edge:/robot_running ‘ 1 0
Add Selected Tags | &
: 1
-/ 4

Figure 4-120: AWS Gateway Ignition historian dashboard

Real-time data is provided from the Edge to the Cloud Ignition Gateway. Historical data is being

provided to the cloud database from the tag splitter located in the Local Ignition Gateway. Information
seen in the cloud will be real-time, and historical data will be available up to the point in time when the

Local Gateway goes offline. Once the Local Ignition Gateway is back online, the missing historical data
will automatically be forwarded from the Edge to the Local and Cloud Ignition Gateways.

[Return to Scenario B]

C.5.10 Detecting Large Data Transfer in Dragos

After finding the specific notification within Dragos, users can see the amount of data being transferred:

Seve... ~ D = Occurred At~ ~ Type = Summary Message
-—
3614502 06/04/25,01:33P... Baseline New Baselin... Asset 3 violated baseline ‘Historian DB Scenario Latest - Duplicate’ with server 28417 over TLS
3614501 06/04/25,01:33P... Baseline New Baselin... Asset 3 violated baseline "Historian DB Scenario Latest' with server 28417 over TLS
3614500 06/04/25,01:33P... Baseline NewBaselin... Asset 3 violated baseline ‘Historian DB Scenario Latest - Duplicate - Duplicate’ with server 34132 over HTTP
a 3614499 06/04/25,01:33P... Baseline New Baselin... Asset 3 violated baseline "Historian DB Scenario Latest - Duplicate’ with server 34132 over HTTP
a 3614498 06/04/25,01:33P... Baseline New Baselin... Asset 3 violated baseline "Historian DB Scenario Latest' with server 34132 over HTTF
a 3614199 06/04/25,01:11P... Baseline New Baselin... Asset 3 violated baseline ‘Historian DB Scenario Latest - Duplicate - Duplicate’ with client 38484 over POSTGRESQL
a 3614198 06/04/25,01:11P... Baseline New Baselin... Asset 3 violated baseline "Historian DB Scenario Latest - Duplicate’ with client 38484 over POSTGRESQL
a 3614197 06/04/25,01:11P... Baseline [NEV =R W Asset 3 violated baseline ‘Historian DB Scenario Latest’ with client 38484 over POSTGRESQL <-(POSTGRESQL})-
a 3614180 06/04/25,01:09 P... Baseline New Baselin... Asset 3 violated baseline ‘Historian DB Scenario Latest - Duplicate - Duplicate’ with server 295 over TLS
a 3614179 06/04/25,01:09P... Baseline New Baselin... Asset 3 violated baseline "Historian DB Scenario Latest - Duplicate’ with server 295 over TLS

Figure 4-121: List of notifications in Dragos
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2176
2177
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i0:3612197 ) New Baseline Peer Communication Deviation Detected E

What Happened

Asset 3 violated baseline 'Historian DB Scenario Latest' with client 38484 over POSTGRESQL [192.168.2.10 <-(POSTGRESQL)- 192.168.1.

Assets
View = Type T ID = Name
&= Database 3 Local-Hist-DB
VIEW = Server 38484  Asset 38484

Communications

%)
[v]
(O] ol - POSTGRESQL -+ ¥ o0
P
= Asset Asset
local-hist-db
nist.gov jumphastvm1
Proto... = Client ~ EphemeralPo... ~ Server =~ ServerPorts ~ TXBytes -
POSTGR... = = 509.7KB
POSTGR... = local-hist-db = 509.7KB
< PREV

171

RX Bytes

1084 MB

1084 MB

Figure 4-122: Expanding Dragos notification to find additional information

When expanding the notification in Figure 4-123, we can see the number of RX (received) bytes moving

between the local historian database and the JumpHostVM1. This information is added to the Dragos

ticket:
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2181
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KSR

= I*:l

Access Created:
PUBLIC 06/18/25,01:49 PMEDT

Unusual POSTGRESQL Traffic e Author

3 admin

Case Management >Hunt View | # EDIT | | W DELETE |

RESOLVE HUNT

" | — .
MNOTIFICATIONS 4 EVIDENCE E PLAYBOOKS

JOURNAL = l—

Journal ®© L

Hypothesis:

Postgresql database is being extracted to unauthorized IP address.

Justification:

The client is receiving over 100 MBs of bytes from the local historian database. This is highly unusual as

Seeing 108.4 MBs of RX (receiving) bytes from the local historian database to a machine onthe  subnet. This
should not be happening.

it the send button to submit... | >

ur notes here. You can press Ctri+Enter or

Figure 4-123: Suspicious large file transfer added to Dragos ticket

Dashboard

-

Map

(=)

If more evidence is required, incident responders can dive further into Dragos using the built-in Kibana
instance. To gather more evidence, this unusual behavior can be tracked even further by shortening the

time range to the time of the event found in the notification:

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack

127



INITIAL PUBLIC DRAFT

= . Discover -~

Options

New

Open

Share

Inspect

[5) Save

00:00

{8 Chart options

01:00

, B462 bytes: 848
8462 dst_port: 5,432

dst.port: 5,432

assets: 38484, 38484, 3, 8462 bytes: 2,188

[5] ~ Search KaL ~  Jun 4, 2025 @ 13:54:39.334 - Jun 5, 2025 @ 01:25:10.844
| ©  srcip: % || protocol: POSTGRESQL x || + Add filter
pipeline_* €= 98 hits
Q) search field names .
0s 1 1
v Available fields 56 14:00 15:00 16:00 17:00 18:00 18:00 20:00 21:00 22:00 23:00
& _id Jun 4, 2025 @ 13:54:38.334 - Jun 5, 2025 @ 01:25:10.844
t/ index Time & Document
#| _score o
> Jun 5, 20825 € B1:22:35.826  @timestamp: 2825-86-85TA1:24:23.657Z Bversion: 1 assets: 38484, 38484,
1 type collectorId: collectorbond customerId: default destination_assets: 3,
@ @timestamp dst_port_o2r: 5,432 dst.ip: dst.mac:
@ @version eth_dst: eth_dst_asset_id: 8462 eth_dst_id: 128
Bl as<ets eth_dst_network_id: 65ccefbe3cdbfseebb4ef159 eth_src:
# bytes > Jun 5, 2625 @ 81:20:35.822  @timestamp: 2025-86-85TA1:22:23.6607 @version: 1
t | collectorld collectorId: collectorbond customerId: default destination_assets: 3,
¢ customerld dst_port_oZr: 5,432 dst.ip: dst.mac:

eth_dst:

eth_dst_asset_id: 8462 eth_dst_id:

8462 dst_port: 5,432

dst.port: 5,432

128

destination_assets
eth_dst_network_id: 65ccefb@3cdbf5e6bb4af159 eth_src:

# dst_port

# dst_port_o2r > Jun 5, 20825 @ B1:15:34.981  @timestamp: 2825-86-85TA1:17:23.671Z Bversion: 1 assets: 38484, 38484, 3, B462 bytes: 2,188

B dstip collectorId: collectorbond customerId: default destination_assets: 3, 8462 dst_port: 5,432
dst_port_o2r: 5,432 dst.ip: dst.mac: dst.port: 5,432

t | dst.mac
eth_dst: eth_dst_asset_id: 8462 eth_dst_id: 128

i) dstpart eth_dst_network_id: 65ccefbe3cdbfsesbb4ef159 eth_src:

2182 Figure 4-124: Looking for the logs surrounding the time of the event in Kibana

2183 Next, filter these entries by sorting by byte size:
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s Available fields 56 = 14:00 15:00 16:00
t _id

t | _index Time .-

# _score

> Jun 5, 2625 @ 81:22:35.826
t _type

& @timestamp

@ @versi ;
2 @version Add field as column :
t assets
# bytes (+] Top 5 values
t collectorld 6,180 308% @ ©
t | customerld 2100 388% @ O
t destination_assets 5,562 4% @ ©
) dstgort 4,944 20% @ g
#d t o2 ;
gk a5 1,890 20% @ ©
@ dstip g
Exists in 98 [ 98 records
t dst.mac
# dstport
Visualize
t | eth_dst
A ash cdak amans Tad k-
2184 Figure 4-125: Filter to look for larger amounts of bytes
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KaL | | B v

18:00

Jun 4, 2025 @13

[l ~ Search
& | srcip: < || protocol: POSTGRESQL % | + Add filter
pipeline_* ~~ = 98 hits
QU Search field names .
2
15
Filter by type 0 ~ 1
0.5 I
v Selected flelds 1 1200 15:00 16:00 17:00
# bytes
« Available fields 55 > Jun 4, 2825 @ 18:48:32.769 6,188
t _id 5 Jun 4, 2825 @ 18:35:32.787 6,188
t _index
> Jun 4, 2825 @ 18:38:32.788 6,188
#| _score
5 Jun 4, 2825 @ 18:25:32.644 6,188
t _type
7 @timestamp » Jun 4, 2825 @ 18:28:32.655 6,188
&) @version 5 Jun 4, 2025 & 18:15:32.596 4,944
t | assets
5 Jun 4, 2825 @ 18:11:32.576 6,188
t | collectorld
t  customerld 2 Jun 4, 2825 @ 18:86:32.534 6,188
fj destination_assets > Jun 4, 2025 @ 18:01:32.513 6,188
# dst_port
> Jun 4, 2825 @ 17:51:57.628 3,836
# dst_port_o2r
@ dstip 5 Jun 4, 2825 @ 17:12:19.883 521,898
t | dst.mac
# | dst.port

Figure 4-126: Seeing a large number of bytes around the time of the notification

The red box indicates a single log with 521,890 bytes. Not as large as we’re looking for, so from here we
can view additional logs to get closer to what we’re looking for. Start by expanding this log and clicking

on the “View surrounding documents” button:
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~ Jun 4, 2825 @ 17:12:19.883

= Expanded document

Table JSON

Actions Field
t _id
t _index
# _score
t _type

521,898

View surrounding documents | View single document

Value
93e9576-18dc-42fd-b2a9-24a8854d182¢

pipeline-B06628

_doc

2189 Figure 4-127: Expanded the log to view its contents
= . Discover Surrounding documents
@ protecet-POSTERESGE X + Add filter
Documents surrounding #f93e9576-18dc-42fd-b2a9-24a8854d102¢
- Load 5 newer documeants
Time bytes
> Jun 4, 2025 @ 17:12:19.393 -
> Jun 4, 2025 @ 17:12:16.311 -
> Jun 4, 2025 @ 17:12:19.232 -
> Jun 4, 2025 @ 17:12:19.147 -
> Jun 4, 2025 @ 17:12:19.883 113,674,194
> Jun 4, 2025 @ 17:12:19.883 521,898
> Jun 4, 2025 @ 17:12:18.645 -
> Jun 4, 2025 @ 17:12:18.598 -
> Jun 4, 2825 @ 17:12:18.598 -
> Jun 4, 2025 @ 17:12:18.598 -
> Jun 4, 2025 @ 17:12:18.598 -
2190 Figure 4-128: Larger amounts of data found
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~ Jun 4, 2825 @ 17:12:19.663

5 Expanded document

Table  JSON

Actions Field

t

t

#

_id
_index
_score

_type

@ @timestamp

@ @version

-

-~

-

o

L3

L3

assets

bytes

collectorId
customerId
destination_assets
dst_port
dst_port_r2o
dst.ip

dst.mac

dst.port

eth_dst

113,674,194

Value

92f65138-5411-40c8-b35a-789e25a%Tcl

pipeline-e66028

doc

2625-86-84T17:15:23.727Z

1

3, 8462, 38484,

113,674,104

collectorbond

default

38484, 38484

54,167, 54,178,

54,167, 54,178,

54,167, 54,178,

38484

54,179, 54,284

54,179, 54,284

54,179, 54,284

Figure 4-129: Expanded the log to view its contents

Incident responders can utilize Dragos tools to narrow down unusual activity found within the OT

network, and these are a few methods to do so.

[Return to Scenario B]

C.5.11 Detecting Policy Deviation in Tenable

Although Tenable can be configured with policies that can detect unusual traffic, it may need to be

trained to differentiate between expected versus anomalous alerts. In this scenario, expected data
historian traffic was initially flagged as malicious, so a policy was set up to establish a baseline of normal
behavior by detecting and allowing expected PostgreSQL traffic leaving the data historian. The set of

screenshots shows the policy itself and the triggered alert:
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Historian Violation of Access

Network Events

Details
Policy Definition
Triggered Events

_ Historian Violation of Access
Exclusions
Not in
In Historians

In Postgres

In Any Time

Figure 4-130: Historian Violation of Access policy definition

Historian Violation of Access

Network Events

Details

Exclusions Status LogID Time Event Type Severity

Triggered Events

Not resol... 259479 01:11:10 PM - Jun 4, 2025 Unauthorized Co...

Event 259479 01:11:10PM - Jun 4, 2025 Unauthorized Conversation Not resolved

i A conversation in an unauthorized protocol has been detected

Source

Why is this
important?

Destination

Policy
Conversations in|
unauthorized
protocols may in

PostgreSQL Database suspicious traffid

(5432/TCP) Some assets are

5432 expected to
communicate in

Status

Figure 4-131: Historian Violation of Access policy being triggered

[Return to Scenario B]
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2204 C.5.12 Browsing Packet Captures from Tenable

2205 With Tenable triggering the alert, along with Dragos, incident responders can use Tenable to pull the
2206 network packet captures around the time these violations occurred. Using another tool, Wireshark in
2207  this instance, users can attempt to attribute who performed this transfer of data from the data

2208 historian. For the scenario, this begins by viewing the Network Summary page under the Network tab on
2209  the left-hand side. The following set of screenshots showcases the Network Summary page, starting
2210  with the full page, followed by portions of the same screenshot zoomed in for clarity. The time range set
2211 for the data shown is the same time frame as the policy violation.

= @tenable OT Security E 3 05:04 PM + Wednesday, jun 18,2025 & Administrator for admin v

v @ Dashboards

Network Summary

Risk

Iy Traffic and Conversations Over Time Protocols

Events and Policies Ethernet/IP (22...

> M Events
 Policies : I PostgreSQL Da...
> & Inventory /‘\\ ,/ \

A X . A \ \y A RADAN-HTTP (8...
/ A A A / A, A /] A\ / /
' Network Map IR I\ A AN /\L/ NN\ \_,"/\‘\/ \_/ \

‘& Vulnerabilities

TCP (8060)
> O Active Queries 5:00 AM 8:00 AM 11:00 AM 2:00 PM 5:00 PM USSR
v &% Network @ Traffic (GB) Conversations

CIP (TCP)
Network Summary

Packet Captures Top 5 Sources Top 5 Destinations
PALACE-6 (999...

Conversations
> @ Groups HTTP (80/TCP)
> ¢ Local Settings
57 (TCP)

S7+(TCP)

2 2 4 DNS (UDP)
l Traffic (GB) Jl Traffic (GB)

2212 Figure 4-132: Full Network Summary page in Tenable
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ytenable ot security

v @ Dashboards
Risk
Inventory
Events and Policies
Events
Policies
Inventory
# Network Map
| Vulnerabilities
Active Queries
Network
Network Summary
Packet Captures
Conversations
> @ Groups

> ¢ Local Settings

Figure 4-133: Where to find the Network Summary tab

2213
Network Summary
Traffic and Conversations Over Time
5:00 AM 8:00 AM 11:00 AM 2:00 PM 5:00 PM
@ Traffic (GB) Conversations

Top 5 Sources Top 5 Destinations
2 4 4
Traffic (GB) Traffic (GB)

2214 Figure 4-134: The center portion, showing the latest traffic in gigabytes (GB) on the network
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Protocols

Ethernet/IP (22...

PostgreSQL Da...

RADAN-HTTP (8...

TCP (8060)

HTTPS (443/TCP)

CIP (TCP)

PALACE-6 (999...

HTTP (80/TCP)

57 (TCP)

57+ (TCP)

DNS (UDP)

Figure 4-135: Shows the most traffic by GBs based on protocol

As seen above, PostgreSQL traffic is a little high in the timeframe of the policy violation. Depending on
the network, this might not be abnormal, but since this is the main database used for the data historian,
it’s more evidence of suspicious activity.

At this point, the incident response team wants to investigate further to determine if they can attribute
this flow of data to a specific user. They download the packet capture files (PCAPs) from Tenable to view
in the program Wireshark.
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tenable ot security

~ @ Dashboards
Risk
Inventory
Evenis and Policies
A& Events
? Policies
o Inventory
# Network Map
& Vulnerabilities
¥ Active Queries
&s  Network
Network Summary
Packet Captures
Conversations
> & Groups

> o Local Settings

4 — ]

Packet Captures

Start Time

Jun 4, 2025 01:26:37 PM
Jun 4, 2025 01:24:59 PM
Jun 4, 2025 01:23:18 PM
Jun 4, 2025 01:21:42 PM
Jun 4, 2025 01:20:03 PM
Jun 4, 2025 01:18:26 PM
Jun 4, 2025 01:16:52 PM
Jun 4, 2025 01:15:23 PM
Jun 4, 2025 01:13:55 PM
Jun 4, 2025 01:11:59 PM
Jun 4, 2025 01:11:31 PM
Jun 4, 2025 01:09:20 PM
Jun 4, 2025 01:07:24 PM
Jun 4, 2025 01:05:12 PM
Jun 4, 2025 01:02:59 PM

Jun 4, 2025 01:00:47 PM

. 0Oct 15, 2024 01:00:09 PM

End Time

Jun 4, 2025 01:28:01 PM
Jun 4, 2025 01:26:37 PM
Jun 4, 2025 01:24:59 PM
Jun 4, 2025 01:23:18 PM
Jun 4, 2025 01:21:42 PM
Jun 4, 2025 01:20:04 PM
Jun 4, 2025 01:18:26 PM
Jun 4, 2025 01:16:52 PM
Jun 4, 2025 01:15:23 PM
Jun 4, 2025 01:13:55 PM
Jun 4, 2025 01:11:59 PM
Jun 4, 2025 01:11:31 PM
Jun 4, 2025 01:09:20 PM
Jun 4, 2025 01:07:24 PM
Jun 4, 2025 01:05:12 PM

Jun 4, 2025 01:02:59 PM

03:24PM -

Sensor

local_nic1
local_nicl
local_nic1
local_nic1
local_nic1
local_nic1
local_nicl
local_nic1
local_nicl
local_nic1
local_nic1
local_nicl
local_nic1
local_nicl
local_nicl

local_nic1

Wedr

& Administrator for admin v

File Name

_ S
2025-06-04_17.26.37_local_nic1.pcap.gz
2025-06-04_17.24.59 local_nic1.pcap.gz
2025-06-04_17.23.18_local_nic1.pcap.gz
2025-06-04_17.21.42_local_nic1.pcap.gz
2025-06-04_17.20.03_local_nic1.pcap.gz
2025-06-04_17.18.26_local_nic1.pcap.gz
2025-06-04_17.16.52_local_nic1.pcap.gz
2025-06-04_17.15.23_local_nic1.pcap.gz
2025-06-04_17.13.55_local_nic1.pcap.gz
2025-06-04_17.11.59_local_nic1.pcap.gz
2025-06-04_17.11.31_local_nic1.pcap.gz
2025-06-04_17.09.20 local_nic1.pcap.gz
2025-06-04_17.07.24_local_nic1.pcap.gz
2025-06-04_17.05.12_local_nic1.pcap.gz
2025-06-04_17.02.59_local_nicl.pcap.gz

2025-06-04_17.00.47_local_nic1.pcap.gz

Figure 4-136: The Packet Captures tab, highlighted areas are the PCAPs used in the scenario

Tenable splits the PCAPs into intervals for logistical reasons, such as keeping the file sizes low since
PCAPs can quickly become incredibly high in file size when capturing network traffic. For this reason, the

incident response team will download a few PCAPs from around the same time and merge them into a
single PCAP. The downloaded PCAPs are highlighted in the red box above.

Open a PCAP in Wireshark, then go to “File” and select “Merge...”:
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Figure 4-138: Choosing the option to merge multiple PCAPs together in Wireshark

-

-

-

=

* 2025-06-04_17.09.20_local_nic1
© 2025-06-04_17.11.31_local_nic1
© 2025-06-04_17.11.59_local_nic1
© 2025-06-04_17.13.55_local_nic1

Figure 4-137: Four downloaded PCAPs from Tenable

‘ 2025-06-04_17.09.20_local_nicl.pcap

File

Edit View Go Capture Analyze Statistics Telephony Wire

Open

Open Recent

Merge...

Import from Hex Dump...

Close

Save

Save As...

File Set

Export Specified Packets...

Export Packet Dissections
Export Packet Bytes...
Export PDUs to File...
Strip Headers...

Export TLS Session Keys...
Export Objects

Print...

Quit

Ctrl+O Ei!':;&lﬁ
»
rce De:
ciw
Ctrl+S |
} |
' _
Ctrl+Shift+X |
| s se—
Ctrl+P
its), 1371 bytes cap
Cul+Q )0:50:56:ad:09:45), D
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‘ Wireshark - Merge Capture File

~

W My computer Name Size Type Date Modified

2025-06-04_17.09.20_local_nic1.pcap 14..iB net..ure 6/18/2025 3:42 PM
2025-06-04_17.11.31_local_nic1.pcap 14...1B net..ure 6/18/2025 3:35 PM
2025-06-04_17.11.59_local_nic1.pcap 14...1B net..ure ©/18/2025 3:23 PM
2025-06-04_17.13.55_local_nic1.pcap 14...1B net..ure ©/18/2025 3:48 PM

Look in: CA\Users Downloads\PCAPs b O O 0 ﬂi @ [%]

File name: 2025-06-04_17.11.31_local_nic1.pcap

Cancel
Files of type: | All Files > Help
() Prepend packets Format: Wireshark/tcpdumpy... - pcap
@ Merge chronologically Size: 143 MiB, 162,412 data records
(O Append packets Start / elapsed: 2025-06-04 13:11:31 / 00:00:27

Read filter: |.'—'\pp\y aread filter ... |

Figure 4-139: Selecting the four downloaded PCAPs from Tenable to merge

Merge each PCAP individually until a fully merged PCAP is formed. From here, the investigation can
begin. At the top, go to “Statistics” and then “Conversations”:
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M postgres-merged-pcaps.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A B (O] RE | « = Capture File Properties Ctrl+Alt+Shift+C
’- | Apply a display filter ... <Ctrl-/> Resolved Addresses
No Time | Protocol Hierarchy
- 1 2025-06-04 13:09:20.6907.. ° Conversations
Endpoints
Packet Lengths
I/O Graphs
Service Response Time » I
1532 el DHCP (BOOTP) Statistics
8 2025-86-64 13:09:20.6989.. °
2233 Figure 4-140: Selecting the option to view network conversations in Wireshark
‘ Wireshark - Conversations - postgres-merged-pcaps.pcap — O X
s Ethernet- 146  IPv4.326  IPv6.23  TCP-12882  UDP-542
Name resolution Address A Address B Packets Eytes Stream ID Packets A — B BytesA = B ~
291,275 182 MB 0 178,854 160 MB
[ Absolute start time 87,463 114 MB 175 7,285 510 kB
[ Limit to display filter 144516 81 MB 1 72,520 41 MB
133,072 54 MB 3 72,562 21 MB
111,963 46 MB 6 47,265 8 MB
41,126 22 MB 4 16,305 2MB
62,965 13 MB 5 30,013 4 MB
Copy =
8713 11MB 299 1,006 164 kB
Follow Stream.. 41,058  8MB 2 19,152 3MB
15178 7MB 10 8,570 5MB
Graph... 6368  7MB 154 4,928 6 MB
13,214  6MB 7 5,955 2MB
Protocol A 8032  S5MB 313 2,379 504 kB
[ Bluetooth 27177 5MB 9 16,171 4 MB
O epv 4114 3MB 324 1,876 214 kB
[] bccp 5613  2MB 16 2,968 1 MB
— 6,731 2MB 74 3,536 1 MB
0w 10,289  1MB 22 5,180 706 kB
0 ool 7148 1MB 39 4,163 439 kB
[ Ieec 80211 7385 654 kB 279 4,050 322 kB
[ IEE£ 802154 8625 613kB 122 4,945 359 kB
1Pvd 726 424kB 77 250 100 kB
- 1,000 392 kB 18 580 229 kB
0O ipx 3266 331kB 15 2,177 171 kB
O xia 3256 330kB 26 2,171 170 kB
= hd 606 324 kB 29 368 274 kB
|F Iter list for sr:ec"'ic type < lalal 4E LD a7 icc cn |,n)
2234 Figure 4-141.: List of all conversations between multiple IP addresses
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2235 The conversations window in Wireshark will show all of the communications between various IP

2236 addresses. In the above screenshot, the highlighted line is the IP addresses between the data historian
2237  database and the JumpHostVM1. From here, right-click on that line and filter the packets based on this
2238 communication:

‘ Wireshark - Conversations - postgres-merged-pcaps.pcap - O x

Conversation Settings Ethernet - 146 IPv4 - 326 IPv6 - 23 TCP - 12882 UDP - 542

~

e T T | Address A Address B Packets gytes Stream ID  Packets A — B Bytes A — B m—
Name resolution —
[ Absolute start time Apply as Filter 4 Selected 4 Filter on stream id
(] Limit to display filter Prepare as Filter 4 Not Selected 4 A—~B
Find 4 ...and Selected 4 A-B
Colorize 4 ..0r Selected » B—A
3
Copy Conversation table » =AM TR SAEEET Ry
Copy e ...0r not Selected 4 A — Any
Follow Stream... Resize all columns to content I 19,152 EY Any — A
15,178 7 MB 10 8,570 5h Any — B
Graph... 6,368 7MB 154 4,928 3 Any — B
13,214 6 MB 7 5,955 20 B A
Protocol ~ 8032  5MB 313 2,379 504 ny
_ 57277 c nap a g a7 A nap e an ov e
2239 Figure 4-142: Applying a filter in Wireshark based on conversations

2240  After the filter has been applied, seek a TCP packet with port 5432, the default for PostgreSQL, and the
2241 one we used for all scenarios. Once found, right-click, go to “Follow” and then “TCP Stream”. This will
2242 open a new window and display reassembled data of all the packets from that specific TCP connection.
2243  The default view is ASCII, so this can give a quick glance at the data involved in this communication. The
2244  following set of screenshots will show two separate TCP Streams. The first will highlight the main

2245 “postgres” database and the jsmith user seen throughout. For the scenario, this TCP Stream didn’t
2246 include full information, so we followed another stream to find more evidence.
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Source Destination Protocol Lengtt Info
305 [TCP
<T/D/C/Z

. 2025-06-04
2414.. 2025-06-04 TCP 60 5432 » 54178 [ACK
2414.. 2025-06-04 TCP 60 5432 » 54178 [ACK
. 2025-06-04 13:1@:57. = ! 5432 » 54178
2025-06-04 13:10:57. = ! 5432 » 54178
2025-86-04 13
. 2025-06-04
’5-06-084 13
2025-06-04
YERERT
. 2025-06-04 13:11:
= YERERT
2025-06-04
YIEE

Mark/Unmark Selected Ctrl+M

Ignore/Unignore Selected Ctrl+D
10.0485.. Set/Unset Time Reference Ctrl+T
—— Time Shift... Ctrl+Shift+T

[

Packet Comments 4 cp T L p——-p—-)

2751.. 2825-86-84 Edit Resolved Name PGSQL 231 <T/C/Z
<
. Apply as Filter 4
Frame 274823: 1153 bytes on wire 70 c9 cb 5c 2f 84 8@ 50 56 ad 2a 1
Ethernet II, Src: VMware ad:2a:1 Prepare as Filter b 84 73 18 97 40 00 80 66 61 80 c@ a
. - . 81 11 15 38 d3 97 ¢l 66 6a 2b 68 1
Intern?t ?Potocol Version 4, Src Conversation Filter 4 1f fe 18 07 00 80 54 00 60 80 8d @
Transmission Control Protocol, S (Colorize Conversation » |66 60 00 2c <0 00 @d 00 00 00 la ©
SCTP , [ff @@ 0@ 72 &f 6c 6e 61 6d 65 @0 @
AA An o nn An At An o an fr  cc o ££ g
Follow » TCP Stream Ctrl+Alt+Shift+T ee 2
1 ee 7
Copy b |70 65 72 @0 00 00 2e @ 00 02 00 @
ff ff ff ff 88 8@ 64 65 73 63 72 6
Protocol Preferences > |6e PO OO @0 O9 S5c PO B3 00 @6 00 1
Decode As ff ff 66 88 44 60 60 68 2d 80 B5 @8
o 35 34 34 60 80 60 6d 78 67 5T 63 6
Show Packet in New Window 6f 69 6e 74 90 00 B0 P1 66 @0 6O @
™ ff ff 44 00 00 90 36 9@ 05 OO0 B 8
34 96 60 00 16 70 67 5T 63 72 65 6

Figure 4-143: Follow TCP Stream in Wireshark

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 142



INITIAL PUBLIC DRAFT

M Wireshark . Follow TCP Stream (tcp.stream eq 3084) - postgres-merged-pcaps.pcap - [m] X
....... ~
N
° gresis
R.. =
SCRAM-SHA-256. .

[} 6SCRAM-SHA-256. ... n,,n=,r=jvH@iOBnruRyEHHeuUS3ArML
R \....r=jvH@iOBnruRyEHHeuUS3ArMLYugHRbz 2ES5NOAxaj3wE8blcK, s=nZCFGRZAOxNeMRdLH3AtSw==,1=4096
p le=biws, r=jvH@i0OBnruRyEHHeuUS3ArMLYuqHRbz2E5N®AXxa] 3wEBblcK, p=FS5RPI216eVAHOa115sbzSdOkwVI6bMLmNQyHs O sM=
R...6....v=nrINizPe04FZ1BmkPxggFxRyR7c1X1DXhY/vewTrYSc=R........ S....in_hot_standby.off.S....integer_datetimes.on.S...!TimeZone.America/Los_Angeles.S....I
ntervalStyle.postgres.S....is_superuser.on.S...-application_name.pgAdmin 4 - DB:postgres.S...R&default_transaction_read_only.off.S....scram_iterations.4096
.S....DateStyle.ISO, MDY.S...#standard_conforming strings.on.S...lsession_authorization.jsmith.S....client_encoding.UTF8.5....server version.16.1.S....ser
ver_encoding.UTF8.K %..6..Z....1
Q....SET DateStyle=ISO; SET client _min_messages=notice; SELECT set_config('bytea_output','hex',false) FROM pg_show_all settings() WHERE name = 'bytea_outp
ut'; SET client_encoding='utf-8';.
C....SET.C....SET.T...#..set _config. .................. D..
...... hexC
SELEET o oo o HET-To =2 21l
Q...:SELECT rolname from pg_roles WHERE rolname = 'jsmith'.
T... ..rolname............ @ e Deeeneen.. jsmithC. ..
SELEET Al ool
Q....SET ROLE TO 'jsmith'.
CocoodBlaZoooall
Q....SELECT version().
T... ..version D.....:PostgreSQL 16.1, compiled by Visual C++ build 1937, 64-bitC...
SELECT 1.Z....1
Q...
SELECT
db.oid as did, db.datname, db.datallowconn,
pg_encoding_to_char(db.encoding) AS serverencoding,
has_database_privilege(db.oid, 'CREATE') as cancreate,
datistemplate
FROM
pg_catalog.pg_database db
WHERE db.datname = current_database().
- --...datallowconn datiste
_postgres....t....UTF8....t
SEIEGIRN IS s N
21 client pkts, 23 server pkts, 41 turns.
Entire conversation (3631 bytes) v Show as | ASCII £ No delta times > Stream
Find: | [ Case sensitive
Filter Qut This Stream Print Save as... Back Close Help

2248 Figure 4-144: A single TCP Stream for a set of packets

No. ime Source Destination Protecol Lengtl Info

2025-06-04

20825-06-04

06-04 1
2025-06-04
3309.. 2025-86-84 13:11:31.4983..

1 Win=65535
9 E ] [ ACK, ECE]
3310.. 2025-06-04 13:11:31.4986.. 5432 > 54204 [ACK] Seq=3137857065 Ack=1865097412 Win=2097408 Len=0
3310.. 2025-86-04 13:11:31.4986.. Mark/Unmark Selected Curl+M 5432 + 54204 [ACK] Seq=1 Ack=9 Win=2097408 Len=0

Ignore/Unignore Selected Ctrl+D [

2025-06-04 Set/Unset Time Reference Ctrl+T
| 2 Time Shift... Ctrl+Shift+T
3310.. 2025-06-04 13:11:31.4987
I = Packet Comments 4
3310.. 2025-06-04 13:11:31.4988.. Edit Resolved Name
<] >
- . Apply as Filter 4 ¥
Frame 331022: 60 bytes on wire (480 bits), 60 byt ) 70 c9 c6 5c 2f 84 @@ 5@ 56 ad 2a 1d @8 @0 45 @@ p--\/ P V- E
Ethernet II, Src: VMware_ad:2a:1d (@0:50:56:ad:2a Prepare as Filter b 90 28 18 a4 39 59 8¢ 06 ES <@ c@ a8 ei ?a co a8 (@ - e--
< N - 81 11 15 38 d3 bc 52 3e c el 2e 90 9 5 50 1@ 8--R> --. P
Int t Prot 1 Ve A, Spc: D Conversation Filter 3
nrernet Protocol Version &, src 20 ©1 46 cd 00 00 80 08 00 B0 00 00 Foene- o
Transmission Control Protocol, Src Port: 5432, Ds  Colorize Conversation v
ScTP 3
Follow 4 TCP Stream Ctrl+Alt+Shift+T |
Copy 4 [

2249 Figure 4-145: Following another TCP Stream
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 4153) - Merged03.pcap - [m] X
....... /[1865@97395 bytes missing in capture file]......../ ~
N
. ser.jsmith.database.IGN_Hist.application_name.pgAdmin 4 - DB:IGN_Hist I
R.. =
SCRAM-SHA-256. .

p 6SCRAM-SHA-256.... n,,n=,r=Ai47TtceWz6pNfiloZIuuOWLh

R \....r=Aid7TtceWz6pNfiWoZIuuOWLhY+q4uoIsqZ8RAvvAaa99CqVM, s=nZCFGRZABxNeMRdLH3AtSw==,1=4096
p...lc=biws,r=Aid7TtceWz6pNfiWoZTuuOWLhY+qduoTsqZBRAvvAaa99CqVM, p=ihaduQEgV2HdNgYEAD3VKGHX /80y s sdTRYL 5 20h6He0=
R...6....v=dqQBQLc/0r7HKS3B4taKa6mQC1cB53D1ZUa@FLMpIYs=R. . ... ... S....in_hot_standby.off.S....integer datetimes.on.S...!TimeZone.America/Los_Angeles.S....T
ntervalStyle.postgres.S....is_superuser.on.S...-application_name.pgAdmin 4 - DB:IGN_Hist.S...R&default_transaction_read_only.off.S....scram_iterations.4096
.S....DateStyle.ISO, MDY.S...#standard_conforming strings.on.S...lsession_authorization.jsmith.S....client_encoding.UTF8.5....server version.16.1.S....ser
ver_encoding.UTF8.K. . t.1..Z....1

Q...<SELECT pg_catalog.set_config('search_path', '', false);.

T...#..set config. ..., D...

oo Caco

SELEET Al ool

Q...*SELECT pg_catalog.pg_is_in_recovery().

T...* .pg dis_in_recovery................... [ F fC...

SELEET Al ool

Q...<SELECT pg_catalog.set_config('search_path', '', false);.

T...#..set_config......coooniinnan. D...

...... Cooo

SELECT 1.Z....1

Q....SET DATESTYLE = ISO.

T cooTEToZoooall

Q...!SET INTERVALSTYLE = POSTGRES.

T cooTEToZoooall

Q... SET extra_float digits TO 3.

T oo ooSEToZooooll

Q...$SET synchronize_seqscans TO off.

CocooSEToZooooll

Q....SET statement_timeout = @.

- oSBT =Zooocl

Q....SET lock_timeocut = @.

- oSBT =Zooocl

Q...@SET idle_in_transaction_session_timeout = 8.

(RS [ A I3

Q....SET row_security = off. v
45,468 client pkts, 119 server pkts, 228 turns.

Entire conversation (13 MB) v Show as | ASCII v No delta times Stream

Find: | [ Case sensitive

Filter Qut This Stream Print Save as... Back Close Help

Figure 4-146: A new TCP Stream showing a different PostgreSQL database being targeted
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M Wireshark - Follow TCP Stream (tcp.stream eq 4153) - Merged03.pcap - ] X
Q...{SELECT set_config(name, 'view, foreign-table', false) FROM pg_settings WHERE name = 'restrict_nonsystem relation_kind'. ~
T...#..set_config....covonioninna. C...

SELECT 0.Z....T

Q...

BEGIN.

C-c-

BEGIN.Z....T

Q...?SET TRANSACTION ISOLATION LEVEL REPEATABLE READ, READ ONLY.

(SRS I

Q...<SELECT oid, rolname FROM pg_catalog.pg_roles ORDER BY 1.

T...6..0id......

............ rolname............@......D..........18....postgresD..........3373. ..

pg_monitorD.. & ..... 3374....pg_read_all_settingsD...#......3375....pg_read all_statsD...%. ... .. 3377....pg_stat_scan_tablesD.. .#...... 4200. .. .pg_signal_ba
ckendD.......... 4544

pg_checkpointD...-...... 4558. . . .pg_use_reserved_connectionsD.. &. . .... 4569. . ..pg_read_server filesD...'...... 4570. . ..pg_write_server filesD...+...... 4571.
.. .pg_execute_server_programD. . .#... ... 6171....pg_database_ownerD...". .. ... 6181....pg_read_all_dataD...#...... 6182....pg_write_all _dataD...(...... 6384. ...
pg_create_subscriptionD.......... 16399....

S

Q....SELECT x.tableoid, x.cid, x.extname, n.nspname, x.extrelocatable, x.extversion, x.extconfig, x.extcondition FROM pg_extension x JOIN pg_namespace n Q
N n.oid = x.extnamespace.

L tableoid.....oouuiiinnnn.. - - extname. ........... @.ennn. nspname. . .

Tovennnn @ ..... extrelocatable........ ... ... ... extversion.........ooiuuiannn extconfig. ..ot extcondition............iiaat. D...Du..... 30879..
.14965. .. .plpgsql...

pg_catalog....f....1.8........C...

SELEDT dofooooll

Q...|SELECT classid, objid, refobjid FROM pg_depend WHERE refclassid = 'pg_extension'::regclass AND deptype = 'e' ORDER BY 3.

T...5..classid...

B

552

(5= - 2612....14969....14965C. ..
SELECT 4

Q...}SELECT n.tableoid, n.oid, n.nspname, n.nspowner, n.nspacl, acldefault('n', n.nspowner) AS acldefault FROM pg_namespace n.

Tooccoc tableoid. ..

Jooccocsosooooc oid.

T nspname. . .

7o [ nspowner. ..

P nspacl

P-ccc0 v

45,468 client pkts, 119 server pkts, 228 turns.

Filter Qut This Stream Print Save as... Back Close Help

Entire conversation (13 MB) o Show as | ASCII = No delta times Stream 4153 |5

Find: | [ case sensitive

Figure 4-147: Some key phrases found in TCP Stream to use for further investigation

In the second TCP Stream, we see similar items, like the jsmith user being named throughout, but this

time we are now seeing the “IGN_Hist” database, the Domain Admins AD group, and more instances of

the jsmith user. For the scenario, it is deemed enough evidence to question the jsmith user.

[Return to Scenario B]

C.5.13 Reviewing ConsoleWorks User Session

With evidence pointing towards the jsmith user, the IRT views the desktop session of the jsmith user
performing the action of downloading the database using the pgAdmin application. This is performed
using the graphical recordings previously set up in section C.4.2. The following setup screenshots will
showcase the IRT viewing the session from the jsmith user:

Note: Not all steps of the backup process in pgAdmin are shown.
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C onso!eW? el

<~ FAVORITES =
~ GRAPHICAL: View
Mo Favorites saved View Graphical Connections
b DASHBOARDS Graphical Connection Description
CONSOLES [] FT_AC_SERVER
=
[] HIST_IGN_GW Hist_IGN_GW
View ] JUMPBOX_RR Jumpbox_RR
Add JUMPBOX_VM1 Jumphbox_VI1
Edit . ] LAPTOP_1 Laptop 1
Change State [] LAPTOP_3 Laptop 3
I Groups ] LAPTOP_4 Laptop 4
[+ Multi-Connect Il [] LAPTOP_S Laptop 5
J» Expeci-Lite Scripls [] LARTOP_& Laptop &
[» GConnection Rules [] LsPTOP_7 Laptop 7
Usage [] LOCAL-HIST-DB Local-Hist-DB
Send Command [] LOCAL-HIST-GATE Local-Hist-Gate
+ DEVICES ] SECURITYHMI Security HMI
View [] SPLUNK-SERVER SPLUNK-SERVER
Add [] sU_ENGWS Supervisory Eng. Workstation
Edit [] TEST-SERVER
[+ Device Types W [ Connect l [ View Active ” View Recordings l

g | >

Figure 4-148: Selecting the JumpBox VM in the graphical view in ConsoleWorks

~ GRAPHICAL: Recordings

View Graphical C i @ Graphical Recordings [z]
Recordings from Graphical Connection JUMPBCX_WVM1
Start Graphical Connection User Duration ‘f)
|:| 2025/05/30 11:40  JUMPBOX_VMA1 rofile: CONSOLE_MANAGER Sid:339... 1421 (R~
[1 2025/05/30 14:13  JUMPBOX_VM1 ‘rofile:CONSOLE_MANAGER Sid:839... 03:47
[1 2025/06/03 10:57  JUMPBOX_VWM1 JSMITH(Profile: CONSOLE_MANAGER Sid:83F0... 00:00
|:| 2025/06/03 10:58  JUMPBOX_VMA1 JSMITH(Profile: CONSOLE_MAMNAGER Sid:83F0... 00:00
[1 2025/06/03 11:03  JUMPBOX_VM1 JSMITH(Profile: CONSOLE_MANAGER Sid:83F0... 00:00
[] 2025/06/03 11:04  JUMPBOX_VM1 JEMITH(Profile: CONSOLE_MAMNAGER Sid:83F0... 00:15
|:| 2025/06/03 11:05  JUMPBOX_VMA1 JSMITH{Profile: CONSOLE_MANAGER Sid:83F0... 13:32
[1 2025/06/03 11:42  JUMPBOX_VM1 JSMITH(Profile: CONSOLE_MANAGER Sid:83F1... 00:45
2025/06/03 11:43  JUMPBOX_VM1 JEMITH(Profile: CONSOLE_MANAGER Sid:33F1... 01:35
|:| 2025/06/03 11:59  JUMPBOX_VMA1 JSMITH(Profile: CONSOLE_MAMNAGER Sid:83F1... 01:28
[1 2025/06/04 12:55  JUMPBOX_VWM1 rofile. CONSOLE_MANAGER Sid:540... 00:00
[] 2025/06/04 12:56  JUMPBOX_VM1 rofile: CONSOLE_MANAGER Sid:840... 00:12
|:| 2025/06/04 13:09  JUMPBOX_VMA1 JSMITH(Profile: CONSOLE_MANAGER Sid:3407... 00:09
D 2025/06/04 13:09  JUMPBOX_VM1 JSMITH(Profile:CONSOLE_MANAGER Sid:8407... 2218
[ 2025/10/01 15:45  JUMPBOX_VWM1 COMSOLE_MANAGER(Profile: CONSOLE_MAM. .. 00:15 L¥)
Play I Lock Delete

Figure 4-149: Selecting the appropriate desktop session for the jsmith user
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A GUI Connection - Google Chrome = O >

| &\ Not secure ‘guiconn/playback.html?csrfitok=A6F6923A35188B455157E5136FC58E8E&iguirecording=83F182498... |

W pghdmins

Bl Object Tools Bdr ew Wwindow  Help

Connesd 1o Sarve

Fleagsenter the pasewosd for the uee-jenith to soanect the sever - 'LocaMistoran®

L

Save Passwond

x cance

| 2025/06/03 11:43:32 1% p o0:18 O 01:38
2264 Figure 4-150: The jsmith user logging into pgAdmin
A GUI Connection - Google Chrome = O X
| & Not secure 'guiconn/playback.html?csrftok=A6F6923A35188B455157E5136FC58E8E&Iguirecording=83F182498... |

W poadmina
e Object Tools Bt Wew Window Help
'|= Oopc @ BB W QL B Dostooord ® Properties ¥ S0L % Slaligties ® Depentencies X Desendents X Processes
~ 8 .s.ar.'e's(n Avlivily  Stale  Configurelion  Logs  Syslen
w 'BF LocalHistorian p—
W = Datshases il Misrahaca cagslons W ozl Wactvelice  Transactionspes [l Trensections [l cemmits
Create ? eaco W Rollbacks
Celete
% Delete (Foroe)
© Refresh..

Resiore

CREATE Senipt )

Disconnect rom dalabase
" ERD ForDalsbase sets [ Updates Tuphes ot [l Fetched B Rstumad — Block 140 B Reads [l Ans

detes

raintenance. -
oock:
Grantwizars
Zearch Objects AEH
ag PEQL Too A0k

ey Todl - -

Frooerfies. a

| 2025/06/03 11:43:32 1% e 00:31 O

2265 Figure 4-151: The jsmith user selecting “Backup” for the target database
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A GUI Connection - Google Chrome = O X

£\ Not secure guiconn/playback.html?csrftok=A6F6923A35188B455157E5136FC58E8E&Iguirecording=83F1824989F45 ~669DF4E989876...

W pgadmin 4
File Object Tools Edit Wiew ‘Window Help
L Oblec: % BEE W Q. [ Dashhoard X Properfies X SGL X Statisties X Dependencies X Dependents X Frocesses X
Savers(1 . - . " o
M Sarvers{l) Aclivity  State  Configuration  Logs  System
w 0¥ LocalHistorizn
w = Dalzbases(4) Database sessions W Total W active ll1dle  Transactionsper [l Transactions [l Commils
v = IGN_Hist second B Rollbacks
» [ Casts
» 9 Catalogs
» [, EventTrgoers
» & Bxtensions
Foreign Data'w
Languages
¢ Publications
% Schemas n 1 1 /
Tuples [l inserts B updates Tuples out [l Feiched [ Retumed  Bloek 1D W Reads B Hits
Subscriptions n M Delstes
- -
1GM_Logs 100
= (cmith Process started x

postgres f Backing up an object on the server LocalHistoriar from database IGN_HIst
o, Login/Group Roles

[3) View Frocesses
Tablespaces

2025/06/03 11:43:32 1x  p o048 O

Figure 4-152: The jsmith user successfully backing up the IGN_Hist database

[Return to Scenario B]

C.5.14 Disable Compromised Accounts

Using Active Directory, corporate IT administrators disabled the remote connection from outside into
the corporate asset that is exfiltrating data. The administrator also forced a password change for the
compromised ConsoleWorks account. The corporate IT administrator made sure that the compromise
account did not have access to the resources running in AWS.

Administrators can disable the user account in Active Directory Users and Computers:

d
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_ Active Directory Users and Computers — O *

File Action View Help

o 2FE {8 XEL= HE TaETER

: Active Directory Users and Computers || Name Type Description
_;J Saved Queries E, FT Service User Factory Talk Directc
v oo o ﬁEGroup Policy Creator Qwners Security Group .. Members in this gr
_'.J Builtin # . GuestAccountRenamed User Built-in account foi
| Computers
- . Mock account for 9
= | Domain Controllers » Copy . :
= . T i Key " sroup .. Members of this gr
| ForeignSecurityPrincipals -
3 Keys 8. krbtgt Add to a group.. Key Distribution Ce
[ LostAndFound Name Mappings.. Administrator
| Managed Service Accounts Disable Account
(2] MFG Infrastructure Reset Password.. Administrator
J_ Program Data Move.
] System Postgresql Server S
| Users 2 Protected User SRR sroup .. Members of this gr
=] NTDS Quotas E2 RAS and IAS S¢ Send Mail Sroup.. Servers in this grou
| TPM Devices % Read-only Dol All Tasks , oroup.. Members of this gr
% RockwellServic sroup .. Created by Factory’
B2 Schema Admir Cut Sroup.. Designated admini
Delete Administrator
Rename Admin
&% User Compute Sroup ..
Properties
< > L4 Help >
Disables the account for the current selection.
2274 Figure 4-153: Disabling the jsmith user account in Active Directory

2275  Within ConsoleWorks, administrators can edit the password of a user by going to the Users tab on the
2276  left side of the interface, going to View, and then choosing the user. From there, click the Change
2277 Password button on the bottom left, as seen below:
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C onsole;ml Eorr

Administration

CONSOLE_MANAGER &  —
consolE MaNaGER M =

s
P Time-Frames ~ - IR E]@E]
SNMP Traps View Users | Change Passwords | %
P Automation Tasks User Description Last Login k4
P REGULATORY C
w GRAPHICAL C 2025/09/02 12:24
View E 20256/08/20 14:47
Add C 2024/07/25 13:54
Edit ‘Scenario Account 2025/08/20 14:28
Recordings E 2025/08M15 11:58
Active O
I Gateways O 2025/04/17 15:18
E 2025/03/04 13:18
+ USERS
View
Add |
Edit
= Profiles
View
Add Change Password } Reset Password } [ Delete ] [ Examples ] [ Copy ]
Edit L | ]ﬂ
Change My Profile

Figure 4-154: Changing the jsmith user’s password in ConsoleWorks

¥ USERS: Change Passwords g@@

View Users | X |Change Passwords |

Change Password for User: |JSMITH

Old Password: ‘ ----------

New Password:

sEssaBsEEEEsLEEE

Retype Password:

sressssrsassrrene

[] Require Password Change On Next Login

Figure 4-155: Changing the jsmith user’s password in ConsoleWorks

[Return to Scenario B]
[Return to Scenario C]

C.6 Scenario B: Technical Details — Recovery

The recovery process was not required for the Scenario B incident.
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2284 C.7 Scenario C: Technical Details — Preparation

2285 Before an incident occurs, a manufacturer must prepare for incident response and recovery. The
2286  following steps were taken to prepare for the Scenario C incident.

2287 [Return to Scenario C]

2288 C.7.1 Creating Siemens Traffic Detection Policy in Tenable

2289 Using section C.4.5 from Scenario B, follow those steps in creating the policy. The following set of

2290 screenshots shows the selections made to create a Tenable policy for detecting unauthorized Siemens
2291 network traffic. Two policies are created to trigger an alert every time they identify unauthorized traffic
2292 to the Siemens Conveyor PLC:

Risk E Unauthorized S7 Traffic

Inventory

Events and Policies

Network Events
v & Events

Policy Definition
Details Y

All Events |

. Unauthorized S7 Traffic
Configuration Events Triggered Events
q In Any Asset
SCADA Events Exclusions
(In Workstation / - or (In Controller /
Network Threats
InS7
Network Events
In Any Time
2 Policies
Policy Actions
# Inventory

2 Network Map
Vulnerabilities

Active Queries

General
Network

Network Events
Groups

[P, M Enabled

2293 Figure 4-156: Tenable policy to track unauthorized S7 traffic
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Risk Unauthorized S7+ Traffic

Inventory

Events and Policies
Network Events
v & Events
- Policy Definition
All Events
5 Unauthorized $7+ Traffic
Ti ed Event:
Configuration Events nggen Venss
- In Any Asset
SCADA Events Exclusions
(In Workstation / - or (In Controller
Network Threats
In S7plus
Network Events
In Any Time
€ Policies
Policy Actions
@ Inventory
. SEVERITY
% Network Map

& Vulnerabilities
O Active Queries
&% Network

& Groups Network Events

© a® veme STATUS Enabled

Figure 4-157: Tenable policy to track unauthorized S7+ traffic

[Return to Scenario C]

C.7.2 Creating Splunk dashboard for unauthorized Siemens traffic

Follow the instructions on C.4.6 on creating the dashboards. The following set of screenshots shows the
dashboards created for this Scenario:

Tenable - Unauthorized Siemens Comms
Track all unauthorized communication of Siemens protocols (S7, S7+, etc.)
All Unauthorized S7 Communication

index=syslog host!=S 8 (proto=S7_PLUS_TCP OR proto=57_TCP} | timechart count by proto

[

Figure 4-158: Splunk dashboard tracking unauthorized S7 and S7+ traffic
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Full Event Details of 57 Communications

index=syslog host!s "  (proto=S7_PLUS_TCP OR proto=S7_TCP) | table _time, , suser, duser, proto, dpt, src, dst | rename suser as
"Source Host", duser as "Destination Host", proto as "Protocol”, dpt as "Destination Port", src as "Source IP", dst as "Destination IP" | sort -
_time

time = Source Host = Destination Host = Protocol = Destination Port Source IP = Destination IP =

2025-088-31 :59:5 LOCAL-HIST-GATE PLC_1 S7_TCP 182

LOCAL-HIST-GATE PLC_1 ST_TCP 182

MFG-LAPTOP1 PLC_1 ST_PLUS_TCP 182

LOCAL-HIST-GATE PLC_1 S7_TCP 182

MFG-LAPTOP1 PLC_1 ST_PLUS_TCP 182

MFG-LAPTOP1 PLC_1 S7_PLUS_TCP 182

2025-88-19 12:13: MFG-LAPTOP1 PLC_1 ST_PLUS_TCP 182

25-08-19 12:16: MFG-LAPTOP1 PLC_1 S7_PLUS_TCP 182

2025-88-19 12:13: MFG-LAPTOP1 PLC_1 ST_PLUS_TCP 182

25-08-13 12:10: LOCAL-HIST-GATE PLC_1 ST_TCP

2301 Figure 4-159: Splunk dashboard tracking unauthorized S7 and S7+ traffic

Unauthorized Communication Count by Day Count of Unauthorized Communication by Source IP

index=syslog host! S8 88 proto=57_PLUS_TCP OR index=syslog host! S8 (proto=S7_PLUS_TCP OR
proto=S7_TCP) | timechart count by proto proto=S7_TCP) | stats count by src | rename src as "Source IP",
count as "Number of Unauthorized S7 Comms" | sort -count

time % S7_PLUS_TCP =
Source IP = Number of Unauthorized S7 Comms
2025-08-04 @
2025-88-085
2025-08-06
2025-88-07
2025-08-08

2 8-03

2825-08-18

2302 Figure 4-160: Splunk dashboard tracking unauthorized S7 and S7+ traffic

2303 [Return to Scenario C]

NIST SP 1800-41: Responding to and Recovering from a Cyber Attack 153



INITIAL PUBLIC DRAFT

2304 C.8 Scenario C: Technical Details — Response

2305 C.8.1 View Tags in Data Historian

2306 Inductive Automation’s Ignition software is used as the data historian. Engineers can use their data
2307 Historian of choice to add tags to view when operational changes were made. During the investigation,
2308  tags are viewed in the data historian to track when the widgets change from one color to another.

NCCoE Manufacturing Lab
Operation Historian Alarms
Browse Tags C €l ro Lt ks 4ol (23] [
» [E IGN_Hist_OnCloud
» [3 IGN_Hist_Onsite
» [3 IGN_Logs Onsite vol 7 B TT
» 3 TagSplitter
-4 L 3
¥  Pen Name Current Value Minimum Maximum Average Axis
prg_lch 0 0 1 0.46 Default
Add S o prg_uch 1 1 1 1 Default
4 —— 4
2309 Figure 4-161: Enabling specific tags (PRG_LCH and PRG_UCH) in the data historian

2310 [Return to Scenario C]

2311 C.8.2 Managing Dragos Tickets

2312 Refer to Scenario A sections C.2.1, C.2.7, and C.3.3 on how to create Dragos tickets, add comments, and
2313 close tickets. This section will cover multiple steps for the entire investigation of Scenario C.
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Create a New Case

Let's start by getting a few things out of the way to create your Case.

Product Widgets Being Rejected During Off-Shift Operation

Public

Someone is ch anging the widget selection during the off-shift

CANCEL SUBMIT

Figure 4-162: Creating a new ticket in Dragos

Acress Created:

Case Management >Hunt View | P EDIT‘ | N DELETE |
- PUBLIC 09/02/25, 11:44 AMEDT

RESOLVE HUNT

Product Widgets Being Rejected... 7o auer T

admin

JOUT{NAL Bl NOTIFICATIONS 4 EVIDENCE |8 PLaYBOOKS
Journal ® L
Hypothesis:

Someone is changing the widget selection during the off-shift

Justification:

Operators find parts being rejected during the off-shift, causing a loss of production. This has occured three nights in a row and the Data Historian is showing

09/02/25, 11:44 AM EDT - admin created a case

A EDT - sdmin updated justification to *Operators find parts b

g rejected during the off-shift. causing a loss of production. This has oocured three nights in a row and the Data Historian is showing a

during the off-shift.

Start typing your notes here. You can press Ctri+Enter or hit the send button to submit... | >

Figure 4-163: Adding a justification for the ticket
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Access Created:

Case Management >Hunt View | Vs ED|T| | B DELETE |
S PUBLIC 09/02/25,11:44 AM EDT

RESOLVE HUNT

Product Widgets Being Rejected...  few s  CONVERTTO INCIDENT

JDUIRNAL B NOTIFICATIONS 4 EVIDENCE B PLAYEOOKS
Journal ® L
Hypothesis:

Someone is changing the widget selection during the off-shift

Justification:
Operators find parts being rejected during the off-shift, causing a loss of production. This has occured three nights in a row and the Data Historian is showing

SIBERprotect triggered an alarm overnight, a connection to the Conveyor PLC. Operator isolated the ICS network via SIBERprotect.

Start typing your notes here. You can press Ctri+Enter or hit the send button to submit... ‘ >

2316 Figure 4-164: Updating the Dragos ticket to include the operator locking down the ICS network

2317 During the investigation of Scenario C, management upgraded the priority from 2 to 5 and converted
2318  from hunt status to incident.
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Edit Case

Case Title

Product Widgets Being Rejected During Off-Shift Operation

Arres
ACCESS

Public
w

0O - Lowest

Watchers

D Admin2 D admin | D SplunkConnection

5 - Highest

CANCEL SAVE

2319 Figure 4-165: Changing the Dragos ticket priority to 5

RESOLVE HUNT

2320 Figure 4-166: Converting the Dragos ticket to an incident
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Access Created:

Case Management >Incident View | P ED|T| | W DELETE |
W PUBLIC 09/02/25,11:44 AM EDT

RESOLVE INCIDENT

Product Widgets Being Rejected... oty e

& admin

u —_——

NOTIFICATIONS i EVIDENCE E PLAYBOOKS
JOURNAL o = =
Journal e L
Hypothesis:

Someone is changing the widget selection during the off-shift

Justification:
Operators find parts being rejected during the off-shift, causing a loss of production. This has occured three nights in a row and the Data Historian is showing

09/02/25, 11:54 AM EDT - admin updated priority to "5"

0%/02/25, 11:55 AM EDT - admin updated incident to "true®

Authored by
admin
0%/02/25,11:55 AM EDT

Anerror in TIAPortal indicates user jsmith is logged in and was also verified to be logged into engineering workstation.

Start typing your notes here. You can press Ctri+Enter or hit the send button to submit... l >

2321 Figure 4-167: Adding information about the jsmith user to Dragos ticket

2322  The Dragos ticket is updated with the latest findings from the investigation:
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Case Management >Incident View ‘;‘iﬁlc E:ated:25 Rt AMEDT
lirz, Tk RESOLVE INCIDENT

Product Widgets Being Rejected... e awer

Er admin

" | — )

NOTIFICATIONS d#: EVIDENCE E PLAYBOOKS
JOURNAL = = L=
Journal ® i
Hypothesis:

Someone is changing the widget selection during the off-shift

Justification:
Operators find parts being rejected during the off-shift, causing a loss of production. This has eccured three nights in a row and the Data Historian is showing

Anerror in TIAPortal indicates user jsmith is logged in and was also verified to be logged into engineering workstation.

Authorad by
admin
09/02/25, 12:08 PM ECT

Met with user jsmith who denied logging into the system during the off-shift. Management came to conclusion that jsmith did not login. The user
account will be re-enabled with additional security measures once investigation is concluded.

Start typing your notes here. You can press Ctri+Enter or hit the send button to submit... l >

Figure 4-168: Adding additional details to the Dragos ticket about the jsmith user

[Return to Scenario C - Initial Identification]

[Return to Scenario C - Technical Event Handling]

[Return to Scenario C - Cyber Incident Analysis and Response]

C.8.3 Isolate ICS Network using SIBERprotect

Tenable triggers an alert on the SIBERprotect Security HMI. The operator was informed by the engineer
and analyst that a new alert may pop-up if a new system connects to the Conveyor PLC. When the alert
pops-up on the Security HMI, the operator takes action to segment the physical components and
controllers from the rest of the network by pressing a button on the Security HMI.
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- SIBERprotection

Last Critical Threat
Time of Threat: 8/7/2025 1:32:39 PM Threat Detector IP: Threat Priority:  13.00

Description of Threat: 713236:04 8 CEF:0Tenable]Tenable OT Security3.17.40|109]Unauthorized Conversation]9jd

Last Warning Threat
Time of Threat: 11111970 12:00:00 AM Warning Detector IP: 0 0 . 0 0 Threat Priority:  0.00

Description of Waning: [

Block Network [ Diagnostics. ] { Acknowledge All }

Lockdown the Firewall?

Yes No

Figure 4-169: SIBERprotect HMI indicates threat detected

The operator selects Yes on the Operator Request to segment the networks.

Lockdown the Firewall?

B -

Figure 4-170: Operator lockdown (segment) selection

The conveyor and robot are segmented from the rest of the ICS network.

[Return to Scenario C]

C.8.4 Viewing policy violations in Tenable

After Splunk indicates a policy violation, the analyst and engineer look in Tenable to identify further
details about this violation.
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| Unauthorized S7+ Traffic

K

Network Events

Details

Triggered Events .

Exclusions Status Log ID

Notresol.. 355830
Not resol... 355817

Not resol... 355812

Time ¢
01:36:04 PM - Aug 7, 2025
11:59:34 AM - Aug 7, 2025

11:45:46 AM - Aug 7, 2025

Event Type Severity

Unauthorized Co...
Unauthorized Co...

Unauthorized Co...

Policy Name Source Asset Source Address

Event 355830 01:36:04 PM - Aug 7, 2025 Unauthorized Conversation Not resolved

Details A conversation in an unauthorized protocol has been detected
Source
Destination

Policy

Status

S7+(102/TCP)

102

2340

2341

Jtenable ot security

v @ Dashboards
Risk [ MFG-LAPTOP1

Inventory

Events and Policies

v A Events

All Events

Configuration Events o Rockwell  MFG-LAPTOP1

SCADA Events Details

IP Trail .

Attack Vectors

Network Threats
Network Events

@ Policies Open Ports

v & Inventory

Vulnerabilities Details

All Assets Events Source

Controllers and Modules Network Map Destination

Network Assets Policy

% Network Map Status

& Vulnerabilities

N P,

2342

2343 (C.8.5 TIA Portal Diagnostics

2344
2345
2346
2347

Aug 18, 2025 03:08:03PM  Windows 10

Event 362915 01:34:11 PM - Aug 18,2025 Unauthorized Conversation

S7+(102/TCP)

Why is this
important?

Conversations in unauthorized
protocols may indicate suspicious

traffic. Some assets are not expected

to communicate in non-standard

protocols and any deviation from the

standard protocols may suggest a
potential threat. In addition, some

Click on the source asset to dive deeper into the specific assets that were involved:

03:11 PM -

Not resolved

A conversation in an unauthorized protocol has been detected

Why is this
important?

Conversations in
unauthorized protocols
may indicate
suspicious traffic.
Some assets are not

Monday, Aug 18, 2025

Suggested Mitigation

Check if this communication is
expected. Ifit is expected traffic, tl

Events aren't generated for similar
communications in the future. If tf
communication is not expected,
check the source asset to determit
whether the source asset itself ha:

Figure 4-171: All recent logs from the unauthorized S7+ traffic policy in Tenable

& Administrator for admin v

Suggested
Mitigation

Check if this
communication is
expected. If itis
expected traffic, then
adjust the Policy

Figure 4-172: Tenable alert showing the engineering workstation accessing PLC via S7+ connection

Engineers can log into TIA Portal from the engineering workstation to troubleshoot issues with the
manufacturing process. The software can be used to connect with the PLC, take backups of the program,
modify logic, or monitor live variable information. During the course of the investigation, an engineer
attempted to open the program file but was greeted with an error code that indicated another user had
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recently been in the program and disconnected improperly. This helped identify the root cause of the
incident.

Open project (1600:000103) X

8 An error occurred while opening the project

The projectilibrary
C:\Manufacturing\Conveyor_PLC\Conveyor_TIA_Portal\ConveyoriConveyor.ap1
6 cannot be accessed. It has already been opened by user jsmith on
computer MFG-LAPTOP1. Note: If the application was not correctlyclosed,
the open projects and libraries can only be opened again after a 2 minute
delay.

—

Figure 4-173: Error when opening the TIA Portal showing the user who was still logged into the system

[Return to Scenario C]

C.8.6 Windows Task Manager

Windows offers a Task Manager to identify processes, users, and other details about the system. In this
scenario, Task Manager was used to verify that jsmith was recently logged into the machine and that
their status is currently labeled as Disconnected.

15 Task Manager
File Options View
Processes Performance App history Startup Users Details Services

7% 64% 1% 0% 0%

User Status CPU Memory Disk Network GPU | GPU engine
[> = ismins) Disconnected | 15% 29833MB  OMB/s  0.1Mbps 0%
0.3% 1,7520 MB 0.1 MB/s 0 Mbps 0%

Figure 4-174: Task Manager in Windows showing the jsmith user was disconnected

[Return to Scenario C]

C.8.7 Review ConsoleWorks Sessions for User Activity

After discovering that a specific user was involved in an incident, ConsoleWorks can be used to view
what the user was doing through a screen recording of the session:
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~ USERS: View

View Users

User Description Last Login

2025/11/04 09:09
2025/08/20 14:47
2024/07/25 13:54

JSMITH Scenario Account 2025/08/20 14:28

2025/08/15 11:58

2025/04/17 15:18
2025/03/04 13:18

oooooooon

( Change Password ‘ ‘ Reset Password ‘ ‘ Delete l Examples ‘ Copy ‘ Edit !

Figure 4-175: Show the user’s last login

* GRAPHICAL: Recordings M=
View Graphical Connections |X| || Graphical Recordings

Recordings from Graphical Connection LAPTOP 1

Start Graphical Connection User Duration k4
[] 2025/08/18 12:09  LAPTOP_1 JSMITH(Profile: CONSCOLE_MAN__. 04:11 [a)
[] 2025/08/18 12:08 LAPTOP_1 JSMITH(Profile:CONSOLE _MAN...  00:00
[[] 2025/08/18 11:45  LAPTOP_1 JEMITH(Profile:CONSOLE_MAN... 0535
[] 2025/08/18 11:33  LAPTOP_1 JSMITH(Profile:CONSOLE MAN...  11:11
[] 2025/08/15 12:02  LAPTOP_1 JEMITH(Profile:CONSOLE_MAN...  20:25
[] 2025/08/14 12:41  LAPTOP_1 JSMITH(Profile:CONSOLE MAN...  20:13
[[] 2025/08/14 12:40  LAPTOP_1
[] 2025/08/14 12:37  LAPTOP_1 JSMITH(Profile:CONSOLE_MAN...  02:54

[] 2025/08/14 12:31  LAPTOP_1
[] 2025/08M4 12:21  LAPTOP_1

[] 2025/08/12 11:06  LAPTOP_1 JSMITH(Profile:CONSOLE_MAN...  31:00

[] 2025/08/12 10:06  LAPTOP_1 JSMITH(Profile:CONSOLE_MAN__.  00:35

[] 2025/08M11 12:34  LAPTOP_1 JSMITH(Profile:CONSOLE_MAN... 26:49

[] 2025/08/11 12:27  LAPTOP_1 JSMITH(Profile:CONSOLE_MAN__.  03:00 v
‘F’Ty| \E\ ‘ Delete ‘

Figure 4-176: Viewing the latest desktop recording of users
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" v5.6-4u0 | B GUI Connection - Google Chrome = O X

A\ Not secure guiconn/playback.html?csrftok=2308411EC188565EC3204F /B4CA0SC8C&guirecording=8A350...

mens - C:Manufacturingionveyor_PLCW onveyor_TlA_Portal\Conveyont onveyor —ax

Totally Integrated Automation

First steps

et Project: "Conveyor® was opened successfully. Please select the next st...
projec
~

aject

Configure a device device
Close project

Write PLC program  ogram

Welcome Tour

. Configure
First steps A technology objects  objects

Configure an HMI scren HMI screq
Installed softw

Help

Open the project view aject view
i

} Project view Opened project: C:\Manufacturing\Conveyor_PLOWonveyor_TIA_Portal\Conveyor\Conveyor

-l O Type here to search 2 H ® m @ 9 W & HF A wmid

2025/08/18 12:09:04 1% o138 O 04:11

User interface language

2363 Figure 4-177: Watching a recording of the jsmith user logging into the TIA Portal

A GUI Connection - Google Chrome — O X

A\ Not secure guiconn/playback.html?csrftok=2308411EC188565EC3204F7B4CA05C8C&guirecording=8A350...

I Siemens - CdanufacturingiConveyor_PLCWConveyor_TIA_PortalConveyoniConveyor
Project  Edit  View Inset Online Options Tools Window MHelp Totally Integrated Automation
e e ) (s 5 MG B R & coonline §F Goofline gy [N M 2 * PORTAL

Options

sysel gil

N 4 |Find and replace
= mAc 1[cru51. T O~ I
Y vevice confi
B Online & dia

S

» g Sofeware uni
~ lg5 Frogram blo
W Add new
4 0B_UO_F
4 OB_FLC_
& 0B_PLC_
& OB_RACK.
& ProDiag.
& FC_ALAR
& FC_ALAR
& FC_ALAR
& FC_ALAR

<

< m d Properties  |*i)Info i) | % Diagnestics

~pOOOOOOOOS

~ Details view

e ——

No ‘properties” available. ti0[ 4

bame Mo ‘properties’ can be shown at the moment. There is either na object selectad or the < [ >

¥ Fissice confauearion =1 selected object does not have any displayable properties
< i ! "y cispreysble prop > |Languages & reso...

4 Portal view Con FLC_1,vin o 19 |

o 111 AM

H-l O Type here to search ’ H = )18 META

2025/08/18 12:09:04 1% p 0231 O 04:11

2364 Figure 4-178: Recording of the jsmith user accessing PLC Tags

2365 Using ConsoleWorks Graphical view, the IRT sees the jsmith account change the process variable during
2366 live production. With this evidence, the user’s account can be either removed or disabled.
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2367 [Return to Scenario C]

2368 C.9 Scenario C: Technical Details — Recovery

2369 C.9.1 TIA Portal Reinstall

2370  The IRT determined that the Engineering Workstation was compromised. The hardware is disconnected
2371  from the network and handed over for forensic analysis. The TIA Portal Software is installed on a new
2372 machine to allow for recovery of the PLC and continued operation while the investigation is ongoing.
2373  The software is downloaded from the Siemens website. Follow the instruction prompts to install TIA
2374 Portal with default settings as seen in the following screenshots.

E[d TIA Portal STEPT Prof Safety WinCC Adv Unified V16.0 — =

' Welcome to the Setup of TIA Portal STEP7 Prof
o Safety WinCC Adv Unified V16.0.

I T

2375 Figure 4-179: TIA Portal install navigation menu
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TIA Portal - Setup

SIEMENS

Welcome to TIA Portal V16 Please select the product features you want to install. If you deselect
STEP 7 Prof. + STEP 7 Safety components which are already installed, they will be uninstalled.

WinCC Advanced + Unified

| = Minimal - Eypical | i} User-defined

|| [C2 SIMATIC WInCC Unified PC Engineering &
~-[ 1A SIMATIC WinCC Engineering System
./ JA simulation (Unified Comfort Panel, WinCC Unified PC)

--[W) ) Options

. WD

=-{v] [ TIA Administrator

(V) Automation License Manager

-..[V) (¢ Software Management

..[¥) B User Management Component (Agent)

E E‘; Totally Integrated Automation UPDATER v

]

i)

| Selection of generally usable additional tools A

v

[ Create desktop icon

Hard Disk Drive space:
Drive Size Available Required Thereoftemp Remaining
> C\ 476.3GB 341.8GB 6.0GB 606.0MB 336.4GB

Target directory:
C:\Program Files\Siemens\Automation

Figure 4-180: TIA Portal install settings

[Return to Scenario C]

C.9.2 Download PLC Backup Program File from ForceField

Once the factory reset has been performed on the PLC, download the latest known-good version from
the ForceField backup server:
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ForceField Zero Trust Storage™ Running on Host: qnode?7

SerialNum Device UpLoad
/dev/sdf Upload
I I /dev/sdg Upload
/dev/sdh Upload
/dev/sdi Upload
2381 Figure 4-181: ForceField web interface

2382  Note: We blurred out sensitive information. Users should click on the name of the device’s serial number
2383 to access the stored files.

Host: qnode? Listing of WFS DEVICE=/dev/sdg, SERTAT.NO-=
Filename Ext# Size Created
NIST NCCoE_Logo.jpg 1 3377K 20240129 16:25:42
SupervisorPLC ACD 1 206M 20241212 12:34:48
SupervisorPLC. ACD ASC 1 347 20241212 12:34:32
Conveyor SLS Novl6.zaplé 1 6.13M 20241212 15:06:51
Conveyor SLS Novl6.zaplé 2 8.97TM 20241212 15:07:02
gripper_tutorial urp 1 265K 20250220 10:44:27
main urp 1 1834K 20250220 10:44:27
main_new.urp 1 1835K 20250220 10:44:28
main_old_july23 urp 1 18 51K 20250220 10:44:28
main-Old urp 1 18 55K 20250220 10:44:29
Supervisor ACD 1 196M 20250710 14:31:01
Program-Hashes txt 1 98 20250819 11:02:14
Conveyor 20250819 1036.zapl6 1 923M 20250819 11:31:40
Program-Hashes txt 2 202 20250819 11:35:49
Convevor 20250819 1137 zapl6 1 546M 20250819 12:34:24

|Com-'eyor_20250819_1 137 zaplé | 2 924M 20250819 12:34:34
16 File Extents on this Volume

2384 Figure 4-182: Selecting the latest known-good backup for the Conveyor program

2385 Note: Links on this web interface will not have visual indicators/feedback, but still work when clicked on.

2386 [Return to Scenario C]

2387 C.9.3 Add Password and Restore from Backup with TIA Portal

2388 It is determined that the PLC should be restored from backup as part of recovery and that password
2389 protection should be added to control access to the PLC. The backup file is downloaded to a newly

2390  provisioned engineering workstation with a fresh install of TIA Portal V16. The project file is opened in
2391  TIA Portal V16. From the navigation pane, PLC is expanded, and Device configuration is selected. As
2392 shown in Figure 4-183, under Protection & Security, the option to enter a password is selected, and a
2393  secure password is entered. The new project file must be compiled prior to downloading to the PLC. The
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PLC is selected from the navigation pane via a right-click from there is the option to compile the project,
as shown in Figure 4-184. After compiling the project, it is downloaded to the PLC as shown in Figure

4-185.

Project tree

Devices & networks

» gl Program blocks.
» [ Technology objects
» @ External source files
» [@PiCtags
» [ PLC data types
» [ Watch and force tables
» [ Online backups
» [Z Traces
» i@ OPC UA communication
» [, Device proxydata
3§ Program info
L PLC supenvisions & alarms
] PLCalarm text lists
»[m Local modules

0 4 Conveyor » PLC_1[CPU 1516-3 PN/DP]

d [ ovsesnion [5] o B (4]0 Qs
Ky

& &

General | IO tags | System constants
i = & Security.

Operating e
» Advanced options

Access level

Web serveraccess

» DPinterface [x3]
Startup
Cycle
‘Communication load
System and clock memory
SIMATIC Memory Card

» System disgnostics
PLCalarms.

» Web server
» Display E

(© No access (complete protection)

Multilingual support
Time of day

Access level
Connection mechani...
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Figure 4-183: Adding a password to Siemens PLC in TIA Portal
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