
Cyber AI Profile COI 
Working Sessions:

Usability of the Profile

May 12, 2026



Agenda

• Cyber AI Profile Project Overview

• Today’s Plan

• Incorporating Roles Discussion

• Addressing Supply Chain Discussion

• AI Bill of Materials Discussion

• Profile Delivery Formats Discussion

• Open Discussion

• Close-out
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Engagement

Via Zoom:
We would love to hear from you!  

• Submit questions during Q&A

• Raise your virtual hand to be unmuted to 
speak (remember to unmute on your end, 
too!)

• Enable captioning 
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Via Slido:
Please use Slido to participate throughout the 
session. Scan the QR code or go to Slido.com 
and enter the access code to access the polls as 
they are opened.

Slido.com
#CyberAI_Spring2026-3



Cyber AI Profile Project Overview



Cybersecurity, Privacy, and AI

The diverse use and rapid proliferation of Artificial Intelligence 

(AI) promises unique value for industry, consumers, and broader 

society, but like many technologies, to recognize these benefits 

to the greatest potential, new risks from these advancements in 

AI must be managed. 

In NIST's Applied Cybersecurity Division (ACD), our key concern 

is how advancements in the broad adoption of AI may impact 

current cybersecurity and privacy risks and risk management 

approaches.

https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
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The Case for a Cyber AI Profile

Areas of focus:

• Cybersecurity risks that arise from the use of AI by 

organizations, including securing AI systems, 

components, and machine learning infrastructures, 

and minimizing data leakage.  

• Determining how to defend against AI-enabled 

attacks. 

• Assisting organizations in the use of AI with their 

cyber defense activities and using AI to improve 

privacy protections.

Purpose:
Support cybersecurity programs as they manage the impacts of advancements in AI to 

their organization
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Outcomes:

• Establishes a shared understanding of AI-related 

cybersecurity terminology and considerations

• Fosters collaboration and communication across 

the AI and cybersecurity communities

• Enables organizations to measure their current 

practices, understand the available references, and 

identify gaps to update Organizational Profiles and 

roadmaps



Cyber AI Profile Roadmap

Organizational Use 
+

Additional 
Guidance (TBD)

NIST collaboration
throughout

Literature review
continues as needed

2PD?

Cyber AI Profile 
Concept Paper

F

F Opportunities for COI/public stakeholder feedback (NOTE:  Internal NIST collaboration occurs throughout)

Initial Research 
and Scope Shaping

Blog Post / 
Announcement

F

Public Workshop 
#2

F

Cyber AI Profile
FINAL

Public Workshop 
#1

F

Cyber AI Profile
Initial Public
Draft (IPD)

F

COI Working 
Sessions

Summer 2025
F

Public Workshop 
#3

F

Cyber AI Profile
Preliminary

Draft
F

COI Working 
Sessions

Spring 2026
F

https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nist.gov/news-events/news/2025/02/participate-development-new-cyber-ai-profile
https://www.nist.gov/news-events/news/2025/02/participate-development-new-cyber-ai-profile
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-workshop-2
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-workshop-2
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nccoe.nist.gov/projects/cyber-ai-profile/2025-virtual-working-sessions-materials
https://www.nccoe.nist.gov/projects/cyber-ai-profile/2025-virtual-working-sessions-materials
https://www.nccoe.nist.gov/projects/cyber-ai-profile/2025-virtual-working-sessions-materials
https://csrc.nist.gov/pubs/ir/8596/iprd
https://csrc.nist.gov/pubs/ir/8596/iprd
https://csrc.nist.gov/pubs/ir/8596/iprd
https://www.nccoe.nist.gov/projects/cyber-ai-profile#spring-2026-cyber-ai-profile-virtual-working-sessions
https://www.nccoe.nist.gov/projects/cyber-ai-profile#spring-2026-cyber-ai-profile-virtual-working-sessions
https://www.nccoe.nist.gov/projects/cyber-ai-profile#spring-2026-cyber-ai-profile-virtual-working-sessions


Overall Outcomes of COI Engagement
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Concept Paper

• Confirmed the need for 
guidelines

• Agreed the NIST CSF was 
the right starting point

• Identified key challenges

Workshop #1

• Validated direction of the 
Profile

• Identified critical topics

• Proposed priorities and 
resources

Summer 2025 COI 
Working Sessions

• Refined cybersecurity 
priorities for each Focus 
Area

Workshop #2

• Continued refining Profile 
direction and content

• Shared insights regarding  
implementation

Preliminary Draft 
Comments

• Informed continued build 
out of Profile

• Raised areas for further 
engagement with the COI

Workshop 
#1 Blog 

Post

Workshop 
#2 Blog 

Post



Additional Resources

Cyber AI Profile
• NIST Cybersecurity, Privacy, and AI Program

• Blog post:  Managing Cybersecurity and Privacy Risks in the Age of Artificial Intelligence: Launching a New Program at NIST | NIST

• NCCoE Project Page: Cyber AI Profile

• Cybersecurity and AI Workshop Concept Paper (posted in advance of the April 3, 2025, workshop)

• April 2025 Cyber AI Profile Workshop recording

• Blog post:  Reflections from the First Cyber AI Profile Workshop

• Blog post: Reflections from the Second Cyber AI Profile Workshop

• Cyber AI Profile COI Working Sessions Introduction Video

NIST Cybersecurity Framework 
• NIST CSF

• NIST CSF FAQs

• NIST CSF 2.0 Informative References 

• NIST CSF Events

NIST Resources for Applying NIST Frameworks
• Resources for Applying NIST Frameworks 

Community Profiles
• Examples of Community Profiles 

• Creating Community Profiles FAQs 9

Cyber AI 
Profile Project 

Page

https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nist.gov/blogs/cybersecurity-insights/reflections-first-cyber-ai-profile-workshop
https://www.nist.gov/blogs/cybersecurity-insights/reflections-first-cyber-ai-profile-workshop
https://www.nist.gov/blogs/cybersecurity-insights/reflections-second-nist-cyber-ai-profile-workshop
https://www.nist.gov/blogs/cybersecurity-insights/reflections-second-nist-cyber-ai-profile-workshop
https://www.nist.gov/video/cyber-ai-profile-working-sessions-introduction
https://www.nist.gov/video/cyber-ai-profile-working-sessions-introduction
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework/faqs
https://www.nist.gov/cyberframework/faqs
https://www.nist.gov/informative-references
https://www.nist.gov/informative-references
https://www.nist.gov/cyberframework/events-and-presentations
https://www.nist.gov/cyberframework/events-and-presentations
https://www.nccoe.nist.gov/applying-frameworks-resources
https://www.nccoe.nist.gov/applying-frameworks-resources
https://www.nccoe.nist.gov/examples-community-profiles
https://www.nccoe.nist.gov/examples-community-profiles
https://www.nccoe.nist.gov/creating-community-profiles-faqs
https://www.nccoe.nist.gov/creating-community-profiles-faqs


Today’s Plan



How You Contribute Today

• Please raise your virtual hand or type in the 
chat to contribute

• Members of the press, please identify yourself 
and your organization

• Be respectful of others

• Please don’t be shy – we would love to hear 
from everyone!

• Please remain on mute when not speaking

• We will use Slido to facilitate some of our 
discussions
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Using Slido

• We will be using Slido to facilitate some of our discussions

• Options to join via QR code or URL + event code

• Works on mobile phone and computer

• Responses are anonymous
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Slido.com
#CyberAI_Spring2026-3



Slido Screens
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No Active Polls

Active Polls



Slido: Getting to Know You
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▪ What sector do you work in?

▪ Which NIST Frameworks does your organization use?

▪ Which Cyber AI Profile materials have you read?

▪ If you are already using the Preliminary Draft of the Cyber AI Profile, how are you using 

it? 

▪ Did you have an opportunity to provide feedback on the Cyber AI Profile Preliminary 

Draft during the public comment period?

Slido.com
#CyberAI_Spring2026-3



Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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General Discussion Plan

• Summary of feedback on the topics (roles, supply chain, and delivery 
formats)

• Review proposed options

• Facilitated discussion

• How we plan to use this feedback
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Today’s Focus: Usability of the Profile
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• Incorporating and supporting roles, including drawing out content related 
to Supply Chain and AIBOMs

• Discussion delivery formats for the final Cyber AI Profile

Cyber AI 
Profile Draft

Discussion 
Essay #3



Incorporating Roles



Roles: Summary of Feedback
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Feedback on the Preliminary Draft indicated a need to 
provide revisions to address the unique roles and 
responsibilities of AI developers, deployers, and 

consumers and included requests to: 

Include new AI-specific roles 
and responsibilities in CSF 
Considerations

Highlight the differentiating 
responsibilities of developers, 
deployers, and end-users



NIST AI RMF: AI Actors
Adopt representative list derived from NIST AI RMF:

Provide the initial infrastructure 
of AI systems

Responsible for model building 
and interpretation tasks, 

including the creation, 
selection, calibration, training, 

and/or testing of models or 
algorithm

AI
Developers

Examples:
machine learning experts, data 

scientists, developers

AI
Deployers

Responsible for contextual 
decisions relating to how the AI 

system is used to assure 
deployment of the system into 

production. 
Includes piloting the system, 

checking compatibility with legacy 
systems, ensuring regulatory 

compliance, managing 
organizational change, and 
evaluating user experience

Examples:  
system integrators, software 

developers, end users, operators 
and practitioners, evaluators

Retains management, 
fiduciary, and legal authority 
and responsibility in which an 

AI system is designed, 
developed, and/or deployed

AI
Governance

Examples:
organizational management, 
senior leadership, Board of 

Directors

End
Users

Use the system for specific 
purposes within organizational 
restrictions and can range in 

competency from AI experts to 
first time technology end users

Examples:
individuals, groups 



Roles: Proposed Options
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Option 1: 

Differentiate unique aspects of AI roles within 
an organization in Section 1.3 to highlight the 

shared responsibilities across the 3 Focus Areas:

Helps organization’s identify roles 
and responsibilities directly in the 
Sample Focus Area considerations

Enables organizations to develop 
own responsibility matrices 

Portability of the CSF Sample 
Considerations

Option 2:

Include specific roles, based on the AI actors 
and actor tasks discussed in the Cyber AI 

Profile’s Sample Focus Area Considerations as 
referenceable elements to augment new AI-

specific personnel

Sets the Audience scope early in the 
Cyber AI Profile

Effective communication with 
leadership

NIST’s preferred option



Roles: Option 1
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Option: Create a 
shared 

responsibility 
matrix across the 3 

Focus Areas

E.g., Section 1.3 
(Audience)

Focus on shared AI 
roles

NIST AI RMF AI 
roles as the 

standard

Describe unique and 
shared AI roles and 

responsibilities under 
Section 1.3, Audience

*Section 1.3 modifications is 
provided as an example



Roles: Option 2 (NIST’s Preferred Option)
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Option: Create a 
separate element 

dedicated to AI 
Roles

E.g., Section 2.4 
(CSF 

Considerations)

Focus on relevant 
use cases

*Section 2.4 is provided as an 
example

NIST AI RMF AI 
roles as the 

standard



Roles: Proposed Options
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Option 1: 

Differentiate unique aspects of AI roles within 
an organization in Section 1.3 to highlight the 

shared responsibilities across the 3 Focus Areas:

Helps organization’s identify roles 
and responsibilities directly in the 
Sample Focus Area considerations

Enables organizations to develop 
own responsibility matrices 

Portability of the CSF Sample 
Considerations

Option 2

Include specific roles, based on the AI actors 
and actor tasks discussed in the Cyber AI 

Profile’s Sample Focus Area Considerations as 
referenceable elements to augment new AI-

specific personnel

Sets the Audience scope early in the 
Cyber AI Profile

Effective communication with 
leadership

Slido.com
#CyberAI_Spring2026-3

NIST’s preferred option



Roles: Proposed Options
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Roles: Questions for Discussion
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• Should the Cyber AI Profile:
• Integrate AI responsibilities into existing roles 

• Call out AI-specific roles as in NIST’s AI RMF (NIST AI 100-1) definitions for AI 
Developers, AI Deployers, AI Governance, and End-Users

• Other?

Slido.com
#CyberAI_Spring2026-3



Roles: Questions for Discussion

35



Addressing Supply Chain



Supply Chain: Summary of Feedback
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Feedback on the Preliminary Draft indicated a need to 
provide revisions to address the criticality of the Supply 

Chain of AI and include requests to: 

Provide richer citations and informative references to existing standards and specifications

Highlight that data is a critical piece of AI’s supply chain

Elevate prioritizations within CSF Considerations where Supply Chain is addressed 

Provide illustrative case studies and examples of Supply Chain attack vectors as referenceable 
materials



Supply Chain: Proposed Options
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Improves visibility and transparency

Calls out specific components of AI 
systems

Strengthens procurement decisions 
for models, data, and 3rd

Option 2:

Elevate visibility of supply chain in CSF Sample 
Considerations

Highlights the criticality of supply 
chain directly in line with relevant CSF 

Subcategories

NOTE:  Prioritizations may be 
removed in future Cyber AI Profile 

document

Option 1: 

Create a separate section dedicated to AI Supply 
Chain to address relevant use cases and highlight 
its importance in the CSF Sample Considerations

NIST’s preferred option



Supply Chain: Option 1 (NIST’s Preferred 
Option)
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Describe Supply Chain 
and its importance under 

a new Appendix item

Option 1: Create a 
separate section 

dedicated to 
Supply Chain

E.g., Appendix item

Focus on AI data

Supply Chain as a 
standalone topic

*Appendix E is provided as an 
example



Supply Chain: Option 2 (GV.SC Example)
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Option 2: Elevate 
visibility of the 

Supply Chain of AI

E.g., Section 2.4 
(CSF 

Considerations)

Focus on relevant 
use cases

Higher prioritization 
where supply chain is 

explicitly discussed

*GV-SC-01 from Section 2.4 is 
provided as an example



Supply Chain: Option 2 (ID.AM Example)
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Option 2: Elevate 
visibility of the 

Supply Chain of AI

E.g., Section 2.4 
(CSF 

Considerations)

Focus on relevant 
use cases and sub-

categories *ID.AM-03 from Section 2.4 is 
provided as an example



Supply Chain: Proposed Options
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Improves visibility and transparency

Calls out specific components of AI 
systems

Strengthens procurement decisions 
for models, data, and 3rd

Option 2:

Elevate visibility of supply chain in CSF Sample 
Considerations

Highlights the criticality of supply 
chain directly in line with relevant CSF 

Subcategories

NOTE:  Prioritizations may be 
removed in future Cyber AI Profile 

document

Option 1: 

Create a separate section dedicated to AI Supply 
Chain to address relevant use cases and highlight 
its importance in the CSF Sample Considerations

NIST’s preferred option

Slido.com
#CyberAI_Spring2026-3



Supply Chain: Proposed Options
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Supply Chain: Questions for Discussion
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• How should accountability be spread across the supply chain:

• How are organizations today establishing the lines of responsibility 
among developers, deployers, and users in the context of AI systems?

• Are there other parties which share responsibility?

Slido.com
#CyberAI_Spring2026-3



Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Supply Chain: Questions for Discussion
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Break – 5 Minutes

Resume in
5 minutes

63

Cyber AI 
Profile Draft

Discussion 
Essay #3



Incorporating AI Bill of Materials 
(AIBOM)



AIBOM: Summary of Feedback
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Feedback on the Preliminary Draft indicated a need to 
provide revisions to address incorporating AIBOMs and 

include requests to: 

Include new AIBOM definitions in context of SBOMs, Model Cards, and Data Cards

Provide a minimum set of elements that for an AIBOM

Utilize AIBOM references throughout the CSF Sample Considerations

Remove (future) mentions of AIBOM to remain agnostic to specification and focus on outcomes of 
those materials



AIBOM: Proposed Options
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Option 1: 

Remove mentions of AIBOM from Cyber AI Profile

Remains agnostic to provenance and 
lineage mechanism

Cyber AI Profile can be more broadly 
adopted

Focuses Cyber AI Profile on the outcomes 
of provenance and attestation 

mechanisms

Option 2:

Reference AIBOM throughout Cyber AI Profile 
Sample Considerations and develop a minimum 

set of elements of an AIBOM

Enhance transparency of AI asset 
provenance and attestation in context of 
existing mechanisms (SBOM, Model and 

Data Cards)

Clear, interoperable, target while AIBOM-
development matures 

Identify initial minimum set of AIBOM 
elements

NIST’s preferred option



AIBOM: Option 1
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Option 1: Do not 
include AIBOM 

references in CSF 
Sample 

Considerations

Reference mature 
SBOM, Model and 

Data Card 
mechanisms

Focus on outcomes

*GV.SC—03 is provided as a 
Sample Consideration

Introduce no changes to 
the Sample 

Considerations in 
referencing AIBOM and 

instead focus on 
outcomes of inventory 

and attestation 
mechanisms



AIBOM: Option 2 (NIST’s Preferred Option)
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Option 2: Create a 
minimum set of 
elements of an 

AIBOM

Better observability 
of supply chain 
considerations

Focus on a minimum 
set of elements

Frame within context 
of existing SBOM and 

Model/Data Card 
formats

Provide an element list of 
an AIBOM and its 

purpose under Appendix 
item

*Appendix E is provided as a 
notional, non-exhaustive 

example



AIBOM: Proposed Options
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Slido.com
#CyberAI_Spring2026-3

Option 1: 

Remove mentions of AIBOM from Cyber AI Profile

Remains agnostic to provenance and 
lineage mechanism

Cyber AI Profile can be more broadly 
adopted

Focuses Cyber AI Profile on the outcomes 
of provenance and attestation 

mechanisms

Option 2:

Reference AIBOM throughout Cyber AI Profile 
Sample Considerations and develop a minimum 

set of elements of an AIBOM

Enhance transparency of AI asset 
provenance and attestation in context of 
existing mechanisms (SBOM, Model and 

Data Cards)

Clear, interoperable, target while AIBOM-
development matures 

Identify initial minimum set of AIBOM 
elements

NIST’s preferred option



AIBOM: Proposed Options
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AIBOM: Questions for Discussion
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Slido.com
#CyberAI_Spring2026-3

What should be within a minimum set of AIBOM elements that is not already 
encompassed by SBOMs, Model and Data Cards? 

Slido.com
#CyberAI_Spring2026-3



AIBOM: Questions for Discussion
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AIBOM: Questions for Discussion
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AIBOM: Questions for Discussion
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AIBOM: Questions for Discussion
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AIBOM: Questions for Discussion
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Slido.com
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AIBOM: Questions for Discussion
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AIBOM: Questions for Discussion
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AIBOM: Questions for Discussion
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AIBOM: Questions for Discussion

80

Slido.com
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AIBOM: Questions for Discussion
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Slido.com
#CyberAI_Spring2026-3



Profile Delivery Formats



Current Delivery Format
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Profile Delivery Formats: Summary of 
Feedback

84

Feedback on Cyber AI Profile delivery formats included a 
desire for:

A machine-readable format (CSV, JSON, XML)

Customizable ways of viewing the Profile via sorting and filtering

Easy mapping to Online Informative References Program and CPRT

A format ingestible by LLMs



Proposed Priorities: Potential Options
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General Considerations 
and each Focus Area is 
provided in a separate 
worksheet in the same 

workbook

Each Profile element has 
its own column in each 

worksheet

Separate Worksheets for 
Focus Areas

Option 
2

General Considerations 
and each Focus Area is in 

its own worksheet

Each Profile element 
(e.g., considerations, 

Informative References) 
has its own column

Additional sheet 
provides consolidated 

view of all Profile 
elements

Hybrid of Options 2 & 3

Option 
4

Retain the same table 
format as the 

Preliminary Draft PDF – 
all Profile elements 

(considerations, 
opportunities 

Informative References, 
etc.) 

No Change

Option 
1

All Profile elements are in 
one worksheet

Each Profile element for 
General Considerations 
and Focus Areas has its 

own column

Expanded Profile 
Elements by Column

Option 
3

NIST’s preferred option

All Profile elements are 
in one worksheet

Each Profile element for 
General Considerations 
and Focus Areas has its 

own row

Expanded Profile 
Elements by Row

Option 
5



Profile Delivery Format: Option 1

Characteristics Machine/ LLM) 
Readable

Sort and Filter Focus Areas 
Side by Side

Focus Areas 
Separate

Everything in 
one tab

• Same format as the Preliminary Draft PDF
• Everything in one sheet
• All information for one Focus Area / Subcategory combination in one cell

✓ ✗ ✓ ✗ ✓
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Profile Delivery Format: Option 2 (1 of 2) 

Characteristics Machine/ LLM 
Readable

Sort and Filter Focus Areas 
Side by Side

Focus Areas 
Separate

Everything in 
one tab

• Splits the Focus Areas into different sheets
• Splits Profile elements across columns
• Enables filtering and sorting

✓ ✓ ✗ ✓ ✗
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Separate 
Worksheets for 

Focus Areas



Profile Delivery Format: Option 2 (2 of 2)

Characteristics Machine/ LLM 
Readable

Sort and Filter Focus Areas 
Side by Side

Focus Areas 
Separate

Everything in 
one tab

• Splits the Focus Areas into different sheets
• Splits Profile elements across columns
• Enables filtering and sorting

✓ ✓ ✗ ✓ ✗
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Ability to sort 
by Profile 

elements – 
example shows 
Defend Focus 

Area sorted by 
priority level



Profile Delivery Format: Option 3

Each Profile element for General 
Considerations and Focus Areas 

has its own column

General Considerations
(Considerations, Informative 

References)

Secure
(Priority, Considerations, 
Informative References)

Defend
(Priority, Opportunities, 

Considerations, Informative 
References)

Thwart
(Priority, Considerations, 
Informative References)

Characteristics Machine/ LLM 
Readable

Sort and Filter Focus Areas 
Side by Side

Focus Areas 
Separate

Everything in 
one tab

• Keeps everything in one sheet
• Splits Focus Area elements across columns ✓ ✓ ✓ ✗ ✓
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Profile Delivery Format: Option 4

NIST’s preferred option

Characteristics Machine/ LLM 
Readable

Sort and Filter Focus Areas 
Side by Side

Focus Areas 
Separate

Everything in 
one tab

• Splits the Focus Areas into different sheets
• Splits Profile elements across columns
• Enables filtering and sorting
• Consolidated sheet pulls from individual sheets to provide everything in one sheet

✓ ✓ ✓ ✓ ✓
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Separate 
Worksheets for 

General 
Considerations 

and Focus Areas + 
Consolidated View

Each Profile element for General Considerations and Focus Areas has its own column

General Considerations Secure



Profile Delivery Format: Option 5

Characteristics Machine/ LLM 
Readable

Sort and Filter Focus Areas 
Side by Side

Focus Areas 
Separate

Everything in 
one tab

• Keeps everything in one sheet
• Splits information across rows ✓ ✗ ✓ ✗ ✓
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Each Profile 
element for 

General 
Considerations 

and Focus 
Areas has its 

own row.  This 
example 

shows two 
Subcategories.
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Option and Description Machine 
(and LLM) 
Readable

Sort and 
Filter

Focus 
Areas Side 

by Side

Focus 
Areas 

Separate

Everything 
visible in 
one tab

Option 1 (same table format as Preliminary Draft PDF)
✓ ✗ ✓ ✗ ✓

Option 2 (split Focus Areas in different sheets; split cell 
info across columns)

✓ ✓ ✗ ✓ ✗

Option 3 (split cell info across columns; keep everything 
in the same sheet)

✓ ✓ ✓ ✗ ✓

Option 4 (have a combined view like option 3 and split 
view like option 2)

✓ ✓ ✓ ✓ ✓

Option 5 (split cell info across rows)
✓ ✗ ✓ ✗ ✓

NIST’s preferred option

Slido.com
#CyberAI_Spring2026-3
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Profile Delivery Format: Questions for Open 
Discussion

• What else would you want to see in a Profile delivery format? 
Any additional functionalities?

• Is there another format which would work better? Other Excel Workbook 
formats could be emailed for reference.

Slido.com
#CyberAI_Spring2026-3
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Open Discussion



Close-out
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Working Sessions Next Steps
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IN
P

U
T Spring 2026 

COI 
Working 
Sessions 
concluding

A
N

A
LY

ZE Incorporate 
what we 
learned D

R
A

FT Complete 
the Initial 
Public Draft

If we missed your input today, please feel free to 
email us: CyberAIProfile@nist.gov!  Please send your 

inputs by May 15, 2026.

mailto:CyberAIProfile@nist.gov


Working Session Schedule
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May 5, 2026

Extensions of 
Technical Content

May 12, 2026

Roles and Profile 
Delivery Formats

April 28, 2026

Profile Elements



We Appreciate Your Input
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THANK YOU
Your input is a critical part of this 

process!  Thank you for contributing to 
the development of the Cyber AI 

Profile!



@NISTcybernccoe.nist.gov

https://www.nccoe.nist.gov/projects/cyber-ai-profile

CyberAIProfile@nist.gov

https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
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Topic Learn More!

AI Risk Management Framework (AI RMF)
A framework to better manage risks to individuals, 
organizations, and society associated with artificial 
intelligence

Center for AI Standards and Innovation 
(CAISI)

Facilitates testing and collaborative research related 
to harnessing and securing the potential of 
commercial AI systems

Adversarial Machine Learning
Adversarial Machine Learning: A Taxonomy and 
Terminology of Attacks and Mitigations (NIST AI 100-2 
E2025)

Dioptra
A software test platform for assessing the 
trustworthy characteristics of artificial intelligence 
systems

Secure Software Development Framework 
(SSDF) AI Profile

Secure Software Development Practices for 
Generative AI and Dual-Use Foundation Models: An 
SSDF Community Profile

Topic Learn More!

PETs Test Bed
Evaluating Differential Privacy Guarantees

DevSecOps
Secure Software Development, Security, and 
Operations (DevSecOps) Practices

Agent Identities
Digital Identity Guidelines, Revision 4 (NIST SP 800-
63)

NCCoE Chatbot
Secure, internal-use chatbot to assist with 
discovering and summarizing cybersecurity 
guidelines

COSAiS
NIST SP 800-53 Control Overlays for Securing AI 
Systems (COSAiS)

https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/sp/800/63/4/final
https://csrc.nist.gov/pubs/sp/800/63/4/final
https://csrc.nist.gov/pubs/sp/800/63/4/final
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