
Cyber AI Profile COI 
Working Sessions:
Profile Elements

April 28, 2026



Agenda

• Cyber AI Profile Project Overview

• Control Overlays for Securing AI Systems (COSAiS) Overview

• Today’s Plan

• Proposed Priorities Discussion

• Break

• “Standard Practices” Discussion

• Open Discussion

• Close-out
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Engagement

Via Zoom:
We would love to hear from you!  

• Submit questions during Q&A

• Raise your virtual hand to be unmuted to 
speak (remember to unmute on your end, 
too!)

• Enable captioning 
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Via Slido:
Please use Slido to participate throughout the 
session. Scan the QR code or go to Slido.com 
and enter the access code to access the polls as 
they are opened.

Slido.com
#CyberAI_Spring2026-1



Cyber AI Profile Project Overview



Cybersecurity, Privacy, and AI

The diverse use and rapid proliferation of Artificial Intelligence 

(AI) promises unique value for industry, consumers, and broader 

society, but like many technologies, to recognize these benefits 

to the greatest potential, new risks from these advancements in 

AI must be managed. 

In NIST's Applied Cybersecurity Division (ACD), our key concern 

is how advancements in the broad adoption of AI may impact 

current cybersecurity and privacy risks and risk management 

approaches.

https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
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The Case for a Cyber AI Profile

Areas of focus:

• Cybersecurity risks that arise from the use of AI by 

organizations, including securing AI systems, 

components, and machine learning infrastructures, 

and minimizing data leakage.  

• Determining how to defend against AI-enabled 

attacks. 

• Assisting organizations in the use of AI with their 

cyber defense activities and using AI to improve 

privacy protections.

Purpose:
Support cybersecurity programs as they manage the impacts of advancements in AI to 

their organization
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Outcomes:

• Establishes a shared understanding of AI-related 

cybersecurity terminology and considerations

• Fosters collaboration and communication across 

the AI and cybersecurity communities

• Enables organizations to measure their current 

practices, understand the available references, and 

identify gaps to update Organizational Profiles and 

roadmaps



Cyber AI Profile Roadmap

Organizational Use 
+

Additional 
Guidance (TBD)

NIST collaboration
throughout

Literature review
continues as needed

2PD?

Cyber AI Profile 
Concept Paper

F

F Opportunities for COI/public stakeholder feedback (NOTE:  Internal NIST collaboration occurs throughout)

Initial Research 
and Scope Shaping

Blog Post / 
Announcement

F

Public Workshop 
#2

F

Cyber AI Profile
FINAL

Public Workshop 
#1

F

Cyber AI Profile
Initial Public
Draft (IPD)

F

COI Working 
Sessions

Summer 2025
F

Public Workshop 
#3

F

Cyber AI Profile
Preliminary

Draft
F

COI Working 
Sessions

Spring 2026
F
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https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nist.gov/news-events/news/2025/02/participate-development-new-cyber-ai-profile
https://www.nist.gov/news-events/news/2025/02/participate-development-new-cyber-ai-profile
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-workshop-2
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-workshop-2
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nccoe.nist.gov/projects/cyber-ai-profile/2025-virtual-working-sessions-materials
https://www.nccoe.nist.gov/projects/cyber-ai-profile/2025-virtual-working-sessions-materials
https://www.nccoe.nist.gov/projects/cyber-ai-profile/2025-virtual-working-sessions-materials
https://csrc.nist.gov/pubs/ir/8596/iprd
https://csrc.nist.gov/pubs/ir/8596/iprd
https://csrc.nist.gov/pubs/ir/8596/iprd
https://www.nccoe.nist.gov/projects/cyber-ai-profile#spring-2026-cyber-ai-profile-virtual-working-sessions
https://www.nccoe.nist.gov/projects/cyber-ai-profile#spring-2026-cyber-ai-profile-virtual-working-sessions
https://www.nccoe.nist.gov/projects/cyber-ai-profile#spring-2026-cyber-ai-profile-virtual-working-sessions


Overall Outcomes of COI Engagement
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Concept Paper

• Confirmed the need for 
guidelines

• Agreed the NIST CSF was 
the right starting point

• Identified key challenges

Workshop #1

• Validated direction of the 
Profile

• Identified critical topics

• Proposed priorities and 
resources

Summer 2025 COI 
Working Sessions

• Refined cybersecurity 
priorities for each Focus 
Area

Workshop #2

• Continued refining Profile 
direction and content

• Shared insights regarding  
implementation

Preliminary Draft 
Comments

• Informed continued build 
out of Profile

• Raised areas for further 
engagement with the COI

Workshop 
#1 Blog 

Post

Workshop 
#2 Blog 

Post



Additional Resources

Cyber AI Profile
• NIST Cybersecurity, Privacy, and AI Program

• Blog post:  Managing Cybersecurity and Privacy Risks in the Age of Artificial Intelligence: Launching a New Program at NIST | NIST

• NCCoE Project Page: Cyber AI Profile

• Cybersecurity and AI Workshop Concept Paper (posted in advance of the April 3, 2025, workshop)

• April 3rd 2025 Cyber AI Profile Workshop recording

• Blog post:  Reflections from the First Cyber AI Profile Workshop

• Blog post: Reflections from the Second Cyber AI Profile Workshop

• Cyber AI Profile COI Working Sessions Introduction Video

NIST Cybersecurity Framework 
• NIST CSF

• NIST CSF FAQs

• NIST CSF 2.0 Informative References 

• NIST CSF Events

NIST Resources for Applying NIST Frameworks
• Resources for Applying NIST Frameworks 

Community Profiles
• Examples of Community Profiles 

• Creating Community Profiles FAQs 9

Cyber AI 
Profile Project 

Page

https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nist.gov/blogs/cybersecurity-insights/reflections-first-cyber-ai-profile-workshop
https://www.nist.gov/blogs/cybersecurity-insights/reflections-first-cyber-ai-profile-workshop
https://www.nist.gov/blogs/cybersecurity-insights/reflections-second-nist-cyber-ai-profile-workshop
https://www.nist.gov/blogs/cybersecurity-insights/reflections-second-nist-cyber-ai-profile-workshop
https://www.nist.gov/video/cyber-ai-profile-working-sessions-introduction
https://www.nist.gov/video/cyber-ai-profile-working-sessions-introduction
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework/faqs
https://www.nist.gov/cyberframework/faqs
https://www.nist.gov/informative-references
https://www.nist.gov/informative-references
https://www.nist.gov/cyberframework/events-and-presentations
https://www.nist.gov/cyberframework/events-and-presentations
https://www.nccoe.nist.gov/applying-frameworks-resources
https://www.nccoe.nist.gov/applying-frameworks-resources
https://www.nccoe.nist.gov/examples-community-profiles
https://www.nccoe.nist.gov/examples-community-profiles
https://www.nccoe.nist.gov/creating-community-profiles-faqs
https://www.nccoe.nist.gov/creating-community-profiles-faqs


Control Overlays for Securing AI 
Systems (COSAiS) Update



Control Overlays for Securing AI Systems
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The controls to manage cybersecurity risks to AI systems will largely be similar to those required for any 
type of software.
Many organizations are familiar with the SP 800-53 controls and may already be implementing them.
The SP 800-53 controls offer flexibility to meet the unique security considerations for AI systems.

IMPLEMENTATION- 
FOCUSED FOR DIFFERENT 

AI USE CASES

PROVIDES LINKS TO 
OTHER KEY CYBER & AI

NIST PUBS
https://csrc.nist.gov/Projects/cosais  overlays-securing-AI@list.nist.gov 

CAN LEVERAGE EXISTING

ASSESSMENT 
GUIDELINES  (SP 800-53A)

COMMON TECHNICAL 
FOUNDATION FOR 
CYBERSECURITY 
OUTCOMES

ORGANIZATIONS USING AI   

SYSTEMS

AI SYSTEM DEVELOPERS
CYBERSECURITY COMMUNITY

SP 800-53 CONTROLS TO 
MANAGE RISK FOR SPECIFIC 

TYPES AND USES OF 

AI SYSTEMS

https://csrc.nist.gov/Projects/cosais
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov


Identify Use Case
Conduct AI 

Cybersecurity Risk 
Assessment

Identify and Tailor 
Controls to Manage 
Cybersecurity Risk 

from use of AI

Determine Gaps 
Existing Controls 

and Identified Risks

Development Methodology

12

Ongoing Stakeholder Engagement, Collaboration and Feedback

https://csrc.nist.gov/Projects/cosais

This methodology assumes that the organization has:

• an organization-wide information security program in place to manage cybersecurity risk and includes a risk 

management strategy with explicit risk tolerance

• used and/or is familiar with the NIST Risk Management Framework and SP 800-53 controls

• selected and implemented controls to manage IT and systems cybersecurity risk (including governance)

• implemented a process to assess and monitor controls

https://csrc.nist.gov/Projects/cosais


Current Progress: Overlay on Securing
Predictive AI Systems
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Identify Use Case
Conduct AI 

Cybersecurity Risk 
Assessment

Identify and Tailor 
Controls to Manage 
Cybersecurity Risk 

from use of AI

Determine Gaps 
Existing Controls 

and Identified Risks

Predictive AI*

A) On-premises and third-
party (cloud) model; 
proprietary data

B) On-premises and third-
party (cloud) model; 
public-facing input data

Notional Risk 
Assessment

Leverage: Use Case and 
NIST AI 100-2e2025 to  
identify attacks and 
mitigations, and SP 800-53 
controls to manage risk

Drafting – Methodology 
& Predictive AI Overlay

NISTIR 8605, Overview and 
Methodology

NISTIR 8605A, Controls for 
Securing Predictive AI 
Systems

*Updated from concept paper

Access the 
Annotated Outline:

https://csrc.nist.gov/Projects/cosais

https://csrc.nist.gov/Projects/cosais


Planned for 2026 - early 2027

Annotated Outline: Overlay on Using & 
Fine-Tuning Predictive AI

14https://csrc.nist.gov/Projects/cosais

I

Overlay 
Development
Methodology 

Volume A: 
Securing 

Predictive 
AI Systems

Control 
Overlay for 

Securing 
Predictive AI 

Systems

Volume B: 
Securing 

Generative 
AI Systems

Notional 
Risk 

Assessment

Risk to 
Control 

Mapping

NISTIR 8605 
Control 

Overlays for 
Securing AI 

Systems

Introduction &
Fundamentals

NISTIR 8605:
Overview & 

Methodology 

Introduction &
Fundamentals

Volume C: 
Controls for 
Developing 
Secure AI
Systems

Volume D: 
Controls for 

Agentic AI 
SystemsAccess the 

Annotated Outline:

https://csrc.nist.gov/Projects/cosais


Next Steps and Get Engaged
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Learn More 
and 
Get Engaged!

Proposed Deliverables: Control 
Overlays for Securing AI Systems
• NISTIR 8605, Overview and 

Methodology
• NISTIR 8605A, Controls for 

Securing Predictive AI Systems
• NISTIR 8605B, Controls for 

Securing Generative AI Systems 
NISTIR 8605C, Controls for 
Developing Secure AI Systems

• NISTIR 8605D, Controls for 
Securing  Agentic AI Systems

https://csrc.nist.gov/Projects/cosais  overlays-securing-AI@list.nist.gov 

https://csrc.nist.gov/Projects/cosais
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov


Today’s Plan



How You Contribute Today

• Please raise your virtual hand or type in the 
chat to contribute

• Members of the press, please identify yourself 
and your organization

• Be respectful of others

• Please don’t be shy – we would love to hear 
from everyone!

• Please remain on mute when not speaking

• We will use Slido to facilitate some of our 
discussions
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Using Slido

• We will be using Slido to facilitate some of our discussions

• Options to join via QR code or URL + event code

• Works on mobile phone and computer

• Responses are anonymous
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Slido Screens
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No Active Polls

Active Polls



Slido: Getting to Know You

▪What sector do you work in?

▪Which NIST Frameworks does your organization use?
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Slido.com
#CyberAI_Spring2026-1



Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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General Discussion Plan

• Summary of feedback on the topics (Proposed Priorities and “Standard 
Practices”) 

• Review proposed options

• Facilitated discussion

• How we plan to use this feedback

26



Today’s Focus: Profile Elements
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• Options for the Subcategory proposed priorities

• Use and meaning of the phrase “standard cybersecurity practices apply” in 
the Subcategory considerations

Cyber AI 
Profile Draft

Discussion 
Essay #1



Proposed Priorities Discussion



Proposed Priorities: Summary of Feedback
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Increased clarity around definitions and the methodology used to determine the prioritizations

Change the prioritization terms

Add a new prioritization level

Refine the definitions of the priority level terms

Clarify meaning of different priorities for the same Subcategory across the three Focus Areas



Proposed Priorities: Potential Options
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Replace the current 
schema with a 4-level 

prioritization

Add a new 
prioritization level

Option 
2

Do not include a 
prioritization schema and 

therefore no proposed 
Subcategory priorities 

Remove Priorities

Option 
4

Retain the existing 3-level 
prioritization schema and 

refine levels and 
definitions

No Change

Option 
1

Reflect the approximate 
relative degree of 

differences between 
“traditional” cybersecurity 

considerations and AI-
specific cybersecurity 

considerations

Replace Schema

Option 
3

NIST’s preferred option



Proposed Priorities: Potential Option 1
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Retain the existing 3-level 
prioritization schema and 

refine levels and 
definitions

No Change

Option 
1

CSF 2.0 Core: PROTECT General Considerations Focus Area Proposed Priorities & Considerations
Secure Defend Thwart

PROTECT (PR) Safeguards to manage the organization’s cybersecurity risks are used
Identify Management, 
Authentication, and Access 
Control (PR.AA)

Access to physical and logical assets is limited to authorized users, services, and hardware and managed commensurate 
with the assessed risk of unauthorized access

PR.AA-01: Identities and 
credentials for authorized 
users, services, and 
hardware are managed by 
the organization

General Considerations: 
Give AI systems unique and 
traceable identities and 
credentials to better track 
their activity.  

Example Informative 
References:
NIST SP 800-53, Rev 5: AC-
01; AC-02; AC-14; IA-01; IA-
02; IA-03; IA-04; IA-05; IA-06; 
IA-07; IA-08; IA-09; IA-10; IA-
11

Proposed Priority: 1

Sample Focus Area 
Considerations: AI systems 
may need their own 
identities and credentials 
(i.e., AI service level 
accounts) to interact with a 
broader system. 
Organizations need 
traceability between AI 
systems and their actions. 

Example Informative 
References: DASF 1, 3, 21-
22, 32, 40, 48; ATLAS 
AML.M0005; …

Proposed Priority: 2

Sample Opportunities: AI 
catches credential misuse 
that previous rules might 
miss by flagging unusual 
authentication activity. 

Sample Focus Area 
Considerations: Assign and 
manage unique and 
traceable identities and 
credentials to AI defense 
agents to support defensive 
response activities. 

Example Informative 
References: DASF 39; WASP 
AI Exchange: Model Access 
Control; …

Proposed Priority: 1

Sample Focus Area 
Considerations: Standard 
cybersecurity practices 
apply. (Rationale) AI-enabled 
cyber attacks will lower the 
barrier of entry to gaining 
access to identities and 
credentials, services, and 
hardware. 

Example Informative 
References: NIST SP 800-172 
– Configuration Management 
(3.4); NIST SP 800-172 
Identification and 
Authentication (3.5); …



Proposed Priorities: Potential Option 2
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Replace the current 
schema with a 4-level 

prioritization (to include a 
new level for 

cybersecurity activities 
that should be addressed 

first)

Add a new 
prioritization level

Option 
2

CSF 2.0 Core: PROTECT General Considerations Focus Area Proposed Priorities & Considerations
Secure Defend Thwart

PROTECT (PR) Safeguards to manage the organization’s cybersecurity risks are used
Identify Management, 
Authentication, and Access 
Control (PR.AA)

Access to physical and logical assets is limited to authorized users, services, and hardware and managed commensurate 
with the assessed risk of unauthorized access

PR.AA-01: Identities and 
credentials for authorized 
users, services, and 
hardware are managed by 
the organization

General Considerations: 
Give AI systems unique and 
traceable identities and 
credentials to better track 
their activity.  

Example Informative 
References:
NIST SP 800-53, Rev 5: AC-
01; AC-02; AC-14; IA-01; IA-
02; IA-03; IA-04; IA-05; IA-06; 
IA-07; IA-08; IA-09; IA-10; IA-
11

Proposed Priority: 4

Sample Focus Area 
Considerations: AI systems 
may need their own 
identities and credentials 
(i.e., AI service level 
accounts) to interact with a 
broader system. 
Organizations need 
traceability between AI 
systems and their actions. 

Example Informative 
References: DASF 1, 3, 21-
22, 32, 40, 48; ATLAS 
AML.M0005; …

Proposed Priority: 2

Sample Opportunities: AI 
catches credential misuse 
that previous rules might 
miss by flagging unusual 
authentication activity. 

Sample Focus Area 
Considerations: Assign and 
manage unique and 
traceable identities and 
credentials to AI defense 
agents to support defensive 
response activities. 

Example Informative 
References: DASF 39; WASP 
AI Exchange: Model Access 
Control; …

Proposed Priority: 1

Sample Focus Area 
Considerations: Standard 
cybersecurity practices 
apply. (Rationale) AI-enabled 
cyber attacks will lower the 
barrier of entry to gaining 
access to identities and 
credentials, services, and 
hardware. 

Example Informative 
References: NIST SP 800-172 
– Configuration Management 
(3.4); NIST SP 800-172 
Identification and 
Authentication (3.5); …



Proposed Priorities: Potential Option 3
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CSF 2.0 Core: PROTECT General Considerations Focus Area Proposed Priorities & Considerations
Secure Defend Thwart

PROTECT (PR) Safeguards to manage the organization’s cybersecurity risks are used
Identify Management, 
Authentication, and Access 
Control (PR.AA)

Access to physical and logical assets is limited to authorized users, services, and hardware and managed commensurate 
with the assessed risk of unauthorized access

PR.AA-01: Identities and 
credentials for authorized 
users, services, and 
hardware are managed by 
the organization

General Considerations: 
Give AI systems unique and 
traceable identities and 
credentials to better track 
their activity.  

Example Informative 
References:
NIST SP 800-53, Rev 5: AC-
01; AC-02; AC-14; IA-01; IA-
02; IA-03; IA-04; IA-05; IA-06; 
IA-07; IA-08; IA-09; IA-10; IA-
11

Proposed Priority: Minimal

Sample Focus Area 
Considerations: AI systems 
may need their own 
identities and credentials 
(i.e., AI service level 
accounts) to interact with a 
broader system. 
Organizations need 
traceability between AI 
systems and their actions. 

Example Informative 
References: DASF 1, 3, 21-
22, 32, 40, 48; ATLAS 
AML.M0005; …

Proposed Priority: Significant

Sample Opportunities: AI 
catches credential misuse 
that previous rules might 
miss by flagging unusual 
authentication activity. 

Sample Focus Area 
Considerations: Assign and 
manage unique and 
traceable identities and 
credentials to AI defense 
agents to support defensive 
response activities. 

Example Informative 
References: DASF 39; WASP 
AI Exchange: Model Access 
Control; …

Proposed Priority: 
Substantial

Sample Focus Area 
Considerations: Standard 
cybersecurity practices 
apply. (Rationale) AI-enabled 
cyber attacks will lower the 
barrier of entry to gaining 
access to identities and 
credentials, services, and 
hardware. 

Example Informative 
References: NIST SP 800-172 
– Configuration Management 
(3.4); NIST SP 800-172 
Identification and 
Authentication (3.5); …

Reflect the approximate 
relative degree of 

differences between 
“traditional” cybersecurity 

considerations and AI-
specific cybersecurity 

considerations

Replace Schema

Option 
3



Proposed Priorities: Potential Option 4
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The Profile would retain rationales, considerations, opportunities, 
and Informative References to support informed risk management 

discussions and decisions by Profile implementers.

Do not include a 
prioritization schema and 

therefore no proposed 
Subcategory priorities 

Remove Priorities

Option 
4

CSF 2.0 Core: PROTECT General Considerations Focus Area Proposed Priorities & Considerations
Secure Defend Thwart

PROTECT (PR) Safeguards to manage the organization’s cybersecurity risks are used
Identify Management, 
Authentication, and Access 
Control (PR.AA)

Access to physical and logical assets is limited to authorized users, services, and hardware and managed commensurate 
with the assessed risk of unauthorized access

PR.AA-01: Identities and 
credentials for authorized 
users, services, and 
hardware are managed by 
the organization

General Considerations: 
Give AI systems unique and 
traceable identities and 
credentials to better track 
their activity.  

Example Informative 
References:
NIST SP 800-53, Rev 5: AC-
01; AC-02; AC-14; IA-01; IA-
02; IA-03; IA-04; IA-05; IA-06; 
IA-07; IA-08; IA-09; IA-10; IA-
11

Sample Focus Area 
Considerations: AI systems 
may need their own 
identities and credentials 
(i.e., AI service level 
accounts) to interact with a 
broader system. 
Organizations need 
traceability between AI 
systems and their actions. 

Example Informative 
References: DASF 1, 3, 21-
22, 32, 40, 48; ATLAS 
AML.M0005; …

Sample Opportunities: AI 
catches credential misuse 
that previous rules might 
miss by flagging unusual 
authentication activity. 

Sample Focus Area 
Considerations: Assign and 
manage unique and 
traceable identities and 
credentials to AI defense 
agents to support defensive 
response activities. 

Example Informative 
References: DASF 39; WASP 
AI Exchange: Model Access 
Control; …

Sample Focus Area 
Considerations: Standard 
cybersecurity practices 
apply. (Rationale) AI-enabled 
cyber attacks will lower the 
barrier of entry to gaining 
access to identities and 
credentials, services, and 
hardware. 

Example Informative 
References: NIST SP 800-172 
– Configuration Management 
(3.4); NIST SP 800-172 
Identification and 
Authentication (3.5); …

NIST’s preferred option



Proposed Priorities: NIST’s Preferred Option

O
p

ti
o

n
 #

4

Enables broad and flexible application

Supports use of the Profile with other CSF Profiles

Supports long-term use as priorities may become dated as AI evolves rapidly

Places emphasis on capturing AI-specific considerations

Allows the rationales, considerations, opportunities (for Defend), and Informative 
References to inform priorities

Eliminates potential ambiguity as to whether any prioritizations in Defend reflect 
considerations, opportunities, or both

Do not include a 
prioritization schema and 

therefore no proposed 
Subcategory priorities 

Remove Priorities

Option 
4
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Proposed Priorities: Questions for 
Discussion

• What benefits or challenges does having a prioritization schema introduce?

• What benefits or challenges would be introduced by not including priorities 
for each Subcategory?

36

Slido.com
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Proposed Priorities: Questions for 
Discussion
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Proposed Priorities: Questions for 
Discussion
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Proposed Priorities: Questions for 
Discussion
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Proposed Priorities: Questions for 
Discussion
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Proposed Priorities: Questions for 
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Proposed Priorities:  Potential Options

65

Replace the current 
schema with a 4-level 

prioritization

Add a new 
prioritization level

Option 
2

Do not include a 
prioritization schema and 

therefore no proposed 
Subcategory priorities 

Remove Priorities

Option 
4

Retain the existing 3-level 
prioritization schema and 

refine levels and 
definitions

No Change

Option 
1

Reflect the approximate 
relative degree of 

differences between 
“traditional” cybersecurity 

considerations and AI-
specific cybersecurity 

considerations

Replace Schema

Option 
3

NIST’s preferred option



Proposed Priorities:  Potential Options

66



Proposed Priorities:  Potential Options

67



Proposed Priorities Discussion
Part 2



Proposed Prioritization Level Definitions:  
Potential Options
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Level Option 1: No change Option #2: Revise Prioritization Levels Terminology 
Options

Highest 
Priority

• Most critical to address the challenges for a 
Focus Area

• Should be addressed immediately given 
available resources

• Current level terms: “1” / High Priority

• Most critical Subcategories to enable a Focus 
Area

• Should be addressed immediately given 
available resources

• Very High
• Advanced
• Elevated
• Surpasses
• High

Middle 
Priority

• Next priority after implementing High Priority
• Current level terms: “2” / Moderate Priority

• Has a dependency on the Subcategory, but it is 
not as critical as High Priority

• Next priority after implementing High Priority
• May become a higher priority in certain 

contexts or environments

• Improve
• Moderate
• Medium

Lowest 
Priority

• Generally important to the Focus Area but may 
not require the same level of urgency as higher 
priorities

• “Foundational” does not equate to low priority. 
All Subcategories should receive consideration

• Current level terms: “3” / Foundational

• Generally important to a Focus Area but may 
not require the same level of urgency as higher 
priority Subcategories

• Lowest priority does not equate to no priority. 
All CSF Subcategories should receive 
consideration by an organization

• Foundational
• Supporting
• Average
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Level Option 1: No change Option 2: Revise Prioritization Levels

Highest 
Priority

• Most critical to address the challenges for a Focus Area
• Should be addressed immediately given available 

resources
• Current level terms: “1” / High Priority

• Most critical Subcategories to enable a Focus Area
• Should be addressed immediately given available 

resources

Middle 
Priority

• Next priority after implementing High Priority
• Current level terms: “2” / Moderate Priority

• Has a dependency on the Subcategory, but it is not as 
critical as High Priority

• Next priority after implementing High Priority
• May become a higher priority in certain contexts or 

environments

Lowest 
Priority

• Generally important to the Focus Area but may not 
require the same level of urgency as higher priorities

• “Foundational” does not equate to low priority. All 
Subcategories should receive consideration

• Current level terms: “3” / Foundational

• Generally important to a Focus Area but may not require 
the same level of urgency as higher priority 
Subcategories

• Lowest priority does not equate to no priority. All CSF 
Subcategories should receive consideration by an 
organization.
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Level Option 2: Revise Prioritization Levels Terminology Options

Highest 
Priority

• Most critical Subcategories to enable a Focus Area
• Should be addressed immediately given available resources

• Very High
• Advanced
• Elevated
• Surpasses
• High

Middle 
Priority

• Has a dependency on the Subcategory, but it is not as critical as High Priority
• Next priority after implementing High Priority
• May become a higher priority in certain contexts or environments

• Improve
• Moderate
• Medium

Lowest 
Priority

• Generally important to a Focus Area but may not require the same level of 
urgency as higher priority Subcategories

• Lowest priority does not equate to no priority. All CSF Subcategories should 
receive consideration by an organization.

• Foundational
• Supporting
• Average
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“Standard Practices”:  Summary of Feedback
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Ambiguous in meaning

Should focus on AI-specific considerations

May conflict with existing regulatory requirements or already be 
differently defined by individual organizations

A new phrase will enable the Profile to allow for innovation

New phrasing should be linked to cybersecurity best practices or 
acknowledge that organizations may already be using them

New phrasing should address that organizations should still ensure that 
established cybersecurity practices are applied to AI



“Standard Practices”:  Potential Definition 
Options
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Indicates that:

• There are no unique 
considerations identified for 
the Focus Area

• The activities of the 
cybersecurity program are 
sufficient for AI systems

(Refer to Section 2.2, page 13)

Indicates that:

• No AI-specific 
considerations for the Focus 
Area were identified

• Organizations should still 
ensure applicable
cybersecurity safeguards are 
applied to AI components, 
their integrations, and their 
output and action channels 
so results remain verifiable 
and actionable within the 
context of acceptable risk.

Indicates that:

• No AI-specific 
considerations for the Focus 
Area were identified

• The activities of the 
cybersecurity program are 
sufficient for AI systems and 
within the context of 
acceptable risk.

Option 1:
 No change 

Option 2:
 New definition A

Option 3:
 New definition B

*Potential statement options will be discussed shortly

NIST’s preferred option
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Options

81

• Leave definition as is, which reads, “When the phrase 
‘[placeholder for phrase]’ is used, it indicates that there are 
no unique considerations identified for the Focus Area and 
the activities of the cybersecurity program are sufficient for 
AI systems.

• These considerations also include the rationale for 
Subcategories that are designated as a High (1) or Moderate 
(2) proposed priority. For Defend, these considerations are 
only related to the opportunities listed.”

Option 1: No change 



“Standard Practices”:  Potential Definition 
Options
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Modify the definition to read, “When the phrase 
‘[placeholder for phrase]’ is used, it indicates that no AI-
specific considerations (e.g., techniques, dependencies, 
needs, modifications) for the Focus Area were identified; 
organizations should still ensure applicable cybersecurity 
safeguards are applied to AI components, their integrations, 
and their output and action channels so results remain 
verifiable and actionable within the context of acceptable 
risk.”

Option 2: New definition A



“Standard Practices”:  Potential Definition 
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Modify the definition to read, “When the phrase 
‘[placeholder for phrase]’ is used, it indicates that no AI-
specific considerations (e.g., techniques, dependencies, 
needs, modifications) for the Focus Area were identified, 
and the activities of the cybersecurity program are 
sufficient for AI systems and within the context of 
acceptable risk.”

Option 3: New definition B

NIST’s preferred option
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Indicates that:

• There are no unique 
considerations identified for 
the Focus Area

• The activities of the 
cybersecurity program are 
sufficient for AI systems

(Cyber AI Profile Section 2.2, page 13)

Indicates that:

• No AI-specific 
considerations for the Focus 
Area were identified

• Organizations should still 
ensure applicable
cybersecurity safeguards are 
applied to AI components, 
their integrations, and their 
output and action channels so 
results remain verifiable and 
actionable within the context 
of acceptable risk.

Indicates that:

• No AI-specific considerations 
for the Focus Area were 
identified

• The activities of the 
cybersecurity program are 
sufficient for AI systems and 
within the context of 
acceptable risk.

Option 1:
 No change 

Option 2:
 New definition A

Option 3:
 New definition B

Looking at the definitions, is there a situation that would meet one of these definitions but not the other?

NIST’s preferred option
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• What contextual differences may influence how this phrase is applied for the same Subcategory 
across the three Focus Areas?

• Is the intent / value behind including such a phrase helpful or does its inclusion possibly create 
confusion related to distinct requirements posed by AI systems?

• What language does the phrase need to characterize the difference that AI systems introduce in 
comparison to non-AI systems?
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Indicates that:

• There are no unique 
considerations identified for 
the Focus Area

• The activities of the 
cybersecurity program are 
sufficient for AI systems

(Cyber AI Profile Section 2.2, page 13)

Indicates that:

• No AI-specific 
considerations for the Focus 
Area were identified

• Organizations should still 
ensure applicable
cybersecurity safeguards are 
applied to AI components, 
their integrations, and their 
output and action channels so 
results remain verifiable and 
actionable within the context 
of acceptable risk.

Indicates that:

• No AI-specific considerations 
for the Focus Area were 
identified

• The activities of the 
cybersecurity program are 
sufficient for AI systems and 
within the context of 
acceptable risk.

Option 1:
 No change 

Option 2:
 New definition A

Option 3:
 New definition B

NIST’s preferred option
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“Standard Practices”: Potential Phrase 
Options 

“No AI-specific cybersecurity program considerations were identified.”

“Standard cybersecurity practices apply.” (current phrase)#1

“No AI-specific related considerations were identified.”#2

#3
NIST’s preferred option
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“Standard Practices”: Potential Phrase 
Options 

“No AI-specific cybersecurity program considerations were identified.”

“Standard cybersecurity practices apply.” (current phrase)#1

“No AI-specific related considerations were identified.”#2

#3
NIST’s preferred option

104



“Standard Practices”: Potential Phrase 
Options 

105



Open Discussion



Questions for Open Discussion

• Are there any other ideas or comments related to other Profile elements 
(i.e., rationales, considerations, opportunities, and Informative 
References) that you would like to share?

Topics for future discussion:
• Working Session #2 Focus: Extending the Technical Content (May 5)
• Working Session #3 Focus: Roles and Profile Delivery Formats (May 12)

107
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Next Steps After COI Working Sessions
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IN
P

U
T Conduct 

remaining 
working 
sessions

A
N

A
LY

ZE Incorporate 
what we 
learned D

R
A

FT Complete 
the Initial 
Public Draft

If we missed your input today, please feel free to 
email us: CyberAIProfile@nist.gov!  Please send your 

inputs by May 15, 2026.

mailto:CyberAIProfile@nist.gov


Working Session Schedule

May 5, 2026

Extensions of 
Technical Content

May 12, 2026

Roles and Profile 
Delivery Formats

April 28, 2026

Profile Elements



We Appreciate Your Input
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THANK YOU
Your input is a critical part of this 

process!  Thank you for contributing to 
the development of the Cyber AI 

Profile!



@NISTcybernccoe.nist.gov

https://www.nccoe.nist.gov/projects/cyber-ai-profile

CyberAIProfile@nist.gov

https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile


NIST AI and Cybersecurity Projects
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Topic Learn More!

AI Risk Management Framework (AI RMF)
A framework to better manage risks to individuals, 
organizations, and society associated with artificial 
intelligence

Center for AI Standards and Innovation 
(CAISI)

Facilitates testing and collaborative research related 
to harnessing and securing the potential of 
commercial AI systems

Adversarial Machine Learning
Adversarial Machine Learning: A Taxonomy and 
Terminology of Attacks and Mitigations (NIST AI 100-2 
E2025)

Dioptra
A software test platform for assessing the 
trustworthy characteristics of artificial intelligence 
systems

Secure Software Development Framework 
(SSDF) AI Profile

Secure Software Development Practices for 
Generative AI and Dual-Use Foundation Models: An 
SSDF Community Profile

Topic Learn More!

PETs Test Bed
Evaluating Differential Privacy Guarantees

DevSecOps
Secure Software Development, Security, and 
Operations (DevSecOps) Practices

Agent Identities
Digital Identity Guidelines, Revision 4 (NIST SP 800-
63)

NCCoE Chatbot
Secure, internal-use chatbot to assist with 
discovering and summarizing cybersecurity 
guidelines

COSAiS
NIST SP 800-53 Control Overlays for Securing AI 
Systems (COSAiS)

https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/sp/800/63/4/final
https://csrc.nist.gov/pubs/sp/800/63/4/final
https://csrc.nist.gov/pubs/sp/800/63/4/final

	Intro
	Slide 1: Cyber AI Profile COI Working Sessions: Profile Elements
	Slide 2: Agenda
	Slide 3: Engagement
	Slide 4: Cyber AI Profile Project Overview
	Slide 5: Cybersecurity, Privacy, and AI
	Slide 6: The Case for a Cyber AI Profile
	Slide 7: Cyber AI Profile Roadmap
	Slide 8: Overall Outcomes of COI Engagement
	Slide 9: Additional Resources
	Slide 10: Control Overlays for Securing AI Systems (COSAiS) Update
	Slide 11: Control Overlays for Securing AI Systems
	Slide 12: Development Methodology
	Slide 13: Current Progress: Overlay on Securing Predictive AI Systems
	Slide 14: Annotated Outline: Overlay on Using &  Fine-Tuning Predictive AI
	Slide 15: Next Steps and Get Engaged
	Slide 16: Today’s Plan
	Slide 17: How You Contribute Today
	Slide 18: Using Slido
	Slide 19: Slido Screens
	Slide 20: Slido: Getting to Know You
	Slide 21: Slido: Getting to Know You
	Slide 22: Slido: Getting to Know You
	Slide 23: Slido: Getting to Know You
	Slide 24: Slido: Getting to Know You
	Slide 25: Slido: Getting to Know You
	Slide 26: General Discussion Plan
	Slide 27: Today’s Focus: Profile Elements
	Slide 28: Proposed Priorities Discussion
	Slide 29: Proposed Priorities: Summary of Feedback
	Slide 30: Proposed Priorities: Potential Options
	Slide 31: Proposed Priorities: Potential Option 1
	Slide 32: Proposed Priorities: Potential Option 2
	Slide 33: Proposed Priorities: Potential Option 3
	Slide 34: Proposed Priorities: Potential Option 4
	Slide 35
	Slide 36: Proposed Priorities: Questions for Discussion
	Slide 37: Proposed Priorities: Questions for Discussion
	Slide 38: Proposed Priorities: Questions for Discussion
	Slide 39: Proposed Priorities: Questions for Discussion
	Slide 40: Proposed Priorities: Questions for Discussion
	Slide 41: Proposed Priorities: Questions for Discussion
	Slide 42: Proposed Priorities: Questions for Discussion
	Slide 43: Proposed Priorities: Questions for Discussion
	Slide 44: Proposed Priorities: Questions for Discussion
	Slide 45: Proposed Priorities: Questions for Discussion
	Slide 46: Proposed Priorities: Questions for Discussion
	Slide 47: Proposed Priorities: Questions for Discussion
	Slide 48: Proposed Priorities: Questions for Discussion
	Slide 49: Proposed Priorities: Questions for Discussion
	Slide 50: Proposed Priorities: Questions for Discussion
	Slide 51: Proposed Priorities: Questions for Discussion
	Slide 52: Proposed Priorities: Questions for Discussion
	Slide 53: Proposed Priorities: Questions for Discussion
	Slide 54: Proposed Priorities: Questions for Discussion
	Slide 55: Proposed Priorities: Questions for Discussion
	Slide 56: Proposed Priorities: Questions for Discussion
	Slide 57: Proposed Priorities: Questions for Discussion
	Slide 58: Proposed Priorities: Questions for Discussion
	Slide 59: Proposed Priorities: Questions for Discussion
	Slide 60: Proposed Priorities: Questions for Discussion
	Slide 61: Proposed Priorities: Questions for Discussion
	Slide 62: Proposed Priorities: Questions for Discussion
	Slide 63: Proposed Priorities: Questions for Discussion
	Slide 64: Proposed Priorities: Questions for Discussion
	Slide 65: Proposed Priorities:  Potential Options
	Slide 66: Proposed Priorities:  Potential Options
	Slide 67: Proposed Priorities:  Potential Options
	Slide 68: Proposed Priorities Discussion Part 2
	Slide 69: Proposed Prioritization Level Definitions:  Potential Options
	Slide 70: Proposed Prioritization Level Definitions:  Potential Options
	Slide 71: Proposed Prioritization Level Definitions:  Potential Options
	Slide 72: Proposed Prioritization Level Terms:  Potential Options
	Slide 73: Proposed Prioritization Level Terms:  Potential Options
	Slide 74: Proposed Prioritization Level Terms:  Potential Options
	Slide 75: Proposed Prioritization Level Terms:  Potential Options
	Slide 76: Proposed Prioritization Level Terms:  Potential Options
	Slide 77: Proposed Prioritization Level Terms:  Potential Options
	Slide 78: “Standard Practices” Discussion
	Slide 79: “Standard Practices”:  Summary of Feedback
	Slide 80: “Standard Practices”:  Potential Definition Options
	Slide 81: “Standard Practices”:  Potential Definition Options
	Slide 82: “Standard Practices”:  Potential Definition Options
	Slide 83: “Standard Practices”:  Potential Definition Options
	Slide 84: “Standard Practices”:  Potential Definition Options
	Slide 85: “Standard Practices”:  Potential Definition Options
	Slide 86: “Standard Practices”:  Potential Definition Options
	Slide 87: “Standard Practices”:  Potential Definition Options
	Slide 88: “Standard Practices”:  Potential Definition Options
	Slide 89: “Standard Practices”:  Potential Definition Options
	Slide 90: “Standard Practices”:  Potential Definition Options
	Slide 91: “Standard Practices”: Questions for Discussion
	Slide 92: “Standard Practices”: Questions for Discussion
	Slide 93: “Standard Practices”: Questions for Discussion
	Slide 94: “Standard Practices”: Questions for Discussion
	Slide 95: “Standard Practices”: Questions for Discussion
	Slide 96: “Standard Practices”: Questions for Discussion
	Slide 97: “Standard Practices”: Questions for Discussion
	Slide 98: “Standard Practices”: Questions for Discussion
	Slide 99: “Standard Practices”: Questions for Discussion
	Slide 100: “Standard Practices”: Questions for Discussion
	Slide 101: “Standard Practices”:  Potential Definition Options
	Slide 102: “Standard Practices”:  Potential Definition Options
	Slide 103: “Standard Practices”: Potential Phrase Options 
	Slide 104: “Standard Practices”: Potential Phrase Options 
	Slide 105: “Standard Practices”: Potential Phrase Options 
	Slide 106: Open Discussion
	Slide 107: Questions for Open Discussion
	Slide 108: Questions for Open Discussion
	Slide 109: Close-out
	Slide 110: Next Steps After COI Working Sessions
	Slide 111: Working Session Schedule
	Slide 112: We Appreciate Your Input
	Slide 113
	Slide 114: NIST AI and Cybersecurity Projects


