
Cyber AI Profile COI 
Working Sessions:

Extending the Technical 
Content

May 5, 2026



Agenda

• Related NIST AI Cybersecurity Projects

• Cyber AI Profile Project Overview

• Today’s Plan

• Agentic AI Discussion

• Zero Trust Discussion

• Open Discussion

• Close-out
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Engagement

Via Zoom:
We would love to hear from you!  

• Submit questions during Q&A

• Raise your virtual hand to be unmuted to 
speak (remember to unmute on your end, 
too!)

• Enable captioning 
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Via Slido:
Please use Slido to participate throughout the 
session. Scan the QR code or go to Slido.com 
and enter the access code to access the polls as 
they are opened.

Slido.com
#CyberAI_Spring2026-2



Overview of Related NIST AI 
Cybersecurity Projects



Control Overlays for Securing AI 
Systems (COSAiS) Update



CONTROL OVERLAYS FOR SECURING AI SYSTEMS
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The controls to manage cybersecurity risks to AI systems will largely be similar to those required for any 
type of software.
Many organizations are familiar with the SP 800-53 controls and may already be implementing them.
The SP 800-53 controls offer flexibility to meet the unique security considerations for AI systems.

IMPLEMENTATION- 
FOCUSED FOR DIFFERENT 

AI USE CASES

PROVIDES LINKS TO 
OTHER KEY CYBER & AI

NIST PUBS
https://csrc.nist.gov/Projects/cosais  overlays-securing-AI@list.nist.gov 

CAN LEVERAGE EXISTING

ASSESSMENT 
GUIDELINES  (SP 800-53A)

COMMON TECHNICAL 
FOUNDATION FOR 
CYBERSECURITY 
OUTCOMES

ORGANIZATIONS USING AI   

SYSTEMS

AI SYSTEM DEVELOPERS
CYBERSECURITY COMMUNITY

SP 800-53 CONTROLS TO 
MANAGE RISK FOR SPECIFIC 

TYPES AND USES OF 

AI SYSTEMS

https://csrc.nist.gov/Projects/cosais
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov


Identify Use Case
Conduct AI 

Cybersecurity Risk 
Assessment

Identify and Tailor 
Controls to Manage 
Cybersecurity Risk 

from use of AI

Determine Gaps 
Existing Controls 

and Identified Risks

DEVELOPMENT METHODOLOGY
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Ongoing Stakeholder Engagement, Collaboration and Feedback

https://csrc.nist.gov/Projects/cosais

This methodology assumes that the organization has:

• an organization-wide information security program in place to manage cybersecurity risk and includes a risk 

management strategy with explicit risk tolerance

• used and/or is familiar with the NIST Risk Management Framework and SP 800-53 controls

• selected and implemented controls to manage IT and systems cybersecurity risk (including governance)

• implemented a process to assess and monitor controls

https://csrc.nist.gov/Projects/cosais


CURRENT PROGRESS: OVERLAY ON SECURING
PREDICTIVE AI SYSTEMS
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Identify Use Case
Conduct AI 

Cybersecurity Risk 
Assessment

Identify and Tailor 
Controls to Manage 
Cybersecurity Risk 

from use of AI

Determine Gaps 
Existing Controls 

and Identified Risks

Predictive AI*

A) On-premises and third-
party (cloud) model; 
proprietary data

B) On-premises and third-
party (cloud) model; 
public-facing input data

Notional Risk 
Assessment

Leverage: Use Case and 
NIST AI 100-2e2025 to  
identify attacks and 
mitigations, and SP 800-53 
controls to manage risk

Drafting – Methodology 
& Predictive AI Overlay

NISTIR 8605, Overview and 
Methodology

NISTIR 8605A, Controls for 
Securing Predictive AI 
Systems

*Updated from concept paper

Access the 
Annotated Outline:

https://csrc.nist.gov/Projects/cosais

https://csrc.nist.gov/Projects/cosais


Planned for 2026 - early 2027

ANNOTATED OUTLINE: OVERLAY ON USING & 
FINE-TUNING PREDICTIVE AI
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I

Overlay 
Development
Methodology 

Volume A: 
Securing 

Predictive 
AI Systems

Control 
Overlay for 

Securing 
Predictive AI 

Systems

Volume B: 
Securing 

Generative 
AI Systems

Notional 
Risk 

Assessment

Risk to 
Control 

Mapping

NISTIR 8605 
Control 

Overlays for 
Securing AI 

Systems

Introduction &
Fundamentals

NISTIR 8605:
Overview & 

Methodology 

Introduction &
Fundamentals

Volume C: 
Controls for 
Developing 
Secure AI
Systems

Volume D: 
Controls for 

Agentic AI 
SystemsAccess the 

Annotated Outline:

https://csrc.nist.gov/Projects/cosais


NEXT STEPS AND GET ENGAGED
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Learn More 
and 
Get Engaged!

Proposed Deliverables: Control 
Overlays for Securing AI Systems
• NISTIR 8605, Overview and 

Methodology
• NISTIR 8605A, Controls for 

Securing Predictive AI Systems
• NISTIR 8605B, Controls for 

Securing Generative AI Systems 
NISTIR 8605C, Controls for 
Developing Secure AI Systems

• NISTIR 8605D, Controls for 
Securing  Agentic AI Systems

https://csrc.nist.gov/Projects/cosais  overlays-securing-AI@list.nist.gov 

https://csrc.nist.gov/Projects/cosais
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov
mailto:overlays-securing-AI@list.nist.gov


Center for AI Standards and 
Innovation (CAISI) Update



Agents @ CAISI
Ben Edelman, PhD

Agent Security Lead

Center for AI Standards and Innovation (CAISI)

CUI

DRAFT / DELIBERATIVE​
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• CAISI is industry’s primary point of contact within the U.S. government to facilitate testing, 
collaborative research and best practice development related to commercial AI systems.

• CAISI evaluates agentic capabilities and security of models, and advances AI agent measurement 
science

• Developing agent hijacking evaluations that include realistic environments, realistic threat 
models, and automated red-teaming

• CAISI conducts voluntary hands-on red teaming of U.S. AI agent products.

• CAISI has collaborated with Gray Swan on public agent red-teaming competitions

•  

CAISI agent evaluations

https://openai.com/index/us-caisi-uk-aisi-ai-update/



DRAFT/DELIBERATIVE |  14

• CAISI released an RFI on Agent 
Security; over 500 responses 
received

• Will inform work on SP 800-53 
Control Overlay for Securing AI 
Agent Systems

• Agent Standards Initiative 
public engagement also 
includes listening sessions on 
barriers to adoption in 
healthcare, financial services, 
and education

Agent Security RFI



NCCoE Agent Identities Update



The Promise and the Peril 

The Promise: AI Agents – systems with autonomous 
decision-making and action capabilities, needing limited 
human supervision to achieve complex goals – will enable 
unparalleled levels of automation and efficiency. 

The Peril: AI Agents create new risks including the potential 
for unauthorized access, access creep, exposure of sensitive 
data, unapproved or unintended actions, and loss of non-
repudiation through the use of human credentials. 

The Goal: If we are going to realize the promise of agents, 
we need identity standards and best practices that enable 
agentic architectures to maximize value without sacrificing 
security. 



Project Interest Areas
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Relevant Standards & Guidelines 

• Model Context Protocol (MCP)

• OAuth 2.0/2.1 and extensions

• OpenID Connect (OIDC)

• SPIFFE/SPIRE

• System for Cross-domain 
Identity Management (SCIM)

• Next Generation Access 
Control (NGAC)

• Identification of AI Systems. Leveraging existing standards, the project 
will explore available means to identify software and AI agents such 
that access management systems can distinguish between agent and 
human identities.

• Authorization of AI Systems. Leveraging standards such as OAuth 2.0 
and policy-based access control mechanisms, to manage how rights 
and entitlements are granted to AI agents.

• Access Delegation. Link specific user identities to AI agents or software 
systems to support effective delegation controls and maintain 
accountability for the actions of automated systems.  

• Logging and Transparency. Link specific AI agent actions to an identity 
and enable effective visibility into the actions taken, data generated, 
and outcomes within a system or network. 

• Tracking Data Flows of an AI System. Track and maintain provenance 
of user prompts and data input sources to support risk and policy 
decisions regarding actions taken by an AI Agent.



Project Outcomes
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• Provide a better understanding of how agents can be deployed in line with identity and 
authorization standards and best practices to help agencies and enterprise maximize value and 
minimize risk 

• Create relationships and mechanisms to provide feedback to standards development entities as 
they advance and evolve standards in the agentic ecosystem

• Identify and communicate risks and opportunities associated with real-world deployments of 
Agentic AI solutions

• Provide detailed implementation resources that can enable more rapid adoption of agentic 
technology, consistent with risk management and organizational goals



Cyber AI Profile Project Overview



Cybersecurity, Privacy, and AI

The diverse use and rapid proliferation of Artificial Intelligence 

(AI) promises unique value for industry, consumers, and broader 

society, but like many technologies, to recognize these benefits 

to the greatest potential, new risks from these advancements in 

AI must be managed. 

In NIST's Applied Cybersecurity Division (ACD), our key concern 

is how advancements in the broad adoption of AI may impact 

current cybersecurity and privacy risks and risk management 

approaches.

https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai

20

https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/applied-cybersecurity
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai


The Case for a Cyber AI Profile

Areas of focus:

• Cybersecurity risks that arise from the use of AI by 

organizations, including securing AI systems, 

components, and machine learning infrastructures, 

and minimizing data leakage.  

• Determining how to defend against AI-enabled 

attacks. 

• Assisting organizations in the use of AI with their 

cyber defense activities and using AI to improve 

privacy protections.

Purpose:
Support cybersecurity programs as they manage the impacts of advancements in AI to 

their organization
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Outcomes:

• Establishes a shared understanding of AI-related 

cybersecurity terminology and considerations

• Fosters collaboration and communication across 

the AI and cybersecurity communities

• Enables organizations to measure their current 

practices, understand the available references, and 

identify gaps to update Organizational Profiles and 

roadmaps



Cyber AI Profile Roadmap

Organizational Use 
+

Additional 
Guidance (TBD)

NIST collaboration
throughout

Literature review
continues as needed

2PD?

Cyber AI Profile 
Concept Paper

F

F Opportunities for COI/public stakeholder feedback (NOTE:  Internal NIST collaboration occurs throughout)

Initial Research 
and Scope Shaping

Blog Post / 
Announcement

F

Public Workshop 
#2

F

Cyber AI Profile
FINAL

Public Workshop 
#1

F

Cyber AI Profile
Initial Public
Draft (IPD)

F

COI Working 
Sessions

Summer 2025
F

Public Workshop 
#3

F

Cyber AI Profile
Preliminary

Draft
F

COI Working 
Sessions

Spring 2026
F

https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nist.gov/news-events/news/2025/02/participate-development-new-cyber-ai-profile
https://www.nist.gov/news-events/news/2025/02/participate-development-new-cyber-ai-profile
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-workshop-2
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-workshop-2
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nccoe.nist.gov/projects/cyber-ai-profile/2025-virtual-working-sessions-materials
https://www.nccoe.nist.gov/projects/cyber-ai-profile/2025-virtual-working-sessions-materials
https://www.nccoe.nist.gov/projects/cyber-ai-profile/2025-virtual-working-sessions-materials
https://csrc.nist.gov/pubs/ir/8596/iprd
https://csrc.nist.gov/pubs/ir/8596/iprd
https://csrc.nist.gov/pubs/ir/8596/iprd
https://www.nccoe.nist.gov/projects/cyber-ai-profile#spring-2026-cyber-ai-profile-virtual-working-sessions
https://www.nccoe.nist.gov/projects/cyber-ai-profile#spring-2026-cyber-ai-profile-virtual-working-sessions
https://www.nccoe.nist.gov/projects/cyber-ai-profile#spring-2026-cyber-ai-profile-virtual-working-sessions


Overall Outcomes of COI Engagement
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Concept Paper

• Confirmed the need for 
guidelines

• Agreed the NIST CSF was 
the right starting point

• Identified key challenges

Workshop #1

• Validated direction of the 
Profile

• Identified critical topics

• Proposed priorities and 
resources

Summer 2025 COI 
Working Sessions

• Refined cybersecurity 
priorities for each Focus 
Area

Workshop #2

• Continued refining Profile 
direction and content

• Shared insights regarding  
implementation

Preliminary Draft 
Comments

• Informed continued build 
out of Profile

• Raised areas for further 
engagement with the COI

Workshop 
#1 Blog 

Post

Workshop 
#2 Blog 

Post



Additional Resources

Cyber AI Profile
• NIST Cybersecurity, Privacy, and AI Program

• Blog post:  Managing Cybersecurity and Privacy Risks in the Age of Artificial Intelligence: Launching a New Program at NIST | NIST

• NCCoE Project Page: Cyber AI Profile

• Cybersecurity and AI Workshop Concept Paper (posted in advance of the April 3, 2025, workshop)

• April 2025 Cyber AI Profile Workshop recording

• Blog post:  Reflections from the First Cyber AI Profile Workshop

• Blog post: Reflections from the Second Cyber AI Profile Workshop

• Cyber AI Profile COI Working Sessions Introduction Video

NIST Cybersecurity Framework 
• NIST CSF

• NIST CSF FAQs

• NIST CSF 2.0 Informative References 

• NIST CSF Events

NIST Resources for Applying NIST Frameworks
• Resources for Applying NIST Frameworks 

Community Profiles
• Examples of Community Profiles 

• Creating Community Profiles FAQs 24

Cyber AI 
Profile Project 

Page

https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/itl/applied-cybersecurity/cybersecurity-privacy-and-ai
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nist.gov/blogs/cybersecurity-insights/managing-cybersecurity-and-privacy-risks-age-artificial-intelligence
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nccoe.nist.gov/sites/default/files/2025-02/cyber-ai-concept-paper.pdf
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nccoe.nist.gov/get-involved/attend-events/cyber-ai-profile-workshop/post-workshop-materials
https://www.nist.gov/blogs/cybersecurity-insights/reflections-first-cyber-ai-profile-workshop
https://www.nist.gov/blogs/cybersecurity-insights/reflections-first-cyber-ai-profile-workshop
https://www.nist.gov/blogs/cybersecurity-insights/reflections-second-nist-cyber-ai-profile-workshop
https://www.nist.gov/blogs/cybersecurity-insights/reflections-second-nist-cyber-ai-profile-workshop
https://www.nist.gov/video/cyber-ai-profile-working-sessions-introduction
https://www.nist.gov/video/cyber-ai-profile-working-sessions-introduction
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework/faqs
https://www.nist.gov/cyberframework/faqs
https://www.nist.gov/informative-references
https://www.nist.gov/informative-references
https://www.nist.gov/cyberframework/events-and-presentations
https://www.nist.gov/cyberframework/events-and-presentations
https://www.nccoe.nist.gov/applying-frameworks-resources
https://www.nccoe.nist.gov/applying-frameworks-resources
https://www.nccoe.nist.gov/examples-community-profiles
https://www.nccoe.nist.gov/examples-community-profiles
https://www.nccoe.nist.gov/creating-community-profiles-faqs
https://www.nccoe.nist.gov/creating-community-profiles-faqs


Today’s Plan



How You Contribute Today

• Please raise your virtual hand or type in the 
chat to contribute

• Members of the press, please identify yourself 
and your organization

• Be respectful of others

• Please don’t be shy – we would love to hear 
from everyone!

• Please remain on mute when not speaking

• We will use Slido to facilitate some of our 
discussions
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Using Slido

• We will be using Slido to facilitate some of our discussions

• Options to join via QR code or URL + event code

• Works on mobile phone and computer

• Responses are anonymous

27

Slido.com
#CyberAI_Spring2026-2



Slido Screens
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No Active Polls

Active Polls



Slido: Getting to Know You

▪ What sector do you work in?

▪ Which NIST Frameworks does your organization use?

▪ Which Cyber AI Profile materials have you read?

▪ Did you have an opportunity to provide feedback on the Cyber AI Profile 
Preliminary Draft during the public comment period?
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Slido.com
#CyberAI_Spring2026-2



Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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Slido: Getting to Know You
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General Discussion Plan

• Summary of feedback on the topics (Agentic AI and Zero Trust)

• Review proposed options

• Facilitated discussion

• How we plan to use this feedback
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For our purposes today, we will focus on approaches for 
integrating Agentic AI and Zero Trust throughout CSF Functions
(as opposed to specific technical solutions or detailed Example 

Considerations at the Subcategory level)



Today’s Focus: Extending the Technical 
Content
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• Incorporating and supporting additional Agentic AI considerations and use 
cases

• Addressing the application of Zero Trust (ZT) principles in the context of AI 
systems

Cyber AI 
Profile Draft

Discussion 
Essay #2



Integrating Agentic AI



Agentic AI: Summary of Feedback
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Feedback on the Preliminary Draft indicated a need for 
revisions to address Agentic AI considerations and 

included requests to:

Create a new section dedicated to Agentic AI security

Incorporate Agentic AI into the Considerations and Opportunities across 
the entire CSF as a cross-cutting theme

Revise the Considerations and Opportunities in select CSF Subcategories to 
include Agentic AI



Agentic AI: Proposed Options
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Option 1: Create a 
separate section 

dedicated to 
Agentic AI security

E.g., Section 1.2 
(Scope)

Focus on relevant 
use cases

Agentic AI as a 
standalone topic

Option 2: 
Emphasize Agentic 

AI across all CSF 
Subcategories

Agentic AI as a 
cross-cutting 

theme

Incorporate across 
all Subcategories

Introduce an 
additional Profile 

Element

Option 3: 
Emphasize Agentic 

AI in select CSF 
Subcategories 

Focus on the most 
significant 

cybersecurity 
implications

Revise select 
Subcategories

Maintain existing 
Profile structure

NIST’s preferred option



Agentic AI: Option 1
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Describe Agentic AI and 
its importance under 

Section 1.2, Scope

Option 1: Create a 
separate section 

dedicated to 
Agentic AI security

E.g., Section 1.2 
(Scope)

Focus on relevant 
use cases

Agentic AI as a 
standalone topic

*Section 1.2.1 is provided as an 
example



Agentic AI: Option 1

Option 1: Create a 
separate section 

dedicated to 
Agentic AI security

E.g., Section 1.2 
(Scope)

Focus on relevant 
use cases

Agentic AI as a 
standalone topic

Describe Agentic AI and 
its importance under 

Section 1.2, Scope

*Section 1.2.1 is provided as an 
example

43



Agentic AI: Option 2
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CSF 2.0 Core: PROTECT General Considerations Focus Area Proposed Priorities & Considerations

Secure Defend Thwart
PROTECT (PR) Safeguards to manage the organization’s cybersecurity risks are used
Identify Management, 
Authentication, and Access 
Control (PR.AA)

Access to physical and logical assets is limited to authorized users, services, and hardware and managed commensurate with the 
assessed risk of unauthorized access

PR.AA-01: Identities and 
credentials for authorized 
users, services, and hardware 
are managed by the 
organization

General Considerations: Give 
AI systems unique and 
traceable identities and 
credentials to better track 
their activity.  

General Agentic AI 
Considerations:  Non-human 
identities with unique, 
traceable credentials and 
tightly scoped access rights 
with enforcing least-privilege 
access to data, models, tools, 
and APIs.

Example Informative 
References:
NIST SP 800-53, Rev 5: AC-01; 
AC-02; AC-14; IA-01; IA-02; IA-
03; IA-04; IA-05; IA-06; IA-07; 
IA-08; IA-09; IA-10; IA-11

Proposed Priority: 1

Sample Focus Area 
Considerations: AI systems 
may need their own identities 
and credentials (i.e., AI service 
level accounts) to interact with 
a broader system. 
Organizations need traceability 
between AI systems and their 
actions. 

Agentic AI Considerations: 
Unique non-human identities 
with traceability and securely 
storing secrets in approved 
vaults rather than embedding 
them in code, prompts, or 
configuration files.

Example Informative 
References:
DASF 1, 3, 21-22, 32, 40, 48; 
ATLAS AML.M0005; ATLAS 
AML.M0019; OWASP AI 
Exchange: Controls to Limit the 
Effects of Unwanted Behavior; 
OWASP Conventional Runtime 
Controls; OWASP AI Exchange: 
Model Access Control; OWASP 
LLM Top Ten…

Proposed Priority: 2

Sample Opportunities: AI 
catches credential misuse that 
previous rules might miss by 
flagging unusual 
authentication activity. 

Sample Focus Area 
Considerations: Assign and 
manage unique and traceable 
identities and credentials to AI 
defense agents to support 
defensive response activities. 

Agentic AI Opportunities: AI 
agents monitor identity and 
access activity for signs of 
credential misuse or 
unauthorized behavior, and 
automatically deploy 
protective actions such as 
step-up authentication, token 
revocation, account lockout, or 
access restriction.

Agentic AI Considerations: 
High degree of autonomy in 
applying defense measures.

Example Informative 
References: …

Proposed Priority: 1

Sample Focus Area 
Considerations: Standard 
cybersecurity practices apply. 
(Rationale) AI-enabled cyber 
attacks will lower the barrier of 
entry to gaining access to 
identities and credentials, 
services, and hardware. 

Agentic AI Considerations: 
High degree of autonomy in 
applying defense measures in 
machine speed such as 
adaptive authentication, 
session termination, token 
revocation, and temporary 
account lockout. These 
measures help limiting the 
speed and scale of AI-enabled 
attacks. 

Example Informative 
References:  
NIST SP 800-172 – 
Configuration Management 
(3.4); NIST SP 800-172 
Identification and 
Authentication (3.5); …

Option 2: 
Emphasize Agentic 

AI across all CSF 
Subcategories

Agentic AI as a 
cross-cutting 

theme

Incorporate across 
all Subcategories

Introduce an 
additional Profile 

Element



Agentic AI: Option 3
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CSF 2.0 Core: PROTECT General Considerations Focus Area Proposed Priorities & Considerations

Secure Defend Thwart

PROTECT (PR) Safeguards to manage the organization’s cybersecurity risks are used

Identify Management, 
Authentication, and Access 
Control (PR.AA)

Access to physical and logical assets is limited to authorized users, services, and hardware and managed commensurate with the 
assessed risk of unauthorized access

PR.AA-01: Identities and 
credentials for authorized 
users, services, and hardware 
are managed by the 
organization

General Considerations: Give 
AI systems unique and 
traceable identities and 
credentials to better track 
their activity with unique, 
traceable credentials and 
tightly scoped access rights 
with enforcing least-privilege 
access to data, models, tools, 
and APIs.

Example Informative 
References:
NIST SP 800-53, Rev 5: AC-01; 
AC-02; AC-14; IA-01; IA-02; IA-
03; IA-04; IA-05; IA-06; IA-07; 
IA-08; IA-09; IA-10; IA-11

Proposed Priority: 1

Sample Focus Area 
Considerations: AI systems 
may need their own identities 
and credentials (i.e., AI service 
level accounts) to interact with 
a broader system. 
Organizations need traceability 
between AI systems including 
AI agents and their actions. 

Example Informative 
References: 
DASF 1, 3, 21-22, 32, 40, 48; 
ATLAS AML.M0005; ATLAS 
AML.M0019; OWASP AI 
Exchange: Controls to Limit the 
Effects of Unwanted Behavior; 
OWASP Conventional Runtime 
Controls; OWASP AI Exchange: 
Model Access Control; OWASP 
LLM Top Ten: LLM03 Supply 
Chain; ENISA Threat Landscape 
2025; AI 100-2e2025

Proposed Priority: 2

Sample Opportunities: AI 
catches credential misuse that 
previous rules might miss by 
flagging unusual 
authentication activity. And AI 
agents can automatically 
deploy protective actions such 
as step-up authentication, 
token revocation, account 
lockout, or access restriction.

Sample Focus Area 
Considerations: Assign and 
manage unique and traceable 
identities and credentials to AI 
defense agents to support 
defensive response activities 
with AI agent-enabled high 
degree of autonomy in 
applying defense measures. 

Example Informative 
References: 
DASF 39; WASP AI Exchange: …

Proposed Priority: 1

Sample Focus Area 
Considerations: Standard 
cybersecurity practices apply 
leveraging AI agent-enabled 
autonomy in applying defense 
measures in machine speed to 
limit the speed and scale of AI-
enabled attacks. 

(Rationale) AI-enabled cyber 
attacks will lower the barrier of 
entry to gaining access to 
identities and credentials, 
services, and hardware. 

Example Informative 
References:  
NIST SP 800-172 – 
Configuration Management 
(3.4); NIST SP 800-172 
Identification and 
Authentication (3.5); …

Option 3: 
Emphasize Agentic 

AI in select CSF 
Subcategories 

Focus on the most 
significant 

cybersecurity 
implications

Revise select 
Subcategories

Maintain existing 
Profile structure

NIST’s preferred option
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Option 3: 
Emphasize Agentic 

AI in select CSF 
Subcategories 

NIST’s preferred option

Technology-neutral, consistent treatment of Agentic AI

Meaningful response to Community Feedback

Preserves current structure

Emphasizes Agentic AI where most impactful

Supports integration with existing content
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E.g., Section 1.2 
(Scope)

Focus on relevant 
use cases

Agentic AI as a 
standalone topic

Agentic AI as a 
cross-cutting theme

Incorporate across 
all Subcategories

Introduce an 
additional Profile 

Element

Focus on the most 
significant 

cybersecurity 
implications

Revise select 
Subcategories

Maintain existing 
Profile structure

Option 2: 
Emphasize Agentic 

AI across all CSF 
Subcategories

Option 1: Create a 
separate section 

dedicated to 
Agentic AI security

Option 3: 
Emphasize Agentic 

AI in select CSF 
Subcategories 

NIST’s preferred option

Slido.com
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Agentic AI: Integration Across the Govern 
Function
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Agentic AI 
governance and 

risk management

Human oversight 
and decision 
authority and 
accountability

Policy-based 
control of high-risk 

actions

Access governance 
and periodic review

Legal, regulatory, 
and organizational 

alignment

Which technical topics related to Govern (GV) should be addressed when discussing 
Agentic AI? Select up to three. 

Slido.com
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Function
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Agent, tool, and 
service identity 

architecture

Tool and connector 
inventory

Dependency and 
supply chain 

visibility

Environment, 
tenant, and trust 

boundary 
definition

Use case and 
action mapping

Which technical topics related to Identify (ID) should be addressed when discussing 
Agentic AI? Select up to three. 

Slido.com
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Function
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Identity, 
authentication, 

and authorization

Credential 
lifecycle 

management

Secrets 
management

Tool use and 
execution security

Prompt injection 
and instruction-

hijacking defenses
Data protection

Output safety and 
action validation

Supply chain 
integrity 

protections

Which technical topics related to Protect (PR) should be addressed when discussing 
Agentic AI? Select up to three. 

Slido.com
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Function
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Logging and 
auditability

Immutable and 
correlated audit 

trails

Continuous 
monitoring and 

anomaly detection

Behavioral 
observability

Which technical topics related to Detect (DE) should be addressed when discussing 
Agentic AI? Select up to three. 

Slido.com
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Break – 5 Minutes

Resume in
5 minutes

60

Cyber AI 
Profile Draft

Discussion 
Essay #2
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Agentic AI 
incident response 

playbooks

Identity and 
access 

containment

Controlled 
emergency access

Escalation and 
coordination

Which technical topics related to Respond (RS) should be addressed when discussing 
Agentic AI? Select up to three. 

Slido.com
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Agentic AI: Integration Across the Recover 
Function
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Resilience and 
fail-safe 
behavior

Recovery and 
restoration 

planning

Validation after 
recovery

Exercises and 
continuous 

improvement

Which technical topics related to Recover (RC) should be addressed when discussing 
Agentic AI? Select up to three. 

Slido.com
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• What considerations do agents introduce which go beyond the 
considerations laid out for AI systems broadly?
• Some examples include autonomy related risks (e.g., goal drifting), tool misuse 

(e.g., indirect prompt injection), long-running agent (e.g., memory poisoning)

• Which important distinct types of risk are introduced by agentic AI 
applications that are not already identified in the current 
draft? What associated references are available for those types of risk?

• What significant gaps do current practices leave when addressing 
the unique characteristics of AI agents in each Focus Area?

• What other special considerations for AI agents are important but have not 
been sufficiently covered?

Slido.com
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Integrating Zero Trust (ZT)



Zero Trust: Summary of Feedback
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Feedback on the Preliminary Draft included requests to 
more consistently apply ZT principles, and to do so with 

greater emphasis, in areas such as:

Identity and access control

Platform and data security

Continuous monitoring

Governance and risk management
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Options for Addressing the Application of ZT 
Principles

Option 1: Defer 
incorporating ZT

Option 2: Add a 
section on applying 

ZT principles

Option 3: Add ZT 
considerations to 

select CSF 
Subcategories

NIST’s preferred option
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Options for Addressing the Application of ZT Principles

Option 1: Defer 
incorporating ZT

Option 2: Add a section 
on applying ZT 

principles

Option 3: Add ZT 
considerations to select 

CSF Subcategories

Leaves draft largely 
unchanged

Highlights key principles

Limited introduction of new 
ZT-specific revisions

NIST’s preferred option
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Options for Addressing the Application of ZT Principles

Option 1: Defer 
incorporating ZT

Option 2: Add a section 
on applying ZT 

principles

Option 3: Add ZT 
considerations to select 

CSF Subcategories

Concise section explaining 
relevance of ZT to AI systems

Highlights key principles

Limited ZT-specific revisions to 
the rest of the document

NIST’s preferred option
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Options for Addressing the Application of ZT Principles

Option 1: Defer 
incorporating ZT

Option 2: Add a section 
on applying ZT 

principles

Option 3: Add ZT 
considerations to select 

CSF Subcategories
NIST’s preferred option

Inclusion of relevant ZT 
considerations

More direct integration of ZT 
into the Profile

No ZT-specific changes to 
introduction or front matter
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Preserves current structure

Meaningful response to Community Feedback

Makes guidance more actionable

Minimizes likelihood of gaps in guidance

Embeds ZT directly within the Profile

Option 3: Add ZT 
considerations to 

select CSF 
Subcategories

Option 3: Add ZT 
considerations to 

select CSF 
Subcategories

NIST’s preferred option
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Options for Addressing the Application of ZT Principles

Option 1: Defer 
incorporating ZT

Option 2: Add a section 
on applying ZT 

principles

Option 3: Add ZT 
considerations to select 

CSF Subcategories
NIST’s preferred option

Leaves draft largely 
unchanged

Highlights key principles

Limited introduction of new 
ZT-specific revisions

Concise section explaining 
relevance of ZT to AI systems

Highlights key principles

Limited ZT-specific revisions to 
the rest of the document

Inclusion of relevant ZT 
considerations

More direct integration of ZT 
into the Profile

No ZT-specific changes to 
introduction or front matter

Slido.com
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Zero Trust: Questions for Discussion
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• What special considerations do AI and agentic AI applications introduce 
when applying ZT practices beyond those already established for ZT more 
broadly?

• What zero trust implementation differences might occur with AI Agents?

• Which Zero Trust concepts are most applicable to AI agent security? Some 
examples:
• Identity and access control (PR.AA) (e.g., agent identity and ownership, short-

lived and just-in-time access tokens, limited scope of privilege [least privilege])
• Platform and data security (PR.PS, PR.DS) (e.g., agents, tools, and data 

registration, data integrity and provenance)
• Continuous monitoring (DE.CM) (e.g., guardrails, HITL/HOTL, audit logs)
• Governance and risk management (GV.RM) (e.g., address AI agent related risks)

Slido.com
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Open Discussion



Questions for Open Discussion

• Are there any other ideas and comments related to Agentic AI and applying 
Zero Trust principles or best practices?

• What other technical concepts should be included in the Profile to enhance 
its usability and relevance?

Upcoming discussion topic:
• Working Session #3 Focus: Roles and Profile Delivery Formats (May 12)

Slido.com
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Close-out
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IN
P

U
T Conduct 

remaining 
working 
sessions

A
N

A
LY

ZE Incorporate 
what we 
learned D

R
A

FT Complete 
the Initial 
Public Draft

If we missed your input today, please feel free to 
email us: CyberAIProfile@nist.gov!  Please send your 

inputs by May 15, 2026.

mailto:CyberAIProfile@nist.gov


Working Session Schedule

May 5, 2026

Extensions of 
Technical Content

May 12, 2026

Roles and Profile 
Delivery Formats

April 28, 2026

Profile Elements
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THANK YOU
Your input is a critical part of this 

process!  Thank you for contributing to 
the development of the Cyber AI 

Profile!



@NISTcybernccoe.nist.gov

https://www.nccoe.nist.gov/projects/cyber-ai-profile

CyberAIProfile@nist.gov

https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile
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Topic Learn More!

AI Risk Management Framework (AI RMF)
A framework to better manage risks to individuals, 
organizations, and society associated with artificial 
intelligence

Center for AI Standards and Innovation 
(CAISI)

Facilitates testing and collaborative research related 
to harnessing and securing the potential of 
commercial AI systems

Adversarial Machine Learning
Adversarial Machine Learning: A Taxonomy and 
Terminology of Attacks and Mitigations (NIST AI 100-2 
E2025)

Dioptra
A software test platform for assessing the 
trustworthy characteristics of artificial intelligence 
systems

Secure Software Development Framework 
(SSDF) AI Profile

Secure Software Development Practices for 
Generative AI and Dual-Use Foundation Models: An 
SSDF Community Profile

Topic Learn More!

PETs Test Bed
Evaluating Differential Privacy Guarantees

DevSecOps
Secure Software Development, Security, and 
Operations (DevSecOps) Practices

Agent Identities
Digital Identity Guidelines, Revision 4 (NIST SP 800-
63)

NCCoE Chatbot
Secure, internal-use chatbot to assist with 
discovering and summarizing cybersecurity 
guidelines

COSAiS
NIST SP 800-53 Control Overlays for Securing AI 
Systems (COSAiS)

https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://csrc.nist.gov/pubs/sp/800/63/4/final
https://csrc.nist.gov/pubs/sp/800/63/4/final
https://csrc.nist.gov/pubs/sp/800/63/4/final
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