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Read-Ahead for NIST Workshop on Blockchain and DLT 
April 7, 2026 

 
On April 16, 2026, NIST is convening a public workshop to examine technical 

considerations at the technology layer of blockchain and DLT. The workshop will focus on 
technical architectures, interoperability, risk management practices, and security risks in 
real-world blockchain and DLT deployments. Discussions will be technically focused, and 

attendees would benefit from prior familiarity with the technical design, deployment, 
security, or standardization of blockchain and DLT systems. Feedback on this document, 

including any responses to the questions noted under Next Steps (p. 2), is requested by 
April 21, 2026 and may be sent by email to blockchain@list.nist.gov. 

 
1. Background   
 

Distributed ledger technologies (DLT), namely blockchains, continue to attract significant 
interest for their potential to support new forms of digital infrastructure, recordkeeping, and 
digital assets across a range of sectors. The recent White House report Strengthening 
American Leadership in Digital Financial Technology highlights the importance of 
blockchains and related technologies to innovation and U.S. leadership, including and 
beyond the financial services sector. It also underscores NIST’s role in standards 
development through pre-standardization research and participation in standards-setting 
activities. 
 
2. Workshop Goals and Audience 
 

The objective of the workshop is to: 
• Identify existing technical resources, standards, and ongoing efforts relevant to 

blockchain and DLT  
• Highlight key challenges and areas that may warrant further attention by industry, 

standards organizations, or the research community 
• Support improved coordination across existing technical workstreams 
• Inform NIST’s understanding of the current cybersecurity, interoperability, and 

privacy landscape for blockchain and DLT technologies 
 

This workshop is intended for: 
• DLT platform and infrastructure developers 
• Security engineers and system architects 
• Standards developers and technical contributors 
• Practitioners with experience designing, deploying, or assessing DLT systems 
• Policymakers and regulators interested in DLT/blockchain technologies, digital 

assets, and the suite of critical and emerging technologies that enable this 
ecosystem, including post-quantum cryptography, digital identity, digital wallets, 
smart contracts, and privacy-enhancing technologies 
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3. Next Steps 
 

From this workshop, NIST will develop a public report that synthesizes the technical input 
received, identifies key findings and gaps, and describes potential next steps and areas for 
further work by NIST, industry, and standards organizations. The public report will reflect 
attendee feedback in response to the following questions: 
 

Standards and Common Practices Driving Interoperability 
• What are the primary technical barriers to interoperability between DLT systems?  
• What existing widely adopted practices, specifications, or standards are being used 

to support interoperable and secure DLT deployments? 
• Which approaches have seen significant industry adoption, and what has 

contributed to their uptake? 
• Where have community specifications, processes, and practices emerged in the 

absence of formal standards?  
• What existing standards, practices, and technologies are being used to support 

regulatory and risk management outcomes, for example, those relating to data 
governance, digital identity or privacy-enhancing technologies? 

 

Gaps and Technical Challenges 
• Where do gaps exist in current standards, guidance, or shared technical practices? 
• Which challenges appear to be primarily technical in nature, and which arise from 

system integration, lifecycle management, or operational complexity? 
• What are the obstacles to adopting standards and practices supporting 

interoperability and cybersecurity? 
• Do current architectures support both individual privacy and compliance 

obligations like AML/CFT? 
 

Cybersecurity and Privacy Risks 
• What attack paths are top of mind – including those that directly target managed 

systems, as well as those whose aim is to leverage managed systems as part of a 
supply chain attack? 

• What security and privacy risks are most relevant for deployed DLT systems? 
• What classes of failures, vulnerabilities, and attacks recur across different 

platforms, architectures, and use cases and how do they arise at the protocol, 
implementation, and operational layers? 

• How do failures and attacks propagate across systems and affect other 
participants, partners, and stakeholders? 

 

Ongoing Efforts to Develop Standards and Improve Coordination  
• Where are industry, open-source communities, and standards organizations already 

coordinating effectively on DLT security and privacy topics? 
• What existing technical workstreams or forums could be leveraged or better 

aligned? 
• Where might additional collaboration be beneficial? 
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Appendix: Distributed Ledger Technologies, Threat 
Landscape Overview, and Relevant Standards 

Section 1: Introduction to Blockchain and DLT  
Distributed Ledger Technologies (DLTs) are systems for recording and sharing data (often 
value transfers) across a network of participants without the need for a centralized entity. A 
common type of DLT is a blockchain.1, 2 Blockchains are tamper-evident and tamper-
resistant digital ledgers implemented in a distributed fashion that enable a community of 
users to record transactions in a shared ledger, such that under ideal operation of the 
blockchain network no transaction can be changed without detection once recorded in the 
ledger. 
 
Blockchains can be implemented as permissionless systems or as permissioned systems. 
They can be open for participation by all or closed to a private group of participants. 
Communities and organizations across various sectors have adopted or piloted the use of 
private, permissioned blockchain systems – for example, as a means of providing supply 
chain provenance, digital record integrity, or auditability of transactions. Additionally, an 
ecosystem of blockchain networks has emerged, built largely on the same stack of shared 
infrastructure that much of the connected world relies upon, such as web servers and 
cloud infrastructure. The growth of these networks has resulted in the development of 
subsequent layers of technology, demonstrated in the graphic below and described in 
Table 1.  
 

 

 
Figure 1. Key components of the blockchain technology stack 
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Table 1. Blockchain Ecosystem Layers & Components 
Application and Interface Layer 

Identity and access 
management 

Mechanisms that bind actions on-chain to entities and control who can 
participate in a network or permissioned ledger. 

 

Decentralized Apps 
(dApps) 

Applications that use smart contracts and the blockchain as a backend, 
typically combining on-chain logic with off-chain UI and services. 

 

Wallets Software or hardware that stores private keys, derives addresses, presents 
balances, and signs transactions on behalf of users. 

 

Off-chain scalers Protocols and services that enable external computation or transaction 
processing with periodic main chain reconciliation. 

 

Smart Contract and Execution Layer  

Oracles External services or mechanisms that feed off-chain data into smart 
contracts so that on-chain logic can react to real-world events. 

 

Smart contracts Programs deployed on the blockchain that execute when triggered by 
transactions, updating ledger state according to pre-set rules. 

 

Data and Ledger Layer 

Tokens Digital representations of value or rights tracked on the ledger, moved by 
transactions and often governed by smart contract logic. 

 

Transactions 
Signed data structures that describe state changes and are collected into 
blocks and validated. 

 

Distributed ledger Append-only record of cryptographically linked blocks replicated across 
many nodes so all participants share a consistent transaction history. 

 

Consensus and Core Protocol Layer 

Cryptography Various cryptographic techniques can be used to encrypt or sign data, link 
blocks, derive addresses, and verify transaction authenticity. 

 

Consensus 
mechanisms 

Protocols that let mutually distrusting nodes agree on the contents of a 
distributed ledger 

 

Physical and Network Infrastructure Layer  

Network nodes Computers participating in the peer-to-peer network that relay transactions, 
validate blocks, and maintain copies of the ledger. 

 

Compute Processing resources of network nodes used to validate transactions, 
execute smart contracts, and run consensus algorithms. 

 

Storage Mechanism for holding and accessing blockchain data, state databases, 
and often auxiliary indexes or archives on network nodes. 
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Section 1A. Permissionless vs. Permissioned Systems 

The blockchain technology stack is designed to implement a distributed, append-only 
ledger that records a sequence of validated transactions. Requests for new transactions to 
be added to the ledger, are typically cryptographically validated using digital signatures. 
Blockchains must solve the problem of allowing a distributed set of users to agree on 
which block(s) of data should be part of the chain and in what order. This leads to different 
architectural implementations of blockchain solutions (permissioned and permissionless).  
 
In permissionless blockchains, where anybody can propose a new block of transactions to 
add, Proof of Work3 or Proof of Stake4 are common ways to establish this consensus. 
Alternatively, permissionless blockchains can restrict which users can read from or write to 
the chain and may consequently use other consensus methods such as Proof of Authority.5 
These consensus protocols help to enforce the append-only property, creating long-term 
stability for the contents of past blocks. The blocks themselves are then connected 
through a chain of cryptographic hashes to ensure all past data is represented in 
subsequent blocks. Outside of this primary distinction on governance and consensus, 
additional differences between permissioned and permissionless ledgers are summarized 
below. 
 
Table 2.  Comparison of Permissionless vs. Permissioned Blockchains 

Dimension Permissionless Blockchain Permissioned Blockchain 

Network access 

Open to anyone with internet 
access; no prior approval to 
publish blocks of 
transactions.  

Restricted to approved participants; 
access controlled by an organization 
or consortium.  

Control and 
governance 

Decentralized; protocol 
changes and operations 
governed by broad 
community and open-source 
processes.  

Centralized or consortium-led; a 
governing entity manages 
membership, rules, and upgrades.  

Identity model 
Typically pseudonymous; 
identities not strongly bound 
to real-world entities.  

Users that participate in consensus 
are known or verifiable entities; often 
integrated with enterprise identity and 
compliance. Note that users who 
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Dimension Permissionless Blockchain Permissioned Blockchain 

submit transactions to the validators 
might not be verified. 

Data visibility 
Ledger and transactions are 
publicly visible and auditable 
by anyone.  

Data visibility limited to network 
members; fine-grained controls can 
restrict who sees what. 

Consensus 
mechanisms 

Resource-based, highly 
decentralized mechanisms 
(e.g., PoW, PoS, proof of 
space/time) designed for 
open participation.  

Identity-based, configurable 
mechanisms (e.g., PoA, PBFT 
variants, Raft, PoET) optimized for 
known validators. 

Performance 
and scalability 

Lower throughput, higher 
latency, and variable fees 
due to global, adversarial 
consensus assumptions.  

Higher throughput, low latency, and 
predictable costs because there are 
fewer, permissioned nodes.  

Security and 
trust model 

Security from large, diverse 
validator sets and economic 
incentives; minimizes need 
to trust any single operator. 

Security relies more on access 
control, governance, and trust in the 
operating organization(s).  

Censorship 
resistance 

Strong: difficult for any single 
actor to censor transactions 
or rewrite history.  

Weaker: controlling entities can, in 
principle, block transactions or alter 
policies.  

Privacy 
characteristics 

Weak transactional privacy 
by default; requires add-on 
techniques (mixers, 
zero-knowledge, etc.).  

Stronger privacy; data and 
participation can be limited to 
specific entities, with selective 
disclosure.  

Compliance 
alignment 

Harder to align directly with 
strict KYC/AML and data 
localization without 
additional layers. 

Easier to embed KYC/AML, role-based 
access, and regulatory controls into 
the network design. 
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Section 1B. Blockchain Use Cases 

There are several use cases enabled by blockchain technologies that allow for public or 
private recording of information in the distributed ledger as well as validation and 
consensus of that information across a wide variety of sectors from healthcare to real 
estate.  

In the area of healthcare, blockchains have been demonstrated as a supporting 
technology for electronic health records management,6 pharmaceutical and blood bank 
supply chain integrity,7 smart contracts for insurance claim processing,8 patient identity,9 
medical data ownership,10 internet of medical things,11 and for clinical trial/research data 
sharing.12 

In the area of manufacturing, DLTs are being used for managing and tracing supply chain 
properties including integrity and traceability,13 smart contracts for automation,14 asset 
tracking in manufacturing-as-a-service (MaaS),15 compliance and auditing of provenance of 
manufactured products,16 and digital twin integrity.17 

In the energy sector, DLTs are being used for peer-to-peer trading of energy from renewable 
sources based on demand,18 keep track of energy credits for tracking origin of “green” 
energy,19 and grid modernization for coordination of millions of IoT devices on energy 
usage.20 

In the financial sector, other than cryptocurrencies, DLTs are being used for managing 
intraday liquidity to facilitate internal transfers outside regular banking hours,21 
accounting/audit,22 trading, clearing, settlement,23 custody of assets,24 grant funding,25 and 
automating payments.26 

In the real estate sector, DLTs are being utilized for fractional ownership using tokenized 
assets,27 smart contracts for leasing,28 and immutable title records.29 
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Section 2: Trends in the Blockchain and DLT Threat Landscape 
 
Stakeholder engagement and research to-date conducted by NIST has revealed that DLTs 
aren’t immune to cyber risk, and they still depend on much of the same underlying 
infrastructure as traditional IT architectures do, for instance, web servers, APIs, and 
commercial cloud platforms. Many incidents involving public blockchains look like familiar 
compromises but with higher stakes: funds can move faster, transactions are difficult to 
reverse, and the most valuable targets are the keys, signing workflows, and smart contract 
code that control access to assets.  
 
Beyond the threats detailed below, common issues contributing to the ecosystem’s 
challenges include inconsistent cybersecurity hygiene; key loss and theft; social 
engineering and scams that present as new investment opportunities; and unmanaged 
vulnerabilities or bugs in underpinning IT infrastructure, smart contracts, or zero knowledge 
proofs. These are exacerbated by (1) the lack of a consistent vetting process prior to a 
project being launched or token being offered; and (2) mass adoption of AI by project 
participants that do not employ secure development practices, leading to flawed or 
insecure production code. 
 
AI-generated code may pull in outdated or vulnerable libraries, reuse insecure patterns, or 
create silent failures that look correct but hide exploitable logic bugs. Models often lack full 
system context, producing code that breaks architectural rules or is hard to maintain. 
These issues are particularly risky for blockchain and DLT systems because small coding 
mistakes can have outsized and often irreversible consequences: a small bug in a smart 
contract (e.g. access control, reentrancy, upgrade logic) can enable unauthorized transfers 
or lock funds. Limited expert review further increases the chance that insecure 
dependencies, overly broad privileges, or misconfigurations make it into production code, 
where fixing these issues may require downtime across multiple systems or complex 
governance. 
 
This section provides an overview of the trends in this rapidly evolving threat landscape, 
underscoring the need for stronger implementation of controls across the ecosystem and 
impacted sectors, not just at a single point in the technology stack. 
 
Trend 1: Attackers are increasingly shifting toward tactics that target people and 
operational workflows, not just smart contract bugs. One clear signal is the rise in 
personal wallet compromises, with threat actors targeting more individuals as adoption 
increases. In parallel, centralized services are seeing larger losses as adversaries focus on 
private key infrastructure and the signing process, often attacking the systems and people 
involved in preparing and approving transactions. Even cold wallet controls can be 
bypassed by advanced threats if they can compromise the surrounding environment or 
manipulate the human steps in the process. To that end, social engineering remains30 a 
major threat to blockchain and DLT users, administrators, and developers.  
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Trend 2: Connections between services are being exploited. Attackers are taking 
advantage of third-party wallet integrations and increasingly trying to trick legitimate 
signers into authorizing malicious transactions. Supply chain compromises 30 remain a 
major risk as well, where a breach at a vendor or upstream dependency can cascade 
across multiple targets. In particular, DPRK-linked actors have been dominant, applying an 
approach that blends technical intrusion with insider access through embedded IT workers 
at cryptocurrency firms who gain privileged access and enable high-impact thefts. Another 
tactic involves the use of sophisticated social engineering campaigns, including 
impersonating recruiters from prominent Web3 and AI firms and conducting fake hiring 
processes that end in “technical screens” designed to steal credentials, source code, and 
VPN or SSO access to the victim’s current employer.31 The $1.4 billion ByBit32 compromise 
in February 2025, attributed to a sophisticated social engineering and supply-chain 
campaign by North Korean threat actors, highlights both the relevance and the severity of 
these threats to the blockchain and broader DLT ecosystem. 
 
Trend 3: Ransomware is another key ecosystem-wide issue that continues to grow 
with ramifications that cross sector boundaries.33 Cryptocurrency has become a 
preferred payment method for ransomware attacks inflicted upon organizations of all 
types. Unfortunately, the gains in speed and scalability of the current architectures that 
underpin most public blockchain and DeFi networks have also made it easier for attackers 
to receive funds at any time, from anywhere, and then rapidly shift or fragment proceeds 
across wallets and services to avoid detection and interception. In the context of the 
blockchain ecosystem, ransomware attacks on other sectors can be conceptualized as a 
supply chain attack that starts with the compromise of a primary victim’s system or data 
and that is further supported by deceptive use of the blockchain stack to move ransom 
proceeds. 
  
Trend 4: Illicit finance (AML/CFT) risks remain central to the ecosystem’s shared 
challenges.34 Similar to the movement of ransom proceeds, threat actors often use DeFi 
services as part of the process for transferring and laundering funds, stitching together 
swaps, bridges, and other protocols to obscure where funds came from and where they 
end up. Compared with many traditional payment architectures, this can be faster and less 
dependent on regulated intermediaries, especially when services don’t consistently 
implement technical and management controls intended to mitigate these risks, making it 
easier for bad actors to exploit gaps in oversight. 
 
Trend 5: Threat trends in private, permissioned blockchains are increasingly shaped by 
operational weaknesses, such as node compromises, availability attacks, and flaws in 
smart contract implementations. Denial-of-Service (DoS) attacks on core components 
can increase latency, reduce throughput, and in extreme cases make the ledger 
inaccessible.35 At the application layer, issues like smart contract endorser identity 
exposure can make it easier to target specific participants for disruption. Another notable 
risk for private blockchains, which tend to involve fewer participants, is insider collusion or 
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corruption, or single points of failure if a controlling entity or privileged account is 
compromised. 
 
Looking ahead, one of the most significant emerging threats to blockchain and DLT 
systems is quantum computing. Quantum algorithms could solve certain hard 
computational problems much faster than today’s computers, and a sufficiently powerful 
quantum machine could undermine public-key cryptography by deriving private keys from 
public keys, enabling attackers to impersonate users, drain wallets, and interfere with 
smart-contract activity.36 As quantum capabilities mature, blockchains and DeFi protocols 
will need clear migration paths to quantum-resistant cryptography and stronger key 
management practices to preserve long-term security. 
 
Additionally, while AI offers the opportunity for greater participation in blockchain 
networks, it also may exacerbate the risk of insecure or buggy code being contributed. 
Currently, limited expert review processes are in place, which further increases the chance 
that insecure dependencies, overly broad privileges, or misconfigurations make it into 
production code, where fixing these issues may require downtime across multiple systems 
or complex governance. 
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Section 3: Blockchain and DLT Standards Landscape 
Given the distributed technology architecture of this ecosystem there are a variety of 
standards and protocols that support specific functions ranging from identity and access 
controls, token issuance and management, data exchange/messaging and privacy and 
security. This section summarizes a few prominent standards organizations and efforts at 
various stages of maturity as they relate to the blockchain and DLT technology stack. The 
focus is on standards that could be applied across various blockchains and not on 
network-specific standards. Below is a non-exhaustive list of various standardization 
efforts taking place to normalize language and practices across the technology ecosystem, 
including efforts that are specific to blockchain systems. 
 
NIST maintains and is developing numerous resources that offer guidance and best 
practices that can apply directly to various parts of the DLT technology stack. Resources 
such as NIST Cybersecurity Framework (CSF) 2.0,37 Secure Software Development 
Framework Version 1.2,38 and NIST Call for Multi-Party Threshold Schemes39 are relevant for 
the lowest layers of the technology stack. Other resources, including NIST Digital Identity 
Guidelines, Revision 4,40 Zero Trust Architecture,41 and Ransomware Risk Management: A 
CSF 2.0 Community Profile42 would apply to higher layers. NIST’s Post-Quantum 
Cryptography project43 directly addresses potential future threats to core underlying 
cryptographic mechanisms of DLT. NIST is also actively developing technical resources to 
help financial institutions use mobile driver’s licenses (mDLs) for customer identification.44 
 
The International Organization for Standardization (ISO) has established a Technical 
Committee (ISO TC 307 Blockchain and distributed ledger technologies) to develop a series 
of resources applicable to or scoped specifically for blockchain implementations. These 
include resources such as Blockchain and distributed ledger technologies - Vocabulary45 
and Taxonomy and Ontology,46 focus on standardizing common terms and concepts. ISO 
maintains a reference blockchain architecture47 in addition to other efforts that exist at 
various stages of maturity to address smart contract security (ISO24875 series),48 privacy 
(ISO/WD 24876.6, ISO/DIS 24946), digital assets management (ISO/WD 25316), 
decentralized identity systems (ISO/WD 23042),49, 50 governance (ISO/TS 23635:2022, 
ISO/AWI TS 25481), interoperability (ISO/TS 23516),51,52 wallet interoperability,53 and 
information sharing.54  ISO also maintains the standard for Mobile driving licenses, 
including add-on functions for online presentation of credentials (ISO/IEC 18013).55 
 
The International Telecommunication Union Telecommunication Standardization 
Sector (ITU-T) is actively pursuing work relevant for blockchain and distributed ledger 
technologies through SG17 (Security), SG16 (Multimedia), SG13 (Future Networks), and 
SG20 (IoT/Smart Cities). 
 
AICPA SOC 2 (Trust Services Criteria)56 has become a common expectation for exchanges, 
custodians, and infrastructure platforms to demonstrate operational security and privacy 
controls. 
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IEEE P2145 develops standards for framework and definitions for blockchain governance, 
addressing decision-making structures and upgrade mechanisms. IEEE 3205-202357 
establishes the Standard for Blockchain Interoperability Data Authentication and 
Communication Protocol, enabling cross-chain data verification. 

IETF RFC 8578 (DetNet Use Cases)58 addresses deterministic networking requirements 
including point-to-multipoint and low-latency transport suitable for blockchain traffic in 
production environments. 

W3C WebAuthn (Levels 259 & 360) and FIDO261 specify strong, cryptographic, phishing-
resistant credentials essential for securing access to Web3 accounts and identity wallets. 
W3C also manages the Verifiable Credentials Data Model v2.0.62 

OpenID Connect (OIDC) provides authentication layers critical for "sign-in with X" flows 
that bridge Web2 identities into Web3 ecosystems. OpenID for Verifiable Presentation 1.063 
and Verifiable Credential Issuance 1.064 enable standardized, privacy-preserving credential 
exchange between wallets, issuers, and verifiers. 

The Government Blockchain Association has developed a Blockchain Maturity Model.65 
 
The Blockchain Security Standards Council has undertaken several efforts to define best 
practices, notably: 

• Node Operation Standard66  
• Token Integration Standard67  
• Key Management Standard68  
• General Privacy and Security Guidelines69 

 

The Global Blockchain Business Council maintains a comprehensive mapping of 
technical and legal standards, as well as blockchain network-specific protocols across the 
blockchain technology stack through their Global Standards Mapping Initiative 6.0 report70 
organized into four layers: 

1. Infrastructure and Protocol Layer: The foundational layer encompasses 
consensus mechanisms, blockchain interoperability, and core protocol 
specifications. 

2. Data and Token Standards: This layer governs how digital assets are represented, 
structured, and transferred across networks. 

3. Digital Identity and Access Control: This layer outlines identity standards, which 
form the critical trust layer enabling compliant, secure interactions. 

4. Application and Use Case: Standards at this layer address specific 
implementations and regulatory compliance.   
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