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NATIONAL CYBERSECURITY CENTER OF EXCELLENCE 70 

The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards 71 
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and 72 
academic institutions work together to address businesses’ most pressing cybersecurity issues. This 73 
public-private partnership enables the creation of practical cybersecurity solutions for specific 74 
industries, as well as for broad, cross-sector technology challenges. Through consortia under 75 
Cooperative Research and Development Agreements (CRADAs), including technology partners—from 76 
Fortune 50 market leaders to smaller companies specializing in information technology security—the 77 
NCCoE applies standards and best practices to develop modular, adaptable example cybersecurity 78 
solutions using commercially available technology. The NCCoE documents these example solutions in 79 
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework 80 
and details the steps needed for another entity to re-create the example solution. The NCCoE was 81 
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County, 82 
Maryland. 83 

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit 84 
https://www.nist.gov. 85 

NIST CYBERSECURITY PRACTICE GUIDES 86 

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity 87 
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the 88 
adoption of standards-based approaches to cybersecurity. They show members of the information 89 
security community how to implement example solutions that help them align with relevant standards 90 
and best practices, and provide users with the materials lists, configuration files, and other information 91 
they need to implement a similar approach. 92 

The documents in this series describe example implementations of cybersecurity practices that 93 
businesses and other organizations may voluntarily adopt. These documents do not describe regulations 94 
or mandatory practices, nor do they carry statutory authority.  95 

ABSTRACT 96 

Mobile Driver’s Licenses, and Verifiable Digital Credentials more broadly, represent an emerging 97 
technology with the capability to enhance the methods we use to prove identity both in-person and 98 
online. Many sectors stand to benefit from this emerging technology, including financial institutions 99 
seeking to enhance the security, privacy, usability, and reliability of online identity services. This practice 100 
guide captures insights generated through engagement with a robust cohort of industry collaborators 101 
and the lessons learned by developing a functional online mDL demonstration to provide a practical 102 
roadmap to enable adoption and implementation of mDLs for online financial account management.  103 

KEYWORDS 104 

authentication; credentials; identity; mobile driver’s license (mDL); verifiable digital credentials. 105 
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CALL FOR PATENT CLAIMS 119 
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b) assurance that a license to such essential patent claim(s) will be made available to applicants desiring 130 
to utilize the license for the purpose of complying with the guidance or requirements in this ITL draft 131 
publication either: 132 

1. under reasonable terms and conditions that are demonstrably free of any unfair discrimination; 133 
or  134 

2. without compensation and under reasonable terms and conditions that are demonstrably free 135 
of any unfair discrimination.  136 
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Such assurance shall indicate that the patent holder (or third party authorized to make assurances on its 137 
behalf) will include in any documents transferring ownership of patents subject to the assurance, 138 
provisions sufficient to ensure that the commitments in the assurance are binding on the transferee, 139 
and that the transferee will similarly include appropriate provisions in the event of future transfers with 140 
the goal of binding each successor-in-interest.  141 

The assurance shall also indicate that it is intended to be binding on successors-in-interest regardless of 142 
whether such provisions are included in the relevant transfer documents.  143 
Such statements should be addressed to: mdl-nccoe@nist.gov. 144 
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1 Executive Summary 240 

• Identity proofing is the process of establishing that a person is who they claim to be. Online 241 
identity proofing is a critical security capability that relies on verifying identity evidence to 242 
protect individuals from identity theft and organizations from unauthorized access and fraud. 243 
 

• Current online identity proofing processes, such as uploading an image of a driver’s license or 244 
knowledge-based verification, are not optimized for online transactions and do not sufficiently 245 
mitigate against current threats, especially those posed by generative AI (e.g., deepfakes).  246 
 

• Mobile driver’s licenses (mDLs), and more broadly Verifiable Digital Credentials (VDCs), are an 247 
emerging technology that, when implemented using standards and best practices, can help 248 
mitigate current threats to identity proofing systems, while also offering potential benefits in 249 
user experience and privacy.  250 
 

• High assurance relying parties, such as Financial Institutions (FIs), represent high value targets 251 
for identity-related fraud and are considering the adoption of mDLs to support Know Your 252 
Customer (KYC) processes. To move forward, however, FIs need a better understanding of how 253 
this technology integrates with their current identity systems and business processes, as well as 254 
insights into how mDLs meet Customer Identification Program (CIP) compliance requirements 255 
and the identity proofing component of KYC.  256 
 

• To help address these needs, the National Cybersecurity Center of Excellence (NCCoE) at the 257 
National Institute of Standards and Technology (NIST) created this practice guide as part of a 258 
portfolio of resources to help FIs implement mDL standards and best practices using 259 
commercially available technology and realize the security, privacy, usability, reliability, and 260 
compliance benefits that can result from an FI mDL deployment. 261 
 

• FIs can use the tools and resources in this guide to assess the feasibility of integrating mDLs with 262 
their current technology and business processes while aligning to compliance requirements.  263 
 

• To build this portfolio of resources, the NCCoE collaborated with technology providers, 264 
government agencies, standards bodies from across the mDL ecosystem, and the financial 265 
sector to build a laboratory environment that demonstrates a standards-based mDL architecture 266 
that integrates with financial institution identity systems and banking back ends.  267 
 

• This architecture uses existing standards and commercial off the shelf technologies to 268 
demonstrate 1) the presentation of mDLs for online transactions as identity proofing evidence 269 
when a potential customer applies to open a financial account, 2) the provisioning and issuance 270 
of a phishing-resistant authenticator to applicants whose financial account is approved, and 3) 271 
the presentation of mDLs by financial institution customers as an additional security signal 272 
(often referred to as a step-up) when authorizing high-risk transactions.  273 
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• This practice guide is complemented by the resources that are published on the mDL project 274 
supporting resources website, to include a video demonstration of mDL implementation built in 275 
the NCCoE lab environment. 276 

1.1 Key Findings 277 

Throughout the project and collaborator engagement, the project team learned several critical lessons, 278 
including insights into the technology, the state of the ecosystem, and the strategic direction of VDC and 279 
mDL. These findings include:  280 

1. FIs Should Begin Assessing VDC and mDL Technology Adoption Early. mDLs are currently in the 281 
hands of millions of Americans and have the potential to improve online Customer Identification 282 
Programs. While standards and ecosystem practices continue to mature (see takeaways below), 283 
the assessment of integrating mDL adoption in high-assurance and regulated industries is a 284 
multi-year effort. Institutions that begin market research, proofs of concept, and pilots now will 285 
be better positioned to onboard mDL verification and realize the technology's potential benefits. 286 
The portfolio of resources published under this project can assist FIs in initiating their mDL 287 
journey. 288 

2. VDCs and mDLs Can Improve Security, Privacy, Reliability, and Usability of Online CIP. mDLs 289 
present an opportunity to improve upon current CIP practices by providing accurate, integrity-290 
protected information delivered through phishing-resistant mechanisms, with selective 291 
disclosure, and support for more efficient customer onboarding. This project focused on the 292 
benefits of mDL integration for account opening and high-risk transaction authorizations and 293 
highlights how mDLs can advance security, privacy, reliability and usability of online identity 294 
proofing.  295 

3. The VDC and mDL Trust Ecosystem Still Has Work to Do. Our FI collaborators see the value in 296 
this technology. However, the adoption of this technology hinges on the ecosystem 297 
understanding the needs and concerns of high-assurance and regulated sectors. Notably, 298 
shifting FIs to a new trust model will require a more consistent issuance process across states 299 
and territories, standardized holder verification techniques, enhancements to credential 300 
protocols to support access requirements, and trust establishment in the wallet as a key 301 
component of transactions.  302 

4. The Standards Ecosystem Needs to Focus on Stabilization and Consolidation. Standards 303 
Development Organizations (SDOs) have laid the essential technical foundation for the mDL 304 
ecosystem. However, as the market shifts from pilot to commercial deployment, the focus must 305 
turn to finalizing critical standards and consolidating specifications to ensure scalability. This is 306 
particularly urgent for presentation protocols, where fragmentation currently complicates 307 
implementations for verifiers and Relying Parties (RPs). The ecosystem must prioritize aligning 308 
core specifications with RP requirements and progress towards operational stability. 309 

https://pages.nist.gov/nccoe-mdl-project-static-website/
https://pages.nist.gov/nccoe-mdl-project-static-website/
https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/demonstration-videos.html
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2 Introduction to the Guide 310 

This publication provides guidelines for organizations seeking to implement mDLs for online remote 311 
identity proofing (often referred to as identity verification) and high-risk transaction authorization (often 312 
referred to as “step-up”). The content in this guide is the result of a collaborative project at the NCCoE 313 
that developed, demonstrated, and documented an example mDL use case for Financial Institutions (FIs) 314 
such as banks. The NCCoE and its collaborators have used commercially available technology in lab 315 
environments to build a functional, interoperable, standards-based mDL implementation (“build”). 316 
While this guide contains information useful to any organization seeking to accept the online 317 
presentation of mDLs, the focus of the recommendations, considerations and resources in this 318 
document are to support financial institutions in accepting mDLs for online identity proofing and 319 
meeting CIP requirements.  320 

2.1 Scope 321 

The scope of this guide specifically covers the use of mDL in online scenarios. It provides guidelines on 322 
how implementers can deploy mDLs to improve security, privacy, and usability, while supporting 323 
Customer Identity Program implementation and reducing potential fraud vectors introduced by more 324 
traditional identity management technologies. It provides guidelines on the online presentation of mDL 325 
in support of identity proofing and high-risk transaction verification. User authentication is addressed 326 
through the deployment of Passkeys (i.e., WebAuthN/FIDO2 credentials [1][2]).  327 

Note that this build did not cover the issuance of mDLs to a digital wallet; however, considerations for 328 
these processes are addressed in the NIST SP 800-63A profile, developed as a result of trust and 329 
governance discussions that arose over the course of the project. It is also discussed at a high level in 330 
our threat model. The issuance of corresponding physical IDs or RealID requirements at state issuers is 331 
out of scope.  332 

The mDL project is a multi-phase collaborative effort, and this document describes only the first phase, 333 
which focuses on an FI use case. The next use case will address the use of mDLs in a government or 334 
public sector use case. 335 

2.2 Audience  336 

The audience for this guide is anyone looking to implement mDLs, as well as any person or organization 337 
that engages with or relies upon mDL, VDC, and identity proofing technologies. This includes but is not 338 
limited to:  339 

• Financial institutions and other high assurance relying parties 340 
• State and federal agencies 341 
• Technology vendors (wallets, verifiers, IDMS) 342 
• Standards bodies and regulators 343 
• Cybersecurity, Privacy, risk, and compliance professionals 344 
• General Members of the public interested in digital identity 345 

https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/building-mdl-assurance/nist_800-63a.html
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2.3 How to Use This Guide 346 

The NCCoE mDL project offers three complementary channels for publishing knowledge, lessons 347 
learned, and guidelines relevant to the mDL ecosystem: 348 

1. The mDL Blog Series – Our blog series provides a high-level introduction to VDCs, mDLs, and the 349 
concepts, technologies, and standards that underpin the ecosystem.  350 

2. The NIST mDL Supporting Resources website – Our supporting resources site is how we 351 
iteratively release deliverables under the mDL project to more quickly get stakeholder feedback 352 
and publish information that may not be well-suited for standard PDF documents or 353 
deliverables that need to be updated with a greater frequency than Special Publications 354 
generally allow.  355 

3. This mDL Practice guide – This 1800-42 practice guide highlights and integrates information 356 
from our blog series and our supporting resources site, and adds detailed information about our 357 
mDL reference architecture, mDL implementations, and key findings. It also offers in-depth 358 
details on the technologies leveraged, their specific integrations and configurations, and the use 359 
cases and scenarios demonstrated.  360 

This report uses callout boxes to highlight certain types of information, as depicted in Figure 1. With the 361 
exception of Definition boxes, which repeat the definitions of key terms or provide more formal 362 
definitions for them, callout boxes usually contain new material that is not covered elsewhere in the 363 
report. A Caution box provides a warning of a potential issue with doing or not doing something. A Note 364 
box gives additional general information on a topic. A Tip box offers advice that may be beneficial to the 365 
reader. 366 

 

Figure 1. Callout Box 367 

https://pages.nist.gov/nccoe-mdl-project-static-website/blogs.html
https://pages.nist.gov/nccoe-mdl-project-static-website/
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3 Project Overview 368 

The Mobile Driver’s License (mDL) project at the National Institute of Standards and Technology (NIST) is 369 
a collaborative, standards-driven initiative implemented by the National Cybersecurity Center of 370 
Excellence (NCCoE) to demonstrate secure, interoperable, and privacy-preserving digital identity 371 
approaches based on Verifiable Digital Credential (VDC) technology.  372 

 
Note: mDLs are a specific type of VDC. As the focus of this project, the term mDL will be 
used heavily throughout this document. Content discussed in this document may apply 
beyond mDLs to other types of VDCs. The term VDC is used in this document when 
referring to the broader ecosystem of credentials. 

This project brings together government, industry, and standards organizations to create reference 373 
architectures and demonstration builds with a focus on real-world use cases such as establishing an 374 
online financial services account, accessing government resources, and enabling digital healthcare. This 375 
initiative focuses on online presentation of VDCs and emphasizes open engagement, industry 376 
collaboration, iterative resource publication, and alignment with evolving global standards, including ISO 377 
18013-5/7 [3][4], W3C Verifiable Credentials [5], the Digital Credentials Web Platform API [1], OpenID 378 
for Verifiable Presentations [6], and OpenID for Verifiable Credential Issuance [7]. 379 

This document is the result of our first use case—deploying mDLs at financial institutions to support 380 
identity proofing and Customer Identification Program (CIP) requirements [8]. 381 

 
Note: This project specifically explores how financial institutions could accept mDLs to 
collect only necessary user attributes required by CIP. This effort does not address 
broader KYC requirements such as transaction monitoring, fraud and sanctions checks, 
enhanced customer due diligence or reporting requirements.  

3.1 Project Motivation 382 

This project is motivated by the emergence of verifiable digital credentials as a practical technology, the 383 
need for secure, usable, and privacy-preserving identity solutions, recent progress in relevant standards 384 
that support the VDC ecosystem, and the emergence of new threats to identity proofing systems. 385 
Verifiable Digital Credentials and specifically mDLs in the U.S. have the potential to improve security, 386 
privacy, regulatory compliance, and user experience for online identity proofing. 387 

Through its collaboration across the mDL ecosystem and the publication of this practice guide and other 388 
online resources, the NCCoE hopes to accelerate the adoption of standards-based mDL solutions to help 389 
realize the benefits this technology offers.  390 

3.2  Current Challenges with Online Identity Proofing 391 

Identity proofing is essential—it protects individuals from identity theft and helps organizations reduce 392 
fraud and unauthorized access to sensitive information, such as financial and healthcare data. When an 393 
individual wants to complete a transaction or consume a service, identity proofing provides the person 394 
or organization they are interacting with assurance that they are who they claim to be. This process 395 
enables the organization to trust the individual and proceed with a transaction or service offering.  396 
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As more services and transactions move online, the risk landscape is evolving, making it harder to 397 
protect individuals and organizations from malicious actors. Traditional identity verification—such as 398 
physically inspecting a driver’s license—does not translate well to digital environments. Security 399 
features like holograms, tactile elements, and microprint are designed for in-person examination and 400 
offer far less assurance when captured in a photo and reviewed by online software. 401 

Other methods, such as knowledge-based verification (KBV) or the use of data brokers, are easier to 402 
implement with online services but come with well documented security and usability challenges, such 403 
as reliance upon information that can be obtained from public record, stale or incomplete data that may 404 
cause errors in identity resolution, and privacy concerns from data that is aggregated without user 405 
consent. Even more modern methods of identity proofing are being eroded by new technologies and 406 
emerging threats. This is particularly true with the recent explosion in availability of generative AI 407 
technology that enables the creation of highly realistic driver’s licenses images that can pass document-408 
scanning tools. Combined with deepfakes designed to defeat “selfie-match” controls, these tools create 409 
a powerful toolkit for digital identity theft and fraud. 410 

3.3 Financial Institutions and High Assurance Use Cases 411 

Financial institutions, who have direct access to money and sensitive personal information, are subject 412 
to emerging cyber threats. Attackers seeking to drain bank accounts, open fraudulent lines of credit, 413 
launder money or steal PII, may target financial institution identity proofing systems. These threats 414 
directly impact bottom lines: The Financial Crimes Enforcement Network (FINCEN) linked $212 Billion 415 
dollars [9] to identity related suspicious activity in 2021, a figure that reached as much as $394 billion by 416 
2023 [10]. Furthermore, inadequate digital identity systems cost institutions an estimated 3.1% of 417 
annual revenue [11].  418 

The industry also operates under regulations, such as the CIP Rule, which requires institutions to 419 
maintain a "reasonable belief" in a customer’s identity. This combination of high-risk and regulatory 420 
oversight makes the financial sector a "high assurance" use case. Consequently, the NCCoE chose the 421 
financial sector for its initial mDL project for two reasons: 422 

• High-Impact: To accelerate mDL adoption in a sector where risk mitigation has the greatest 423 
economic impact. 424 

• Scalability: Solving for the most stringent requirements gives confidence that the solution can 425 
translate to other sectors with equal or lower assurance needs. 426 

Ultimately, by addressing the rigorous demands of the financial sector, the NCCoE hopes to establish a 427 
blueprint for mDLs that can be scaled across all sectors of the economy. 428 

3.4 Benefits of mDLs 429 

mDLs can improve online identity proofing systems by providing a high-assurance, privacy-preserving, 430 
streamlined user experience through a credential that is cryptographically backed and issued by a 431 
trusted authority. Current identity proofing systems are error-prone, create additional vectors for fraud, 432 
lack authoritativeness and accuracy, and often result in failures or abandonment. Alternatively, mDLs 433 
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introduce characteristics that improve the security, privacy, usability, and reliability2 of presenting 434 
identity information online:   435 

• The content of the mDL is cryptographically signed by the government issuer, adding accuracy 436 
and integrity to the data and limiting the need to query third party data sources for identity 437 
information.  438 

• The content can be independently verified through public key cryptography, increasing 439 
confidence and reliability of the data.  440 

• The credential is bound to a user-controlled device, preventing theft or cloning. 441 
• Digital wallets storing mDLs can implement measures—such local authentication on the 442 

device—to protect against unauthorized access to credentials. 443 
• If the device storing the mDL is lost or suspected of compromise, the credential can be revoked 444 

(and reissued) remotely. 445 
• User information can be obtained directly from the mDL, reducing the time spent on data entry 446 

and limiting user error and ensuring data conformity. 447 
• mDLs support selective disclosure, allowing users to choose the driver’s license information they 448 

wish to share with relying parties. 449 
• mDLs enable relying parties to only request the information they need for a given purpose or 450 

transaction. 451 
• Digital wallets storing mDLs allow for users to consent to the information shared, while also 452 

providing a record of what information a user has shared, with whom, and when.  453 

mDLs are designed to convey trust digitally, offering benefits for online identity proofing processes. 454 
mDLs shift identity proofing from document authentication and biometric matching alone, to 455 
cryptographically verifiable, issuer-signed credentials that reduce the threat of deepfakes, counterfeit, 456 
lost or stolen IDs, and synthetic identities.  457 

For financial institutions, mDLs are another tool in the toolbox that can meet or exceed current identity 458 
proofing systems. In a recent white paper, the American Banking Association, Better Identity Coalition, 459 
and Financial Sector Services Coordinating Council call out mDLs as a key mitigation to AI-powered 460 
attacks against identity systems stating that “Government-issued verifiable credentials, such as mDLs, 461 
can play a crucial role in reducing the risk of deepfake attacks. If available, they can be used to 462 
cryptographically assert an identity,” [12]. Additionally, The Secretary of Treasury also offered support 463 
for mDLs saying that “[t]hese types of verifiable credentials represent innovative means for financial 464 
institutions […] to conduct customer identification and verification while minimizing the amount of 465 
sensitive data collected,” and that, “Treasury will issue guidance to financial institutions on how they 466 
can utilize verifiable digital credentials consistent with their existing customer identification programs,” 467 
[13]. 468 

 
2 Review Appendix D for a detailed comparative analysis composed of security, privacy, and usability 
considerations. 
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3.5 Financial Institution Adoption Challenges 469 

As mDLs and VDCs gain traction, financial institutions stand to benefit significantly. Yet, the path to 470 
adoption is hindered by a persistent market maturity challenge: the classic “chicken-and-egg” dilemma. 471 

Consumers are unlikely to adopt mDLs unless they are accepted in high-value, everyday use cases. 472 
Meanwhile, financial institutions are hesitant to invest in mDL integration without widespread consumer 473 
demand or adoption. This deadlock stalls the emergence of scalable, high-assurance digital identity 474 
solutions in the financial sector, despite their clear long-term value. 475 

What limits current mDL adoption isn't the technology itself, it’s the maturity of the surrounding 476 
ecosystem. This includes a complete set of mature standards, clear governance, and interoperable tools 477 
that make it easy to verify mDLs across diverse workflows, whether at the branch, online, or through 478 
mobile apps. 479 

Constructing this ecosystem requires deep coordination between the financial services sector, 480 
government issuers, and technology providers. Just as the industry coalesced around common protocols 481 
to scale previous digital innovations, stakeholders must now align to reduce the integration burden and 482 
provide the necessary foundation for mDLs to operate as a scalable, high-assurance identity proofing 483 
solution.484 
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4 A Collaborative Approach 485 

The ability to provide meaningful value towards the adoption of standards-based mDL deployments 486 
requires collaboration across the mDL ecosystem. With this in mind, the NCCoE project team formed a 487 
collaborative research and development agreement (CRADA) consortium that included technology 488 
providers, standards bodies, government agencies, state issuers, and financial institutions. The NCCoE 489 
engaged these stakeholders in an iterative process to inform the project demonstration and direction.  490 

Engagement with our financial institution partners helped us understand their concerns (discussed in 491 
section 7.1), compliance regimes, privacy expectations, internal systems, and business processes that 492 
might impact integration of an mDLs. Engagement with standards bodies informed the profiles and best 493 
practices in our implementation and enabled the NCCoE to serve as a feedback loop, providing 494 
implementation experience to advance the state of the standards. Our state partners and the American 495 
Association of Motor Vehicle Administrators (AAMVA) provided crucial context from the issuer’s 496 
perspective, including wallet support decision-making process, trust frameworks, and accessibility/user 497 
experience concerns. Technology providers in the mDL ecosystem, such as digital wallets, verifiers, and 498 
identity management systems, provided subject matter expertise on current state of mDL components 499 
and how to design an architecture that would meet the needs of financial institutions.  500 

The output of these discussions and working sessions resulted in the artifacts and resources on our NIST 501 
pages site, as well as this practice guide. 502 

4.1 Project Collaborators   503 

The NIST project team would like to acknowledge the CRADA consortium that helped us realize the mDL 504 
project. The technology collaborators who participated in this project submitted their capabilities in 505 
response to a Federal Register notice. Respondents with relevant capabilities, products, or subject 506 
matter expertise were invited to sign a CRADA with NIST, allowing them to participate in a consortium to 507 
build this example solution. We worked with: 508 

Table 1. Project Collaborators 509 

Organization(s) / Project Collaborator(s) 

1Password MATTR Limited 

American Association of Motor Vehicle 
Administrators (AAMVA) Microsoft Corporation 

California Department of Motor Vehicles Navy Federal Credit Union 

Capital One New York State Department of Motor Vehicle 

https://1password.com/
https://mattr.global/
https://www.aamva.org/
https://www.aamva.org/
https://www.microsoft.com/enus
https://www.dmv.ca.gov/portal/
https://www.navyfederal.org/
https://www.capitalone.com/
https://dmv.ny.gov/
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Organization(s) / Project Collaborator(s) 

Department of Homeland Security (DHS), 
Science and Technology Directorate Ohio Bureau of Motor Vehicles 

Georgia Department of Driver Services Open Identity Foundation (OIDF) 

Google PNC Bank 

Idemia Raymond James 

iLabs SpruceID 

JP Morgan Chase Synchrony 

Kentucky Transportation Cabinet US Bank 

Maryland Department of Transportation Wells Fargo 

 Yubico 

510 

https://www.dhs.gov/science-and-technology
https://www.dhs.gov/science-and-technology
https://www.bmv.ohio.gov/
https://dds.georgia.gov/
https://openid.net/
https://www.google.com/
https://www.pnc.com/
https://www.idemia.com/
https://www.raymondjames.com/
https://www.ilabs.ai/
https://spruceid.com/
https://www.jpmorganchase.com/
https://www.synchrony.com/
https://transportation.ky.gov/Pages/Home.aspx
https://www.usbank.com/index.html
https://mdot.maryland.gov/pages/home.aspx
https://www.wellsfargo.com/
https://www.yubico.com/
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5 A Brief Introduction to VDCs and MDLs 511 

Before detailing the architecture and build developed for this project, the reader should have a basic 512 
understanding of the VDC ecosystem. The following section will provide a brief introduction to the 513 
minimum concepts needed to understand the workflows in this guide. For a more detailed discussion on 514 
the concept and standards in this ecosystem, please consider our blog series. 515 

5.1 An Overview of VDCs 516 

At their core, VDCs are a digital representation of a credential or attribute(s) that can be 517 
cryptographically validated. They are stored in a dedicated application called a digital wallet. VDCs come 518 
in many forms, including government credentials (e.g., driver’s licenses), education credentials (e.g., 519 
diplomas), proof of coverage (e.g., health insurance), or proof of specific personal characteristics or 520 
attributes (e.g., age over 21). VDCs can be presented both online and in person. For example, a mobile 521 
driver’s license on a smartphone can be used to verify an identity with a TSA agent before boarding a 522 
plane or presented to a web browser online to verify identity before opening a new account. 523 

 

Figure 2. Verifiable Digital Credentials 524 

5.1.1 The VDC Trust Model 525 

In the VDC ecosystem, trust is established through a three-party model: 526 

• The issuer – The issuer, such as a government agency, financial institution, or university, is 527 
trusted to accurately prove a person’s identity or attributes and cryptographically sign the 528 
credential. 529 

• The wallet – The wallet controlled by the user, is trusted to securely store the credential, 530 
protect private keys, authenticate the user, and present the credential to the verifier. 531 

• The verifier – The verifier trusts the issuer’s signature and public keys and validates the 532 
credential’s authenticity and integrity, without needing to contact the issuer directly.  533 

https://www.nist.gov/blogs/cybersecurity-insights/digital-identities-getting-know-verifiable-digital-credential-ecosystem
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While there are other important components when implementing VDCs (See section 5.3), this three-534 
party model creates the foundation for issuing cryptographically backed credentials from trusted 535 
authorities that can be accepted and verified by third parties. 536 

 
Note: The term “mDL holder” frequently appears in mDL discussions. In some contexts, 
it refers to the wallet that stores the mDL; in others, it refers to the human to whom the 
mDL was provisioned. Throughout this document we use the term “digital wallet” or 
“wallet” when talking about the application storing the mDL and use the term mDL or 
VDC “holder” when referring to the person the mDL was issued to.  

5.2 An Overview of mDLs 537 

mDLs are a specific type of VDC. They are differentiated from other VDCs by three primary 538 
characteristics: 539 

• Issued by Governments or authorized jurisdictions – just like physical driver’s licenses, mDLs 540 
are issued by the same authorities. In some cases, state IDs, which do not convey driving 541 
privileges may also be referred to as an mDL. 542 

• Digital version of Physical Driver’s License – mDLs are a digital version of your driver’s license 543 
that contains all the same information, such as name, address, date of birth, eye color, height, 544 
portrait images, etc.  545 

• Defined by International Standard – while VDCs may be issued as one of several credential 546 
formats, mDLs are issued as a highly specified mobile document (mdoc) under ISO 18013-5, with 547 
rigorous provisioning and lifecycle management protocols defined by ISO/IEC 23220. Under ISO 548 
standards, mDLs have predefined attributes, data structures, and cryptographic features that 549 
make them suitable for high-assurance government credentials. 550 

mDLs build upon and extend the driver’s license infrastructure already deployed in the U.S.  Many states 551 
are rapidly moving from pilot programs to full deployments, offering citizens the option to have an mDL 552 
remotely issued to their wallet. mDLs can be presented in person or online. The Transportation Security 553 
Administration (TSA) now accepts mDLs from certain states at checkpoints for travel. This project 554 
demonstrates how mDLs can be used in online use cases.  555 

5.3 Other Components in the VDC Ecosystem 556 

While the issuer, wallet, and verifier form the core of the VDC ecosystem, deploying VDCs requires 557 
several other important components that enable their value. Figure 3 below highlights how these 558 
components might interact.  559 

https://www.nist.gov/blogs/cybersecurity-insights/digital-identities-getting-know-verifiable-digital-credential-0
https://www.nist.gov/blogs/cybersecurity-insights/digital-identities-getting-know-verifiable-digital-credential-0
https://www.aamva.org/jurisdiction-data-maps#anchorformdlmap
https://www.aamva.org/jurisdiction-data-maps#anchorformdlmap
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Figure 3. Presenting Verifiable Digital Credentials 560 

Beyond the issuer, wallet, and verifier, the following components support the VDC ecosystem: 561 

 Trust Service – Trust services may take many forms, but in general act as an integration point 562 
that enables relying parties to access cryptographic keys generated by issuers more easily. 563 
Rather than each relying party communicating with each issuer, trust services may operate as a 564 
hub-and-spoke model, allowing replying parties to integrate with a single service and access 565 
cryptographic keys from multiple issuers.  566 

 Relying Party (RP) – A relying party is an entity that depends upon a verifier’s assertion of a 567 
VDC, typically to process a transaction or grant access to information or a system. Examples of 568 
relying parties include banks, government agencies, healthcare institutions, and other entities 569 
that may request that individuals present their VDC as part of an online or in-person transaction.  570 

 
Note: Standards in the VDC ecosystem often talk about verifiers and relying parties 
interchangeably. In this document, they are discussed separately to highlight the 
distinction between the technical functions that verifiers provide when processing a 
VDC and the relying party's business processes and technologies that rely on the 
verifier's output. This distinction can be useful, even if, in practice, the verifier may 
be run or reside on the relying party’s systems. 

 Identity Management System (IDMS) – Identity Management System is a general term that 571 
refers to software responsible for handling an array of different identity-related functions, such 572 
as account creation, issuance of authenticators, access management, and account recovery. In 573 
the VDC ecosystem, the IDMS is often a back-end service to a web application. It might contain 574 
the verifier code, integrate with third-party verifier software, engage with a trust service, or 575 
handle account actions that would require the user to present their VDC.576 
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Users may present VDCs online to relying parties through a mobile application or through a browser
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6 Architecture & Build 577 

This section defines the architecture and reference design developed in collaboration with our 578 
consortium. It highlights our approach to developing the architecture, including decisions and 579 
assumptions made, as well as the components, standards, and best practices used.  580 

6.1 Defining an mDL User Journey at a Financial Institution 581 

Before the NCCoE could build an mDL architecture, our team needed to understand the desired end 582 
state for the online presentation of an mDL at a financial institution. Through discussion with our 583 
financial institution partners and consortium members, a consensus was reached to demonstrate the 584 
following capabilities:  585 

1. Account Application – Illustrate a journey from the perspective of an “applicant” who applies 586 
for a new bank account using an mDL as evidence to verify their identity in alignment with CIP 587 
requirements. 588 

2. Digital Enrollment – After account approval, show a “customer” setting up online account 589 
access, using an mDL to confirm that the user accessing the account is the same user who 590 
applied for the account, and subsequently issuing the user a Passkey (or other phishing-resistant 591 
authenticator) for future authentication.  592 

3. High Risk Transaction Authorization – Demonstrate a customer attempting to make a high-risk 593 
transaction who is put through mDL re-verification flow to confirm they are in possession and 594 
control of the mDL linked to their account, and provide the financial institution with an 595 
additional security signal before authorizing the transaction. 596 

This user journey set the goalpost for our final demonstration and informed the architectural decision 597 
later to include a fictitious “NCCoE Bank” as our financial institution. It’s worth noting that these 598 
capabilities can and will vary in operational implementations based on the needs of the FI and the 599 
technologies available to them.  600 

6.2 Architecture Decisions & Assumptions  601 

This section describes key decisions and assumptions made in collaboration with our consortium 602 
members to support our build architecture. Readers should note that while our decision path resulted in 603 
this architecture, it is only one potential implementation. Organizations in other sectors or regulatory 604 
environments may confront different decision points that shape their final architecture.     605 

6.2.1  Centralized IDMS and Verifier 606 

In initial discussions with our technology, SDO, and financial institution partners, there was consensus 607 
that for the financial industry to adopt strong identity proofing and authentication—to include mDL 608 
verification—they needed a plug-and-play solution that can scale across all interactions between the 609 
financial institution and the customer, referred to as consumer touchpoints. To enable this, we 610 
implemented a standards-based, centralized, scalable IDMS and verifier.   611 



INITIAL PUBLIC DRAFT 

NIST SP 1800-42A: Digital Identities—Mobile Driver’s License (mDL) 15 

Centralized Verifier  612 

While it is conceivable that large Financial Service providers may choose to implement multiple verifiers 613 
(typically for resilience or to potentially deal with different presentation protocols) a single central 614 
verifier integrated with the IDMS offered a pattern that limited integration complexity while supporting 615 
scaled integration across enterprise-wide services. 616 

Centralized Identity Management System (IDMS) 617 

Although individual applications may provide limited identity services, the build team elected to 618 
leverage a dedicated enterprise Identity Management System (IDMS) to serve as the bank’s central 619 
orchestration layer. In this architecture, the IDMS coordinates the entire account opening process 620 
initiated by the mDL holder, supporting a compliant and seamless workflow. This includes managing 621 
critical regulatory steps such as capturing appropriate notice and consent, while aggregating mDL data 622 
with additional verification details (i.e., Taxpayer Identification Numbers) required to align with CIP 623 
mandates. This design empowers financial institutions to customize the orchestration logic, controlling 624 
exactly which attributes are validated in transit and which persist within the FI’s backend systems to 625 
align with risk and business objectives. 626 

By centralizing mDL verification and authentication within the IDMS, the bank requires only a single 627 
integration point, allowing all customer touchpoints to programmatically leverage this capability at 628 
scale. This replicates an enterprise service model that maximizes value across the FI’s entire portfolio, 629 
consistent with industry input from our collaborators. 630 

Integrating the verifier into this orchestration layer also allows banks to extend their existing policies, 631 
governance frameworks, logging, and auditing mechanisms to mDL data. Attributes derived from the 632 
mDL are processed consistently with other identity data subject to the same consent, attribute release, 633 
risk evaluation, and audit requirements already enforced by the IDMS. This approach prevents the 634 
creation of parallel identity silos, minimizes integration complexity, supports asynchronous mDL 635 
presentation to account activation processes and ensures that mDL adoption fits naturally into a bank's 636 
broader Customer Identity and Access Management (CIAM) strategy. 637 

6.2.2  Use of Software as a Service (SaaS) products  638 

As with most modern technology deployments, there are multiple patterns and architectures that can 639 
be used to achieve desired outcomes, depending on the implementing organization's risk appetite and 640 
preferences. Notably, organizations have a plethora of options available to them on where and how to 641 
deploy software. For this project, we prioritized SaaS products for several key components—notably our 642 
verifier and our IDMS. This was done for several reasons: 643 

• Using SaaS allowed the project to rapidly integrate multiple disparate services with minimal 644 
resources. As NIST is not an operational entity and the outcome was not intended to be a long-645 
term operational service, this approach allowed us to deliver maximum value with minimal cost 646 
and resources.  647 

• SaaS also enabled us to make use of the expertise offered by our SaaS partners to deploy and 648 
maintain their software. IDMS and verifiers are complex software that often require substantial 649 
experience to operate effectively and troubleshoot when issues arise. This is particularly true 650 
with respect to the MATTR verifier, which is implementing standards and protocols that evolved 651 
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as the project progressed. This gave us the greatest chance for success, given we were “building 652 
the plane while flying it.”  653 

While SaaS services offer substantial benefits, they also have drawbacks. SaaS products hosted in 654 
different environments do introduce new threats by allowing attackers additional pathways into the 655 
mDL verification process. For example, communications crossing boundaries between the Verifier, 656 
IDMS, and Core Banking Service could be intercepted, forged, or replayed and used to compromise 657 
aspects of the mDL trust model. While many of these can be mitigated through common, standards-658 
based controls, the threat of exposure is increased, and some organizations may choose alternative 659 
architectural patterns.  660 

As mDL become operational, several viable deployment alternatives exist. Most notably the deployment 661 
of verifier, IDMS, and core banking systems in a common, Financial Services controlled infrastructure. 662 
This could be on-premises, Infrastructure-as-a-Service (IaaS), private cloud, or similar. Direct control 663 
over the infrastructure provides FIs with greater confidence and visibility into the controls and 664 
protections applied to the mDL verification functions and the data involved in the process. Additionally, 665 
such an architecture can be deployed with fewer exposures as data does not need to be communicated 666 
over the internet to components residing in different trust domains, infrastructure, or networks. During 667 
the project this was indicated as the increasingly preferred deployment pattern among FIs with the 668 
resources to deploy, operate, maintain, and troubleshoot the respective software components.  669 

 
Caution: Cloud based services, such as SaaS verifiers bring many benefits but also carry 
risk. Organizations seeking to make use of cloud service providers should have a detailed 
understanding of how the cloud services are architected and carefully evaluate risk to 
ensure that the service fits their risk profiles and that appropriate protections are 
deployed by the service provider.  

6.2.3 User Experience Expectations 670 

Financial institutions devote significant resources to UX development to promote customer retention 671 
and satisfaction. Any “friction” introduced could result in outcomes such as potential customer 672 
abandonment during the account application process. Thus, our build sought to enable a seamless 673 
experience across the account application and identity proofing process. This meant providing a 674 
consistent experience and reducing confusion as the user interacted with and between the banking 675 
website and the IDMS. This also meant limiting the number of clicks, manual input fields and pop ups to 676 
only those needed to guide the user through the process and provide necessary information such as 677 
user consent. Additionally, efforts were taken to implement consistent branding, color schemes, and 678 
optimizations where possible for mobile and desktop web browsers. 679 

6.2.4 Use of Digital Credentials API and Avoiding Custom URI Schemes 680 

From the start of this project, the build team wanted to prioritize using the W3C Digital Credentials API 681 
(DC API). Before the existence of the DC API, application developers were left with the task of managing 682 
the wallet and credential selection mechanism between the device and the verifier. This often resulted 683 
in wallets on mobile devices being invoked by a custom Uniform Resource Identifier (URI) scheme—a 684 
mechanism that allows applications to register a unique URI prefix with the operating system. This 685 
pattern creates a problematic user experience where little information is presented to the user before 686 
the wallet is invoked. It can also result in credentials that are non-responsive to verifier requirements 687 
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being invoked and are unable to support the wallet selection if credentials are present in multiple 688 
wallets. Further, once a wallet is selected, there is a context switch that makes it difficult for users to 689 
return to the original website if the user is accessing the website from the same device as the wallet.  690 

The DC API offers UX improvements over the custom URIs by showing the user which application is 691 
making the wallet request and displaying a consistent view of the queried credentials and attributes 692 
being requested from the credential. This enables the user to make an informed decision and proceed 693 
with presenting their mDL with increased context.  694 

The DC API further enhances VDC request and presentation by providing more robust security than 695 
custom URI. In the custom URI flows, the QR code for wallet invocation is presented by the verifier and 696 
not through the browser. By using the DC API and integrating with platform APIs this technique allows 697 
the presentation method to make use of FIDO’s Client to Authenticator Protocol [2]. This protocol 698 
enforces proximity by establishing a secure connection between the primary device (e.g., the laptop) 699 
and the device hosting the VDC. This feature ensures that the device with the credential is in close 700 
proximity to the device requesting the presentation, preventing phishing attacks in which a bad actor 701 
initiates a presentation on their own device and relays the QR code via a malicious website visited by the 702 
legitimate credential holder.   703 

In summary, because of the security and user experience benefits of the DC API, we expect that it will 704 
become a W3C recommendation and be widely adopted across the web browser ecosystem. Refer to 705 
section 8.2.7 for more discussion on this topic.  706 

6.2.5  Representative Core Banking Capabilities 707 

Due to the complex and sensitive nature of banking systems, it was not feasible for any of our financial 708 
institution collaborators to provide a demonstration banking system that could integrate with our 709 
architecture. Therefore, in the early stages of this project, the consortium reached a consensus that 710 
building a representative bank would better support the project’s goals and timelines. The core 711 
technical team then surveyed several open-source projects that could provide “core-banking” 712 
capabilities as described in section 4.3.2 and chose Fineract as the development banking platform.  713 

6.2.6 Attribute Validation Capabilities 714 

Not all attributes needed for alignment with CIP are available from the mDL data model. Additionally, 715 
financial institutions may want to compare user (e.g., phone number or email address) or device 716 
attributes against established fraud services to further increase confidence in transaction security. As a 717 
result, the project team identified early on that any architecture would need to illustrate the capability 718 
to validate additional attributes. This capability would acknowledge mDLs as a complement to current 719 
identity verification processes rather than a wholesale replacement.  Time and scoping constraints 720 
prevented the integration of a commercial, SaaS-based attribute validation and fraud detection 721 
platform; therefore, the project team decided to develop a system that mimicked the electronic Consent 722 
Based Social Security Number Verification (eCBSV) Service created by the Social Security Administration 723 
(SSA). SSA developed eCBSV to facilitate “accepting and comparing fraud protection data provided 724 
electronically by a permitted entity.” eCBSVs open specification and wide acceptance as a valuable 725 
service for FIs, made it an ideal choice to mock in our demonstration, which enabled our banking system 726 
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to verify if an applicant’s Social Security Number, name, and date of birth combination matches (test) 727 
Social Security records. 728 

6.2.7 Use of mDL for Authentication 729 

VDCs can feasibly be used for a number of purposes in potential customer-facing processes, including 730 
identity verification, authentication, account recovery, and high-risk transaction authorization. However, 731 
using mDLs for authentication requires the driver’s license number (along with the state issuer) to be 732 
conveyed at each usage to support account linking. For this reason, the project team decided not to use 733 
mDLs for authentication.  734 

 
Caution: Frequently conveying a reusable identifier for transactions, coupled with 
conditioning users to routinely present a credential that contains identity information, is 
undesirable. Technology specifically designed for authentication scenarios—such as 
passkeys (see section 6.4.2.2)—should be chosen for day-to-day user authentication. 

Due to the far less frequent nature of identity proofing (typically one-time per institution or for account 735 
recovery) and high-risk transactions (only when certain thresholds were met), these were deemed the 736 
most valuable scenarios for mDL as a credential type.  737 

6.2.8 Local Versus Server-Side Holder Verification  738 

As discussed in the use case, FIs must understand the third party risk they are accepting from issuers 739 
and wallets, and will seek to implement risk mitigations where appropriate. Some FIs may choose to 740 
implement a server-side biometric match during mDL presentment to address the lack of information 741 
available about the wallet’s ability to authenticate the user locally. This match would compare the 742 
portrait image on the mDL with a selfie image collected from the user during mDL presentment. The 743 
NCCoE and its collaborators decided not to demonstrate this as part of the mDL project. While server-744 
side biometric matching may give RPs additional confidence that the person presenting the mDL is the 745 
rightful mDL holder, it also introduces user friction which might result in orphaned accounts, creates 746 
privacy concerns through the collection of a biometric reference that must be managed by the RP and is 747 
susceptible to biometric injection attacks at scale. Ultimately, the NCCoE team determined that the risks 748 
of server-side biometric matching outweighed its marginal security benefit. 749 

Instead, the NCCoE chose to demonstrate online presentation flows using local device authentication to 750 
unlock the mDL. This was done for several reasons: 1) local authentication preserves the privacy of users 751 
and enables a more efficient workflow, and 2) the signed, device bound nature of the credential coupled 752 
with local authentication, and proximity enforced through CTAP mitigates the vast majority of attacks 753 
that threaten FIs at scale today (e.g., fake documents, social engineering, and presentation attacks). This 754 
provides a streamlined, privacy-preserving workflow that is notably more secure than current CIP 755 
processes. It does not, however, eliminate all threats.  756 

The NCCoE recognizes there are inconsistencies in how wallets perform holder authentication—some 757 
make use of device unlock, others use a biometric specific to the credential. Each of these permutations 758 
provides different security characteristics. Notably, wallets that make use of device unlock are 759 
susceptible to a close associate presenting an mDL for which they are not the rightful holder. However, 760 
to achieve this they would need to have physical access to the device and either 1) be enrolled on the 761 

https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/building-mdl-assurance/index.html
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device (for example having your spouse’s face enrolled to unlock your phone), or 2) have knowledge of 762 
an unlock secret (for example sharing the pin to unlock your phone with child) from presenting an mDL 763 
that does not represent them. In either case, this type of compromise is limited to a single device and 764 
user credential and is not subject to the same level of scalability of most threats to identity proofing that 765 
banks face today. Furthermore, as the mDL ecosystem evolves, standards, best practices and wallet 766 
capabilities for device holder authentication are expected to improve as well as the availability of 767 
information on holder authentication practices to the FIs and other RPs.   768 

 
Caution: FIs should evaluate the risk to individual transactions they support and 
determine whether the benefits of server-side biometric match outweigh the potential 
drawbacks.  Information from the issuers about the holder authentication processes 
supported by wallets into which they issue credential should be evaluated to determine 
if local holder authentication is available and sufficiently mitigates anticipated risks.  

6.2.9 Cross-Device and Same Device Presentation 769 

mDLs are presented by holders in two scenarios – cross and same device. In a cross-device scenario, the 770 
mDL holder presents their credential from a mobile device through an interaction with a website on a 771 
separate desktop or laptop computer. In same device scenarios, all interactions occur on the mobile 772 
device. This demonstration chose to implement the cross-device flow to narrow the project scope. This 773 
practice guide will be updated in the future to include same-device scenarios.   774 

6.3 Build Components 775 

This section highlights the architecture components we deployed in the NCCoE lab environment. For a 776 
more general overview of components in the mDL ecosystem, please consider the "Digital Identities: 777 
Getting to Know the Verifiable Digital Credential Ecosystem” blog post. Implementers are encouraged to 778 
visit the project’s supplementary website, which describes configuration details of each component.  779 

Table 1 enumerates the products we used to build out the NCCoE Architecture. This includes a mix of 780 
products from our CRADA collaborators and components developed by the NCCoE using open-source 781 
software. Column 4 highlights the function of each component, demonstrating our capabilities listed in 782 
Section 6.1.   783 

 
Tip: Video demonstrations of the NCCoE build are available here. Readers may benefit from 
taking a few minutes to see this architecture in action before reading through the 
components, flows, and how it was built.  

https://www.nist.gov/blogs/cybersecurity-insights/digital-identities-getting-know-verifiable-digital-credential-ecosystem
https://www.nist.gov/blogs/cybersecurity-insights/digital-identities-getting-know-verifiable-digital-credential-ecosystem
https://pages.nist.gov/nccoe-mdl-project-static-website/
https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/demonstration-videos.html
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Table 2. Architecture Technology Contributions 784 

Component Collaborator(s) Product  Function 

Mobile 
Driver’s 
License Issuer 

Maryland 
Department of 
Transportation 
California 
Department of 
Motor Vehicles 

State mDL test 
credentials 

Test mDL credentials were 
issued to state-approved 
wallets and presented to the 
MATTR verifier to test and 
demonstrate the NCCoE 
Architecture 

Wallet 
Applications 

Google 
MATTR 
SpruceID 

Google Wallet 
 
MATTR Kakapo 
Wallet  
 
California DMV 
Wallet 

• mDL Storage and Protection 
• mDL holder authentication 
• mDL holder consent 
• Presentation of the mDL to 

the verifier 

Trust Service AAMVA Digital Trust 
Service (DTS) 

Provide the Verifier with access 
to the valid public keys that 
correspond to the test mDL 
credentials 

Identity 
Management 
System 

Microsoft Microsoft Azure 
Active Directory 
Business to 
Consumer (B2C) 

• Passkey enrollment and 
authentication 

• Directory services storing 
credentials, profile data, and 
the banking system’s 
application registration 

• Create account application 
and digital enrollment identity 
validation workflows  

• Create and protect Encryption 
keys used for signing and 
validating tokens  
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Component Collaborator(s) Product  Function 

Verifier MATTR  MATTR VII • Initiating verification via QR 
codes (cross-device flows) or 
deep links (same-device flows) 

• Requesting a verifiable 
presentation from a credential 
stored in a digital wallet 

• Verifying the cryptographic 
signature of received 
verifiable presentations 

• Verifying the cryptographic 
signature of the received 
verifiable credential and 
accepting the issuer  

Bank-end 
Banking 
Services 

NCCoE 
Developed 

Laravel Open-
Source Software 

A system that enables a scoped 
set of banking functions, 
provides an API to facilitate 
front-end interactions, and 
provides a client to the core 
banking services 

Core Banking 
Services  

NCCoE 
Developed 

Apache Fineract 
Open-Source 
Software 

System(s) that facilitate 
financial services such as 
opening new accounts and 
processing transactions (e.g., 
deposits, withdrawals, and 
transfers).  

Verifier 
Mediation 
Service 

NCCoE 
Developed 

Azure Functions A proprietary API that 
facilitates mDL verifier 
attribute retrieval on behalf of 
the IDMS. This service was 
custom developed using 
Azure’s serverless functions 
and leveraged the verifier’s 
documented management API. 

SSN Validation 
Service 

NCCoE 
Developed 

Laravel Open-
Source Software 

A system that emulates the 
functionality of the Electronic 
Consent Based SSN Verification 
(eCBSV) Service designed to 
validate social security 
numbers.  

https://www.ssa.gov/dataexchange/eCBSV/documents/Technical%20Information%20Document%20for%20eCBSV.pdf
https://www.ssa.gov/dataexchange/eCBSV/documents/Technical%20Information%20Document%20for%20eCBSV.pdf
https://www.ssa.gov/dataexchange/eCBSV/documents/Technical%20Information%20Document%20for%20eCBSV.pdf
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6.3.1 Reference Architecture  785 

Figure 4 is a graphical representation of the representative architecture we have implemented as part of 786 
the NCCoE Lab demonstration. This architecture is based on criteria that resulted from discussions with 787 
our industry collaborators and illustrates the general interactions between key components found in 788 
Table 1, while also highlighting some of the important protocols that were implemented as part of the  789 
architecture.  790 
 

 

Figure 4. Reference Architecture Cross-Device Flow 791 

As mentioned in section 6.2.8 this figure illustrates the cross-device flow we implemented. The cross-792 
device flow occurs when the user needs to present their mDL to a website or service that is not being 793 
accessed from the same device where the mDL is stored. The most common example is a user 794 
presenting an mDL stored in a wallet on their mobile phone to a website or service they have navigated 795 
to in the browser on their desktop or laptop. 796 

 
Caution: The NCCoE used open-source products to build out the example NCCoE Bank, its 
back-end services and the SSN validation service. Since this technology was used for 
demonstration purposes only and FIs will already have their banking services implemented, 
the NCCoE does not intend to release configuration files or code for these architectural 
elements. The NCCoE will publish the configuration used for the IDMS and verifier to support 
the deployment of mDLs and passkeys.  

https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/criteria.html
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While same-device flows are possible and will be common in the mDL ecosystem, this project chose to 797 
implement the cross-device flow initially to limit project scope.  798 

The cross-device flow makes the following assumptions: 799 

1. A banking customer navigates to a banking service and engages in an action that requires them 800 
to present their mDL. For the NCCoE project, the customer will be required to present their mDL 801 
for identity proofing when opening a new financial account and for step-up verification when a 802 
user conducts a high-risk transaction. 803 

2. The customer has an mDL provisioned to the digital wallet on their mobile device and chooses 804 
to present it to the banking website, which they are accessing from a browser on a separate 805 
device.  806 

6.4 Architecture Capabilities 807 

This section details how our reference architecture in Figure 4 enables the capabilities we discussed in 808 
Section 6.1. The flows detailed in this section are all cross-device flows.   809 

6.4.1 Account Application Flow 810 

The account application flow is the beginning of the user journey where the goal is to use an mDL to 811 
identity proof an “applicant” applying to open a financial account. A video demonstration of this flow 812 
can be seen here. In this flow, the applicant navigates to the NCCoE Bank webpage, selects the type of 813 
account they wish to apply for, and is then entered into the identity proofing process. This process 814 
includes three steps: 815 

1. Email address and phone number verification. To ensure the bank can contact the applicant, they 816 
must link an email address and phone number to their account. This linking is accomplished by 817 
sending separate 6-digit codes via email and SMS to verify that the applicant is in possession of and 818 
controls the email and phone number provided to the bank. These codes are then entered by the 819 
applicant into the bank's web form and verified by the bank.  820 

2. Social Security Number (SSN) or Tax ID Number (TIN) validation. CIP compliance requires that 821 
financial institutions collect and validate the applicant's SSN or TIN. For the NCCoE build, we opted 822 
to demonstrate the SSN and built out an example SSN validation service as discussed in Section 823 
6.2.6. The applicant enters their SSN in the web form, and the banking back-end validates that the 824 

 
Definition: Cross-device flow, as defined by OpenID4VP, is “when an End-User presents a 
Credential to a Verifier interacting with the End-User on a different device than the device on 
which the Wallet resides.” 

 
Note: The architecture above refers to cross-device scenarios in which the user accesses an 
online service. Cross-device flows could occur in person, such as a user walking up to a 
terminal and scanning a QR code or tapping an NFC reader.  

 
Note: The NCCoE is building a demonstration mobile app that will connect to our back end 
and implement the same device architecture. This guide will be updated as the build 
progresses to highlight specific considerations related to same-device presentation.  
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applicant’s name, date of birth, and SSN match a valid record. In production, this would often be a 825 
third-party service; however, for the purposes of this build, the SSN validation service resides on the 826 
bank of NCCoE infrastructure.  827 

3. Presentment of the mDL and collection of the remaining CIP attributes. The applicant may use 828 
their mDL to prove their identity. When selected, they are presented with a QR code that they scan 829 
with their device camera to invoke their wallet. To access their mDL, the applicant is asked to 830 
complete verification on device (biometric or PIN, based on what the wallet supports). Upon 831 
successful authentication, the applicant consents to presenting their information and the wallet 832 
responds to the initial request with the applicant's information from the mDL needed to meet CIP 833 
requirements. The verifier cryptographically verifies the data and passes it to the IDMS.  834 

Upon completing the above three steps, the applicant confirms their information is accurate and 835 
submits their account application.  836 

To demonstrate how our architecture supports the account application flow, Figure 5, Figure 6, and 837 
Figure 7 below detail the sequential interaction of our components.  838 

 
Note: This project specifically chose to allow the applicant to apply for a financial account 
before digitally enrolling them and provisioning an authenticator. This choice was made 
based on explicit feedback from our financial institution partners: that the applicant's goal is 
to be approved for and open the financial account, and that any additional steps in that 
process could be detrimental to that goal.  
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Figure 5. User Initiates Application Process 839 

Steps 1-3 The applicant initiates the flow at the banking website by selecting the account they 
wish to create. The banking website logic then triggers the identity verification process 
with a browser redirect to the IDMS via an OpenID Connect authorization request,3 
which includes the Account Application user journey identifier to indicate which 
workflow Azure AD B2C will use. 4 

Steps 4-6 The IDMS recognizes the Account Application user journey identifier in the authorization 
request and proceeds to collect the applicant's email address, phone number, and 
SSN/TIN. 

Steps 7-8 Upon successful validation of the email address and phone number, the IDMS requests 
the applicant's consent to collect mDL attributes. 
 

At this stage the IDMS invokes the verifier SDK with a query language—Digital Credential Query 840 
Language (DCQL)—that allows a verifier to request a verifiable presentation from a wallet that matches 841 

 
3 The demonstration uses the authorization code flow with Proof Key for Code Exchange (PKCE). The details of 
these interactions are not shown in Figure 5 or Figure 6. Review Azure AD B2C documentation for detailed 
implementation details.  
4 The demonstration IDMS extends the standard OAuth 2.0 flows by adding a policy parameter which specifies the 
user flow to run. Review Azure AD B2C documentation for detailed implementation details.  

https://learn.microsoft.com/en-us/azure/active-directory-b2c/authorization-code-flow
https://learn.microsoft.com/en-us/azure/active-directory-b2c/authorization-code-flow
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a query. When used in an OpenID4VP transaction, a DCQL query enables the wallet to display to 842 
applicants the attributes being requested and credentials on their device that meet the parameters of 843 
the request. The SDK also requires a challenge (i.e. nonce) to be generated by the relying party. The 844 
challenge ensures the security and integrity of the credential verification process by preventing replay 845 
attacks and verifying the authenticity of each request and response [14]. Finally, the SDK is instructed to 846 
use a “cross-device” flow (as described in section 6.2.8) in which the applicant’s wallet is invoked via a 847 
QR code device engagement. To complete the transaction, the applicant scans the QR code presented in 848 
their browser as part of the DC API. 849 
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 850 

 

Figure 6. mDL Verification Using the DC API 851 
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Steps 1-6 The DCQL query (see Figure 14) requests attributes that support the bank’s Customer 
Information Program. The SDK then creates an OpenID4VP authorization request 
which is relayed to the applicant’s wallet via the Digital Credential API operating out 
of the applicant’s browser. 

Steps 7-14 After the applicant completes the Digital Credential API cross-device workflow, the 
mDL attributes are transmitted to the verifier and a session identifier is returned to 
the IDMS through the verifier SDK. The IDMS creates an association, which is 
accessible later in the flow through temporary storage, of the session verifier 
identifier and the active application. The IDMS then submits the verifier session 
identifier to the bank verifier mediation service API where it retrieves the mDL 
attributes which are subsequently encrypted in a JSON Web Token formatted token. 

Step 15 The attributes, including the encrypted JWT, are returned from the bank’s verifier 
mediation service to the IDMS where the mDL Document Number and Issuing 
Authority attributes are hashed and persisted as an identifier for the applicant. This 
identifier is stored in the applicant’s directory object which is created as the final step 
of the IDMS user journey.  

852 
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Figure 7. Collection of Additional User Identity Information and Application Completion 853 
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Steps 1 The Account Application flow concludes with the IDMS displaying the returned 
attributes from the verifier mediation service to the applicant. The applicant confirms 
that the attributes are accurate and submits the web form. 

Steps 2-6 The IDMS processes the form and redirects the applicant’s browser back to the 
banking website via an OpenID Connect Authorization response. The banking backend 
then uses the returned authorization code to retrieve an access token from the IDMS. 
The returned token signals to the bank that the application has been completed, and 
the flow should proceed.5 

Steps 7-12 Next, the banking system uses the IDMS’ internal identifier returned in the token to 
retrieve the applicant’s SSN via a backchannel API call to the IDMS. The SSN is added 
to the existing encrypted JWT associated with the applicant’s profile in the banking 
system’s data storage. 

Steps 13-15 The banking system checks the applicant’s SSN against the validation service to 
ensure that the name and date of birth attributes correlate to the mDL. Upon 
successful validation, the banking system considers the applicant a customer and 
creates the requested account product.  

Step 16 The bank notifies the new customer that their account has been approved and that 
they should initiate the digital enrollment flow via a one-time-use URL. This is 
presented via email for this demonstration.  

6.4.2 Digital Enrollment Flow 854 

The digital enrollment flow is the second step in our user journey. The goal of digital enrollment is to 855 
allow an approved applicant, who is now a “customer”, to setup online access and management of their 856 
financial account. This includes provisioning the customer with an authenticator for subsequent login to 857 
the account.  858 

6.4.2.1 Synchronous and Asynchronous Digital Enrollment Flows 859 

Once the applicant has completed the application process, the financial institution must approve or 860 
reject the application. This process will differ based on the type of financial account requested, the 861 
information provided during identity proofing, and internal financial institution checks (e.g., fraud, 862 
OFAC, credit checks). For some applications, the financial institution might offer instant account 863 
approval, while others might have a waiting period as the bank executes its internal decision-making 864 
processes. We refer to these user experiences as the synchronous (instant approval) and the 865 
asynchronous (user must wait for account approval) flows. The type of flow that occurs affects how the 866 
approved applicant progresses to phase two of the user journey, the digital enrollment flow.   867 

In the synchronous flow, the applicant is instantly approved and immediately offered the option to 868 
digitally enroll. Because the customer remains in the same browser session used to apply for the 869 
account, the bank has high confidence that the applicant who applied for the account is the same 870 

 
5 In all demonstration capabilities, a unique OpenID Connect callback URL is used to differentiate between user 
journeys. In the future, an Authentication Context Class Reference (ACR) claim will be included in the access token 
to closer align with a standards-based method to inform the relying party which authentication methods were 
satisfied.  
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person as the customer who is digitally enrolling. This allows for a streamlined user experience with no 871 
additional steps needed for the applicant to begin digital enrollment. 872 

In the asynchronous flow, however, the initial browser sessions are closed. This might occur because the 873 
applicant is told that the financial institution will reach out to them once a decision has been made on 874 
their application (i.e., “you’ll receive an email in the next 24 to 48 hours”) or could occur if the applicant 875 
is instantly approved but opts to end the browser session and digitally enroll at the later period in time. 876 
In either case, when the applicant, now a customer, initiates digital enrollment in a new browser 877 
session, the financial institution must verify that the person entering the digital enrollment flow is the 878 
same person who applied for and was approved for the financial account. Our demonstration 879 
accomplished this by having the customer re-present their mDL to facilitate the account linking.  880 

 

Figure 8 below details the asynchronous flow for digital enrollment, where the mDL is used for account 881 
linking, after the user initiates the flow through a link sent to them via email. 882 

 
Note: Account Linking - When using an mDL to link the customer to an account, the financial 
institution needs only to collect those attributes from the mDL necessary to uniquely resolve 
the individual to their account. In our demonstration, we used a hash value of the driver’s 
license number + the state issuer. Since driver’s license numbers should be unique within 
each state's system of record, this combination of attributes was enough to constitute a 
unique identifier. This account linking is expected to be infrequent and not a solution for 
recurring authentication as discussed in Section 6.2.7. It may also be used to support account 
recovery in the event of a lost authenticator. 
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Figure 8. Initiating the Digital Enrollment Process from the Banking System 

 

Step 1 The customer receives an e-mail stating that their application has been approved. The 
customer is directed to click on the enclosed link to set up online access to their 
account. 

Steps 2-11 The banking system ensures the enrollment code in the link is valid, then redirects the 
customer to the IDMS via an OpenID Connect Authorization Request where they are 
prompted for consent for mDL re-verification. Note: when this step is completed the 
user will present their mDL, the flow is the same what is illustrated in Figure 5. In this 
flow, the enrollee presents only their mDL driver’s license number and issuing 
authority attributes as described in the Account Linking note above, supported by the 
DQCL query in Figure 15 . 

6.4.2.2 Provisioning the Customer a Passkey  883 

While mDLs are highly useful during identity proofing, for day-to-day access to the financial account, it 884 
makes sense to provision the customer with a pseudonymous authenticator that does not require or 885 
pose the risk of revealing identity attributes. For this project, the consortium chose to provision 886 
Passkeys on the customer's device, enabling phishing-resistant authentication with the convenience of 887 
not typing a username or password or managing a security key.  888 
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889 

 
Tip: For all high assurance use cases, NIST recommends the use of phishing resistant 
authenticators. Phishing resistance is important because phishing attacks remain a common 
and effective way to gain unauthorized access to accounts and systems. Phishing attacks 
attempt to lure a user (usually through an email) into interacting with a counterfeit webpage 
or application and trick the user into revealing information (typically passwords or one-time 
codes) that can be used to masquerade as that user to the real web page or application. This 
project provisioned a phishing-resistant passkey to the customers device for authentication. 
For more info on phishing resistance authentication, please read our blog post on the topic. 

https://www.nist.gov/blogs/cybersecurity-insights/phishing-resistance-protecting-keys-your-kingdom
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Figure 9. Passkey Registration and Linkage to the Application 890 
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At this stage, the IDMS invokes mDL verification as documented in Figure 6 except for the attributes that 891 
are requested from the customer. In this flow, only the document number and issuing authority mDL 892 
attributes are requested through the DCQL query. 893 

Steps 1-8 Once the IDMS validates the customer’s mDL identifier,6 passkey registration begins. 
The customer’s browser generates a cryptographic keypair, with the public portion 
transmitted and persisted in the customer's account profile at the IDMS per the 
WebAuthn API.7 The customer will then be asked to authenticate on their device 
using a previously established biometric or PIN to complete the Passkey enrollment.  

Steps 9-17 The IDMS prompts the customer to access their online account and redirects the 
customer’s browser back to the banking website via an OpenID Connect 
Authorization response. The banking backend then uses the returned authorization 
code to retrieve an access token from the IDMS. The returned token signals to the 
bank that the customer has completed passkey enrollment and should be given 
access to their account, which is rendered in their browser. 

 

6.4.3 High Risk Transaction Authorization 894 

This flow is not part of the initial user journey but rather occurs when a customer attempts a transaction 895 
that is deemed high risk by the financial institution’s policy and triggers a step-up re-verification of the 896 
mDL. The financial institution may offer mDL re-verification as one of several options for authorizing a 897 
high-risk transaction but may also specifically ask for an mDL when the bank knows that the customer 898 
presented an mDL during the identity proofing process. mDL re-verification is one of many signals a 899 
financial organization might use to decide whether to authorize a specific transaction. Each FI should 900 
consider how to integrate mDL re-verification with additional signals when authorizing high risk 901 
transactions. 902 

 
6 Hashed value of document number and issuing authority concatenation.  
7 Passkeys in this demonstration’s context are configured to prefer native platform biometrics or a PIN to verify the 
user, however, implementations may differ across ecosystems.   

 
Note: While we did not demonstrate account recovery as part of this project, financial 
institutions may consider using mDLs as security signal and convenient element of the 
account recovery process, when a customer is unable to successfully authenticate. 
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Figure 10. Re-Verification for High-Risk Transaction Authorizations903 
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 Steps 1-6 The customer authenticates to the bank system via the IDMS using the passkey 
registered in Figure 8. The returned token contains an Authentication Context Class 
Reference value that denotes passkey authentication.  

Steps 7-10 The customer submits a transaction request exceeding the bank risk threshold, which 
triggers a redirect to the IDMS via an OpenID Connect Authorization Request with a 
parameter that requests mDL verification. The customer completes the mDL 
presentation as described in Figure 8. 

Steps 11-13 The customer’s browser is redirected back to the banking website via an OpenID 
Connect Authorization response. The banking backend then uses the returned 
authorization code to retrieve an access token from the IDMS.  

Steps 14-17 The updated access token is used with a new transaction request to the banking 
system, which is subsequently approved, granting the customer the ability to 
complete the high-risk transaction.   

6.5 Storage of Attributes and Meeting CIP Requirements 904 

Prior to the build phase, the project team agreed to a specific criterion in which the representative 905 
financial institution demonstrated storage of digital documents and associated data elements in a 906 
discrete repository in alignment with CIP retention requirements [15] (five years after the account has 907 
closed). The demonstration persists the required attributes in an encrypted format associated with the 908 
bank system’s customer profile record in the bank system’s internal database. A web-based 909 
administrative interface enables auditors (or other personnel) to decrypt and view the token associated 910 
with the banking customer. However, since the project timeline is much shorter than five years and only 911 
representative, it does not demonstrate production-level controls that an actual financial institution 912 
might implement (e.g., encryption key management, database access controls, etc.). A mapping of the 913 
minimum CIP retention requirements [16] to the representative demonstration can be found in the 914 
table below. Specific implementation details can be found on the project’s supporting resources site.  915 

Table 3. mDL Online CIP Threats and Mitigations 916 

CIP Reten�on Requirement Demonstra�on Capability 
All iden�fying informa�on about a 
customer (e.g., name, date of birth, 
address, and TIN). 

The demonstra�on stores the following atributes from the 
customer’s mDL in an encrypted token: 
 
First Name, Last Name, Birthdate, Issue Date, Expiry Date, 
Issuing Country, (State) Issuing Authority, Document 
(License) Number, Address, City, State, Zip Code 
 
The customer’s Social Security Number is also stored as a 
token atribute. 

A descrip�on of the document that the 
bank relied upon to iden�fy the customer. 

The encrypted token defines a Verification Type atribute. 
The demonstra�on uses a value mdl to indicate a mobile 
security object document type as defined by ISO 18013-5. 
This is associated with a �mestamp indica�ng the 
customer's verifica�on date.  

A descrip�on of the non-documentary 
methods and results of any measures the 

Non-documentary methods were not in the scope of the 
demonstra�on. 

https://pages.nist.gov/nccoe-mdl-project-static-website/


INITIAL PUBLIC DRAFT 

NIST SP 1800-42A: Digital Identities—Mobile Driver’s License (mDL) 38 

CIP Reten�on Requirement Demonstra�on Capability 
bank took to verify the iden�ty of the 
customer. 
A descrip�on of the bank’s resolu�on of 
any substan�ve discrepancy discovered 
when verifying the iden�fying informa�on 
obtained. 

Discrepancy scenarios were not in the scope of the 
demonstra�on.  

917 
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7 Threat Model 918 

This section presents a threat model that projects the threat landscape as mDLs become a core 919 
component of future verification systems. Threat modeling provides a structured approach to 920 
identifying and prioritizing security threats, and most financial institutions already perform some form of 921 
this activity. Threat models can be implemented using various methodologies, and this document does 922 
not prescribe a specific methodology; appropriate choices depend on an organization's maturity, 923 
available resources, and risk appetite and tolerance.  924 

7.1 mDL Security Capabilities 925 

mDLs offer a unique set of capabilities that can improve the security and reliability of identity proofing 926 
systems. While current online banking systems often use document authentication tools to detect 927 
tampering and verify the authenticity of physical IDs, mDLs eliminate the need for these tools by 928 
providing cryptographically verifiable claims, signed by a trusted issuer, that allow relying parties to 929 
validate the integrity and authenticity of the credential and the identity information it contains. This 930 
cryptographic underpinning makes mDLs significantly harder to forge or spoof, and real-time validation 931 
mitigates against the use of expired or revoked IDs. Device-level controls, such as biometric unlock, 932 
secure enclaves, and protected storage, provide strong proof of user possession and further reduce 933 
unauthorized use. mDLs also enable selective disclosure, so only the minimum set of identity attributes 934 
are shared, reducing data exposure and reuse risk.  935 

This combination of security capabilities also positions mDLs to mitigate threats from generative AI and 936 
the presentation or injection of “deepfakes”. 8,9 As the 2025 FS-ISAC annual cyber threat report notes, 937 
generative AI has made it fast, inexpensive, and accessible for criminals to produce images of convincing 938 
fake IDs.10 Rather than relying exclusively on images of IDs or videos of a face, mDLs enable relying 939 
parties to cryptographically validate identity attributes against a trusted authority.  940 

Table 4 below highlights common threats to identity proofing systems and ways in which mDLs are 941 
resistant to those threats.  942 

Table 4. CIP Requirement to Demonstration Capability Mapping 943 

Threat Threat Description mDL Mitigation Capabilities 
Automated 
Enrollment 
Attempts 

Automated systems (bots) 
attempt mass fraudulent 
identity proofing attempts 

Out-of-band processes that require user interaction 
such as device engagement via DC API and holder 
authentication. 

Evidence 
Falsification  

Submission of forged, 
tampered, or altered 
identity evidence or 
identity data (e.g., Fake 
IDs, AI-generated ID 
images) 

Cryptographic validation of data using the issuer’s 
public key confirms the integrity and authenticity of 
evidence and identity data.  

 
8 Per the 2024 Sumsub Identity Fraud Report, forged documents accounted for 50% of all identity fraud attempts. 
9 https://www.fincen.gov/sites/default/files/shared/FinCEN-Alert-DeepFakes-Alert508FINAL.pdf  
10 https://www.404media.co/inside-the-underground-site-where-ai-neural-networks-churns-out-fake-ids-
onlyfake/  

https://www.fincen.gov/sites/default/files/shared/FinCEN-Alert-DeepFakes-Alert508FINAL.pdf
https://www.404media.co/inside-the-underground-site-where-ai-neural-networks-churns-out-fake-ids-onlyfake/
https://www.404media.co/inside-the-underground-site-where-ai-neural-networks-churns-out-fake-ids-onlyfake/
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Threat Threat Description mDL Mitigation Capabilities 
Synthetic 
Identity Fraud 

Use of real or fictitious 
personal data and 
attributes to create an 
identity that is presented 
to the bank during identity 
proofing 

Cryptographic validation of data using the issuer’s 
public key confirms the integrity and authenticity of 
evidence and identity data. Additional confidence can 
be conveyed through Real ID flags associated with 
issuance as discussed in the following use case.” 

Fraudulent 
Use of 
Identity 

Use of someone else's 
valid documents to claim 
their identity during 
identity proofing  

Holder verification done through device-level 
biometrics or PIN mitigates unauthorized use. 
Additional confidence can be gained through 
credential-bound biometrics or a secondary biometric 
verification done server-side by the FI. mDLs can also 
be remotely revoked (and reissued) if suspected of 
being lost, stolen or used for fraud.  

Social 
Engineering 

Coercing or tricking users 
into sending data, 
evidence, or approvals to 
an attacker who then 
relays them to the FI to 
complete identity proofing 

Enforcement of proximity using the FIDOs Client-to-
Authenticator Protocol (CTAP) hybrid transport 
mechanism prevents presentations from being phished 
by a malicious banking application. Web origin 
identification and replay resistance controls built into 
OID4VP (e.g., nonces) prevent replay. While enforcing 
proximity ensures attackers can’t harvest and replay 
the mDL, it does not mitigate against a rightful mDL 
holder coerced into willingly presenting their 
credential.  

 

A concise comparison of the relative benefits of mDL over traditional CIP techniques from a security and 944 
privacy perspective can be found in our website. 945 

7.2 mDL Threats & Mitigations 946 

While mDLs offer significant security benefits, as with all technology, they also must be examined for 947 
threats that might erode the ability of mDL holders and relying parties to realize those benefits. A 948 
detailed threat analysis must look at parties and technologies across the mDL ecosystem. This includes: 949 

• The hardware and software capabilities of mobile devices and their operating systems 950 
• The digital wallet applications used to access and present mDLs 951 
• The issuer processes that establish trust in mDLs  952 
• Implementation of core standards and guidelines that allow for mDL issuance and presentation 953 
• Communications between relying party systems, such as the IDMS and verifier, after the mDL 954 

has been presented 955 

The following section presents an mDL threat model developed as part of this effort. The scope of this 956 
threat model primarily focuses on requesting and presenting mDLs to relying parties via the OpenID4VP 957 

https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/building-mdl-assurance/index.html
https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/pram.html


INITIAL PUBLIC DRAFT 

NIST SP 1800-42A: Digital Identities—Mobile Driver’s License (mDL) 41 

(final) protocol over the W3C Digital Credentials API with FIDO CTAP for phishing resistance.11,12 It is also 958 
specific to the architecture NIST deployed, addressing threats to data communication between the 959 
distinct SaaS components. With any new technology adoption, financial institutions need to assess 960 
business and regulatory risk. This model provides a framework that organizations considering mDL or 961 
VDC deployment can adapt. 962 

 

Caution: As with all threat models, this threat model is a snapshot in time. The software, 
hardware, protocols, and processes that underpin and support the mDL ecosystem will 
change as the ecosystem evolves. Moreover, this threat model does not assess the 
potential impact should a threat be realized. It’s recommended that organizations 
conduct their own threat assessment and integrate it with their organization-specific risk 
appetite, risk tolerance, and impacts.  

Figure 11 below overlays threats to each of the major components and interactions of the NCCoE 963 
architecture. Each threat is denoted with a numeric identifier. These identifiers are mapped to Table 5, 964 
which details the associated threat description and mitigations. 965 

In interactions 1, 2, and 3, the model examines the mDL issuance processes, including the provisioning 966 
processes and protocol interactions with a wallet installed on the mDL holder’s device. Interaction 3 967 
specifically examines the threats introduced by the user agent and wallet-mediated issuance process, 968 
using OpenID for Verifiable Credential Issuance (OpenID4VCI) as its basis. Issuance is not a focus area of 969 
this demonstration; however, financial institutions have expressed concern that the issuance process is 970 
likely to be a relevant attack surface that should be considered.  971 

Interactions 4, 5, and 6 cover threats introduced by mDL credential presentation from a wallet to the 972 
verifier. Interaction 5 focuses on the protocol interactions, while interactions 4 and 6 focus on threats to 973 
the wallet application and a cloud-based verifier service, respectively. Mitigations to hijacking 974 
interaction 4, whose exploits have been well-documented, can be implemented by prioritizing the use of 975 
the DC API. For a more comprehensive formal analysis of the protocol interactions, we recommend that 976 
readers review the Formal Security Analysis of the OpenID for Verifiable Presentations Specification 977 
technical report, which analyzes the security of the OpenID4VP when used over the DC API.  978 

The interactions continue with 7 through 9 which discuss the integrity of the extracted claims from the 979 
mDL when transported to downstream systems. Interactions 8 and 9 specifically detail federation 980 
threats when conveying an mDL verification result to a relying party, in this case, our demonstration 981 
banking system. This includes verifications that result from bank account applications, digital 982 
enrollment, and re-verification processes. Finally, interaction 10 considers indirect authenticator threats 983 
(mDL credential or passkey) that a relying party addresses in a federated architecture. 984 

 
11 ISO/IEC 18013-7 Annex C, which is support by the Apple Wallet, was not included in this architecture. 
Organizations that choose this presentation protocol should adapt the threat model for the specifics of that 
presentation. Use case 2 under this project will implement annex C and its corresponding threat model. 
12 Note, at time of developing this architecture, the Open ID for Verifiable Credentials (OID4VC) High Assurance 
Profile (HAIP) had not been completed and was not implemented in its entirety. Many of the mitigations discussed 
in this section are addressed by this profile.  

https://openid.net/wp-content/uploads/2025/08/Report-Deliverable-A_1_B_.pdf
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Figure 11. Threats to mDL Ecosystem985 
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Table 5. mDL Remote Usage mDL Threats & Mitigations  986 

Threat  Threat ID Threat Description Mitigation 
Assertion Manufacture 4 A malicious wallet or application generates a 

forged or modified assertion and presents it to the 
verifier.  

Cryptographically verify the 
presentation including origin and 
nonces, sign requests and 
responses, and initiate all workflows 
from the verifier. Use only issuers 
that provision credentials to 
approved wallets that meet these 
conditions.  
 
Apply recommendations from 
NISTIR 8587 Protecting Tokens and 
Assertions from theft, forgery, and 
misuse where appropriate.  

8 A compromised IDMS asserts the identity of an 
account applicant or existing customer who has not 
properly authenticated.  

Cryptographically sign the assertion 
and verify all signatures on tokens 
exchanged between components. 
Send the assertion over an 
authenticated protected channel 
(e.g. TLS).  
 
Apply recommendations from 
NISTIR 8587 Protecting Tokens and 
Assertions from theft, forgery, and 
misuse where appropriate. 

Assertion/Token Disclosure 7 Unauthorized third-party gains visibility on an API 
access token during transit.  

Use a protected, encrypted channel 
(e.g. TLS) to ensure only the 
authorized IDMS can decrypt it. 
 
Apply recommendations from 
NISTIR 8587 Protecting Tokens and 
Assertions from theft, forgery, and 
misuse where appropriate.  
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Threat  Threat ID Threat Description Mitigation 
9 Unauthorized third-party gains visibility on an 

assertion (may contain PII from the mDL) during 
transit  

Use a protected, encrypted channel 
(e.g. TLS) to ensure only authorized 
banking systems can decrypt it. 
Encrypt assertions being passed 
over the DC API (consistent with 
HAIP).   

Assertion Redirect 5 A valid mDL assertion intended for one verifier is 
redirected to an attacker-controlled RP or device 
(e.g., QR code capture and reuse) giving them 
access to sensitive data or as a precursor to replay. 

Validate the request origin, client id, 
and redirect_uri, as applicable, in 
requests. Encrypt assertions 
(consistent with HAIP). Perform 
verifier authentication during 
transactions if available.  

9 A valid IDMS assertion intended for an authorized 
banking system is redirected to an attacker-
controlled RP or device (e.g., QR code capture and 
reuse). 

Include the banking system identity 
for which the assertion is intended 
and verify that the banking system 
is the intended recipient (e.g., 
audience claim). 

Assertion/Token Reuse 7 A valid access token can be captured by an 
unauthorized IDMS to make authenticated calls to 
the legitimate verifier.  

Use a protected, encrypted channel 
(e.g. TLS) to ensure only an 
authorized IDMS can retrieve tokens 
from the verifier.  
 
Apply recommendations from 
NISTIR 8587, Protecting Tokens and 
Assertions from theft, forgery, and 
misuse, where appropriate. 

9 Attacker replays a valid assertion from the IDMS to 
gain unauthorized access 

Embed issue timestamps with short 
validity periods in assertions; Ensure 
the banking system enforces nonce 
and assertion ID tracking.  
 
Apply recommendations from 
NISTIR 8587, Protecting Tokens and 
Assertions from theft, forgery, and 
misuse, where appropriate. 
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Threat  Threat ID Threat Description Mitigation 
Assertion/Token Modification 7 An attacker modifies an access token issued by the 

Verifier, for example changing scopes or audience 
value.  

Use a protected, encrypted channel 
(e.g. TLS) to ensure only an 
authorized IDMS can decrypt it.  
 
Apply recommendations from 
NISTIR 8587, Protecting Tokens and 
Assertions from theft, forgery, and 
misuse, where appropriate. 

9 An attacker modifies an existing assertion from a 
compromised IDMS that changes the 
authentication method from Passkey to mDL or 
vice versa.   

Cryptographically sign the assertion 
at the IDMS with a hardware-
backed signing key and verify the 
signature at the banking system. 
Send the assertion over an 
authenticated protected channel 
that authenticates the IDMS.  
 
Apply recommendations from 
NISTIR 8587 Protecting Tokens and 
Assertions from theft, forgery, and 
misuse where appropriate. 

mDL Device Lost or Stolen 3 Someone other than holder manages to present 
the true holder’s credential from the true holder’s 
device (i.e., the device is lost or stolen). The mobile 
device that holds an mDL credential or synced 
Passkey is lost or stolen. If someone other than the 
legitimate holder attempts to presents the mDL 
from the holder’s device.  

Use Wallets that enforce holder 
authentication verification in an 
isolated, hardware-protected 
environment provided by the 
mobile platform before creating a 
signed presentation response. 
Consult with issuers on their 
process for credential revocation 
when a loss is reported.  
 
Where holder verification 
information is insufficient to 
address risk, implement a server-
side biometric match to the portrait 
contained on the mDL. See Section 
6.2.8 for considerations on device-
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Threat  Threat ID Threat Description Mitigation 
based verification local vs. server- 
side verification. 
 
Enforce user verification when using 
passkeys.  

Data Extraction 6 An attacker exploits a vulnerability in the Verifier’s 
systems, gaining access to stored mDL 
transactions.  

Use Verifiers that implement 
controls to ensure adequate 
monitoring, auditing, data-at-rest 
encryption, access controls, and 
data retention limits.  

8 An attacker exploits a vulnerability in the IDMS’s 
systems, gaining access to stored banking customer 
identity information. 

Use IDMSs that implement controls 
to ensure adequate monitoring, 
auditing, data at rest encryption, 
access controls, and limiting data 
retention. If using passwords, 
consider implementing guidance 
found in 800-63-4B.  

Key Extraction 
 

3 An attacker exploits a vulnerability on the mobile 
device and extracts the device signing key 
associated with the mDL credential allowing the 
mDL to be copied. 

Use Wallets that use hardware-
backed key storage, such as a 
secure element, trusted execution 
environment (TEE), or trusted 
platform module (TPM). For wallets 
with a hosted back end, ensure the 
use of isolated, hardware-backed 
protection (e.g., an HSM) for 
sensitive key management 
functions.  

6 An attacker exploits a vulnerability in the Verifier 
and extracts the signing key associated with the 
Verifier’s attestation key allowing a malicious 
entity to pose as a legitimate verifier. 

Use Verifiers with hardware-backed 
key storage controls (e.g., hardware 
security modules).   

Wallet Access 4 A malicious application accesses the Wallet’s data 
storage and exfiltrates an mDL holder’s PII.  

Use Wallets that encrypt mDL 
information using secure key 
storage, such as a secure element, 
trusted execution environment 

https://pages.nist.gov/800-63-4/sp800-63b.html#appA
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Threat  Threat ID Threat Description Mitigation 
(TEE), or Trusted Platform Module 
(TPM). 

Wallet Leakage 4 A Wallet may unintentionally leak PII, leaving it 
available to other applications installed on the 
mobile device.  

Use Wallets that ensure the 
transaction log is not synced and 
only accessible to the mDL holder. If 
wallets do sync logs to a back end, 
ensure data is encrypted in transit 
and at rest, and that the wallet 
back-end uses isolated, hardware-
protected key storage. Use Wallets 
that can only be installed on mobile 
platforms that enforce strong 
sandboxing/application isolation 
capabilities, which prevent access to 
unauthorized application data.   

URI Hijacking 3 An attacker conducts an injection attack that uses a 
QR code to redirect mDL issuance messages to a 
compromised endpoint or similarly conducts a 
phishing attack to redirect the issuance process.  

Use Wallets that preconfigure 
trusted issuers and reject untrusted 
issuer metadata (e.g., a non-trusted 
issuer). Use Wallets that enforce 
protected, authenticated channels 
with issuers and that use replay 
mitigation techniques, such as PKCE, 
during issuance transactions.   

4 A malicious Wallet installed on the holder’s mobile 
device intercepts an authorization request by 
registering the same custom URI scheme.  

Use Wallets and Verifiers that 
support the Digital Credential API, 
which uses the web browser and 
underlying platform to mediate 
interactions with Wallets rather 
than relying on custom URI schemes 
to invoke wallets.  

Interception 2 An adversary in the middle attack intercepts a 
credential intended for a legitimate holder. 

Use Wallets that enforce protected 
authenticated channels with issuers 
and that use replay mitigation 
techniques such as PKCE during the 
issuance transaction.   
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Threat  Threat ID Threat Description Mitigation 
Malicious User Agent, Wallet 

 
2 A malicious wallet invokes a credential issuance 

intended for a legitimate holder.   
Use issuers that establish trust in 
the Wallet using key attestation, 
client authentication, and/or wallet 
attestation techniques. 

3 A malicious user agent redirects or intercepts an 
authorization request intended for a legitimate 
issuer.   

Use Wallets that enforce protected 
authenticated channels with issuers 
and that use replay mitigation 
techniques such as PKCE during the 
issuance transaction.  Use Issuers 
that can detect malicious user 
agents via behavioral analysis. 

Spoofed Issuer 2 An attacker spoofs the domain of a legitimate 
issuer by maliciously obtaining a TLS certificate.  

Use Wallets that enforce protected 
authenticated channels with issuers 
and monitor certificate 
transparency logs for maliciously or 
mistakenly issued certificates.  

Social Engineering/Identity Theft 1 An attacker posing as a state issuance website 
convinces a legitimate license holder who is eligible 
for an mDL to initiate the provisioning process at 
an illegitimate site and replays requests to the 
legitimate issuer to have the victim’s credentials 
issued to the attacker-controlled device.  

Use issuers and wallets that enforce 
liveness detection and deepfake 
detection software during 
provisioning to prevent biometric 
replay. See NIST’s Profile of NIST SP 
800-63A for additional controls. 
 
Use wallets that verify the origin of 
the issuer credential offer and 
issuers that verify the origin of the  

Endpoint Compromise 10 A malicious app on the mDL holder’s device allows 
remote attackers to authenticate without the 
holder’s consent.  

Use Wallets that enforce holder 
authentication (activation factor) in 
a hardware environment provided 
by the mobile platform before 
creation of a signed presentation 
response. 

Evidence Falsification 1 An attacker creates or modifies evidence to 
establish an identity in the system of record at the 
state issuer.  

Use issuers that have established 
processes and procedures for 
creating authoritative records. This 
should include strong 
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Threat  Threat ID Threat Description Mitigation 
authentication and access 
management controls for 
employees who have the 
entitlement to create, modify, and 
manage authoritative records.  

Video or Image Injection 1 An attacker impersonates a legitimate license 
holder who is eligible for an mDL via an AI 
generated image to attain a legitimate mDL. 

Use issuers that employ liveness 
detection and deepfake detection 
software during provisioning to 
reduce the likelihood of a successful 
injection attack. See NIST’s Profile of 
NIST SP 800-63A for additional 
controls. 

Malicious Verifier 6 An attacker stands up a legitimate looking verifier 
and convinces users to present their mDL and 
personal information. The personal information is 
harvested and used in other attacks where 
exposed personal information can be used to 
conduct fraud or identity theft. 

User education and clear 
communications on legitimate 
purposes and verifiers. Use wallets 
that provide the individual with 
clear pathways to cancel 
transactions prior to presentation of 
mDL data. Technical mitigations are 
limited at this time due to limited 
verifier registration or certification 
program. Leverage the DC API to 
support browser-based interactions, 
which in the future may provide 
additional levels of security analysis 
and user notice based on verifier 
history and patterns.  

Insider Threat 1 A bad actor compromises the integrity of the  
the issuing authority’s mDL issuance processes  

Use issuers that implement insider 
threat controls (e.g., privileged 
account monitoring, transaction 
auditing) to detect and prevent 
collusion involving issuing authority 
representatives that are involved 
with or can intervene in issuance 
processes or decisions. Revoke 
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Threat  Threat ID Threat Description Mitigation 
affected mDLs if suspicious activity 
is detected.  
 
For issuers, implement NIST SP 800-
53r5, PM-12 Insider Threat Program 
and related controls 

 

 

This threat model should be viewed only as a starting point for an independent, risk-based approach to control selection and specification, which 987 
considers effectiveness, efficiency, and constraints imposed by applicable laws, directives, Executive Orders, policies, standards, or regulations.988 

 
Note: Several of the above mitigations reference issuers controls. While the controls implemented at individual issuers may be made 
more widely available in the future, until such time, it’s recommended that RPs engage in discussions with state issuers and reference 
DHS’s RealID Waiver Program for mDL to assist in determining how the above mitigations might be met. 
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8 Privacy Considerations 989 

Mobile driver’s licenses can help reduce privacy risks that arise during identity verification and account 990 
enrollment. However, as with any new technology, it may also introduce new or different risks for users 991 
compared to existing or previous practices. Understanding and balancing these benefits and risks is 992 
critical to deploying a system that supports an organization's privacy objectives. This section gives a 993 
primer on the importance of privacy protections when using mDL for online services, the relationship 994 
between privacy and cybersecurity risk, and how NIST approaches privacy risk assessment. 995 

8.1 Privacy Overview 996 

Consumers spend a significant portion of their lives online. The way organizations manage data 997 
throughout its lifecycle, known as data processing, can result in privacy issues for individuals, which in 998 
turn can impact the organization. Privacy risks can evolve in response to changes in technology and 999 
associated data processing. Recognizing the evolving impact of technology on individual privacy, 1000 
governments around the world are working to address their concerns through new or updated laws and 1001 
regulations. However, changes in law and regulation may not keep pace with technological 1002 
advancements, and even when they do, they often maintain an inherent flexibility that cannot 1003 
anticipate every risk. Organizations need to develop strong privacy risk management capabilities as a 1004 
result. 1005 

Recognizing this evolution of privacy, NIST has published content to help organizations assess and 1006 
manage privacy risks, including the following: 1007 

• Overall framework for a privacy program: Following an open and transparent development 1008 
process, NIST published the NIST Privacy Framework to help organizations better identify and 1009 
manage their privacy risks, build trust with customers and partners, and meet their compliance 1010 
obligations. Its Core provides privacy outcomes that organizations may wish to achieve as part 1011 
of a privacy risk management program.  1012 

• Tool for assessing privacy risk: NIST provides a set of worksheets to help organizations analyze, 1013 
assess, and prioritize privacy risks to determine how to respond and select appropriate 1014 
solutions—called the NIST Privacy Risk Assessment Methodology (PRAM). 1015 

• Controls to manage identified risks: NIST Special Publication 800-53, revision 5, Security and 1016 
Privacy Controls for Information Systems and Organizations, offers a comprehensive set of 1017 
controls that organizations can use to manage privacy risks. 1018 

These frameworks and tools also outline privacy engineering objectives that can help organizations 1019 
prioritize their privacy risk management activities. These objectives are: 1020 

• Predictability: Enabling reliable assumptions by individuals, owners, and operators about data 1021 
and their processing by a system. 1022 

• Manageability: Providing the capability for granular administration of data, including collection, 1023 
alteration, deletion, and selective disclosure. 1024 

https://www.nist.gov/privacy-framework
https://github.com/usnistgov/PrivacyEngCollabSpace/tree/master/tools/risk-assessment/NIST-Privacy-Risk-Assessment-Methodology-PRAM
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
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• Disassociability: Enabling the processing of data or events without association to individuals or 1025 
devices beyond the operational requirements of the system. 1026 

It is important for individuals and organizations to understand the relationship between cybersecurity 1027 
and privacy. As noted in the NIST Privacy Framework, having a general understanding of the different 1028 
origins of cybersecurity and privacy risks is important for determining the most effective solutions to 1029 
address the risks. Figure 12 illustrates this relationship, showing that some privacy risks stem from 1030 
cybersecurity risks, while others are unrelated to cybersecurity risks. 1031 

 

Figure 12. Cybersecurity and Privacy Risk Relationship 1032 

Though a cybersecurity incident may lead to privacy problems for individuals, it is important to note that 1033 
privacy risks can arise without a cybersecurity incident. For example, an organization might process data 1034 
in ways that violate an individual’s privacy without the confidentiality, integrity, or availability of that 1035 
data having been compromised. This type of issue can occur under a variety of scenarios, such as when: 1036 
1) data is stored for extended periods, beyond the need for which the information was initially collected, 1037 
or 2) data is aggregated to track users’ habits in a way that they wouldn’t expect. 1038 

Privacy risks arise from privacy events: the occurrence or potential occurrence of problematic data 1039 
actions.  1040 

Problematic data actions might arise by data processing simply for mission or business purposes. Privacy 1041 
risk is the likelihood that individuals will experience problems resulting from data processing, and the 1042 
impact should these problems occur. As reflected in the overlap of Figure 12, analyzing these risks in 1043 
parallel with cybersecurity risks can help organizations understand the full consequences of data 1044 
processing within their system. Section 8.2 describes scenarios where privacy problems may arise and 1045 
potential mitigations.  1046 

Cybersecurity Risks
Associated with
cybersecurity
incidents arising
from loss of
confidentiality,
integrity, or
availability

Privacy Risks
Associated with

privacy tenets
arising from data

processing
Cybersecurity-
related privacy

events

 
Definition: Problematic Data Actions - data actions that may cause an adverse effect for 
individuals. 
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Review additional privacy guidelines and resources at NIST's privacy homepage. 1047 

8.2 Privacy in the mDL Architecture 1048 

Managing privacy risk is essential to protecting individuals and organizations. Emerging identity 1049 
verification technology should seek to improve on the current state of privacy and provide users with 1050 
greater protections. Mobile Driver’s Licenses (mDL) and other Verifiable Digital Credentials provide 1051 
opportunities to improve not only security, but also privacy. Through the selective disclosure of 1052 
attributes, improved user control of credentials, the reduction of calls to third party services to validate 1053 
user data, and the potential for future use of zero-knowledge proofs, mDLs can pave the way for a more 1054 
privacy-preserving ecosystem.   1055 

For Financial Institutions (FIs), safeguarding customer privacy is important for several reasons:  1056 

• Compliance: FIs must comply with federal laws and regulations, such as:  1057 

o Gramm-Leach-Bliley Act (GLBA); 1058 

o Consumer Financial Protection Bureau (CFPB)’s guidelines and requirements for privacy, 1059 
and; 1060 

o Federal Deposit Insurance Corporation (FDIC)’s Customer Identification Program (CIP), 1061 
Customer Due Diligence (CDD) regulations, and safety and soundness standards. 1062 

Individual states may have additional regulations that may apply; for example, California has four 1063 
additional laws: California Financial Information Privacy Act (CFIPA), California Consumer Privacy Act 1064 
(CCPA), California Privacy Rights Act (CPRA), and California Right to Financial Privacy Act (CRFPA).  1065 

In general, these laws and regulations require FIs to implement systems and processes to protect 1066 
customer privacy and their financial records. For example, by prohibiting the disclosure of such records 1067 
without the customer’s consent, except under specific circumstances such as complying with law 1068 
enforcement investigations.  1069 

• Consumer Trust and Confidence: Protecting privacy fosters trust and confidence among 1070 
customers. When customers know their sensitive financial information is secure and that 1071 
organizations take additional measures to protect privacy, they are more likely to remain loyal 1072 
and continue using the FI’s services. Privacy failures can lead to problems for individuals, such as 1073 
identity theft, embarrassment, or distress—as well as problems for organizations, such as 1074 
reputational damage, financial loss, and customer attrition. Privacy can become a key 1075 
differentiator and provide a competitive edge to FIs that demonstrate robust privacy 1076 
protections, attracting and retaining customers who place a premium on their privacy. 1077 

• Due Care: FIs handle vast amounts of personal and financial data and have an ethical obligation 1078 
to protect the confidentiality and integrity of this data. Unauthorized access can result in 1079 
identity theft, fraudulent transactions, and significant financial losses. Strong security practices, 1080 
including encryption, access controls, and incident response protocols, help mitigate these 1081 
security risks, as well as some privacy risks, and protect both the FI and its customers from 1082 
harm.  1083 

• Transparency: As digital banking expands, customers expect transparency and control over how 1084 
their information is used, making privacy protection a fundamental part of business. It’s 1085 
empowering customers to decide, under certain circumstances, what data to share. Further, it 1086 

https://www.nccoe.nist.gov/privacy
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improves transparency to provide customers with visibility into how their data is processed, 1087 
with whom it is shared, and for what purposes. 1088 

mDLs present privacy benefits for both in-person and online identity verification flows that are not 1089 
possible with traditional physical IDs. The following table illustrates a few of the benefits mDL may 1090 
introduce. See Appendix E for a more thorough comparative analysis of mDL and other CIP models. 1091 

Table 6. mDL Privacy Benefits 1092 

Privacy Benefits Description 
User Control and 
Selective Disclosure 

Only data required for opening the account is shared, minimizing the data 
collected and stored—a level of granular data control which is unique to the 
mobile Driver’s License. 

Notice and 
Transparency 

Customers are provided with easy-to-understand customer interfaces to 
enable informed decision-making about sharing their personal information. 

Data Integrity & 
Accuracy  

Customer data is presented, stored, and transmitted in a way that 
incorporates strong security. Enabling confidentiality, integrity, and 
availability of data facilitates controls that double as privacy protections for 
customer data, such as access control, encryption, and retention/deletion. 

Local Biometric 
Verification 

Customers can make use of local biometric capabilities, removing the need 
for centralized biometric comparison at the FI and limiting the amount of 
biometric data regularly transmitted to support account onboarding.  

 

Another benefit of mDL is its ability to enable future-looking, privacy-preserving technologies; for 1093 
example, mDL can support zero-knowledge proofs and other cryptographic techniques for uses such as 1094 
age verification. As with many technologies, the ability to realize the privacy benefits of mDLs greatly 1095 
depends on the design and technical implementation decisions of each FI. When implementing mDL 1096 
technology, FIs should initiate a privacy risk assessment to identify, assess, prioritize, and manage 1097 
privacy risks tailored to their specific organization, implementation architecture, and business processes. 1098 
NIST’s Privacy Risk Assessment Methodology (PRAM) provides an approach that FIs can apply to manage 1099 
risk consistently across the organization and technology implementations.   1100 

The PRAM helps organizations tackle five major questions: 1101 

 

Figure 13. Five Privacy Questions 1102 

Taking on the role of an FI, the NCCoE applied the PRAM to assess the privacy risk of using an mDL to 1103 
establish a financial account through online remote identity proofing. The NCCoE developed 1104 
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representative responses of how an FI may complete this assessment. Table 5 below offers a sampling of 1105 
the content in our mDL PRAM. A more robust assessment can be found on our website. 1106 

To demonstrate how an FI can apply the PRAM, the NCCoE created an example data flow diagram to 1107 
enumerate each data action. The NCCoE identified a variety of problems individuals may encounter 1108 
arising from mDL, along with a set of controls that are valuable for managing these privacy risks when 1109 
implementing mDL. 1110 

Table 7. mDL Problems and Controls 1111 

Potential Problems for 
Individuals 

Controls 

 
Loss of Trust 
Customers could lose trust if 
their data is processed 
beyond what they predict. 
 
Surveillance 
With mDL for account 
enrollment, there is a chance 
for surveillance if the verifier 
or the issuer creates a pattern 
of the users’ behaviors and 
actions online with the mDL.  
 
Dignity Loss 
If customers’ activities are 
known in a way they could 
not predict, they could 
experience emotional 
distress. For instance, if the 
verifier tracks customer 
activities across transactions, 
it could create a narrative the 
customer never wanted to be 
known or a false narrative 
that could be misused. 
 
Loss of Autonomy 
Customers may feel like they 
have lost control over the 
processing of their data (e.g., 
if it is shared with third 
parties they did not expect to 
have access to it, if it is 
retained beyond a predictable 
timeframe, or if it is used for 

 
Device retrieval: This verification model allows the verifier to 
independently verify the integrity and accuracy of the user’s 
attributes without contacting the issuer at transaction time. Device 
retrieval supports data quality, while also preventing the issuer from 
getting a notification each time an individual uses their mDL (which 
could more easily lead to surveillance of an individual across their 
financial transactions). Server retrieval is not supported.  
 
Cryptographic protection: Leveraging mDL for account enrollment 
and step-up verification introduces new parties (e.g., the verifier) 
into the data processing ecosystem. This inherently introduces risk as 
data is transferred between partners. As in all scenarios that involve 
the processing of different data in a process flow, it is crucial to 
protect customer data at rest and in-transit using cryptographic 
techniques. For mDL this includes the signing of requests and 
responses between the verifier and wallet to increase confidence in 
participating entities and encrypting responses. It also includes the 
encryption of attributes when at rest in different FI backend systems 
as well as connected vendors.   
 
Supplier assessments and reviews: The introduction of mDL adds 
new parties to the account enrollment process (e.g., verifiers). Each 
additional party increases risk; thus, it is important to ensure that 
organizational risk management processes account for the broader 
supply chain. Supply chain participants should be evaluated to 
confirm they implement controls sufficient to meet the FI’s privacy 
and compliance objectives. For example, if a third-party software is 
processing customer data, the FI should assess whether the software 
only processes the data for the agreed-upon purposes and deletes 
the data at the end of the retention period, whether the data is 
securely stored, and whether the data is shared downstream with 
additional third parties. 
 
Notice and consent: With the addition of an mDL, it may be harder 
for customers to predict how their data is processed—and 

https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/pram.html
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Potential Problems for 
Individuals 

Controls 

processing to which the 
customer never consented). 

predictability is an important part of maintaining trust in an FI. 
Further, FIs have regulatory requirements for notice and consent 
before collecting personal information. Providing real-time notice for 
individuals is important to ensure predictability of how their data is 
processed, and it provides an opportunity to highlight that the only 
attributes collected from the mDL are those required for compliance. 
Consent empowers customers by giving them choice over which 
processing activities they do and do not agree to, such as whether 
they want to proceed with mDL or choose an alternative path to 
account enrollment.  
 
Data retention: FIs must retain certain customer data for seven years 
after a customer closes their account. However, not all parties in the 
ecosystem will need to comply with this same retention schedule. It 
is ideal for a third party to delete customer data promptly, and in 
accordance with its own retention obligations, to reduce the risks of 
holding that personal data. 

 

The above problems for individuals, if realized, can translate to impacts on a financial institution, for 1112 
example:  1113 

• Reputational Damage: Customers are becoming increasingly aware of and interested in 1114 
how their data is handled, and some companies are even positioning privacy as a 1115 
competitive advantage. If an FI uses customer data outside of the agreed-upon purposes, 1116 
or a third party working with the FI surveils a customer across their transactions, this could 1117 
become known to customers and impact the FI’s reputation. Reputational damage can, in 1118 
turn, have tangible downstream effects on the institution, such as costs associated with 1119 
noncompliance with privacy regulations or direct business costs resulting from customers 1120 
ending their relationship with an FI. 1121 

• Direct Business Costs: There are many reasons customers may not trust an FI with handling 1122 
their data; for instance, a customer may have requested the deletion of their data, only to 1123 
receive a personalized mailer indicating that their data wasn’t deleted after all. They may 1124 
have received notification of a breach at an institution. They may have read an article 1125 
about ineffective access management processes that expose their data beyond what they 1126 
expected. In any of these situations and more, a customer may choose to take their 1127 
business to a competitor with different data handling policies. This can hurt the company’s 1128 
revenue and ability to attract new customers. 1129 

• Noncompliance Costs: FIs operate under strict regulatory environments, where problems 1130 
for individuals may also be indicative of noncompliance with a financial regulation. For 1131 
instance, FIs must obtain consent from individuals before collecting certain data. If they fail 1132 
to demonstrate compliance with the swath of privacy regulations, they may face regulatory 1133 
scrutiny and financial or other consequences. 1134 

Given the impact privacy problems can have on individuals and ultimately on financial institutions, it is 1135 
crucial to complete a thorough privacy assessment. This enables an FI to identify, within a given 1136 
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environment, the problems that could arise for individuals, assess the likelihood and impact of those 1137 
problems, and implement controls for risk management. With a thoughtful approach such as this, the 1138 
privacy benefits of mDL can be realized while minimizing the risk to individuals and organizations. The 1139 
above is a brief sampling of problems and controls. A more detailed PRAM can be accessed on the 1140 
supplementary resources website.1141 

https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/pram.html
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9 Usability Considerations & Evaluation Summary  1142 

9.1 User Experience and Usability 1143 

mDLs offer several capabilities that can improve identity verification and reduce fraud, but to realize 1144 
these benefits, it's essential to consider user experience. FIs collaborating on this project made it clear 1145 
that any user friction added to the identity proofing process could lead to application abandonment and 1146 
lower customer conversion rates. There are various usability techniques including but not limited to: A/B 1147 
testing, card sorting, cognitive walkthroughs, contextual inquiry, expert review, focus group, heuristic 1148 
evaluation, usability testing, user interviews, and user surveys. These different techniques can be 1149 
applied at various stages of a product’s lifecycle. The NCCoE conducted usability testing of our 1150 
demonstration solution to identify usability issues, understand user behavior, and gather feedback on 1151 
the application's functionality and overall UX.  1152 

 

Usability evaluation, also known as user testing, involves systematic observation under controlled 1153 
conditions to determine how easy or difficult it is for people to use something for its intended purpose. 1154 
A typical usability evaluation consists of recruiting participants who match the target user population 1155 
and asking them to perform a series of tasks using the product or system being tested. The tasks are 1156 
designed to be representative of real-world scenarios and are often accompanied by pre- and post-task 1157 
questionnaires to gather additional feedback. During the evaluation, observers (or moderators) watch 1158 
and take notes on the participants' interactions, paying attention to any difficulties or frustrations they 1159 
encounter. Other test instruments, such as data logging tools, may also be used to collect performance 1160 
data, including metrics such as task completion rates, time on task, and error rates. The essential 1161 
elements of a usability evaluation include a clear understanding of the target user population, a well-1162 
defined set of tasks and scenarios, and a systematic approach to data collection and analysis. By 1163 
conducting usability evaluations rigorously and in a controlled manner, it is possible to identify usability 1164 
issues, understand user behavior, and gather feedback that can inform design improvements. Usability 1165 
evaluation should be conducted by trained usability professionals, who will be referred to as the Test 1166 
Moderator (shortened as Moderator) in the remainder of this document. 1167 

 

This evaluation employed a range of metrics and measures to assess the usability of the build, as listed 1168 
in Table 7. 1169 

 
Tip: Previous research indicates that having as few as 5 participants can reveal around 80% of 
usability issues, while 10 to 15 participants are enough to identify 95-97% of usability 
problems. Usability evaluations do not need to be resource intensive. Conducting them early 
in the development lifecycle can be a cost-effective measure, helping to avoid expensive 
rework later after deployment. For this project’s usability evaluation, we recruited 12 NIST 
staff, none of whom were involved in this NCCoE mDL project. 

 
Definition: Usability – As defined in ISO 9241-11, “the extent to which a system, product, or 
service enables specified users to achieve specified goals with effectiveness, efficiency, and 
satisfaction in a specified context of use.” [17] 
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Table 8. Metrics and Measures of Usability Evaluation 1170 

Usability 
Metrics 

Measures Description Data Source 

Effectiveness Task completion whether or not the user completes 
the task intended 

Moderator 

Errors user events that do not cause an 
expected outcome (not including 
technical issues encountered) 

Moderator 

Assist Occurrence(s) when the user needs 
help to complete the task intended 

Moderator 

Efficiency Time on Sub-
Task  

Time spent performing a sub-task  Video recordings 
Moderator 

Time on Task  Time spent performing a task  Video recordings 
Moderator 

Effectiveness 
Efficiency 

Verbal  User’s verbal interactions with Test 
Admin during the session 

Video recordings 
Moderator 

Nonverbal User’s nonverbal information (such 
as facial expressions, body language) 
observed by Test Admin during the 
session 

Video recordings 
Moderator 

Satisfaction Pre-session Questionnaire answered by the user 
before using the system to 
understand user’s background 
information 

Pre-session 
questionnaire 

Post-task 
 

Questions include: 
• Ease of Use 
• Task and Content Specific 

Questions 
• Perception of 

Outcomes/Interactions 

Post-task 
questionnaire 
Moderator 

User 
Experience 

Verbal User feedback during the think-
aloud session and debriefing with 
the Moderator 

Video recordings 
Moderator 

9.2 Usability Best Practices 1171 

This section provides a summary of best practices identified through the project’s usability evaluation. 1172 
These practices reflect patterns observed across participant performance, satisfaction, and feedback. 1173 
Information describing the study design, participant demographics, tasks, and data-collection 1174 
methodology is available on the project website. 1175 
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9.2.1 Preserve the positive characteristics of mDL-based verification 1176 

The evaluation demonstrated that users consistently perceived mobile driver’s license (mDL) verification 1177 
as fast, straightforward, and more secure than traditional document-upload approaches. These 1178 
characteristics contributed substantially to successful task completion and user satisfaction. 1179 
Implementers should ensure that mDL workflows maintain low friction; present clear, minimal consent 1180 
steps; and operate reliably across devices. Preserving these characteristics helps reinforce user trust in 1181 
digital credentials and supports broader adoption. 1182 

9.2.2 Improve QR-code scanning reliability and predictability 1183 

Participants encountered difficulties when QR codes expired before they could complete actions on the 1184 
mobile device. In several instances, expiration resulted in the display of a new QR code that differed in 1185 
appearance and content, causing confusion about whether the original task had restarted. To minimize 1186 
user disruption, implementers should adopt measures such as extending QR code validity periods, 1187 
maintaining consistent QR code formatting during presentation, and providing clear guidance regarding 1188 
expected timing. These improvements support predictable user flows and reduce the likelihood of task 1189 
abandonment or error. 1190 

9.2.3 Standardize terminology across presentment flows and attribute displays 1191 

Differences in terminology across wallet implementations created unnecessary cognitive burden for 1192 
users. Phrases used to describe similar actions (e.g., unlocking the device or authorizing data release) 1193 
varied significantly, leading participants to guess the intended meaning in some cases. Additionally, 1194 
certain attribute labels within mDL data were unclear or not aligned with common user understanding. 1195 
Implementers should employ consistent terminology across all steps of the verification process and use 1196 
plain language for attribute labels and consent prompts. Standardization enhances comprehensibility, 1197 
reduces ambiguity, and supports more intuitive decision-making by users. 1198 

9.2.4  Ensure consistent and predictable user-interface behaviors 1199 

Participants noted that user-interface elements did not always behave consistently. For example, some 1200 
fields automatically advanced after data entry, while others required users to select a “Continue” 1201 
button. Inconsistent behaviors made it difficult for users to anticipate what would occur after each 1202 
action. Implementers should adopt consistent patterns for page progression, provide clear and timely 1203 
system feedback, and ensure that completion actions (e.g., “Finish,” “Submit,” or “Exit”) accurately 1204 
represent the state of the transaction. Predictable, uniform interactions reduce user confusion and 1205 
improve overall usability. 1206 

9.2.5  Provide explanatory text and visual cues to support user understanding 1207 

The evaluation indicated that users benefited from supplemental explanations when interacting with 1208 
unfamiliar concepts, such as digital credential presentment or authentication method selection (e.g., 1209 
Passkeys). Users expressed uncertainty about the purpose of certain steps and the distinctions between 1210 
available authentication options. Implementers should incorporate concise explanatory text specific to 1211 
the action requested, visual aids, and contextual guidance to help users understand the purpose and 1212 
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expected outcomes of each action. Supporting information should avoid technical jargon and align with 1213 
users’ mental models. This practice enhances clarity and supports informed decision-making. 1214 

9.2.6 Consider factors and potential barriers to adoption 1215 

Participants identified several factors that may impact mDL adoption across different populations. These 1216 
include concerns about privacy, data security, trust in the requesting party, and comfort with mobile 1217 
devices. Some users, particularly those with limited technical experience, may also experience physical 1218 
or cognitive challenges when scanning QR codes or completing multi-step mobile flows. Implementers 1219 
should consider alternative interaction methods, provide clear privacy and security explanations, and 1220 
support accessibility needs.  1221 

9.2.7 Evaluate and plan for additional, user-driven use cases 1222 

Participants identified several potential future use cases for mDLs, including remote identity verification 1223 
for online banking, travel, school enrollment, and applications for government services. Users also 1224 
identified scenarios where physical IDs may remain preferable, particularly when interacting with 1225 
officials who may need temporary control of an identification document. Implementers should consider 1226 
these perspectives when designing or deploying mDL solutions, ensuring that systems support contexts 1227 
most aligned with user expectations and trust. Incorporating user-identified use cases can strengthen 1228 
system relevance and encourage sustained adoption. 1229 

10 mDL Challenges & Recommendations 1230 

10.1 Trust Models and Trust Establishment 1231 

In project discussions with the Financial Sector, FIs have expressed a need for greater clarity on the 1232 
processes for enrolling, issuing, and presenting mDLs. Specifically, FIs must have a clear understanding 1233 
of the assurances they are getting and the potential risk they are accepting when implementing mDLs. 1234 

Traditionally, FIs own and control their identity verification systems, which allows for agility when 1235 
responding to threats and mitigating risks associated with identity verification. While the mDL 1236 
ecosystem offers potential benefits to FIs across security, fraud reduction, privacy, and usability, 1237 
adoption of this technology requires trust in third parties, such as the mDL issuer and the wallet that 1238 
stores the mDL.  1239 

To accept this third-party risk, FIs are seeking assurances to assuage their concerns around the 1240 
processes used to enroll, issue and present mDLs. The table below summarizes these concerns. For a 1241 
more detailed discussion on this topic, please review our supplementary resources webpage. 1242 

Table 9. Assurance in the mDL Ecosystem 1243 

Issue Discussion Solution 
Issue #1: Enrollment into the 
System of Record (SOR) at the 
DMV 

FIs are concerned about the lack 
of visibility into the process used 
to identity-proof and enroll a user 
into the SOR at the DMVs when 
issuing the user with their initial, 

This is addressed by the 
inclusion of the AAMVA-
mandated “Real ID” 
compliance field in the mDL. 
This provides issuer signed 

https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/building-mdl-assurance/index.html
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Issue Discussion Solution 
physical credentials on which the 
mDL will be based. 

indicators of how the initial 
issuance was achieved.  

Issue #2: Issuance of the mDL 
or Digital Credential to the 
Holder's Digital Wallet 
 

FIs are concerned about the 
limited visibility they have into 
issuance processes for mDL and 
other forms of verifiable digital 
credentials. As mDLs become 
more valuable, the issuance 
processes are increasingly likely to 
be targeted by attackers. 

The project proposed 
addressing this in two ways:  
1. By providing a profile of 

NIST SP 800-63A for the 
issuance of mDLs. This 
can be referenced as a 
baseline for consistent 
issuance processes; and  

2. Encoding security 
characteristics of issuance 
process into the 
credential itself. Using 
attribute sets such as 
those in the OpenID for 
Identity Assurance, this 
security “metadata” can 
be signed by the issuer 
and stored in the mobile 
security object of the 
mDL. 

Issue #3: Holder Binding during 
mDL Presentment 
 

FIs are concerned that processes 
used to authenticate the holder of 
an mDL vary in implementation 
and security assurances across 
wallet and mobile operating 
systems. Absent clear signals or 
more consistent implementations 
FIs are likely to adopt server-side 
biometric match whenever an 
mDL is used, which presents 
significant privacy concerns.  

This could be addressed by 
adding data to the 
presentation protocols that 
defines a set of holder 
authentication methods 
supported by wallet, that can 
be requested by verifiers. This 
would provide RPs with 
insight into the degree to 
which the mDL holder is 
bound to the credential 
during presentation. 
ISO working group 10 is 
currently undertaking efforts 
to define these authentication 
values to be included in ISO 
18013-7. 

 

In addition to these items, most FIs expressed a desire to have greater confidence in a wallet’s 1244 
underlying security and ability to meet existing and emerging features (such as those identified above). 1245 
A more robust trust ecosystem that includes wallet certification against well-defined requirements has 1246 
emerged as a critical step toward adoption, particularly as the overall mDL and VDC ecosystem begins to 1247 
solidify. In the US, the Fast Identity Online (FIDO) Alliance, recently announced a working group focused 1248 
on developing wallet certification criteria to address this gap area. Additionally, organizations like the 1249 

https://fidoalliance.org/fido-alliance-digital-credentials/
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OIDF have developed testing tools to determine conformance with their presentation protocols and 1250 
issuance protocols. Taken together, these efforts provide a foundation for the expansion of trust across 1251 
the ecosystem.  1252 

10.2 Standards Maturity Levels  1253 

A notable feature of this project was consistent evolution of the underlying standards and protocols that 1254 
support online presentation. Over the course of the build, OID4VP, HAIP, DC API, and ISO/IEC 18013-7 1255 
underwent substantive changes, resulting in near constant updates, testing, and troubleshooting of the 1256 
architecture and technology. This was inevitable given the evolving mDL ecosystem. However, for large, 1257 
customer-facing organizations such as FIs with a heavy focus on the scaled, reliable systems to meet 1258 
their business needs, stability and trust in the underlying standards is critical.  1259 

Fortunately, there is good news here as well. Since the build was completed, OpenID4VP and HAIP have 1260 
been approved as final, and an updated version of 18013-7 based on these is expected this year.  1261 

Even with this momentum, there remain some broader standards items that need resolution. The first - 1262 
is completion of the W3C DC API. At the time of writing, the API is an initial draft. And, while several 1263 
initial implementations are already shipping in browsers such as Chrome and Safari, the specification is 1264 
still in its early stages and has some critical issues that need to be addressed before it is ready for scaled 1265 
implementations.  1266 

The second substantial issue is the bifurcation of the presentation protocols. At the time of writing, 1267 
there are two different presentation protocols in use by the major platform providers: OpenID4VP and 1268 
18013-7 Annex C. Each protocol has benefits and drawbacks, and the existence of two protocols in and 1269 
of itself may not severely impede adoption. It does, however, complicate verifier implementations 1270 
requiring the dynamic handling of both protocols to fully support mDL users across all wallets. Verifiers 1271 
trying to manage these divergent protocols at scale, while limiting user impact, need time to design, 1272 
test, and evaluate these protocols. While consolidation of presentation protocols is desirable, and there 1273 
is some movement to make this a reality, the stability of presentation protocols is a fundamental 1274 
precursor to adoption. As these standards have evolved the NCCoE mDL team and project collaborators 1275 
have acted as a conduit to relevant standards bodies, conveying learnings, issues, and challenges 1276 
distilled from the project. This has included engaging with OIDF, the FIDO alliance, W3C, and ISO/IEC 1277 
WG10 on critical aspects of the standards and protocols needed to promote scaled adoption of mDLs 1278 
and VDCs writ large. In particular, the NCCoE project team has sought to provide feedback to these 1279 
standard bodies on the functional, security, privacy and usability requirements of high assurance RPs 1280 
(such as financial institutions), who have historically had challenges in consistently engaging SDOs. This 1281 
feedback loop is a key aspect of this project such engagement will continue as additional phases of work 1282 
progress.  1283 

10.3 Regulatory Uncertainty 1284 

Perhaps one of the most common refrains the NIST project team heard during the discussions with FI 1285 
collaborators was, “but will the regulators allow us to use this?” Regulation and compliance are core to 1286 
the risk management and decision-making processes for FIs, who face potentially costly impacts of non-1287 
compliance, which makes early adoption complicated.  1288 
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While it is not within NIST's capacity to make authoritative determinations of whether mDL is compliant 1289 
with CIP requirements, the project team has attempted to minimize this barrier to adoption through 1290 
two resources: 1) a Regulatory Mapping that compares the capabilities demonstrated through the 1291 
project to the requirements defined in Title 31 Code of Federal Regulations 1020.220 (commonly 1292 
referred to as Customer identification Program for banks), and 2) the CIP/KYC Documentary 1293 
Considerations appendix provides a simple reference for risk management professionals that compares 1294 
existing CIP documentary methods to our built demonstration. The tables compare documentary 1295 
methods along three axes: security, privacy, and usability. 1296 

Ideally, these contributions can help advance conversations between FIs and their regulators to 1297 
demonstrate that mDLs provide risk reduction that is equal to or exceeds that of current identity 1298 
proofing processes.  1299 

https://www.ecfr.gov/current/title-31/subtitle-B/chapter-X/part-1020/subpart-B/section-1020.220
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Appendix B List of Available Online Resources 1348 

This appendix provides a comprehensive list of resources related to this project that are available on the 1349 
NIST Supporting Resources website. 1350 

Resource Name Location 
CIP Use Case Criteria https://pages.nist.gov/nccoe-mdl-project-static-

website/use-case-1/criteria.html  
Sample Bank mDL Information Page https://pages.nist.gov/nccoe-mdl-project-static-

website/use-case-1/nccoe-bank-faq.html  
Wire Frames https://pages.nist.gov/nccoe-mdl-project-static-

website/use-case-1/wireframes.html  
Financial Use Case Reference 
Architecture 

https://pages.nist.gov/nccoe-mdl-project-static-
website/use-case-1/architecture/kyc-cip-onboarding.html  

Interaction Diagrams https://pages.nist.gov/nccoe-mdl-project-static-
website/use-case-1/architecture/interaction-diagrams.html  

Building Assurance in the mDL 
Ecosystem  

https://pages.nist.gov/nccoe-mdl-project-static-
website/use-case-1/building-mdl-assurance/index.html  

NIST SP 800-63A Profile for mDL 
Issuance  

https://pages.nist.gov/nccoe-mdl-project-static-
website/use-case-1/building-mdl-assurance/nist_800-
63a.html  

Privacy Risk Assessment Methodology https://pages.nist.gov/nccoe-mdl-project-static-
website/use-case-1/pram.html  

Usability Assessment  https://pages.nist.gov/nccoe-mdl-project-static-
website/use-case-1/usability-results.html  

CIP Regulatory Mapping TBD 
Privacy and Security Comparative 
Analysis TBD 

Demonstration Videos https://pages.nist.gov/nccoe-mdl-project-static-
website/use-case-1/demonstration-videos.html  

 

https://pages.nist.gov/nccoe-mdl-project-static-website/index.html
https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/criteria.html
https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/criteria.html
https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/nccoe-bank-faq.html
https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/nccoe-bank-faq.html
https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/wireframes.html
https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/wireframes.html
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https://pages.nist.gov/nccoe-mdl-project-static-website/use-case-1/building-mdl-assurance/index.html
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Appendix C Regulatory Mapping 1351 

The primary outcome from this demonstration is to ensure that digital credentials and associated relying 1352 
party workflows align with the Bank Secrecy Act. To support this outcome, the core project team along 1353 
with project collaborators, Federal agency and NIST subject matter experts have developed a mapping in 1354 
the table below between the technical implementation capabilities and Title 31 Code of Federal 1355 
Regulations 1020.220 commonly referred to as Customer identification program for banks.   1356 

 

1357 

 
Note: This mapping is an effort to illustrate the alignment of mDL and the process 
implemented as part of the NCCoE build with the requirements defined in the CIP. It does not 
guarantee regulatory acceptance or compliance.  

https://www.ecfr.gov/current/title-31/subtitle-B/chapter-X/part-1020/subpart-B/section-1020.220
https://www.ecfr.gov/current/title-31/subtitle-B/chapter-X/part-1020/subpart-B/section-1020.220
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Table 10. CIP Requirement to Capability Mapping  1358 

CIP Requirement Demonstrated 
Capability or 

Process 

Capability 
Relationship to CIP 

Requirement 

Relationship Explanation 

31 CFR 1020.220(a)(2) 
Identity verification procedures. The CIP must 
include risk-based procedures for verifying the 
identity of each customer to the extent 
reasonable and practicable. The procedures 
must enable the bank to form a reasonable 
belief that it knows the true identity of each 
customer. These procedures must be based on 
the bank's assessment of the relevant risks, 
including those presented by the various types 
of accounts maintained by the bank, the 
various methods of opening accounts 
provided by the bank, the various types of 
identifying information available, and the 
bank's size, location, and customer base. At a 
minimum, these procedures must contain the 
elements described in this paragraph (a)(2). 

Customer 
Identification with 
mDL Verification 
and TIN Validation   

Aligned to CIP general 
requirement.  

This requirement defines the general expectation that 
financial services organizations apply a risk-based approach to 
determine the “true identity” of each customer. mDL 
verification provides means to mitigate risk associated with 
identity theft or fraudulent account opening by leveraging 
cryptographic security features embedded within the digital 
credential. Coupled with holder verification to the mobile 
device through biometrics and other local authentication 
factors, this provides financial institutions with an increased 
degree of confidence over existing methods that 1) the 
evidence is real and not forged, and 2) in the possession of 
the individual who is represented by the credential.  
 
 
 
Note: see Section 6.2.8 for discussion of local v. server-side 
verification of holders.   

31 CFR 1020.220(a)(2)(i)(A)(1) – 31 CFR 
(a)(2)(i)(A)(3)(iii)  

(A) In general. The CIP must contain 
procedures for opening an account that 
specify the identifying information that will be 
obtained from each customer. Except as 
permitted by paragraphs (a)(2)(i)(B) and (C) of 
this section, the bank must obtain, at a 

Verifiable mDL 
Attributes.  
 

Aligned to CIP 
Requirements for 
identity and address 
attributes.  

The following attributes are mandatory and encoded and 
signed into all mDL presentations.  
- Family Name  
- Given Name  
- Date of Birth  
- Address  
 
Each of these elements is mandatory in the AAMVA 
Implementation Guidelines and necessary to meet CIP 
requirements. The presence of these attributes within the 

https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)
https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(2)(i)(A)
https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(2)(i)(A)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(i)(B)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(i)(C)
https://www.aamva.org/getmedia/261ed16b-3f5c-4678-a2db-cc3016934234/MobileDLImplementationGuidelines-Version1-3.pdf
https://www.aamva.org/getmedia/261ed16b-3f5c-4678-a2db-cc3016934234/MobileDLImplementationGuidelines-Version1-3.pdf
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CIP Requirement Demonstrated 
Capability or 

Process 

Capability 
Relationship to CIP 

Requirement 

Relationship Explanation 

minimum, the following information from the 
customer prior to opening an account: 

(1) Name; 

(2) Date of birth, for an individual; 

(3) Address, which shall be: 

(i) For an individual, a residential or business 
street address; 

(ii) For an individual who does not have a 
residential or business street address, an Army 
Post Office (APO) or Fleet Post Office (FPO) 
box number, or the residential or business 
street address of next of kin or of another 
contact individual; or 

(iii) For a person other than an individual (such 
as a corporation, partnership, or trust), a 
principal place of business, local office, or 
other physical location; and 

Mobile Security Object (MSO) ensures their integrity and 
accuracy. Additionally, these attributes are compared against 
access policy requirements in the financial services IDMS—
meaning if the credential did not contain the necessary data 
an enrollment attempt would not be successful. 
 
APO/FPO may be available on an mDL in addition to a physical 
address depending on the state policy, though this was not 
tested or observed during the project. 
 
At this time, mDL’s are for individuals only and would not 
support clause (ii) which allows for next of kin/contact 
individuals, or clause (iii) which refers to corporations.  

31 CFR 1020.220(a)(2)(i)(A)(4)(i) Tax Identification 
Number (e.g., 
Social Security 
Number) Applicant 

Aligned to requirements 
for an identification, 
specifically a Tax 
Identification Number 
for U.S. persons  

A TIN13 attribute is not included in US State issued mDLs. The 
demonstration collects TIN (social security number) as part of 

 
 

https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(2)(i)(A)(4)(i)
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CIP Requirement Demonstrated 
Capability or 

Process 

Capability 
Relationship to CIP 

Requirement 

Relationship Explanation 

(4) Identification number, which shall be: (i) 
For a U.S. person, a taxpayer identification 
number;  

 

Identifier Request 
and validation 
 
 

the account opening web workflow and validates this 
information against a mock third-party data source.14  
  

31 CFR 1020.220(a)(2)(i)(A)(4)(B) & (C) 

(B) Exception for persons applying for a 
taxpayer identification number… 

(C) Credit card accounts… 

 

Not Addressed Not Addressed These two clauses related to those without a TIN and 
allowances for credit card accounts to be opened with third 
party data. The build is not intended to address risk-based 
decisions on those who do not have TINs or processes for 
extending credit. As such they are out of scope for the build, 
and in NIST’s view do not impact the ability for an mDL based 
process to support compliance with CIP requirements.  

31 CFR 1020.220 (a)(2)(ii) 
Customer verification. The CIP must contain 
procedures for verifying the identity of the 
customer, using information obtained in 
accordance with paragraph (a)(2)(i) of this 
section, within a reasonable time after the 
account is opened. The procedures must 
describe when the bank will use documents, 
non-documentary methods, or a combination 
of both methods as described in this 
paragraph (a)(2)(ii). 

mDL Verification 
with TIN Validation  

Aligned to requirements 
in both documentary 
(mDL) and non-
documentary (TIN) 
verification processes 

The mDL process as defined in this demonstration uses both 
documentary and non-documentary processes to verify the 
identity of an individual applying for an account. The mDL 
itself conforms to documentary verification processes, proving 
identity based on the existence of a verifiable digital credential 
(mDL) signed by the issuing state, while the non-documentary 
process validates the existence of a TIN. These are discussed in 
more detail below.  

 
14 Note that an exemption in June 2025 was granted from the requirement to collect a TIN from a customer before opening an account so long 
as a TIN could be validated for the user based on third party sources. This means the mDL workflow could be implemented without an additional 
data request to the user so long as the attributes provided off the mDL are able to resolve to a TIN in third party data sources used by the bank.   

https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(2)(i)(B)
https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(2)(ii)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(i)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(ii)
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CIP Requirement Demonstrated 
Capability or 

Process 

Capability 
Relationship to CIP 

Requirement 

Relationship Explanation 

 

31 CFR 1020.220 (a)(2)(ii)(A)(1) & (2) 

(A) Verification through documents. For a 
bank relying on documents, the CIP must 
contain procedures that set forth the 
documents that the bank will use. These 
documents may include: 

(1) For an individual, unexpired government-
issued identification evidencing nationality or 
residence and bearing a photograph or similar 
safeguard, such as a driver's license or 
passport; and 

(2) For a person other than an individual (such 
as a corporation, partnership, or trust), 
documents showing the existence of the 
entity, such as certified articles of 
incorporation, a government-issued business 
license, a partnership agreement, or trust 
instrument. 

mDL Verification 
including verifiable 
attributes and 
holder 
authentication  
 

Aligned to documentary 
verification processes.  

An mDL is a digital document issued to an individual by a state 
government authority (e.g., DMV) through an identity 
proofing process. It contains attributes and data elements 
which have been signed using public key cryptography 
ensuring the integrity and accuracy of the data. They are also 
signed by a unique device key preventing them from being 
shared to other devices and are protected during online 
presentation through local authentication mechanisms (often 
biometrics).  
 
In addition to the user’s personal attributes an mDL also 
contains signed attributes such as the License Expiration date 
and the holder’s portrait, and physical address as mandated 
by this requirement.  
 
While nationality is not indicated on driver’s license (mDL or 
otherwise), DLs and mDL do serve as proof of residence. This is 
further supported by the inclusion of a realID compliance flag 
which has elevated expectations for residency status.  
 
The portrait can be used to 1) augment local authentication by 
enabling a bank biometric verification at the time of account 
opening and 2) physical verification in branches.  
 
This project only focused on identification of individuals and 
therefore does not cover example (2) at this time. It is NIST’s 

https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(2)(ii)(A)
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CIP Requirement Demonstrated 
Capability or 

Process 

Capability 
Relationship to CIP 

Requirement 

Relationship Explanation 

view that this does not impact the ability of an mDL to be used 
as part of a compliant CIP process.    

31 CFR 1020.220 (a)(3)(i)(A) – (D) 

(3) Recordkeeping. The CIP must include 
procedures for making and maintaining a 
record of all information obtained under the 
procedures implementing paragraph (a) of this 
section. 

(i) Required records. At a minimum, the 
record must include: 

(A) All identifying information about a 
customer obtained under paragraph 
(a)(2)(i) of this section; 

(B) A description of any document that 
was relied on under paragraph 
(a)(2)(ii)(A) of this section noting the 
type of document, any identification 
number contained in the document, 
the place of issuance and, if any, the 
date of issuance and expiration date; 

(C) A description of the methods and 
the results of any measures 
undertaken to verify the identity of 

CIP record 
establishment with 
representative 
financial institution  

Representative of 
record keeping 
requirements  

The NIST Bank of NCCoE is not a real financial institution. The 
demonstration records are established to represent a real-
world architecture and process but are not as robust as real-
world record systems.  
 
Attributes collected during the customer identity verification 
process in this demonstration were stored in an encrypted 
structured token within a database accessible to the banking 
system.  
 
The following information is captured in these tokens for all 
mDL related test transactions:  
 

• (A) Verified user attributes (see above for details)  
 

• (B) Document Identification Number (i.e., license 
number)  

 
• (B) Identification Expiration Date  

 
• (B) Issuing Entity (i.e., issuing state)  

 
• (B) Issuance Date  

 
• (C) A value of “mDL” stored in the token indicating the 

CIP method used. Other methods were not included as 

https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(3)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(i)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(i)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(ii)(A)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(ii)(A)
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CIP Requirement Demonstrated 
Capability or 

Process 

Capability 
Relationship to CIP 

Requirement 

Relationship Explanation 

the customer under paragraph 
(a)(2)(ii)(B) or (C) of this section; and 

(D) A description of the resolution of 
any substantive discrepancy 
discovered when verifying the 
identifying information obtained. 

 

values since they were not tested, though FIs should 
expand and include values for all of their supported 
CIP methods.  
 

• (D) Existence of a token was provided as an indication 
of successful identity verification – Financial 
Institutions should expand on the token or an 
associated supplementary record to include more 
detailed information related to the CIP processes 
used. 

31 CFR 1020.220 (a)(3)(ii) 
 
(ii) Retention of records. The bank must retain 
the information in paragraph (a)(3)(i)(A) of this 
section for five years after the date the 
account is closed or, in the case of credit card 
accounts, five years after the account is closed 
or becomes dormant. The bank must retain 
the information in paragraphs (a)(3)(i)(B), (C), 
and (D) of this section for five years after the 
record is made. 
 

Not Addressed Not Addressed Since the project is demonstration only, no information is 
being retained. However, the demonstrated records may be 
retained for as long as an FI is required.  
 
It is NISTs view that this does not impact the ability of the 
project to demonstrate conformity of mDL based process to 
CIP requirements.  

31 CFR 1020.220 (a)(4) 
 
(4) Comparison with government lists. The CIP 
must include procedures for determining 
whether the customer appears on any list of 
known or suspected terrorists or terrorist 
organizations issued by any Federal 

Mocked 
government 
identifier check   

Aligned to Requirement 
for Government Records 
Check  

The representative financial service application runs the 
applicant provided SSN against a mocked service for external 
checks. This is not however, an external service check as such 
checks cannot be done with against test SSNs.  
 
OFC and other sanctions checks were out of scope for our 
effort. Financial Institutions have existing processes for 

https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(ii)(B)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(ii)(B)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(2)(ii)(C)
https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(3)(ii)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(3)(i)(A)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(3)(i)(B)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(3)(i)(C)
https://www.ecfr.gov/current/title-31/section-1020.220#p-1020.220(a)(3)(i)(D)
https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(4)
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CIP Requirement Demonstrated 
Capability or 

Process 

Capability 
Relationship to CIP 

Requirement 

Relationship Explanation 

government agency and designated as such by 
Treasury in consultation with the Federal 
functional regulators. The procedures must 
require the bank to make such a 
determination within a reasonable period of 
time after the account is opened, or earlier, if 
required by another Federal law or regulation 
or Federal directive issued in connection with 
the applicable list. The procedures must also 
require the bank to follow all Federal 
directives issued in connection with such lists. 
 

checking government restrictions that will continue to operate 
alongside mDL based CIP processes. It’s NIST’s view that 
mocking this service has no impact on the ability of mDL based 
CIP to conform to regulatory requirements.  

31 CFR 1020.220 (a)(5)(i) – (iii) 

(i) Customer notice. The CIP must include 
procedures for providing bank customers with 
adequate notice that the bank is requesting 
information to verify their identities. 

(ii) Adequate notice. Notice is adequate if the 
bank generally describes the identification 
requirements of this section and provides the 
notice in a manner reasonably designed to 
ensure that a customer is able to view the 
notice, or is otherwise given notice, before 
opening an account. For example, depending 
upon the manner in which the account is 
opened, a bank may post a notice in the lobby 
or on its Web site, include the notice on its 

Notice and consent 
collection – prior to 

starting the CIP 
process and prior 

to collection of 
identity attributes 

Aligned to notice 
requirements 

The demonstration includes notice and consent throughout 
the CIP process.  
This includes:  
- (i) General notice to the customer of the reasons for 

conducting CIP processes, the data to be collected, and 
information on why data collection is required.  

- (ii) Specific notice with respect to mDL verification process 
and consent to collect specific attributes from the user’s 
mDL is presented prior to a request being sent to the 
user’s mobile device for the attributes. This also includes a 
link to more detailed information on mDL’s.  

- (ii) Specific consent at the wallet prior to the release of the 
attributes to the financial institution. Note: This consent is 
presented and managed by the wallet itself not the FI.  

- (iii) Our language is available at our supporting resources 
website. It is similar but not the same as the sample 

https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(5)
https://pages.nist.gov/nccoe-mdl-project-static-website/
https://pages.nist.gov/nccoe-mdl-project-static-website/
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CIP Requirement Demonstrated 
Capability or 

Process 

Capability 
Relationship to CIP 

Requirement 

Relationship Explanation 

account applications, or use any other form of 
written or oral notice. 

(iii) Sample notice. If appropriate, a bank may 
use the following sample language to provide 
notice to its customers… 

language. It was developed with UX experts and 
collaborators from FIs.  

31 CFR 1020.220 (a)(6) 

(6) Reliance on another financial institution. 
The CIP may include procedures specifying 
when a bank will rely on the performance by 
another financial institution (including an 
affiliate) of any procedures of the bank's CIP, 
with respect to any customer of the bank that 
is opening, or has opened, an account or has 
established a similar formal banking or 
business relationship with the other financial 
institution to provide or engage in services, 
dealings, or other financial transactions, 
provided that: 

(i) Such reliance is reasonable under the 
circumstances; 

(ii) The other financial institution is subject to 
a rule implementing 31 U.S.C. 5318(h) and is 
regulated by a Federal functional regulator; 
and 

Not Addressed Not Addressed This project does not demonstrate processes that rely on 
other Financial Institutions.  
 
It’s NIST’s view that this does not impact on the project’s 
ability to demonstrate the use of mDL to comply with CIP 
requirements.  

https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(5)(iii)
https://www.ecfr.gov/current/title-31/part-1020/section-1020.220#p-1020.220(a)(6)
https://www.govinfo.gov/link/uscode/31/5318
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CIP Requirement Demonstrated 
Capability or 

Process 

Capability 
Relationship to CIP 

Requirement 

Relationship Explanation 

(iii) The other financial institution enters into a 
contract requiring it to certify annually to the 
bank that it has implemented its anti-money 
laundering program, and that it will perform 
(or its agent will perform) the specified 
requirements of the bank's CIP. 
(b) Exemptions. The appropriate Federal 
functional regulator, with the concurrence of 
the Secretary, may, by order or regulation, 
exempt any bank or type of account from the 
requirements of this section. The Federal 
functional regulator and the Secretary shall 
consider whether the exemption is consistent 
with the purposes of the Bank Secrecy Act and 
with safe and sound banking, and may 
consider other appropriate factors. The 
Secretary will make these determinations for 
any bank or type of account that is not subject 
to the authority of a Federal functional 
regulator. 

N/A N/A This clause is not relevant to the project as it focuses on 
overall exemptions from CIP compliance.  

(c) Other requirements unaffected. Nothing in 
this section relieves a bank of its obligation to 
comply with any other provision in this 
chapter, including provisions concerning 
information that must be obtained, verified, or 
maintained in connection with any account or 
transaction. 

N/A N/A This clause is not relevant to the project as it addresses the 
regulation’s impact on other aspects of the regulation.  

1359 
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Appendix D CIP/KYC Documentary Considerations 1360 

This appendix summarizes security, privacy, and usability implementation considerations when 1361 
compared to the following CIP documentation models as defined below: 1362 

Non-Documentary - Self-asserted data (e.g. name, address, tax identifier) checked against third party 1363 
data sources, SMS verification, and email verification. 1364 

Government Identification Check - Self-asserted data coupled with software-driven document 1365 
authentication against an uploaded image of a physical identification card, SMS verification, email 1366 
verification. 1367 

Government Identification Check (Biometric Match) - Self-asserted data coupled with document 1368 
authentication and a biometric comparison of the user to their presented evidence, SMS verification, 1369 
email verification.   1370 

Government Identification Check (mDL) - Presentation of signed mDL data and local holder 1371 
authentication, SMS verification, email verification, 3rd party validation of SSN.1372 
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Table 11. Comparative Analysis of CIP Techniques: Security 1373 

  CIP Model 
  Non-Documentary Gov ID Check Gov ID Check (Biometric) Gov ID Check (mDL) 

Se
cu

rit
y 

Co
ns

id
er

at
io

ns
 

Accuracy & 
Authenticity 

Low – manual data entry 
provides no confidence that 
attributes are associated with the 
individual presenting them. There 
is no ability to confirm the 
authenticity of any evidence.  

Moderate – Document 
analysis provides some 
confidence in authenticity 
of a DL.   

Moderate – Live document 
capture and liveness 
biometric comparison 
provide increased 
assurance Gov ID is 
legitimate. 

High – mDL verification provides means to 
mitigate risk associated with identity theft 
or fraudulent account opening by leveraging 
cryptographic security features embedded 
within the digital credential that can attest 
to the authenticity and integrity of the 
information presented.  

User 
Verification & 
Binding 

Low – SMS verification provides 
minimal binding to the legitimate 
users and are subject to sim 
swap, phishing, and account 
compromise. 

Low – SMS/Email 
verification provides 
minimal binding to the 
legitimate users. 
Government ID images 
can be easily generated 
using artificial 
intelligence.  

Moderate – User 
verification and binding 
confidence increases with 
sufficient presentation 
attack detection (PAD) 
controls. 

High – Authentication to the mobile device 
through biometrics and other local 
authentication factors, this an increased 
degree of confidence that 1) the evidence is 
real and not forged, and 2) in the 
possession of the individual who is 
represented by the credential. 

Common 
Attack Types 

- Phishing 
- Reuse of compromised PII 
- SIM Swapping 
- Guessing attacks 
- Automated & scripted data 

entry 

- Phishing 
- Reuse of 

compromised PII 
- SIM Swapping 
- Deepfakes 

- Deepfakes 
- Image/Video Injection 

Refer to Threats to mDL Verification 
Environments section. 

Threat Scale High – Attacks have been and will 
continue to be highly scalable in 
nature due to automation and 
minimal ability to verify the end 
user’s identity.  

High – The quality of 
generative image AI 
continues to improve. 
Scaling attacks become 
more feasible as the AI 
compute price decreases. 

Moderate – An attacker 
would have to defeat PAD 
mechanisms, requiring 
sophistication and/or 
higher level of resources. 

Low – Attacks would require a high degree 
of sophistication in one or more mDL 
ecosystem pillars – issuance, presentation, 
and verification.  
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Table 12. Comparative Analysis of CIP Techniques: Privacy 1374 

  CIP Model 

 
 

Non-Documentary Gov ID Check Gov ID Check (Biometric) Gov ID Check (mDL) 

Pr
iv

ac
y 

Co
ns

id
er

at
io

ns
 

Notice & 
transparency 

Low – Customers may not 
know which third party 
sources are verifying their 
data; additionally, risk scoring 
and fraud management based 
on user submitted data and 
transaction data may not be 
clear to the user and may not 
have appropriate mechanisms 
for redress. 

Low – The customer may 
consent to the use of their ID 
in onboarding processes but 
rarely knows what happens to 
the data captured of the ID, 
which parties are processing it, 
and what happens to 
unnecessary data captured 
during the process.  

Moderate – A customer 
may not predict how much 
information is exposed 
when they share a 
government ID, vs. how 
much data is required. 

Also, a customer may not 
have visibility into what 
happens to their biometric 
data after verification. 

High – Customers see which specific 
attributes are requested from their 
mDL before sharing with the FI, and 
they maintain a record in their mobile 
wallet of their transactions for easy 
review. 

Biometrics are performed locally on 
the device and not provided to the FI.  

User control & 
selective disclosure 

Low – While customers 
execute data entry, the 
accuracy and validation 
processes are outside of their 
control. Inaccurate or 
incomplete data at third party 
services are not easily 
corrected and the processes 
for doing so are outside of 
user control. 

Low – Customers have no 
control over which attributes 
are shared when images are 
captured of identity evidence 
(e.g., driver’s license or 
passport). Even when paired 
with limited retention and 
privacy policies, more user 
attributes are exposed than 
required for the transaction.  

Low – Customers lack 
choice in what data they 
provide; government ID 
and selfie are required. 
They can’t control which 
specific attributes are 
shared, as they provide 
entire documents with 
more information than is 
required. Their biometric 
template is typically shared 
with a 3rd party vendor for 
review, reducing user 

High – Individuals only share the 
specific attributes that are required for 
identity verification. 

Biometric verification can be 
performed locally on the device and 
not provided to the FI. 
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  CIP Model 

 
 

Non-Documentary Gov ID Check Gov ID Check (Biometric) Gov ID Check (mDL) 

control over their own 
biometric data. 

User verification Low – There is minimal ability 
to confirm the participating 
individual is the one 
represented by the data. Even 
with SMS verification, which is 
highly phishable, these 
approaches leave past victims 
of PII theft and privacy 
breaches highly vulnerable.    

Low – There is minimal ability 
to confirm the participating 
individual is the one 
represented by the data. 

Moderate – Customers 
provide biometric data 
before they’re otherwise 
verified; selfie does add a 
layer of protection, but 
there’s some risk that the 
individual in the ID is not 
the same individual 
applying for the account. 

High – Authentication occurs before 
attributes are sent; local biometric 
authentication provides user 
verification. 

Data 
retention/exposure 

Low – Since there is no 
cryptographic signing to 
support authenticity and 
accuracy, all data goes to third 
party data sources for 
validation. This increases the 
exposure of customers’ 
personal data. 

Third parties may have long 
retention periods for 
customers’ personal data.  

Low – Since there is no 
cryptographic signing to 
support authenticity and 
accuracy, all data goes to third 
party data sources for 
validation. This increases the 
exposure of customers’ 
personal data. 

Overcollection of data on the 
government ID exposes the 
user to increased risks if 
images of IDs are 

Low – Biometric 
authentication is done 
server-side (rather than 
locally)—and typically is 
done by a third-party 
vendor, not the financial 
institution. This biometric 
matching in a centralized 
location by a third-party 
vendor is greater exposure 
for the customer. It may be 
unclear what happens to 

High – Provides the option for local 
biometric authentication, reducing the 
amount of data the user sends server-
side. Integrity and authenticity of the 
mDL attributes come from being 
cryptographic signed, alleviating the 
need for third party data validation. 
Only those attributes needed for 
identity verification are collected.  
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  CIP Model 

 
 

Non-Documentary Gov ID Check Gov ID Check (Biometric) Gov ID Check (mDL) 

compromised or the proofing 
services are compromised.  

the biometric data after 
verification. 

  1375 
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Table 13. Comparative Analysis of CIP Techniques: Usability 1376 

  CIP Model 
  Non-Documentary Gov ID Check Gov ID Check (Biometric) Gov ID Check (mDL) 

U
sa

bi
lit

y 
Co

ns
id

er
at

io
ns

 

Effectiveness High – this method is effective 
if the third-party data sources 
are accurate and up-to-date, 
and customers provide reliable 
information. 

High – this method effectively 
confirms a customer's identity 
by verifying a physical 
document. 

Very High – by combining 
document verification with 
biometric liveness checks, 
this process is a robust and 
effective. 

Very High – this method 
effectively verifies a 
customer's identity using a 
secure and standardized 
digital identity credential. 

Efficiency High – the process is typically 
fast and efficient, requiring only 
the customer’s input to verify 
their identity via SMS and 
email. 

Moderate - customers must 
upload a form of Gov ID, 
which may involve scanning or 
taking a photo, potentially 
adding time to the verification 
process. 

Low to Moderate – this 
process requires customers 
to upload a Gov ID and 
perform a biometric liveness 
check, which can complicate 
and prolong the verification 
process. 

High – this process is 
relatively fast and seamless, 
as customers can present 
their mDL digitally. 

Satisfaction Moderate - while the process is 
convenient, some customers 
may be skeptical about the 
security and safety of this 
method. 

Moderate - while the process 
is generally straightforward, 
some users may struggle with 
issues related to document 
quality or formatting. 

Low to Moderate - while 
this process is secure, some 
users may face difficulties 
with document quality or 
formatting. Additionally, 
some may find the biometric 
liveness check intrusive or 
encounter technical issues. 

High - customers with 
compatible mobile devices 
and mDLs may find the 
process both convenient and 
secure. 

User Experience The process is familiar to most 
users and consists of only a few 
steps. The user experience is 
usually straightforward. 
However, some users might be 
concerned about the lack of 
tangible verification, which can 
impact their trust in the 
method. 

The user experience is 
generally acceptable, but 
document quality or 
formatting issues could 
impact it. Some customers 
might also be concerned 
about the security and privacy 
of uploading sensitive 
documents. 

Issues related to document 
quality, formatting, and 
technical challenges during 
the biometric liveness check 
could impact the user 
experience. However, if 
executed correctly, the 
process can be both 
seamless and secure. 

The user experience is 
generally positive, as the 
process is streamlined and 
secure. However, users 
without compatible devices 
or mDLs, or those not familiar 
with mDLs, may face 
difficulties or distrust the 
process. 
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  CIP Model 
  Non-Documentary Gov ID Check Gov ID Check (Biometric) Gov ID Check (mDL) 

Summary Ensuring third-party data 
sources are accurate and up-to-
date is crucial to reduce false 
negatives or false positives. 
Clear explanations of the 
verification process and data 
protection measures can help 
alleviate user concerns. 
Implementing additional 
verification steps can further 
enhance security and build user 
trust. 

It's important to make the 
document upload process 
user-friendly, with clear 
guidance on acceptable 
document types and formats. 
Ensuring secure transmission 
and storage of sensitive 
documents is essential. 
Feedback mechanisms can 
help customers resolve upload 
issues, reducing frustration 
and potential drop-off.  

To ensure a positive user 
experience, the document 
upload process and 
biometric liveness check 
should be user-friendly with 
clear instructions. Reducing 
technical challenges and 
providing feedback 
mechanisms can help 
customers troubleshoot 
problems, decreasing 
frustration. Clearly 
explaining the purpose and 
benefits of the biometric 
liveness check can help 
alleviate user concerns and 
increase acceptance. 

Ensuring compatibility with a 
range of devices and 
platforms is crucial. Clear 
explanations of the benefits 
and requirements of using 
mDL verification can also help 
educate customers and 
encourage adoption. 
Providing alternatives for 
those without compatible 
devices or mDLs is essential 
for a positive onboarding 
experience. 
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Appendix E List of Symbols, Abbreviations, and Acronyms 1377 

AAMVA 1378 
American Association of Motor Vehicle Administrators 1379 

AAL 1380 
Authentication Assurance Level 1381 

BSA 1382 
Bank Secrecy Act 1383 

CIO 1384 
Chief Information Officer 1385 

CIP 1386 
Customer Identification Program 1387 

CISO 1388 
Chief Information Security Officer 1389 

CTAP 1390 
Client-to-Authenticator Protocol 1391 

DC API 1392 
Digital Credentials Web Platform API 1393 

DHS 1394 
Department of Homeland Security 1395 

DOJ 1396 
Department of Justice 1397 

eCBSV 1398 
Electronic Consent Based Social Security Number Verification 1399 

FAL 1400 
Federation Assurance Level 1401 

FI 1402 
Financial Institution 1403 

FIDO 1404 
Fast Identity Online 1405 

HTTPS 1406 
Hypertext Transfer Protocol Secure 1407 

IDMS 1408 
Identity Management System 1409 

IdP 1410 
Identity Provider 1411 

IR 1412 
Interagency Report or Internal Report 1413 

ISO 1414 
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International Organization for Standardization 1415 

JSON 1416 
JavaScript Object Notation 1417 

JWT 1418 
JSON Web Token 1419 

KYC 1420 
Know Your Customer 1421 

KBV 1422 
Knowledge-Based Verification 1423 

mDL 1424 
Mobile Driver’s License 1425 

mDoc 1426 
Mobile Document 1427 

MFA 1428 
Multi-Factor Authentication 1429 

OIDC 1430 
OpenID Connect 1431 

OpenID4VCI 1432 
OpenID for Verifiable Credential Issuance 1433 

OpenID4VP 1434 
OpenID for Verifiable Presentations 1435 

OS 1436 
Operating System 1437 

OTP 1438 
One-Time Passcode 1439 

PII 1440 
Personally Identifiable Information 1441 

POC 1442 
Point of Contact 1443 

QRC 1444 
Quick Response Code 1445 

REST 1446 
Representational State Transfer 1447 

RP 1448 
Relying Party 1449 

SaaS 1450 
Software as a Service 1451 

SDO 1452 
Standards Development Organization 1453 
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SP 1454 
Special Publication 1455 

SSN 1456 
Social Security Number 1457 

SSO 1458 
Single Sign-On 1459 

TIN 1460 
Taxpayer Identification Number 1461 

TLS 1462 
Transport Layer Security 1463 

URI 1464 
Uniform Resource Identifier 1465 

VDC 1466 
Verifiable Digital Credential 1467 
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Appendix F DCQL Queries 1468 

A DCQL query enables verifiers to signal to wallet the attributes requested by the RP. The wallet can 1469 
then display to applicants the attributes requested and the credentials on their device that meet the 1470 
parameters of the request. The figures below contain the DCQL queries used in this demonstration to 1471 
support the NCCoE Bank’s Customer Information Program and account linkage during digital enrollment 1472 
and reverification. These queries support relying party data minimization by providing a structured 1473 
means to request only the attributes needed to complete CIP requirements and account linkage. The 1474 
query also supports consent processes enabling the credential holder to choose whether to share these 1475 
attributes.  1476 

"dcql": { 
  credentials: [ 
    { 
      id: "mdl", 
      format: "mso_mdoc", 
      meta: { 
        doctype_value: "org.iso.18013.5.1.mDL" 
      }, 
      claims: [ 
        { path: ["org.iso.18013.5.1", "given_name"] }, 
        { path: ["org.iso.18013.5.1", "family_name"] }, 
        { path: ["org.iso.18013.5.1", "birth_date"] }, 
        { path: ["org.iso.18013.5.1", "issue_date"] }, 
        { path: ["org.iso.18013.5.1", "expiry_date"] }, 
        { path: ["org.iso.18013.5.1", "issuing_country"] }, 
        { path: ["org.iso.18013.5.1", "issuing_authority"] }, 
        { path: ["org.iso.18013.5.1", "document_number"] }, 
        { path: ["org.iso.18013.5.1", "portrait"] }, 
        { path: ["org.iso.18013.5.1", "resident_address"] }, 
        { path: ["org.iso.18013.5.1", "resident_city"] }, 
        { path: ["org.iso.18013.5.1", "resident_state"] }, 
        { path: ["org.iso.18013.5.1", "resident_postal_code"] } 
      ] 
    }] 
} 

Figure 14. Demonstration CIP DQCL Query 1477 
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"dcql": { 
  credentials: [ 
    { 
      id: "mdl", 
      format: "mso_mdoc", 
      meta: { 
        doctype_value: "org.iso.18013.5.1.mDL" 
      }, 
      claims: [ 
        { path: ["org.iso.18013.5.1", "issuing_authority"] }, 
        { path: ["org.iso.18013.5.1", "document_number"] } 
              ] 
    }] 
} 

Figure 15. Demonstration Account Linkage DQCL Query 1478 
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