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Agenda

Topics Speaker

Welcome/Rules of Engagement Tom Walters, MITRE

Introductions
NIST Cybersecurity Framework (CSF) 2.0 Overview
CSF Community Profiles
Revealing of New Name for Resources Page

Nakia Grayson, NIST

Creating Community Profiles Julie Snyder, MITRE

Break All

Activity:  Community Profiles Priorities Julie Snyder, MITRE

Break All

Interactive Discussion Nakia Grayson, NIST
Julie Snyder, MITRE

What’s next…. Nakia Grayson, NIST

Q&A All
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Submitting Questions

Please use the Q&A 
function to enter your 
questions. 

We will do our best to 
answer all questions 
during the Q&A and will 
post responses to those 
we did not have time to 
cover.

2. Type your question in the 
text box and click Send

1. To open the Q&A function, 
click on “More” at the 
bottom of the screen and 
select the “Q&A” option.
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Captions

To open enable captioning 
during the event, click on 
“More” at the bottom of 
the screen and select the 
“Captions” option.
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Join the Mentimeter (Menti) poll for this workshop in one of three ways:

If you would like to elaborate on any of your responses, feel free to provide additional 
information in the Zoom chat and/or raise your virtual hand through Zoom to be 

unmuted

How to Participate in Menti Polls

We are observing Chatham House Rule to encourage open discussion
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https://www.menti.com/al349u9ubxf6

Join at menti.com | use code 8554 7317
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Introductions



Introduction of Speakers
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Nakia Grayson, NIST Julie Snyder, MITRE



MENTI: Getting to Know You

▪What sector do you work in?

▪Which NIST Frameworks does your organization use?

▪Has your community developed any Community Profiles?

Join at menti.com | use code 8554 7317
8



Who We Are

An open, transparent and collaborative hub addressing complex 
cybersecurity problems
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NIST CSF 2.0 Overview
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CSF 2.0 Overview

NIST has updated the widely used Cybersecurity Framework (CSF)—its 

landmark guidance document for reducing cybersecurity risk. 

The Framework is comprised of:

Together, these six 

Functions provide a 

comprehensive 

view for managing 

cybersecurity risk.

CSF Core

CSF Organizational Profiles

CSF Tiers
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How Did We Get Here?

Visit our CSF 2.0 Website: www.nist.gov/cyberframework

https://www.nist.gov/cyberframework


Evolution of Community Profiles in CSF 2.0

• Expanded scope beyond critical infrastructure
• Addition of a 6th Core Function “Govern”
• Increased emphasis on supply chain risk

management
• Listened to feedback, made key updates, developed

new resources and tools, and adjusted our guidance
based on today’s cybersecurity environment.

• Formalized the term “Community Profiles”
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Suite of CSF 2.0 Resources Snapshot



Global Impact of CSF 2.0
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Learn About Our Global Impact: www.nist.gov/cyberframework

• The CSF is used widely internationally.

• CSF versions 1.1 and 1.0 have been translated into 13 

languages and CSF 2.0 have been translated into 6 

languages. 

• NIST’s work with the International Organization for 

Standardization (ISO), in conjunction with the 

International Electrotechnical Commission (IEC), over 

the last 11 years has been expansive. 

• The resources allow organizations to build 

cybersecurity frameworks and organize controls using 

the CSF Functions. 

https://www.nist.gov/cyberframework
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Profiles Overview: CSF 2.0 Terms

Organizational Profiles
Describes an organization’s current 

and/or target cybersecurity posture in 
terms of the Core’s outcomes

Community Profiles
Describes CSF outcomes to address 
shared interests and goals among 

multiple organizations

Framework Profiles
Provide a way to understand, tailor, assess, prioritize, and communicate the Core’s 

outcomes based on mission objectives, stakeholder expectations, threat landscape, and 
requirements.

The NCCoE Community Profiles work facilitates CSF implementation and helps each  
community address its specific cybersecurity challenges.
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CSF Community Profiles
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Communities

Organizations that share a 
common context and an 
interest in their cybersecurity 
posture:

Sectors/subsectors 
(e.g., critical 
infrastructure sectors)

Technologies (e.g., 
mobile, cloud)

Other use cases
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Benefits of Community Profiles

Use shared 

taxonomy for 

cybersecurity and 

privacy in the 

context of the 

community

Align 

requirements 

from multiple 

sources

Leverage 

expertise across 

the community

Encourage 

common target 

outcomes

Minimize the 

burden by 

working together

Communicate

about cybersecurity and 

privacy risk

Source (adapted): Pascoe C, Snyder JN, Scarfone KA (2024) NIST Cybersecurity Framework 2.0: A Guide to Creating Community Profiles. (National Institute of Standards and Technology, Gaithersburg, MD), NIST Cybersecurity White Paper (CSWP) 

NIST CSWP 32 ipd. https://doi.org/10.6028/NIST.CSWP.32.ipd
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Community Profile Content

A Community Profile 

offers a common view. 

Organizations can 

describe where and why
they deviate from the 

Community Profile and 

each other and engage 

in risk discussions with 

a common starting 
point.
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Community Profiles Inform Organizational 
Target Profiles

Notional Priority Levels*:
 Higher

Same as Community Profile
 Lower

*Communities and organizations can 
choose any prioritization schema that 
works best for them
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Cybersecurity 
Framework Core

Aligned Priorities & Outcomes

1 2 3 4 5

Govern  

Identify  

Protect  

Detect   

Respond  

Recover   

Community Priorities
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Revealing of New Name for 
Resources Page
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We have new name!  The NCCoE 
Framework Resource Center 
web collection is now called:

Resources for Applying 
NIST Frameworks

https://www.nccoe.nist.gov/applying-
frameworks-resources

Community Profiles Resources
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https://www.nccoe.nist.gov/applying-frameworks-resources
https://www.nccoe.nist.gov/applying-frameworks-resources


Available Resources
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Creating Community Profiles
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A Guide to Creating Community Profiles

Describes Community Profiles

Provides a template and
guidance for developing
Community Profiles

Offers a Community Profiles 
Lifecycle

NIST Cybersecurity White Paper (CSWP) 32

NIST Cybersecurity Framework 2.0: A Guide to 
Creating Community Profiles
Initial Public Draft

Cherilyn Pascoe
National Cybersecurity Center of Excellence 
National Institute of Standards and Technology

Julie Nethery Snyder
The MITRE Corporation

Karen Scarfone
Scarfone Cybersecurity

February 26, 2024

This publication is available free of charge from: 

https://doi.org/10.6028/NIST.CSWP.32.ipd 26

https://doi.org/10.6028/NIST.CSWP.32.ipd


Community Profile Lifecycle

The Community Profile Lifecycle offers a structured approach for 
developing and maintaining Community Profiles.
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Community Life Cycle

Plan

• Identify the intended 
audience 

• Scope the Profile

• Identify participants

• Identify community-
specific Informative 
References

• Determine long-term 
management approach

Develop

• Identify shared 
community priorities and 
objectives

• Align community 
priorities with CSF 
outcomes

• Decide what to include in 
the Profile

• Draft the Profile

• Engage the community to 
provide feedback

• Inform the community 
when the Profile is 
finalized

Use

• Inform leadership

• Align business and 
operational practices

• Benchmark against 
industry expectations

• Inform organization’s 
Target Profile

• Assess Current State

Maintain

• Measure impact and 
determine whether 
additional resources are 
necessary

• Identify and monitor for 
changes and feedback

• Update when needed

• Retire Profile (when no 
longer needed)
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Sample Template

Available here: https://www.nccoe.nist.gov/projects/guide-creating-
community-profiles 29

http://www.nccoe.nist.gov/projects/guide-creating-


Community Profile Content

* denotes optional Profile 

content 30



Community Profile Tab

CSF 2.0 
Core

CSF 2.0 
Outcomes

Priority
(recommended)

Rationale
(recommended)

Informative 
References/

Mappings 
(recommended)

Recommendations 
and Considerations 

(optional)

Implementation 
Examples 
(optional)

Notes 
(optional)

GV The organization’s 
cybersecurity risk 

management strategy, 
expectations, and policy 

are established, 
communicated, and 

monitored

High Smart devices are vulnerable to 
various cyber threats such as 
malware, data breaches, and 

unauthorized access, which can 
have severe consequences for 
individuals and organizations 

using these devices. Help with 
addressing challenges such as 
ensuring that all smart devices 

have proper security measures in 
place, monitoring and updating 
polices, aligning with relevant 

industry
regulations.

ISO/IEC 27001:2013 -
Information security 

management systems, Center 
for Internet Security (CIS) 

Controls for IoT devices, IEC 
62443 series on industrial 
automation and control 

systems security, NIST 800-125 
on "Guide to Security for Full 
Virtualization Technologies

Regularly updates and patch 
all smart home devices to 

ensure smart home devices to 
ensure they are up-to-date with 
the latest security measures & 
use strong passwords for smart 
home device and change them 

regularly

Conduct regular 
vulnerability assessments 
on smart home devices to 
identify any security risks

N/A

GV.OC The circumstances —
mission, stakeholder 

expectations, 
dependencies, and legal, 

regulatory, and 
contractual 

requirements —
surrounding the 
organization’s 

cybersecurity risk 
management decisions 

are understood

High Users vulnerable to cyber attacks 
on smart devices due to a lack of 

awareness or resources to 
properly secure these devices. 
The community can help to can 

help address these vulnerabilities 
and protect the community from 

potential cyber threats.

NIST 800-53: Security and 
Privacy Controls for Federal 

Information Systems and 
Organizations, CSA IoT Security 
Controls Framework, ISO/IEC 
27001: Information Security 

Management Systems

N/A Collaborate with 
stakeholders, such as smart 

home device 
manufacturers, service 

providers, and regulatory 
bodies, to ensure 

compliance with legal and 
regulatory requirements 
related to cybersecurity

Join groups that 
inform you 

about updates 
related to smart 
home devices
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Example #1:  Incident Response
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Example #2:  Electric Vehicle Extreme Fast 
Charging Infrastructure
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Example #3:  Electric Vehicle Extreme Fast 
Charging Infrastructure
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Activity: Community Profile 
Priorities



The Case for Priorities

Helpful for understanding communities with a complex scope
Methodical way of thinking through community needs:  operational, 
functional, business
Ties cybersecurity risk to enterprise risk for organizations in the community
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Creating Community Profile Priorities

What does your 

community do?

What are the 

primary operational 

activities

organizations in your 

community conduct? 

What is your 

community’s 

strategic 
mission?

What does your 

community hope to 

achieve through 

deploying certain 

technologies?

How do you envision 

certain capabilities

playing a role in your 

operations?

What are the 

enabling 

business 
activities?

Build, Conduct, 

Coordinate, Deliver, 

Enable, Engage, 

Enhance, Facilitate, 

Improve, Maintain, 

Manage, Meet, 

Operate, Oversee, 

Perform, Prepare, 

Provide, Transfer, 

Use

What is the 

“right” verb to 

describe those 
activities?

Is the language clearly 

distinguishable to 

allow prioritization?

Is the language 

concise and enables 

a common 

understanding?

Are domain-specific 

terms needed?

Is the language 

concise, clear, 
and distinct?
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Building a Community Priority Statement

Build and Maintain

Determine a verb to 

describe how to carry 

out your activities

Identify a primary 

operational/business activity or 

capability of focus

Trustworthy Relationships with Partners and Customers 
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Examples of Published Community 
Priorities
▪ Conduct and Oversee Voting Period 

Activities

▪ Coordinate Port Operations 

▪ Protect Intellectual Property

▪ Maintain Logistics

▪ Maintain Operational Efficiency

▪ Maintain Operational Security

▪ Maintain Personnel Competencies

▪ Deliver Reliable Performance through 
Secure Communications

▪ Maintain Trust and Manage Reputational 
Risk

▪ Manage Crisis/Strategic Communications

▪ Ensure Secure and Timely Communications

▪ Obtain Timely Vessel Clearance

▪ Maintain Compliance with Laws and 
Regulations

▪ Minimize Driver Distraction and Workload
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Welcome to the National Institute of Sweets & Taffies
Our sweets pull you in every time!

▪ Fictitious organization that supports the candy manufacturing community… but 

let’s pretend it’s real! 

▪ About the organizations in our candy community:

▪ Candy manufacturers that make their own candies

▪ Suppliers in the global supply chain for sourcing ingredients

▪ Sales and distribution entities

▪ Organizations that own physical and online stores

▪ Organizations that distribute to other retailers (e.g., big box stores)

▪ Marketing partners
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ACTIVITY: Creating Community Priorities
National Institute of Sweets & Taffies

Build, Conduct, Coordinate, Deliver, Enable, Engage, 

Enhance, Facilitate, Improve, Maintain, Manage, 
Meet, Operate, Oversee, Perform, Prepare, Provide, 
Transfer, Use

What is the “right” 

verb to describe 
each activity?

▪ Candy manufacturers

▪ Suppliers for sourcing ingredients
▪ Sales and distribution entities
▪ Organizations that own stores

▪ Organizations that distribute to other retailers
▪ Marketing partners

About Our 

Community
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Community Priorities: Example Results
National Institute of Sweets & Taffies

Priorities

Maintain 
Human 
Safety Maintain 

Regulatory 
Compliance

Protect Trade 
Secrets

Assure Quality 
Control

Assure Supply 
Chain

Maintain Plant 
and Equipment 

Safety

Maintain 
Consistent 
Consumer 
Experience

Optimize Market 
Share

Maintain 
Continuity & 
Integrity of 
Operations

Meet Human 
Resources 

Requirements
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ACTIVITY: In thinking about a community your organization is a part 
of, what are some Community Priorities you might recommend?
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Join at menti.com | use code 8554 7317



Interactive Discussion – Current 
and Planned Resources



MENTI:  What additional information regarding 
assessments would be useful?
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Join at menti.com | use code 8554 7317



MENTI:  Are these still the right resources to 
help you create a Community Profile?
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Join at menti.com | use code 8554 7317



Updates on Requested Resources
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MENTI:  What barriers or challenges are you experiencing 
when it comes to creating or using Community Profiles?
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Join at menti.com | use code 8554 7317



MENTI:  What topics should we include 
during our next workshop?
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Join at menti.com | use code 8554 7317
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What’s next….

50



Community Profiles in Progress @ NCCoE

Cybersecurity Framework Profile for Semiconductor Manufacturing
https://www.nccoe.nist.gov/projects/cybersecurity-framework-profile-semiconductor-manufacturing

Cyber AI Profile
https://www.nccoe.nist.gov/projects/cyber-ai-profile

Cybersecurity and Privacy of Genomic Data
https://www.nccoe.nist.gov/projects/cybersecurity-and-privacy-genomic-data

Manufacturing
https://www.nccoe.nist.gov/manufacturing

Position, Navigation and Timing (PNT)
https://www.nccoe.nist.gov/projects/hybrid-satellite-networks-cybersecurity

Ransomware
https://www.nccoe.nist.gov/data-security
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https://www.nccoe.nist.gov/projects/cybersecurity-framework-profile-semiconductor-manufacturing
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/cybersecurity-and-privacy-genomic-data
https://www.nccoe.nist.gov/manufacturing
https://www.nccoe.nist.gov/projects/hybrid-satellite-networks-cybersecurity
https://www.nccoe.nist.gov/data-security


Upcoming Activities

• Continue developing additional Community Profiles

• New communities/topics

• Multi-framework Profiles

• Continue engagement

• Existing & new communities

• Understand additional resources needed

• Expand website content

• Add FAQ’s

• Publish a final Guide for Creating Community Profiles

• Next workshop will be in the Spring (Date TBD)
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How to Get Involved
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How to Get Involved

• Join Community of Interest (COI)

• Provide feedback on Guide and Template

• Share your thoughts on additional resources that would be helpful

• Share your Community Profile adoption stories

• Participate in upcoming events (Will be shared on COI listserv)
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https://www.nccoe.nist.gov/framework-resource-center


Q&A
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THANK YOU!
Your inputs help us create stronger work products!
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@NISTcybernccoe.nist.gov

Resources for Applying NIST Frameworks

https://www.nccoe.nist.gov/applying-frameworks-

resources

framework-profiles@nist.gov
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