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DISCLAIMERS

• Presentation:
• Certain commercial entities, equipment, or materials may be identified in 

this document in order to describe an experimental procedure or concept 
adequately. Such identification is not intended to imply recommendation or 
endorsement by NIST, nor is it intended to imply that the entities, materials, 
or equipment are necessarily the best available for the purpose. 

• Recording:
• Recording Note: Portions of the event may be recorded and audience Q&A 

or comments may be captured. The recorded event may be edited and 
rebroadcast or otherwise made publicly available by NIST. By registering for 
— or attending — this event, you acknowledge and consent to being 
recorded.



AUDIENCE ENGAGEMENT

Please use the Q&A 
window to enter your 
questions. 

We will do our best to 
answer all questions 
during the Q&A and will 
post responses to those 
we didn’t have time to 
cover

2. Type your question in the 
text box and click Send

1. To open the Q&A panel, 
click on the ellipses at the 
bottom of the screen for 
'More Panels' and click on 
Q&A.



INTRODUCTION

• Michael Pease, michael.pease@nist.gov
• National Institute of Standards and Technology Smart Connected System 
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• Steve Granata, sgranata@mitre.org
• The MITRE Corporation

• Harvey Reed, hreed@mitre.org
• The MITRE Corporation



A solution-driven, collaborative hub addressing complex 
cybersecurity problems

WHO WE ARE



Part of NIST, the NCCoE has access to a 
foundation of expertise, resources, 
relationships, and experience.

NIST is a non-regulatory agency. Our 
guidance is voluntary. 

Information Technology Laboratory

Applied Cybersecurity Division

Who We Are



We collaborate to develop 
modular, repeatable applied 
cybersecurity architectures 
using: 

Existing Standards

Existing guidance

Commercially available 
technologies

What We Do



Guidance Created With Industry, For Industry

ENERGY

MANUFACTURING

HEALTHCARE

INDUSTRY
SECTORS

PUBLIC SAFETY

HOSPITALITY

TRANSPORTATION

FINANCIAL
SERVICES

RETAIL



Current 
Project

Manufacturing Supply Chain Traceability Using Blockchain-
Related Technologies | NCCoE (nist.gov)

Draft Project Description 

Comments being reviewed and 
adjudicated, Jun 2023

Research Define Assemble Build Document Advocate



TRACEABILITY SHIFT IN PERSPECTIVE

• Traceability records illuminate 
the physical and/or digital 
flow of materials and products 
in a supply chain, informing 
product provenance.

• Pedigree supporting 
information captured in 
traceability records and 
reflects product quality in 
terms of:
• Original producer 

authenticity
• Adherence to 

specifications and
standards

Traceability Fundamentally Enables End-to-End SCRM Capabilities
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TRACEABILITY CHAIN RECORDING SUPPLY CHAIN 
TRANSACTIONS

• Actors create the traceability 
chain one transaction at a time

• Ecosystems are consortiums 
based on common interests e.g.: 
DLT implementation, traceability 
data types, and industry sector 
or sub-sector(s) standards

• DLT are permission based and 
enables confidentiality and 
integrity, and permanence of 
records beyond the lifecycle of a 
company.
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TRACEABILITY RECORD DATA FIELDS

Ecosystem DLT 
Transaction



TRACEABILITY CHAIN PROJECT IS A STARTING POINT

• Focus on end user tracing back 
through the supply chain

• Traceability Chain project is a 
starting point for supporting 
future research, e.g.: 

1. Sustainment chain integration
2. Specialized traceability 

transaction types
3. Evaluate how traceability chain 

enables supply chain decision 
support 

Employ

Supply
Chain

Sustainment
Chain

Focus of Project Opportunity for 
Future Research

Traceability Fundamentally Enables End-to-End SCRM Capabilities



HIGH LEVEL ARCHITECTURE

• Loosely-coupled ecosystems
• Independent DLTs
• Secure API (write and query)

• Single identity and access 
management for MVP

• Dashboard
• Monitoring MVP
• Data Collection
• Scenario Execution



NEXT STEPS

1. Finalize adjudication of 
comments received 
during the comment 
period

2. Release FRN based on 
Project Description

3. Please join the 
community of interest 

Scroll down…

Manufacturing Supply Chain Traceability Using Blockchain-
Related Technologies | NCCoE (nist.gov)
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