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Please use the Q&A 
window to enter your 
questions. 

1. To open the Q&A panel, click 
on the ellipses at the bottom 
of the screen for 'More Panels' 
and click on Q&A.

2. Type your question in the 
text box and click Send

Submitting Questions



Helping the Nation’s Small Business Community Identify, 
Assess, Manage, and Reduce their Cybersecurity Risks



Join the 
Small Business 
Community of 
Interest

Convening companies, trade associations, and others who can share 
business insights, expertise, challenges, and perspectives to guide our 
work and assist NIST to better meet the cybersecurity needs of small 
businesses.

Join Here: www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe

http://www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe


nccoe.nist.gov 

www.nist.gov/itl/smallbusinesscyber

https://www.nist.gov/itl/smallbusinesscyber


Guidance by Topic

✓ All-Purpose Guides ✓ Phishing

✓ Choosing A 
Vendor/Service 
Provider

✓ Privacy

✓ Cloud Security ✓ Protecting Against 
Scams

✓ Government 
Contractor 
Requirements

✓ Ransomware

✓ Developing Secure 
Products

✓ Securing Data and 
Devices

✓ Employee Awareness ✓ Securing Network 
Connections

✓ Multi-Factor 
Authentication

✓ Telework



Additional Guidance



NIST Cybersecurity Framework for SMB

• NIST’s Cybersecurity Framework Quick 
Start Guide

• FTC’s Cybersecurity for Small Business

• MEP’s Cybersecurity Framework Steps 
for Small Manufacturers

• NIST Small Business Information 
Security: The Fundamentals

www.nist.gov/itl/smallbusinesscyber/planning-guides/nist-cybersecurity-framework

https://csrc.nist.gov/Projects/cybersecurity-framework/nist-cybersecurity-framework-a-quick-start-guide
https://csrc.nist.gov/Projects/cybersecurity-framework/nist-cybersecurity-framework-a-quick-start-guide
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity/nist-framework
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity
https://www.nist.gov/document/2018cybersecurityframeworkoverviewpdf
https://www.nist.gov/document/2018cybersecurityframeworkoverviewpdf
https://csrc.nist.gov/publications/detail/nistir/7621/rev-1/final
https://csrc.nist.gov/publications/detail/nistir/7621/rev-1/final
http://www.nist.gov/itl/smallbusinesscyber/planning-guides/nist-cybersecurity-framework


Short Videos

www.nist.gov/itl/smallbusinesscyber/videos

Short videos that 
also include a 

companion PDF 
handout.

http://www.nist.gov/itl/smallbusinesscyber/videos


Small Business Case Studies

1-page case studies, 
each including:

• Brief scenario

• Impact to business

• Lessons learned

• Discussion questions

• And related resources

www.nist.gov/itl/smallbusinesscyber/cybersecurity
-basics/case-study-series

http://www.nist.gov/itl/smallbusinesscyber/cybersecurity-basics/case-study-series
http://www.nist.gov/itl/smallbusinesscyber/cybersecurity-basics/case-study-series


Upcoming 
Events in 
2023

• May 4: Data Analytics for Small Businesses: How to Manage 
Privacy Risks 

• June 28: Security Segmentation for Small Manufacturers

Register Here: www.nccoe.nist.gov/get-involved/attend-events

http://www.nccoe.nist.gov/get-involved/attend-events


Engage With Us

• Join the Community of Interest: 
www.nist.gov/itl/smallbusinesscyber/about-contact-
us/subscribe

• Email the team with questions or ideas: 
smallbizsecurity@nist.gov

We Want to 
Hear From You!

http://www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe
http://www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe
mailto:smallbizsecurity@nist.gov


Q&A



Please use the Q&A 
window to enter your 
questions. 

1. To open the Q&A panel, 
click on the ellipses at the 
bottom of the screen for 
'More Panels' and click on 
Q&A.

2. Type your question in the 
text box and click Send

Submitting Questions



Q&A

Topics to Consider
• What resources (topic or format) on the site are most useful?
• What other topics would you like to see covered on the site?
• What format of resources (text, videos, webinars, etc.) are most useful?



@NISTcybernccoe.nist.gov

smallbizsecurity@nist.gov
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