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NATIONAL CYBERSECURITY CENTER OF EXCELLENCE 27 

The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards 28 
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and 29 
academic institutions work together to address businesses’ most pressing cybersecurity issues. This 30 
public-private partnership enables the creation of practical cybersecurity solutions for specific 31 
industries, as well as for broad, cross-sector technology challenges. Through consortia under 32 
Cooperative Research and Development Agreements (CRADAs), including technology partners—from 33 
Fortune 50 market leaders to smaller companies specializing in information technology security—the 34 
NCCoE applies standards and best practices to develop modular, easily adaptable example cybersecurity 35 
solutions using commercially available technology. The NCCoE documents these example solutions in 36 
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cyber Security Framework 37 
and details the steps needed for another entity to recreate the example solution. The NCCoE was 38 
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County, 39 
Maryland. 40 

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit 41 
https://www.nist.gov. 42 

NIST CYBERSECURITY PRACTICE GUIDES 43 

NIST Cybersecurity Practice Guides (Special Publication Series 1800) target specific cybersecurity 44 
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the 45 
adoption of standards-based approaches to cybersecurity. They show members of the information 46 
security community how to implement example solutions that help them align with relevant standards 47 
and best practices, and provide users with the materials lists, configuration files, and other information 48 
they need to implement a similar approach. 49 

The documents in this series describe example implementations of cybersecurity practices that 50 
businesses and other organizations may voluntarily adopt. These documents do not describe regulations 51 
or mandatory practices, nor do they carry statutory authority.  52 

ABSTRACT 53 

Bring Your Own Device (BYOD) refers to the practice of performing work-related activities on personally 54 
owned devices. This practice guide provides an example solution demonstrating how to enhance 55 
security and privacy in Android and iOS smartphone BYOD deployments.  56 

Incorporating BYOD capabilities into an organization can provide greater flexibility in how employees 57 
work and increase the opportunities and methods available to access organizational resources. For some 58 
organizations, the combination of traditional in-office processes with mobile device technologies 59 
enables portable communication approaches and adaptive workflows. For others, it fosters a mobile-60 
first approach in which their employees communicate and collaborate primarily using their mobile 61 
devices. 62 

https://www.nccoe.nist.gov/
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However, some of the features that make BYOD mobile devices increasingly flexible and functional also 63 
present unique security and privacy challenges to both work organizations and device owners. The 64 
unique nature of these challenges is driven by the diverse range of devices available that vary in type, 65 
age, operating system (OS), and the level of risk posed. 66 

Enabling BYOD capabilities in the enterprise introduces new cybersecurity risks to organizations. 67 
Solutions that are designed to secure corporate devices and on-premise data do not provide an effective 68 
cybersecurity solution for BYOD. Finding an effective solution can be challenging due to the unique risks 69 
that BYOD deployments impose. Additionally, enabling BYOD capabilities introduces new privacy risks to 70 
employees by providing their employer a degree of access to their personal devices, thereby opening up 71 
the possibility of observation and control that would not otherwise exist. 72 

To help organizations benefit from BYOD’s flexibility while protecting themselves from many of its 73 
critical security and privacy challenges, this Practice Guide provides an example solution using 74 
standards-based, commercially available products and step-by-step implementation guidance. 75 

KEYWORDS 76 

Bring your own device; BYOD; mobile device management; mobile device security. 77 
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The Technology Partners/Collaborators who participated in this build submitted their capabilities in 81 
response to a notice in the Federal Register. Respondents with relevant capabilities or product 82 
components were invited to sign a Cooperative Research and Development Agreement (CRADA) with 83 
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DOCUMENT CONVENTIONS  85 

The terms “shall” and “shall not” indicate requirements to be followed strictly to conform to the 86 
publication and from which no deviation is permitted. The terms “should” and “should not” indicate that 87 
among several possibilities, one is recommended as particularly suitable without mentioning or 88 
excluding others, or that a certain course of action is preferred but not necessarily required, or that (in 89 
the negative form) a certain possibility or course of action is discouraged but not prohibited. The terms 90 
“may” and “need not” indicate a course of action permissible within the limits of the publication. The 91 
terms “can” and “cannot” indicate a possibility and capability, whether material, physical, or causal. 92 

CALL FOR PATENT CLAIMS 93 

This public review includes a call for information on essential patent claims (claims whose use would be 94 
required for compliance with the guidance or requirements in this Information Technology Laboratory 95 
(ITL) draft publication). Such guidance and/or requirements may be directly stated in this ITL Publication 96 
or by reference to another publication. This call also includes disclosure, where known, of the existence 97 
of pending U.S. or foreign patent applications relating to this ITL draft publication and of any relevant 98 
unexpired U.S. or foreign patents. 99 

ITL may require from the patent holder, or a party authorized to make assurances on its behalf, in writ-100 
ten or electronic form, either: 101 

a) assurance in the form of a general disclaimer to the effect that such party does not hold and does not 102 
currently intend holding any essential patent claim(s); or 103 
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b) assurance that a license to such essential patent claim(s) will be made available to applicants desiring 104 
to utilize the license for the purpose of complying with the guidance or requirements in this ITL draft 105 
publication either: 106 

1. under reasonable terms and conditions that are demonstrably free of any unfair discrimination; 107 
or  108 

2. without compensation and under reasonable terms and conditions that are demonstrably free 109 
of any unfair discrimination.  110 

Such assurance shall indicate that the patent holder (or third party authorized to make assurances on its 111 
behalf) will include in any documents transferring ownership of patents subject to the assurance, provi-112 
sions sufficient to ensure that the commitments in the assurance are binding on the transferee, and that 113 
the transferee will similarly include appropriate provisions in the event of future transfers with the goal 114 
of binding each successor-in-interest.  115 

The assurance shall also indicate that it is intended to be binding on successors-in-interest regardless of 116 
whether such provisions are included in the relevant transfer documents.  117 

Such statements should be addressed to: mobile-nccoe@nist.gov. 118 
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1 Summary 194 

This section familiarizes the reader with 195 

 Bring Your Own Device (BYOD) concepts 196 

 Challenges, solutions, and benefits related to BYOD deployments 197 

BYOD refers to the practice of performing work-related activities on personally owned devices. This 198 
practice guide provides an example solution demonstrating how to enhance security and privacy in 199 
Android and iOS mobile phone BYOD deployments.  200 

Incorporating BYOD capabilities in an organization can provide greater flexibility in how employees work 201 
and can increase the opportunities and methods available to access organizational resources. For some 202 
organizations, the combination of in-office processes with mobile device technologies enables portable 203 
communication approaches and adaptive workflows. Other organizations may adopt a mobile-first 204 
approach in which their employees communicate and collaborate primarily using their mobile devices. 205 

Extending mobile device use by enabling BYOD capabilities in the enterprise can introduce new 206 
information technology (IT) risks to organizations. Solutions that are designed to help secure corporate 207 
devices and the data located on those corporate devices do not always provide an effective 208 
cybersecurity solution for BYOD. 209 

Deploying effective solutions can be challenging due to the unique risks that BYOD deployments impose. 210 
Some of the features that make personal mobile devices increasingly flexible and functional also present 211 
unique security and privacy challenges to both employers and device owners.  212 

Additionally, enabling BYOD capabilities can introduce new privacy risks to employees by providing their 213 
employer a degree of access to their personal devices, opening the possibility of mobile device 214 
observation and control that would not otherwise exist. 215 

This practice guide helps organizations deploy BYOD capabilities by providing an example solution that 216 
helps address BYOD challenges, solutions, and benefits. In this practice guide, the term mobile phone is 217 
used to describe an Apple iOS or Google Android mobile telephone device. Additionally, this practice 218 
guide's scope for BYOD does not include deployment of laptops or devices similar to laptops. 219 

1.1 Challenge 220 

Many organizations now authorize employees to use their personal mobile devices to perform work-221 
related activities. This provides employees with increased flexibility to access organizational information 222 
resources. However, BYOD architectures can also introduce vulnerabilities in the enterprise’s IT 223 
infrastructure because personally owned mobile devices are typically unmanaged and may lack mobile 224 
device security and privacy protections. Unmanaged devices are at greater risk of unauthorized access 225 
to sensitive information, tracking, email phishing, eavesdropping, misuse of device sensors, or 226 
compromise of organizational data due to lost devices to name but a few risks. 227 

BYOD deployment challenges can include: 228 

Supporting a broad ecosystem of mobile devices 229 
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 with diverse technologies that rapidly evolve and vary in manufacturer, operating system (OS), 230 
and age of the device 231 

 where each device has unique security and privacy requirements and capabilities 232 

 whose variety can present interoperability issues that might affect organizational integration 233 

Reducing organizational risk and threats to the enterprise’s sensitive information  234 

 posed by applications that may not usually be installed on devices issued by an organization  235 

 that result from lost, stolen, or sold mobile devices that still contain or have access to 236 
organizational data 237 

 created by a user who shares their personally owned device with friends and family members 238 
when that personally owned device may also be used for work activities 239 

 due to personally owned mobile devices being taken to places that increase the risk of loss of 240 
control for the device  241 

 that result from malicious applications compromising the device and subsequently the data to 242 
which the device has access 243 

 produced by network-based attacks that can traverse a device’s always-on connection to the 244 
internet 245 

 caused by phishing attempts that try to collect user credentials or entice a user to install 246 
malicious software 247 

 that results from the increased value of employees’ mobile devices due to enterprise data being 248 
present 249 

Protecting the privacy of employees 250 

 by helping to keep their personal photos, documents, location, and other data private and 251 
inaccessible to others (including the organization) 252 

 by helping to ensure separation between their work and personal data while simultaneously 253 
meeting the organization’s objectives for business functions, usability, security, and employee 254 
privacy  255 

 by providing them with concise and understandable information about what data is collected 256 
and what actions are allowed and disallowed on their devices 257 

Clearly communicating BYOD concepts 258 

 among an organization’s IT team so it can develop the architecture to address BYOD’s unique 259 
security and privacy concerns while using a repeatable, standardized, and clearly communicated 260 
risk framework language 261 

 to organizational leadership and employees to obtain support and providing transparency in 262 
deploying BYOD 263 

 related to mobile device security technologies so that the organization can consistently plan for 264 
and implement the protection capabilities of their security tools 265 
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Given these challenges, it can be complex to manage the security and privacy aspects of personally 266 
owned mobile devices that access organizational information assets. This document provides an 267 
example solution to help organizations address these challenges. 268 

1.2 Solution 269 

To help organizations benefit from BYOD’s flexibility while protecting themselves from many of its 270 
critical security and privacy challenges, this National Institute of Standards and Technology (NIST) 271 
Cybersecurity Practice Guide provides an example solution using standards-based, commercially 272 
available products and step-by-step implementation guidance. 273 

In our lab at the National Cybersecurity Center of Excellence (NCCoE), engineers built an environment 274 
that contains an example solution for managing the security and privacy of BYOD deployments. In this 275 
guide, we show how an enterprise can leverage the concepts presented in this example solution to 276 
implement enterprise mobility management (EMM), mobile threat defense (MTD), application vetting, a 277 
trusted execution environment (TEE) supporting secure boot/image authentication, and virtual private 278 
network (VPN) services to support a BYOD solution. 279 

We configured these technologies to protect organizational assets and employee privacy and provide 280 
methodologies to enhance the data protection posture of the adopting organization. The standards and 281 
best practices on which this example solution is based help ensure the confidentiality, integrity, and 282 
availability of enterprise data on BYOD Android and iOS mobile phones as well as the predictability, 283 
manageability, and disassociability of employee’s data. 284 

The example solution in this practice guide helps: 285 

 detect and protect against installing mobile malware, phishing attempts, and network-based 286 
attacks 287 

 enforce passcode usage 288 

 protect organizational data by enabling selective device wipe capability of organizational data 289 
and applications 290 

 protect against organizational data loss by restricting an employee’s ability to copy and paste, 291 
perform a screen capture, or store organizational data in unapproved locations 292 

 organizations understand BYOD risks and remediate threats (e.g., risks from jailbroken or rooted 293 
devices) 294 

 provide users with access to protected business resources (e.g., SharePoint, knowledge base, 295 
internal wikis, application data) 296 

 support executed code authenticity, runtime state integrity, and persistent memory data 297 
confidentiality 298 

 protect data from eavesdropping while traversing a network 299 

 vet the security of mobile applications used for work-related activities 300 

 organizations implement settings to protect employee privacy 301 

 an organization deploy its own BYOD solution by providing a series of how-to guides—step-by-302 
step instructions covering the initial setup (installation or provisioning) and configuration for 303 
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each component of the architecture—to help security and privacy engineers rapidly deploy and 304 
evaluate a mobile device solution in their test environment 305 

Commercial, standards-based products such as the ones used in this practice guide are readily available 306 
and interoperable with existing IT infrastructure and investments. Organizations can use this guidance in 307 
whole or in part to help understand and mitigate common BYOD security and privacy challenges.  308 

1.2.1 Standards and Guidance  309 

This guide leverages many standards and guidance, including the NIST Framework for Improving Critical 310 
Infrastructure Cybersecurity, Version 1.1 (Cybersecurity Framework) [1], the NIST Privacy Framework: A 311 
Tool For Improving Privacy Through Enterprise Risk Management, Version 1.0 (Privacy Framework) [2], 312 
NIST Special Publication (SP) 800-181 National Initiative for Cybersecurity Education (NICE) Cybersecurity 313 
Workforce Framework (2017) [3], the NIST Risk Management Framework [4], and the NIST Mobile 314 
Threat Catalogue [5]. For additional information, see Appendix D, Standards and Guidance.  315 

1.3 Benefits 316 

Carrying two mobile devices, one for work and one for personal use, introduces inconveniences and 317 
disadvantages that some organizations and employees are looking to avoid. Recognizing that BYOD is 318 
being adopted, the NCCoE worked to provide organizations with guidance for improving the security and 319 
privacy of these solutions.  320 

For organizations, the potential benefits of this example solution include: 321 

 enhanced protection against both malicious applications and loss of data if a device is stolen or 322 
misplaced 323 

 reduced adverse effects if a device is compromised 324 

 visibility for system administrators into mobile security compliance, enabling automated 325 
identification and notification of a compromised device 326 

 a vendor-agnostic, modular architecture based on technology roles 327 

 demonstrated enhanced security options for mobile access to organizational resources such as 328 
intranet, email, contacts, and calendar 329 

For employees, the potential benefits of this example solution include: 330 

 safeguards to help protect their privacy 331 

 better protected personal devices by screening work applications for malicious capability before 332 
installing them  333 

 enhanced understanding about how their personal device will integrate with their organization 334 
through a standardized BYOD deployment 335 

2 How to Use This Guide 336 

This section familiarizes the reader with: 337 

 this practice guide’s content 338 



SECOND DRAFT 

NIST SP 1800-22B: Mobile Device Security: Bring Your Own Device 5 

 the suggested audience for each volume 339 

 typographic conventions used in this volume 340 

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides 341 
users with the information they need to replicate this BYOD example solution. This reference design is 342 
modular and can be deployed in whole or in part. 343 

This guide contains four volumes: 344 

 NIST SP 1800-22A: Executive Summary – high-level overview of the challenge, example solution, 345 
and benefits of the practice guide 346 

 NIST SP 1800-22B: Approach, Architecture, and Security Characteristics – what we built and why 347 
(you are here) 348 

 NIST SP 1800-22 Supplement: Example Scenario: Putting Guidance into Practice – how 349 
organizations can implement this example solution’s guidance 350 

 NIST SP 1800-22C: How-To Guides – instructions for building the example solution 351 

Depending on your role in your organization, you might use this guide in different ways: 352 

Business decision makers, including chief security, privacy, and technology officers will be interested in 353 
the Executive Summary, NIST SP 1800-22A, which describes the following topics: 354 

 challenges that enterprises face in securing BYOD deployments 355 

 example solution built at the NCCoE 356 

 benefits of adopting the example solution 357 

Technology, security, or privacy program managers who are concerned with how to identify, 358 
understand, assess, and mitigate risk will be interested in this part of the guide, NIST SP 1800-22B, which 359 
describes what we did and why. The following sections will be of particular interest: 360 

 Appendix E, Example Security Subcategory and Control Map, maps the security characteristics of 361 
this example solution to cybersecurity standards and best practices. 362 

 Appendix F, Example Privacy Subcategory and Control Map, describes how the privacy control 363 
map identifies the privacy characteristic standards mapping for the products as they were used 364 
in the example solution. 365 

You might share the Executive Summary, NIST SP 1800-22A, with your leadership team members to help 366 
them understand the importance of adopting standards-based BYOD deployments. 367 

IT professionals who want to implement an approach like this will find the whole practice guide useful. 368 
You can use the how-to portion of the guide, NIST SP 1800-22C, to replicate all or parts of the build 369 
created in our lab. The how-to portion of the guide provides specific product installation, configuration, 370 
and integration instructions for implementing the example solution. We do not re-create the product 371 
manufacturers’ documentation, which is generally widely available. Rather, we show how we 372 
incorporated the products together in our environment to create an example solution. 373 

This guide assumes that IT professionals have experience implementing security products within the 374 
enterprise. While we have used a suite of commercial products to address this challenge, this guide does 375 
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not endorse these particular products. Your organization can adopt this solution or one that adheres to 376 
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing 377 
parts of this guide’s example solution for BYOD security management. Your organization’s security 378 
experts should identify the products that will effectively address the BYOD risks identified for your 379 
organization and best integrate with your existing tools and IT system infrastructure. We hope that you 380 
will seek products that are congruent with applicable standards and best practices. Section 4.3, 381 
Technologies that Support the Security and Privacy Goals of the Example Solution, lists the products we 382 
used and maps them to the cybersecurity controls provided by this reference solution. 383 

For those who would like to see how the example solution can be implemented, this practice guide 384 
contains an example scenario about a fictional company called Great Seneca Accounting. The example 385 
scenario shows how BYOD objectives can align with an organization’s priority security and privacy 386 
capabilities through NIST risk management standards, guidance, and tools. It is provided in this practice 387 
guide’s supplement, Example Scenario: Putting Guidance into Practice. 388 

 Appendix F of the Supplement describes the risk analysis we performed, using an example 389 
scenario. 390 

 Appendix G of the Supplement describes how to conduct a privacy risk assessment and use it to 391 
improve mobile device architectures, using an example scenario.  392 

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a 393 
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and 394 
success stories will improve subsequent versions of this guide. Please contribute your thoughts to 395 
mobile-nccoe@nist.gov. 396 

Acronyms used in figures can be found in Appendix A, List of Acronyms. 397 

2.1 Typographic Conventions 398 

The following table presents typographic conventions used in this volume. 399 

mailto:mobile-nccoe@nist.gov
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Typeface/Symbol Meaning Example 

Italics file names and path names; 
references to documents that 
are not hyperlinks; new 
terms; and placeholders 

For language use and style guidance, 
see the NCCoE Style Guide. 

Bold names of menus, options, 
command buttons, and fields 

Choose File > Edit. 

Monospace command-line input, 
onscreen computer output, 
sample code examples, and 
status codes 

Mkdir 

Monospace Bold command-line user input 
contrasted with computer 
output 

service sshd start 

blue text link to other parts of the 
document, a web URL, or an 
email address 

All publications from NIST’s NCCoE 
are available at 
https://www.nccoe.nist.gov. 

3 Approach 400 

This section familiarizes the reader with: 401 

 this guide’s intended audience, scope, and assumptions 402 

 mobile device security and privacy risk assessments 403 

To identify the cybersecurity challenges associated with deploying a BYOD solution, the team surveyed 404 
reports of mobile device security trends and invited the mobile device security community to engage in 405 
a discussion about pressing cybersecurity challenges. 406 

Two broad and significant themes emerged from this research: 407 

 Administrators wanted to better understand what policies and standards should be 408 
implemented.  409 

 Employees were concerned about the degree to which enterprises have control over their 410 
personally owned mobile devices and potential visibility into the personal activity that takes 411 
place on them.  412 

The team addressed these two challenges by reviewing the primary standards, best practices, and 413 
guidelines contained within Appendix D, Standards and Guidance. 414 

3.1 Audience 415 

This practice guide is intended for organizations that want to adopt a BYOD architecture that enables 416 
use of personal mobile phones and tablets. The target audience is executives, security managers, privacy 417 
managers, engineers, administrators, and others who are responsible for acquiring, implementing, 418 
communicating with users about, or maintaining mobile enterprise technology. This technology can 419 

https://www.nccoe.nist.gov/
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include centralized device management, secure device/application security contexts, application vetting, 420 
and endpoint protection systems. 421 

This document will interest system architects already managing mobile device deployments and those 422 
looking to integrate a BYOD architecture into existing organizational wireless systems. It assumes that 423 
readers have a basic understanding of mobile device technologies and enterprise security and privacy 424 
principles. Please refer to Section 2 for how different audiences can effectively use this guide. 425 

3.2 Scope 426 

The scope of this build includes managing iOS or Android mobile phones and tablets deployed in a BYOD 427 
configuration with cloud-based EMM. We excluded laptops and mobile devices with minimal computing 428 
capability, including feature phones and wearables. We also do not address classified systems, devices, 429 
data, and applications within this publication. 430 

While this document is primarily about mobile device security for BYOD implementations, BYOD 431 
introduces privacy risk to the organization and its employees who participate in the BYOD program. 432 
Therefore, the NCCoE found addressing privacy risk to be a necessary part of developing the BYOD 433 
architecture. The scope of privacy in this build is limited to those employees who use their devices as 434 
part of their organization’s BYOD solution. The build does not explicitly address privacy considerations of 435 
other individuals whose information is processed by the organization through an employee’s personal 436 
device. 437 

We intend for the example solution proposed in this practice guide to be broadly applicable to 438 
enterprises, including both the public and private sectors. 439 

3.3 Assumptions 440 

This project is guided by the following assumptions: 441 

 The example solution was developed in a lab environment. While the environment is based on a 442 
typical organization’s IT enterprise, the example solution does not reflect the complexity of a 443 
production environment. 444 

 The organization has access to the skills and resources required to implement a mobile device 445 
security and privacy solution. 446 

 The example security and privacy control mappings provided as part of this practice guide are 447 
focused on mobile device needs, and do not include general control mappings that would also 448 
typically be used in an enterprise. Those general control mappings that do not specifically apply 449 
to this guide’s mobile device security example solution are outside the scope of this guide’s 450 
example solution. 451 

 Because the organizational environment in which this build could be implemented represents a 452 
greater level of complexity than is captured in the current guide, we assume that organizations 453 
will first examine the implications for their current environment before implementing any part 454 
of the proposed example solution.  455 

 The organization has either already invested or is willing to invest in the security of mobile 456 
devices used within it and in the privacy of participating employees, and in the organization’s IT 457 
systems more broadly. As such, we assume that the organization either has the technology in 458 
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place to support this implementation or has access to the off-the-shelf technology used in this 459 
build, which we assume will perform as described by the respective product vendor.  460 

 The organization has familiarized itself with existing standards and any associated guidelines 461 
(e.g., NIST Cybersecurity Framework [1]; NIST Privacy Framework [2]; NIST SP 800-124 Revision 2 462 
(Draft), Guidelines for Managing the Security of Mobile Devices in the Enterprise [6]; NIST SP 463 
1800-4 Mobile Device Security: Cloud and Hybrid Builds [7]) relevant to implementation of the 464 
example solution proposed in this practice guide. We also assume that any existing technology 465 
used in the example solution has been implemented in a manner consistent with these 466 
standards.  467 

 The organization has instituted relevant mobile device security and privacy policies, and these 468 
will be updated based on implementation of this example solution. 469 

 The organization will provide guidance and training to its employees regarding BYOD usage and 470 
how to report device loss or suspected security issues in which their devices are involved. This 471 
guidance will be periodically reviewed and updated, and employees will be regularly trained on 472 
BYOD usage. 473 

3.4 Risk Assessment 474 

NIST SP 800-30 Revision 1, Guide for Conducting Risk Assessments, states that risk is “a measure of the 475 
extent to which an entity is threatened by a potential circumstance or event, and typically a function of: 476 
(i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) the likelihood of 477 
occurrence.” The guide further defines risk assessment as “the process of identifying, estimating, and 478 
prioritizing risks to organizational operations (including mission, functions, image, reputation), 479 
organizational assets, individuals, other organizations, and the Nation, resulting from the operation of 480 
an information system. Part of risk management incorporates threat and vulnerability analyses, and 481 
considers mitigations provided by security controls planned or in place.” 482 

The NCCoE recommends that any discussion of risk management, particularly at the enterprise level, 483 
begins with a comprehensive review of NIST SP 800-37 Revision 2, Risk Management Framework for 484 
Information Systems and Organizations—material that is available to the public. The Risk Management 485 
Framework (RMF) guidance, as a whole, proved to be invaluable in giving us a baseline to assess risks, 486 
from which we developed the project, the security characteristics of the build, and this guide. 487 

We identified the security and privacy risks for this BYOD example solution by examining the 488 
relationship of risk between cybersecurity and privacy. Cybersecurity and privacy are two distinct risk 489 
areas, though the two intersect in significant ways. As noted in Section 1.2.1 of the NIST Privacy 490 
Framework [2], having a general understanding of the different origins of cybersecurity and privacy risks 491 
is important for determining the most effective solutions to address the risks. Figure 3-1 illustrates this 492 
relationship, showing that some privacy risks arise from cybersecurity risks, and some are unrelated to 493 
cybersecurity risks. Allowing an unauthorized device to connect to the organization’s network through 494 
its BYOD implementation is an example of a security risk that may not impact privacy.  495 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
http://csrc.nist.gov/groups/SMA/fisma/Risk-Management-Framework/
http://csrc.nist.gov/groups/SMA/fisma/Risk-Management-Framework/
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Figure 3-1 Cybersecurity and Privacy Risk Relationship 496 

 

The security capabilities in this build help address some of the privacy risks that arise for employees. 497 
This build also uses the NIST Privacy Framework [2] and Privacy Risk Assessment Methodology (PRAM) 498 
[8] to identify and address privacy risks that are beyond the scope of security risks. Regardless of 499 
whether cybersecurity and privacy are situated in the same part of the organization or in different parts, 500 
the two capabilities must work closely together to address BYOD risks. 501 

A risk assessment can include additional analysis areas. For more information on the example solutions: 502 

 Security and privacy threats, and goals to remediate those threats, see Section 4.1 503 

 Vulnerabilities that influenced the reference architecture, see Appendix Section F-5 of the 504 
Supplement 505 

 Risks that influenced the architecture development, see Appendix Section F-6 of the 506 
Supplement 507 

 Security Control Mapping to cybersecurity and privacy standards and best practices, see 508 
Appendix E and Appendix F  509 

4 Architecture 510 

This section helps familiarize the reader with: 511 

 threats to BYOD architectures 512 

 example solution goals to remediate threats to BYOD architectures  513 

 how organizations might leverage the Example Scenario: Putting Guidance into Practice 514 
supplement of this practice guide to implement their mobile device solution 515 

 technologies to support the example solution goals 516 

 the example solution’s architecture  517 

 how the example solution’s products were integrated 518 

 mobile device data collection  519 
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4.1 Common BYOD Risks and Potential Goals to Remediate Those Risks 520 

This section contains examples of common security and privacy concerns in BYOD architectures. We 521 
provide a list of architecture goals to address those challenges. Once completed, the example solution’s 522 
architecture provides organizations with a security and privacy-enhanced design that can be leveraged 523 
for their mobile devices. The example solution’s challenges and goals are highlighted below, followed by 524 
the architecture that supports those goals. 525 

4.1.1 Threat Events 526 

Leveraging a system life cycle approach [9], this build considered threats relating to BYOD deployments. 527 
Information from the Open Web Application Security Project Mobile Top 10 [10], which provides a 528 
consolidated list of mobile application risks, and information from the NIST Mobile Threat Catalogue [5], 529 
which examines the mobile information system threats in the broader mobile ecosystem were used to 530 
develop applicable threats. Table 4-1 gives each threat an identifier for the purposes of this build, a 531 
description of each threat event (TE), and the related NIST Mobile Threat Catalogue Threat identifiers 532 
(IDs).  533 

We limited inclusion of TEs to those that we generally expected to have a high likelihood of occurrence 534 
and high potential for adverse impact. Organizations applying this build should evaluate the NIST Mobile 535 
Threat Catalogue for additional threats that may be relevant to their architecture. For an example of 536 
how to determine the risk from these threats, see Appendix F in the Supplement. 537 

Table 4-1 Examples of BYOD Deployment Threats 538 

Threat Event ID Threat Event Description NIST Mobile Threat Catalogue Threat ID 

TE-1 privacy-intrusive applications APP-2, APP-12 

TE-2 account credential theft through phish-
ing 

AUT-9 

TE-3 outdated phones APP-4, APP-26, STA-0, STA-9, STA-16 

TE-4 sensitive data transmissions APP-0, CEL-18, LPN-2 

TE-5 brute-force attacks to unlock a phone AUT-2, AUT-4 

TE-6 application credential storage vulnera-
bility 

APP-9, AUT-0 

TE-7 unmanaged device protection EMM-5 

TE-8 lost or stolen data protection PHY-0 

TE-9 protecting enterprise data from being 
inadvertently backed up to a cloud ser-
vice 

EMM-9 

4.1.2 Privacy Risks 539 

In addition to the TEs just discussed, this practice guide’s example solution also considers and helps 540 
mitigate privacy risks that can apply to BYOD deployments. 541 
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Privacy risks for individuals can present themselves through problematic data actions. The NIST Privacy 542 
Framework defines a problematic data action as “a data action that could cause an adverse effect for 543 
individuals” [2].  544 

4.1.2.1 Privacy Risk Examples and Mitigation Methodologies 545 

The example solution contained in this guide identifies and helps to mitigate some common privacy risks 546 
that a BYOD deployment may encounter. The privacy risks and their accompanying problematic data 547 
actions were identified using NIST-developed methodologies. 548 

The NIST PRAM [8] and accompanying Catalog of Problematic Data Actions and Problems [11] are 549 
standardized methodologies for identifying privacy challenges that were used to conduct our privacy risk 550 
analysis. This publication provides the results of our privacy risk analysis for a fictional organization as an 551 
exemplar for the reader’s use, as well as suggested privacy architecture enhancements. See Appendix G 552 
of the Supplement for an example of how the privacy risks for this practice guide’s BYOD deployment 553 
example solution were developed. The following section, 4.1.3, outlines the security and privacy goals of 554 
this publication’s example solution architecture. 555 

4.1.3 Security and Privacy Goals 556 

To address the challenges stated in the previous sections, the architecture for this build addresses the 557 
high-level security and privacy goals illustrated in Figure 4-1. 558 

Figure 4-1 Security and Privacy Goals 559 
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The following goals were highlighted above in Figure 4-1 Security and Privacy Goals, with a green 560 
exclamation mark: 561 

1. Separate organization and personal information. BYOD deployments can place organizational 562 
data at risk by allowing it to travel outside internal networks and systems when it is accessed on 563 
a personal device. BYOD deployments can also place personal data at risk by capturing 564 
information from employee devices. To help mitigate this, organizational and personal 565 
information can be separated by restricting data flow between organizationally managed and 566 
unmanaged applications. The goals include helping to prevent sensitive data from crossing 567 
between work and personal contexts. 568 

2. Encrypt data in transit. Devices deployed in BYOD scenarios can leverage nonsecure networks, 569 
putting data at risk of interception. To help mitigate this, mobile devices can connect to the 570 
organization over a VPN or similar solution to encrypt all data before it is transmitted from the 571 
device, protecting otherwise unencrypted data from interception. A user would not be able to 572 
access the organization’s resources without an active VPN connection and required certificates. 573 

3. Identify vulnerable applications. Employees may install a wide range of applications on their 574 
personally owned devices, some of which may have security weaknesses. When vulnerable 575 
personal applications are identified, an organization can remove the employee’s work profile or 576 
configuration file from the device rather than uninstalling the employee’s personal applications. 577 

4. Prevent or detect malware. On personally owned devices without restriction policies in place, 578 
users may obtain applications outside official application stores, increasing the risk of installing 579 
malware in disguise. To help protect from this risk, an organization could deploy malware 580 
detection to devices to identify malicious applications within the work profile or managed 581 
applications and facilitate remediation. Additionally, security features that are built-in to the OS 582 
could aid in preventing or detecting the installation of malware.  583 

5. Trusted device access. Because mobile devices can connect from unknown locations, an 584 
organization can provision mobile devices with a security certificate that allows identifying and 585 
authenticating them at the connection point, which combines with user credentials to create 586 
two-factor authentication from mobile devices. An employee would not be able to access the 587 
organization’s resources without the required certificates. 588 

6. Restrict information collection. Depending on how devices are enrolled, mobile device 589 
management tools can sometimes track application inventory and location information, 590 
including physical address, geographic coordinates, location history, internet protocol (IP) 591 
address, and service set identifier (SSID). These capabilities may reveal sensitive information 592 
about employees, such as frequently visited locations or habits. Device management tools can 593 
be configured to exclude application and location information. Excluding the collection of 594 
information further protects employee privacy when device and application data is shared 595 
outside the organization for monitoring and analytics.  596 

4.2 Example Scenario: Putting Guidance into Practice 597 

The example solution’s high-level goals underscore the need to use a thorough risk assessment process 598 
for organizations implementing mobile device security capabilities. To learn more about how your 599 
organization might implement this example solution, reference the Example Scenario: Putting Guidance 600 
into Practice supplement of this practice guide. The supplement provides an example approach for 601 
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developing and deploying a BYOD architecture that directly addresses the mobile device TEs and 602 
problematic data actions discussed in this guide.  603 

The supplement shows how a fictional organization used the guidance in NIST’s Cybersecurity 604 
Framework [1], Privacy Framework [2], RMF [9], and PRAM [8] to identify and address their BYOD 605 
security and privacy goals. 606 

4.3 Technologies that Support the Security and Privacy Goals of the 607 

Example Solution 608 

This section describes the mobile-specific technology components used within this example solution. 609 
These technologies were selected to address the security goals, TEs, and problematic data actions 610 
identified in Section 4.1. This section provides a brief description of each technology and discusses the 611 
security and privacy capabilities that each component provides.  612 

The technology components in this section are combined into a cohesive enterprise architecture to help 613 
address BYOD security threats and problematic data actions and provide security-enhanced access to 614 
enterprise resources from mobile devices. The technologies described in this section provide protection 615 
for enterprise resources accessed by BYOD users.  616 

4.3.1 Trusted Execution Environment 617 

A TEE is “a controlled and separated environment outside the high-level operating system that is 618 
designed to allow trusted execution of code and to protect against viruses, Trojans, and root kits.” [12]. 619 
By providing a controlled and separated environment, the TEE helps enable applications and features 620 
that can provide enhanced security and privacy functionality. 621 

4.3.2 Enterprise Mobility Management 622 

Organizations use EMM solutions to secure the mobile devices of users who are authorized to access 623 
organizational resources. Such solutions generally have two main components. The first is a backend 624 
service that mobile administrators use to manage the policies, configurations, and security actions 625 
applied to enrolled mobile devices. The second is an on-device agent, usually in the form of a mobile 626 
application, that integrates between the mobile OS and the solution’s backend service. Both iOS and 627 
Android also support a bulk EMM enrollment use case (Apple Business Manager for iOS devices and 628 
Android Enterprise Enrollment for Android devices), which we do not discuss in this document. 629 

At a minimum, an EMM solution can perform mobile device management (MDM) functions, which 630 
include the ability to provision configuration profiles to devices, enforce security policies on devices, and 631 
monitor compliance with those policies. The on-device MDM agent can typically notify the device user 632 
of any noncompliant settings and may be able to remediate some noncompliant settings automatically. 633 
The organization can use policy compliance data to inform its access control decisions so that it grants 634 
access only to a device that demonstrates the mandated level of compliance with the security policies in 635 
place. 636 

EMM solutions commonly include any of the following capabilities: mobile application management, 637 
mobile content management, and implementations of or integrations with device- or mobile-OS-specific 638 
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user profile solutions, such as Android Enterprise or iOS User Enrollment. These capabilities can be used 639 
in the following ways in a BYOD deployment: 640 

 Mobile application management can be used to manage the installation and usage of an 641 
organization’s applications based on their trustworthiness and work relevance.  642 

 Mobile content management can control how managed applications access and use 643 
organizational data.  644 

 The EMM works with operating system data separation and isolation capabilities that can 645 
strengthen the separation between a user’s personal and professional usage of the device.  646 

 Also, EMM solutions often have integrations with a diverse set of additional tools and security 647 
technologies that enhance their capabilities. 648 

For further reading on this topic, NIST SP 800-124 Revision 2 (Draft), Guidelines for Managing the 649 
Security of Mobile Devices in the Enterprise [6] provides additional information on mobile device 650 
management with EMM solutions. The National Information Assurance Partnership’s (NIAP’s) Protection 651 
Profile for Mobile Device Management Servers and Extended Package for Mobile Device Management 652 
Agents [13] describes important capabilities and security requirements to look for in EMM systems. 653 

EMMs can help BYOD deployments improve the security posture of the organization by providing a 654 
baseline of controls to limit attack vectors and help protect enterprise information that is on a 655 
personally owned device. EMMs can also provide an additional layer of separation between enterprise 656 
data and personal data on a mobile device. 657 

EMMs may also provide mobile application wrapping functionality. The wrapping process encapsulates 658 
enterprise-developed applications in a vendor-created wrapper that intercepts application programming 659 
interface (API) calls and provides additional layers of security. Wrapping is useful in many different 660 
scenarios, for example, to force an application’s traffic to go through the corporate VPN. Wrapping 661 
typically occurs when applications are uploaded to the EMM’s app store for distribution to enrolled 662 
devices [14]. 663 

4.3.3 Virtual Private Network 664 

A VPN gateway increases the security of remote connections from authorized mobile devices to an 665 
organization’s internal network. A VPN is a virtual network, built on top of existing physical networks, 666 
that can provide a secure communication channel for data and system control information transmitted 667 
between networks. VPNs are used most often to protect communications carried over public networks 668 
from eavesdropping and interception. A VPN can provide several types of data protection, including 669 
confidentiality, integrity, authentication of data origin, replay protection, and access control that help 670 
reduce the risks of transmitting data between network components. 671 

VPN connections apply an additional layer of encryption to the communication between remote devices 672 
and the internal network, and VPN gateways can enforce access control decisions by limiting what 673 
devices or applications can connect to them. Integration with other security mechanisms allows a VPN 674 
gateway to base access control decisions on more risk factors than it may be able to collect on its own; 675 
examples include a device’s level of compliance with mobile security policies, or the list of installed 676 
applications as reported by an integrated EMM and/or MTD. 677 
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NIAP’s Module for Virtual Private Network (VPN) Gateways 1.0 [15], in combination with Protection 678 
Profile for Network Devices [16], describes important capabilities and security requirements to expect 679 
from VPN gateways. 680 

In a BYOD deployment, an enterprise can also leverage a per-application or full enterprise profile VPN to 681 
provide a secure connection over the VPN tunnel strictly when using enterprise applications on the 682 
mobile device. Personal applications on the device would not be allowed to use the VPN, ensuring the 683 
enterprise only has visibility into enterprise traffic. This is especially important to BYOD deployments, 684 
whose devices may connect over a wide variety of wireless networks. It also provides a layer of privacy 685 
protection for employees by preventing personal mobile device traffic from being routed through the 686 
enterprise. 687 

4.3.4 Mobile Application Vetting Service 688 

Mobile application vetting services use a variety of static, dynamic, and behavioral techniques to 689 
determine if an application demonstrates any behaviors that pose a security or privacy risk. The risk may 690 
be to a device owner or user, to parties that own data on the device, or to external systems to which the 691 
application connects. The set of detected behaviors is often aggregated to generate a singular score that 692 
estimates the level of risk (or conversely, trustworthiness) attributed to an application. Clients can often 693 
adjust the values associated with given behaviors (e.g., hardcoded cryptographic keys) to tailor the score 694 
for their unique risk posture. Those scores may be further aggregated to present a score that represents 695 
the overall risk or trustworthiness posed by the set of applications currently installed on a given device. 696 

Mobile applications, whether malicious or benign, can affect both security and user privacy negatively. A 697 
malicious application can contain code intended to exploit vulnerabilities present in potentially any 698 
targeted hardware, firmware, or software on the device. Alternatively, or in conjunction with exploit 699 
code, a malicious application may misuse any device, personal, or behavioral data to which it has been 700 
explicitly or implicitly granted access, such as contacts, clipboard data, or location services. Benign 701 
applications may still present vulnerabilities or weaknesses that malicious applications can exploit to 702 
gain unauthorized access to the device’s data or functionality. Further, benign applications may place 703 
user privacy at risk by collecting more information than is necessary for it to deliver the functionality 704 
desired by the user. 705 

While not specific to applications, some services may include device-based risks (e.g., vulnerable OS 706 
version) in their analysis to provide a more comprehensive assessment of the risk or trustworthiness 707 
presented by a device when running an application or service. 708 

While NIAP does not provide a protection profile for application vetting services, their Protection Profile 709 
for Application Software [17] describes security requirements to be expected from mobile applications. 710 
Many mobile application vetting vendors provide capabilities to automate evaluation of applications 711 
against NIAP’s requirements.  712 

Application vetting services help improve the security and privacy posture of the mobile devices by as-713 
sessing the risk of the applications that may be installed on a personally owned device. Depending on 714 
the deployment strategy, the application vetting service may analyze all installed applications, enter-715 
prise-only applications, or no applications. 716 
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4.3.5 Mobile Threat Defense 717 

MTD generally takes the form of an application that is installed on the device that provides information 718 
about the device’s threat posture based on risks, security, and activity on the device. This is also known 719 
as endpoint protection. Ideally, the MTD solution will be able to detect unwanted activity and properly 720 
inform the user and BYOD administrators so they can act to prevent or limit the harm that an attacker 721 
could cause. Additionally, MTD solutions may integrate with EMM solutions to leverage the MTD agent’s 722 
greater on-device management controls and enforcement capabilities, such as blocking a malicious 723 
application from being launched until the user can remove it. 724 

While detecting threats, MTD products typically analyze device-, application-, and network-based 725 
threats. Device-based threats include outdated OS versions, insecure configurations, elevation of 726 
privileges, unauthorized device profiles, and compromised devices. Application-based threat detection 727 
can provide similar functionality to that of dedicated application vetting services. However, application-728 
based threat detection may not provide the same level of detail in its analysis as dedicated application 729 
vetting services. Network-based threats include use of unencrypted and/or public Wi-Fi networks and 730 
attacks such as active attempts to intercept and decrypt network traffic. 731 

Because BYOD mobile phones can have a wide variety of installed applications and usage scenarios, 732 
MTD profile helps improve the security and privacy posture by providing an agent-based capability to 733 
detect unwanted activity within the work profile. 734 

To further enhance device protection and analytic capabilities, MTD services may offer additional 735 
integrations with 3rd party threat intelligence services such as MITRE ATT&CK for Mobile or VirusTotal. 736 
These services could aid in enriching the data acquired from devices, providing more contextual and 737 
technical information on the discovered threats. Then, the enriched data could be forwarded to other 738 
services for additional analysis or triage, such as a Security Information and Event Management service.  739 

4.3.6 Mobile Operating System Capabilities 740 

Mobile OS capabilities are available without the use of additional security features. They are included as 741 
part of the mobile device’s core capabilities. The following mobile OS capabilities can be found in mobile 742 
devices, particularly mobile phones. 743 

4.3.6.1 Secure Boot 744 

Secure boot is a general term that refers to a system architecture that is designed to prevent and detect 745 
any unauthorized modification to the boot process. A system that successfully completes a secure boot 746 
has loaded its start-up sequence information into a trusted OS. A common mechanism is for the first 747 
program executed (a boot loader) to be immutable (stored on read-only memory or implemented 748 
strictly in hardware). Further, the integrity of mutable code is cryptographically verified by either 749 
immutable or verified code prior to execution. This process establishes a chain of trust that can be 750 
traced back to immutable, implicitly trustworthy code. 751 

4.3.6.2 Device Attestation 752 

Device attestation is an extension of the secure boot process that involves the OS (or more commonly, 753 
an integrated TEE and/or Hardware Security Model) providing cryptographically verifiable proof that it 754 
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has a known and trusted identity and is in a trustworthy state. This means that all software running on 755 
the device is free from unauthorized modification. 756 

Device attestation requires cryptographic operations using an immutable private key that can be verified 757 
by a trusted third party, which is typically the original equipment manufacturer of the TEE or device 758 
platform vendor. Proof of possession of a valid key establishes the integrity of the first link in a chain of 759 
trust that preserves the integrity of all other pieces of data used in the attestation. It will include unique 760 
device identifiers, metadata, the results of integrity checks on mutable software, and possibly metrics 761 
from the boot or attestation process itself [18]. 762 

4.3.6.3 Mobile Device Management Application Programming Interfaces 763 

Mobile OS and platform-integrated firmware can provide a number of built-in security features that are 764 
generally active by default. Examples of how management APIs can enhance device security include 765 
verification of digital signatures for installed software and updates, requiring a device unlock code, 766 
initiating remote device lock actions, and requiring automatic device wipe following a series of failed 767 
device unlock attempts. The user can directly configure some of these features via a built-in application 768 
or through a service provided by the device platform vendor [19]. 769 

Additionally, mobile operating systems expose an API to MDM products that allow an organization that 770 
manages a device to have greater control over these and many more settings that might not be directly 771 
accessible to the device user. Management APIs allow enterprises using integrated EMM or MDM 772 
products to manage devices more effectively and efficiently than they could by using the built-in 773 
application alone. 774 

4.3.6.4 iOS App Transport Security 775 

App Transport Security (ATS) is a networking security feature on Apple iOS devices that increases data 776 
integrity and privacy for applications and extensions [20], [21]. ATS requires that the network 777 
connections made by applications are secured through the Transport Layer Security protocol, which 778 
uses reliable cipher suites and certificates. In addition, ATS blocks any connection that does not meet 779 
minimum security requirements. For applications linked to iOS 9.0 and later, ATS is enabled by default. 780 
Figure 4-2 shows how ATS compliant and noncompliant applications function. As demonstrated in the 781 
figure, secured application requests are allowed, and insecure requests are blocked. 782 
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Figure 4-2 iOS App Transport Security 783 

 

4.3.6.5 Android Network Security Configuration 784 

With data privacy becoming even more important, Google released mobile OS enhancements to protect 785 
data that traverses Android devices and endpoints [22], [23]. The Android Network Security 786 
Configuration prevents applications from transmitting sensitive data unintentionally in unencrypted 787 
cleartext. By default, cleartextTrafficPermitted is set to false. Through the Android Network 788 
Security Configuration feature, developers can designate what certification authorities are trusted and 789 
pin specific certificates to ensure secure communications and issue certificates. 790 

4.3.6.6 Application Sandboxing 791 

Both Android and iOS impose sandboxing restrictions on applications running on the device. These 792 
security and privacy controls help isolate applications into their own runtime environments. The 793 
sandboxing restrictions then help prevent applications from accessing other applications’ data or data 794 
on the underlying operating system not exposed by official APIs.  795 

4.4 Architecture Description 796 

The example solution architecture consists of the security technologies described in Section 4.3. The 797 
security technologies are further integrated with broader enterprise security mechanisms and a VPN 798 
gateway as shown in Figure 4-3. This example solution provides a broad range of capabilities to securely 799 
provision and manage devices, protect against, and detect device compromise, and provide secure 800 
access to enterprise resources to only authorized mobile users and devices. 801 
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Figure 4-3 Example Solution Architecture 802 

 

The NCCoE worked with industry experts to develop an open, standards-based architecture using 803 
commercially available products to address the threats and problematic data actions identified in 804 
Section 4.1. 805 

Where possible, the architecture uses components that are present on the NIAP Product Compliant List, 806 
meaning that the product has been successfully evaluated against a NIAP-approved protection profile. 807 
The NIAP collaborates with a broad community, including industry, government, and international 808 
partners, to publish technology-specific security requirements and tests in the form of protection 809 
profiles. The requirements and tests in these protection profiles are intended to ensure that evaluated 810 
products address identified security threats and provide risk mitigation measures. 811 

The security and privacy characteristics of the architecture result from many of the capability 812 
integrations outlined in Section 4.5. 813 



SECOND DRAFT 

NIST SP 1800-22B: Mobile Device Security: Bring Your Own Device 21 

4.5 Enterprise Integration of the Employees’ Personally Owned Mobile 814 

Devices 815 

One key benefit of BYOD solutions for employees is the ability to access both work and personal data on 816 
the same device. While the technical approaches differ between iOS and Android devices, both 817 
operating systems offer the following types of features for managing the coexistence of work and 818 
personal data on devices [24], [25]:  819 

 enterprise and personal application data isolation 820 

 restriction of application installation from unofficial sources 821 

 selective wiping to remove enterprise data and preserve personal data 822 

 device passcode requirement enforcement 823 

 enterprise application configuration control 824 

 identity and certificate authority certificate support 825 

Illustrating this concept, Figure 4-4 shows enterprise integration for managed and unmanaged 826 
applications on mobile devices. To protect sensitive work data and employee privacy, work applications 827 
can be separated into a work profile, with data access restricted between the personal and work 828 
container profile applications. 829 
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Figure 4-4 Mobile Device Application Management and Benefits 830 

 

4.5.1 Microsoft Active Directory Integration 831 

The example solution is integrated with Microsoft Active Directory (AD), which provides both enterprise 832 
identity management and certificate enrollment services via public key infrastructure. International 833 
Business Machines (IBM) MaaS360 connects directly to the domain controller and the Network Device 834 
Enrollment Service (NDES) servers via an IBM Cloud Extender installed on the local intranet, while 835 
GlobalProtect connects to the domain controller via the Palo Alto Networks firewall’s Lightweight 836 
Directory Access Protocol service route. 837 

By integrating directly with the AD infrastructure, administrators can configure MaaS360 to accept 838 
enrollment requests based on user groups in AD. GlobalProtect can inherit these roles and enforce 839 
access control protocols to restrict/deny permissions to the VPN. The AD integration is also used within 840 
MaaS360 to provide policy-based access to the MaaS360 administration console. 841 

The Certificate Integration module within the MaaS360 Cloud Extender allows user certificates to be 842 
installed on the user’s devices when enrolling with MaaS360. These certificates are then validated in 843 
GlobalProtect during the VPN authentication sequence, along with the user’s corporate username and 844 
password. The Cloud Extender requests these certificates from the NDES server by using the Simple 845 
Certificate Enrollment Protocol.  846 
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4.5.2 Mobile Device Enrollment 847 

The example solution shown in Figure 4-5 mitigates the potential for SCEP to be remotely exploited by 848 
restricting certificate enrollment to mobile devices that are connected to a dedicated enterprise-849 
managed Wi-Fi network. The uniform resource locator (URL) of the NDES server is resolvable only on 850 
this managed Wi-Fi network.  851 

Furthermore, the NDES server is configured to require a dynamic challenge with each request. The Cloud 852 
Extender does this by including a one-time password with each request. This helps prevent unknown 853 
devices from requesting certificates. These certificates can then be used to prove identity when 854 
authenticating with the GlobalProtect VPN. 855 

The certificate template includes the user’s username and email address. This allows the GlobalProtect 856 
gateway to enforce access control and identity verification. 857 

Figure 4-5 Example Solution VPN Authentication Architecture 858 

 

4.6 Mobile Components Integration 859 

IBM MaaS360 supports integration of third-party applications and cloud services via a representational 860 
state transfer (REST) API [26]. External services are authenticated via access tokens, obtained through 861 
MaaS360 support. Zimperium and Kryptowire used the REST API [27]. 862 
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Table 4-2 identifies the commercially available products used in this example solution and how they 863 
align with the mobile security technologies. For additional information, Appendices G and H contain a 864 
mapping of these technologies to the cybersecurity and privacy standards and best practices that each 865 
product provides in the example solution. 866 

Table 4-2 Commercially Available Products Used 867 

Commercially Available Product Mobile Security Technology 

IBM MaaS360 Mobile Device Management (SaaS)  
Version 10.82 
IBM MaaS360 Mobile Device Management Agent  
Version 3.91.5 (iOS), 6.60 (Android) 
IBM MaaS360 Cloud Extender 
Cloud Extender Modules: 
Certificate Integration Module Version 2.96.000 
Cloud Extender Base Module Version 2.96.000 
Cloud Extender Basic Module Device Version 2.96.000 
MaaS360 Configuration Utility Module Version 2.96.200 
Mobile Device Management Module Version 2.31.020 
User Authentication Module Version 2.96.200 

mobile device management 

Kryptowire Cloud Service application vetting  

Palo Alto Networks PA-VM-100 Version 9.0.1 
Palo Alto Networks GlobalProtect VPN Client Version 
5.0.6-14 (iOS), 5.0.2-6 (Android) 

firewall 
virtual private network 

Qualcomm (Version is mobile device dependent) trusted execution environment 

Zimperium Defense Suite 
Zimperium Console Version vGA-4.23.1 
Zimperium zIPS Agent Version 4.9.2 (Android and iOS) 

mobile threat defense 

Apple iOS Version 13 
Google Android Version 10 

mobile device operating system 

4.6.1 Zimperium–MaaS360 868 

Through the MaaS360 REST API, Zimperium can retrieve various device attributes such as device name, 869 
model, OS, OS version, and the owner’s email address. It then continuously monitors the device’s risk 870 
posture through the Zimperium Intrusion Prevention System (zIPS) application and reports any changes 871 
in the posture to MaaS360. This enables MaaS360 administrators to apply different device policies and 872 
enforcement actions based on the risk posture of a device. 873 
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When a device is enrolled with MaaS360, the zIPS application is automatically installed and configured in 874 
the work profile on the device. When the user first launches the zIPS application from within the work 875 
profile, it will automatically enroll the device in Zimperium’s MTD service. zIPS will then continuously 876 
monitor the device for threats, and any detected threats will be reported to Zimperium. Zimperium can 877 
then report to MaaS360 if any changes in risk posture occurred. 878 

MaaS360 can respond to the following risk posture levels, as assigned by Zimperium: 879 

 low 880 

 normal 881 

 elevated 882 

 critical 883 

4.6.2 Kryptowire–MaaS360 884 

Through the MaaS360 REST API, Kryptowire can retrieve a list of enrolled devices, device metadata (such 885 
as device ID, enterprise username, and device name), and the inventory of enterprise applications 886 
installed on those devices. This allows Kryptowire to automatically analyze all new applications installed 887 
on enrolled devices, ensuring that the risk posture of the devices, and therefore the enterprise, stays at 888 
an acceptable level. 889 

Kryptowire also has configurable threat scores for various factors, such as requested permissions and 890 
hardcoded encryption keys. 891 

The threat scores can be configured to one of four levels: 892 

 low 893 

 medium 894 

 high 895 

 critical 896 

The administrator can configure a threat score alert threshold and an email address to receive alerts 897 
when an application’s threat score is at or above the threshold. The administrator can then take 898 
appropriate action on the device in MaaS360. 899 

Further, Kryptowire can provide information about applications including the latest version, when it was 900 
last seen, when tracking began, and the number of versions that have been seen. 901 

4.6.3 Palo Alto Networks–MaaS360 902 

Palo Alto Networks GlobalProtect VPN secures remote connections from mobile devices. MaaS360 903 
offers specific configuration options for the GlobalProtect client, using certificate-based authentication 904 
to the GlobalProtect gateway and available for Android and iOS, that facilitate deployment of VPN 905 
clients and enabled VPN access. Section 4.5 presents details of the certificate enrollment process. 906 

Two components of the Palo Alto Networks next-generation firewall compose the VPN architecture used 907 
in this example solution—a GlobalProtect portal and a GlobalProtect gateway. The portal provides the 908 
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management functions for the VPN infrastructure. Every endpoint that participates in the GlobalProtect 909 
network receives configuration information from the portal, including information about available 910 
gateways as well as any client certificates that may be required to connect to the GlobalProtect 911 
gateway(s). A GlobalProtect gateway provides security enforcement for network traffic. The 912 
GlobalProtect gateway in this example solution is configured to provide mobile device users with access 913 
to specific enterprise resources from the secure contexts after a successful authentication and 914 
authorization decision. 915 

The VPN tunnel negotiation between the VPN endpoint/mobile device context and the VPN gateway has 916 
four steps: (1) The portal provides the client configuration, (2) a user logs into the system, (3) the agent 917 
automatically connects to the gateway and establishes a VPN tunnel, and (4) the security policy on the 918 
gateway enables access to internal and external applications. 919 

For this example solution, a per-application VPN configuration is enforced on iOS and an always-on work 920 
profile VPN configuration on Android. This configuration forces the device to automatically establish a 921 
VPN connection to the GlobalProtect gateway whenever an application in the predefined list of 922 
applications runs on the device or when an application in the work profile is launched. 923 

4.6.4 iOS and Android MDM Integration 924 

Both iOS and Android integrate directly with MaaS360. iOS devices are enrolled into MaaS360 using 925 
User Enrollment, which is Apple’s BYOD solution. User Enrollment creates a second persona on the 926 
device, which places the work data on a separate encrypted partition on the device. User Enrollment 927 
also requires managed user IDs, which are created in Apple Business Manager. This allows the 928 
enterprise to associate the work data with the managed Apple ID, while the user associates their 929 
personal data with their personal Apple ID. 930 

Android devices are managed by Android Enterprise, which provides controls for both the device itself 931 
and the work profile. The work profile is a separated, isolated, and encrypted environment based on an 932 
SELinux user profile that stores all the enterprise applications and data, ensuring separation from 933 
personal applications and data. 934 

4.7 Privacy Settings: Mobile Device Data Processing 935 

This section takes a look at components within the example architecture and the type of information an 936 
enterprise may access from an employee’s personal mobile device through those components. 937 
Understanding the type of data an enterprise has access to can be helpful when understanding any 938 
privacy implications. 939 

4.7.1 EMM: MaaS360 940 

When a personal mobile phone is connected to an EMM system, some data is collected and visible to 941 
the enterprise. While additional data can be collected (depending on how devices are enrolled), our 942 
example solution collects only the data shown in Figure 4-6 to help protect employee privacy. This 943 
information is provided by MaaS360 to Kryptowire’s application vetting capability. Kryptowire then uses 944 
the MaaS360-supplied information to determine application security characteristics. IBM provides 945 
documentation with more details on the information that MaaS360 collects and processes [28]. 946 
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Figure 4-6 Data Collected by Example Solution Mobile Device Management 947 

 

As shown in Figure 4-7, administrators can restrict collection of location and/or application inventory 948 
information. When an administrator restricts location collection, the administrator cannot see any 949 
location information about devices. Similarly, when an administrator restricts application inventory 950 
information, MaaS360 will only collect applications that are distributed through the enterprise and, 951 
therefore, will not transmit any personal applications to third-party application-vetting services. Both 952 
privacy controls can be applied to specific device groups—for example, location collection can be 953 
disabled for personally owned devices. These privacy controls typically only apply to devices that are 954 
enrolled as fully managed devices. Devices enrolled using Android Enterprise (work profile mode) or 955 
Apple User Enrollment have controls in place that prevent the EMM from accessing application 956 
inventory and location collection regardless of privacy control configuration. 957 
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Figure 4-7 Example Solution Mobile Device Management Privacy Settings 958 

 

4.7.2 MTD: Zimperium 959 

Zimperium provides configurable settings for what data is collected. In the list below, the top-level 960 
bullets can be disabled. Sub-bullets follow the enabled or disabled setting of the top-level. Zimperium 961 
also provides preset templates that can be utilized, including High, Medium, Low, and GDPR. When 962 
using the Custom template type, the enterprise can configure exactly what data is collected. Data 963 
collected can include: 964 

 device location (configurable granularity: street, city, county, none)  965 

 device operating system 966 

 device model 967 

 device IP address 968 

 device running processes (Android only) 969 

 network connection details 970 

o SSID 971 

o BSSID 972 

o external IP address 973 

o gateway IP 974 

o gateway MAC 975 

o nearby Wi-Fi networks 976 

o ARP table 977 
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o routing table 978 

 carrier information 979 

 attacker IP & MAC 980 

 risky or unapproved sites 981 

 phishing protection risky URLs 982 

 application forensics 983 

 application binaries (Android only) 984 

 application inventory (Android only) 985 

zIPS also collects some information that cannot be disabled. These items include: 986 

 device root/jailbreak status 987 

 USB debug mode status (Android only) 988 

 developer mode status (Android only) 989 

 3rd party app store presence (Android only) 990 

 mobile OS-specific vulnerability status (e.g., Stagefright) 991 

 device encryption status (Android only) 992 

 device protection status 993 

 screen lock status 994 

zIPS must collect certain data items to properly communicate with the zConsole. These items include: 995 

 user credentials (email address, Zimperium-specific password) 996 

 mobile network operator 997 

 mobile network country code 998 

 device operating system 999 

 device push token 1000 

 hash of local z9 database 1001 

 time and name of threat detection when a threat occurs 1002 

4.7.3 Application Vetting: Kryptowire 1003 

Kryptowire collects certain pieces of device information through the MaaS360 REST API for analytics and 1004 
application association purposes. The data collected includes: 1005 

 MDM device ID 1006 

 MDM device name 1007 

 MDM username 1008 

 last MDM sync date 1009 

 MDM enrollment data 1010 
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 enterprise and non-app store installed applications 1011 

4.7.4 VPN: Palo Alto Networks 1012 

The Palo Alto Networks VPN uses information about the device as it establishes VPN connections. The 1013 
data collected by the VPN includes information about: 1014 

 device name 1015 

 logon domain 1016 

 operating system 1017 

 app version 1018 

 mobile device network information to which the device is connected 1019 

 device root/jailbreak status 1020 

5 Security and Privacy Analysis 1021 

This section familiarizes the reader with: 1022 

 the example solution’s assumptions and limitations 1023 

 results of the example solution’s laboratory testing  1024 

 scenarios and findings that show the security and privacy characteristics addressed by the 1025 
reference design 1026 

 the security and privacy control capabilities of the example solution 1027 

The purpose of the security and privacy characteristics evaluation is to understand the extent to which 1028 
the project meets its objectives of demonstrating capabilities for securing mobile devices within an 1029 
enterprise by deploying EMM, MTD, application vetting, secure boot/image authentication, and VPN 1030 
services while also protecting the privacy of employees participating in the BYOD implementation. 1031 

5.1 Analysis Assumptions and Limitations 1032 

The security and privacy characteristics analysis has the following limitations: 1033 

 It is neither a comprehensive test of all security and privacy components nor a red-team 1034 
exercise. 1035 

 It does not identify all weaknesses. 1036 

 It does not include the lab infrastructure. It is assumed that devices are hardened. Testing these 1037 
devices would reveal only weaknesses in implementation that would not be relevant to those 1038 
adopting this reference architecture.  1039 

5.2 Build Testing 1040 

Test activities are provided to show how the example architecture addresses each TE and problematic 1041 
data action. The NIST SP 1800-22 Supplement, Example Scenario: Putting Guidance into Practice, 1042 
provides insights into how an organization may determine its susceptibility to the threat before 1043 
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implementing the architecture detailed in this practice guide. Also, NIST SP 1800-22 Volume C, Appendix 1044 
D shows the test activities that were used to demonstrate how this practice guide’s example solution 1045 
addresses TEs and privacy risks. 1046 

5.3 Scenarios and Findings 1047 

One aspect of the security evaluation involved assessing how well the reference design addresses the 1048 
security characteristics that it was intended to support. The Cybersecurity Framework and Privacy 1049 
Framework Subcategories were used to provide structure to the security assessment by consulting the 1050 
specific sections of each standard that are cited in reference to a subcategory. Using these subcategories 1051 
as a basis for organizing the analysis, allowed systematic consideration of how well the reference design 1052 
supports the intended security and privacy characteristics.  1053 

This section of the publication provides findings for the security and privacy characteristics that the ex-1054 
ample solution was intended to support. These topics are described in the following subsections:  1055 

 development of the Cybersecurity Framework and NICE Framework mappings 1056 

 development of the Privacy Framework mappings 1057 

 TEs related to security and example solution architecture mitigations  1058 

 problematic data actions related to privacy and potential mitigations that organizations could 1059 
employ 1060 

An example scenario that demonstrates how an organization may use NIST SP 1800-22 and other NIST 1061 
tools to implement a BYOD use case is discussed more in the NIST SP 1800-22 Supplement, Example 1062 
Scenario: Putting Guidance into Practice of this practice guide. 1063 

5.3.1 Cybersecurity Framework, Privacy Framework, and NICE Framework Work 1064 
Roles Mappings 1065 

As we installed, configured, and used the products in the architecture, we determined and documented 1066 
the example solution’s functions and their corresponding Cybersecurity Framework Subcategories, along 1067 
with other guidance alignment. 1068 

This mapping will help users of this practice guide communicate with their organization’s stakeholders 1069 
regarding the security controls that the practice guide recommends for helping mitigate BYOD threats, 1070 
and the workforce capabilities that the example solution will require. 1071 

The products, frameworks, security controls, and workforce mappings are in Appendix E (Cybersecurity 1072 
Framework) and Appendix H (Privacy Framework). 1073 

Developing profiles utilizing frameworks such as the Cybersecurity and Privacy Frameworks can help 1074 
with identifying whether or not an organization is meeting their security and privacy expectations. 1075 

5.3.2 Threat Events and Findings 1076 

As part of the findings, the TEs were mitigated in the example solution architecture using the concepts 1077 
and technology shown in Table 5-1. Each TE was matched with functions that helped mitigate the risks 1078 
posed by the TE.  1079 
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Note: The TEE provided tamper-resistant processing environment capabilities that helped mitigate 1080 
mobile device runtime and memory threats in the example solution. We do not show the Qualcomm 1081 
TEE capability in the table because it is built into the phones used in this build.  1082 

Table 5-1 Threat Events and Findings Summary 1083 

Threat Event How the Example Solution  
Architecture Helped Mitigate the 
Threat Event 

The Technology 
Function that 
Helps Mitigate 
the Threat Event 

Threat Event 1: unauthorized access to 
sensitive information via a malicious or 
privacy-intrusive application 

OS-level controls provide data sepa-
ration between corporate and per-
sonal data. 

EMM 

Threat Event 2: theft of credentials 
through a short message service or 
email phishing campaign 

Utilized PAN-DB and URL filtering to 
block known malicious websites. 

Firewall 

Threat Event 3: confidentiality and in-
tegrity loss due to exploitation of known 
vulnerability in the OS or firmware 

Alerted the user that their OS is non-
compliant. 

EMM 
MTD 

Threat Event 4: loss of confidentiality of 
sensitive information via eavesdropping 
on unencrypted device communications 

Application vetting reports indicated 
if an application sent data without 
proper encryption. 

Application vet-
ting 

Threat Event 5: compromise of device 
integrity via observed, inferred, or 
brute-forced device unlock code 

The EMM enforces a required 
passcode. GlobalProtect requires pe-
riodic re-authentication. 

EMM 
VPN 

Threat Event 6: unauthorized access to 
backend services via authentication or 
credential storage vulnerabilities in in-
ternally developed applications 

Application vetting reports indicated 
if an application used credentials im-
properly. 

Application vet-
ting 

Threat Event 7: unauthorized access of 
enterprise resources from an unman-
aged and potentially compromised de-
vice 

Devices that were not enrolled in the 
EMM system were not able to con-
nect to the corporate VPN. 

VPN 

Threat Event 8: loss of organizational 
data due to a lost or stolen device 

Enforced passcode policies and de-
vice-wipe capabilities protected en-
terprise data. 

EMM 
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Threat Event How the Example Solution  
Architecture Helped Mitigate the 
Threat Event 

The Technology 
Function that 
Helps Mitigate 
the Threat Event 

Threat Event 9: loss of confidentiality of 
organizational data due to its unauthor-
ized storage in non-organizationally 
managed services 

Policies that enforce data loss pre-
vention were pushed to devices. 

EMM 

The technologies in Table 5-1 are mapped to cybersecurity and privacy control mappings in Appendix E 1084 
and Appendix F. 1085 

5.3.3 Privacy Risk Findings  1086 

The risk analysis found that three data actions in the build were potential privacy risks for individuals. 1087 
We identified potential technical mitigations that an organization could use to lessen their impact, as 1088 
shown below in Table 5-2. Organizations may also need to supplement these technical mitigations with 1089 
supporting policies and procedures.  1090 

Table 5-2 Summary of Privacy Risks and Findings  1091 

Privacy Risk (for Employees) How the Example Solution Architecture 
Helps Mitigate the Privacy Risk 

The Technology 
Function that 
Helps Mitigate the 
Privacy Risk 

Privacy Risk 1: Employee unable to 
access personal data or enterprise 
services or personal data is lost 
due to IT administrator performing 
device wipe or blocking access to 
device applications. This privacy 
risk is related to the Unwarranted 
Restriction Problematic Data 
Action. 

In the event of a security issue, employee 
access to enterprise resources can be 
prevented by removing the device from 
EMM control or restricting device access 
to organizational systems instead of wip-
ing the device. 
The EMM enables selective wiping of 
only corporate resources from the de-
vice.  
To further protect the employee’s pri-
vacy, the ability to perform selective de-
vice information wipe activities can be 
limited to a small number of IT adminis-
trative staff. 

EMM 

Privacy Risk 2: Employee personal 
activities and data disproportion-
ately monitored and surveilled due 

The example solution restricts staff ac-
cess to system capabilities that permit 

EMM 
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Privacy Risk (for Employees) How the Example Solution Architecture 
Helps Mitigate the Privacy Risk 

The Technology 
Function that 
Helps Mitigate the 
Privacy Risk 

to use of information collected for 
operational purposes such as cy-
bersecurity. This privacy risk is re-
lated to the Surveillance Problem-
atic Data Action. 

reviewing data about employees and 
their devices. 
Additionally, the example solution limits 
or disables collection of specific data ele-
ments (e.g., location data). 

Privacy Risk 3: Details about an 
employee are collected, transmit-
ted and revealed to third party ser-
vice providers. This privacy risk is 
related to the Unanticipated Reve-
lation Problematic Data Action. 

The example solution: 
• De-identifies personal and device 

data when it is not required to meet 
processing objectives. 

• Encrypts data transmitted between 
parties. 

• Limits or disables access to data. 
• Limits or disables the collection of 

specific data elements. 

EMM 

 

5.4 Security and Privacy Control Mappings 1092 

The security and privacy capabilities of the example solution were identified, and example security and 1093 
privacy control maps were developed to show these in a standardized methodology. 1094 

The control maps show the security and privacy characteristics for the products used in the example 1095 
solution.  1096 

The security control map can be found in Appendix E. The privacy control map is in Appendix F. 1097 

6 Example Scenario: Putting Guidance into Practice  1098 

To demonstrate how an organization may use NIST SP 1800-22 and other NIST tools to implement a 1099 
BYOD use case, the NCCoE created the Example Scenario: Putting Guidance into Practice supplement for 1100 
this practice guide.  1101 

This example scenario shows how a fictional, small-to-mid-size organization (Great Seneca Accounting) 1102 
can successfully navigate common enterprise BYOD security challenges.  1103 

In the narrative example, Great Seneca Accounting completes a security risk assessment by using the 1104 
guidance in NIST SP 800-30 [29] and the Mobile Threat Catalogue [5] to identify cybersecurity threats to 1105 
the organization. The company then uses the NIST PRAM [8] to perform a privacy risk assessment. 1106 
Appendix F and Appendix G of the Supplement describe these risk assessments in more detail. These risk 1107 
assessments produce two significant conclusions: 1108 
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1. Great Seneca Accounting finds similar cybersecurity threats in its environment and problematic 1109 
data actions for employee privacy as those discussed in NIST SP 1800-22, validating that the 1110 
controls discussed in the example solution are relevant to their environment.  1111 

2. The organization determines that it has a high-impact system, based on the impact guidance in 1112 
NIST FIPS 200, Minimum Security Requirements for Federal Information and Information Systems 1113 
[30], and needs to implement more controls beyond those identified in NIST SP 1800-22 to 1114 
support the additional system components in its own solution (e.g., underlying OS, the data 1115 
center where the equipment will reside).  1116 

As part of their review of NIST FIPS 200, Great Seneca Accounting selects security and privacy controls 1117 
from NIST SP 800-53 [31] for their BYOD architecture implementation. They then tailor the control 1118 
baselines based on the needs identified through the priority subcategories in its cybersecurity and 1119 
privacy Target Profiles.  1120 

A detailed description of the implementation process that the fictional organization Great Seneca 1121 
Accounting followed is provided in the NIST SP 1800-22 Example Scenario: Putting Guidance into 1122 
Practice supplement of this practice guide. 1123 

7 Conclusion 1124 

This practice guide provides an explanation of mobile device security and privacy concepts and an 1125 
example solution for organizations implementing a BYOD deployment. As shown in Figure 7-1, this 1126 
example solution applied multiple mobile device security technologies. These included a cloud-based 1127 
EMM solution integrated with cloud- and agent-based mobile security technologies to help deploy a set 1128 
of security and privacy capabilities that support the example solution. 1129 
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Figure 7-1 Example Solution Architecture 1130 

 

Our fictional Great Seneca Accounting organization example scenario contained in the Example 1131 
Scenario: Putting Guidance into Practice supplement of this practice guide illustrates how the concepts 1132 
and architecture from this guide may be applied by an organization. Great Seneca started with an IT 1133 
infrastructure that lacked mobile device security architecture concepts. Great Seneca then employed 1134 
multiple NIST cybersecurity and privacy risk management tools to understand the gaps in its 1135 
architecture and the methods available today to enhance the security and privacy of its BYOD 1136 
deployment. 1137 

This practice guide also includes in Volume C a series of how-to guides—step-by-step instructions 1138 
covering the initial setup (installation or provisioning) and configuration for each component of the 1139 
architecture—to help security engineers rapidly deploy and evaluate our example solution in their test 1140 
environment. 1141 

The example solution uses standards-based, commercially available products that can be used by an 1142 
organization interested in deploying a BYOD solution. The example solution provides recommendations 1143 
for enhancing the security and privacy infrastructure by integrating on-premises and cloud-hosted 1144 
mobile security technologies. This practice guide provides an example solution that an organization may 1145 
use in whole or in part as the basis for creating a custom solution that best supports their unique needs. 1146 
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8 Future Build Considerations 1147 

For a future build, the team is considering a virtual mobile infrastructure (VMI) or unified endpoint 1148 
management (UEM) solution.  1149 

The VMI deployment could include installing an application on a device at enrollment time, which would 1150 
grant access to a virtual phone contained within the corporate infrastructure. The virtual phone would 1151 
then contain the corporate-supplied applications that an employee would require for performing 1152 
standard mobile work tasks. The thin client deployment limits the storage of organizational data on the 1153 
device and helps ensure that access to the organization’s data uses security-enhancing capabilities. 1154 

UEM would entail managing a user’s mobile device ecosystem, potentially including laptops, mobile 1155 
phones, and internet of things devices (e.g., smart watches and Bluetooth headsets). 1156 
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Appendix A List of Acronyms 1157 

AD Active Directory 
API Application Programming Interface 

ATS App Transport Security 

BYOD Bring Your Own Device 

CIS Center for Internet Security 

COPE Corporate-Owned Personally-Enabled 

EMM Enterprise Mobility Management 

FIPS Federal Information Processing Standards 

HTTP Hypertext Transfer Protocol 

HTTPS Hypertext Transfer Protocol Secure 

IEC International Electrotechnical Commission 

IP Internet Protocol 

ISO International Organization for Standardization 

IT Information Technology 

MDM Mobile Device Management 

MTD Mobile Threat Defense 

NCCoE National Cybersecurity Center of Excellence 

NDES Network Device Enrollment Service 

NIAP National Information Assurance Partnership 

NIST National Institute of Standards and Technology 

OS Operating System 

PII Personally Identifiable Information 

REST Representational State Transfer 

RMF Risk Management Framework 

SCEP Simple Certificate Enrollment Protocol 

SP Special Publication 

TE Threat Event 

TEE Trusted Execution Environment 

TLS Transport Layer Security 

UEM Unified Endpoint Management 

URL Uniform Resource Locator 



SECOND DRAFT 

NIST SP 1800-22B: Mobile Device Security: Bring Your Own Device 39 

VPN Virtual Private Network 
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Appendix B Glossary 1158 

  

Access 
Management 

Access Management is the set of practices that enables only those permitted the 
ability to perform an action on a particular resource. The three most common Access 
Management services you encounter every day perhaps without realizing it are: 
Policy Administration, Authentication, and Authorization [32]. 

Availability Ensure that users can access resources through remote access whenever needed 
[33]. 

Bring Your 
Own Device 
(BYOD) 

A non-organization-controlled telework client device [33]. 

Confidentiality Ensure that remote access communications and stored user data cannot be read by 
unauthorized parties [33]. 

Data Actions System operations that process PII [34]. 

Disassociability Enabling the processing of PII or events without association to individuals or devices 
beyond the operational requirements of the system [34]. 

Eavesdropping An attack in which an Attacker listens passively to the authentication protocol to 
capture information which can be used in a subsequent active attack to masquerade 
as the Claimant [35] (definition located under eavesdropping attack). 

Firewall Firewalls are devices or programs that control the flow of network traffic between 
networks or hosts that employ differing security postures [36]. 

Integrity Detect any intentional or unintentional changes to remote access communications 
that occur in transit [33]. 

Manageability Providing the capability for granular administration of PII including alteration, 
deletion, and selective disclosure [34]. 

Mobile Device A portable computing device that: (i) has a small form factor such that it can easily 
be carried by a single individual; (ii) is designed to operate without a physical 
connection (e.g., wirelessly transmit or receive information); (iii) possesses local, 
non-removable or removable data storage; and (iv) includes a self-contained power 
source. Mobile devices may also include voice communication capabilities, on-board 
sensors that allow the devices to capture information, and/or built-in features for 
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synchronizing local data with remote locations. Examples include smart phones, 
tablets, and E-readers [31]. 

Personally 
Identifiable 
Information 
(PII) 

Any information about an individual maintained by an agency, including any 
information that can be used to distinguish or trace an individual‘s identity, such as 
name, Social Security number, date and place of birth, mother‘s maiden name, or 
biometric records; and any other information that is linked or linkable to an 
individual, such as medical, educational, financial, and employment information [37] 
(adapted from Government Accountability Office Report 08-536). 
 

Predictability Enabling of reliable assumptions by individuals, owners, and operators about PII and 
its processing by a system [34]. 

Privacy Event The occurrence or potential occurrence of problematic data actions [2]. 

Problematic 
Data Action 

A data action that could cause an adverse effect for individuals [2]. 

Threat Any circumstance or event with the potential to adversely impact organizational 
operations (including mission, functions, image, or reputation), organizational assets, 
individuals, other organizations, or the Nation through an information system via 
unauthorized access, destruction, disclosure, or modification of information, and/or 
denial of service [29]. 

Vulnerability Weakness in an information system, system security procedures, internal controls, or 
implementation that could be exploited by a threat source [29]. 
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Appendix D Standards and Guidance 1337 

 National Institute of Standards and Technology (NIST) Framework for Improving Critical 1338 
Infrastructure Cybersecurity (Cybersecurity Framework) Version 1.1 [1] 1339 

 NIST Privacy Framework: A Tool for Improving Privacy Through Enterprise Risk Management, 1340 
Version 1.0 (Privacy Framework) [2] 1341 

 NIST Mobile Threat Catalogue [5] 1342 

 NIST Risk Management Framework [4] 1343 

 NIST Special Publication (SP) 1800-4, Mobile Device Security: Cloud and Hybrid Builds [7] 1344 

 NIST SP 1800-21, Mobile Device Security: Corporate-Owned Personally-Enabled (COPE) [38] 1345 

 NIST SP 800-30 Revision 1, Guide for Conducting Risk Assessments [29] 1346 

 NIST SP 800-37 Revision 2, Risk Management Framework for Information Systems and 1347 
Organizations: A System Life Cycle Approach for Security and Privacy [9] 1348 

 NIST SP 800-46 Revision 2, Guide to Enterprise Telework, Remote Access, and Bring Your Own 1349 
Device (BYOD) Security [33] 1350 

 NIST SP 800-52 Revision 2, Guidelines for the Selection, Configuration, and Use of Transport 1351 
Layer Security (TLS) Implementations [39] 1352 

 NIST SP 800-53 Revision 4 (Final), Security and Privacy Controls for Information Systems and 1353 
Organizations [31] 1354 

 NIST SP 800-53 Revision 5 (Final), Security and Privacy Controls for Information Systems and 1355 
Organizations [40] 1356 

 NIST SP 800-63-3, Digital Identity Guidelines [35] 1357 

 NIST SP 800-113, Guide to SSL VPNs [41] 1358 

 NIST SP 800-114 Revision 1, Userʼs Guide to Telework and Bring Your Own Device (BYOD) 1359 
Security [42] 1360 

 NIST SP 800-124 Revision 2 (Draft), Guidelines for Managing the Security of Mobile Devices in the 1361 
Enterprise [6] 1362 

 NIST SP 800-163 Revision 1, Vetting the Security of Mobile Applications [43] 1363 

 NIST SP 800-171 Revision 2, Protecting Controlled Unclassified Information in Nonfederal 1364 
Systems and Organizations [44] 1365 

 NIST SP 800-181, National Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce 1366 
Framework (2017) [3] 1367 

 NIST Federal Information Processing Standards Publication (FIPS) 200, Minimum Security 1368 
Requirements for Federal Information and Information Systems [30] 1369 
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 NIST Privacy Risk Assessment Methodology [8] 1370 

 Center for Internet Security [45] 1371 

 Executive Office of the President, Bring Your Own Device toolkit [46] 1372 

 Federal Chief Information Officers Council and Department of Homeland Security Mobile 1373 
Security Reference Architecture, Version 1.0 [47] 1374 

 Digital Services Advisory Group and Federal Chief Information Officers Council, Government Use 1375 
of Mobile Technology Barriers, Opportunities, and Gap Analysis [48] 1376 

 International Organization for Standardization (ISO), International Electrotechnical Commission 1377 
(IEC) 27001:2013, “Information technology – Security techniques – Information security 1378 
management systems – Requirements” [49] 1379 

 Mobile Computing Decision example case study [50] 1380 

 MSCT ATARC, “Mobile Threat Protection App Vetting and App Security,” Working Group 1381 
Document [51] 1382 

 MSCT, “Device Procurement and Management Guidance” [52] 1383 

 MSCT, “Mobile Device Management (MDM),” MDM Working Group Document [53] 1384 

 MSCT, “Mobile Services Roadmap, MSCT Strategic Approach” [54] 1385 

 National Information Assurance Partnership (NIAP), U.S. Government Approved Protection 1386 
Profile—Extended Package for Mobile Device Management Agents Version 2.0 [55] 1387 

 NIAP, Approved Protection Profiles—Protection Profile for Mobile Device Fundamentals Version 1388 
3.1 [56] 1389 

 NIAP, Approved Protection Profiles—Protection Profile for Mobile Device Management Version 1390 
4.0 [57] 1391 

 NIAP, Product Compliant List [58] 1392 

 Office of Management and Budget, Category Management Policy 16-3: Improving the 1393 
Acquisition and Management of Common Information Technology: Mobile Devices and Services 1394 
[59] 1395 

 United States Government Configuration Baseline [60] 1396 

 Department of Homeland Security (DHS), “DHS S&T Study on Mobile Device Security” [61] 1397 

 NIST Interagency Report (NISTIR) 8170, Approaches for Federal Agencies to Use the 1398 
Cybersecurity Framework [62] 1399 
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Appendix E Example Security Subcategory and Control Map 1400 

Using the developed risk information as input, the security characteristics of the example solution were identified. A security control map was 1401 
developed documenting the example solution’s capabilities with applicable Subcategories from the National Institute of Standards and 1402 
Technology (NIST) Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1 (Cybersecurity Framework) [1]; NIST Special 1403 
Publication (SP) 800-53 Revision 5, Security and Privacy Controls for Information Systems and Organizations [40]; International Organization for 1404 
Standardization (ISO); International Electrotechnical Commission (IEC) 27001:2013 Information technology – Security techniques – Information 1405 
security management systems – Requirements [49]; the Center for Internet Security’s (CIS) control set Version 6 [45]; and NIST SP 800-181, 1406 
National Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework (Work Roles from 2017 version) [3]. 1407 

Table E-1’s example security control map identifies the security characteristic standards mapping for the products as they were used in the 1408 
example solution. The products may have additional capabilities that we did not use in this example solution. For that reason, it is recommended 1409 
that the mapping not be used as a reference for all of the security capabilities these products may be able to address. 1410 

Table E-1 Example Solution’s Cybersecurity Standards and Best Practices Mapping 1411 

Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
Mobile Threat Defense 

Kryptowire Cloud 
Service 

Application 
Vetting 

ID.RA-1: Asset vul-
nerabilities are 
identified and doc-
umented. 

CA-2, CA-7, CA-
8: Security As-
sessment and 
Authorization  
 
RA-3, RA-5: Risk 
Assessment 
 
SA-4: Acquisi-
tion Process 
 

A.12.6.1: Control 
of technical vul-
nerabilities 
 
A.18.2.3: Tech-
nical Compliance 
Review 

CSC 4: Continu-
ous Vulnerabil-
ity Assessment 
and Remedia-
tion 

SP-RSK-002: Se-
curity Control 
Assessor 
 
SP-ARC-002: Se-
curity Architect 
 
OM-ANA-001: 
Systems Secu-
rity Analyst 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
SI-7: Software, 
Firmware, and 
Information In-
tegrity 

ID.RA-3: Threats, 
both internal and 
external, are iden-
tified and docu-
mented. 

RA-3: Risk As-
sessment 
 
SI-7: Software, 
Firmware, and 
Information In-
tegrity 
 
PM-12, PM-16: 
Insider Threat 
Program 

6.1.2: Infor-
mation risk as-
sessment process 

CSC 4: Continu-
ous Vulnerabil-
ity Assessment 
and Remedia-
tion 

SP-RSK-002: Se-
curity Control 
Assessor 
 
OM-ANA-001:  
Systems Secu-
rity Analyst 
 
OV-SPP-001:  
Cyber Work-
force Developer 
and Manager 
 
OV-TEA-001:  
Cyber Instruc-
tional Curricu-
lum Developer 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
PR-VAM-001:  
Vulnerability As-
sessment Ana-
lyst 
 
PR-VAM-001:  
Vulnerability As-
sessment Ana-
lyst 

DE.CM-4: Mali-
cious code is de-
tected. 

SI-7: Software, 
Firmware, and 
Information In-
tegrity 

A.12.2.1: Con-
trols Against Mal-
ware 

CSC 4: Continu-
ous Vulnerabil-
ity Assessment 
and Remedia-
tion 
 
CSC 7: Email 
and Web 
Browser Pro-
tections 
 
CSC 8: Malware 
Defenses 
 
CSC 12: Bound-
ary Defense 

PR-CIR-001:  
Cyber Defense 
Incident Re-
sponder 
 
PR-CDA-001:  
Cyber Defense 
Analyst 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 

DE.CM-5: Unau-
thorized mobile 
code is detected. 

SC-18: Mobile 
Code  
 
SI-7: Software, 
Firmware, and 
Information In-
tegrity 

A.12.5.1: Installa-
tion of Software 
on Operational 
Systems 
 
A.12.6.2: Re-
strictions on Soft-
ware Installation 

CSC 7: Email 
and Web 
Browser Pro-
tections 
 
CSC 8: Malware 
Defenses  

PR-CDA-001:  
Cyber Defense 
Analyst 
 
SP-DEV-002: Se-
cure Software 
Assessor 

Zimperium Console version 
vGA-4.23.1 

Cloud ser-
vice that 
comple-
ments the 
zIPS Agent 

ID.AM-1: Physical 
devices and sys-
tems within the or-
ganization are in-
ventoried. 

CM-8: Infor-
mation System 
Component In-
ventory 
 
PM-5: Infor-
mation System 
Inventory 

A.8.1.1: Inven-
tory of Assets 
 
A.8.1.2: Owner-
ship of Assets 

CSC 1: Inven-
tory of Author-
ized and Unau-
thorized De-
vices 

OM-STS-001:  
Technical Sup-
port Specialist 
 
OM-NET-001: 
Network Opera-
tions Specialist 
 
OM-ADM-001: 
System Adminis-
trator 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 

zIPS agent Version 4.9.2 
(iOS), 4.9.2  
(Android) 

Endpoint se-
curity for 
mobile  
device 
threats 

ID.AM-2: Software 
platforms and ap-
plications within 
the organization 
are inventoried. 

CM-8: Infor-
mation System 
Component In-
ventory  
 
PM-5: Infor-
mation System 
Inventory 

A.8.1.1: Inven-
tory of Assets 
 
A.8.1.2: Owner-
ship of Assets 
 
A.12.5.1: Installa-
tion of Software 
on Operational 
Systems 

CSC 2: Inven-
tory of Author-
ized and Unau-
thorized Soft-
ware 

SP-DEV-002: Se-
cure Software 
Assessor 
 
SP-DEV-001: 
Software Devel-
oper 
 
SP-TRD-001: Re-
search and De-
velopment Spe-
cialist 

DE.CM-8: Vulnera-
bility scans are per-
formed. 

RA-5: Vulnera-
bility Monitoring 
and Scanning 

A.12.6.1: Man-
agement of tech-
nical vulnerabili-
ties 

CSC 4: Continu-
ous Vulnerabil-
ity Assessment 
and Remedia-
tion 
 
CSC 20: Pene-
tration Tests 
and Red Team 
Exercises 

PR-VAM-001: 
Vulnerability As-
sessment Ana-
lyst 
 
PR-INF-001: 
Cyber Defense 
Infrastructure 
Support Special-
ist 
 
PR-CDA-001: 
Cyber Defense 
Analyst 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 

DE.AE-5: Incident 
alert thresholds 
are established. 

IR-4: Incident 
Handling  
 
IR-5: Incident 
Monitoring  
 
IR-8: Incident 
Response Plan 

A.16.1.4: Assess-
ment of and deci-
sion on infor-
mation security 
events 

CSC 6: Mainte-
nance, Moni-
toring, and 
Analysis of Au-
dit Logs 
 
CSC 19: Inci-
dent Response 
and Manage-
ment 

PR-CIR-001: 
Cyber Defense 
Incident Re-
sponder 
 
AN-TWA-001: 
Threat/Warning 
Analyst 

DE.CM-5: Unau-
thorized mobile 
code is detected. 

SC-18: Mobile 
Code 
 
SI-7: Software, 
Firmware, and 
Information In-
tegrity 

A.12.5.1: Installa-
tion of Software 
on Operational 
Systems 
 
A.12.6.2: Re-
strictions on Soft-
ware Installation 

CSC 7: Email 
and Web 
Browser Pro-
tections 
 
CSC 8: Malware 
Defenses  

PR-CDA-001:  
Cyber Defense 
Analyst 
 
SP-DEV-002: Se-
cure Software 
Assessor 

Enterprise Mobility Management 

IBM MaaS360 Mobile De-
vice Management (SaaS)  
Version 10.73 

Enforces or-
ganizational 
mobile end-
point secu-
rity policy 

ID.AM-1: Physical 
devices and sys-
tems within the or-
ganization are in-
ventoried. 

CM-8: System 
Component In-
ventory 
 
PM-5: System 
Inventory 

A.8.1.1: Inven-
tory of Assets 
 
A.8.1.2: Owner-
ship of Assets 

CSC 1: Inven-
tory of Author-
ized and Unau-
thorized De-
vices 

OM-STS-001:  
Technical Sup-
port Specialist 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
OM-NET-001: 
Network Opera-
tions Specialist 
 
OM-ADM-001: 
System Adminis-
trator 

ID.AM-2: Software 
platforms and ap-
plications within 
the organization 
are inventoried. 

CM-8: System 
Component In-
ventory 
 
PM-5: System 
Inventory 

A.8.1.1: Inven-
tory of Assets 
 
A.8.1.2: Owner-
ship of Assets 
 
A.12.5.1: Installa-
tion of Software 
on Operational 
Systems 

CSC 2: Inven-
tory of Author-
ized and Unau-
thorized Soft-
ware 

SP-DEV-002: Se-
cure Software 
Assessor 
 
SP-DEV-001: 
Software Devel-
oper 
 
SP-TRD-001: Re-
search and De-
velopment Spe-
cialist 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 

PR.AC-1: Identities 
and credentials are 
issued, managed, 
verified, revoked, 
and audited for au-
thorized devices, 
users, and pro-
cesses. 

AC-3: Access En-
forcement 
 
IA-1, IA-2, IA-3, 
IA-4, IA-5, IA-6, 
IA-7, IA-8, IA-9, 
IA-10, IA-11: 
Identification 
and Authentica-
tion Family 

A.9.2.1: User 
Registration and 
De-Registration 
 
A.9.2.2: User Ac-
cess Provisioning 
 
A.9.2.3: Manage-
ment of Privi-
leged Access 
Rights 
 
A.9.2.4: Manage-
ment of Secret 
Authentication 
Information of 
Users 
 
A.9.2.6: Removal 
or Adjustment of 
Access Rights 
 
A.9.3.1: Use of 
Secret Authenti-
cation Infor-
mation 
 

CSC 1: Inven-
tory of Author-
ized and Unau-
thorized De-
vices 
 
CSC 5: Con-
trolled Use of 
Administrative 
Privileges 
 
CSC 15: Wire-
less Access 
Control 
 
CSC 16: Ac-
count Monitor-
ing and Control 

OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
 
OM-ADM-001:  
System Adminis-
trator  
 
OV-MGT-002:  
Communica-
tions Security 
(COMSEC) Man-
ager 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
A.9.4.2: Secure 
logon Procedures 
 
A.9.4.3: Pass-
word Manage-
ment System 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 

PR.AC-3: Remote 
access is managed. 

AC-1: Access 
Control Policy 
and Procedures 
 
AC-17: Remote 
Access 
 
AC-19: Access 
Control for Mo-
bile Devices 
 
AC-20: Use of 
External Sys-
tems 
 
SC-15: Collabo-
rative Compu-
ting Devices and 
Applications 

A.6.2.1: Mobile 
Device Policy 
 
A.6.2.2: Tele-
working 
 
A.11.2.6: Security 
of equipment and 
assets off prem-
ises 
 
A.13.1.1: Net-
work Controls 
 
A.13.2.1: Infor-
mation Transfer 
Policies and Pro-
cedures 

CSC 12: Bound-
ary Defense 

OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
 
OV-MGT-002:  
Communica-
tions Security 
(COMSEC) Man-
ager 

PR.AC-6: Identities 
are proofed and 
bound to creden-
tials and asserted 
in interactions. 

AC-1, AC-3: Ac-
cess Control Pol-
icy and Proce-
dures 
 
IA-2, IA-4, IA-5: 
Identification 

A.7.1.1: Screen-
ing 
 
A.9.2.1: User 
Registration and 
De-Registration 

CSC 16: Ac-
count Monitor-
ing and Control 

OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
 
OV-MGT-002:  
Communica-
tions Security 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
and Authentica-
tion  
 
PE-2: Physical 
Access Authori-
zations 

(COMSEC) Man-
ager 

PR.IP-1: A baseline 
configuration of in-
formation technol-
ogy/industrial con-
trol systems is cre-
ated and main-
tained, incorporat-
ing security princi-
ples (e.g., concept 
of least functional-
ity). 

CM-8: System 
Component In-
ventory 
 
SA-10: Devel-
oper Configura-
tion Manage-
ment 

A.12.1.2: Change 
Management 
 
A.12.5.1: Installa-
tion of Software 
on Operational  
Systems 
 
A.12.6.2: Re-
strictions on Soft-
ware Installation 
 
A.14.2.2: System 
Change Control 
Procedures 
 
A.14.2.3: Tech-
nical Review of 
Applications After 
Operating Plat-
form Changes 

CSC 3: Secure 
Configurations 
for Hardware 
and Software 
on Mobile De-
vices, Laptops, 
Workstations, 
and Servers 
 
CSC 9: Limita-
tion and Con-
trol of Network 
Ports, Proto-
cols, and Ser-
vices 
 
CSC 11: Secure 
Configurations 
for Network 
Devices such as 

SP-ARC-002:  
Security Archi-
tect  
 
OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
 
SP-SYS-001:  
Information Sys-
tems Security 
Developer  
 
OM-ADM-001:  
System Adminis-
trator  
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
 
A.14.2.4: Re-
strictions on 
Changes to Soft-
ware Packages 

Firewalls, Rout-
ers, and 
Switches 

PR-VAM-001:  
Vulnerability As-
sessment Ana-
lyst 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 

IBM MaaS360 Mobile  
Device Management  
Agent Version 3.91.5 (iOS), 
6.60 (Android) 

Endpoint 
software 
that compli-
ments IBM 
MaaS360 
Mobile De-
vice Man-
agement 
console– 
provides 
root/jail-
break detec-
tion and 
other func-
tions  

PR.DS-6: Integrity 
checking mecha-
nisms are used to 
verify software, 
firmware, and in-
formation integ-
rity. 

SC-16: Transmis-
sion of Security 
and Privacy At-
tributes 
 
SI-7: Software, 
Firmware, and 
Information In-
tegrity 

A.12.2.1: Con-
trols Against Mal-
ware 
 
A.12.5.1: Installa-
tion of Software 
on Operational 
Systems 
 
A.14.1.2: Secur-
ing Application 
Services on Public 
Networks 
 
A.14.1.3: Protect-
ing Application 
Services Transac-
tions 
 
A.14.2.4: Re-
strictions on 
Changes to Soft-
ware Packages 
 
 
 
  

CSC 2: Inven-
tory of Author-
ized and Unau-
thorized Soft-
ware 
 
CSC 3: Secure 
Configurations 
for Hardware 
and Software 
on Mobile De-
vices, Laptops, 
Workstations, 
and Servers 

OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
 
SP-ARC-001: 
Enterprise Ar-
chitect 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
Trusted Execution Environment 

Qualcomm (version is mo-
bile  
device  
dependent) 

Secure boot 
and image 
integrity 

PR.DS-1: Data-at-
rest is protected. 

SC-28: Protec-
tion of Infor-
mation at Rest 

A.8.2.3: Handling 
of Assets 

CSC 13: Data 
Protection 
 
CSC 14: Con-
trolled Access 
Based on the 
Need to Know 

OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
 
PR-INF-001:  
Cyber Defense 
Infrastructure 
Support Special-
ist  
 
OV-LGA-002:  
Privacy Of-
ficer/Privacy 
Compliance 
Manager  
 
OV-MGT-002:  
Communica-
tions Security 
(COMSEC) Man-
ager 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 

PR.DS-6: Integrity 
checking mecha-
nisms are used to 
verify software, 
firmware, and in-
formation integ-
rity. 

SA-10(1): Devel-
oper Configura-
tion Manage-
ment 
 
SI-7: Software, 
Firmware, and 
Information In-
tegrity 

A.12.2.1: Con-
trols Against Mal-
ware 
 
A.12.5.1: Installa-
tion of Software 
on Operational 
Systems 
 
A.14.1.2: Secur-
ing Application 
Services on Public 
Networks 
 
A.14.1.3: Protect-
ing Application 
Services Transac-
tions 
 
A.14.2.4: Re-
strictions on 
Changes to Soft-
ware Packages 

CSC 2: Inven-
tory of Author-
ized and Unau-
thorized Soft-
ware 
 
CSC 3: Secure 
Configurations 
for Hardware 
and Software 
on Mobile 

OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
 
PR-CDA-001:  
Cyber Defense 
Analyst  
 
SP-ARC-001: 
Enterprise Ar-
chitect 

PR.DS-8: Integrity 
checking mecha-
nisms are used to 

SA-10: Devel-
oper Configura-
tion Manage-
ment  

A.11.2.4: Equip-
ment mainte-
nance 

Not applicable 

OM-ADM-001:  
System Adminis-
trator  
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
verify hardware in-
tegrity. 

 
SI-7: Software, 
Firmware, and 
Information In-
tegrity 

SP-ARC-001: 
Enterprise Ar-
chitect 

DE.CM-4: Mali-
cious code is de-
tected. 

SC-35: External 
Malicious Code 
Identification 
 
SI-7: Software, 
Firmware, and 
Information In-
tegrity  

A.12.2.1: Con-
trols Against Mal-
ware 

CSC 4: Continu-
ous Vulnerabil-
ity Assessment 
and Remedia-
tion 
 
CSC 7: Email 
and Web 
Browser Pro-
tections 
 
CSC 8: Malware 
Defenses 
 
CSC 12: Bound-
ary Defense 

PR-CDA-001:  
Cyber Defense 
Analyst  
 
PR-INF-001:  
Cyber Defense 
Infrastructure 
Support Special-
ist 

Virtual Private Network 

Palo Alto Networks PA-220 

Enforces 
network se-
curity policy 
for remote 
devices 

PR.AC-3: Remote 
access is managed. 

AC-1, AC-3: Ac-
cess Control Pol-
icy and Proce-
dures 
 

A.6.2.1: Mobile 
Device Policy 
 
A.6.2.2: Tele-
working 

CSC 12: Bound-
ary Defense 

OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
AC-19: Access 
Control for Mo-
bile Devices  

 
A.11.2.6: Security 
of equipment and 
assets off-prem-
ises 
 
A.13.1.1: Net-
work Controls 
 
A.13.2.1: Infor-
mation Transfer 
Policies and Pro-
cedures 

OV-MGT-002:  
Communica-
tions Security 
(COMSEC) Man-
ager 

PR.AC-5: Network 
integrity is pro-
tected (e.g., net-
work segregation, 
network segmen-
tation). 

AC-3: Access En-
forcement  
 
SC-7: Boundary 
Protection 

A.13.1.1: Net-
work Controls 
 
A.13.1.3: Segre-
gation in Net-
works 
 
A.13.2.1: Infor-
mation Transfer 
Policies and Pro-
cedures 
 
A.14.1.2: Secur-
ing Application 

CSC 9: Limita-
tion and Con-
trol of Network 
Ports, Proto-
cols, and Ser-
vices 
 
CSC 14: Con-
trolled Access 
Based on the 
Need to Know 
 

PR-CDA-001:  
Cyber Defense 
Analyst  
 
OM-ADM-001:  
System Adminis-
trator 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
Services on Public 
Networks 
 
A.14.1.3: Protect-
ing Application 
Services Transac-
tions 

CSC 15: Wire-
less Access 
Control 
 
CSC 18: Appli-
cation Soft-
ware Security 

PR.AC-6: Identities 
are proofed and 
bound to creden-
tials and asserted 
in interactions. 

AC-3: Access En-
forcement  
 
IA-2, IA-4, IA-5, 
IA-8: Identifica-
tion and Au-
thentication 
(Organizational 
Users) 
 
PE-2: Physical 
Access Authori-
zations 
 
PS-3: Personnel 
Screening 

A.7.1.1: Screen-
ing 
 
A.9.2.1: User 
Registration and 
De-Registration 

CSC 16: Ac-
count Monitor-
ing and Control 

OV-SPP-002: 
Cyber Policy and 
Strategy Planner  
 
OV-MGT-002: 
Communica-
tions Security 
(COMSEC) Man-
ager 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 

PR.DS-2: Data-in-
transit is pro-
tected. 

AC-17(2): Pro-
tection of Confi-
dentiality and 
Integrity Using 
Encryption 
 
SC-8: Transmis-
sion Confidenti-
ality and Integ-
rity 

A.8.2.3: Handling 
of Assets 
 
A.13.1.1: Net-
work Controls 
 
A.13.2.1: Infor-
mation Transfer 
Policies and Pro-
cedures 
 
A.13.2.3: Elec-
tronic Messaging 
 
A.14.1.2: Secur-
ing Application 
Services on Public 
Networks 
 
A.14.1.3: Protect-
ing Application 
Services Transac-
tions 

CSC 13: Data 
Protection 
 
CSC 14: Con-
trolled Access 
Based on the 
Need to Know 

OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
 
OV-MGT-002:  
Communica-
tions Security 
(COMSEC) Man-
ager 
 
OV-LGA-002:  
Privacy Of-
ficer/Privacy 
Compliance 
Manager 

PR.PT-4: Commu-
nications and con-
trol networks are 
protected. 

AC-3, AC-4, AC-
17, AC-18: Ac-
cess Control 
Family  

A.13.1.1: Net-
work Controls 
 

CSC 8: Malware 
Defenses  
 

PR-INF-001:  
Cyber Defense 
Infrastructure 
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Specific product used 

How the 
component 
functions in 
the example 
solution 

Applicable  
NIST Cybersecurity 
Framework  
Subcategories 

Applicable  
NIST SP 800-53 
Revision 5  
Controls 

ISO/IEC 
27001:2013 CIS 6 

Applicable  
NIST SP 800-181 

NICE Frame-
work Work 

Roles (2017) 
 
CP-2: Contin-
gency Plan  
 
SC-7, SC-20, SC-
21, SC-22, SC-
23, SC-24, SC-
25, SC-29, SC-
32, SC-38, SC-
39, SC-40, SC-
41, SC-43: Sys-
tem and Com-
munications 
Protection Fam-
ily 

A.13.2.1: Infor-
mation Transfer 
Policies and Pro-
cedures 
 
A.14.1.3: Protect-
ing Application 
Services Transac-
tions 

CSC 12: Bound-
ary Defense  
 
CSC 15: Wire-
less Access 
Control 

Support Special-
ist  
 
OV-SPP-002:  
Cyber Policy and 
Strategy Planner  
 
PR-CDA-001:  
Cyber Defense 
Analyst 
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Appendix F Example Privacy Subcategory and Control Map 1412 

Using the developed privacy information as input, we identified the privacy characteristics of the example solution. We developed a privacy 1413 
control map documenting the example solution’s capabilities with applicable Functions, Categories, and Subcategories from the National 1414 
Institute of Standards and Technology (NIST) Privacy Framework [2]; and NIST SP 800-53 Revision 5 [40]; and NIST SP 800-181, National Initiative 1415 
for Cybersecurity Education (NICE) Cybersecurity Workforce Framework (Work Roles from 2017 version) [3]. 1416 

The table that follows maps component functions in the build to the related Subcategories in the NIST Privacy Framework as well as to controls 1417 
in the NIST SP 800-53, Revision 5 controls catalog. Each column maps independently to the build component’s functions and, given the specific 1418 
capabilities of this mobile device security solution, may differ from other NIST-provided mappings for the Privacy Framework and SP 800-53 1419 
revision. For example, build functions may provide additional capabilities beyond what is contemplated by a Privacy Framework Subcategory or 1420 
that are implemented by additional controls beyond those that NIST identified as an informative reference for the Subcategory. 1421 

Table F-1’s example privacy control map identifies the privacy characteristic mapping for the products as they were used in the example 1422 
solution. The products may have additional capabilities that we did not use in this example solution. For that reason, it is recommended that the 1423 
mapping not be used as a reference for all the privacy capabilities these products may be able to address. The comprehensive mapping of the 1424 
NIST Privacy Framework to NIST SP 800-53, Revision 5 controls can be found on the NIST Privacy Framework Resource Repository website, in the 1425 
event an organization’s mobile device security solution is different to determine other controls that are appropriate for their environment [64]. 1426 

Table F-1 Example Solution’s Privacy Standards and Best Practices Mapping 1427 

Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

IBM MaaS360 MaaS360 can be used to 
capture an inventory of 
the types and number of 
devices deployed and 
shows the administra-
tors what data is col-
lected from each en-
rolled device. 

ID.IM-P7: The data 
processing environ-
ment is identified 
(e.g., geographic loca-
tion, internal, cloud, 
third parties). 

CM-12: Information  
Location 
 
CM-13: Data Action 
Mapping 
 

OV-LGA-002: Privacy 
Officer/Privacy Com-
pliance Manager 
 
OV-TEA-001: Cyber 
Instructional Curricu-
lum Developer 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation 
 
PT-3: Personally Identifi-
able Information Pro-
cessing Purposes 
 
RA-3: Risk Assessment 
 
RA-8: Privacy Impact As-
sessment 

Administrators can view 
data elements in the ad-
ministration portal. Us-
ers can see collected 
data within the 
MaaS360 application on 
their device. Data can be 
edited and deleted from 
within the administra-
tion console. 

CT.DM-P1: Data ele-
ments can be ac-
cessed for review. 

AC-2: Account Manage-
ment 
 
AC-3: Access Enforce-
ment 
 
AC-3(14): Access En-
forcement | Individual 
Access 
 
 
PM-21: Accounting of 
Disclosures 

OM-DTA-002: Data 
Analyst 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

CT.DM-P3: Data ele-
ments can be ac-
cessed for alteration. 

AC-2: Account Manage-
ment 
 
AC-3: Access Enforce-
ment 
 
AC-3(14): Access En-
forcement | Individual 
Access 
 
PM-21: Accounting of 
Disclosures 
 
SI-18: Personally Identi-
fiable Information Qual-
ity Operations 

OM-DTA-002: Data 
Analyst 

CT.DM-P4: Data ele-
ments can be ac-
cessed for deletion. 

AC-2: Account Manage-
ment 
 
AC-3: Access Enforce-
ment 
 
SI-18: Personally Identi-
fiable Information Qual-
ity Operations 

OM-DTA-002: Data 
Analyst 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

CT.DM-P5: Data are 
destroyed according 
to policy. 

MP-6: Media Sanitiza-
tion 
 
SA-8(33): Security and 
Privacy Engineering 
Principles | Minimiza-
tion 
 
SI-18: Personally Identi-
fiable Information Qual-
ity Operations 
 
SR-12: Component Dis-
posal 

OM-DTA-002: Data 
Analyst 

CT.DP-P4: System or 
device configurations 
permit selective col-
lection or disclosure of 
data elements. 

CM-6: Configuration 
Settings 
 
SA-8(33): Minimization 
 
SC-42(5): Collection 
Minimization 
 
SI-12(1): Information 
Management and Re-
tention | Limit Person-
ally Identifiable Infor-
mation Elements 

OV-LGA-002: Privacy 
Officer/Privacy Com-
pliance Manager 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

Devices may be backed 
up to the cloud. 

PR.PO-P3: Backups of 
information are con-
ducted, maintained, 
and tested. 

CP-4: Contingency Plan 
Testing 
 
CP-6: Alternate Storage 
Site 
 
CP-9: System Backup 

OM-ADM-001: 
System Administrator 

Devices are issued iden-
tity certificates via on-
premises certificate in-
frastructure. 

PR.AC-P1: Identities 
and credentials are is-
sued, managed, veri-
fied, revoked, and au-
dited for authorized 
individuals, processes, 
and devices. 

IA-2: Identification and 
Authentication (Organi-
zational Users) 
 
IA-3: Device Identifica-
tion and Authentication 
 
IA-4: Identifier Manage-
ment 
 
IA-4(4): Identifier Man-
agement | Identifier 
User Status 

SP-ARC-002: Security 
Architect 
 
PR-CDA-001: Cyber 
Defense Analyst 

MaaS360 enforces a de-
vice personal identifica-
tion number for access. 

PR.AC-P2: Physical ac-
cess to data and de-
vices is managed. 

PE-2: Physical Access 
Authorizations 
 
PE-3: Physical Access 
Control 
 
PE-3(1): System Access 

OM-DTA-001: Data-
base Administrator 
 
OM-DTA-002: Data 
Analyst 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

 
PE-4: Access Control for 
Transmission  
 
PE-5: Access Control for 
Output Devices 
 
PE-6: Monitoring Physi-
cal Access 
 
PE-18: Location of Sys-
tem Components 
 
PE-20: Asset Monitoring 
and Tracking 

PR.DS-P1: Data-at-rest 
are protected. 

MP-2: Media Access 
 
MP-4: Media Storage 
 
PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation 
 
SC-28: Protection of In-
formation at Rest 

OM-DTA-001: Data-
base Administrator 
 
OM-DTA-002: Data 
Analyst 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

Data flowing between 
the device and MaaS360 
is encrypted with 
Transport Layer Secu-
rity. 

PR.DS-P2: Data-in-
transit are protected. 

PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation 
 
SC-8: Transmission Con-
fidentiality and Integrity 

PR-CIR-001: Cyber 
Defense Incident Re-
sponder 

Restrictions are used 
that prevent data flow 
between enterprise and 
personal applications. 

PR.DS-P5: Protections 
against data leaks are 
implemented. 

PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation 
 
AC-4: Information Flow 
Enforcement 

PR-CIR-001: Cyber 
Defense Incident Re-
sponder 

Devices that are jailbro-
ken or otherwise modi-
fied beyond original 
equipment manufac-
turer status can be de-
tected. 

PR.DS-P6: Integrity 
checking mechanisms 
are used to verify soft-
ware, firmware, and 
information integrity. 

PM-22: Personally Iden-
tifiable Information 
Quality Management 
 
SI-7: Software, Firm-
ware, and Information 
Integrity 
 
SI-18: Personally Identi-
fiable Information Qual-
ity Operations 

OM-DTA-002: Data 
Analyst 
 
OM-ANA-001: Sys-
tems Security Analyst 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

Zimperium Zimperium checks the 
device for unauthorized 
modifications. 

PR.DS-P1: Data-at-rest 
are protected. 

PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation  
 
SC-28: Protection of In-
formation at Rest 

SP-ARC-002: Security 
Architect 
 
PR-CDA-001: Cyber 
Defense Analyst 

PR.DS-P2: Data-in-
transit are protected. 

PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation  
 
SC-8: Transmission Con-
fidentiality and Integrity 
 
SC-11: Trusted Path  

OM-DTA-002: Data 
Analyst 
 
OM-ANA-001: Sys-
tems Security Analyst 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

PR.DS-P6: Integrity 
checking mechanisms 
are used to verify soft-
ware, firmware, and 
information integrity. 

PM-22: Personally Iden-
tifiable Information 
Quality Management 
 
SC-16: Transmission of 
Security Attributes 
 
SI-7: Boundary Protec-
tion 
 
SI-10: Network Discon-
nect 
 
SI-18: Personally Identi-
fiable Information Qual-
ity Operations 

OM-DTA-002: Data 
Analyst 
 
OM-ANA-001: 
Systems Security 
Analyst 

Kryptowire 
(now known as 
Quokka) 

Kryptowire can identify 
applications that do not 
use best practices, such 
as lack of encryption or 
hardcoded credentials. 

CM.AW-P1: Mecha-
nisms (e.g., notices, 
internal or public re-
ports) for communi-
cating data processing 
purposes, practices, 
associated privacy 
risks, and options for 
enabling individuals’ 
data processing pref-
erences and requests 

AC-8: System Use Notifi-
cation 

SP-ARC-002: Security 
Architect 
 
PR-CDA-001: Cyber 
Defense Analyst 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

are established and in 
place.  

CM.AW-P3: System/ 
product/ service de-
sign enables data pro-
cessing visibility. 

PL-8: Security and Pri-
vacy Architecture 
 
PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation 

SP-ARC-002: Security 
Architect 
 
PR-CDA-001: Cyber 
Defense Analyst 

CM.AW-P6: Data 
provenance and line-
age are maintained 
and can be accessed 
for review or trans-
mission/ disclosure. 

AC-16: Security and Pri-
vacy Attributes 
 
SC-16: Transmission of 
Security Attributes 

SP-ARC-002: Security 
Architect 
 
PR-CDA-001: Cyber 
Defense Analyst 

PR.DS-P1: Data-at-rest 
are protected. 

PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation 
 
SC-28: Protection of In-
formation at Rest 

SP-ARC-002: Security 
Architect 
 
PR-CDA-001: Cyber 
Defense Analyst 

PR.DS-P2: Data-in-
transit are protected. 

PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation  
 

SP-ARC-002: Security 
Architect 
 
PR-CDA-001: Cyber 
Defense Analyst 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

SC-8: Transmission Con-
fidentiality and Integrity 
 
SC-11: Trusted Path 

Palo Alto  
Networks  
PA-220 

Provides firewall and vir-
tual private network ca-
pabilities. 

PR.DS-P2: Data-in-
transit are protected. 

PM-5(1): System Inven-
tory | Inventory of Per-
sonally Identifiable In-
formation  
 
SC-8: Transmission Con-
fidentiality and Integrity 
 
SC-11: Trusted Path 

SP-ARC-002: Security 
Architect 
 
PR-CDA-001: Cyber 
Defense Analyst 

PR.AC-P4: Access per-
missions and authori-
zations are managed, 
incorporating the prin-
ciples of least privilege 
and separation of du-
ties. 

AC-2: Account Manage-
ment  
 
AC-3: Access Enforce-
ment 
 
AC-5: Separation of Du-
ties 
 
AC-6: Least Privilege 
 
AC-24: Access Control 
Decisions 

SP-ARC-002: Security 
Architect 
 
PR-CDA-001: Cyber 
Defense Analyst 



SECOND DRAFT 

NIST SP 1800-22B: Mobile Device Security: Bring Your Own Device 81 

Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

PR.AC-P5: Network in-
tegrity is protected 
(e.g., network segre-
gation, network seg-
mentation). 

AC-4: Information Flow 
Enforcement 
 
AC-10: Access Control 
 
SC-7: Boundary Protec-
tion 
 
SC-10: Network Discon-
nect 

OM-DTA-002: Data 
Analyst 
 
OM-ANA-001: 
Systems Security 
Analyst 

PR.PT-P3: Communi-
cations and control 
networks are pro-
tected. 

AC-12: Session Termina-
tion 
 
AC-17: Remote Access 
 
AC-18: Wireless Access 
 
SC-5: Denial of Service 
Protection 
 
SC-7: Boundary Protec-
tion 
 
SC-10: Network Discon-
nect 
 
SC-11: Trusted Path 

OV-LGA-002: Privacy 
Officer/Privacy Com-
pliance Manager 
 
PR-CDA-001: Cyber 
Defense Analyst 
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Product How the component  
functions in the build 

Applicable Privacy 
Framework  
Subcategories 

Applicable NIST SP  
800-53 Revision 5  
Privacy-Related  
Controls 

Applicable NIST SP 
800-181, NICE 
Framework Work 
Roles (2017) 

 
SC-21: Secure Name/Ad-
dress Resolution Service 
(Recursive or Caching 
Resolver) 
 
SC-23: Session Authen-
ticity 

Qualcomm The trusted execution 
environment provides 
data confidentiality and 
integrity. 

PR.DS-P6: Integrity 
checking mechanisms 
are used to verify soft-
ware, firmware, and 
information integrity. 

PM-22: Personally Iden-
tifiable Information 
Quality Management 
 
SC-16: Transmission of 
Security and Privacy At-
tributes 
 
SI-7: Software, Firm-
ware, and Information 
Integrity 
 
SI-10: Information Input 
Validation 
 
SI-18: Personally Identi-
fiable Information Qual-
ity Operations 

PR-INF-001: Cyber 
Defense Infrastruc-
ture Support Special-
ist 
 
OM-ANA-001: 
Systems Security 
Analyst 
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