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The National Cybersecurity Center of Excellence (NCCoE) is collaborating with stakeholders in the
public and private sectors to bring awareness to the challenges involved in migrating from the current
set of public-key cryptographic algorithms to quantum-resistant algorithms. This fact sheet provides
an overview of the Migration to Post-Quantum Cryptography project, including background, goal,

challenges, and potential benefits.

BACKGROUND

The advent of quantum computing technology will render many

of the current cryptographic algorithms ineffective, especially
public-key cryptography, which is widely used to protect digital
information. Most algorithms on which we depend are used
worldwide in components of many different communications,
processing, and storage systems. Once access to practical quantum
computers becomes available, all public-key algorithms and
associated protocols will be vulnerable to adversaries. It is essential
to begin planning for the replacement of hardware, software, and
services that use public-key algorithms now so that information is
protected from future attacks.

CHALLENGES

e Organizations are often unaware of the breadth and scope of
application and function dependencies on public-key cryptog-
raphy.

e Many, or most, of the cryptographic products, protocols, and ser-
vices on which we depend will need to be replaced or significantly
altered when post-quantum replacements become available.

¢ Information systems are not typically designed to encourage
supporting rapid adaptations of new cryptographic primitives
and algorithms without making significant changes to the sys-
tem’s infrastructure—requiring intense manual effort.

e The migration to post-quantum cryptography will likely cre-
ate many operational challenges for organizations. The new
algorithms may not have the same performance or reliability
characteristics as legacy algorithms due to differences in key
size, signature size, error handling properties, number of execu-
tion steps required to perform the algorithm, key establishment
process complexity, etc. A truly significant challenge will be to
maintain connectivity and interoperability among organizations
and organizational elements during the transition from quantum-
vulnerable algorithms to quantum-resistant algorithms.

GOAL

The initial scope of this project will include engaging industry to
demonstrate the use of automated discovery tools to identify
instances of quantum-vulnerable public-key algorithm use, where
they are used in dependent systems, and for what purposes.

Once the public-key cryptography components and associated
assets in the enterprise are identified, the next project element is
prioritizing those applications that need to be considered first in
migration planning.

Finally, the project will describe systematic approaches for
migrating from vulnerable algorithms to quantum-resistant
algorithms across different types of organizations, assets, and
supporting technologies.

BENEFITS

The potential business benefits of the solution explored by this
project include:

¢ helping organizations identify where, and how, public-key algo-
rithms are being used on their information systems

e mitigating enterprise risk by providing tools, guidelines, and
practices that can be used by organizations in planning for re-
placement/updating hardware, software, and services that use
PQC-vulnerable public-key algorithms

e protecting the confidentiality and integrity of sensitive enter-
prise data

e supporting developers of products that use PQC-vulnerable
public-key cryptographic algorithms to help them understand
protocols and constraints that may affect use of their products

DOWNLOAD PROJECT DESCRIPTION
This fact sheets provides a high-level overview of the
pro;ect To learn more, visit the pl’Oject page:

HOW TO PARTICIPATE

As a private-public partnership, we are always seeking insights from
businesses, the public, and technology vendors. If you have questions
about this project or would like to join the project’s Community of
Interest, please email applied-crypto-pgc@nist.gov.
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