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Recent Healthcare Delivery Attacks
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Information   • Incentives • Resources
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5 best practices from the White House memo:

1. Back up your data, system images, and configurations; then 

regularly test them and keep the backups offline

2. Update and patch systems promptly

3. Test your Incident Response Plan

4. Check your security team’s work

5. Segment your networks
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Other High Impact Measures You Can Take: 

• multifactor authentication (because passwords alone are routinely 

compromised)

• endpoint detection & response (to hunt for malicious activity on a 

network and block it)

• encryption (so if data is stolen, it is unusable) 

• a skilled, empowered security team (to patch rapidly, and share and 

incorporate threat information in your defenses). 
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How to Get Started:
• Cyber Hygiene Services*

• Cyber Resilience Review (CRR)

• Cyber Infrastructure Survey (CIS)

• External Dependencies Management Assessment (EDM)

• National Cyber Awareness System (NCAS)

• Advanced Malware Analysis Center (AMAC)

• Cyber Security Evaluation Tool (CSET)

• Risk and Vulnerability Assessment (RVA)

• Validated Architecture Design Review (VADR)

• Malicious Domain Blocking (via Center for Internet Security)**

• Ransomware Readiness Assessment***

• Stuff Off Search (SOS)***

Start Anywhere. Start Today. CISA Can Help.

*including Vulnerability Scanning, Web Application Scanning, Phishing Campaign Assessment, and Remote Penetration Test

**available to healthcare delivery organizations and SLTT

***pending/to be published




