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The Problems of Weak Entropy are well known
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entropy, June 2007. Crypto before 2.6.1 does not properly reseed the the boot process, October 2014.
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Entropy as a Service (EaaS)

NIST Entropy Server

National Institute of

U Deirvmnt o Commarsy  Quantum entropy source provides
continuous random data to FIFO
buffer in memory

 Responds to client requests by
removing random values, encrypting,

Proposal:
e Essential for CMVP automation.
 High entropy random data

available as service over the sending to client
network. ."

* Provably robust entropy source ICIient Devices

*  Secure delivery * Request and consume entropy (key

* Serves large number of needy establishment, nonces, authentication)
devices * Dedicated software protected by trusted

hardware (e.g., TPM, Arm TrustZone) 1
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EaaS: Request/Response Protocol NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

NIST:
* HTTP GET request
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EaaSReq/Rsp: HTTP over TLS
(HTTPS)

TLS 1.3 (or 1.2 for now)

e Authentication
* Encryption

Leverage standard implementation
Connection-level encryption handles
need to encrypt entropy

TLS 1.3 reused for secure data exchange

v

* Replay protection and Eaas.
Bootstrapping? Solutions: ke | Cliemwele

+ signature algorithms*
+ psk_key exchange modes*
+ pre_ shared key*

o Pre-configured symmetric key (AES)
o Pre-configured entropy bits

{:__

ServerHello *

+ key share* |
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Key
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Server
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EaaS: Entropy Source NIST
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NIST:
* True RBG =True Random Bit Generator (e.g., quantum device) 3::':2“’"
* SP 800-90B compliant

* Continuous monitoring solution

Client Entropy Usage:

* |oT device: May not trust underlying entropy source S

* VMs/Containers in cloud: Cloning replicates DRBG state, requires ey
reseeding

* Mixing function can be used to combine weak entropy with high-quality
EaaS entropy, or to mix entropy sources
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EaaS Scaling: JSON command set Prototype

Virtual Machines

HHH

Entropy sources: Entropy sources: Entropy sources:
Setup Notes: TPM and Network traffic RDSEED, Interrupt, Network traffic RDRAND and Disk Interrupt
. N N A

EaaS Server:
running VMware
ESXi

10Gbit network

Clients: VMware v
Photon OS running
on ESXi

ClientServer 2

ggecnt Server1 24 Cores flge::rZiwer 3 gge:t Server4
ores 128 cloned VM ores
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EaaS Scaling: Two Servers, Network Connection
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Two Servers, Internet TCP Socket (AF_INET)

200

400

600
loT Threads

800

1000

Shows:

e Number of l1oT devices that
can be comfortably supported
over a network

Setup notes:

* Includes 100 Gbps network
between EaaS server and
emulated loT devices

* But, no appreciable
transmission time, queuing
delay, congestion effects

Single Server, UNIX Socket (AF_UNIX)
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Callto Action

* Critical stepsfor EaaS adoption:
* Updating 800-90B in recognizing EaaS as an entropy source

* Formal procedure to validate EaaS service

* Orexistingentropy test & justificationprocedureis good enough?
* Experiencein running EaaS service

* Thisexperimentfalls underthis bucket

. Selecclt a security system which allows proactive policy to be set accordingto your organization’s
needs

* Driveanimplementation projectto protectall critical databases
e Canyou help with EaaS JSON command set definitions?

 What are your device case studies?
* Especiallyin5G and cloud environments
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Wanna help EaaS JSON protocol

n Interested in prototyping?

Ravi Jagannathan Need peoplein Cloud environment with

L Containers
jravi@vmware.com

n loT / 5G devices? n Any other thoughts?

Interested? Contact Ravilagannathan, Please get in touch.
jravi@vmware.com
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Securing the Infernet requires strong

numbers generated by a DRBG can
be traced predictably to the seed
{initial value) supplied to the gen-
erator. Knowing the seed, one can
reconsiruct the number sequence
produced by a particular DRBG.
Thus, DRBGs must be seeded with
hard-to-guess random data from a

cryptography, which depends on good enfropy reliable source.

for generating unpredictable keys. Enfropy as a
service provides enfropy from a decentralized
root of frusf, scaling across diverse geopolitical
locales and remaining frustworthy unless much

of the collective is compromised

ryptography is fundamentally important for in-

formation security, whether the information is

datain transit over the Internet or at rest on stor-

age devices. Today, the security of data protected

by cryptography depends not on secret algorithms, but pri-
marily on having strong keys and keeping them secret.

Generating strong cryptographic keys is no simple

matter, however. Experts recommend using determinis-

tic random bit generators (DRBGSL1 but the sequence of

COMPUTER

In information theory, such
so-called “high-entropy” sources
provide true randomness. They're
usually based on nondeterministic
physical processes such as ring os-
cillators or some kind of quantum
behavior. Most practical computer
systems rely on events like mouse
movements, keyboard stroke tim-
ings, network events, and hard-disk
access times to generate hard-to-
guess random data for seeding DRBGs. Although some-
times plausible, such sources often provide a limited
amount of unpredictability—that is, low entropy—
because, as in the case of headless or other embedded de-
wvices, they lack these sources of un[:rrmiil:tal:nlin.'.2

This problem is exacerbated in cloud computing envi-
ronments, which often lack the sources of nondeterminism
harnessed by traditional computers for harvesting entropy.

IEEE Computer, vol 49, no 9. September 2016.
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