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Ransomware – Recent Times

Escalating Impact
• Colonial Pipeline shut down for 6 days
• Kaseya event effected 1,500 organizations
• Washington DC police data leaked by ransomware

group

New Challenges
• Ransomware as a service (RaaS)
• Cryptocurrency payments
• Managed service providers are targets

New Guidance
• Executive Order 14028 – NIST, DHS among 

other agencies called to charge.

“Ransomware as a threat 
has definitely become 
commoditized.” 

– Brian Krebs
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SP-1800 Data Security Portfolio
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Data Integrity
• SP 1800-25 Data Integrity: Identifying and 

Protecting Assets Against Ransomware 
and Other Destructive Events (ID-PR)

• SP 1800-26 Data Integrity: Detecting and 
Responding to Ransomware and Other 
Destructive Events (DE-RS)

• SP 1800-11 Data Integrity: Recovering 
from Ransomware and Other Destructive 
Events (REC) 
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Data Confidentiality

• SP 1800-xx Data Confidentiality: 
Identifying and Protecting Assets Against 
and Data Against Data Breaches (ID-PR)

• SP 1800-xx Data Confidentiality: Detect, 
Respond to, and Recover from Data 
Breaches (DE-RS-RC)

• Both projects currently in build phase in 
the NCCoElab. Project descriptions 
currently published
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Data Availability Projected Work

• Given the overlap between Integrity, 
confidentiality and availability current 
plans are to release, for public comment, 
a white paper for data availability.



Resources for Small Businesses



Small Business Cybersecurity Corner
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Important NIST Resources



NIST Documents
Ransomware – Where Standards Help
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NIST Documents
Ransomware – Where Standards Help
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NIST Documents
Ransomware – Where Standards Help
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Revision 4 in the works Part B and C Preliminary draft target release is August



NIST Documents
Ransomware – Where Standards Help
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NIST Documents
Ransomware – Where Standards Help
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Revision 3 in Progress – call for papers completed



New Cybersecurity Framework Profile



New CSF Profile – Ransomware Risk Management
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• “Preliminary Draft” – comments closed 7/9. 
Document to be updated post Ransomware 
workshop. Next publication will be “Draft”

• Document maps CSF categories and 
informative references (such as NIST SP 
800-53) to ransomware risk activities. 

• Additional comments can be sent to 
ransomware@nist.gov

mailto:ransomware@nist.gov


Ransomware Profile – Example
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301-975-0200http://nccoe.nist.gov
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nccoe@nist.gov

Contact Us

For more ransomware related NIST resources:

https://csrc.nist.gov/Projects/ransomware-protection-and-response

Contact us: Ransomware@nist.gov

https://csrc.nist.gov/Projects/ransomware-protection-and-response
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