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Executive Summary

The CIA triad represents the three pillars of information security: confidentiality, integrity, and
availability, as follows.

Confidentiality — preserving authorized restrictions on
information access and disclosure, including means for
protecting personal privacy and proprietary
information

Integrity — guarding against improper information
modification or destruction and ensuring information
non-repudiation and authenticity

Availability — ensuring timely and reliable access to and
use of information

(ComiiaEEalia:

This series of practice guides focuses on data integrity: the property that data has not been altered in an
unauthorized manner. Data integrity covers data in storage, during processing, and while in transit.
(Note: These definitions are from National Institute of Standards (NIST) Special Publication (SP) 800-12
Rev 1, An Introduction to Information Security.)

Destructive malware, ransomware, malicious insider activity, and even honest mistakes all set
the stage for why organizations need to quickly detect and respond to an event that impacts
data integrity. Businesses must be confident that these events are detected quickly and
responded to appropriately.

Attacks against an organization’s data can compromise
emails, employee records, financial records, and customer
information—impacting business operations, revenue,
and reputation.

Examples of data integrity attacks include unauthorized
insertion, deletion, or modification of data to corporate
information such as emails, employee records, financial
records, and customer data.

CYBERSECURITY
FRAMEWORK
VERSION 1.1

k)

)

2
%

The National Cybersecurity Center of Excellence (NCCoE)
at NIST built a laboratory environment to explore
methods to effectively detect and respond to a data
integrity event in various information technology (IT) enterprise environments, to immediately
react to the event in an effort to prevent a complete compromise.

This NIST Cybersecurity Practice Guide demonstrates how organizations can develop and
implement appropriate actions during a detected data integrity cybersecurity event.

Some organizations have experienced systemic attacks that force operations to cease. One variant of a
data integrity attack—ransomware—encrypts data, leaving it modified in an unusable state. Other data
integrity attacks may be more dynamic, targeting machines, spreading laterally across networks, and
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continuing to cause damage throughout an organization. In either case, behaviors are exhibited—such
as files inexplicably becoming encrypted or network activity—that provide an ability to immediately
detect the occurrence and respond in a timely fashion to curtail the ramifications.

NIST published version 1.1 of the Cybersecurity Framework in April 2018 to provide guidance on
protecting and developing resiliency for critical infrastructure and other sectors. The framework core
contains five functions, listed below.

= |dentify — develop an organizational understanding
to manage cybersecurity risk to systems, people,
assets, data, and capabilities

= Protect — develop and implement appropriate
safeguards to ensure delivery of critical services

CYBERSECURITY
FRAMEWORK
VERSION 1.1

= Detect — develop and implement appropriate
activities to identify the occurrence of a
cybersecurity event

X
th
0
%
= Respond — develop and implement appropriate (o]
activities to take action regarding a detected
cybersecurity incident

= Recover — develop and implement appropriate
activities to maintain plans for resilience and to restore any capabilities or services that were
impaired due to a cybersecurity incident

For more information, see the Framework for Improving Critical Infrastructure Cybersecurity v1.1.

Applying the Cybersecurity Framework to data integrity, this practice guide informs organizations of
how to quickly detect and respond to data integrity attacks by implementing appropriate activities that
immediately inform about the data integrity events.

The NCCoE developed and implemented a solution that incorporates multiple systems working in
concert to detect an ongoing data integrity cybersecurity event. Additionally, the solution provides
guidance on how to respond to the detected event. Addressing these functions together enables
organizations to have the necessary tools to act during a data integrity attack.

The NCCoE sought existing technologies that provided the following capabilities:

= event detection

= forensics/analysis

= integrity monitoring

= |ogging

= mitigation and containment

= reporting

NIST SP 1800-26A: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events
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While the NCCoE used a suite of commercial products to address this challenge, this guide does not
endorse these particular products, nor does it guarantee compliance with any regulatory initiatives. Your
organization’s information security experts should identify the products that will best integrate with
your existing tools and IT system infrastructure. Your organization can adopt this solution or one that
adheres to these guidelines in whole, or you can use this guide as a starting point for tailoring and
implementing parts of a solution.

The NCCoE’s practice guide to Data Integrity: Detecting and Responding to Ransomware and Other
Destructive Events can help your organization:

= develop a strategy for detecting and responding to a data integrity cybersecurity event

= facilitate effective detection and response to adverse events, maintain operations, and ensure
the integrity and availability of data critical to supporting business operations and revenue-
generating activities

= manage enterprise risk (consistent with foundations of the NIST Framework for Improving
Critical Infrastructure Cybersecurity)

You can view or download the guide at https://www.nccoe.nist.gov/projects/building-blocks/data-
integrity/detect-respond. Help the NCCoE make this guide better by sharing your thoughts with us as
you read the guide. If you adopt this solution for your own organization, please share your experience
and advice with us. We recognize that technical solutions alone will not fully enable the benefits of our
solution, so we encourage organizations to share lessons learned and best practices for transforming the
processes associated with implementing this guide.

To provide comments or to learn more by arranging a demonstration of this example implementation,
contact the NCCoE at ds-nccoe@nist.gov.

Organizations participating in this project submitted their capabilities in response to an open call in the
Federal Register for all sources of relevant security capabilities from academia and industry (vendors
and integrators). The following respondents with relevant capabilities or product components (identified
as “Technology Partners/Collaborators” herein) signed a Cooperative Research and Development
Agreement (CRADA) to collaborate with NIST in a consortium to build this example solution.

/ r
MICRO T
cl1Sco GLASSWALL CIFoels seviceris V/Symantec. U]

Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it
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111 intended to imply that the entities, equipment, products, or materials are necessarily the best available
112 for the purpose.

The National Cybersecurity Center of Excellence (NCCoE), a part of LEARN MORE

the National Institute of Standards and Technology (NIST), is a Visit https://Www.nccoe.nist.gov
collaborative hub where industry organizations, government nccoe@nist.gov

agencies, and academic institutions work together to address 301-975-0200

businesses’ most pressing cybersecurity challenges. Through this
collaboration, the NCCoE develops modular, easily adaptable
example cybersecurity solutions demonstrating how to apply
standards and best practices using commercially available
technology.

NIST SP 1800-26A: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events


https://www.nccoe.nist.gov/
mailto:nccoe@nist.gov

NIST SPECIAL PUBLICATION 1800-26B

Data Integrity

Detecting and Responding to Ransomware and Other
Destructive Events

Volume B:
Approach, Architecture, and Security Characteristics

Jennifer Cawthra
National Cybersecurity Center of Excellence
NIST

Michael Ekstrom
Lauren Lusty

Julian Sexton

John Sweetnam

The MITRE Corporation
McLean, Virginia

January 2020

DRAFT

This publication is available free of charge from https://www.nccoe.nist.gov/projects/building-
blocks/data-integrity/detect-respond.

NIST o S e ey

Nuﬁonul Ins*ifu"eOf . NATIONAL CYBERSECURITY
Standards and Technology CELTED (e EXCEL L
U.S. Department of Commerce



https://www.nccoe.nist.gov/projects/building-blocks/data-integrity/detect-respond
https://www.nccoe.nist.gov/projects/building-blocks/data-integrity/detect-respond

N o o bW N

10

11
12

13

14

15

16
17
18
19
20
21

DRAFT

Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special sta-
tus or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it in-
tended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

National Institute of Standards and Technology Special Publication 1800-26B, Natl. Inst. Stand. Technol.
Spec. Publ. 1800-26B, 53 pages, (January 2020), CODEN: NSPUE2

You can improve this guide by contributing feedback. As you review and adopt this solution for your
own organization, we ask you and your colleagues to share your experience and advice with us.

Comments on this publication may be submitted to: ds-nccoe@nist.gov.

Public comment period: January 27, 2020 through February 25, 2020

All comments are subject to release under the Freedom of Information Act.

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, easily adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit

https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align more easily with relevant
standards and best practices, and provide users with the materials lists, configuration files, and other
information they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Ransomware, destructive malware, insider threats, and even honest mistakes present an ongoing threat
to organizations that manage data in various forms. Database records and structure, system files,
configurations, user files, application code, and customer data are all potential targets of data
corruption and destruction.

A quick, accurate, and thorough detection and response to a loss of data integrity can save an
organization time, money, and headaches. While human knowledge and expertise is an essential
component of these tasks, the right tools and preparation are essential to minimizing downtime and
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losses due to data integrity events. The NCCoE, in collaboration with members of the business

community and vendors of cybersecurity solutions, has built an example solution to address these data

integrity challenges. This project details methods and potential tool sets that can detect, mitigate, and
contain data integrity events in the components of an enterprise network. It also identifies tools and

strategies to aid in a security team’s response to such an event.

KEYWORDS

attack vector; data integrity; malicious actor; malware; malware detection; malware response;

ransomware.
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The Technology Partners/Collaborators who participated in this build submitted their capabilities in
response to a notice in the Federal Register. Respondents with relevant capabilities or product
components were invited to sigh a Cooperative Research and Development Agreement (CRADA) with
NIST, allowing them to participate in a consortium to build this example solution. We worked with:

Technology Partner/Collaborator Build Involvement

Symantec Corporation

Symantec Information Centric Analytics v6.5.2
Symantec Security Analytics v8.0.1

Cisco Systems

Cisco Identity Services Engine v2.4,
Cisco Advanced Malware Protection v5.4,

Cisco Stealthwatch v7.0.0

Glasswall Government Solutions

Glasswall FileTrust ATP for Email v6.90.2.5

Tripwire Tripwire Log Center v7.3.1,
Tripwire Enterprise v8.7

Micro Focus Micro Focus ArcSight Enterprise Security Manager v7.0
Patch 2

Semperis Semperis Directory Services Protector v2.7
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128

129 Businesses face a near-constant threat of destructive malware, ransomware, malicious insider activities,
130 and even honest mistakes that can alter or destroy critical data. These types of adverse events

131 ultimately impact data integrity (DI). It is imperative for organizations to be able to detect and respond
132 to DI attacks.

133  The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards and
134  Technology (NIST) built a laboratory environment to explore methods to detect and respond to a data
135  corruption event in various information technology (IT) enterprise environments. The example solution
136  outlined in this guide describes the solution built in the NCCoE lab. It encourages detection and

137  mitigation of DI events while facilitating analysis of these events.

138  The goals of this NIST Cybersecurity Practice Guide are to help organizations confidently:

139 = detect malicious and suspicious activity generated on the network, by users, or from

140 applications that could indicate a DI event

141 = mitigate and contain the effects of events that can cause a loss of DI

142 = monitor the integrity of the enterprise for detection of events and after-the-fact analysis
143 = utilize logging and reporting features to speed response time to DI events

144 = analyze DI events for the scope of their impact on the network, enterprise devices, and
145 enterprise data

146 = analyze DI events to inform and improve the enterprise’s defenses against future attacks

147 For ease of use, here is a short description of the different sections of this volume.

148 = Section 1: Summary presents the challenge addressed by the NCCoE project with an in-depth
149 look at our approach, the architecture, and the security characteristics we used; the solution
150 demonstrated to address the challenge; the benefits of the solution; and the technology

151 partners that participated in building, demonstrating, and documenting the solution. Summary
152 also explains how to provide feedback on this guide.

153 = Section 2: How to Use This Guide explains how readers—business decision-makers, program
154 managers, and IT professionals (e.g., systems administrators)—might use each volume of the
155 guide.

156 = Section 3: Approach offers a detailed treatment of the scope of the project and describes the
157 assumptions on which the security platform development was based, the risk assessment that
158 informed platform development, and the technologies and components that industry

159 collaborators gave us to enable platform development.
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= Section 4: Architecture describes the usage scenarios supported by project security platforms,
including Cybersecurity Framework [1] functions supported by each component contributed by
our collaborators.

= Section 5: Security Characteristic Analysis provides details about the tools and techniques we
used to perform risk assessments.

= Section 6: Future Build Considerations is a brief treatment of other data security
implementations that NIST is considering consistent with Cybersecurity Framework Core
Functions: Identify, Protect, Detect, Respond, and Recover.

1.1 Challenge

Thorough collection of quantitative and qualitative data is important to organizations of all types and
sizes. It can impact all aspects of a business, including decision making, transactions, research,
performance, and profitability. When these data collections sustain a DI attack caused by unauthorized
insertion, deletion, or modification of information, such an attack can impact emails, employee records,
financial records, and customer data, rendering them unusable or unreliable. Some organizations have
experienced systemic attacks that caused a temporary cessation of operations. One variant of a DI
attack—ransomware—encrypts data and holds it hostage while the attacker demands payment for the
decryption keys.

When DI events occur, organizations should have the capabilities to detect and respond in real time.
Early detection and mitigation can reduce the potential impact of events, including damage to
enterprise files, infection of systems, and account compromise. Furthermore, organizations should be
able to learn from DI events to improve their defenses. Analysis of malicious behavior at the network
level, user level, and file level can reveal flaws in the security of the enterprise. Resolution of these
flaws, though out of scope of this guide, is often only possible once they have been exploited and with
the right solution in place.

1.2 Solution

The NCCoE implemented a solution that incorporates appropriate actions during and directly after a DI
event. The solution is composed of multiple systems working together to detect and respond to data
corruption events in standard enterprise components. These components include mail servers,
databases, end-user machines, virtual infrastructure, and file share servers. Furthermore, an important
function of the Respond Category of the Cybersecurity Framework is improvement of defenses—this
guide includes components that aid in analysis of DI events and for improving defenses against them.

The NCCoE sought existing technologies that provided the following capabilities:

e Event Detection
e Integrity Monitoring

"NIST SP 1800-26B: Data Integrity: Dzecting and Reschnding to Ransomware and Other Destructive Events 2
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Logging

Reporting

Mitigation and Containment
Forensics/Analytics

In developing our solution, we used standards and guidance from the following, which can also provide
your organization with relevant standards and best practices:

NIST Framework for Improving Critical Infrastructure Cybersecurity (commonly known as the
NIST Cybersecurity Framework [1]

NIST Interagency or Internal Report (NISTIR) 8050: Executive Technical Workshop on Improving
Cybersecurity and Consumer Privacy [2]

NIST Special Publication (SP) 800-30 Rev. 1: Guide for Conducting Risk Assessments [3]

NIST SP 800-37 Rev. 1: Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach [4]

NIST SP 800-39: Managing Information Security Risk [5]

NIST SP 800-40 Rev. 3: Guide to Enterprise Patch Management Technologies [6]

NIST SP 800-53 Rev. 4: Security and Privacy Controls for Federal Information Systems and
Organizations [7]

Federal Information Processing Standard 140-2: Security Requirements for Cryptographic
Modules [8]

NIST SP 800-86: Guide to Integrating Forensic Techniques into Incident Response [9]

NIST SP 800-92: Guide to Computer Security Log Management [10]

NIST SP 800-100: Information Security Handbook: A Guide for Managers [11]

NIST SP 800-34 Rev. 1: Contingency Planning Guide for Federal Information Systems [12]
Office of Management and Budget, Circular Number A-130: Managing Information as a Strategic
Resource [13]

NIST SP 800-61 Rev. 2: Computer Security Incident Handling Guide [14]

NIST SP 800-83 Rev. 1: Guide to Malware Incident Prevention and Handling for Desktops and
Laptops [15]

NIST SP 800-150: Guide to Cyber Threat Information Sharing [16]

NIST SP 800-184: Guide for Cybersecurity Event Recovery [17]

1.3 Benefits

The NCCoE’s practice guide can help your organization:

"NIST SP 1800-26B: Data Integrity: Dzecting and Respﬁding to Ransomware and Other Destructive Events 3
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. maintain integrity and availability of data that is critical to supporting business operations
and revenue-generating activities

. manage enterprise risk (consistent with the foundations of the NIST Cybersecurity
Framework)

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate the DI detection and response solution. This reference
design is modular and can be deployed in whole or in part.

This guide contains three volumes:

= NIST SP 1800-26A: Executive Summary

= NIST SP 1800-26B: Approach, Architecture, and Security Characteristics — what we built and why
(you are here)

= NIST SP 1800-26C: How-To Guides — instructions for building the example solution

Depending on your role in your organization, you might use this guide in different ways:

Business decision-makers, including chief security and technology officers, will be interested in the
Executive Summary, NIST SP 1800-26A, which describes the following topics:

= challenges that enterprises face in detecting and responding to data integrity events
= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in this part of the guide, NIST SP 1800-26B, which describes what we
did and why. The following sections will be of particular interest:

= Section 3.4.1, Risk, provides a description of the risk analysis we performed.

= Section 3.4.2, Security Control Map, maps the security characteristics of this example solution to
cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-26A, with your leadership team members to help
them understand the importance of adopting a standards-based solution to detect and respond to data
integrity events.

IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use the how-to portion of the guide, NIST SP 1800-26C, to replicate all or parts of the build
created in our lab. The how-to portion of the guide provides specific product installation, configuration,
and integration instructions for implementing the example solution. We do not re-create the product

"NIST SP 1800-26B: Data Integrity: Dzecting and Reschnding to Ransomware and Other Destructive Events 4
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manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide does
not endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of a DI detection and response solution. Your organization’s security experts should identify the
products that will best integrate with your existing tools and IT system infrastructure. We hope that you
will seek products that are congruent with applicable standards and best practices. Section 3.5,
Technologies, lists the products we used and maps them to the cybersecurity controls provided by this
reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to ds-

nccoe@nist.gov.

2.1 Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/Symbol Meaning Example

Italics file names and path names; For language use and style guidance,
references to documents that | see the NCCoE Style Guide.

are not hyperlinks; new
terms; and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons, and fields
Monospace command-line input, mkdir

onscreen computer output,
sample code examples, and
status codes

Monospace Bold command-line user input service sshd start
contrasted with computer
output
blue text link to other parts of the All publications from NIST’s NCCoE
document, a web URL, or an are available at
email address https://www.nccoe.nist.gov.

"NIST SP 1800-26B: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 5
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Based on key points expressed in NISTIR 8050: Executive Technical Workshop on Improving Cybersecurity
and Consumer Privacy (2015), the NCCoE is pursuing a series of DI projects to map the Core Functions of
the NIST Cybersecurity Framework. This project is centered on the Core Functions of Detect and
Respond, which consist of detecting and responding to DI attacks. Compromise can come from malicious
websites, targeted emails, insider threats, and honest mistakes. Monitoring solutions should be in place
to detect these events. Once detected, swift response to a threat is critical to mitigate the need for
recovery action after an event occurs. NCCoE engineers working with a Community of Interest (COl)
defined the requirements for this DI project.

Members of the COI, which include participating vendors referenced in this document, contributed to
development of the architecture and reference design, providing technologies that meet the project
requirements and assisting in installation and configuration of those technologies. The practice guide
highlights the approach used to develop the NCCoE reference solution. Elements include risk assessment
and analysis, logical design, build development, test and evaluation, and security control mapping. This
guide is intended to provide practical guidance to any organization interested in implementing a
solution for detecting and responding to a cybersecurity event.

3.1 Audience

This guide is intended for individuals responsible for implementing security solutions in organizations’ IT
support activities. Current IT systems, particularly in the private sector, often lack the capability to
comprehensively detect, mitigate, and learn from cybersecurity events. The platforms demonstrated by
this project and the implementation information provided in this practice guide permit integration of
products to implement a data integrity detection and response system. The technical components will
appeal to system administrators, IT managers, IT security managers, and others directly involved in the
secure and safe operation of business IT networks.

3.2 Scope

The guide provides practical, real-world guidance on developing and implementing a DI solution
consistent with the principles in the NIST Framework for Improving Critical Infrastructure Cybersecurity
Volume 1, specifically the Core Functions of Detect and Respond. Detecting emphasizes developing and
implementing the appropriate activities to detect events in real time, compare the current system state
to a norm, and produce audit logs for use during and after the event. Responding emphasizes real-time
mitigation of events, forensic analysis during and after the event, and reporting. Examples of outcomes
within these functions are integrity monitoring, event detection, logging, reporting, forensics, and
mitigation.

"NIST SP 1800-26B: Data Integrity: Dzecting and Reschnding to Ransomware and Other Destructive Events 6
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3.3 Assumptions

This project is guided by the following assumptions:

= The solution was developed in a lab environment. The environment is based on a basic
organization’s IT enterprise. It does not reflect the complexity of a production environment: for
example, building across numerous physical locations, accommodating extreme working
conditions, or configuring systems to meet specific network/user needs. These demands can all
increase the level of complexity needed to implement a DI solution.

= An organization has access to the skill sets and resources required to implement an event
detection and response system.

= A DIl eventis taking place, and the organization is seeking to detect and mitigate the damage
that an event is causing.

3.4 Risk Assessment

NIST SP 800-30 Revision 1, Guide for Conducting Risk Assessments, states that risk is “a measure of the
extent to which an entity is threatened by a potential circumstance or event, and typically a function of:
(i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) the likelihood of
occurrence.” The guide further defines risk assessment as “the process of identifying, estimating, and
prioritizing risks to organizational operations (including mission, functions, image, reputation),
organizational assets, individuals, other organizations, and the Nation, resulting from the operation of
an information system. Part of risk management incorporates threat and vulnerability analyses, and
considers mitigations provided by security controls planned or in place.”

The NCCoE recommends that any discussion of risk management, particularly at the enterprise level,
begins with a comprehensive review of NIST SP 800-37 Revision 2, Risk Management Framework for
Information Systems and Organizations—publicly available material. The Risk Management Framework

(RMF) guidance, as a whole, proved invaluable in giving us a baseline to assess risks, from which we
developed the project, the security characteristics of the build, and this guide.

We performed two types of risk assessment:

= |nitial analysis of the risk factors discussed with financial, retail, and hospitality institutions. This
analysis led to creation of the DI project and the desired security posture. See NISTIR 8050,
Executive Technical Workshop, for additional participant information.

=  Analysis of how to secure the components within the solution and minimize any vulnerabilities
they might introduce. See Section 5, Security Characteristic Analysis.
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3.4.1 Risk

Using the guidance in NIST’s series of publications concerning risk, we worked with financial institutions
and the Financial Sector Information Sharing and Analysis Center to identify the most compelling risk
factors encountered by this business group. We participated in conferences and met with members of
the financial sector to define the main security risks to business operations. From these discussions
came identification of an area of concern—DI. Having produced Data Integrity: Recovering from
Ransomware and Other Destructive Events, which primarily focused on the recovery aspect of DI, we
identified a need for guidance in the areas of detecting and responding to cybersecurity events in real
time.

When considering risk from the perspective of detecting and responding to cybersecurity events during
their execution, we must consider not only the impact of an event on an organization’s assets but also
the threats to those assets and the potential vulnerabilities these threats could exploit.

When discussing threats to an organization's assets from the perspective of DI, we consider these:

e malware

e insider threats

e accidents caused by human error
e compromise of trusted systems

The types of vulnerabilities we consider in relation to these threats include:

e zero-day vulnerabilities

e vulnerabilities due to outdated or unpatched systems
e custom software vulnerabilities/errors

e social engineering and user-driven events

e poor access control

Finally, the potential impact on an organization from a DI event:

e systems incapacitated
e modification/deletion of the organization’s assets
e negative impact on the organization’s reputation

Analysis of the threats, vulnerabilities, and potential impact to an organization has given us an
understanding of the risk for organizations with respect to DI. NIST SP 800-39, Managing Information
Security Risk, focuses on the business aspect of risk, namely at the enterprise level. This understanding is
essential for any further risk analysis, risk response/mitigation, and risk monitoring activities. The
following is a summary of the strategic risk areas we identified and their mitigations:

"NIST SP 1800-26B: Data Integrity: Dzecting and Reschnding to Ransomware and Other Destructive Events 8
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e Impact on system function—ensuring the availability of accurate data or sustaining an acceptable
level of DI reduces the risk of systems’ availability being compromised.

e Cost of implementation—implementing event detection and response from DI events once and
using it across all systems may reduce system continuity costs.

e Compliance with existing industry standards—contributes to the industry requirement to
maintain a continuity of operations plan.

e Maintenance of reputation and public image—helps reduce the damage caused by active events
and facilitates the information needed to learn from the events.

e Increased focus on DI-includes not just loss of confidentiality but also harm from unauthorized
alteration of data (per NISTIR 8050).

We subsequently translated the risk factors identified to security Functions and Subcategories within
the NIST Cybersecurity Framework. In Table 3-1 we mapped the Categories to NIST SP 800-53 Rev. 4
controls.

3.4.2 Security Control Map

As explained in Section 3.4.1, we identified the Cybersecurity Framework security Functions and
Subcategories that we wanted the reference design to support through a risk analysis process. This was
a critical first step in drafting the reference design and example implementation to mitigate the risk
factors. Table 3-1 lists the addressed Cybersecurity Framework Functions and Subcategories and maps
them to relevant NIST standards, industry standards, and controls and best practices. The references
provide solution validation points in that they list specific security capabilities that a solution addressing
the Cybersecurity Framework Subcategories would be expected to exhibit. Organizations can use Table
3-1 to identify the Cybersecurity Framework Subcategories and NIST SP 800-53 Rev. 4 controls that they
are interested in addressing.

When cross-referencing Functions of the Cybersecurity Framework with product capabilities used in this
practice guide, it is important to consider:

= This practice guide, though primarily focused on Detect/Respond capabilities, also uses PR.DS-6,
a Protect Subcategory. This is primarily because creation of integrity baselines is used for
comparison when detecting attacks but is created prior to the start of an attack.

= Not all the Cybersecurity Framework Subcategories guidance can be implemented using
technology. Any organization executing a DI solution would need to adopt processes and
organizational policies that support the reference design. For example, some of the
Subcategories within the Cybersecurity Framework Function called Respond are processes and
policies that should be developed prior to implementing recommendations.
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407  Table 3-1 DI Reference Design Cybersecurity Framework Core Components Map
Cybersecurity Framework v1.1 Standards & Best Practices
Function Catego Subcatego NIST SP 800~ O NSt 0
gory gory 53 R4 27001:2013 181
Al12.2.1
PR.DS-6: Integrity checking ’
. . A.12.5.1,
PROTECT Data Security mechanisms are used to OM-DTA-001
. ) SC-16, SI-7 A14.1.2,
(PR) (PR.DS) verify software, firmware, A1413
and information integrity. A1424
seae s et
AC-4, CA-3, A12.1.2, SP-ARC-001
pected data flows for. users CM-2, 54 AL3.1.1,
and systems is established
A.13.1.2
and managed.
DE.AE-2: Detected events
A12.4.1,
are analyzed to understand | AU-6, CA-7, A16.11 PR-CDA-001
DETECT Anomalies and | attack targets and meth- IR-4, SI-4 A'16'1.4’
(DE) Events (DE.AE) | ods. A
DE.AE-3: Event data are
collected and correlated lAéRL_J;l‘S'IRC_@Jl’R_ A12.4.1, CO-OPs-001,
from multiple sources and 8 SII-4 ’ A16.1.7 PR-CIR-001
Sensors. ’
DE.AE-4: Impact of events CP-2, IR-4, A16.14 PR-INF-001
is determined. RA-3, SI-4 B
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Function

Cybersecurity Framework v1.1

Category

Subcategory

NIST SP 800-
53 R4

Standards & Best Practices

ISO/IEC
27001:2013

NIST SP 800-

181

RESPOND

(RS)

DE.AE-5: Incident alert IR-4, IR-5, IR- A16.14 PR-CIR-001
thresholds are established. | 8 U
DE.CM-1: The network is AC-2, AU-12,
monitored to detect poten- CA7, CM3, OM-NET-001
) ) SC-5, SC-7, SlI-
tial cybersecurity events. 4
DE.CM-3: Personnel activity | AC-2, AU-12,
is monitored to detect po- AU-13, CA-7, | A12.4.1, AN-TWA-001
tential cybersecurity CM-10, CM- A12.4.3
events. 11
DE.CM-4: Malicious code is 51-3, 51-8 A1221 SP-DEV-001
detected.
Security Contin-
uous Monitor- | e en1-s: Unauthorized SC-18,51-4, | A12.5.1, SP_DEV-001
ing (DE.CM) mobile code is detected. SC-44 A.12.6.2
DE.CM-7: Monitoring for AU-12, CA-7,
. A12.4.1,
unauthorized personnel, CM-3, CM-8, AN-TWA-001
; ) A.14.2.7,
connections, devices, and PE-3, PE-6, A 1501
software is performed. PE-20, SI-4 T
Detection Pro- DE.DP-2: Detection activi- AC-25, CA-2, A.18.1.4,
cesses (DE.p) | 185 COmPly with all applica- | CA7, SA-18, | A18.2.2, PR-CDA-001
’ ble requirements. Sl-4, PM-14 A.18.2.3
RS.RP-1: Response plan is
Risirfgr(];:;lPa)n executed during or after an |CRFi42,'|§_Pg 10, A.16.1.5 PR-CIR-001

incident.
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Cybersecurity Framework v1.1 Standards & Best Practices
NIST SP 800-
. NIST SP 800- ISO/IEC
Function Category Subcategory 53 R4 27001:2013 181
Communica- Rz‘rigfczo';w;'iir::\sirti r:S AU-6, IR-6, | A6.13, IN-FOR-002
tions (Rs.co) | PO lste IR-8 A.16.1.2
tablished criteria.
RS.AN-1: Notifications from | AU-6, CA-7, A12.4.1,
detection systems are in- IR-4, IR-5, PE- | A.12.4.3, PR-CDA-001
vestigated. 6, Sl-4 A.16.1.5
RS.AN-2: The impact of the CP-2 IR-4 A.16.1.4, PR-CIR-001
incident is understood. ’ A.16.1.6
Analysis (RS.AN) 3. . 3
RS.AN-3: Forensics are per AU-7, R4 A16.17 IN-FOR-002
formed.
RS.AN-4: Incidents are cate-
gorized consistent with re- gPl—é_,glR—ﬁL, IR- Al6.1.4 PR-CIR-001
sponse plans. ’
RS.MI-1: Incidents are con- R4 A12.21, PR-CIR-001
Mitigation tained. A.16.1.5
(RS.MI) RS.MI-2: Incidents are miti- R4 A12.2.1, PR-CIR-001
gated. A.16.1.5
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3.5 Technologies

Table 3-2 lists all of the technologies used in this project and provides a mapping among the generic application term, the specific product used,
and the security control(s) the product provides. Refer to Table 3-1 for an explanation of the NIST Cybersecurity Framework Subcategory codes.

Table 3-2 Products and Technologies

Component

Integrity Monitor-
ing

Product

Tripwire Enterprise v8.7

Semperis Directory Ser-
vices Protector (DSP) v2.7

Function

e Provides file hashes and integrity checks for files and
software, regardless of file type.

e Provides integrity monitoring for data.
e Provides integrity monitoring for Active Directory.

Cybersecurity Frame-
work Subcategories

PR.DS-6, DE.AE-1,
DE.CM-3, DE.CM-7

Event Detection

Cisco Advanced Malware
Protection (AMP) v5.4

Glasswall FileTrust ATP
for Email v6.90.2.5

Cisco Stealthwatch v7.0.0

e Provides the ability to receive information about new
threats.

e Provides the ability to statically detect malicious soft-
ware.

DE.AE-3, DE.CM-1,
DE.CM-4, DE.CM-5,
DE.CM-7

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events
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Component Product Function Cybersecurity Frame-

work Subcategories

Semperis DSP v2.7

Provides ability to dynamically detect malicious soft-
ware.

Provides ability to detect malicious email attachments.
Provides ability to scan the network for anomalies.
Provides the ability to monitor user behavior for anoma-
lies.

Provides ability to scan email attachments for deviations
from file type specifications or organizational policy.

Logging

Micro Focus ArcSight En-

terprise Security Man-
ager (ESM) v7.0 Patch 2

Tripwire Log Center
v7.3.1

Provides auditing and logging capabilities configurable to
organizational policy.

Correlates logs of cybersecurity events with user infor-
mation.

Provides automation for logging.

DE.AE-1, DE.AE-3,
DE.AE-4, DE.CM-1,
DE.CM-3, DE.CM-7,
RS.AN-2

Forensics/Analytics

Cisco AMP v5.4

Symantec Security Ana-
lytics v8.0.1

Micro Focus ArcSight
ESM v7.0 Patch 2

Symantec Information
Centric Analytics (ICA)
v6.5.2

Provides forensics to track effects of malware retrospec-
tively.

Provides network traffic analysis.

Provides ability to analyze files sent over the network.

Provides analysis capabilities for finding anomalies in en-
terprise activity.

DE.AE-2, DE.AE-4,
DE.CM-1, RS.RP-1,
RS.AN-1, RS.AN-2,
RS.AN-3

Cisco AMP v5.4
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Component

Mitigation and
Containment

Product

Cisco Identity Services
Engine (ISE) v2.4

Glasswall FileTrust ATP
for Email v6.90.2.5

Semperis DSP v2.7

Function

e Provides ability to sandbox files locally.
e Provides ability to enforce policy across the enterprise.

e Provides ability to quarantine devices across the enter-
prise.

e Provides ability to sanitize files through file reconstruc-
tion.

e Provides ability to revert changes to domain services.

Cybersecurity Frame-
work Subcategories

DE.CM-5, RS.RP-1,
RS.MI-1, RS.MI-2

Reporting

Micro Focus ArcSight
ESM v7.0 Patch 2

e Provides ability to send security alerts based on organi-
zational policy.

e Provides ability to provide reports of enterprise health.

e Provides ability to provide reports of malware detection
across the enterprise.

DE.AE-5, RS.RP-1,
RS.CO-2

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events
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412

413  This section presents the high-level architecture used for implementation of a DI solution that detects
414 and responds to ransomware and other destructive events.

415 4.1 Architecture Description
416 4.1.1 High-Level Architecture

417  The Dl solution is designed to address the security Functions and Subcategories described in Table 3-1
418  andis composed of the capabilities illustrated in Figure 4-1.

419 Figure 4-1 DI Detect & Respond High-Level Architecture
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420 e Integrity Monitoring provides capabilities for comparing current system states against
421 established baselines.
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e Event Detection provides capabilities for detecting ongoing events and can be composed of
intrusion detection, malware detection, user anomaly detection, and others, depending on the
established threat model of the organization.

e lLogging records and stores all the log files produced by components within the enterprise.

e Forensics/Analytics provides the capability to probe/analyze logs and machines within the
enterprise to learn from DIl events.

e Mitigation and Containment allows responding to DI events by containing and limiting the
threat’s ability to affect the system.

e Reporting provides the capability to report on all activities within the enterprise and within the
reference architecture for analysis by a security team.

These capabilities work together to provide the Detect and Respond Functions for DI. The integrity
monitoring capability collects integrity information prior to attacks so that when an attack happens,
records of all file/system changes are preserved. In combination with event detection, these records not
only function as a tool to inform recovery but also as early indicators of compromise. Event detection
uses these records and its own mechanisms to actively detect events as they happen and to take
appropriate action through other components of the reference architecture. Logging collects
information from event detection and integrity monitoring for use in response functions. Mitigation and
Containment provides capabilities to stop ongoing attacks and limit their effect on the system.
Forensics/Analytics allow analysis of logs and threat behavior to aid the organization in learning from
the attack. Reporting provides capabilities for reporting information from analysis and logging to the
appropriate parties both during and after an attack. The information gained from these attacks can be
used to inform products that fall in the Identify Function of the Cybersecurity Framework to indicate
vulnerabilities in the enterprise that need to be remediated.

4.1.2 Architecture Components

4.1.2.1 Integrity Monitoring

The Integrity Monitoring component provides the ability to test, understand, and measure attacks that
occur on files and components within the enterprise. When considering DI from the perspective of
detecting and responding to an active attack, being able to track changes to files is critical. Asset
integrity changes can provide an early detection mechanism by tracking changes made at abnormal
times or by tracking users who typically do not make such changes. Furthermore, the changes tracked
during a DI event can be used to inform the recovery process; they provide information about what
changes happened, when changes began to take place, as well as what programs were involved in the
changes.

Integrity Monitoring typically requires an operation baseline to be taken prior to the start of a DI
event—this baseline is used for comparison against the system’s state during an attack.
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For the Integrity Monitoring capability, we use a combination of two tools: Tripwire Enterprise and
Semperis DSP. Once a baseline is taken prior to an attack, Tripwire Enterprise stores integrity
information for selected data across all systems. When a “check” is run, Tripwire collects all the changes
that occurred to monitored files on those systems. These changes are forwarded to the Logging
component, which can then report and alert on them, becoming an indicator of a DI event.
Furthermore, these collected changes can be used to help remediate the effects of malware on a
system.

Semperis DSP provides a similar function but with a focus on Active Directory. Changes to Active
Directory users, groups, and other services are collected and can be used to notify administrators of
potentially malicious activity. Given the sensitive nature of Active Directory, Semperis DSP does not rely
on a single source of information but instead monitors multiple aspects of Active Directory. This helps
ensure that any change to permissions or privileged credentials is captured, including changes that
attackers attempt to hide (for example, by circumventing security auditing).

4.1.2.2 Event Detection

The Event Detection component provides the ability to detect events as they happen. This can be
achieved through a combination of mechanisms, depending on the needs of the organization. Analysis
of integrity monitoring logs can indicate malicious activity. Malware detection, behavior-based anomaly
detection, and intrusion detection are all potential examples of event detection. The goal of this
component is to detect events as they happen, to trigger the appropriate responses, and to provide
information about the attack to the security team.

For the event detection capability, we use a combination of tools. Cisco AMP is used to detect malicious
files. Glasswall FileTrust ATP for Email is used to identify malicious email attachments that do not
conform to file standards and organizational policies. Cisco Stealthwatch is used to detect malicious
network activity. Finally, Semperis DSP is used to detect changes in Active Directory. Information from
these four can be correlated to identify malicious patterns of behavior from users.

4.1.2.3 Logging

Logging from each component serves several functions in an architecture that aims to detect and
respond to active DI events. Logs are produced through integrity monitoring and event detection, which
aid other components in responding to active events. Both Mitigation and Containment and
Forensics/Analytics use logs to inform their actions—logs tell them what systems are being affected and
what programs are causing the event. Further, these logs help decide what steps should be taken to
remediate the attack and protect against it going forward.

For the Logging capability, we use a combination of two tools: Micro Focus ArcSight and Tripwire Log
Center. While Tripwire Log Center’s purpose in this build is primarily to collect, transform, and forward
logs from Tripwire Enterprise to ArcSight, ArcSight performs a wider function. ArcSight collects logs from
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various sources in the enterprise, such as Event Detection and Integrity Monitoring, as well as Windows
event logs and Ubuntu syslogs. The goal of this widespread collection is to provide a base for the
Forensics/Analytics component.

4.1.2.4 Mitigation and Containment

The Mitigation and Containment component provides the ability to limit a destructive event’s effect on
the enterprise. This component may be able to interact with a security team for greater effectiveness
and may have the option to provide automated response to certain DI events. This response can involve
stopping execution of associated programs, disabling user accounts, disconnecting a system from the
network, and more, depending on the threat. Other actions may involve removing software from a
system, restarting services, or copying the threat to a safe environment for analysis.

For the Mitigation and Containment capability, we use a combination of tools. Cisco AMP provides the
ability to remove malicious files on sight—combined with its event detection capability, this can be
leveraged to quickly respond to malware on user systems. Cisco ISE provides quarantine functions that
can be used to respond to detected malware and poor machine posture as well as to network events in
Stealthwatch. Semperis DSP provides the ability to quickly and automatically revert detected changes in
Active Directory, mitigating the use of backdoors and other malicious domain changes. Semperis DSP
can also disable user accounts to prevent further changes from compromised or maliciously created
accounts. Glasswall provides the ability to sanitize malicious or noncompliant email attachments before
they ever reach the user’s inbox, thereby eliminating malicious content in email attachments.

4.1.2.5 Forensics/Analytics

The Forensics/Analytics component uses the logs generated by event detection and the enterprise to
discover the source and effects of the DI event and learn about how to prevent similar events in the
future, if possible. This component will typically allow an organization to analyze malware or logs related
to the malware’s execution and produce information such as: the servers that the malware
communicates with, or the executable’s signature, to improve detection of the malware in the future.
Furthermore, the ability to examine machines affected by malware for lasting effects may be desirable.
The information gained from forensic analysis can also be used to enhance the organization’s
protections against malware and potentially reform policy in the organization.

For the Forensics/Analytics capability, we use a combination of tools. Cisco AMP provides the ability to
review the history of malicious files to determine the source and movement across the enterprise.
Symantec Security Analytics provides the ability to analyze network traffic in a similar manner. ArcSight
ESM provides event correlation capabilities for logs collected from almost all the other capabilities,
allowing processing of events before they are reported to the security team. Symantec ICA provides
additional analysis capabilities for logs as well as aggregation and visualization of certain potentially
malicious movements within the enterprise. These products aid in the future prevention of such attacks
as well as determine the scope of the event’s effect on the system.
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4.1.2.6 Reporting

The Reporting component is primarily an interface between various components of the architecture and
the security team. It allows alerting based on events through email and dashboards, depending on the
organization’s need. The reporting capabilities are best used throughout the entirety of an event—they
can be used to alert the security team when an event starts as well as to provide regular status updates
when events are not happening or have just finished.

For the Reporting capability, we use Micro Focus ArcSight. ArcSight can send email alerts and generate
reports based on the log correlation and analysis that it performs. By ensuring integration of as many
relevant logs as possible with ArcSight’s logging capabilities, we can use various indicators to trigger
alerts when certain logs or sets of logs are received by ArcSight.

The purpose of the security characteristic analysis is to understand the extent to which the project
meets its objective of demonstrating a DI detect-and-respond solution. In addition, it seeks to
understand the security benefits and drawbacks of the example solution.

5.1 Assumptions and Limitations

The security characteristic analysis has the following limitations:

= |tis neither a comprehensive test of all security components nor a red-team exercise.
= |t cannot identify all weaknesses.

= It does not include the lab infrastructure. It is assumed that devices are hardened. Testing these
devices would reveal only weaknesses in implementation that would not be relevant to those
adopting this reference architecture.

5.2 Build Testing

The purpose of the security characteristic analysis is to understand the extent to which the building
block meets its objective of detecting and responding to DI events. Furthermore, the project aims to
facilitate analysis of these events during and after an attack. In addition, it seeks to understand the
security benefits and drawbacks of the reference design.

5.3 Scenarios and Findings

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics that it was intended to support. The Cybersecurity Framework Subcategories
were used to provide structure to the security assessment by consulting the specific sections of each
standard that are cited in reference to a Subcategory. The cited sections provide validation points that
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the example solution would be expected to exhibit. Using the Cybersecurity Framework Subcategories
as a basis for organizing our analysis allowed us to systematically consider how well the reference design
supports the intended security characteristics.

Below are the scenarios created to test various aspects of this architecture. More detailed resolutions
and mappings of these scenarios’ requirements to the Cybersecurity Framework can be found in

Appendix D.
5.3.1 Ransomware via Web Vector and Self-Propagation

5.3.1.1 Scenario

The following scenario was simulated to test the architecture’s defense against ransomware.

A user mistakenly downloads ransomware from an external web server. When the user executes this
malicious software, it generates a cryptographic key, which is sent back to the external web server. The
malware then utilizes a privilege escalation exploit to propagate across the network. The malicious
software encrypts files on the machines to which it propagated and demands payment in exchange for
decryption of these files.

5.3.1.2 Resolution

The build provides a significant defense in depth against this use case.

The Event Detection capability provides the ability to detect malicious software on the system and
generate logs and alerts based on this activity. It also allows for the detection of suspicious network
behavior, such as propagation.

The Mitigation and Containment capability provides the ability to halt execution of the ransomware and
remove it from the system. Furthermore, it allows quarantine of the affected machine(s) from the
network after detection of malicious activity.

The Integrity Monitoring capability provides the ability to collect changes to files, including changes
made by the ransomware as well as the ransomware’s first creation or download onto the system.

When forwarded to the Logging capability, these logs in combination with others can be used to identify
the scope of the attack.

The Reporting capability uses logs from the above capabilities to report on malicious activity and to
increase response time.

The Forensics/Analytics capability analyzes logs related to the event to provide information that can be
used to strengthen defenses against the attack in the future. This includes the websites it communicated
with or was downloaded from, the signature of the executable, and the scope of the attack.
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5.3.1.3 Other Considerations

Because malware comes in many forms, it is imperative to have multiple layers of defense against it
while also working to actively improve these defenses. An early defense against malware means
blacklisting known malicious sites. However, because this must be done entirely before the attack takes
place, it is out of scope of this build.

This build suggests a Forensics/Analytics capability specifically for informing and strengthening the
enterprise’s defenses against future attacks. This is a function of the Respond Category—learning from
attacks can inform defense of such attacks in the future, both in the Protect and Detect phases of the
attack. Blacklisting is one such defense that can be informed by the Respond Category, and Event
Detection is another.

5.3.2 Destructive Malware via USB Vector

5.3.2.1 Scenario

The following scenario was simulated to test the architecture’s defense against destructive malware.

A user finds an unmarked Universal Serial Bus (USB) device and inserts it into his or her system. The USB
device contains malicious software that may run automatically or with user interaction. The malicious
software modifies and deletes the user’s files, removing text from text files and entirely deleting any
media files it finds. The software does not offer a recovery mechanism as ransomware might, aiming
only to corrupt files.

5.3.2.2 Resolution

The build provides several mechanisms to detect and mitigate this use case.

The Integrity Monitoring capability provides the ability to detect changes to the file system, allowing the
changes and deletions to be detected and logged. Furthermore, information about what program (and
by extension, where the program was located—that is, on a USB drive) is included in the logs.

The Logging capability is used to collect logs from the integrity monitoring capability for posterity, as
well as from Windows event logs to monitor usage of external drives in comparison to normal usage.

The Event Detection capability provides the ability to detect malicious files on the USB inserted into the
system. It also can detect execution of these files.

The Mitigation and Containment capability provides the ability to stop malicious files from executing as
well as delete the files on the USB drive.
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5.3.2.3 Other Considerations

USB attacks do not always come in the form of disguised file-based malware. As USB attacks allow direct
interfacing with the hardware of the system, they can aim to destroy the system via electrical attacks or
involve impersonation of a keyboard or other devices to avoid detection and gain privileges. These
attacks may be better mitigated through a thorough physical security policy and restrictions on the
types of allowed connected devices. Advanced attacks that involve manipulation of hardware can
become increasingly difficult to detect once plugged into the system. A prevention solution involving
backups, physical security, and employee education is often more effective.

5.3.3 Accidental VM Deletion via Maintenance Script

5.3.3.1 Scenario

The following scenario was simulated to test the architecture’s defense against data integrity events
that occur on virtual machines.

A routine maintenance script on the system causes an error. During a move operation in the Hyper-V
system, the script deletes an important virtual machine (VM). A maintenance script with an error of this
type could be a side effect of a normal system function or an error made by a member of the
organization. It is expected that the build will mitigate the damage caused to virtual machines in such an
incident.

5.3.3.2 Resolution

The build provides several methods for detecting and analyzing this use case. Errors in custom code are
often difficult to detect at run time and because they are usually run by privileged programs. Classifying
them as malware or even as “unintended” changes is often undesirable.

The Integrity Monitoring capability provides the ability to detect changes to VM configurations, allowing
the VM deletion to be detected and logged. Furthermore, information about what program (i.e., the
routine maintenance script) is included in the logs.

The Logging capability provides the ability to collect these events for posterity.

The Forensics/Analytics capability provides the ability to analyze the events after the fact to enable the
security team to understand the impact, resolve the error in the script, and inform the restoration
process.

5.3.3.3 Other Considerations

This solution will aid in identifying the script that causes a configuration change or deletion, but
ultimately some things cannot be automated by the solution. Understanding the impact of the event
requires a security team, and this build aims to provide the tools for a security team to do so.
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Resolving an error in a maintenance script will also typically require effort on the part of the system
administrators. Judgment on whether a script should be deleted, disabled, or left running during the
remediation process is necessary and can depend on the size of the script, the affected assets, and the
availability of resources to put toward resolving the error. Because of these considerations, the
organization is left to decide whether a malfunctioning script should be treated like malware (see other
scenarios that deal with malware) or as a part of the enterprise as it is possible that the remediation
process is lengthy and exceeds the scope of the Detect/Respond Categories of the NIST Cybersecurity
Framework.

5.3.4 Backdoor Creation via Email Vector

5.3.4.1 Scenario

The following scenario was simulated to test the architecture’s defense against malicious email
attachments.

A user unknowingly opens a malicious attachment that was received in an email. When opened, the
attachment quietly fetches files from an external web server. It then creates several unapproved
backdoor accounts on the authentication server. It is expected that the build will mitigate the impacts of
such an incident.

5.3.4.2 Resolution

The build provides several layers of defense against this use case. The Integrity Monitoring capability
forwards logs of file changes and Active Directory changes to the Logging capability, allowing recording
and detection of both the malicious attachment’s download and the changes it makes to the system
account structure.

The Logging and Reporting capabilities provide the ability to generate alerts based on events for the
security team to quickly take action to resolve them.

The Event Detection capability provides detection at two points in time—both before the attachment
reaches the user’s inbox and, should this fail, after the attachment downloads to the system.

The Mitigation and Containment capability provides mitigation before the attachment reaches the
user’s inbox, as well as when it is on the user’s system.

The Forensics/Analytics capability provides the ability to view the network traffic generated by the
spreadsheet when fetching its malicious files from the web server. This can inform defense of the
enterprise in the Protect Category of the Cybersecurity Framework before any similar events happen in
the future.
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5.3.4.3 Other Considerations

Another defense that can partially prevent this use case is detection of the email as spam. However, as
this is often a function of the email provider and not a separate security solution, it is out of scope for
this build.

This build suggests a Forensics/Analytics capability specifically for informing and strengthening the
defenses of the enterprise against future attacks. This is a function of the Respond Category—Ilearning
from attacks can inform the defense of such attacks in the future, both in the Protect and Detect phases
of the attack.

5.3.5 Database Modification via Malicious Insider

5.3.5.1 Scenario

The following scenario was simulated to test the architecture’s defense against unwanted database
modification.

A malicious insider has access to an enterprise database through a web page. The insider leverages a
vulnerability in the web page to delete a large portion of the database. Though this scenario deals with a
web vulnerability, other vulnerabilities could be used to modify the database undesirably. It is expected
that the build will mitigate the impact that a user can have on the database.

5.3.5.2 Resolution

The build provides several layers of defense against this use case. The Integrity Monitoring capability is
used to detect changes to the database.

These changes are forwarded to the Logging capability, which also collects information about web
requests.

The Reporting capability provides the ability to generate alerts and quickly inform the security team of
an anomaly, based on the logs.

The Forensics/Analytics capability is used to investigate the malicious access as well as identify the page
with the vulnerability. Because this vulnerability is a vulnerability in custom code, it is important for
information-gathering mechanisms to be in place to provide ample information for the resolution of this
vulnerability.

5.3.5.3 Other Considerations

This use case highlights the need for a response-oriented build to collaborate with an identify-oriented
build. Identification and resolution of vulnerabilities in custom code are sometimes feasible only through
gathering information after the vulnerability has been exploited. This build provides the mechanisms to
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gather such information, but it is ultimately up to the security team to resolve the vulnerability and learn
from the attack.

5.3.6 File Modification via Malicious Insider

5.3.6.1 Scenario

The following scenario was simulated to test the architecture’s defense against malicious file and backup
modification.

A malicious insider is assumed to have stolen administrator-level credentials through non-technical
means. The insider, using these credentials, uses remote Windows PowerShell sessions to uniformly
modify employee stock information to their benefit across several machines. This attack will also target
the enterprise’s backup system to modify all records of the previous stock information. It is expected
that the aspects of the build described above will mitigate the ability of the user to target and modify
enterprise data and backups. The method of securing administrator credentials will be considered out of
scope for this solution.

5.3.6.2 Resolution

The build has several layers of defense against this use case. The Integrity Monitoring capability detects
changes to files and backups caused by a malicious insider.

When forwarded to the Logging and Reporting capabilities, the build can report on these changes.
Irregularities or differences from the normal backup schedule are important indicators of a compromise.

When the security team is alerted to a malicious insider, they can use the Mitigation and Containment
capability to disable the insider’s access.

5.3.6.3 Other Considerations

Malicious insiders are powerful adversaries, because they already have some level of access to the
system. The existence of malicious insiders widens the threat surface of an enterprise to needing
defense against internal machines as well as external machines. For this reason, this build includes
mitigations against threats already present inside the enterprise and not just threats that originate
externally. This includes the ability to disable user accounts, quarantine machines, and monitor network
traffic originating from within the enterprise.

5.3.7 Backdoor Creation via Compromised Update Server

5.3.7.1 Scenario

The following scenario was simulated to test the architecture’s defense against compromised update
servers.

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events 26




744
745
746
747

748

749
750
751

752
753

754
755
756

757

758
759
760
761
762

763
764
765

766

767
768
769
770
771

772
773
774
775

DRAFT

An update server that services an enterprise machine is compromised and provides an update to the
enterprise machine that contains a backdoor. The update contains a vulnerable version of vsftpd,
allowing an attacker root access into the machine updated by the compromised server. It is expected
that the build will mitigate the impact of a compromised update server.

5.3.7.2 Resolution

The build has several layers of defense against this use case. Integrity Monitoring detects changes to
programs, providing information about how and when the program was changed. It also detects
changes to any files made by an intruder.

The Event Detection capability is used to detect the malicious update through signature detection.
Furthermore, it detects the connection to the open port by an attacker.

The Mitigation and Containment capability is used to delete/quarantine the malicious update, stopping
the port from being accessible. It can also be used to quarantine the machine from the network, to
prevent the spread of the intrusion and remove the attacker’s access.

5.3.7.3 Other Considerations

The use of the Event Detection capability to detect largely assumes that the update has been reported
as vulnerable, either through a well-known history of being vulnerable or through intelligence-sharing
channels. As such, an event detection capability would, in some cases of new custom attacks, be unable
to detect this at first sight. However, the build provides other tools, such as monitoring network activity,
that can alert security staff to such attacks.

Using a data integrity identify-and-protect build to incorporate Blacklisting and Network Protection as
part of the defense is beneficial, as a use case that involves connecting to an unused port would be
entirely defeated by a network protection white list of allowed ports.

The NCCoE is creating an overarching guide to combining the architectures of the various DI projects:
Identify and Protect, Detect and Respond, and Recover. These architectures share some commonalities,
such as integrity monitoring, as well as some potential integrations and cycles that could not be
expressed in just one of the practice guides. The different Functions of the Cybersecurity Framework are
intended to prepare and inform one another, and the overarching guide addresses those issues.

The NCCoE is also considering additional data security projects that map to the Cybersecurity
Framework Core Functions of Identify, Protect, Detect, Respond, and Recover. These projects will focus
on data confidentiality—the defense of enterprise systems from attacks that would compromise the
secrecy of data.
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AMP
col
DE
DI
DSP
ESM
ICA
ISE
IT

ISO/IEC

NCCoE
NIST
NISTIR
PR
RMF
RS

SP
USB
VM

vsftpd

Advanced Malware Protection
Community of Interest

Detect

Data Integrity

Directory Services Protector
Enterprise Security Manager
Information Centric Analytics
Identity Services Engine
Information Technology

International Organization for Standardization/International
Electrotechnical Commission
National Cybersecurity Center of Excellence

National Institute of Standards and Technology
NIST Interagency or Internal Report

Protect

Risk Management Framework

Respond

Special Publication

Universal Serial Bus

Virtual Machine

Very Secure File Transfer Protocol Daemon
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777

Access Control

Architecture

Audit

Backdoor

Backup

Compromise

The process of granting or denying specific requests to: 1) obtain and use
information and related information processing services; and 2) enter specific
physical facilities (e.g., federal buildings, military establishments, border crossing
entrances)

SOURCE: Federal Information Processing Standard (FIPS) 201; CNSSI-4009

A highly structured specification of an acceptable approach within a framework
for solving a specific problem. An architecture contains descriptions of all the
components of a selected, acceptable solution, while allowing certain details of
specific components to be variable to satisfy related constraints (e.g., costs, local
environment, user acceptability).

SOURCE: FIPS 201-2

Independent review and examination of records and activities to assess the
adequacy of system controls and ensure compliance with established policies and
operational procedures.

SOURCE: CNSSI 4009-2015

An undocumented way of gaining access to a computer system. A backdoor is a
potential security risk.

SOURCE: National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-82 Rev. 2

A copy of files and programs made to facilitate recovery if necessary.
SOURCE: NIST SP 800-34 Rev. 1

Disclosure of information to unauthorized persons, or a violation of the security
policy of a system in which unauthorized intentional or unintentional disclosure,
modification, destruction, or loss of an object may have occurred.

SOURCE: NIST SP 800-32
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Continuous
Monitoring

Cybersecurity

Data

Data Integrity

Information
Security

Information
Security Risk

Information
System

Insider

Maintaining ongoing awareness to support organizational risk decisions.
SOURCE: NIST SP 800-137

Prevention of damage to, protection of, and restoration of computers, electronic
communications systems, electronic communications services, wire
communication, and electronic communication, including information contained
therein, to ensure its availability, integrity, authentication, confidentiality, and
nonrepudiation.

SOURCE: CNSSI 4009-2015 (NSPD-54/HSPD-23)

A subset of information in an electronic format that allows it to be retrieved or
transmitted.

SOURCE: CNSSI-4009

The property that data has not been changed, destroyed, or lost in an
unauthorized or accidental manner.

SOURCE: CNSSI-4009

The protection of information and information systems from unauthorized access,
use, disclosure, disruption, modification, or destruction in order to provide
confidentiality, integrity, and availability.

SOURCE: FIPS 199 (44 U.S.C., Sec. 3542)

The risk to organizational operations (including mission, functions, image,
reputation), organizational assets, individuals, other organizations, and the Nation
due to the potential for unauthorized access, use, disclosure, disruption,
modification, or destruction of information and/or information systems.

SOURCE: CNSSI 4009-2015 (NIST SP 800-30 Rev. 1)

A discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information.

SOURCE: FIPS 200 (44 U.S.C., Sec. 3502)

An entity inside the security perimeter that is authorized to access system
resources but uses them in a way not approved by those who granted the
authorization.
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Kerberos

Log

Malware

Privacy

Risk

Risk
Assessment

Risk
Management
Framework

SOURCE: NIST SP 800-82 Rev. 2 (RFC 4949)

An authentication system developed at the Massachusetts Institute of Technology
(MIT). Kerberos is designed to enable two parties to exchange private information
across a public network.

SOURCE: NIST SP 800-47
A record of the events occurring within an organization’s systems and networks.
SOURCE: NIST SP 800-92

A program that is inserted into a system, usually covertly, with the intent of
compromising the confidentiality, integrity, or availability of the victim’s data,
applications, or operating system.

SOURCE: NIST SP 800-111

Assurance that the confidentiality of, and access to, certain information about an
entity is protected.

SOURCE: NIST SP 800-130

The level of impact on organizational operations (including mission, functions,
image, or reputation), organizational assets, or individuals, resulting from the
operation of an information system given the potential impact of a threat and the
likelihood of that threat occurring.

SOURCE: FIPS 200

The process of identifying the risks to system security and determining the
probability of occurrence, the resulting impact, and additional safeguards that
would mitigate this impact. Part of Risk Management and synonymous with Risk
Analysis.

SOURCE: NIST SP 800-63-2

The Risk Management Framework (RMF), presented in NIST SP 800-37, provides a
disciplined and structured process that integrates information security and risk
management activities into the system development life cycle.

SOURCE: NIST SP 800-82 Rev. 2 (NIST SP 800-37)
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Security A protection measure for a system.
Control
SOURCE: NIST SP 800-123

Virtual Software that allows a single host to run one or more guest operating systems.
Machine
SOURCE: NIST SP 800-115

Vulnerability Weakness in an information system, system security procedures, internal controls,

or implementation that could be exploited or triggered by a threat source.

SOURCE: FIPS 200 (adapted from CNSSI 4009)
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A functional evaluation of the data integrity (DI) example implementation, as constructed in our
laboratory, was conducted to verify that it meets its objective of detecting and responding to DI events.
Furthermore, this project aims to analyze the events to aid recovery and protection of the enterprise
against future attacks. The evaluation verified that the example implementation could perform the
following functions:

e Detect malicious network activity, malicious mobile code, malicious code execution, and
unauthorized user behavior.

e Contain and analyze these types of incidents.

e Mitigate the impact of these incidents as they occur.

e Report relevant details for use in mitigation and protection against future events.

Section D.1 describes the format and components of the functional test cases. Each functional test case
is designed to assess the capability of the example implementation to perform the functions listed
above and detailed in Section D.1.

C.1 Data Integrity Functional Test Plan

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics that it was intended to support. The Cybersecurity Framework Subcategories
were used to provide structure to the security assessment by consulting the specific sections of each
standard that are cited in reference to that Subcategory. The cited sections provide validation points
that the example solution is expected to exhibit. Using the Cybersecurity Framework Subcategories as a
basis for organizing our analysis allowed us to systematically consider how well the reference design
supports the intended security characteristics.

This plan includes the test cases necessary to conduct the functional evaluation of the DI example
implementation, which is currently deployed in a lab at the National Cybersecurity Center of Excellence.
The implementation tested is described in Section 4.

Each test case consists of multiple fields that collectively identify the goal of the test, the specifics
required to implement the test, and how to assess the results of the test. Table 6-1 describes each field
in the test case.

Table 6-1 Test Case Fields

Test Case Field Description

Identifies the top-level requirement or the series of top-level

Parent requirement . . -
requirements leading to the testable requirement.

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events 35



865
866

867

DRAFT

Test Case Field Description

Testable requirement

Drives the definition of the remainder of the test case fields. Specifies the
capability to be evaluated.

Subcategories

Description Describes the objective of the test case.

Associated Lists the National Institute of Standards and Technology Special
Cybersecurity Publication 800-53 rev 4 controls addressed by the test case.
Framework

Preconditions

The starting state of the test case. Preconditions indicate various starting
state items, such as a specific capability configuration required or specific
protocol and content.

Procedure

The step-by-step actions required to implement the test case. A procedure
may consist of a single sequence of steps or multiple sequences of steps
(with delineation) to indicate variations in the test procedure.

Expected results

The expected results for each variation in the test procedure.

Actual results

The observed results.

Overall result

The overall result of the test as pass/fail. In some test-case instances, the
determination of the overall result may be more involved, such as
determining pass/fail based on a percentage of errors identified.

C.2 Data Integrity Use Case Requirements

Table 6-2 identifies the DI functional requirements addressed in the test plan and associated test cases.

Table 6-2 Capability Requirements

Capability Re- Parent Requirement Subrequirement 1 Test Case

quirement (CR)
ID

CR1 The DI example imple- Data Integrity DR-1
mentation shall detect
and respond to malware
that encrypts files and
displays notice demand-
ing payment.
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Capability Re- Parent Requirement

quirement (CR)
ID

CR1l.a

Subrequirement 1

File integrity
changes are col-
lected and logged.

Test Case

Data Integrity DR-1

CR1b

Access is halted.

Data Integrity DR-1

CR1.c

Executable is identi-
fied as malicious,
using a blacklist.

Data Integrity DR-1

CR1d

Executable is identi-
fied as malicious
through analysis,
and blacklist is up-
dated.

Data Integrity DR-1

CR1.e

Execution is halted.

Data Integrity DR-1

CR1.f

Downloads are
identified as mali-
cious, using a black-
list.

Data Integrity DR-1

CR1g

Downloads are
identified as mali-
cious through analy-
sis, and blacklist is
updated.

Data Integrity DR-1

CR1.h

Downloads are pre-
vented.

Data Integrity DR-1

CR 1.

Attempts to propa-
gate are detected.

Data Integrity DR-1

CR1,j

Machines attempt-
ing to propagate are
prevented from
propagating.

Data Integrity DR-1

CR 1.k

Suspicious network
traffic is detected,
and blacklist is up-
dated.

Data Integrity DR-1
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Capability Re-

quirement (CR)
ID

Parent Requirement

Subrequirement 1

Test Case

CR2 The DI example imple- Data Integrity DR-2
mentation shall detect
and respond to malware
inserted via Universal
Serial Bus (USB) that
modifies and deletes
user data.
CR2.a File integrity Data Integrity DR-2
changes are col-
lected and logged.
CR2.b The insertion of a Data Integrity DR-2
USB device is de-
tected and logged.
CR2.c The executable is Data Integrity DR-2
identified as mali-
cious, using a black-
list.
CR2.d The executable is Data Integrity DR-2
identified as mali-
cious through analy-
sis, and the blacklist
is updated.
CR2.e Malicious executa- Data Integrity DR-2
ble is halted or de-
leted.
CR3 The DI example imple- Data Integrity DR-3
mentation shall detect
and respond to virtual
machine deletion.
CR3.a Virtual machine in- | Data Integrity DR-3

tegrity changes are
collected and
logged.
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Capability Re-

quirement (CR)
ID

CR3.b

Parent Requirement

Subrequirement 1

The event causing
deletion of the vir-
tual machine is ana-
lyzed.

Test Case

Data Integrity DR-3

CR4

The DI example imple-
mentation shall detect
and respond to malware
received via phishing
email.

Data Integrity DR-4

CR4.a

Configuration integ-
rity changes are col-
lected and logged.

Data Integrity DR-4

CR4.b

Email is identified as
malicious, using a
blacklist.

Data Integrity DR-4

CR4.c

Email is identified as
malicious through
analysis, and the
blacklist is updated.

Data Integrity DR-4

CR4d

Email is deleted or
sorted into spam.

Data Integrity DR-4

CR4.e

The attachment is
identified as mali-
cious, using a black-
list.

Data Integrity DR-4

CR4.f

The attachment is
identified as mali-
cious through analy-
sis, and the blacklist
is updated.

Data Integrity DR-4

CR4g

Execution of the
spreadsheet is
stopped, and the
blacklist is updated
if necessary.

Data Integrity DR-4
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Capability Re-

quirement (CR)
ID

CR4.h

Parent Requirement

Subrequirement 1

The downloads are
identified as mali-
cious, using a black-
list.

Test Case

Data Integrity DR-4

CRA4.

The downloads are
identified as mali-
cious through analy-
sis, and the blacklist
is updated.

Data Integrity DR-4

CR4.j

The malicious exe-
cutable is halted or
deleted.

Data Integrity DR-4

CR 4.k

Suspicious network
traffic is detected,
and blacklist is up-
dated.

Data Integrity DR-4

CR5

The DI example imple-
mentation shall detect
and respond to changes
to the database made
through a web server
vulnerability in custom
code.

Data Integrity DR-5

CR5.a

Database integrity
changes are col-
lected and logged.

Data Integrity DR-5

CR5.b

Information about
the client interact-
ing with the web
service is collected
and logged.

Data Integrity DR-5

CR5.c

Information from
the attack is re-
ported for use in
protection against
future events.

Data Integrity DR-5
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Capability Re-

quirement (CR)
ID

Parent Requirement

Subrequirement 1

Test Case

CR6 The DI example imple- Data Integrity DR-6
mentation shall detect
and respond to targeted
modification by mali-
cious insiders with ele-
vated privileges.
CR6.a File integrity Data Integrity DR-6
changes are col-
lected and logged.
CR6.b Backup integrity Data Integrity DR-6
changes are col-
lected and logged.
CR6.c Detected changes Data Integrity DR-6
are reported.
CR6.d Associated user ac- | Data Integrity DR-6
counts are con-
tained.
CR7 The DI example imple- Data Integrity DR-7
mentation shall detect
and respond to an intru-
sion via compromised
update server.
CR7.a Program integrity Data Integrity DR-7
changes are col-
lected and logged.
CR7.b The downloaded Data Integrity DR-7
service is identified
as malicious, using a
blacklist.
CR7.c The downloaded Data Integrity DR-7

service is identified
as malicious
through analysis,
and the blacklist is
updated.
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Capability Re- Parent Requirement

quirement (CR)
ID

CR7.d

Subrequirement 1

The service is halted
and reverted or de-
leted.

Test Case

Data Integrity DR-7

CR7.e

The download site is
temporarily added
to the blacklist.

Data Integrity DR-7

CR7.f

The port opened by
the service is de-
tected.

Data Integrity DR-7

CR7.g

The opened port is
closed.

Data Integrity DR-7

CR7.h

The intrusion into
the infected ma-
chine is detected.

Data Integrity DR-7

CR 7.

The intrusion into
the infected ma-
chine is contained.

Data Integrity DR-7
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C.3 Test Case: Data Integrity DR-1
Table 6-3 Test Case ID: Data Integrity DR-1

Parent requirement

Testable requirement

Description

Associated Cybersecurity

Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

(CR 1) The DI example implementation shall detect and respond to
malware that encrypts files and displays notice demanding
payment.

(CR 1.a) Integrity Monitoring, Logging, Reporting, (CR 1.c, CR 1.d, CR
1.f, CR 1.g, CR 1.i) Event Detection, (CR 1.b, CR 1.e, CR 1.j) Mitigation
and Containment, (CR 1.h, CR 1.k) Forensics and Analytics

Show that the DI solution has capabilities to detect behaviors typical
of ransomware, and mitigate these behaviors appropriately.
PR.DS-6, DE.AE-5, DE.CM-5, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2,DE.CM-4, DE.CM-7, DE.DP-2, DE.AE-1, DE.CM-1

User navigates to a malicious website and clicks on an ad for a virus
cleaner. The virus cleaner is ransomware, which propagates across
the domain and encrypts user files.

The Integrity Monitoring capability is used to monitor and log
changes to the integrity of files.

The Logging capability and the Reporting capability are used to
notify the security team of changes to the integrity of files and of
potentially malicious events.

The Event Detection capability is used to detect the ransomware in
real time before or during its execution. It is also used to detect
propagation of the ransomware.

The Mitigation and Containment capability is used to halt the
ransomware’s execution and delete it from the system. It is also
used to quarantine affected machines once a breach is discovered.

The Forensics/Analytics capability is used to discover malicious
hosts and websites accessed by the ransomware.

The build can monitor and report changes to the integrity of files
(CR 1.3).

The machine is quarantined when malware is detected (CR 1.b).
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Actual Results

Malicious executables are identified through signature detection or
analysis (CR 1.c, CR 1.d).

Malicious executables are prevented from executing (CR 1.e).

Malicious downloads are identified through signature detection or
analysis (CR 1.f, CR 1.g).

Malicious downloads are prevented (CR 1.h).
Propagation of malicious executables is detected (CR 1.i).
Propagation of malicious executables is prevented (CR 1.j).

Network traffic is captured and analyzed for suspicious activity (CR
1.k).

Tripwire Enterprise (Integrity Monitoring) is used to successfully
detect changes to files on the affected systems.

ArcSight ESM (Logging) is used to successfully log events from Event
Detection and Integrity Monitoring for use in Reporting and
Forensics/Analytics.

ArcSight ESM (Reporting) is used to successfully report on malicious
activity detected in logs.

Cisco AMP (Event Detection) is used to successfully detect the
malicious executable.

Cisco AMP (Mitigation and Containment) is used to successfully
remove malicious executables from the affected systems.

Cisco Stealthwatch (Event Detection) is used to successfully capture
malicious or suspicious network traffic from the executable.

Cisco ISE (Mitigation and Containment) is used to successfully
quarantine affected machines.

Symantec Security Analytics (Forensics/Analytics) is used to
successfully review network traffic generated by the ransomware
for potentially malicious hosts and websites.
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Overall Result

Symantec ICA (Forensics/Analytics) successfully displays relevant
events from ArcSight for analysis to aid in identifying the malicious
files for use in future Event Detection as well as for removal by the
security team.

Pass. All requirements for this use case are met.

870 C.4 Test Case: Data Integrity DR-2
871  Table 6-4 Test Case ID: Data Integrity DR-2

Parent requirement
Testable requirement
Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events

(CR 2) The DI example implementation shall detect and respond to
malware inserted via USB that modifies and deletes user data.

(CR 2.a) Integrity Monitoring, (CR 2.b, CR 2.c) Event Detection, (CR
2.d) Forensics and Analytics, (CR 2.e) Mitigation and Containment
Show that the DI solution can detect behaviors of destructive
malware and can mitigate these behaviors appropriately.

DE.AE-5, DE.CM-4, DE.CM-7, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MlI-1,
RS.MI-2

A user inserts an unidentified USB drive into their computer. They
click on a file on the drive, which immediately destroys any files on
their machine.

The Integrity Monitoring capability is used to monitor integrity
changes to the system.

The Logging capability is used to collect logs from the integrity
monitoring capability.

The Event Detection capability is used to detect malicious files on
the USB inserted into the system.

The Mitigation and Containment capability is used to prevent
malicious files from executing.
The build can monitor and report changes to the integrity of files

(CR 2.a).
The build can detect insertion of a USB (CR 2.b).

Malicious executables are identified through signature detection or
analysis (CR 2.c, CR 2.d).
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Actual Results

Overall Result

Malicious executables are prevented from executing (CR 2.e).
Tripwire Enterprise (Integrity Monitoring) successfully detects
changes made by an executable running from a USB.

ArcSight ESM (Logging) successfully collects logs from the integrity
monitoring capability. Furthermore, USB insertions can be collected
by using Windows group policy.

Cisco AMP (Event Detection) successfully detects malicious files on
the USB drive.

Cisco AMP (Mitigation and Containment) immediately deletes
these malicious files on the system if they are copied. It also
prevents execution if the file is run from the USB drive.

Pass (partial). Cisco AMP does not immediately delete the file from
the USB drive when it is plugged in if the user does not make any
action (copy or execution). However, because both these actions
trigger deletion, this is not a significant shortcoming as the file is
otherwise harmless.

872 C.5 Test Case: Data Integrity DR-3

873  Table 6-5 Test Case ID: Data Integrity DR-3

Parent requirement

Testable requirement
Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 3) The DI example implementation shall detect and respond to
virtual machine deletion.

(CR 3.a) Integrity Monitoring, (CR 3.b) Forensics and Analytics
Show that the DI solution can detect and analyze DI events that
involve virtual machines.

DE.AE-5, DE.CM-3, DE.CM-7, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2

A routine maintenance script contains an error that accidentally
deletes a virtual machine.

The Integrity Monitoring capability is used to monitor integrity
changes to the system.

The Logging capability is used to collect logs from the integrity
monitoring capability.
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Expected Results (pass)

Actual Results

Overall Result

The Forensics/Analytics capability is used to analyze logs and
determine the cause of integrity events.

The build can monitor and report changes to the integrity of virtual
machines (CR 3.a).

The build can analyze the impact of DI events (CR 3.b).
Tripwire Enterprise (Integrity Monitoring) successfully monitors
and logs changes to configurations of virtual machines.

ArcSight ESM (Logging) successfully collects logs and reports on the
events generated by the Integrity Monitoring capability, enabling
faster response time.

Symantec ICA (Forensics/Analytics) successfully displays relevant
events from ArcSight for analysis to aid in identifying the file that
causes the deletion.

Pass. All requirements for this use case are met.

874 C.6 Test Case: Data Integrity DR-4

875  Table 6-6 Test Case ID: Data Integrity DR-4

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events

(CR 4) The DI example implementation shall detect and respond to
malware received via phishing email.

(CR 4.a) Integrity Monitoring and Logging, (CR 4.b, CR4.e, CR 4.h, CR
4 k) Event Detection, (CR 4.c, CR 4.f, CR 4.i) Forensics and Analytics,
(CR4.d, CR 4.g, CR 4.j) Mitigation and Containment

Show that the DI solution can detect malicious attachments and
respond to malicious configuration changes.

PR.DS-6, DE.AE-5, DE.CM-5, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2

The user receives a phishing email with a malicious spreadsheet
attached. The spreadsheet is downloaded and opened, causing
account changes in Active Directory.

The Integrity Monitoring capability is used to detect and log the
account creation.
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Expected Results (pass)

Actual Results

This information is forwarded to the Logging capability, along with
other available Active Directory information.

The email attachment is detected as malicious by the Event
Detection capability and mitigated by the Mitigation and
Containment capability, both when the file is in the inbox and when
it is on the user’s system.

The solution can review the network traffic generated by the file
when it calls out to the malicious web server to download files
through Forensics/Analytics.

The build can monitor and report changes to the integrity of
configurations (CR 4.a).

Malicious emails are identified through signature detection or
analysis (CR 4.b, CR 4.c).

Emails identified as malicious are sorted into spam or deleted (CR
4.d).

Malicious attachments are identified through signature detection or
analysis (CR 4.e, CR 4.f).

Malicious attachments are prevented from executing (CR 4.g).

Malicious downloads are identified through signature detection or
analysis (CR 4.h, CR 4.i).

Malicious executables are prevented from executing (CR 4.j).
Network traffic is captured and analyzed for suspicious activity (CR
4.k).

Semperis DSP (Integrity Monitoring) successfully monitors and logs
changes to Active Directory.

ArcSight ESM (Logging) successfully collects logs and reports on the
events generated by the Integrity Monitoring capability, enabling
faster response time.

Glasswall FileTrust (Event Detection) successfully identifies the
malicious attachment before it reaches the user’s inbox.
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Overall Result

Glasswall FileTrust (Mitigation and Containment) successfully
mitigates the malicious attachment before it reaches the user’s
inbox.

The malicious file is successfully uploaded to Cisco AMP (Event
Detection) for signature detection.

Cisco AMP (Event Detection) successfully mitigates the file when
found on user workstations.

Symantec Security Analytics (Forensics/Analytics) is used to
successfully detect network traffic involving download of files from
the malicious server.

Pass (partial). Emails are not sorted into spam (CR 4.b—d); rather,
the attachment is mitigated before reaching the user’s inbox.
Sorting emails into spam is often a function of the email
infrastructure.

876 C.7 Test Case: Data Integrity DR-5

877  Table 6-7 Test Case ID: Data Integrity DR-5

Parent requirement

Testable requirement
Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 5) The DI example implementation shall detect and respond to
changes to the database made through a web server vulnerability in
custom code.

(CR 5.a) Integrity Monitoring, (CR 5.b) Logging, (CR 5.c) Reporting
Show that the DI solution can detect and respond to an exploitation
a vulnerability in custom code that leads to an attack on the
database.

DE.AE-5, DE.CM-3, DE.CM-7, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2

A vulnerability in the source code of an intranet web page is
discovered by a malicious insider. The insider exploits this
vulnerability to delete significant portions of the database.

The Integrity Monitoring capability is used to detect changes to the
database.

The Logging capability is used to monitor changes to the database
and to log web requests.
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Expected Results (pass)

Actual Results

Overall Result

The Reporting capability is used to alert the security team of
significant changes to the database.

The Forensics/Analytics capability is used to investigate the
malicious access as well as identify the page with the vulnerability.
The build can monitor and report changes to the integrity of the
database (CR 5.a).

Malicious interaction with the web server is detected (CR 5.b).

Information about the attack is reported for use in maintaining the
enterprise systems (CR 5.c).

Tripwire Enterprise (Integrity Monitoring) successfully monitors
changes to the database configuration.

ArcSight ESM (Logging) successfully logs changes to the database
and web requests.

ArcSight ESM (Reporting) successfully alerts the security team of
changes to the database.

Symantec Security Analytics (Forensics/Analytics) allows
identification of web requests that could have caused the deletion,
helping identify the web server’s vulnerability in custom code.
Pass. All requirements for this use case are met.

C.8 Test Case: Data Integrity DR-6

Table 6-8 Test Case ID: Data Integrity DR-6

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events

(CR 6) The DI example implementation shall detect and respond to
targeted modification by malicious insiders with elevated privileges.
(CR 6.3, 6.b) Integrity monitoring, (CR 6.c) Reporting, (CR 6.d)
Mitigation and Containment

Show that the DI solution can detect and respond to targeted
modification of assets and backups by malicious insiders.

DE.AE-5, DE.CM-3, DE.CM-7, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2
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Preconditions

Procedure

Expected Results (pass)

Actual Results

Overall Result

A malicious insider attempts to modify targeted information in both
the enterprise systems and the backup systems by using elevated
credentials obtained extraneously.

The Integrity Monitoring capability is used to detect changes to the
file system.

The Reporting capability is used to notify the security team of
changes to critical data assets.

The Mitigation and Containment capability is used to prevent the
malicious user from making further modifications.

The build can monitor and report changes to the integrity of files
and backups (CR 6.a, CR 6.b).

Information about the attack is reported for use in responding to
the threat (CR 6.c).

User accounts associated with the attack are contained (CR 6.d).
Tripwire Enterprise (Integrity Monitoring) successfully detects
changes to files and backups caused by a malicious insider.

ArcSight ESM (Reporting) successfully reports and alerts
administrators via email on changes made to files by a malicious

insider.

Semperis DSP (Mitigation and Containment) successfully disables
the user accounts associated with malicious insider activity.

Pass. All requirements for this use case are met.

880 C.9 Test Case: Data Integrity DR-7

881  Table 6-9 Test Case ID: Data Integrity DR-7

Parent requirement
Testable requirement

Description

(CR 7) The DI example implementation shall detect and respond to
an intrusion via compromised update server.

(CR 7.a) Integrity Monitoring, (CR 7.b) Event Detection, (CR 7.c)
Forensics and Analytics, (CR 7.d, CR 7.e) Mitigation and Containment
Show that the DI solution can detect a malicious update from a
compromised update server as well as detect and respond to a
resulting intrusion.
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Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

Actual Results

PR.DS-6, DE.AE-5, DE.CM-5, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2, DE.CM-4, DE.CM-7, DE.AE-1, DE.CM-1,

An external update server has been compromised, and a user
workstation attempts to update from this server.

The Integrity Monitoring capability is used to detect changes to the
integrity of programs and files.

The Event Detection capability is used to detect the malicious
update. It is also used to detect the connection to the machine.

The Mitigation and Containment capability is used to halt execution
of the update and delete it. It is also used to contain the intrusion.
The build can monitor and report changes to the integrity of
programs (CR 7.a).

The malicious update is identified through signature detection or
analysis (CR 7.b, CR 7.c).

The malicious service is halted and reverted or deleted (CR 7.d).

Other users are temporarily prevented from accessing this update
server (CR 7.e).

The port opened by the service is detected (CR 7.f).

The port opened by the service is closed (CR 7.g).

The intrusion is detected (CR 7.h).

The intrusion is contained (CR 7.i).

Tripwire Enterprise (Integrity Monitoring) is used to identify
changes in programs on the system as well as any changes made by
the attacker.

Cisco AMP (Event Detection) is used to detect the malicious update.

Cisco Stealthwatch (Event Detection) is used to detect a connection
to the machine via an unusual port.
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Overall Result

Cisco AMP (Mitigation and Containment) is used to halt the
execution of the file and delete it, thereby closing the vulnerable
port.

Cisco ISE (Mitigation and Containment) is used to disconnect the
affected machines from the network to prevent the spread of the
intrusion.

Pass (partial). Cisco AMP does not seem to support network
blocking for Unix machines at the time this practice guide was
written—it supports only detection (it does support network
blocking for Windows use cases, though, so a similar use case on
Windows machines would potentially work). Instead, we rely on
network protection, a DI Protect capability, to prevent further
access to the update server; and on Cisco AMP’s mitigation
capabilities to remedy any known malicious files downloaded from
the server.
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, easily adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align more easily with relevant
standards and best practices, and provide users with the materials lists, configuration files, and other
information they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe
regulations or mandatory practices, nor do they carry statutory authority.

Ransomware, destructive malware, insider threats, and even honest mistakes present an ongoing threat
to organizations that manage data in various forms. Database records and structure, system files,
configurations, user files, application code, and customer data are all potential targets of data
corruption and destruction.

A quick, accurate, and thorough detection and response to a loss of data integrity can save an
organization time, money, and headaches. While human knowledge and expertise is an essential
component of these tasks, the right tools and preparation are essential to minimizing downtime and
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losses due to data integrity events. The NCCoE, in collaboration with members of the business
community and vendors of cybersecurity solutions, has built an example solution to address these data

integrity challenges. This project details methods and potential tool sets that can detect, mitigate, and

contain data integrity events in the components of an enterprise network. It also identifies tools and

strategies to aid in a security team’s response to such an event.
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The following guides show IT professionals and security engineers how we implemented this example
solution. We cover all of the products employed in this reference design. We do not recreate the
product manufacturers’ documentation, which is presumed to be widely available. Rather, these guides
show how we incorporated the products together in our environment.

Note: These are not comprehensive tutorials. There are many possible service and security
configurations for these products that are out of scope for this reference design.

1.1 Practice Guide Structure

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate the data integrity detection and response solution.
This reference design is modular and can be deployed in whole or in parts.

This guide contains three volumes:

= NIST SP 1800-26a: Executive Summary
= NIST SP 1800-26b: Approach, Architecture, and Security Characteristics — what we built and why

= NIST SP 1800-26¢: How-To Guides — instructions for building the example solution (you are
here)

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers will be interested in the
Executive Summary (NIST SP 1800-26a), which describes the:

= challenges enterprises face in detecting and responding to data integrity events
= example solution built at the NCCoE
=  benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand,
assess, and mitigate risk will be interested in NIST SP 1800-26b, which describes what we did and why.
The following sections will be of particular interest:

= Section 3.4.1, Risk, provides a description of the risk analysis we performed.

= Section 3.4.2, Security Control Map, maps the security characteristics of this example solution
to cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-26a, with your leadership team members to help
them understand the importance of adopting standards-based data integrity solutions.
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IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use the How-To portion of the guide, NIST SP 1800-26c, to replicate all or parts of the build
created in our lab. The How-To guide provides specific product installation, configuration, and
integration instructions for implementing the example solution. We do not recreate the product
manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide
does not endorse these particular products. Your organization can adopt this solution or one that
adheres to these guidelines in whole, or you can use this guide as a starting point for tailoring and
implementing parts of a data integrity detection and response solution. Your organization’s security
experts should identify the products that will best integrate with your existing tools and IT system
infrastructure. We hope you will seek products that are congruent with applicable standards and best
practices. Volume B, Section 3.5, Technologies, lists the products we used and maps them to the
cybersecurity controls provided by this reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to ds-

nccoe@nist.gov.

1.2 Build Overview

The NCCoE built a hybrid virtual-physical laboratory environment to explore methods to effectively
detect and respond to a data corruption event in various Information Technology (IT) enterprise
environments. NCCoE also explored the issues of analysis and reporting to support incident response.
The servers in the virtual environment were built to the hardware specifications of their specific
software components.

The NCCoE worked with members of the Data Integrity Community of Interest to develop a diverse (but
non-comprehensive) set of use case scenarios against which to test the reference implementation.
These are detailed in Volume B, Section 5.2. For a detailed description of our architecture, see Volume
B, Section 4.
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272 1.3 Typographical Conventions

273  The following table presents typographic conventions used in this volume.

Typeface/ Symbol ‘ Meaning ‘ Example

Italics filenames and pathnames For detailed definitions of terms, see
references to documents the NCCoE Glossary.

that are not hyperlinks, new
terms, and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons and fields

Monospace mkdir

command-line input, on-
screen computer output,
sample code examples, sta-
tus codes

Monospace Bold service sshd start

command-line user input
contrasted with computer

output

blue text link to other parts of the All publications from NIST’s National
document, a web URL, or an | Cybersecurity Center of Excellence
email address are available at http://nccoe.nist.gov

274 2 Product Installation Guides
275  This section of the practice guide contains detailed instructions for installing and configuring all of the
276  products used to build an instance of the example solution.

277 2.1 Active Directory and Domain Name System Server

278  As part of our enterprise emulation, we included an Active Directory server that doubles as a Domain
279 Name System (DNS) server. This section covers the installation and configuration process used to set up
280  Active Directory and DNS on a Windows Server 2012 R2 machine.

281 2.1.1 Install Features

282 1. Open Server Manager.
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'WELCOME TO SERVER MANAGER

B Local Server
iE Al Servers
BE File and Storage Sendces b

ErVErs i

~ 4 Create a server group

e

ROLES AND SERVER GROUPS

Roler: 1 | Servr groups 1 | Seneetotat 1

g File and Storage

A 1
Services

(D Manageabidy @ Manageailty (D Mansgestulity
Everts | BB | e
Performance Seraces Sernces
BPA resulls Performance Perfarmance

PR resulls EPA results

VAB017 204 P

283
284 2. Click the link Add roles and features.

DESTINATION SERVER

Befo 2 you beg in WIN-RMHO2ISELND

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server selection ;
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current securnity updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

| < Previous | | ﬂe{“&?—_

| Install | | Cancel

285
286 3. Click Next.

287 4. Select Role-based or feature-based installation.
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DESTINATION SERVER

Select installation Type WIN-RMHO2ISELNO

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selaction

) Remote Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | ﬂ}aﬂ) | | Install | | Cancel
288
289 5. Click Next.
290 6. Select Select a server from the server pool.
291 7. Select the intended active directory server.
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DESTINATION SERVER

Select destination server AD.DNS

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server poal

) Select a virtual hard disk

Server Roles Sarver Pool
Features
Filter: |
Name IP Address Operating System

AD-DNS L Microsoft Win.

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collecticn is still incomplete are not shown.

< Previous ﬂe_ﬂL)- | Install | | Cancel

292
293 8. Click Next.
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DESTIMATIOM SERVER

Select server roles Ao e

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
Server Selection s . : ~ Active Directory Domain Services
[ Active Directory Certificate Services — {AD DS} stores information about
objects on the network and makes
Features Active Directory Federation Services this information available to users
[] Active Directory Lightweight Directory Services and netwo fk adminktaton. fﬂD 22
uses domain controllers to give
[] Active Directory Rights Management Services network users access to permitted
[] Application Server s resources anywhere on the network
[] DHCP Server through a single logon process.
[] DMS Server
[ Fax Server
b [®] File and Storage Services (1 of 12 installed)
O Hyper-v
[] Metwork Policy and Access Services )
[] Print and Document Services
[] Remate Access
[[] Remote Desktop Services =
| < Previous | | Mext » | | Install | | Cancel
294
295 9. Check the box next to Active Directory Domain Services.
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Add Roles and Features Wizard = ACTer

WI

DESTINATION SERVER
AD-DNS

Select server roll&

— ¥
Add features that are required for Active Directory
Domain Services? e
You cannot install Active Directory Domain Services unless the rectary Domain Services

following role services or features are also installed. stares information about
pn the network and makes

[Tools] Group Policy Management ation available to users
ork administrators. AD DS

ain controllers to give
4 Role Administration Tools users access to permitted
4 AD DS and AD LDS Tools ks anywhere on the network
Active Directory module for Windows PowerShell pemglelogon process,

4 AD DS Tools

4 Remote Server Administration Tools

[Tools] Active Directory Administrative Center
[Tools] AD D3 Snap-Ins and Command-Line Tools

Include management tools (if applicable)

| < Previous | | Next > | | Install | | Cancel

296
297 10. Click Add Features.
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DESTINATION SERVER

Select server roles A5t oite

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
SEnEl skechon [ Active Directory Certificate Services (4] &cgﬁs?lm“{n?;’n’::;;i‘:ﬁ
e Directory Domain Services| objects on the network and makes
Features [] Active Directory Federation Services this information available to users
AD DS [] Active Directory Lightweight Directory Services and "e‘“"’fk administra ors fﬂD 2
uses domain controllers to give
Confirmation [] Active Directory Rights Management Services network users access to permitted
O Application Server s resources al_'l}rwhere on the network
[] DHCP Server through a single logon process.
[] DNS Server
[] Fax Server
> [®] File and Storage Services (1 of 12 installed)
[ Hyper-v
[] Metwork Policy and Access Services ]
[ Print and Dacument Services
[ Remote Access
[] Remote Desktop Services I
< Previous Next i}\ | Install | | Cancel
298

299 11. Click Next.
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DESTINATION SERVER
Select features ADDNS
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection SRR NET Frame ~ .NET Framework 3.5 combines the
Server Roles : A power of the .MET Framework 2.0
I [H] .NET Framework 4.5 Features (2 of 7 installed) APIs with new technologies for
I» [ Background Intelligent Transfer Service (BITS) = building applications that offer
AD DS [ BitLocker Drive Encryption sppealingiepintista e .protefct
) — your customers' personal identity
Confirmation [ BitLocker Netwark Unlock information, enable seamless and
[ BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
business processes.
[] Data Center Bridging i
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
Group Policy Management
[ 1S Hostable Web Core
[ Ink and Handwriting Services |
—_ . mwa o met v
<] " EX
< Previous ﬂi S | Install | | Cancel |
300
301 12. Click Next.

DESTINATION SERVER
AD-DNS

Active Directory Domain Services

Active Directory Domain Services (AD DS5) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD D5 is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Before You Begin
Installation Type
Server Selection

Server Roles Things to note:

Features

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

Confirmation * AD DS requires a DNS server to be installed on the network. f you do not have a DNS server

installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

install | [ cancel

302
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13. Click Next.

DESTINATION SERVER

Confirm installation selections Aot nite

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type W ally if required

Server Selection Opticnal features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

Server Roles

Features
AD DS Active Directory Domain Services

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<previous | | Mews | [ pestal | [ cancel

14. Click Install.
15. Wait for the installation to complete.
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DESTINATION SERVER

Installation progress Ao

View installation progress

o Feature installation
N
Configuration required. Installation succeeded on AD-DNS.

Active Directory Domain Services sl
Additional steps are required to make this machine a domain controller,
Promote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools =
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center ||
AD D5 5nap-Ins and Command-Line Tools | v

You can close this wizard without interrupting running tasks. View task progress or open this
" page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | fﬂose | | Cancel

16. Click Close.
[

A Post-deplaymens Configura_ |

e R —

i ragquired fat Active Dirsstory Doemain
lli Local Server e
All Senvers ~ L amain o
W aoie o L onf=g;:re this local server Promete thi iy .0 imain conredler
Feature installation
BE File and Storage Services b URCE START i ]

n requred. Installation succeeded on

WHATS NEW Tack Dot
Fade
ROLES AND SERVER GROUPS
Roles2 | Servergroups: 1 | Servers totat 1
Fite and Storage
AD 1 1
H b3 H Services
@ Manoageability (D) Manageability (@ Manageability (D Mansgeability
Events Events . Events . Events
Senaces Performance Sendcos Services
Porfarmance BPA resalts Performance: Performance
BPA results BPA results BPA results

2017 235 PM

17. Click Promote this server to a domain controller.
18. Select Add a new forest.
19. Enter a Root domain name.
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- . TARGET SERVER
Deployment Configuration AD-DNS
t Configuration :
= Select the deployment operation
Domain Controller Options 5 Gis 3
. ) ) Add a domain controller to an existing domain
Ot Cps () Add a new domain to an existing forest
Paths ® Add a new forest
Review Options _ : = . -
Specify the domain information for this operation
Prereguisites Check
Root domain name: _DI.IPDﬁ
Maore about deployment configurations
< Previous Next 3[: | Install | | Cancel |
313
314 20. Click Next.
315 21. Select Windows Server 2012 R2 for Forest functional level and Domain functional level.
316 22. Check the box next to Domain Name System (DNS) server.
317 23. Enter a password.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events



318
319

320
321

DRAFT

- - TARGET SERVER
Domain Controller Options it
Deployment Configuration | . -
| Select functional level of the new forest and root domain
T r— Forest functional level: [ Windows Server 2012 R2 [~]
LAdditional Options Domain functional level: | Windows Server 2012 R2 | = |
Paths Soa 2 .
pecify domain controller capabilities
BEVEWUphon: Domain Name System (DNS) server
Prereguisites Chack Global Catalog (GC)
[] Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: ssssssssssnenes
Confirm password: c .-o.-u..--a.-[.
More about domain controller options
< Previous ﬂm | Install | | Cancel
24. Click Next.

DNS Options

Deployment Configuration |

Domain Controller Cptions |

Additional Cptions
Paths

Review Cptions
Prereguisites Chack

Specify DNS delegation options
[] Create DNS delegation

More about DNS delegation

TARGET SERVER
AD-DNS
<Previous | [ Ney> | [ nstal | [ Cancel

25. Click Next.
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322 26. Verify the domain name.
Additional Options e

Deployment Configuration | , . . -~
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
DNS Options

The NetBIOS domain name: DI

Paths
Review Cptions

Prareguisites Chack

< Previous ﬂﬂ £ | Install | | Cancel |
323

324 27. Click Next.
P h TARGET SERVER
atns AD-DNS
Deployment Configuration | 5 :
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options
SRECHE Database folder: CAWindows\NTDS [-]
Additional Ogtions . Log files folder: C:AWindows\NTDS Izl
| SYSVOL folder: CAWindows\SYSVOL E
Review Options
Prereguisites Chack
More about Active Directory paths
< Previous | | H\gl) | | Install | | Cancel
325
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326 28. Click Next.

- - TARGET SERVER
Review Options AR
Deployment Configuration | Review your selections: -
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest. |~
DNS Options The new domain name is "DLIPDR", This is also the name of the new forest.
Additional Cpti
HERSL S RE0S The NetBIOS name of the domain: DI 9
Paths e
Forest Functional Level: Windows Server 2012 R2
Prereguisites Chack Domain Functional Level: Windows Server 2012 R2 ||
Additional Options:
Global catalog: Yes
DNS Server: Yes
Create DNS Delegation: No ™

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

| < Previous | | ﬂeh) | | Install | | Cancel |
327
328 29. Click Next.
o5ian TARGET SERVER
Prerequisites Check e
| o All prerequisite checks passed successfully. Click 'Install’ to begin installation. Show more »

Deployment Configuration s . s o 3 = e :
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions | computer

DNS Options
Additional Options
Paths A View results
Review Options . Windows Server 2012 R2 domain controllers have a default for the security setting E

named "Allow cryptography algerithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

A This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP add should be assigned to both IPv4 and

IPvG Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System |+ |

A, I you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<Previous | | New> | [ mal ][ cancel

329
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30. Click Install.
31. Wait for the installation to complete.
32. The server automatically reboots.

2.1.2 Create a Certificate Authority

1. Open Server Manager.
&

B Dushboard WELCOME TO SERVER MANAGER
¥ Local Server

W Al Servers o - "

= Conhgure this local server
i apos =

& DHS QUCK START

B§ Fite and Storage Services B

WHATS NOW

LEARN MORE

ROLES AND SERVER GROUPS

i@l apDs 1] | & ons 1| [ g Teaatenge m
(@ Manageatuiry (D Manageanility (@) Manageatry (@ Manageasility

Everts tvents Events B oo

Senvices Services Senvices Services

Performance Performance Performance Performance

BPA results BPA results BPA results 0PA results

B niseners

(@) Managesbssity
-

2. Click Add roles an'd.features.
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DESTIMATIOM SERVER

Before you beg in AD-DNS.DLIPDR

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Typs hasting a website,

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous | [i

install | [ Cancel

337
338 3. Click Next.

339 4. Select Role-based or feature-based installation.

. . DESTIMNATION SERVER
Select installation type AD-DNS DLIPOR
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-hased installation

server selection z 5 -
Configure a single server by adding roles, role services, and features.
Server Roles
D P
Features © P3¢

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

[ sl | [ cancel

340
341 5. Click Next.
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342 6. Select Select a server from the server pool.
343 7. Select the intended Active Directory server.

DESTINATION SERVER

Select destination server AD-DNSDLEDR

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

AD-DNS.DLIPDR g 4 Microsoft Windo

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

|<l_’reviuu5|| ﬂeﬂ't? | | Install || Cancel |

344
345 8. Click Next.

DESTIMATION SERVER

Select server roles SRR

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
Server Selection Active Directory Certificate Services
(AD C5) is used to create
Active Directory Domain Services (Installed) certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services j::ﬂn;a::g:;:?j‘fs et
[] Active Directory Rights Management Services
[] Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
 [®] File and Storage Services (2 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services N
[] Print and Document Services
[ Remote Access
[] Remote Desktop Services v
< Previous | | Mext > | | Install | | Cancel

346
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347 9. Check the box next to Active Directory Certificate Services.
= Add Roles and Features Wizard = B 3=

DESTIMATIOM SERVER

Select server rof & AD-DNS.DLPDR
X
Add features that are required for Active Directory
Certificate Services? i
lion
The following tools are required to manage this feature, but do not rectory Certificate Services
have to be installed on the same server. is used to create
ion authorities and related
4 Remote Server Administration Tools ices that allow you to issue

age certificates used in a

4 Role Administration Tools G
f applications.

4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

Addn@ns‘ | Cancel

| < Previous | | Mext > | | Install | | Cancel |

348
349 10. Click Add Features.

DESTINATION SERVER
Select server roles AD-DNS 319D
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
SEpr e n Directory Certificate Sen ! &c;vgs?:;e:::;ytgecr:;::le Se/ices
Active Directory Domain Services (Installed) certification authorities and related
Features [ Active Directory Federation Services role services that allow you to issue
AD C5 [] Active Directory Lightweight Directory Services B
variety of applications.
Rolz Services [ Active Directory Rights Management Services
Confirmation [ Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
I [H] File and Storage Services (2 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services N
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services 7]
< Previous | | ﬂeﬂg | Install ‘ | Cancel
350 =

351 11. Click Next.
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Select features

Before You Begin

Installation Type

Select one or more features to install on the selected server.

Features

DESTINATIOM SERVER
AD-DNS.DLIPDR

Description

Server Selection NET Framewo A NET Framework 3.5 combines the
Carior Roles - = power of the NET Framework 2.0
I [W] MET Framework 4.5 Features (2 of 7 installed) APls with new technalogies for
b [] Background Intelligent Transfer Service (BITS) = building applications that offer
AD G5 [] BitLocker Drive Encryption appealing eepintectacesy protect
. ] your customers' personal identity
Role Services [ Bitlocker Netwark Unlock information, enable seamless and
Confirmation [] BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of
business processes.
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
Group Policy Management (Installed)
[] 115 Hostable Web Care
[ Ink and Handwriting Services |
[ o B E v
< [0 IEL
< Previous | | Mext > kj | Install ‘ | Cancel |
12. Click Next.

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Role Servicas

Confirmation

Active Directory Certificate Services

DESTINATIOM SERVER
AD-DMS.DLIPDR

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file systemn (EFS) and smart card leg on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more

information, see certification authority naming.

| | Cancel

[ < Previous | | uem%J [ instal

13. Click Next.

14. Check the box next to Certification Authority.
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Select role services

Before You Begin

Select the role services to install for Active Directory Certificate Services

DESTINATIOM SERVER
AD-DNS.DLIPDR

Installation Type Role services Description
Server Selection ificati i i

Certification Authority Ceu.-tlﬁcatlon oy (CN e
Server Roles . - - to issue and manage certificates.

[] Certificate Enrollment Policy Web Service Multiple CAs can be linked to form a
Features [] Certificate Enrallment Web Service public key infrastructure.
AD C5 [] Certification Autharity Web Enrallment

[ Metwork Device Enrollment Service
Confirmation [] Online Responder

< Previous ﬂfﬁ > | Install | | Cancel |
358 15. Click Next.

Confirm installation selections

Before You Begin

To install the following roles, role services, or features on selected server, click Install.

DESTIMATIOM SERVER
AD-DMSDLIPDR

Installation Type [

server Selection Optional fi (such as admini:
SR their check boxes.

Features

tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, dlick Previous to clear

ADC5
Certification Autharity

Role Services

Role Administration Tools

Active Directory Certificate Services

Remote Server Administration Tools

Active Directory Certificate Services Tools
Certification Authaority Management Tools

Export configuration settings.
Specify an alternate source path

359

< Previous | | MNext >

| Insta%J| Cancel

360 16. Click Install.
361 17. Wait for the installation to complete.
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Installation progress

View installation progress

o Feature installation

Active Directory Certificate Services
server

Certification Authority

Remote Server Administration Tools
Role Administration Tools

Export configuration settings

Configure Active Directory Certificate Services on the destination server

Active Directory Certificate Services Tools
Certification Authority Management Tools

DESTIMATION SERVER
AD-DNS.DLIPDR

|
Configuration required. Installation succeeded on AD-DNS.DLIPDR.

Additional steps are required to configure Active Directory Certificate Services on the destination

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

< Previous | | Mext > i

| Closfy, || Cancel

362

363 18. Click Close.

WELCOME TO SERVER MANAGER

0 Local Server

Ba All Servers

B® ADCS

il ADDs

& ons

B File and Storage Services b

Add Foles snd Festures

Tavk Detads
ROLES AND SERVER GROUPS
Rolecd | Servergroups:1 | Servers totak 1
" ADCS 1| | i apos 1] & ons 1| | g :L“:’v::";s“’"ge
(@) Manageability @ Manageabifity () Manageability @ Manageability
Events Events Events. Events.
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA results BPA results BPA results
364 2 :.hm.-thm:y 2 td!naqe:buﬂw
365 19. Click Configure Active Directory Certificate Serves on the destination server.
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Credentials

Role Servicas

DESTINATION SERVER
AD-DNS.DLIPDR

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
Enterprise certification authority
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
Network Device Enrollment Service

More about AD CS Server Roles

| < Previous | | Next » | | LConfigure | | Cancel

20. Click Next.

21. Check the box next to Certification Authority.

Role Services

Cradentials

Setup Type

CA Type

Private Key
Cryptography
CA MName
Validity Period

Certificate Database

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Select Role Services to configure

Certification Authority

[[] Certification Authority Web Enrollment
[] Online Responder

[[] Metwork Device Enrollment Service

[] Certificate Enrollment Web Service

[[] Certificate Enroliment Policy Web Service

Mare about AD CS Server Roles

< Previous. || h_hai}) l | Configure || Cﬁnogl_
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370 22. Click Next.
371 23. Select Enterprise CA.

DESTINATION SERVER

Setup Type AD-DNS.DLIPDR

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD D5) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

CA Type certificates.
Private Key
. @ Enterprise CA

Copioorply Enterprise CAs must be domain members and are typically online to issue certificates or

CA Name certificate policies.

Validity Period

2 () Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).
More about Setup Type

< Previous Nepeg » Lonfigure Cancel

373 24. Click Next.
374 25. Select Root CA.
DESTINATION SERVER
CA Type AD-DNS.DLIPDR
Credentials Specify the type of the CA
Role Services
Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryptography ® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKl hierarchy.
Validity Peried
Sl O Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Canfirmation the CA above them in the hierarchy.
More about CA Type
< Previous | | MNext t | Lonfigure | | Cancel
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376 26. Click Next.
377 27. Select Create a new private key.
. DESTINATION SERVER
Private Key AD-DNS.DLIPDR
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type (@ Create a new private key
Use this option if you do not have a private key or want to create a new private key.
ERpOrpy () Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
) import a certificate and use its associated private key.
Confirmation )
() Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.
More about Private Key
| < Previous | | Next %J | Configure | | Cancel
378
379 28. Click Next.
380 29. Select RSA#Microsoft Software Key Storage Provider.
381 30. Set the Key length to 2048.
382 31. Select SHA512 from the list.
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DESTINATION SERVER
Cryptography for CA AD-DNS.DLIPDR
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
MRS [ RsA#Microsoft Software Key Storage Provider [~][2048 [-]
Eitvaie Koy Select the hash algorithm for signing certificates issued by this CA:
SHA256 |
CA Name SHA3S4 = |
validity Period sHA512
Certificate Database SHA1
MDA ha|
Confirmation
[ Allow administrator interaction when the private key is accessed by the CA.
More about Cryptography
| < Previous | | ﬂﬁ) | | Configure | | Cancel |
383
384 32. Click Next.
DESTINATION SERVER
CA Name AD-DNS.DLIPDR
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
E/dlype be modified.
Private Key
o h Common name for this CA:
ryptogra
e DI-AD-DNS-CA
Validity Period Distinguished name suffix:
Certificate Database DC=DIDC=IPDR
Confirmati
oD Preview of distinguished name:
CN=DI-AD-DNS-CA DC=DI,DC=IPDR
More about CA Name
< Previous ﬂ$ S | Configure | | Cancel
385
386 33. Click Next.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events



387

388
389

390

DRAFT

34. Set the validity period of the certificate according to the needs of your organization.

Validity Period

Credentials
Role Services
Setup Type
CA Type
Private Key

Cryptography
CA Name

Certificate Databaze

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):

N

CA expiration Date: 11/6/2022 3:19:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

More about Validity Period

| LConfigure | | Cancel

< Previous | [ Nef> |

35. Click Next.

CA Database

Cradentials
Role Services
Setup Type
CA Type

Private Key

Cryptography
CA MName
Validity Pericd

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Specify the database locations

Certificate database location:
C:\Windows\system32\Certlog

Certificate database log location:
CAWindows\system32\Certlog

Maore about CA Database

4M6USI| Nyt » I | Configure || Cancel
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391 36. Click Next.

DESTINATION SERVER

Confirmation AD-DNS.DLIPDR
Cradentials To configure the following roles, role services, or features, click Configure.
Role Services ~ Active Directory Certificate Services
Setup Type
Certification Authority
CA Type 3
CA Type: Enterprise Root
Frivate Key Cryptographic provider: RSAZMicrosoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAS1Z
CA Mame Key Length: 2048
validity Period Allow Administrator Interaction: Disabled
Certificate Validity Period: 11/6/2022 3:19:00 PM
Certificate Databaze . _I ca_e alidity Perio e
Distinguished Name: CN=DI-AD-DN5-CA,DC=DIDC=IPDR
Certificate Database Location:  C\Windows\system32\Certlog
Certificate Database Log C\Windows\system32\Certlog
Location:
< Previous | | Next > | | Qorlﬁgure | | Cancel
392
393 37. Click Configure.
DESTINATION SERVER
Results AD-DNS.DLIPDR
The following roles, role services, or features were configured:
»~ Active Directory Certificate Services
Certification Authority 0 Configuration succeeded
More about CA Configuration
< Previous | | Next > | | Cl_ty_e | | Cancel
394
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38. Click Close.

2.1.3 Configure Account to Add Computers to Domain

1. Open the Start menu.
2. Enter dsa.msc, and run the program.

3. Right-click on Users in the left panel.
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File Action View Help

| 2 fBXEBcz HmtaETa%d
] Active Directory Users and Com|| Name Type Description
b [ Saved Queries & Adrninistrator  User Built-in account for ad...
4 4 DLIPDR 2 Allowed RO... Security Group... Members in this group c...
b [ Builtin H2, Cert Publish... Security Group... Members of this group ...
b [ Computers $2 Cloneable D... Security Group... Members of this group t...
b (51 Domain Controllers 2, Denied ROD... Security Group... Members in this group c...

» 3 ForeignSecurit?,rPrincipaI: 82, DnsAdmins  Security Group... DNS Administraters Grao...
b ﬁ ManagidSenviceticcoll 52, DnslpdateP... Security Group... DNS clients whao are per...
2, Domain Ad... Security Group... Designated administrate...
2, Domain Co... Security Group... All workstations and ser...
2 Domain Con... Security Group... All domain controllers i...
2, Domain Gue... Security Group... All domain guests
%Domain Users  Security Group... All domain users
82, Enterprise A...  Security Group... Designated administrato...
% Enterprise R...  Security Group... Members of this group ...
2, Group Polic..  Security Group... Members in this group c...
3_. Guest User Built-in account for gue...
2, Protected Us... Security Group... Members of this group ...
52 RAS and I1AS ... Security Group... Servers in this group can...
52, Read-only D... Security Group.. Members of this group ...
2 Schema Ad... Security Group... Designated administrato...
r <] m [ [7] 52, WinRMRem... Security Group... Members of this group ..

401
402 4. Click Delegate Control.

Welcome to the Delegation of
Control Wizard

Thig wizard helps you delegate control of Active Directony
objects. You can grant users pemission to manage users,
groups, computers, arganizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mext.

<Back || New Cancel | | Heb

403
404 5. Click Next.
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Users or Groups
Select one or more users or groups to whom you want to delegate control.

Selected users and groups:

405
406 6. Click Add to select users or groups.
407 7. Add users or groups.
Delegation of Control Wizard X
Select this object type:
|Users, Groups, or Built-in security principals
From this location:
|DI.|F‘DH
Enter the object names to select (examples):
Domain Adming
<Back | Ned> || Cancdl | | Hep
408 .
409 8. Click OK.
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Users or Groups
Select one or more users or groups to whom you want to delegate contral.

Selected users and groups:
52, Domain Admins (D\Domain Admins)

| <Back || MNet> | | Cancel | | Heb
410 -
411 9. Click Next.
412 10. Choose Create a custom task to delegate.
Tasks to Delegate
You can select common tasks or customize your own.
() Delegate the following common tasks:
[] Create, delete, and manage user accourts
[] Reset user passwords and force password change at next logon
[] Read all user information
[] Create, delete and manage groups
[] Madify the membership of a group
[] Create. delete. and manage instOrgPerson accounts
. Reset inetOrgPerson passwords and force password chaﬂgealt next lg ™ |
| < m E3
(®) Create a custom task to delegate!
e [ Tets ] G ] |
413
414 11. Click Next.
415 12. Choose Only the following objects in the folder.
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416 13. Check the box next to Computer objects.
417 14. Check the box next to Create selected objects in this folder.
418 15. Check the box next to Delete selected objects in this folder.
Delegation of Control Wizard -
Active Directory Object Type By
Indicate the scope of the task you want to delegate. ”lLDJ%EQ

Delegate control of:
() This folder, existing objects in this folder, and creation of new objects in this folder

() Only the following objects in the folder:

[] account objects »
[] aC5Resourcelimits objects

[7] applicationVersion chjects

[] boctable Device objects

[] cenficationAuthority objects

Computer objects =

Create selected objects in this folder
[w]ifielete selected obiects in this foider

| <Back | Nes >R§J | Cancsl | | Hep
419
420 16. Click Next.
421 17. Check the boxes next to Reset password, Read and write account restrictions, Validated write
422 to DNS host name, and Validated write to service principal name.
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Permissions
Select the permissions you want to delegate.

Show these pemissions:
[w] General

[] Property-specific
[] Creation/deletion of specific child objects

Permizsions:
[] Receive as
[«] Fead and write account restrictions
] Read and write personal information
[] Read and write public information
[] Validated write to DNS host name

[+ ]

<

Validated write to service principal name

g

18. Click Next.

Completing the Delegation of
Control Wizard

You have successfully completed the Delegation of Control
wizard.

You chose to delegate cortrol of objects ~
in the following Active Directory folder: 1

DLIPDR/Users

The groups, users, or computers to which you
have given cortrol are: —

Domain Adming (D*Domain Admins)
They have the following permissions: ||
W
Ta close this wizard, click Finish.
< Back | | Heb

19. Click Finish.
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427 2.1.4 Add Machines to the Domain

428 1. Right-click the network icon in the task bar, on a computer that you wish to add to the domain.
429 2. Click Open Network and Sharing Center.
1t |§ ¢ Control Panel » Network and Internet » Network and Sharing Center w C,| | Search Control Panel p |
oot Pl e View your basic network information and set up connections
View your active networks
Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: 4 Ethemet()
Change your networking settings
A Set up a new connection or network
T Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Internet Options
Windows Firewall
430
431 3. Click the name of the internet adapter.
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==

Connection
IPv4 Connectivity: Internet
IPvi Connectivity: Ho Internet access
Media State: Enabled
Duration: 02:16:05
Speed: 1.0 Ghps

m—g—m

Bytes: 3,043,324 | 2,073,372

| Propertes || “yosable || omgnose |

432
433 4. Click Properties.

Networking

Connect using:
=f Intel(R) 825741 Gigabit Network Connection

This connection uses the following items:
i % Client for Microsoft Networks
! 8 File and Printer Sharing for Microsoft Networks
¥ 8 oS Packet Scheduler
[ wa- Micrasa®t Metwork Adapter Multiplexor Protocal
™ & Link-Layer Tepology Discovery Mapper /O Driver
™ -4 Link-Layer Topology Discovery Responder
™ wde Intemet Protocol Version 6 (TCP/IPvE)

n 4 (TCP/IPv4

Description
Transmission Control Protocolfintemet Protocol The default wide

area network protocel that provides communication across
diverse inferconnected natworks.

[ok [[ come ]

434
435 5. Double-click Internet Protocol Version 4 (TCP/IPv4).

436 6. Select Use the following DNS server addresses.
437 7. Enter the IP address of the DNS server.
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General Anrmmmpwml

You can get IF settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate [P settings.

(@) Obtain an IF address automatically
() Use the fallowing IP address:

— [
So—- ]
- ———

() Dbtain DNS server address automatically
(@) Use the following DNS server addresses.

Preferred DNS server: 192 .168 . 78 . 4
Moo s [ ]

i i

438
439 8. Click OK.
440 9. Click OK.
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 02:30:01
Speed: 1.0 Gbps
omais,._
Activity
==
Bytes: 3,043,845 | 2,074,110
| %/ Properties | | 4/ Disable | Diagnose |
441
442 10. Click Close.
443 11. Navigate to This PC.
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Computer View

v e

[ Wy ThisPC ¥

v C,| | Search This PC »

& Favorites 4 Folders (6)

4 Devices and drives (3)

DVD Drive (D)
IR2_555_XB64FREV_EN-US_DV5
0 bytes free of 416 GB

9 items

B Deskiop
Js Downloads h Desktop )1
%5 Recent places
&% This pC h Downloads b Music
& Network k Pictures h Videos

Floppy Disk Drive (A:) i
555 -

Documents

Local Disk (C:)

71.0 GB free of 796 GB

12. Right-click in the window, and click Properties.

Control Panel Home

% Remote settings
% Advanced system settings

‘Computer name, domain, and workgroup settings

Computer name: REMOTEDESKTOP1
Full computer name: REMOTEDESKTOP1
Computer description:

Workgroup: WORKGROUP

Windows activation

Product ID: 00252-70000-00000-AA535
See also
Action Center
Windows Update

Windows is not activated. Read the Microsoft Software License Terms

System
Processor: Intel{R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2.20 GHz
Installed memory (RAM): 8,00 GB
System type: 64-bit Operating System, x64-based processar
Pen and Touch: No Pen or Touch Input is available for this Display

& Change settings

Activate Windows

L ‘ﬂ » Control Panel » System and Security » System w C,‘ ‘ Search Control Panel 2 |
]
View basic information about your computer
% Device Manager Windows edition
Windows Server 2012 R2 Standard
© 2013 Microsoft Corporaton. Al ights eseved =@ Windows Server2012R2

13. Click Change Settings.
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Computer Name | Hardware | Advanced | Remote |

“I Windows uses the following information to identify your computar on

the network.
Computer description: ]l I
For example: "lIS Production Server” or "Accounting
Server'.
Full computer name: REMOTEDESKTOP1
Workgroup: WORKGROUP

To rename this computer or change its domain or Chmga
workgroup. click Change. =

Ok ][ concel || gy |

14. Click Change.
15. Select Domain.
16. Enter the domain.

17.

¥ou can change the name and the membership of this computer.
Changes might affect access o network resources,

Computer name:
REMOTEDESKTOP1 |

Full computer name.
REMOTEDESKTOP1

Member of
(®) Domain:
|DLIPDH |

() Workgroup:
IWORKGROUP |

Click OK.

18. Enter the name and password of an account with privileges to add computers to the domain.
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Computer Name/Domain Changes
Enter the name and password of an account with permission to join the
domain.
| DNAdministrator |
I I l BRSNS ENRNRRBES ]
Domain: DI
| ok || cance
19. Click OK.

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.

20. Click OK when prompted to restart the computer.

2.1.5 Configure Active Directory to Audit Account Activity
1. Open the Start Menu.
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2.

Search

Enter Local Security Policy in the search bar, and open the program.
3. Navigate to Local Policies > Audit Policy.
4. Right-click Audit account management.

3

File Action View Help

Local Security Policy

_I:I-

T Security Settings
| g Account Policies
4 [ Local Policies
b g Audit Policy
I+ 4 User Rights Assignment
I [ Security Options
I [ Windows Firewall with Advanced Seci
| Metwork List Manager Policies
[» || Public Key Policies
- || Software Restriction Policies
[ Application Control Policies
[» ,g IP Security Policies on Local Compute
> || Advanced Audit Policy Configuration

-

Policy
| Audit account logon events
4| Audit accountgnanagement
| Audit directory Service access
| Audit logon events
| Audit object access
| Audit policy change
| Audit privilege use
| Audit process tracking
| Audit system events

Security Setting
MNe auditing
Ne auditing
Mo auditing
Mo auditing
MNe auditing
Mo auditing
Mo auditing
Mo auditing
MNe auditing

5. Click Properties.
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6. Check the boxes next to Success and Failure.

Local Security Setting | Explain

Audit account management

Audit these attempts:
[w] Success
[+] Failure

This setting might not be enforced if other policy is configured to
overmide category level audit policy.
For more information, see Audit sccount mansgement. (3521468)

0K Cancel
ok p ) [wes ][ owv |

7. Click OK.

2.1.6 Configure Reverse Lookup Zones

1. Open DNS Manager by right-clicking the DNS server in Server Manager.
2. Click Reverse Lookup Zones.

File Action View Help
G

£ DNS

4 AD-DNS.DLIPDR @ Add 2 New Z
b ] Forward Laokup Zones
g Twe's; ~ooky| [Zenes| || 11 Domain Name System (DNS] allows a DNS namespace to be divided into zones. Each zone stores
4 rust Peints i ion about one or more conti DNS domains.
b 7] Conditional Forwarders

[3 Global Logs To add a new zone, on the Action menu, click New Zone.

3. Click Action > New Zone.
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- Welcome to the New Zone
- Wizard

This wizard helps you create a new zone for your DNS
server,

A zone translates DNS names to related data, such as IP
addresses or network services,

To continue, dick Next.

475
476 4. Click Next.
Zone Type
The DNS server supports various types of zones and storage.
Select the type of zone you want to create:
(®) Primary zone
Creates a copy of @ zone that can be updated directly on this server.
() Secondary zone
Creates a copy of @ zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.
() Stub zone
Creates a copy of @ zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
[w] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)
ook || nexts | [ conce
477
478 5. Click Next.
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Active Directory Zone Replication Scope
‘You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:
(7 To all DMS servers running on domain controllers in this forest: DLIPDR

(®) To all DMNS servers running on domain controllers in this domain: DLIPDR
(") To all domain controllers in this domain (for Windows 2000 compatibility): DI.IPDR

() To all domain controllers spedfied in the scope of this directory partition:

479
480 6. Click Next.
Reverse Lookup Zone Name B
A reverse lookup zone translates IP addresses into DNS names.
Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvE
addresses.
(@) IPv4 Reverse Lookup Zone
(") IPvé Reverse Lookup Zone
481
482 7. Click Next.
483 8. Enter the first three parts of the IP address of the AD/DNS server (for example, 192.168.1).
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names,

To identify the reverse lookup zone, type the network ID or the name of the zone.

(®) Metwork ID:
192 168 1|
The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:

| 1.168. 192.in-addr.arpa

484
485 9. Click Next.

Dynamic Update
‘fou can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynancmdahesa\ableDNSdmtmﬂmhastoregshamddyﬂamzlvmdaheﬂ\er
resource records with a DNS server whenever changes occur

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

R

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

() Do not allow dynamic updates
Diynamic updates oFresouoe records are not accepted by this zone. You must update

these records

486
487 10. Click Next.
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Completing the New Zone Wizard

‘fou have successfully completed the New Zone Wizard, You
spedified the following settings:

Name:  1.168.192.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Fmii.

488
489 11. Click Finish.
490 12. Click on the newly created reverse lookup zone.
File Action View Help
I G EEEN EEREE]
2 DNs Name Type Data Timestamp
4§ AD-DNS.DIIPDR ] (same as parent folder) Start of Authority (S0A)  [1], ad-dns.diipdr, hostm... static
b (] Forward Lookup Zones || ] (same as parent folder) Mame Server (NS) ad-dns.diipdr. static
4[] Reverse Lookup Zones
@ 1.168.192.in-addr.arp,
B [ Trust Points
> ] Conditional Forwarders h
b (2] Global Logs
491 |
492 13. Right-click in the window and select New Pointer (PTR)....
493 14. Enter the IP address of the AD/DNS server.
494 15. Enter the hostname of the AD/DNS server.
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Painter (FTR)

Host IP Address:
| 192,168.1.12

Fully qualified domain name (FQDM):
| 12.1.168. 192.in-addr.arpa |

Host name:
|ad-dns.di.ipdr| | | Browse... |

[ Allgw any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

496 16. Click OK.
I File Action View Help I
e nEEc=HE 88
£, DNS Name Type Data Timestamp
a i AD-DNS.DILIPDR =] (same as parent folder) Start of Authority (SOA) [1], ad-dns.di.ipdr, hostm... static
b [ Forward Lookup Zones || & (same as parent folder] Name Server (NS) 8 static
4 [ Reverse Lookup Zones || = 192,168,1.12 Pointer (PTR) ad-dns.diipdr
(=] 1.168.192.in-addr.arp|
b [ Trust Points
b [ Conditional Forwarders
b (i Global Logs
[<] m [T

498 2.2 Microsoft Exchange Server

499  As part of our enterprise emulation, we include a Microsoft Exchange server. This section covers the
500 installation and configuration process used to set up Microsoft Exchange on a Windows Server 2012 R2
501 machine.
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2.2.1 Install Microsoft Exchange
1. Run Exchange2016-x64.exe.

2. Choose the directory for the extracted files.
Choose Directory For Extracted Files
C:\Program Files‘Microsoft\Exchange Server|
3. Click OK.
Application Toals
Home Share View Manage v e
® = 1 [l « Local Disk (C) » ProgramFiles » Microsoft b Exchange Server b v ¢ [ search Exchange Server A
T Faverites i : e e L i W
B Desktop e 8/14/2017 10:22 AM  File folder
{4 Downloads Wosv 8/14/201710:22 AM  File folder
7 Recent places U sw 8/14/201710:22 AM  File folder
&K ta 81472017 10:22 AM  File folder
18 This PC Lte 8/14/2017 10:22 AM  File folder
& th 8/14/2017 10:22 AM  File folder
€ Network Lt 8/14/2017 10:22 AM  File folder
& uk 8/14/2017 10:22 AM  File folder
¥ ur 8/14/2017 10:22 AM  File folder
B 814/2017 10:22 AM  File folder
1 zh-hans 8/14/2017 10:22 AM  File folder
L zh-hant 8/14/2017 10:22 AM  File folder
i] autorun 9/20/20154:41 AM  Setup Information 1KB
ﬂ exchangeserver 9/20/20154:41 AM  Windows Installer ... 22,388 KB
%] microsoft.exchange.cabutility.dil 9/20/2015 441 AM Application extens... 278 KB Il
%] microsoft.exchange.data.common.dil 9/20/2015 441 AM Application extens... 1,684 KB
@ microsoft.exchange.diagnostics.dil 9/20/2015 441 AM  Application extens... 1,648 KB e
@ microsoft.exchangesetup.acquirelangua..  9/20/2015441 AM  Application extens... 68 KB -
@ microsoft.exchange.setup.bootstrapper.c..  9/20/2015441 AM  Application extens... 90 KB
@ microsoft.exchange.setup.signverfwrapp...  9/20/20154:41 AM  Application extens... 83 KB
||E] setup I 9/20/2015 441 AM  Application 31KB z
72items  1item selected 30.0KB "

4. Enter the directory and run setup.exe.

5. Select Connect to the Internet and check for updates.
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Check for Updates?

You can have Setup download Exchange Server 2016 updates from the Internet before you install Exchange. If updates are available,
they'll be downloaded and used by Setup. By downloading updates now, you'll have the latest security and product updates, If you
don't want to check for updates right now, er if you don't have access to the Internet, skip this step. If you skip this step, be sure te
downlead and install any available updates after you've completed Setup.

Select one of the following options:

@ Connect to the Internet and check for updates

O Don't check for updates right now

@8 Exchange

MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

6. Click Next.
7. Wait for the check to finish.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Downloading Updates...

Neo updates found, click next to continue with setup.

@8 Exchange

8. Click Next.
9. Wait for the copying to finish.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

51



516
517

518

DRAFT

Introduction

Welcome to Microsoft Exchange Server 2016!

Exchange Server is designed to help you increase user productivity, keep your data safe, and provide you with the centrol you need.
You can tailor your solution to your unique needs with flexible deployment options, including hybrid deployments that enable you to
take advantage of both on-premises and online solutions. You can use compliance management features to protect against the loss of
sensitive information and help with internal and regulatory compliance efferts. And, of course, your users will be able to access their
email, calendar, and voice mail on virtually any device and from any location. This wizard will guide you through the installation of
Exchange Server 2016.

Plan your Exchange Server 2016 deployment:
Read about Exchange Server 2016
Read about supported languages

Use the Exchange Server Deployment Assistant

@8 Exchange

MICROSOFT EXCHANGE SERVER 2016 SETUP 7?7 X

10. Click Next.
11. Click I accept the terms in the license agreement.
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MICROSOFT EXCHANGE SERVER 2016 SETUP "5 ? X
License Agreement
Please read and accept the Exchange Server 2016 license agreement.
MICROSOFT SOFTWARE LICENSE TERMS i

MICROSOFT EXCHANGE SERVER 2016 STANDARD, ENTERPRISE, TRIAL AND HYBRID

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its affiliates)
and you. Please read them. They apply to the software named above, which includes the media on which you received
it, if any. The terms also apply to any Microsoft

* updates,

+ supplements,

« Internet-based services, and

* support services

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the software.
Instead, return it to the retailer for a refund or credit. If you cannot obtain a refund there, contact Microsoft or W

S T " SO U S N S SOt S TOMNU N . ST QNI TR Fi .

@ | accept the terms in the license agreement

C\ | do not accept the terms in the license agreement.

@8 Exchange

12. Click Next.
13. Click Use Recommended Settings.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ?7 X

Recommended Settings

@ Use recommended settings

Exchange server will automatically check online for solutions when encountering errors and provide usage feedback to Microsoft to
help improve future Exchange features,

O Don't use recommended settings

Manually configure these settings after installation is comnplete (see help for more information).

Read more about providing usage feedback to Microsoft

Read more about checking for error solutions online

EEExchange back | | next

14. Click Next.

15. Check Mailbox role.

16. Check Automatically install Windows Server roles and features that are required to install
Exchange Server.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ?

Server Role Selection

Select the Exchange server roles you want to install en this computer:

Mailbox role

Automatically install Windows Server roles and features that are required to install Exchange Server

@8 Exchange back | | net

17. Click Next.
18. Specify the installation path for MS Exchange.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Installation Space and Location
Disk space required: 8696.2 MB
Disk space available: 19407.9 MB

Specify the path for the Exchange Server installation:

i C\Program Files\Microsoft\Exchange Server\V15

@8 Exchange

19. Click Next.
20. Specify the name for the Exchange organization, for example, DI.
21. Decide whether to apply split permissions, based on the needs of the enterprise.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Exchange Organization

Specify the name for this Exchange organization:
|D|\

I:‘ Apply Active Directory split permissions security model to the Exchange organization

The Active Directory split permissions security model is typically used by large organizations that completely separate the responsibility
far the management of Exchange and Active Directory among different groups of people. Applying this security model removes the
ability for Exchange servers and administrators to create Active Directory objects such as users, groups, and contacts. The ability to
manage non-Exchange attributes on those objects is also removed.

You shouldn't apply this security model if the same person or group manages both Exchange and Active Directory. Click '?' for more
information.

@8 Exchange bock || nec

22. Click Next.
23. Select No.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ?7 X

Malware Protection Settings

Malware scanning helps protect your messaging environment by detecting messages that may contain viruses or spyware, It can be
turned off, replaced, or paired with other premium services for layered protection.

Malware scanning is enabled by default. However, you can disable it if you're using another product for malware scanning. If you
choose to disable malware scanning now, you can enable it at any point after you've installed Exchange.

Disable malware scanning.

O Yes
® MNe

Internet access is required to download the latest anti-malware engine and definition updates.

back | I next

B& Exchange

24. Click Next.
25. Install any prerequisites listed.
26. If necessary, restart the server and re-run setup.exe, completing steps 3-22 again.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Readiness Checks

The computer will be checked to verify that setup can continue.

Prerequisite Analysis 100%
Warning:

Setup can't detect a Send connector with an address space of ™. Mail flow to the Internet may not work properly.
For more information, visit: http://technet. microsoft.com/library(EXCHG.160)/ms.exch.setupreadiness. MoConnectorToStar.aspx

@8 Exchange

27. Click Install.

2.3  Windows Server Hyper-V Role

As part of our simulated enterprise, we include a Windows Hyper-V server. This section covers the
instructions for installing Windows Server Hyper-V on a Windows Server 2012 R2 machine.

The instructions for enabling the Windows Server Hyper-V Role are retrieved from
https://technet.microsoft.com/en-us/library/hh846766(v=ws.11).aspx and are replicated below for
preservation and ease of use.

2.3.1 Production Installation

1. In Server Manager, on the Manage menu, click Add Roles and Features.
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Server Manager * Dashboard

Ad&ts s and Features

Remove Roles and Features

| Add Servers

H Local Server B

Create Server Group

ii All Servers " i -
o Configure this local server sewver Nopsiier Bropettics
QUICK START
2 Add roles and features
3 Add cther servers to manage =
WHAT'S NEW 2
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS =

Roles:0 | Servergroups:1 | Servers total: 1
H§ Local Server 1 BE All Servers 1
@ Manageability @ Manageability
Events Events s

2. On the Before you begin page, verify that your destination server and network environment are

prepared for the role and feature you want to install.
= Add Roles and Features Wizard - | o [

DESTINATION SERVER

Before you begin WIN-MR2807CRMO1.DLTEST

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Ty hosting a website.

e You Begin

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

3. Click Next.
4. On the Select installation type page, select Role-based or feature-based installation.
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5.
6.

7.
8.

. - DESTINATION SERVER
Select installation type WIN-MR2BOTCRMO1.DLTEST
Before You Begin SeiectI the installation .type. You can ins?ail roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
: () Role-based or feature-based installation
Server Selection : z .
Configure a single server by adding roles, role services, and features.
Server Roles
Rt el =
Faatures o 2 poe % 7 B
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
| < Previous | | ﬂe&) | | Install | | Cancel |
Click Next.

On the Select destination server page, select a server from the server pool.

DESTIMATION SERVER

Select destination server WIN-MR2BOTCRMO1.DLTEST

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®); Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

Microsoft Win Server 2012

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ﬂe:ﬁ) | Install ‘ | Cancel
Click Next.

On the Select server roles page, select Hyper-V.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

61



563

564
565

566
567

DRAFT

9. To add the tools that you use to create and manage virtual machines, click Add Features.

Select server roles

Before You Begin
Installation Type

Server Selection

Features

Hyper-v
Wirtual Switches
Migration
Default Stores

Confirmation

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services

[ Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services
b Application Server {Installed)

[] DHCP Server

[] DNS Server

[ Fax Server
b [H] File and Storage Services (2 of 12 installed)

|>

[ Network Policy and Access Services
[ Print and Document Services

[] Remote Access

[] Remate Desktop Services

DESTINATION SERVER
WIN-MR2BOTCRMO1.DITEST

Description

Hyper-V provides the services that
you can use to create and manage
virtual machines and their resources.
Each virtual machine is a virtualized
computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
systems simultaneously.

< Previous ﬂgt >

Install Cancel

10. Click Next.

Select features

Before You Begin

DESTINATION SERVER
WIN-MRZEOTCRMO1.DITEST

Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection i
b NET Framework 3.5 Features (Installed) A ehET Eramesoric s combines e
Server Rolas power of the .NET Framework 2.0
= 3 .NET Framework 4.5 Features (Installed) APls with new technologies for
b [] Background Intelligent Transfer Service (BITS) = building applications that offer
Hyper-V [[] BitLocker Drive Encryption appealing iy !nter[aces,, protect
) — your customners' personal identity
Virtual Switches [ Bitlocker Network Unlock information, enable seamless and
Migration [ BranchCache secure communication, and provide
- the ability to model a range of
Client for NFS
Default Stores - s business processes,
) [] Data Center Bridging
Confirmation )
[] Direct Play
[] Enhanced Storage
[ Failover Clustering
[] Group Policy Management
115 Hostable Web Core (Installed)
[ Ink and Handwriting Services ||
— . e o e v
<] " 1>
< Previous | | Next )R{J | Install | | Cancel
b

11. Click Next.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

62



568
569

570

571
572

DRAFT

DESTINATION SERVER
H yper- V WIN-MR2807CRMO1.DLTEST
Before You Begin Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines.
You can use virtual machines to consolidate multiple workloads on one physical server, to improve
Installation Type server availability, and to increase efficiency in developing and testing software.

Server Szlection

Things to note:
Server Rolas

* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches.

Features

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
Virtual Switches machines,

Migration
Dafault Stores

Confirmation

More information about Hyper-V

| < Previous | | MNext >%J | Install | | Cancel

12. Click Next.

13.

On the Create Virtual Switches page, select the appropriate options.
=

. . DESTIMATION SERVER
Create Virtual Switches WIN-MR2307CRMO1.DLTEST
Before You Begin Virtual machines require virtual switches to communicate with other computers. After you install this

role, you can create virtual machines and attach them to a virtual switch.
Installation Typs
One virtual switch will be created for each network adapter you select. We recommend that you create

Server Selection at least one virtual switch now to provide virtual machines with connectivity to a physical network. You

Seryer Roles can add, remove, and modify your virtual switches later by using the Virtual Switch Manager.
Features MNetwork adapters:
Hyper-v Mame Description

Ethernet Intel(R) PRO/1000 MT Metwork Connaction

Migration

Default Stores

Confirmation 'Jj We recommend that you reserve one network adapter for remote access to this server, To reserve a

 network adapter, do not select it for use with a virtual switch,

< Previous ﬂg{ 5 | Install | ‘ Cancel

14. Click Next.
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573 15. On the Virtual Machine Migration page, select the appropriate options.

&

Before You Begin
Instzllation Type
Server Selection
Server Roles
Features

Hyper-¥

Virtual Switches

Default Stores

Confirmation

Virtual Machine Migration

DESTINATION SERVER
WIN-MRZBOTCRMOT.DLTEST

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

[ Allow this server to send and receive live migrations of virtual machines

Authentication protocol
Select the protocol you want to use to authenticate live migrations.
(®) Use Credential Security Support Provider (CredSSP)
This protocol is less secure than Kerberas, but does not require you to set up constrained
delegation. To perform a live migration, you must be logged on to the source server.
() Use Kerberos

This protocel is mere secure but requires you to set up constrained delegation in your
environment to perform tasks such as live migration when managing this server remotely.

If this server will be part of a cluster, do not enable migration now, Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster.

| <i_’nzviuus| _____ ext > ‘ | Install || Cancel
574
575 16. Click Next.
576 17. On the Default Stores page, select the appropriate options.

=

Default Stores

Before You Begin
Installation Type
Server Selection
Server Roles
Features
Hyper-v

Virtual Switches

Migration

Confirmation

577

DESTIMATION SERVER
WIN-MRZBOTCRMO1.DLTEST

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files, You can change these default locations
now, or you can change them later by modifying Hyper-V settings.

Default location for virtual hard disk files:
CiAUsers\Public\Documents\Hyper-ViVirtual Hard Disks

Default location for virtual machine configuration files:

Ci\ProgramData\Microsoft\Windows\Hyper-V

< Previous | | ﬂe{\g S | | Install | | Cancel

578 18. Click Next.
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19. On the Confirm installation selections page, select Restart the destination server automati-

cally if required.
[= Add Roles and Features Wizard - | = =T

DESTINATION SERVER

Confirm installation selections WIN-MR2BOTCRMO1 DITEST

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration teols) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-\V/
Remote Server Administration Tools
Rele Administration Tools
Hyper-V Management Tools
Hyper-¥ Module for Windows PowerShell

Hyper-¥ GUI Management Tools

Export configuration settings
Specify an alternate source path

< Previous Mext > Cancel

20. Click Install.

21. When installation is finished, verify that Hyper-V installed correctly. Open the All Servers page
in Server Manager, and select a server on which you installed Hyper-V. Check the Roles and
Features tile on the page for the selected server.

2.4 MS SQL Server

As part of both our enterprise emulation and data integrity solution, we include a Microsoft SQL Server.
This section covers the installation and configuration process used to set up Microsoft SQL Server on a
Windows Server 2012 R2 machine.

24.1 Install and Configure MS SQL

1. Acquire SQL Server 2014 Installation Media.
2. Locate the installation media in the machine and click on SQL2014_x64_ENU to launch SQL
Server Installation Center.
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Planning
Installation
Maintenance
Tools
Resources
Advanced

Options

Microsoft SQL Server2014

Hardware and Software Requirements

View the hardware and software requirements,

Security Documentation

View the security documentation,

Online Release Notes

View the latest information about the release. %

How to Get SOL Server Data Tools

SQL Server Data Teols provides an integrated envirenment for database developers to
carry out all their database design work for any 5L Server platform.

System Cenfiguration Checker

Launch a tool to check for conditions that prevent a successful SOL Server installation.

Install Upgrade Advisor

Upgrade Advisor analyzes any SOL Server 2012, SOL Server 2008 R2, SOL Server 2008 or
S0L Server 2003 components that are installed and identifies issues to fix either before
or after you upgrade to SOL Server 2014,

Online Installation Help

Launch the online installation documentation.

How to Get Started with SOL Server 2014 Failover Clustering
Read instructions on how to get started with SOL Server 2014 failover clustering.

How to Get Started with a PowerPivot for SharePoint Standalone Server Installation

Read instructions on how to install PowerPivot for SharePoint in the fewest possible
steps on a new SharePoint 2010 server,

<|

3. On the left menu, select Installation.

Planning
Maintenance
Tools
Resources

Advanced

Options

Microsoft SQL Server2014

g

L
i
2

MNew SCOL Server stand-alone installation or add features te an existing installation

Launch a wizard to install SQL Server 2014 in a non-clustered environment or to add
features to an existing SOL Server 2014 instance.

Mew SCL Server failover cluster installation

Launch a wizard te install a single-node SOL Server 2014 failover cluster.

Add node to a SOL Server failover cluster
Launch a wizard to add a node to an existing 5QL Server 2014 failover cluster.

Upgrade from SQL Server 2003, SOL Server 2008, SQL Server 2008 R2 or SOL Server 2012

Launch a wizard to upgrade SOL Server 2005, SOL Server 2008, SOL Server 2008 R2 or SQL
Server 2012 to SOL Server 2014.
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597 4. Select New SQL Server stand-alone installation or add features to an existing installation. This
598 will launch the SQL Server 2014 setup.
599 5. Inthe Product Key section, enter your product key.
T SQL Server 2014 Setup = | 1= -
Product Key

Specify the edition of SQL Senver 2014 to install.

Product Key Validate this instance of SQL Server 2014 by entering the 25-character key from the Microsoft ~
certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such

License Terms 2 5
as Evaluation or Express. Evaluation has the largest set of SQL Server features, as documented in SQL

Global Rules Server Books Onling, and is activated with a 180-day expiration. To upgrade from one edition to
Iyt B Pg
Product Updates another, run the Edition Upgrade Wizard.
Install Setup Files
Install Rules ) Specify a free edition:
Setup Role Evaluation =

Feature Selection s
(®) Enter the product key:
Feature Rules

Feature Configuration Rules “_7—7—7—7—

Ready to Install

Installation Progress

Complete

< Back | ﬂa&? | | Cancel

600
601 6. Click Next.
602 7. Inthe License Terms section, read and click | accept the license terms.
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License Terms

To install SQL Server 2014, you must accept the Microsoft Software License Terms.

Product Key ~

MICROSOFT SOFTWARE LICENSE TERMS i
License Terms -
Global Rules MICROSOFT SQL SERVER 2014 ENTERPRISE SERVER/CAL EDITION
Product Updat

il _5 These license terms are an agreement between Microsoft Corporation (or based on where you

Install Setup Files live, one of its affiliates) and you. Please read them. They apply to the software named above,
Install Rules which includes the media on which you received it, if any. The terms also apply to any Microsoft
Setup Role s updates,
Feature Selection
Feature Rules *  supplements, v
Feature Configuration Rules EN =)
Ready to Install Copy  Print
[nstalietion Erogies [w] | accept the license terms.
Complete

0 Turn on G Experience Imp Program (“CEIP") and Error Reporting to help improve the

quality, reliability and performance of Microsoft SQL Server 2014,

See the Microsoft SOL Server 2014 Privacy Statement for more information.

* Microsoft SQL Server 2014 also includes a Visual Studio component that will have CEIP settings turned

off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studio.

‘ < Back || ﬂm)h || Cancel
603 =
604 8. Click Next.

605 9. Inthe Install Rules section, note and resolve any further conflicts.

Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
«can continue.

Product Key Operation completed. Passed: 6. Failed 0. Waming 1. Skipped 0.

Global Rules

Product Updates Hide details <<

Install Setup Files View detailed report

Install Rules

Setup Role Rule Status

Ecatine Sclechion @ Fusion Active Template Library (ATL) Passed

Feature Rules @ Previous releases of SOL Server 2008 Business Intelligence Devel... | Passed

Feature Configuration Rules @ Consistency validation for SOL Server registry keys Pagsed

Ready to Install @ Computer demain controller Passed

Installation Progress @ Microsoft NET Application Security Passed

Eompks A | Windows Firewall Warning
@

Block install when Microsoft SOL Server 2014 CTP1 is present. Passed

< Back | | ﬂex‘l!% | | Cancel ‘ | Help

606 ]
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10. Click Next.
11. In the Setup Role section, select SQL Server Feature Installation.
el SQL Server 2014 Setup
Setup Role

Click the SOL Server Feature Installation option to individually select which feature components to install, or click a
feature role to install a specific configuration.

_I:I-

Product Key (® S0 Server Feature Installation

License Terms Install SOL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
Global Rules and other features.

Product Updates () SOL Server PowerPivot for SharePoint

Install Setup Files Install PowerPivot for SharePoint on a new or existing SharePoint server to support PowerPivot data
Install Rules access in the farm. Optionally, add the SQL Server relational database engine to use as the new farm's
Setup Role database server.

Feature Selection

Feature Rules (O All Features With Defaults

Feature Configuration Rules Install all features using default values for the service accounts,

Ready to Install
Installation Progress

Complete

| < Back | Eext = | | Cancel | | Help

12. Click Next.
13. In the Feature Selection section, select the following:
a. Database Engine Services
b. Client Tools Connectivity
c. Client Tools Backwards Compatibility
d. Client Tools SDK
e. Management Tools — Basic
f. Management Tools — Complete
g. SAQL Client Connectivity SDK
h. Any other desired features
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Feature Selection

Select the Enterprise features to install.

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files

Features:

Feature description:

ce Features ~
[] Database Engine Services
[] 50L Server Replication
[] Full-Text and Semantic Extractions for Sea =
[[] Data Quality Services =

In

The configuration and operation of each
instance feature of a SQL Server instance is
isolated from other SQL Server instances. SGL
Server instances can operate side-by-side on

Prerequisites for selected features:

Gzl s [[] Analysis Services —
Setup Role Ok "rt T - Already installed: B
i i :p" RETES RN | i Windows PowerShell 2.0 j
Feature Selection ared Features Microsaft NET E T ¥
Feature Rules E Reporting Services - SharePoint (<] m [1=]
2 2 Reporting Services Add-in for SharePoint Pro 5 =
Instal Configurat Dick Space uirements
nee c{“ |gulr on [] Data Quality Client pacsbie
Server Configuration [ Client Tools Connectivity || rive C: 2534 MB required, 21593 ME available | ~ |
D Engine C [] Integration Services 1] i
Feature Configuration Rules <1 il [ [2] |
Ready to Install
= | Select All | | Unszelect All |
Installaticn Progress
Complete Instance root directory: |C:\Program Files\Microsoft SCL Server', | EI
Shared feature directory: |C:\Program Files\Microsoft SCL Server', | EI
Shared feature directory (x86): |C:\Program Files (xB86)\Microsoft SOL Servery | II'
| < Back | | Next )% | | Cancel | ‘ Help |

14. Click Next.

15. In the Instance Configuration section, select Default instance.

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

(®) Default instance

) Named instance: | MSSOLSERVER

Instance 1D: |MSSQLSERVER

SQL Server directory:  C:\Program Files\Microsoft SOL Server\MSS0L12 MSSOLSERVER

Installed instances:

Instance Mame Instance ID Features

Edition Version

< Back

| | Cancel | | Help

[ ndy
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16. Click Next.
5 SQL Server 2014 Setup |- | = [

Server Configuration

Specify the service accounts and collation configuration.

Product Key Service Accounts | Collation |

License Terms
Microsoft recommends that you use a separate account for each SQL Server service,

Global Rules

Product Updates Service Account Name Password Startup Type
Install Setup Files e S 1 scrice\SOLSERVERA... Manual v
Install Rules S0L Server Database Engine NT Service\MS5CQLSERVER Automatic v
Setup Role SOL Server Browser NT AUTHORITYWLOCAL ... Dizabled v

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

| < Back | ‘ E‘Xt » | ‘ Cancel ‘ | Help ‘

17. In the Server Configuration section, click Next.
18. In the Database Engine Configuration section, make sure Mixed Mode is selected.
19. Add all desired users as Administrators under Specify SQL Server Administrators by pressing
Add Current User.
a. For Domain accounts, simply type in SDOMAINNAME\SUSERNAME into Enter the
object names to select textbox.
Click OK.
For local computer accounts, click on locations and select the computer's name.
Click OK.
Type the username into the Enter the object names to select textbox.
Once you are finished adding users, click Next.

=0 o0
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Database Engine Configuration

Specify Database Engine authentication security mede, administrators and data directories,

Product Key Server Configuration | Data Directories | FILESTREAM
License Terms
Global Rules Specify the authentication mode and administrators for the Database Engine.
Product Updates Authentication Mode
Install Setup Files () Windews authentication mode
Install Rules . L . o
®) Mixed Mode (SOL Server authentication and Windows authentication)
Setup Role

Feature Selection Specify the password for the SOL Server system administrator (sa) account.

Feature Rules Enter password:

Instance Cenfiguration

Confirm pa:

Server Cenfiguration

Dx Ev‘e' Ci q al

Specify SOL Server administrators

Feature Configuration Rules WIN-MRZBO7CRMO 1\Administrator (Administrator) SO Server administrators
Ready to Install have unrestricted access
Installation Progress to the Database Engine.
Complete
Add Current User| | Add... | ‘ Remove |
| < Back | | ﬂﬂ) | | Cancel | ‘ Help |
637 =
638 20. In the Ready to install section, verify the installation and click Install.
Ready to Install
Verify the SQL Server 2014 features to be installed.
Product Key Ready to install SQL Server 2014:
License Terms = Summary
Global Rules - Edition: Enterprise
Product Updates - Action: Install (Product Update)
Install Setup Files EJ- Prerequisites =
- Already installed:
i L= Windows PowerShell 2.0 L]
Setup Role Microsoft [MET Framework 3.5
Feature Selection H Microsoft JMET Framework 4.0
e = To be installed from media:
Pt S - Microsoft Visual Studio 2010 Redistributables
nee u-n lgm_ on Microsoft Visual Studio 2010 Shell
Server Cenfiguration [=1- General Configuration
Database Engine Configuration E| Features
Feature Configuration Rules . i~ Database Engine Services
o 1o Tt Cl?ent Tools Connectivity B
= Client Tools Backwards Compatibility
I Al el s Client Tools SDK al
Complete I HIE A ¥ + Taale . B 1™
B | B
Configuration file path:
|C:\Ploglam Files\Microsoft 5QL Server\120\5etup Bootstrap'\Leg\20170814_070653\CenfigurationFile.ini |
< Back | ‘ !HStTI ‘ Cancel ‘ | Help
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640 21. Wait for the install to finish.
Complete

Your SOL Server 2014 installation completed successfully with preduct updates.

Product Key Information about the Setup operation or possible next steps:

License Terms

Feat Stat A
Global Rules — —
& Management Tools - Complete T
Product Updates (& Client Tools Connectivity Succeeded =
Install Setup Files () Client Tools SDK Succeeded
Install Rules {9 Client Tools Backwards Compatibility Succeeded
Setup Role 9 Management Tools - Basic Succeeded L
. {24 Database Enaine Services Succeeded e
Feature Selection
Feature Rules
Instance Configuration Details:
Server Configuration Viewing Product Documentation for SQL Server ~|

Database Engine Configuration
Only the components that you use to view and manage the documentation for SQL Server have

fatus Conhauiation Bl been installed. By default, the Help Viewer component uses the online library. After installing

Ready to Install SQL Server, you can use the Help Library Manager component to download documentation to
Installation Progress your local computer. For more information, see Use Microsoft Books Online for SQL Server
(<http://go.microsoft.com/fwlink/?LinklD=299578>).
Complete L~]
Summary log file has been saved to the following location:
C\Program Files\Microsoft SQL Server\120\Setup Bootstraphlogh20170814 070653\Surnmary WIN-
MRZBO7CRMC 20170814 070653 bt @
Close ‘ | Help
641 B |
642 22. Click Close.

643 2.4.2 Open Port on Firewall

644 1. Open Windows Firewall with Advanced Security.
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File Action View Help

s

23 Inbound Rules

Uutbounku\es

¥ Connection Security Rules
1 ™| Monitoring

<] m [

AP Windows Firewall with Advancy RiE i P Lo | Actions

‘ Windows Firewall with Advanced Security provides network security for Windows computers.

Overview

Domain Profile

& Windows Firewall is on

@ inbound connections that do not match a nule are blocked
@ Outbound comnections that do not match a nie are allowed
Private Profile

@ Windows Firewallis on.

@ Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a nle are sllowsd

Public Profile is Active

& Windows Firewall is on

@ inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a nle are allowed

Windows Firewal Properties

Getting Started

Create comection securty nules to speciy how and when cannections between computers are autherticated and
protecied by using Intemet Protocol securty {IPsec).

Connection Securty Rules

View and create firewall rules

Create fiewal rules to allow or block connections to specified programs or ports. Yau can also alow a connection
1 is authenticated. or f & comes from an authorized user. grou, or computer. By defaul, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule
blocks them

& Import Policy...
45| Export Policy...

Restore Default Policy

Diagnose / Repair

View »
[ Refresh

Properties

2. Click Inbound Rules.

File Action View Help

«= znE = @

51 Inbound Rules
Outbound Rules
% Connection Security Rules
b . Monitoring

T

@ Windows Firewall with Advance LT L

Mame Group Profile Enabled A
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... All Mo

@ BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All Mo

@ BranchCache Peer Discovery (WSD-In)  BranchCache - Peer Discove... All Mo

(@) COM-+ Network Access (DCOM-In) COM+ Network Access Al Yes

@ COM- Remote Administration (DCOM-In) COM+ Remote Administrati... Al Mo =
{8 Core Networking - Destination Unreacha... Core Networking Al Yes

(@) Core Networking - Destination Unreacha... Core Networking Al Yes

(@ Core Networking - Dynamic Host Config... Core Networking Al Yes

(@) Core Networking - Dynamic Host Config... Core Networking Al Ves

(@) Core Networking - Internet Group Mana...  Core Networking Al Ves A
@ Core Networking - IPHTTPS (TCP-In) Core Networking Al Yes A
(@) Core Networking - IPv6 (Pv6-In) Core Networking Al Ves A
1@ Core Networking - Multicast Listener Do...  Core Networking Al Ves A
(@) Core Networking - Multicast Listener Qu...  Core Networking Al Ves A
(@) Core Networking - Multicast Listener Rep... Core Networking Al Ves A
(@ Core Networking - Multicast Listener Rep... Core Networking Al YVes A
(@ Core Networking - Neighbor Discovery A... Core Networking Al Ves A
(@ Core Networking - Neighbor Discovery S... Core Networking Al Yes A
(@ Core Networking - Packet Too Big (ICMP... Core Networking Al Yes A
{8 Core Networking - Parameter Problem (I Core Networking Al Yes A
(@ Core Networking - Router Advertisement... Core Networking Al Yes A
(@ Core Networking - Router Solicitation (IC... Core Networking Al Yes A
(@ Core Networking - Teredo (UDP-In) Core Networking Al Yes A
(@ Core Networking - Time Exceeded (ICMP... Core Networking Al Yes A
@ Distributed Transaction Coordinator (RPC)  Distributed Transaction Coo... All Ves A
@ Distributed Transaction Coordinator (RP... Distributed Transaction Coo... All Ves A
(@ Distributed Transaction Coordinater (TC... Distributed Transaction Coo... Al Yes A
@ File and Printer Sharing (Echo Request - I... File and Printer Sharing Al Mo A
@ File and Printer Sharing (Echo Request - I... File and Printer Sharing Al No n
@ File and Printer Sharing (LLMNR-UDP-In) ~ File and Printer Sharing Al Mo I
@ File and Printer Sharing (ME-Datagram-In) ~ File and Printer Sharing Al Mo I
@ File and Printer Sharing (NB-Name-In)  File and Printer Sharing Al No Al

T Filter by Profile
T Filter by State
'

- v v

Filter by Group

v

View
Refresh
Bxport List...

B e

Help

New Rule...

3. Click New Rule.
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649 4. Select Port.
650 5. Click Next.
651 6. Select TCP and Specific local ports.
652 7. Type 1433 into the text field.
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
# Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ® 1ICP
@ Action ) uDpP
@ Profile
& Homs Dioes this rule apply to all local ports or specific local ports?
) Al local ports
® Specific local ports: [1433
Example: 80, 443, 5000-5010
| el [
653
654 8. Click Next.
655 9. Select Allow the connection.
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Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

& Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports

z (O] Allow the connection
. o This includes connections that are protected with IPsec as well as those are not.
@ Profile
N ) Mlow the connection if it is secure

e This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

N

) Block the connection

<Back || Net> |[ Cancel

10. Click Next.
11. Select all applicable locations.
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Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?

@ Protocol and Ports
@ Action [v/| Domain
Applies when a computer is connected to its corporate domain.

& Profile
@ MName [v] Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[¥] Public

Applies when a computer is connected to a public network location.

<Back || uan%H Cancel

12. Click Next.
13. Name the rule Allow SQL Access.
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4 New Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

@ Rule Type
@ Protocol and Ports

@ Action
@ Profile LB

Alow 5QL Access
@ Name

Description {optional):

< Back

|| Einis[™, | | Cancel

14. Click Finish.

243
1.

Add a New Login to the Database

Open SQL Server Management Studio.

Microsoft SOL Server Managemint Studio (Administrator)

Fde Lda Veew Toch Window el
Dl T e ] e ey LT (5
(ibjact Eaploces -1 X

oo L= Cifal £}

Conmect 1o Server
Microsoft SQL Server 2014
Dbt Ervgre

[

Fretes Alterten

[ 0 a)=
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667 2. Click Connect to connect to the database.
668 3. Inthe Object Explorer window, expand the Security folder.

i
Foe Lot View Ocbog Toch Window beip
L e e s A i e e e S L
Dot Lxpiorer -3 x
Conset= i 34 m T 1.4
& v I e 120,
® 1 Databases
= i Securey

u [ Server Otjects
# [ Regheation
& £ Abwayslin High Avsiabibty

669
670 4. Right-click on the Logins folder and click New Login....

671 5. Input the desired user.

4 Microsoft SOL Server Management Studéo (Administratar) (=[O =

[rerp— -8

oo 3/ 8i 8 T 0.5

= | WIN-MRIBOPCRAAN [SOL Server 120
% 3 Datsties

o Serces Cotalegs
e e (Agant 1Py disab|

672
673 6. Click OK.
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674 2.5 Microsoft IIS Server

675  As part of our enterprise emulation, we include a Microsoft IS server. This section covers the
676 installation and configuration process used to set up Microsoft Exchange on a Windows Server 2012 R2
677 machine. This was conducted on the same machine as section 2.4.

678 2.5.1 Install 1IS
679 1. Open Server Manager.

* Dashboard

WELCOME TO SERVER MANAGER
i A8 servers o RO o
BE File and iceage Serviens & 1 5 10C

AT MW

AN MORE

ROLES AND SERVER GROUPS

n File and Storage
Services

() Manageabiity (D) Manageabisty (@ Manageabiity

Events

1 B tocal Server 1 B a0 servers 7

Sarvices

680
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681 2. Click Add Roles and Features.

DESTINATIOM SERVER

Before you begin MSSQLDLPDR

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your arganization, such as sharing documents, or
Installation Type hosting a website,

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, dick Next.

[ Skip this page by default

| < Previous | | Mext > | | Install | | Cancel
682
683 3. Click Next.
684 4. Select Role-based or feature-based installation.

o 2 DESTIMATION SERVER
Select installation type MSSQLDLIPDR
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Sslection

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Previuus‘| Next » | | Install || Cancel

685
686 5. Click Next.
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6. Select MSSQL (or the correct Windows Server name) from the list.

DESTINATION SERVER

Select destination server MSSQL DI PR
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation T (®) Select a server from the server pool
yes P
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

Microsoft Windk

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Mext » | | Install | | Cancel

7. Click Next.

DESTINATION SERVER

Select server roles MSSQLDLPDR

Select one or more roles to install on the selected server,

Before You Begin

Installation Type Roles Description
Server Selection x A Web Server (I1S) provides a reliable,
[ Application Server manageable, and scalable Web
[] DHCP Server application infrastructure,
Features ] DNS Server
[] FaxServer ]
i [m] File and Storage Services (1 of 12 installed)
[] Hyper-v

[] Metwork Policy and Access Services
[] Print and Document Services

[] Remate Access

[] Remote Desktop Services !
[] Volume Activation Services
(MRWeb Server (IIS)
[] Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services il
< Previous | | Next = | | Install | | Cancel
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691 8. Check the box next to Web Server (lIS).
= Add Roles and Features Wizard = x

DESTIMATION SERVER
MS5QLDLIPDR

X

Select server ro =

Add features that are required for Web Server (115)?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Web Server (/I5)
4 Management Tools

[Tools] IS Management Console

Include management tools (if applicable)

| Add Features | ‘ Cancel

| < Previous | | Mext » | | Install ‘ | Cancel |

692
693 9. Click Add Features.

DESTINATION SERVER
Select server roles MSSQLLEDR
Beforz You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection . ~ Web Server (115 provides a reliable,
[ Application Server manageable, and scalable Web
[] DHCP Server application infrastructure.
pp!
Features D DNS Server
Web Server Role (II5) [ EaacBenver,
Role Services [ [®] File and Storage Services (1 of 12 installed)
Confirmation [ Hyper-v
[[] Metwork Policy and Access Services
[ Print and Document Services
[] Remote Access
emote Desktop Services
O Desktop Servi =
[] veolume Activation Services
Neb Server (lIS)
[] Windows Deployment Services
indows Server Essentials rence
[] Windows Server Essentials Experi
[] Windows Server Update Services vl
<Previous | [ Net> | [ sl | [ Cancel
695 10. Click Next.
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696 11. Ensure that all desired features are selected.

DESTINATION SERVER

Select features MSSQLDLIPDR

Select one or more features to install on the selected server,

Before You Begin

Installation Type Features Description
Server Selection ~ NET Framework 3.5 combines the
= A e ol et sl A ol b b power of the .NET Framework 2.0
SeRVEnRoks b [m] NET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
> [] Background Intelligent Transfer Service (BITS) = building applications that offer
Web Server Role (Is] [ Bitlocker Drive Encryption sopcaling Lser interine e protect
— your customers' personal identity
Role services [ BitLocker Network Unlock information, enable seamless and
Confirmation [ BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
s business processes.
[] Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[] Failover Clustering
[] Group Policy Management
[] 115 Hostable Web Core
[ Ink and Handwriting Services ||
— . o v
<] " [ 2]
| < Previous | ‘ Next = | | Install ‘ | Cancel |

697
698 12

Click Next.

Web Server Role (lIS) e

‘Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (1IS) 8.5 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates 115 8.5, ASP.NET, and Windows
Communication Foundation,

Before You Begin

Server Sslection

Server Roles Things to note:

Features

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer,

Role Services * The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP

Confirmation errors), monitor and log server activity, and configure static content compression,

More information about Web Server IIS

< Previous | | Next = | ‘ Install | | Cancel

699
700 13. Click Next.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events



DRAFT

701 14. Ensure that Default Document, Directory Browsing, HTTP Errors, Static Content, HTTP Logging,
702 and any other desired Role services are selected.

Select role services S e

Before You Begin Select the role services to install for Web Server (I1S)

Installation Typa Role services Description
Server Selection u ~ Web Server provides support for
Neb Serve — 5 &
Server Roles HTML Web sites and optional
4 Common HTTP Features support for ASP.NET, ASP, and Web
Features Default Document server extensions. You can use the
Web Servar Role (I5) Directory Browsing = Web Server to host an internal or

external Web site or to provide an
HTTP Errors environment for developers to
Confirmation Static Content | create Web-based applications.

"] HTTP Redirection

[] WebDAV Publishing
4 Health and Diagnostics

HTTP Logging

[] Custom Logging

[] Logging Tools

[] ODBC Logging

[ Request Monitor

<| n |!>‘V

| < Previous | | Mext > | | Install | | Cancel |

703
704 15

Click Next.

DESTINATION SERVER

Confirm installation selections MSSQLDLPDR

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. I you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Features

Wehb Sarver Role (1I5) Web Server (IIS) -
Management Tools

Role Services

115 Management Conscle

‘Web Server
Common HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

<

Health and Diagnostics

Export configuration settings
Spedfy an alternate source path

<Previous || Nect> | [ nstal | [ Cancel

705
706 16. Click Install.
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|n5ta||ation progress DESTINATION SERVER

MSSQLDLIPDR
View installation progress

o Starting installation
[

Web Server (lIS)
Management Tools

[>]

115 Management Console
Web Server
Common HTTP Features
Default Document

Directory Browsing
HTTP Errors |
Static Content

Health and Diagnostics ||
HTTP Logaing

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

|<Prewous|| MNext > | | Install || Cancel |
707

708 17. Wait for the installation to complete.

Insta | | ation prog ress DESTINATION SERVER

MSSQL DIIPDR
View installation progress

o Feature installation

Installation succeeded on MSSQLDLIPDR.

‘Web Server (lIS)
Management Tools
115 Management Console
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors N
Static Content

[>]

Health and Diagnostics ||
HTTP Loaaina ad

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | ‘ Close ‘ | Cancel
709

710 18. Click Close.
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711 2.5.2 IIS Configuration

. . .
712 1. Open Windows Explorer and click This PC.
Drive Tools
Home Share View Manage v 8
© = 1 [ > ThisPC b Local Disk(C) v & [ Search Local Disk (€2 2|
i Favorites Name “ Date modified Type Size
B Desktop | inetpub 1/26/2018 1:32 PM File folder
j Downloads | PerflLogs 8/22/2013 852 AM  File folder
%] Recent places |1 Program Files 11/9/2017 6:26 PM File folder
ji Program Files (x26) 11/9/2017 &:26 PM File folder
18 This PC L Users 11/9/2017 6:27 PM File folder
L Windows 1/26/2018 1:32 PM File folder
f‘! Network
713 6 items
714 2. Right-click, and select Create Folder.
715 3. Name the folder www.
Home Share View v 9
(€ (3) -+ 1 |ie » ThisPC » Local Disk(C) + v & | search Local Disk (C) A
¥ Favorites Name : Date modified Type Size
B Desktop L inetpub 1/26/2018 5:52 PM File folder
1§ Downloads | Perflogs 8/22/2013 8:52 AM  File folder
4] Recent places |\ Program Files 1/29/2018 4:04 PM File folder
H Program Files (x26) 1/29/2018 2:40 PM File folder
18 This PC 1 Users 1/26/2018 5:52 PM File folder
}i Windows 1/29/2018 2:25 PM File folder
€ Network L | 2/1/20181:38PM_ File folder
716 Titems 1 item selected
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65 b Start Page

Open the Internet Information Services (IIS) Manager.

File View Help

Y erne 0 atio e es &
ag
-85 MSSQL (MSSOL\Administrate
Name Server Connect to Iocalhost IS News and Information
Gy mssaL Pe— Connect to a server... IS Downloads
Connect to 2 site... IS Forums
Connect to an application... TechMet
MSDN
ASP.NET News
Microsoft Web Platform
<] [T >
\ v . s\ >

IS News

115 News is disabled, click the Enable [I5 News link to get the most recent online news.

<] m [ >

718 =
719 5. Click the arrow next to MSSQL (or the chosen name of the server).

720 6. Click Sites.

e-id|a |8 G sites | @ adawetnie.
‘g m?m“*m ; Filter: = ¥ 6o - (@ Shewall | Greupby: Mo Grauping Set Websie Defaghe..
) Agplication Pools Nt~ o Satus Hinding Path | @ Hep
+ (16 Sines] & Defou Web Site 1 Started (ht...  *:80 {hitp] HSystemDrive Khinetpublymract
[<] w )
< - 1 15| [ estures View |u.% Content View
721 i 4

722 7. Click Add Website....
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8.

9.

Site name: Application pook

|| | |DdaullAppPonl | Select..

Content Directory
Physical path:

[ |[-]

Pass-through authentication

| Connect as... | | Test Settings... |
Binding

Type: IP address: Port:

[hitp v| [l Unassigned v| [0 |
Host name:

Example: www.contoso.com or marketing.conteso.com

[l Start Website immediately

[ o || cana ]

Enter the desired site name.

Site name: Application poolk
pp P
[mssaLsiTe | [mssarsme || select.. |

Content Directory
Physical path:

[ | [ ]

Pass-through authentication

| Connect as... ‘ ‘ Test Settings... |
Binding
Type: IP address: Port:
[htp v| [All Unassigned V] [e0 ‘
Host name:

Example: www.contoso.com or marketing.conteso.com

[W] Start Website immediately

ot || Concel

Click ... under Physical path:.
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Add Website B E

Site name:

|mssasiTe ||I\.ﬁ'|SSQ.I;SI"FE b | | Select... |

Content Directory
Physical path:

| 1
Pass-through authentication it NS -
— Select a directory for the application.
Binding I | B Videos -~
Type: IP address: ¢ ‘:_j‘i anp.y _D';k Diwe[2:)
|http v‘ |AII Unassig D.E‘ TEIEE
&% DVD Drive (D:) SOLSERVER
Host name: I [ Libraries
| b € Network -
Example: www.conteso.com or ma 1 B8 Control Panel oy
& Recycle Bin
| Make New Folder | | oK | ‘ Cancel
Start Website immediately
727
728 10. Locate and select the folder created in Step 3.
Add Website ol
Site name: splication poo
[mssaLsiTe | [mssaLsme | [ seleat. |
Content Directory
Physical path:
| 1
Pass-through authentication : l IR -
L Select a directory for the application.
Binding 4 &y Local Disk (C2) ~
Type: IP address: b s inetpub
[hitp v [AllUnassig i Perflogs
I Program Files
Host name: [ Program Files (x86) i
| B [0 Users =
Example: www.contosc.com or ma b Wind_aws
L WWw
[ &% DVD Drive (D) SOI SERVER 2
Make New Folder ‘ | oK | | Cancel
Start Website immediately
729
730 11. Click OK.
731 12. Set Type to http and Port to 80.
732 13. Ensure the IP address and Host name fields are filled in with the correct information for the ma-
733 chine.
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14.

15.

Ensure that Start Website immediately is selected.

Add Website |2 [
Site nare:
|MSSQLSITE | ‘MSSQLSITE ‘ | Select... |
Content Directory
Physical path:
|C:\www | l:l
Pass-through authentication
| Connect as... | |Test5ettiﬂgs.‘. |
Binding
Type: IP address: Port:
hitp PIR[1c2.162.51.107 v |20 |
Host name:
[MssOLdiipdr \
Example: www.conteso.com or marketing.contose.com
Start Website immediately
0K ‘ | Cancel

Click OK.

2.6 Semperis Directory Services Protector

This section details the installation of Semperis Directory Services Protector (DSP), a tool used for

monitoring Active Directory environments. This installation requires both a copy of SQL Server Express

as well as the Semperis Wizard. See the Semperis DS Protector v2.5 Technical Requirements document
for specifics on the requirements. For a Windows Server 2012 R2 installation, simply meet the following
requirements:

2.6.1
1.

.NET Framework Version 3.5 SP1
.NET Framework Version 4.5.2 or later
Joined to the Active Directory Domain it is protecting

Either the installer for SQL Express Advanced or connection information and credentials for a

full version of Microsoft SQL (MSSQL)

Configure Active Directory for Semperis DSP

Open Active Directory Users and Computers.
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File Action View Help

P

YO XE Q= H

EXYE A

3 Active Directory Users and Com
b ] Saved Queries
4 3 DLIPDR

Mame
s Abraham
& Administrator

b | Builtin

p [ Computers

I =] Domain Controllers

p [] ForeignSecurityPrincipaly
p [~ Managed Service Accour
I 2] Microsoft Exchange Secy

52, Cert Publishers
52, Cloneable Domain Controllers
%Demed RODC Password Replication ...

52, DnsAdmins

52, DnsUpdateProxy
52, Domain Admins
%Domaln Computers
%Domain Controllers
52, Domain Guests
52, Domain Users

52, Enterprise Admins

s._. Exchange Online-ApplicationAccount
3:.- FederatedEmail 4c1f4d2b-2179-4143..
s Franklin

52, Group Policy Creator Owners

s_.. Guest

s Harry

s John

& Lyndon
]

B2, Allowed RODC Password Replication...

s._. DiscoverySearchMailbox {DI19BADS-...

%Enterprl;e Read-only Domain Centro...

Last Name
Leptoceratops

MsExchDiscoveryMailbox DI19BADS-46A6-41..,

FederatedEmail.4c1f4d8b-2179-4148-93bf-00a...

Delanc Raptorvelt

S Triceratops
Quincy Ankylosaurus
Brontosaurus Johnson

Type
User
User

Security Group...
Security Group...
Security Group...
Security Group...

User

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

User
User

User

Security Group...

User
User
User

User

Description
User Account
Built-in account
Mermbers in this
Members of thi
Members of thi
Mermbers in this

DMS Administra -
DNS clients wha
Designated adm
All workstations|
All domain cont
All domain gue:

All domain user,
Designated adm
Mermbers of this

User Account
Members in this
Built-in account
User Account
User Account

User Account

<[

[ >

2. Right-click Users in the left pane, and select New > User.
3. Enter the information for a new user for the DSP service.

& Createin:  DIIPDR/Users

First name: |DSP

| Initials: I:l

Last name: |Senn'ce

Full name: |DSP Service

User logon name:

|[@pLiPDR

|d5p5enrice

User logon name (pre-Windows 2000):

| DI\ | |d5p5enrice|

4. Click Next.
5. Enter a password twice for this user.
6. Set the password policy.
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& Createin:  DLIPDR/Users

Password: [osesesesesessd]
Confirm password: |---------------

[ ] User must change password at next logon
[ ] User cannot change password

[+] Password never expires

[ Account is disabled

757
758 7. Click Next.
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& Createin:  DLIPDR/Users

When you click Firish, the following object will be created:

Full name: DSP Service
|User logon name: dspservice @D IPDR
The password never expires.

759
760 8. Click Finish.
761 9. Open Group Policy Management.
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=

|5 File Action View Window Help

&= 7 4

| Group Policy Management || Group Policy Management

4 A Forest: DLIPDR  Conterts |

I+ @ Daomains
I E‘a Sites MName
t#¥ Group Policy Medeling A} Forest: DLIPDR
[ Group Palicy Results

762
763 10. Right-click Domains > DI.IPDR > Domain Controllers > Default Domain Controllers Policy, and
764 click Edit.
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4]
I=f Group Policy Management Editor == =
File Action View Help
5 FE=H
=] Defauit Domain Controllers Poll |-/ e aylt Domain Controllers Poficy [AD-DNS.DLIPDRI Poficy
4 [ Computer Configuration . . o
b 7 Policies Select an item to view its description, ~ Name
- i Computer Configuration
I || Preferences “&SU Confi i
4 %, User Configuration ser-onhiguration
B [ Policies
B [ Preferences
< mn > Extended /(‘Standard/
765
766 11. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings >
767 Advanced Audit Policy Configuration > Audit Policies > Account Management.
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@ 7

_EJ

File Action View Help
= H

Group Policy Management Editor

B[] Windows Firewall with Ad ~

] Network List Manager Pol
Zaff Wireless Network (IEEE 80,
[ Public Key Policies

| Software Restriction Polic

Subcategory
b Audit Application Group Management

5 Audit Computer Account Management
I

l2is) Audit Distribution Group Management

it

lsie] Audit Other Account Management Events

Audit Events

Mot Configured
Mot Configured
Mot Configured
Mot Configured

] Audit Security Group Management
sit| Audit User Account Manageme%

- Mot Configured
| Application Control Polici

g IP Security Policies on Act
[ Advanced Audit Policy Ct

4 14 Audit Policies —

[ ja Account Logon

Account Managen
Detailed Tracking
DS Access
Logon/Logoff
Object Access
Policy Change
Privilege Use

I

3

I

p [ Network Access Protectio
b Mot Configured
I

4

A

System
b 54 Global Object Acc
1+ gliy Pelicy-based QoS
[ Administrative Templates: Policy]
- || Preferences
4 2 User Configuration

< ] > : <] [
768 Expand: Completed successfully.
769 12. Edit the Audit User Account Management field by double-clicking it.
770 13. Check the box next to Configure the following audit events.
771 14. Check the box next to Success.
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Palicy | Explain

a Audit User Account Management

[ Configure the following audit events:
[ Success
[ Failure

15. Click OK.
16. Go to Audit Policies > DS Access.
17. Double-click Audit Directory Services Changes.
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Palicy | Explain

a Audit Directory Service Changes

[] Configure the following audit events: Q
[] Success
[ Failure

777 18. Check the box next to Configure the following audit events.
778 19. Check the box next to Success.
779 20. Click OK.

780

=§J

Group Policy Management Editor

File Action View Help

= nE =2 B

I |1 Windows Firewall with Ad ~
[ 7] Metwork List Manager Pol
I Saff Wireless Network (|EEE 80
b [ ] Public Key Policies
I (] Seftware Restriction Pelic
I [ Metwork Access Protectio
b [] Application Control Polici
[ ‘g IP Security Policies on Act
4 [ Advanced Audit Policy Ce
4 n,g Audit Policies =
I: ji Account Logon
ji Account Managen
jﬂ Detailed Tracking
jﬂ D5 Access
jﬂ Logon/Leogoff
5 Object Access
ji Policy Change
ji Privilege Use
I ji System
I [ Global Object Acc
b gl Policy-based GaS
b [ Administrative Templates: Policy]
b [7] Preferences [ |
4 4, User Configuration

v v T v v T W

< m >

Subcategory

%] Audit Detailed Directory Service Replication
%] Audit Directory Service Access
Audit Directory Service Changes
l'ﬁq Audit Directory Service Replication

Audit Events
Mot Configured
Mot Configured

Success

Mot Configured

<] m
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21. Open Active Directory Users and Computers.
22. Ensure View > Advanced Features is enabled.
23. Right-click the domain (for example, DI.IPDR) created earlier, and click Properties.

General | Managed By I Obiject | Security I Attribute Editor |

ﬁ DLIPDR

Domain name {pre-Windows 2000):

|DI

Description:

Domain functional level:
Windows Server 2008

Forest functional level:
Windows Server 2008

24. Click the Security tab.

| General I Managed By I Object | Security |Pd'LribL.rte Editor |

GI'OLID ar uUser names:

2, SELF

52, Authenticated Users

2, 5YSTEM

52, NETWORK SERVICE

82, Organization Management (DI\Oraanization Manaasment)

Everyone ~

Permissions for Everyone Allow

Full control

Read

Write

Create all child objects
Delete all child objects

For special pemissions or advanced settings, click
Advanced.

25. Click Advanced.
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Cwner: Administrators (DP\Administrators) Change

Permissions Auditing Effective Access

For additional infermation, double-click a permission entry. To modi‘ﬁ,[%permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to
82 Allow  Exchange Windows Permissi..  Change password MNone Special
.ﬁ. Allow  Exchange Windows Permissi..  Reset password Mone Special
% Allow  Exchange Servers (DI\Exchan...  Special None Descendant InetOrgPerson o..
82, Allow  Exchange Servers (DI\Exchan... Special None Descendant User objects
82 Allow  Pre-Windows 2000 Cormpatib... Special Mone Descendant InetOrgPerson o...
82 Allow  Pre-Windows 2000 Compatib... Special Mone Descendant Group objects
82 Allow  Pre-Windows 2000 Compatib... Special MNone Descendant User objects
% Allow  Authenticated Users Enable per user reversi.,  Mone This object only
% Allow  ENTERPRISE DOMAIMN COMT...  Replicating Directory ...  Mone This object only
82 Allow  Authenticated Users Unexpire password Nene This object anly
82 Allow  Authenticated Users Update password notr.. MNone This ohject only

L an CRITCONDICE DK AR IR S RIT [T FURE I . T I Theim cleied ol

[ [ s | [ i

W

ok | [ Cancel || fpply |
788
789 26. Click the Auditing tab.
790 27. Click Add.
791 28. Enter Everyone.
Select this object type: %
|User. Group, or Buitt-in security principal | | Object Types... |
From this location:
[DLIPDR | [ Locations...
Enter the object name to select (examples):
| Check Names
792
793 29. Click OK.
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Auditing entries:

Advanced Security Settings for DI
Owner: Administrators (DMNAdministrators) Change
Permissions Auditing Effective Access

For additional information, double-click an audit entry. Te modify an audit entry, select the entry and click Edit (if available).

Type Principal

Sl Succ... Everyone
82, Succ.. Everyone
82, Succ.. Domain Users (DI\Domain Us...
82, Succ.. Administrators (D\NAdministr...
.gl Succ.. Everyone

Access Inherited from Applies to
None Special
None Special
All extended rights None This chject only
All extended rights None This chject only
Special% Nene This object only

Restore defaults

Apply

30. Double-click Everyone.

31. Check the boxes next to Write all properties, Delete, Delete subtree, Modify permissions,
Modify owner, All validated writes, All extended rights, Create all child objects, Delete all

child objects.

Auditing Entry for DI

Type: ‘Succass

Applies to: | This object and all descendant objects

Permissions:
[] Full contral
[] List contents
[[] Read all properties
[w] Write all properties
Delete
Delete subtree
[[] Read permissicns
Madify permissians
odify owner

Il validated writes

[w] All extended rights

reate all child objects

elete all child objects

Create Computer objects

elete Computer objects
reate Contact objects

Delete Contact objects

Create friendlyCountry objects

Create msExchOmaDeliveryProvider objects
Delete msExchOmaDeliveryProvider objects

reate msExchOmaDeviceCapability objects

elete msExchOmaDeviceCapability objects
Create msExchOmaDeviceType objects

elete msExchOmaDeviceType objects

reate msExchOrganizationContainer objects

Delete msExchOrganizationContainer objects

reate msExchPoliciesContainer objects

elete msExchPoliciesContainer objects

Create msExchProtocolCfgHTTPContainer objects
elete msExchProtocolCfgHTTPContainer objects
reate msExchProtocolCfgHTTRFilters objects
Delete msExchProtocolCfgHTTPFilters objects
reate msExchProtocolCfgIMAPContainer objects
elete msExchProtocolCfgIMAP Container objects
Create msExchProtecolCfgiMContainer objects
Delete msExchProtecolCfgiMContainer objects

B

ylll

32. Click OK.
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| General | Managed By | Object | Security | Attrbute Editor |

I:3I'0LI|3 ar user names:

2, 5ELF 8

2, Atherticated Users

B2, 5YSTEM

2, NETWORK SERVICE

2, Organization Management {DI'\Organization Management}

Pemissions for Everyone

Full control

Read

Write

Create all child objects
Delete all child objects

For special pemissions or advanced settings, click
Advanced.

33. Click OK.

2.6.2 Install Semperis DSP

1. If you are using a local SQL Express Advanced server, place the SQLEXPRADV_x64_ENU.exe
installer in a directory called Setup, and ensure that the Semperis Wizard is adjacent to the

Setup folder (not inside it). If a SQL Express Advanced server is not being used, no Setup folder

is required.
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B0 Downloads = =] 22
Home Share View v e
+ | & r ThisPC » Local Disk (C:) » Users » Administrator » Downloads ] C;| | Search Downloads » |
< Favorites Mame Date modified Type Size
B Desktop 0 Setup 8/9/2018 %:06 AM File folder
4 Downloads Sernperis.Wizard.exe 8/9/2018 9:05 AM Application 143,965 KB

@
=l Recent places

M This PC
bz Desktop
" Documents
& Downloads
ot Music
= Pictures %
B Videos
£, Local Disk (C:)
8 DVD Drive (D3 IR2.S

“' MNetwork
808 2 items
809 2. If prompted to restart the computer, do so.
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AGREEMENT

Welcome to Semperis installer

The wizard will guide you through installation of the Semperis products

Semperis SERVICE AGREEMENT

THI5 SERVICE AGREEMENT (THE AGREEMENT) GOVERNS THE USE OF THE SERVICE, INCLUDING ITS WEB-BASED
APPLICATION AND ITS PC-DESIGNATED COMPONENT.

THIS PRODUCT AGREEMENT (THE "AGREEMENT") GOVERNS THE USE OF SEMPERIS'S DISASTER RECOVERY AND
MANAGEMENT SOFTWARE PRODUCTS, FOR ORGANIZATIONAL IT-IDENTITY (ACTIVE DIRECTORY) PLATFORM (THE
"PRODUCT . A5 SPECIFIED IN THE PROPOSAL PROVIDED TC YOU).

| Agree Cancel

Semperils

3. Click I Agree.
4. Select Evaluation License.
5. Select Active Directory State Management.

THIS AGREEMENT CONSTITUTES A BINDING CONTRACT BETWEEN SEMPERIS LTD., ("WE™, "US", "OUR" OR "SEMPERIS™), AND
YOU — A LEGAL ENTITY (A COMPANY. A PARTNERSHIP, OR ANY OTHER LEGAL ENTITY, HEREINAFTER: "CRGANIZATION"),
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LICENSE

o .|

License

@ Evaluation license

C Active Directory Forest Recovery

@/'Active Directory State Management D@ v

O Full License

Semperis
814
815 6. Click the > button.
816 7. Enter the username and password of the account created earlier.
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AGREEMENT LICENSE CONFIGURATION INSTALLATION SUMMARY

Service Account

N\
AN\

Enter the username and password to use for the ADSM service account. The Service account is used by
the Semperis Management Server to communicate with the ADSM agents.

Forest Name: Service account: Password:

:Dl\dspservice lcco.ololo.olo.-

Semperis
817
818 8. Click the > button.
Click OK to add the Service Account to the "Semperis ADSM Service
Accounts” group. The group will be created in the "Users” container, if
it does not exist,
oK i I
819
820 9. Click OK.
821 10. Check the box next to Create the following group.
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Click OK to create the "Semperis Audit Collectors” group, if it does not
already exist.

822
823 11. Click OK.
b 4
AG: LICENSE CONFIGURATION INSTALLATION SUMMARY
= —
= ® ® ' —
o1 . o=
L LI
Active Directory Audit Configuration
Create the following group:
{ Mame: Semperis Audit Collectors
......... Location: CN=Users DC=DI,DC=IPDR
v
Semperis .
824
825 12. Click the > button.
826 13. Select the appropriate database option, and enter any required information.
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AGREEMENT LICENSE CONFIGURATION INSTALLATION SUMMARY

B = ' = Z=
. . o= . . o= ® J =1
h— e | o oL
Select installation type Provide connection details
O Create 3 new database
Create a new database on an existing SQL server Server:
O Use an existing database Port:
Use an existing database on an existing SQL server
@ Install SQL Express locally Windows Authentication
Use Microsoft SQL Express 2014 running locally
Username:
Password:

Semperis -
827
828 14. Click the > button.
. Click OK to begin the installation. Click Cancel to go back and review
i any of your installation settings
829
830 15. Click OK.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 109



831
832

833
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835
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INSTALLATION

Semperis Management Server has been installed successfully.

Installing Windows Server features

Generating certificates

Generating the configuration file

Configuring Registry entries

Installing SQL Server Express. This may take up to 20 minutes to complete
Configuring the SQL Server database

Installing the Semperis Management Server

Semperis

16. Click the > button after the installation completes.

17. There should now be a shortcut on the desktop linking to the web console for Semperis DS
Protector.

18. On the login page, enter the full domain as well as the NetBIOS name.

19. Enter the username and password of an administrator on the domain.
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0 Semperis

G ‘ & Secure | https;//semperis-dsp.diipdr/ADSM/Login/

Semperis

Active Directory State Manager

Topology unknown. Log in to run AD
Topology discovery.

A

DLIPDR

DI

2 Administrator

B rrrrerrssasians

LOGGING IN...

837 ™
838 20. Click Login.
839 21. Check the box next to the domain controllers that should be monitored by DSP.

@ ADSM AGENT MANAGEMENT
@ S EHN
— ALL DOMAINS — » | TN ! A Deploy Latest Velion +
0 NAME * DOMAIN = = STATUS = * VERSION = * 08 YERSION = * ACTION
=l AD-ONS ol IPOR Mo agent oooo L ]
D AD-DNSOB Dl PR Mo agent 0000 1 G
840
841 22. Click Run Action.
842 23. Enter the password for the account.
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s Semperss Actrve Directer X W
€ - C | @ Secure |

Bulk Deploy the latest version of [1 DCs)

Plpase enter c ials with jini issi on all of the target machines to
deploy the latest version of the ADSM Agent, version 2.5.6744. 25103

Daomain: DLIPOR

Username: Agmiristralos

Change user

Fasswnrn seesesssssss

843
844 24. Click OK.
°5uccess
The requested coeration 15 rUnMINg.
845
846 25. Click Close.
847 26. After the agent finishes deploying, click Login at the top of the page, and log in.
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849

850

851
852

853
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€ & C | & Secure | hitps//semperis-dspdiipdr ATSM

Data synchronization from Active Directory required

The sync process is feady 1o start.
What would you like to go?

27. Click Start Sync.

28. After this completes, click Settings at the top of the page.

'.s Sempens Actve Directa- % WL |

€& C | Securs | httpsy/semperis-dspdiipdr/ADSMesettings

Semperis

Current Domain:

DI.IPDR

/a4
|
a

DASHBOARD
CHANGED

IfEMs.

ITEMS
CONFIGURATION
PBARTITION

DNS

o

REPORTS

o8

STATUS

ROLE-BASED

ACCESS CONTROL.

a SETTINGS

3 Agents (DIIPDR)
> Database

> Emall Alerts

3 Group Policy

¥ Data Collection
v Audit

Audit Canfiguration Wizard

Define audit settings and manage Audit Agents and Audt Callectors
Audit Agent

Auit Coltector

> General

3 Operstion Log

DEPLODY AGENTS

Downioad Agent

Downioad Coliectot

29. Click Audit.
30. Click Run.
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b Semperis Active Directe: X

< C | @ Secure dr/ADS! snWizard

S8 DI IPDR v @ sominisrator O sernes

‘Samperis Active Diractory State Manager - evaluation expires on Sep 8, 2018 ]

Current Domain: [
DLIPCR

\]
m ACTIVE DIRECTORY AUDITING WIZARD

»
Yo'y
®
\ inveoucion Eravte Auci Date Collecian Facage hset Agents Masage aual Catecors
l TR
ﬂ LETEL Introduction
s
Weicome 1o the Audit configuration wizard. The wizard will guide you through the of the Audit and

=]

S8THNgS.

Proe 0 1unning \pe: werar. plasse:mace sure You Iave:hel DerTissons T2quitc 0 depiy 906nws an. Domain Coruolies and/ix: deploy AVoR
Collectors on the allocated servers

Please refer o the Iatest Semperis Active Directory State Manager guide for additional information.

&

854
855 31. Click Next.

i Semperis Active Directe: X

€  C i seare dsp.diipdr/ADSM#adsnWizard o fr|
S DILIPDR v @ soministrator

[ Semperis Active Directory State Menager - evalustion expires on Sep 8, 2018 ]

Current Domain
DLIPGR

" & ACTIVE DIRECTORY AUDITING WIZARD
N
d

|

Imresusion Manige Auch Agents

AD Partition Selection
Select the partitions for which the additional Audit data will be collected. Changes in partitions not selected for collection of Audit data will not
contzin the infermation sbout who performad the changs.
PARTITION
EN=Configuration.DC=DIDC=IPDR
CM=Schema,CM=Configuration.DC=DI,DC=IPDR
DC=DI.OC-IPOR

BE-DomainDnsZones,BC-01,DC-POR

AR EE@

DC-ForestDnsZones,.DC=01,0C~IPDR

[ woc | o | k [ cuon

856
857 32. Click Next.

858 33. Check the boxes next to any Domain Controllers that should be monitored.
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Semperls

Curtent Damain
DIPDR

CONFIGURATION
BARTITION
@ ons
5] 20

| Semperis Active Directary State Manager - avaluation expires on Sep 8, 2018

m ACTIVE DIRECTORY AUDITING WIZARD

iovssucon Enasie dusis Dot Colacion Vanagn Ausi Agenss Manage Ausi Calesos
far AD Partitions. "

Audit Agent Management

Bgloy Aud' agantc on 31l Domain Contallers hasting 3 witable <oy of the oreyiously selecied A panio
Hte. #3113} 585104t of ALG AZENTS | eS0T 1 Ina b 1y 12 £10v 8 OMSton S504T WG Mase he ch3nges performes against tosa
Boman Contio e i o AUGH Agomt s

-1

a NAME - DOMAIN + + STATUS . v VERSION « + acTion
@ AD-DNS o e ) 2serezsios | L &
(=] AD-DN508 o ipdr No agent = RN |

34. Elick Run Action.

35. Enter the password.

=

™|

€ C | sean

36. Click OK.

Buik Deplay the latest version (1 DCs)

Ploste enter with an all of thi target machines to

ceploy the [stest varsion the Augit Agent, version 2.5 6744 25103
DI

Usetname Admenistrator

Change user

FRbimons sesiaesenias

37. Wait for the deployment to finish.
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866

867
868

869

870
871
872
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P e A

o ) i

& @ | @ secure |

Semperis

LSS DIIFDR v

Current Domain
Dl IPOR

L/;f s
¥y e

a
=]
d

[ ‘Semperis Active Directory State Manager - evaluation expives on Sep 8, 2018 ]

g\
% ACTIVE DIRECTORY AUDITING WIZARD

Intrssucian Enstie Auzit Date Collection Panse Auct dgznts Masegs Aust Cotectans
Tor A0 Paruions

Audit Agent Jobs Statuses

n' AGENT STATUS.

— ALL AUDITED DOMAINS — v

NAME - DOMAIN + - LATEST UPDATE + = 108 STATUS + = MESSAGE
ac-ons di.ipar 08/13/2018, 3:54 PM © compleres Deploy larest ¢
a0.0ns08 aiipac

38. Elick Next.

o s < A

&« C | & Secure

Current Domain
OlIPDR

AN DASHBOASD

d

9

[ e i Biacry St Mot~ ovaion e o g 8. 778 ]

&\
& ACTIVE DIRECTORY AUDITING WIZARD

Inezumen Enseie Augi Date Coilecton Panse furt Agents Mamage Auee Cotecta
ol A5 Barniens

Audit Collector Management

Audit Colleciors act 25 sroxies betureen Audt Agents and Semgers data processing engine. Deploying Audic Collecors 3lows 1o ogtimize
LTiiZ31i0n af NETwork festurces 3nd 16 control the aUATE a3t Tlow
1t 10 AUGE Collecrors are auaiable the AUGS Agents wil Gefaul 10 using the bul-in Audit Callecto on the Management Server.

E3ch Audit Agent selects the cptimal Audit Collctor 1o use based on AD site topology and AUdit Collectors” priorities

Piease refef 10 the Istest Semperis Active Difsctory State Manager quide for additional infarmation

EI ,._ID'B.'smm_

DEPLOY COLLECTOR DOWNLOAD AGENT INSTALLER Daploy Latest Version ¥ | RUN ACTION
[« FQON + STATUS VERSION « + AcTIoN

Na agents found

[oca |

39. Click Finish.

2.6.3 Roll Back Changes with Semperis DSP

1. Go to Changed Items on the left navigation bar.
2. Check the box next to any undesired Active Directory changes.
3. Click the ... button to view more details about the change.
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879
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o oo < = .

& C | @ secure | hiips/semperis-dsp.diipdr/ADSM#chang 5 o | 3

Samparis vomain: [N

W) CHANGED ITEMS

Current Domain
| IPOR

D1 PO

v HOAF s e A1 i & E
‘adl E AUGS MG 1O 00 #0512 AUG 13
Aug 13, 12:00 PM

CHANGED
N F— ——— o ||

[ Group results by operation (2)

m Ems ¥ Showing results | - 9of § B 9 ungrouped resuits
<FIRST <PREVIOUS = 1 NEXT > LAST » 20~ Gotopage 1 4l co |
é] Conirl @ o ans on ATTRBUTE | OLDVALUE | NEW VALUE e CHANGED &Y
@ & & | Adminsuator lsstilogenT . 2018-08-03 | 2018-08-13 | 08/12/2018, 3-50 37 PM <]
@ NS M & & | HeahMaibod3. | lesilogenT . 2018-08-03 | 201B-08-13 | OB/13/2018, 3.30:09 PM ®
J @ & 4 | HeanMaiboxt lastLogonT 2018-08-03. | 2018-08-13 08/13/2018, 3:36:26 PM [©]
0 & o wnowsioa GBCsPwd | <notsets <notsets | OB/13/2018, 1:19:54 BH e
& | O | winoowsio-1 niPwdHisto |<secret> Isecret>, 08/13/2018. 1:19:54 PM @
E R B & O winoowsio- pwolastSet | 2018-07-14 | 2018-08-13 08/13/2018, 1:19:54 PH o
& @ | winpowsio-1 suppiement. <secrer> <secret> 08/13/2018, 1-19:54 PM [&]
" & | WINDOWSIO-l . | ImPwdHisto. | [esecrats, [<secrets, B/13/2018, 119,54 PH e
K=o ¥ Showing resuits 1 - 9 of @ I 9 ungrouped resuits
< FIRST <PREVIOUS | 1 NEXT > LAST » 20 v Gotopage 1 4 SER

4. Click Undo Selected to roll back these changes.

2.6.4 Configure Reporting with Semperis DSP

1. Click Reports on the left sidebar in the Semperis DSP web console.
2. Under Generate Report, reports can be viewed instantly, by selecting a type of report and

clicking Create.

<« C | & Secure | httpsy//sempe r/ADS Méreparts | i

oomon: |GG !

Current Domain: ‘Your eveluation of Sampads ADSM xpirad on Sep 8, 2018.

DIIPDR

. c’) REPORTS

VIEW GENERATED REPORT
4
\J i Sensitive User Accounts v Daily

~ SELECT AREPORT v VIEW DOWNLOAD

GENERATE REPORT

SCHEDULED REPORTS

B REPORTS

3. Under Scheduled Reports, click Generate to automatically email specific reports.
4, Select areport type and a schedule.
5. Enter the email addresses of anyone who should receive this report.
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- . e S

L | @ Securs | hittps Sempris-dep.alipde ADSH# raparts al it

Schedule A Report

Senskive User Accounts

Bady

administratongd] . ipar

e waemi-eeden (] 80 deparite &-mall addresses

BAVE

883 =
884 6. Click Save.

885 2.6.5 Configure Email Alerts with Semperis DSP

886 1. Click Settings on the Semperis DSP web console.

887 2. Expand the Email Alerts section.

888 3. Click Edit.

889 4. Enter the information of the organization’s email server as well as an email address from which
890 to send.

T
"o Sempens Actve Directo X (M8 Run SOL Server Profiler| X

€ C [ & Secur | ttps/sempens-dspiipd ADSM#setiings

Semperis

S BRI AR
n SETTINGS
\ CHANGED 2 Agents (DLIPDR)

> Datsbasa

DELETED.
ﬂ ITEMS ~ Email Alerts

conmsursTON i
PARTITION ‘
‘Seftings required to send notifications. Enable S5L.
ana atens
DNS
server: EXCHANGE DLIFDR
port: 25
_
Username: USERNAME
REPORTS,
Password: PASSWORD
°®. a8 Had from: sempens@at ipar
] STATL!
%o savill

B B | e
891
892 5. Click Save.
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893 6.

*

894

895 7. Click Validate & Save.

896 8. Under Alert Recipients add any desired recipients of alerts.
"

| &

&

897

‘5 P

€ | @ Secure | hitps//sempens-dsp.dUpdr/ADSMesettings

Validate SMTP settings

aminstratonG ipdr

Enter an email address to which to send a test email.

Enter an amail address to 165t and vabgate SMTP settngs. If settings validated
successfully, it sutomatically be saved

Semperts

Current Domain
DLPDR

v
§
a

DASHBOARD

CHANGED
ITEMS

DELETED
ITeMs

CONFIGURATION
PASTITION

Diis

REPORTS

C | @ Secure | hitps/semperis-dsp.diipdr/ADSM#settings

Alert Reciplents

Add 3 recipient  acministrator@di.ipd

0 | emai Aporess « »

Daily Status Reports

A Gaily status rpart sent 1o the Alet

Recipients.

Repeating Eror Motification Threshold
Define the minimum ameunt of time that
must pass between srror notfication

‘emails sent out by the Monitor service.

Port 25

Usemame- -

Password. -

Mail trom: semperis@di.ipdr

No slert recipients found

Send daily status repant true
A 1:00 AM

Edit
Threshold: 60 minutes

898 9. Click Add.
899 10. Configure any schedule settings according to your organization’s needs.
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900 2.7 Glasswall FileTrust™ for Email

901 The following sections will detail the installation of Glasswall FileTrust™ for Email, an email security
902 product, on a new Windows 2012 R2 machine. For the purposes of this guide, we use Microsoft
903 Exchange as the email service provider.

94 2.7.1 Install Prerequisites

905 2.7.1.1 [Install the /IS web server

906 1. In Server Manager, click Add Roles and Features.
907 2. Click Next.
908 3. Select Role-based or feature-based installation.
[ Add Roles and Features Wizard = |[= -
Select installation type e laseuacL o1 oo

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > Install Cancel

909
910 4. Click Next.
911 5. Select the current server.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 120



DRAFT

= Add Roles and Features Wizard = = -

Q | ~ d HERS DESTINATION SERVER
>elect destination server GLASSWALLDIIPOR
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type (W) Select a server from the server poal

(_) Select a virtual hard disk

Server Pool

Filter:

Name IP Address Operating System

GLASSWALLDLIPDR 192.168.1.133 Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next » | Insta Cancel

912

913 6. Click Next.

914 7. Select Web Server (11S).

915 8. Click Next.

916 9. Select .NET Framework 4.5 Features.

917 10. Click Next.

918 11. Select the following Role Services: Web Server, Common HTTP Features, Default Document,
919 Directory Browsing, HTTP Errors, Static Content, Health and Diagnostics, HTTP Logging,
920 Performance, Static Content Compression, Security, Request Filtering, Client Certificate
921 Mapping Authentication, Application Development, .NET Extensibility 4.5, ASP.NET 4.5, ISAPI
922 Extensions, ISAPI Filters, Management Tools, and IIS Management Console.
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DESTINATION SERVER

Select role services GLASSWALL DIIPDR

Before You Begin Select the role services to install for Web Server (115)

Installation Type Role services Description

Server Selection Web Server provides support for
b Se

Server Roles 4 HTML Web sites and optional
4 Commeon HTTP Features support for ASP.MET, ASP, and Web
Features Default Document server extensions. You can use the
\Web Sarver Role (I15) 7| Directory B . Web Server to host an internal or

. reciory browsing external Web site or to provide an
HTTP Errors environment for developers to

Confirmation Static Content create Web-based applications.

[] HTTP Redirection

[] WebDAV Publishing
4 Health and Diagnostics

HTTP Logging

[ Custom Logging

[ Logging Tools

[] ODBC Logging

[] Request Monitor

< Previous | | MNext » |

12. Click Next.
13. Check the box next to Restart the destination server automatically if required.
14. Click Install.

2.7.1.2  Install Microsoft SQL 2014 Enterprise

Please see Section 2.4 for an installation guide for MS SQL 2014; for simplicity it should be installed on

the same server as Glasswall FileTrust. Ensure that Mixed Mode authentication is selected when
installing.

2.7.1.3  [Install Microsoft Visual C++ 2015

1. Runthe vcredist_x64 installer.
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n’ |_| l “ = |_| Application Tools

Home Share View Manage hd 0

@ * t |j, < Std_.. » Visual C... v & | | Search Visual C++ RunTime.. 0@ |

-
MName Date modified

37 Favarites

B Deskiop [ veredistxes 1/30/2018 12:00 PM
by

8 Downloads
(E-ﬂ Recent places

1% This PC
jm Desktop
F| Documents
. Downloads
W Music
& Pictures
B Videos
i, Local Disk (C)
[id DVD Drive (D3 5Q1L2

ej Metwork

<]
Titem  1item selected 13.8 MB

933
934
Microsoft Visual C++ 2015
Redistributable (x64) - 14.0.23026
MICROSOFT SOFTWARE LICENSE TERMS |j
MICROSOFT VISUAL STUDIO 2015 ADD-ONs, VISUAL STUDIO SHELLS
and C++ REDISTRIBUTABLE
935
936 3. Click Install.
937 4. After the installation is complete, click Close.
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Microsoft Visual C++ 2015
Redistributable (x64) - 14.0.23026

Setup Successful

938
939 2.7.2 Install the Glasswall FileTrust Server Component

940 2.7.2.1 [Install Glasswall Hub
941 1. Run Hublnstaller.msi.

| Welcome to the Glasswall Hub Setup
- u Wizard
4
g
; EE The Setup Wizard will install Glasswall Hub on your computer.
w L"' Click Mext to continue or Cancel to exit the Setup Wizard.
2 "
£
||||
942
943 2. Click Next.
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© N o U,

il Glasswall Hub Setup \;‘i-

End-User License Agreement e
Please read the following license agreement carefully i
END USER LICENCE AGREEMENT (EULA) ~

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 18A St. James's Place,
London, SW1A 1NH ("Company™) and you (as an individual installing the
software and also, where applicable, the erganisation on whose behalfthe
individual is acting) (*You" *Your® “Customer~).

IMPORTANT: BY ELECTING TO INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE INSTALLED OMN YOUR COMPUTER SYSTEM BY
COMPANY OR A THIRD PARTY (WHICH WILL BE DEEMED TO ACT AS
YOUR AGENT WITH YOUR EXPRESS CONSENT), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS LICEMCE. HOWEVER, IF YOU HAVE .

[#1 accept the terms in the License Agreement %

[ pint | [ Bak | nmewt

| Cancel |

Click Next.

i, Glasswall Hub Setup \;Ii-

Custom Setup -
Select the way you want features to be installed o

Installs the Glazswall Management
Service to the local machine

=1 ~ | File Release Reguest Service
=~ | Database

This feature will be installed on the
local hard drive

Back || Mext |

Cancel

Check the box next to | accept the terms in the License Agreement.

Click Next.
Enter localhost for the Database Server.
Enter HubDatabase for the Database Name.

Enter a username and password (and take note of these for later).
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Database Configuration
Specify the Glasswall Database Configuration

Database Server Iloalhost [ ;‘3;

Database Name IHubDambase

Database Login I

Database Password || sesssssssssRRe

952
953 9. Click Next.
954 10. Select Windows Authentication.
Database Installation Settings — —
Spedfy the Installation Setting for the Glasswall Database e =3
Database Administrator Credentials
Configure the credentials that will be used to create the database (all fields required)
Authentication Methed |Windows Authentication I v |
L
User name I
Password ||
Database Installation Log File
Location of the database installation log file
Installation Log File |c:\Logging\gw-Database-Install.log Browse. ..
955
956 11. Click Next.
957 12. Replace the domain of the management service URL with the address of the current machine,
958 such as glasswall.di.ipdr.
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File Release Request Service Configuration _%=

Specify the Glasswall File Release Request Service Configuration

Management service URL 1tps://glasswall. di.ipdr/GlasswalManagementService]

Logging directory |C:1,||_°ggingl,'

959
960 13. Click Next.
Ready to install Glasswall Hub __%:—
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
961
962 14. Click Install.
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Glasswall Hub Setup = = -

Completed the Glasswall Hub Setup
Wizard

Click the Finish butbun% exit the Setup Wizard.

TRUST EVERY FILE

-
<
3
n
n
<
-
O

__a

Back Cancel

15. Click Finish.

2.7.2.2  Install Glasswall Integration Service

1. Run GlasswalllntegrationService.msi.

i Glasswall Integration Service Setup \;Ii-

Welcome to the Glasswall Integration
Service Setup Wizard

The Setup Wizard will install Glasswall Integration Service on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard,

5

TRUST EVERY FILE

GLASSWALL

‘!|!F

Back Mext | Cancel

2. Click Next.
3. Check the box next to | accept the terms in the License Agreement.
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© XN

iz Glasswall Integration Service Setup \;‘i-

End-User License Agreement —
Flease read the following license agreement carefully -
END USER LICENCE AGREEMENT (EULA) ~

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 18A St James's Place,
London, SW1A 1MH ("Company™) and you (as an individual installing the
software and also, where applicable, the organisation on whose behalfthe
individual is acting) (*You" “Your® “Customer”).

IMPORTANT: BY ELECTING TO INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE IMSTALLED ON YOUR COMPUTER SYSTEM BY
COMPANY OR A THIRD PARTY (WHICH WILL BE DEEMED TO ACT AS
YOUR AGENT WITH YOUR EXPRESS COMSENT), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS LICEMCE. HOWEVER, IF YOU HAVE ..

[+ 1 accept the terms in the License Agresment

s

Print | | Back || Mext | | Cancel

Click Next.

For Database Server, Database Name, Database User, and Database Password, enter the

information entered in the Glasswall Hub Installer.

Create a username and password for APl User Name and API Password.
Enter an email address to be used for notifications in Notifications Smtp Mail From.
Enter the address for the mail server for Notifications Smtp Host.

Enter a port (25 is used here) for Notifications Smtp Port.
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Database Server

Database Name

Database User

Database Password

API User Name

API Password

Logging directory

Log level

Notifications Smtp Mail From
Notifications Smtp Host

Motifications Smtp Port

Notifications Smtp Username

Motifications Smtp Password

10. Click Next.

Ilomlhost

IHubDaIabase

IGWDEUser

IAPIUSERNAME

|c:\Logging)

|Ir1fo (and above) W |

IAdminist'ator@DI.IPDR

|192.168.1.134|

|25

[] This SMTP Server %uires Authentication

Ready to install Glasswall Integration Service

= o

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

11. Click Install.
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TRUST EVERY FILE

-~
g
3
n
n
<
-
O

__a

Glasswall Integration Service Setup M

Completed the Glasswall Integration
Service Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

12. Click Finish.

2.7.2.3  [Install Glasswall Administrator Console

1. Run AdministratorConsolelnstaller.msi.

=)

TRUST EVERY FILE

GLASSWALL

__a

Glasswall Administrator Console Setup \;‘i-

Welcome to the Glasswall Administrator
Console Setup Wizard

The Setup Wizard will install Glasswall Administrator Console
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

s

Back [ Mext | Cancel

2. Click Next.

3. Check the box next to | accept the terms in the License Agreement.
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iz Glasswall Administrator Console Setup \;‘i-

End-User License Agreement —
Flease read the following license agreement carefully -
END USER LICENCE AGREEMENT (EULA) ~

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 18A St James's Place,
London, SW1A 1MNH ("Company™) and you (as an individual installing the
software and also, where applicable, the organisation on whose behalf the
individual is acting) (*You™ *Your® “Customer”).

IMPORTANT: BY ELECTING TO INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE INSTALLED ON YOUR COMPUTER SYSTEM BY
COMPANY OR A THIRD PARTY (WHICH WILL BE DEEMED TO ACT AS
YOUR AGENT WITH YOUR EXPRESS COMNSENT), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS LICENCE. HOWEVER, IF YOU HAVE .

I accept the terms in the License Agreement

Ly
[ Pint | [ Back || mext | [ cancel
989
990 4. Click Next.
991 5. For Database Server, Database Name, Database User, and Database Password, enter the
992 information entered in the Glasswall Hub Installer.
993 6. For Notifications Smtp Mail From, Notifications Smtp Host, Notifications Smtp Port, enter the
994 information entered in the Glasswall Integration Service Installer.
995 7. For Notifications Smtp Port Security, select StartTIsWhenAuvailable.
iz Application Settings = = -

Database Server locabost

Database Name |HubDatzbase

Database User |GWDBUser

Database Password || sssssnsassbats

Motifications Smtp Mail From |Administrab3r@DI.IPDR

Motifications Smtp Host |192. 168.1.134

Notifications Smtp Port |25

Motifications Smip Port Security

[] This SMTP Server Requires Authentication [})
Notifications Smitp Username |
Notifications Smtp Password [
[ Back |[ mext | [ concel

996
997 8. Click Next.
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Ready to install Glasswall Administrator Console

5 Glasswall Administrator Console Setup \;‘i-

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back || Install | | Cancel |

9. Click Install.
i Glasswall Administrator Console Setup \;‘i-

Completed the Glasswall Admini&trator
Console Setup Wizard

Click the Finish button to exit the Setup Wizard.

TRUST EVERY FILE

-~
<
3
n
n
<
-
V)

__a

Cancel

10. Click Finish.

2.7.2.4  Add the Server’s Certificate

1. For the purposes of this build, a self-signed certificate is used, but this is dependent on the
needs of the organization. Ensure that the certificate used is issued to the domain, such as
* di.ipdr.

2. Open mmc.

Click File > Add/Remove Snap-in....

4. Select Certificates from the left pane, and click Add.

w
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1009 5. Select Computer Account.
1010
This snap-in will always manage certificates for:
() My user account
() Service account
(®) Computer account
1011
1012 6. Click Next.
1013 7. Select Local computer.
Select the computer you want this snap-n to manage.
This snap-in will always manage:
(®) Local computer: the computerthis console is running onk
() Another computer: | | | Browse...
[] Mlow the selected computer to be changed when launching from the command line. This
only applies if you save the le.
1014
1015 8. Click Finish.
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‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vender z [ Console Root Edit Extensions...
:j.hcﬁvex Cantrol Microsoft Cor... @Certﬁab&s {Local Computer)
[E4 Authorization Manager Microsoft Cor... Remaove
ﬁ Certificates Microsoft Cor... |=
[ Component Services Microsoft Cor... Move Up
@Commb&r Managem... Microsoft Cor...
ﬂDevice Manager Microsoft Cor... | Move Down
ﬁDisk Management Microsoft and...
gEvent Viewer Microsoft Cor...
[l Folder Microsoft Cor...

EIGroup Policy Object ... Microsoft Cor...
ZBinternet Informatio...  Microsoft Cor...
'SIP Security Moritor Microsoft Cor...
'SIP Security Policy M... MicrosoftCor... ||
| Link to Web Address _Microsoft Cor... ||

Description:

i

The Certificates snap-in allows you to browse the contents of the certifitate stores for yourself, a service,

:
E

9. Click OK.
10. Right-click the Personal certificate store, and select All tasks > Import....

File to Import
Spedfy the file you want to import.

File name:
C:\Users\Administrator . DI'\Desktop\gwnist. pfx | | Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS %12 (PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (55T)

11. Enter the file name of the certificate.

12. Click Next.

13. Enter the password for the certificate.

14. Check the box next to Mark this key as exportable.
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Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]Cisplay Password

Import options:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[w]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[]Indlude all extended properties.

1024
1025 15. Click Next.
1026 16. Ensure that the Certificate store says Personal.
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:
|PEfsona| | | Browse...

1027
1028 17. Click Next.
Completing the Certificate Import Wizard
The certificate will be imported after you dick Finish.
‘You have specdified the following settings:
Certificate St cted by User JREE0E
Content PFX
File Mame C:\Users\administrator. DI'\Desktop\gwinist. pfic
| Enism [ Cancel
1029
1030 18. Click Finish.
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1031 19. Re-open the certificate import wizard but this time for Trusted Root Certification Authorities.

Welcome to the Certificate Import Wizard

Thig wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

() Current User

(®) Local Machine

To continue, dick Mext.

1032
1033 20. Click Next.
1034 21. Select the same certificate.
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File to Import
Specify the file you want to import.

File name:

C:\Wsers\Administrator. DIDesktopgwnist. pfic | | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Cerﬁktes (.FTB)
Microsoft Serialized Certificate Store ((55T)

22. Click Next.
23. Enter the certificate’s password.
24. Check the box next to Mark this key as exportable.
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Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ visplay Password

Impart options:

[ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or fransport your
keys at a later time.

[ Indude all extended properties.

1039
1040 25. Click Next.
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
() Automatically select the certificate store based on the type of certificate
CF!
Certificate store:
Trusted Root Certification Authorities
1041
1042 26. Click Next.
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedfied the following settings:

Lo e e S G R T Trusted Root Certification Authorities
Content PFX
File Mame C:\Users\Administrator. DI'Desktop\gwnist.pfx

1043
1044 27. Click Finish.
1045 28. Open the Certificate Import Wizard again for the Personal store.
Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,
A certificate, which is issued by a certification authority, is @ confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
Store Location
() Current User
(® Local Machine
To continue, dick Next.
1046
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1047 29. Click Next.
1048 30. Browse to the GlasswallLicenseValidation certificate.

© » L » ThisPC » Desktop » gw » NIST v & [ searchnisT

Organize =  MNew folder

3} Favorites Mame Date medified Type

B Desktop ||$ GlasswallLicenceValidation 1/26/2018 3:04 PM  Security Certificate
Lir Downloads
5] Recent places

18 This PC

G" MNetwork

<l

File name: | GlasswallLicenceValidation v| |x500 Centificate (.cer.cn)

| | | Cancel

1049
1050 31. Click Open.

File to Import
Spedify the file you want to import,

File name:
C:\Users\Administrator. DI'\Desktoplgw \NIST\GlasswallLicenceValidz | Browse,., |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.55T)

1051
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1052 32. Click Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

Certificate store:
|Persona| | | Browse...

1053
1054 33. Click Next.
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:
sl RREETE Trusted Root Certification Authorities

File Mame Ci\Wsers\Administrator, DI \Desktop\gwinist. pfx

1055
1056 34. Click Finish.

1057 35. Open IIS Manager by right-clicking the server in Server Manager.
5 » StartPage
View Help
CETEAE)
&5 Start Page
b -85 GLASSWALL (DN\Administratc
Recent connections Connection tasks Online resources
Mame Server Connect to localhost 11 News and Information
@ GLASSWALL localhost Connectto a server.. 115 Downloads
Connect to a site... 1S Forums
Connect to an application... TechNet
MSDN
ASP.NET News
Microsoft Web Platform
< m | >
|- v

15 Mews is disabled, click the Enable IS News link to get the most recent online news,

s

1058 il
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1059

36. Navigate to the Default Website in the tree.

€ » GLASSWALL » Sites » Default Web Site »

File View Help

hoadl = NSNS
&5 Start Page
485 GLASSWALL (DI\Administrator)
“..[Z} Application Pocls
4-[@ Sites
+ 69 Deful Wb S
[ [@ AdministratorConsole
[+ aspnet_client
1@ GlasswallFileReleaseReq
b ¥ GlasswalllntegrationSert
1@ GlasswallManagementS

1060

“ Default Web Site Home

Filter: » ¥ Go - (g Show All | Group by: Area - -
ASP.NET [~
i A F [2
= e e
Y > L4 > ¥
NET MNET WNET Error NET (NET Profile  .NET Roles  .NET Trust
Authorizat.. Compilation  Pages  Globalization Levels
G — o [
NET Users  Application  Connection MachineKey Pagesand  Providers Session State =
Settings Strings Controls
SMTP E-mail
s L
™ = = SEh
B d e & &
Authentic... Ceompression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings ~ Respon.
= i e=" L
1 m M ¢ & L
st Vi | & ContetView

Bl Explore
Edit Permissions...

Edit Site

Bindings...
Basic Sgttings...

View Aﬁ\i(aﬁuns

View Virtual Directories
Manage Website [eN]
Restart
Start

[ B

Stop
Browse Website
[E] Browse ™80 (http)
Advanced Settings...
Configure

Limits...

e Help

1061

37. Click Bindings on the right sidebar.

Type Host Name

http

Port IP Address
m *

Binding Inferma...

1062
1063

1064
1065
1066

38. Click Add.

39. Select https for the Type.
40. Select All Unassigned for IP address.
41. Select the domain certificate for SSL certificate.

Edit...
Remowve

Browse
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Type: IP address:
|https v| ﬂ.ll Unassigned

Host name:

] Require Server Name Indication

S5L certificate:
*di.ipdr

42. Click OK.
43. Select the http binding.

Port IP Address Binding Informa...

443 *

44. Click Remove.

0 Are you sure you want to remove the selected binding?

45, Click Yes.
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Site Bindings (2 [x]
Type  Host Name Port IP Address Binding Informa... Add...
https 443 *

Cloze

46. Click Close.

47. Restart the IIS server. The Glasswall FileTrust console should now be accessible through a

browser. (For example, https://glasswall.di.ipdr/AdministratorConsole). Ensure that there are

no certificate errors.

2.7.2.5 Install the Smtp Analysis Agent

1. Run SmtpAnalysisAgentinstaller.msi.

Welcome to the Glasswall Inbound SMTP
Analysis Agent Setup Wizard

i) Glasswall Inbound SMTP Analysis Agent Setup M

-

=
~
; 5 The Setup Wizard will install Glasswall Inbound SMTP Analysis
UT > Agent on your computer, Click Next to continue or Cancel to
m w exit the Setup Wizard.

'_

n
<3 %
J II
O

||||
Back Mext | | Cancel

2. Click Next.

3. Check the box next to | accept the terms in the License Agreement.
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hd

iz Glasswall Inbound SMTP Analysis Agent Setup

End-User License Agreement

Please read the following license agreement carefully -

END USER LICENCE AGREEMENT (EULA)} ”

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 184 5t James's Place,
London, SW1A 1NH (*Company”) and you (as an individual installing the
software and also, where applicable, the organisation on whose behalfthe
individual is acting) (*You” “Your® “Customer’).

IMPORTANT: BY ELECTIMG TC INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE INSTALLED OMN YOUR COMPUTER SYSTEM BY
COMPANY OR A THIRD PARTY (WHICH WILL BE DEEMED TOQ ACT AS
YOUR AGEMT WITH YOUR EXPRESS CONSENT), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS LICEMCE. HOWEVER, IF YOU HAVE .

[]1 accept the terms in the License Agreement [}"

| it ||

Click Next.
For Listening port, enter 25.

For Management service URL, correct the domain to be the web domain of the IIS server (for

example, glasswall.di.ipdr).

For the Relay endpoints, enter the address of the Exchange server, followed by the port (for

example, exchange.di.ipdr:25).

For the TLS certificate thumbprint, enter the value from the thumbprint field on the certificate,

without any spaces.

i Application Settings

Basic Settings

Listening port 25 Logging directory [c:\Logaing!
Unique agent Id |Inhnund -SMTP-Agent-1 Log level ‘Info (and above) v
Agent queue directory |C: \ProgramData\Glasswall Agent} Performance logging enabled
Management service URL |ht1ps:ffglass't\'all.\:Ii.ipdrfG\asswa\lManagemenBervi
Relay endpoints (;) exchange. di.ipdr: 25 Advanced Settings
DownStream Username | Scanning interval (ms) |3EIIJIJ
DownStream Password Event upload interval (ms) |3000
Max message size (bytes) 50000000 Mail relay interval (ms) |3000
Mo. Instances 1
TLS Setti
— No. parallel hub uploads 1
Relay port security |StartTLSWhenAva\lable v |
Minimum Disk Space Threshold (MB) 100
TLS certificate thumbprint |d 57ba302e5bbaedeaad 1fa81cf734f9579746ffa
Disk Space Warning Threshold (MB) 200
Ignore Mail Server Certificate Revocation Issues
Back. ” Next | Cancel

Logging Settings

BE |
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1094 9. Click Next.
1 Glasswall Inbound SMTP Analysis Agent Setup -

Ready to install Glasswall Inbound SMTP Analysis Agent é ‘

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back || Install | | Cancel |
1095
1096 10. Click Install.
1 Glasswall Inbound SMTP Analysis Agent Setup =1 = -
| Completed the Glasswall Inbound SMTP
&I u Analysis Agent Setup Wizard
m
3 &‘ Click the Finish button to exit the Setup Wizard.
o
.
{ 0
i
=
0] %
||||
Back Cancel
1097
1098 11. Click Finish.

1099 2.7.2.6  Distribute the Glasswall License File

1100 1. Copy the Glasswall License file to the following locations, assuming Glasswall was installed to
1101 C:/Program Files/Glasswall.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 149



DRAFT

RiEn-<l
File Home Share View v @
© = 1[0 » ThisPC » Desktop » gw » NIST v & [ searchhisT £
j Downloads Z Name * Date modified Type Size
 Recent places [ Glasswalllic 7/20/2013409PM  LIC File 2K8
8 This pC ] 5] GlasswallLicenceValidation 1/26/2018 304 PM Security Certificate 4KB
._E Desktop
.E Documents
j Downloads %
,_D Music
| & Pictures =
| B Videos
£, Local Disk (C)
[l DVD Drive (D:) 5¢
?' MNetwork
2items  1item selecte?‘l.ﬁ{) KB Bz =)
1102
1103 2. First copy it to C:/Program Files/Glasswall/ManagementService/bin.
nirpnc|
File Home Share View v 0
@ -t |L| <« Program Files » Glasswall » ManagementService » v C-| | Search ManagementService P |
¥ Favorites z MName - Date modified Type Size
B Desktop L bin T/24/2018 833 PM File folder
j Downloads . Licenses 72472018 &:33 PM File folder
5l Recent places D Global 6/28/2018 7:03 PM  ASP.NET Server A... 1KB
» MLos 6/28/2018T:03 PM XML Configuratio... 3KE
g 9
1M This PC [ Web 72472018 &34 PM XML Configuratio... TKB
| Desktop = [%
,_E Documents
j Downloads
._D Music
Lﬁ Pictures
| B Videos
., Local Disk (C:)
[2ad DVD Drive (D:) SC
w
5items - ==
1104
1105 3. Then copy it to C:/Program Files/Glasswall/InboundSmtpAnalysisAgent.
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1110
1111
1112
1113

1114
1115
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n . r = | InboundSmtpAnalysisAgent [= =[]

R
<« Program F\lES » Glasswall » InboundSmtpAnalysisAgent » Search InboundSmtpAnalysis... 2 ‘
¢t Favorites -~ Mame Date modified Type Size -
B Desktop Licenses File folder
4 Downloads =5 AppSettings XML Configuratio... =
=l Recent places %] ARSoft.Tools.Met.dll Application extens...
%) BouncyCastle.Crypto.dll Application extens...
18| This PC %) CemmandLine.dll Application extens...
e Desktop = %) DiscUtils.dll Application extens...
| Decuments %) EntityFramework.dll f2017 115 PM - Application extens..,
& Downloads %] glasswall.classic.dll 18 1:19 PM Application extens...
W Music %] Glasswall.Common.dll 118 404 PM Application extens..,
= Pictures | Glasswall.lic /2018 4:09PM  LICFile
8 Videos %) Glasswall.SecuritySolution.Analysisfgent... 3 Application extens...
i Local Disk {C:) %] Glasswall.SecuritySolution.DataTransferQ... Application extens...
E DVD Drive (D) 5 1% Glasswall.5ecuritySolution. Domain.dll Application extens...
h 4 Glasswall.SecuritvSolution.FileAnalvsisCo... Apolication hd
5litems  1item selected 1.60 KB dz| =l

4. Lastly copy it to C:;/Program F/Ies/GlassWalI/Adm/n/stratorConso/e/b/n

61items  1item selected 1.60 KB

it 1E]
\_(-_ <« Program Fl\es » Glasswall » AdministratorConsole » bin v & ‘ | Search bin 2 |
¢ Favorites ~ Name - Date modified Type Size -
B Desktop %] System.Net.Http.Formatting.dil Application extens... 181 KB
g Downloads () Systern.Web.Cors.dll Application extens... 34 KB
| Recent places (%) System.Web Helpers.dll Application extens... 141 KB
(%) Systern.Web Http.Cors.dll Application extens... 43 KB
18 This PC % System.Web.Http.dll Application extens.., 452 KB
j Desktop = (%) Systemn.Web Mvc.dll 018 10:38 PM  Application extens... 543 KB
E] Documents (%) Systern.Web.Optimization.dll 42:26 PM Application extens... TOKBE
& Downloads () Systern.Web.Razor.dll Application extens... 265 KB
& Music () System.Web WebPages.Deployment.dll Application extens... A9KB
| Pictures (&) Systern.Web WebPages.dll Application extens... 209 KB
B Videos (&) Systern.Web WebPages.Razor.dll Application extens... AT KB
|:J-_ Local Disk (C:) (&) TAMVCExtensions.dll Application extens... 3TKB =
E DVD Drive (D:) SC %) WebActivatorEx.dll Application extens... 12 KB%
v %) WebGrease.dll 1/23/2014125TPM  Application extens... 1,245 KB v

2.7.3 Configure Glasswall FileTrust

Please see https://docs.glasswallsolutions.com/#Configuring/Office%20365%20Integration.htm for an

example configuration that routes email with attachments from Office365 to Glasswall FileTrust.
Glasswall then forwards email back to Office365, after processing. Note that this linked configuration

does not work with on-premise Exchange setups.

Instead, to achieve the goal of routing email through Glasswall, we redirect local MX records to
Glasswall FileTrust. We implemented it this way because of limitations of the lab environment, but
organizations should consult with the vendor for the best solution to route email through the email
sanitization component, as other options may be available depending on the enterprise.
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1119
1120

1121
1122

1123
1124
1125
1126
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2.7.3.1

1.
2.

Create a New Administrator Account

Open Task Manager.
In the Services tab, start the InboundSmtpAnalysisAgent service.

o

Options  View

Task Manager

| Proces;esl Performance | Users | Details‘ Services |

[= L= |

@ Fewer details

4 Open Services

Mame PID Description Status Group * ~
i . InboundSmtpAnalysisfgent Glasswall Inbound SMTP Analysi..  Starting :
SwmiApSry WMI Performance Adaq%ar Stopped
L5 V5SS Volume Shadow Copy Stopped
Savmvss VMware Snapshot Provider Stopped
S5 VMTools 1416 VMware Tools Running
L VGAuthService 1388 Vhtware Alias Manager and Tick..  Running
S vds Virtual Disk Stopped
i VaultSve Credential Manager Stopped
SaUlDDetect Interactive Services Detection Stopped
£ TrustedInstaller Windows Modules Installer Stopped
Lo TieringEngineService Storage Tiers Management Stopped
£ SOLWriter 1272 SOL Server VS5 Writer Running
£ SOLSERVERAGENT SQL Server Agent (MSSQLSERVER)  Stopped
L5 SOLBrowser SOL Server Browser Stopped
S sppsvc Software Protection Stopped
o Spooler 1044 Print Spooler Running
5 SNMPTRAP SNMP Trap Stopped
S 5amSs 528 Security Accounts Manager Running
£ RSoPProv Resultant Set of Policy Provider Stopped
% Rpclocator Remote Procedure Call (RPC) Lo..  Stopped
. PerfHost Performance Counter DLL Host Stopped
S MetTepPortSharing MNet.Tep Port Sharing Service Stopped
L Netlogon 528 Metlogon Running

Close Task Manager.

Open a browser and navigate to the Glasswall Administration Console (for example,

http://glasswall.di.ipdr/AdministratorConsole).
If this is the first time logging in, the default account will be admin@glasswallsolutions.com,
and the password is Welcomel? .
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—+§ GLASSWALL

Email Password

L Ty S [ .

1127
1128 6.

1129
1130 7.

Log in using these credentials.

Supported File Types
Files Saniisad | Ramedated

0 0

Outbound Emails

Outbound SMTP Agent Status

At Insactive:

0 0

Reporting Quewes.

0 0

On the left sidebar, click Accounts.

Other File Types

Files
1]

Total Emails Total Files
o Q
Supported File Types Other File Types
Files Santised | Hemedated Fies
(] 0 (]
Inbound SMTP Agent Status
Active Irssctve ibound Cueues. Scan Queues ey
1 i} ] 0
Outhound Cueues Reporting Oueues Failed Cueves Unprocessable Queues
0 o 0 o

Scan Queves.

0 0

Unprocessable Cueues.

0

Irspaction Cuies
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_EG-.
Accounts
@ A
Security Groups
m.«n
1131
1132 8. Under Accounts, click Add.
1133 9. Enter the name and email address of an administrator account from the email server.
1134 10. Select Principal Administrator for Security Group.
e =
Create Account
Reporting @
[

1135
1136 11. Click the checkmark button when finished.
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- ID '
ﬁ Adeninisarator Console Kocounts
' S s Bl Security Group Account Locked
Admanisraton adrmenighas sl
@ Iné SMTE Policy & Adm Admintstratcr @i gxdr
E] Outbourd SMTP Policy It @Mu
Reporting Security Groups
-ﬁ G on Name
Principal Admnistratos
1137
1138 12. The new administrator account should be created.

D« 0 Cotlbuste amen B ) Girtsmah | Accourns

GLASSWALL

Mik Un

Account Created

Mik Un

Mik Un TRUST EvE e

Mik Un

Wiaukd you bk 10 store your pasawerd for exchangel  hior i s ot for thi s |

1139 -
1140 13. Check the email inbox of the specified email address for a confirmation email, and click the link

1141 in the email.
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_ - 1o
Reset Password
@
1142
1143 14. Enter the email address as well as a password for this account.
1144 15. Log in as this user, and then go to Accounts.
1145 16. Select the old (default) Administrator account.
Accounts
| B [ Emall Sueusity Group Aceount Locked
' Transaction Log o Adminisiralos admngiplasswalisalibions com Principal Administrator
@a Lea ook Epbeets
Security Groups N
1146
1147 17. Click Delete.
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1151

1152
1153

1154
1155
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2.

7
/

[%) File Release

6 Inbound SMTP Policy

@ Outbiund SM

0 O || el Adriststrebes « Dctiook | [ Glaswall | Aeeeunts

Accounts

Accounts

Name Email

Administrator

@ ana

Security Groups

Mame

Principal Adminisirator

Standard User

Administratorfd ipdr

Security Group

Principal Administrator

Security Roles

View Inbound Pobcy

Approve P
View Outbound Fok
Edt ind Folicy Catalogue

e Palicy Catalogue

View Sy guration
Edit Systemn Configuration
Create Rapons

Account Locked

18. This should remove the old administrator account (note: failure to remove this can result in a
significant vulnerability for this server).

3.2  Configure Notifications and Policies

1. Click Configuration on the left sidebar.
2. Click the Notifications tab.

3. On this page, enter the web domain in the first input box (for example, glasswall.di.ipdr).

ceatigu 0 v @ C |(E Ml Admisistrsbae « Otiogk | [ Glesswall | Condrguration

The hestname 1o be wsed in hyperlinks within notifcaton emails
[ re—r IdrnistratorConsake

Quarantined Flie Alert

The contents of the quarantined file attachmen.

The attached fi{s) were quarantined in actaedance with Corparate Policy
Floase comact IT support for more information.

Mail Footer Text

The text irserted A the b

joen of processsd emaits

This mail hias Basn protactad by Ciasswal

Subject Line
The subjeect of thee el used o rease o

Veuur s has baan ralansad by Glasmwal

Email Bady

The contort of the email used to rdease a e @

The attachas
eagani

| have been checked and released in acoordance with
%ReleaseDetails®

Flaase contact IT support for more information.

File Release Denied Notification

Subject Line

The subject of the email usad to nobfy user of a file release denal. [

Yoot e ruae tequest has been densed

Email Body

The content of Ihe email used to deny a lie release @

Thir foliowing Sie(s) hawe been denied for release in accordance with
erganisatan pelicy.

% Ralnasalatins

Flaase contact I support for more informatiea
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1163
1164

1165
1166

1167

1168
1169
1170

1171
1172
1173
1174
1175
1176
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4. The various input boxes on this page allow you to specify the messages sent when files are
guarantined, released, or prevented from being released.

5. Click the Inbound Agents tab.

6. Select Analysis and Protect for Processing Mode. (This analyzes and quarantines/reconstructs
files based on policy.)

7. Select Active for File Preview Mode. (This provides clients with a preview of their received files
if they were quarantined, so they can determine whether they should request the file be
released.)

8. Enter the domain for Allowed Domains (for example, di.ipdr).

sy el b (separate with semicokon)

Save

9. Click Save.

2.7.3.3  Configure Inbound SMTP Policy

This section discusses SMTP policy under Glasswall FileTrust. There are several layers of granularity for
configuring Email policy. Because policy is dependent on the organization’s needs, we will not prescribe
a policy but will showcase how a policy is formed.

Policy in Glasswall FileTrust consists of Sender Groups, Receiver Groups, Content Management
Policies, and ThreatCensor Policy Sets. Receiver groups allow for the specification of users who receive
email. Sender groups allow for the specification of emails received from specific senders. Content
Management Policies refer to the default policy on various filetypes. Lastly, ThreatCensor Policy Sets
allow for the specification of policy on specific error codes; through this it is possible to place policies on
encrypted email, for example, depending on the organization’s needs.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 158



DRAFT

1177 2.7.3.4  Create a Receiver Group

1178 1. On the left sidebar, click Inbound SMTP Policy.
1179 2. Click Draft Policy Catalogue.

o-aciE Outinat | 2 cia alagur

Inbiound SMTP Policy

Inbound SMTP Policy Catalogues

Publ»;hqd ) Published By
) s wrone
iy 7isn
1 180 < you mird Ao omphete b sermorber meb oo et s
1181 3. Under Receiver Groups, click Add.
£-aclim nttech
TheestCensar Policy Set
Orgnsshon TsConso Py 5ot ¢ Add
Sender Groups
Receiver Groups
Content Management Policies
Cupanisation Content Management Polcy
ThreatCensor Policy Sets
Name
1182
1183 4. Under User Defined Mailboxes, click Edit.

@ nad

(@) Aad

@) had

(@) paa
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O - @ 2 Mal - Aderenatiatee s Outtech | [ Glaatwsll | Rezenves Greupn

Receiver Group Detals

New Receiver Group 2

LDAP Synchronisation Settings

User Defined Mailboxes

1185 5. Enter the email address(es) of users who should be in this receiver group.
New Receiver Group 2 Mailboxes
Add User-Defined Mailbox
User Defined Mailboxes It

1186

1187 6. Click Add.

1188 7. When finished, return to the Policy Catalogue page.

e

S Eat
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= |o N
G-I-AI-SS\.VA LL |I!r'.‘.|?.(.|_1.€.lo' H’.i:t'-' ‘-u:' ) —
Sender Groups @) Add
There are ne Servder Groups in this Policy Gatakogue.
Receiver Groups @ Add
Hame
Mew-Recamer-Grou-1 et A Undo
B pote
Content Management Policies [ @ Add
ThreatCensor Policy Sets @ Add
Hame
1 189 Crganisation ThrealGensor Policy Set
1190 2.7.3.5 Create a ThreatCensor Policy Set
1191 1. Under ThreatCensor Policy Sets, click Add.
= | o
0 - 2 A At e | 2 G| TrsaeC i P .
New ThreatCensor Policy Set 1 par
ﬁ Adminissrator Console o . F
Explicit ThreatCensor Paolicies -l
' Transaction Log These are no Exphet TheestCensor Polices in the Polcy Catalogues
Default ThreatCenser Policies Fa-

File Type Action

Microsoft Excel (Binary) Desaliow

1192
1193 2. Under Explicit ThreatCensor Policies, click Edit.
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1194
1195

1196
1197
1198

1199
1200

1201
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=&
e & https diipd o-ac _‘n Mail - Administrstor - Outiock. | 2 Classwal | Edit Explici Thre.. ] f ok L
2 | ThreatCensor Set Pokcy Details | Edit Exphcit ThreatCensor Policies
Edit Explicit ThreatCensor Policies
Add Explicit ThreatCensor Policy
File Type Action lase
PO bt Ak b :n;u..:nm Q\ @ Add
Issue Id Description Thraat Level
OBZ50696 Digital signatures present in fe Medium

Explicit ThreatCensor Policies

There are no Expiicit ThreatCensor Falioes in the Folcy Catalogue

3. Select the File Type and Action for the rule.
4. Under Issue, click the magnifying glass to search for an error code.
5. Return to the Policy Catalogue page when finished.

2.7.3.6

L.1.

Create a Processing Rule

1. Under Processing Rules, select the appropriate Sender Group, Receiver Group, Content
Management Policy, and ThreatCensor Policy Set.

=10/
2 s £ - ad | satie - Dutiook. | ) G 5ok * 1

GLASSWALL Sender Group Receiver Group Mail Defivery Action
TR rie
A Senders w Al Biecemers &4 kst ~ Add
ﬁ Admintstrator Gonsole
H Traresaction Log
Processing Rules
E%‘., Ve Flete o
Sender Group Receiver Group © Policy Policy Set

=] Inbound SMTF Policy Organisation Content Organisation ThreatCensor
S) Al Senders Al Recevers 2 -

Managemment Pokcy Policy Set

@ Oulb =
Reporting

Sander Group Recawver Group

a Configuration A enders ~|| alowed o recens oncypin w1 | Crgansanen Coment Management Foly v
ThreatCensar Policy Set
M ThimstCensos Puscy S 1 v A

Sender Groups @ Add
There are na Sender Graups in this Poicy Catalogue

@ naa

Receiver Groups
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1204
1205

1206
1207

1208

1209
1210

1211
1212
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2.

3. This allows for granular policy for email inspection, quarantine, and reconstruction.

2.7.4
1.

2.

4.

5. Select Hashed for Collection Mode (especially if your data is sensitive; this will prevent the

Click Add.

Configure Intelligence Sharing

Run DataCollectorinstaller.msi.

i) Glasswall Data Collector Setup \;‘i-

Welcome to the Glasswall Data Collector
Setup Wizard

The Setup Wizard will install Glasswall Data Collector on your
computer. Click Mext to continue or Cancel to exit the Setup

Wizard, %

TRUST EVERY FILE

-~
g
3
n
0
<
-
O

= o

(=]
g

ack i Next | | Cancel

Click Next.

14 Glasswall Data Collector Setup \;‘i-

End-User License Agreement —
Flease read the following license agreement carefully -
END USER LICENCE AGREEMENT {EULA} ~

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 18A St James's Place,
London, SW1A 1MNH ("Company™) and you (as an individual installing the
software and also, where applicable, the organisation on whose behalfthe
individual is acting) (*You" “Your® “Customer~).

IMPORTANT: BY ELECTING TO INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE INSTALLED ON YOUR COMPUTER SYSTEM BY
COMPAMY OR A THIRD PARTY (WHICH WILL BE DEEMED TO ACT AS
YOUR AGENT WITH YOUR EXPRESS CONSENT), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS LICEMCE. HOWEVER, IF YOU HAVE .

[W11 accept the terme in the License Agreement:

Print | | Back || Mext | | Cancel

Click Next.

release of any identifying information).

Check the box next to | accept the terms in the License Agreement.
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6.

7.

8.

9.

For Integration Service Url replace localhost with the name of the computer running the

Integration Service.

Enter the username and password.

Data Collector Installation Settings

Spedify the Installation Setting for the Glasswall Data Collector

=

Collection Mode

License File Path

Integration Service Url
Integration Service Username

Integration Service Password

Ignore Integration Service Certificate

Use Proxy?

Web Proxy Endpoint
Web Proxy Port

Web Proxy Username
Web Proxy User Domain

Web Proxy Password

Logging Directory

Logging Level

IC:‘vProgram Files'Glasswall\AdministratorConsale EI

Ihttps: Jfalasswall.di.ipdr/GlasswallIntegrationSery

|Administrator

............ll

False v

[c:\ogging

|Debug {and above)

Click Next.

Ready to install Glasswall Data Collector

= o

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Click Install.
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Glasswall Data Collector Setup \;‘i-

Completed the Glasswall Data Collector
Setup Wizard

FILE

Click the Finish button to exit the Setup Wizard.

TRUST EVERY

-
g
3
n
v
<
-
O

&7

10. Click Finish.

2.8 Micro Focus ArcSight Enterprise Security Manager

Micro Focus ArcSight Enterprise Security Manager (ESM) is primarily a log collection/analysis tool with
features for sorting, filtering, correlating, and reporting information from logs. It is adaptable to logs
generated by various systems, applications, and security solutions.

This installation guide assumes a pre-configured CentOS 7 machine with ESM already installed and
licensed. This section covers the installation and configuration process used to set up ArcSight agents on
various machines, as well as some analysis and reporting capabilities.

Installation instructions are included for both Windows and UNIX machines, as well as for collecting
from multiple machines. Furthermore, integrations with other products in the build are included in later
sections.

2.8.1 Install the ArcSight Console
1. Run ArcSight-7.0.0.2436.1-Console-Win.exe.
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ArcSight ESM Console == -

< ArcSight Ehehg Introduction
= Introduction The ArcSight Console Installer will guide you through the installation
@ License Agreement of ArcSight ESM Console . Itis strongly recommended that you quit all

rograms before continuing with this installation.
® Special Notice preg g
@ Choose ArcSight installati. Mote: Please be sure to download and read the separate installation
@ Choose Shortcut Folder and upgrade documentation available with this software.
® Pre-nstallation Summary Click the '™ext' hutton to proceed to the next screen. Ifyou want to
@ Installing... change something on a previous screen, click the Previous' button.
@ Install Complete
You may cancel this installation at any time by clicking the 'Cancel’
button.

InstallAmywhere

I e
143

1234
1235 2. Click Next.
1236 3. Check the box next to | accept the License Agreement.
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<L ArcSight
" Introduction

=¥ License Agreement
@ Special Notice

@ Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@& Install Complete

InstallAmqwhers

Cancel

ArcSight ESM Console il B -

License Agreement

@ Choose ArcSight installati,..

Installation and Use of ArcSight ESM Console Requires

Acceptance of the Following License Agreement:
this URL apply:

hitps:/lsoftware microfocus.com/about/s oftware-licensing.

17. Russian Consumers. If you are based in the Russian
Federation and the rights to use the software are provided to you
under a separate license and/or sublicense agreement
concluded between you and a duly authorized Micro Focus
partner, then this Agreement shall not be applicable.

5200-0849v1.0, 2017
(C) Copyright 2015-2018 EntlT Software LLC

i accept the terms of the License Agreemeni

Previous | | I‘J%;t

4. Click Next.
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< ArcSight L
« Introduction

« License Agreement
= Special Notice

@ Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@ Install Complete

InstallAmpwhere

Cancel

ArcSight ESM Console == -

Special Notice

@ Choose ArcSight installati...

Only applicable for US Government Entities:
Limited Rights Motice (June 1987) ~

(a) This data is submitted with limited rights under Government
Caontract. This data may be reproduced and used by the
Government with the express limitation that they will not, without
written permission of the Contractor, be used for purposes of
manufacture nor disclosed outside the Government; except that
the Government may disclose these data outside the Government
for the following purposes, if any, provided that the Government
makes such disclosure subject to prohibition against further use
and disclosure:

(b) This Motice shall be marked on any reproduction of this data,
inwhaole orin par.

Restricted Rights Motice (June 1987) %

| Previous | | MNext

5. Click Next.
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< ArcSight Fherg Choose ArcSight installation directory

+ |ntroduction Choose a directory to install ArcSight Console:

¥ License Agreement CharcsightiConsole |

+ Special Motice
= Choose ArcSight installati,..
@ Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@ Install Complete

Restore Default Folder | | Choose.. |

InstallAmywhere

1241
1242 6. Click Next.
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<L ArcSight e Choose Shortcut Folder

+ |ntroduction Where would you like to create product icons?

¥ License Agreement ® In a new Program Group: |ArcSight ESM 7.0.0.1 Console
+ Special Motice

+ Choose ArcSight installati, . © Inthe Start Menu
= Choose Shortcut Folder

@ Pre-Installation Summary
@ Installing... () In the Quick Launch Bar

() Onthe Desktop

@ Install Complete

) Other: | h || Choose...

) Don't create icons

[+] Create lcons for All Users

InstallAmywhere

1243
1244 7. Click Next.
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CArcsight | CIELEE

Introduction
License Agreement

Choose Arc3ight installati...
Choose Shortcut Folder
=* Pre-Installation Summary
@ Installing...
@ Install Complete

v
W
+ Special Motice
v
w

InstallAmywhers

Cancel

ArcSight ESM Console il B -

Pre-Installation Summary

Please review the following information before continuing:

Product Name:
ArcSight ESM Console

Install Folder:
CharcsightiConsole

Shortcut Folder:
CAProgramDataiMicrosoftWindows\Stat Menu\Programs\ArcSight E

Disk Space Information {for Installation Target):
Required: 578,978,682 Bytes
Available: 42,580, 230,144 Bytes

Previous H Install

8. Click Install.

9. Select No, | do not want to transfer the settings.
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[« | ArcSight Console Configuration Wizard |;|i-

.i ArcSig ht Do you want to transfer configuration settings from a previous ArcSight Console
installation? If you installed ArcSight Console before, choosing this option will transfer
settings from your previous ArcSight Console configuration to the new versian.

Configure

() ¥es, I want to transfer the settings

(® Mo, I do not want to transfer the settings

1248
1249 10. Click Next.
1250 11. Select Run console in default mode. (This can be changed later according to your organization’s
1251 compliance requirements.)
B ArcSight Console Configuration Wizard =l
%: ArcSight Select the mode for console to run in: -
WARNING 1: Do not install in FIPS 140-2, FIPS with Suite B 128 bits and FIPS with Suite
Confi B 192 bits mode unless
onngure @ you are a federal agency required to comphy with the FIPS 140-2, FIPS with
Suite B 128 bits and FIFS with Suite B 192 bits standard, AND
@ you have reviewed the setup and configuration steps reguired for enabling
FIPS 140-2, FIPS with Suite B 128 bits and FIPS with Suite B 192 bits mode -
() Run console in default mode
(® Run console in FIPS mode
1252 k
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1254
1255

1256

1257
1258

1259
1260

DRAFT

12. Click Next.

Information -

| ‘f’lgs | | Mo
13. Click Yes.
14. Select FIPS 140-2.
[ | ArcSight Console Configuration Wizard =
.i ArcSig ht Select the cipher suite options:
Before you proceed, be sure to make the necessary configuration changes to the
Cunfig e system, Refer to the ArcSight ESM Installation and Configuration Guide for details.

(®) FIPS 140-2
() FIPS with Suite B 128 bits

() FIPS with Suite B 192 bits

| < Previous H Nexti} |

15. Click Next.
16. Enter the hostname of the ESM server for Manager Host Name.
17. Enter the port that ESM is running on for Manager Port (default: 8443).
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B ArcSight Console Configuration Wizard I;Ii-

.{ ArcSig ht Please complete the following ArcSioht Manager information.

) MOTE: Only IPv4 is available as a Preferred IP Protocal.
Configure

3

Manager Host Mame  |arcsight-esm

Manager Port 8443

< Previous | | Mexk = |

1261
1262 18. Click Next.
1263 19. Select Use direct connection.
x| ArcSight Console Configuration Wizard B -
.i ArcSig hi ArcSight Console can connect to ArcSight Manager using a HTTP proxy server,
Please choose whether you would like to configure ArcSight Console for a proxy
Configure connection,
(#) Use direct connection,
() Use proxy server.
< Previous | | Mexk =
1264
1265 20. Click Next.
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x| ArcSight Console Configuration Wizard I;Ii-

.i ArcSig ht Flease choose the authentication configuration to match the settings on ArcSight
Manager. If unsure, select the first option.

Configure

(®) Password Based Authentication
() Password Based and 551 Client Based Authentication
() Password Based or 551 Client Based Authentication

() 55L Client Only Authentication

< Previous | | Mexk = |

1266
1267 21. Click Next.
1268 22. Select your preferred browser.
[ | ArcSight Console Configuration Wizard o || = -
.g: AKSig ht Browser information: Please enter the path to your prefered web browser, This will be
uzed by the console when opening any web-based application in an external browser.
Configure
Browser Executable |-ome‘\Application\chrome, exe |Z| %
< Previous | | Mext =
1269
1270 23. Click Next.
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1273
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-§’: ArcSight

Configure

ArcSight Console Configuration Wizard I;li-

The ArcSight Console can be installed for use by single 0OS user on this machine who has
write access to the installation directory or for multiple Q5 users without write access, A
zingle installation can also be shared by multiple OS users az long as they all have write

access to the installation directory. Mote: When switching from one mode to the other
your user preferences will not be preserved.

(®) This is a single user installation. (Recommended)

() Multiple users will use this installation.

< Prewvious | | Mext = |

24. Click Next.
25. Click Finish.
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1277
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< ArcSight Ehehg

Introduction

License Agreement
Special Motice

Choose ArcSight installati...
Choose Shortcut Folder
Pre-Installation Summary
Installing...

v
v
v
v
v
v
v
-

Install Complete

InstallAmywhere

Cancel

26. Click Done.

Install Complete

Congratulations!
ArcSight ESM Console has been successfully installed to:

CharcsightiConsole\current

Click "Done” to quit the installer.

Previous || Done

27. Run ArcSight Console from the start menu.
28. Enter the username and password.
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-%( ArcSight

ArcSight Console 7.0.0.2436.1 [- [ o ]

User ID m

Password

Manager arcsight-ssm -

| Login || Cancel

29. Click Login. (If you are unable to connect, ensure that the hostname of the ESM server is

present in your DNS server.)
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Do you want to trust the certificate of server's signer?

BUCFKSdk HaSdth W1 XIRZdL tmEeEvnyM+CLFnDELLADA LgqVDwAFrAt Tk AevErgdghT2ajfkg
2eQ0=TQr3EvmbKFumM3BRUSBLZIYcntiSVQObIn dzjBel Y vnowiddgoOVSzS  bedeXUY0EZcD
xl+N+jiTvEKwcdosScin YBKILfn TMZ2 AESID+HP7CZI5+ Wi AOTY 7w bilxFe-+IPniEKymEk NaeweM
Clzz7EdNABDWsclepmYM2PSETUIESQOTWIV2ErykavtExhjocg/ 111gUY rHLpiEeA kag NIorky SW
CafdaqujLXréix3rg7dFjrHhDelaslmMk fwlA==

Issued To
CH=arcsight-esm, OU=ESM,O=Arcsight, L=95014, 5T=CA,C=US

Issued By
CM=arcsight-esm,OU=ESM,O=~Arcsight, L =95014, 5T=CA,C=US

Issued On
Sunday, August 15, 2018 8:16:31 AM PDT

Expires On
Maondsy, August 21, 2023 8:16:31 AM POT

30. Click OK.

2.8.2

Install Individual ArcSight Windows Connectors

1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe.
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H ArcSight SmartConnector

<C ArcSight

MIERDO
CIFREE

=% Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary

@ Installing...

@ Upgrade

® System Restart
® Install Complete

— =

Introduction

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnectar,

The first step installs the core ArcSight SmarntConnector
components; then you select the ArcSight SmantConnector
you wish to configure.

ArcSight recommends trmyou quit all other programs
hefore continuing with this installation.

Click the ™ext' button to proceed to the next window.

If you wantto change something on a previous window,
click the 'Previous'button. To cancel this installation at
any time, click the 'Cancel’ button.

Previous
1285
1286 2. Click Next.
1287 3. Enter C:\Program Files\ArcSightSmartConnectors\Windows.
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H ArcSight SmartConnector
<CArcSight  [CIFLEDRE

+ Introduction

=* Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Falder
@ Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

® Install Complete

Cancel

4. Click Next.

— >
Choose Install Folder

Pleasze choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmartConnector is currently installed.

Where Would You Like to Install?
CAProgram Files\arcSightSmanConnectorsiWindows

Restore Default Folder Choose. .

Previous Mext
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n ArcSight SmartConnector
<C ArcSight  [IFAERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

—* Pick Shortcut Folder

@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

® Install Complete

Cancel

5. Click Next.

Pick Shortcut Folder

pes

Where would you like to create product icons?

(® In a new Program Group: | ArcSight SmanConnectors

(7 In the Start Menu

() On the Desktop

(") In the Quick Launch Bar
(T Other;

(C) Don't create icons

] Create lcons for All Users

Previous

Choose...
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1294

n ArcSight SmartConnector
<C ArcSight  [IFAETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set
+ Pick Shortcut Folder
= Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

® Install Complete

Cancel

6. Click Install.
7. Select Add a Connector.

— et

Pre-Install Summary

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmarnConnector

Install Folder:
CAProgram Files\ArcSightSmanConnectors\Windows

Shortcut Folder:
Cilzers\ddministratornAppData\Roaming\Micros oftWindows\Start 1

N

Previous Install
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1297

DRAFT

B connector Setup I} - O
. What would you like to do?
<[ ArcSight
Configure
(@) Add a Connector
() Set Global Parameters
< Previous Cancel
8. Click Next.

9. Select Microsoft Windows Event Log — Native.
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B Connector Setup — O X
. Select the connector to configure
<X ArcSight
Configure
Type Microsoft Windows Event Log - Native P
< Previous Cancel

1298
1299 10. Click Next.
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B Connector Setup — O X

Configure Parameters

<X ArcSight

Configure Security log
System log

Select logs for event collection from local host rs

Application log
[ ForwardedEvents log
% [J custom logs

Source hosts for all forwarded events
[ Do not use any source for Windows OS version
[ Use Active Directory for OS version
[ Use file for OS version

Parameters to add hosts for event collection

[J Use common domain credentials

[J Use Active Directory

[J Enter manually

< Previous Cancel

1300
1301 11. Click Next.
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1303

1304

DRAFT

n Connector Setup

<X ArcSight

Configure

- O
For the host the following options were selected:
Security, System, Application
< Previous Cancel

12. Click Next.

13. Select ArcSight Manager (encrypted).
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B connector Setup - O X
. Enter the type of destination
<X ArcSight
Configure
(®) ArcSight Manager (encrypted)
() ArcSight Logger SmartMessage (encrypted)
() ArcSight Logger SmartMessage Pool (encrypted)
(C) CEF File
() Event Broker
() CEF Syslog
() CEF Encrypted Syslog (UDF)
() C5V File
(C) Raw Syslog
< Previous Cancel
1305
1306 14. Click Next.
1307 15. Enter the hostname, port, username, and password for the ArcSight ESM server.
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B connector Setup - O >
. Enter the destination parameters
<X ArcSight
Configure
Manager Hostname arcsight-esm
Manager Port 8443
User administrator
Password SEEBEBESE
AUP Master Destination |false -
Filter Out All Events false ~
Enable Demo CA false -
< Previous Cancel
1308
1309 16. Click Next.
1310 17. Enter identifying details about the system (only Name is required).
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B connector Setup - O X
. Enter the connector details
<X ArcSight
Configure
Name Windows10-1
Location
DeviceLocation
Comment Windows10-1 Client
< Previous Cancel
1311
1312 18. Click Next.
1313 19. Select Import the certificate to connector from destination.
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DRAFT

H Connector Setup

<X ArcSight

Configure

— O
Following certificate will be imported into connector trust store:
Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
(®) Import the certificate to connector from destination
(O) Do not impart the certificate to connector from destination
< Previous Cancel

20. Click Next.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

191



DRAFT

B connector Setup - O X
. Add connector Summary
%: Al’CSIghf Following are the added connector details:
Connector Name [Windows10-1], Connector Type [winc]
Configure
< Previous Cancel

1316
1317 21. Click Next.
1318 22. Select Install as a service.
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B connector Setup - O X
. The Smart Connector is currently installed as a standalone application
<X ArcSight
Configure
(®) Install as a service
() Leave as a standalone application
< Previous Cancel
1319
1320 23. Click Next.
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B connector Setup - O >
. Specify the service parameters
<X ArcSight
Configure
Service Internal Name winc
Service Display Name Microsoft Windows Event Log - Native
Start the service automatically Yes w
< Previous Cancel
1321
1322 24. Click Next.
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B Connector Setup — O X
. Install Service Summary
<X ArcSight
The ArcSight SmartConnector is now configured to run as a service.
Configure
You can now start the SmartConnector by:
Going to the services application and starting the service:
ArcSight Microsoft Windows Event Log - Native
< Previous Cancel
1323
1324 25. Click Next.
1325 26. Select Exit.
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B connector Setup - O X
. Would vou like to continue or exit?
<X ArcSight
Configure
(") Continue
® bxit
s
< Previous Cancel
1326
1327 27. Click Next.
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1331
1332

1333
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n ArcSight SmartConnector — .

<L ArcSight  [IFLERE Install Complete

<

Intraduction Congratulations! ArcSight SmartConnector has been successfully
Choose Install Folder installed to:

Choose Install Set
Pick Shorcut Folder
Pre-Install Summary Press "Done” to quit the installer.

CAProgram Filesl\ArcSightSmanConnectorsiWindows

Installing...
Upgrade
System Restant

L N S L Y T N

Install Complete

Cancel Previous Done

28. Click Done.

2.8.3 Install Individual ArcSight Ubuntu Connectors

1. From the command line, run:
> sudo ./ArcSight-7.9.0.8084.0-Connector-Linux64.bin

2. Enter the password if prompted.
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1336
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1338

1339
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B ArcSight SmartConnector

< ArcSight | CIFAETE

= Introduction

@ Choose Install Folder
@ Choose Install Set

@ Pick Shortcut Folder
@ Prednstall Summary

@ Installing...

® Upgrade

@ System Restart

® Install Complete

Cancel

3. Click Next.
4. Enter /root/ArcSightSmartConnectors/Ubuntu.

5. Click Next.

<CArcSight | IFSETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

= Pick Shortcut Folder
@ Pre-nstall Summary

@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

Cancel

Introduction

The ArcSight Installer will guide you through the
installation
of the ArcSight SmartConnector.

The first step installs the core ArcSight SmartConnector
components; then you select the ArcSight SmartConnector

you wish to configure,

ArcSight recommends that you quit all other programs
before continuing with this installation.

Click the 'Next' button to proceed to the next window.
If you want to change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

B ArcSight SmartConnector

Choose Link Folder

Where would you like to create links?

@ In your home folder

) Other:

) Don't create links

Previous | ‘ MNext
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1340 6. Click Next.

B ArcSight SmartConnector

<X ArcSight | CIFAETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder
= Pre-Install Summary

@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

Cancel

1341
1342 7. Click Install.
1343 8. Select Add a Connector.

Pre-Install Summary

Please Review the Following Information Before
Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
frootfArcSightSmartConnectors/Ubuntu

Link Folder:
froot

Previous | ‘ Install
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B Connector Setup

What would you like to do?
ﬁ ArcSight
Configure
@ Add a Connector
) 5et Global Parameters
< Previous || Next = || Cancel

1344
1345 9. Click Next.
1346 10. Select Syslog File.
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B Connector Setup

What would you like to do?
{ ArcSight
Configure
® Add a Connector
) Set Global Parameters
| < Previous || Next = || Cancel

1347
1348 11. Click Next.
1349 12. Enter /var/log/syslog for the File Absolute Path Name.
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B Connector Setup

~§ ArcSight

Configure

Enter the parameter details

File Absolute Path Name [varilog/syslog]| [
Reading Events Real Time or Batch |realtime |v|
Action Upon Reaching EOF |None |v|
File Extension If Rename Action |processed |

i I [+]

| < Previous || Next = || Cancel |
1350
1351 13. Click Next.
1352 14. Select ArcSight Manager (encrypted).
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o Connector Setup

§ ArcSight

Configure

Enter the type of destination

® ArcSight Manager (encrypted)

2 ArcSight Logger SmartMessage (encrypted)

2 ArcSight Logger SmartMessage Pool (encrypted)
) CEF File

i) Event Broker

i) CEF Syslog

) CEF Encrypted Syslog (UDP)

) CSV File

i) Raw Syslog

| < Previous || Next = || Cancel
1353
1354 15. Click Next.
1355 16. Enter the hostname, port, username, and password for ArcSight ESM.
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D Connector Setup

ﬁ ArcSight

Configure

Enter the destination parameters

Manager Hostname |arcsight-esm

|
Manager Port [g443 |
User [administrator |
Password [ranaanss | |
AUP Master Destination |fa|se |v|
Filter Out All Events |fa|se |v|
Enable Demo CA |fa|se |v|
| < Previous || Next = | | Cancel

1356

1357 17. Click Next.

1358 18. Enter identifying details about the system (only Name is required).
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< ArcSight

Configure

Enter the connector details

Name Ubuntu Client

Location

DeviceLocation

Comment
1359 < Previous MNext = Cancel
1360 19. Click Next.
1361 20. Select Import the certificate to connector from destination.
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5\‘[ ArcSight

Configure

1362

Following certificate will be imported into connector trust store:
Host/port: arcsight-esm_ 8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=95014, ST=CA, C=U5

® Import the certificate to connector from destination

() Do notimport the certificate to connector from destination

< Previous [ Next = Cancel

1363 21. Click Next.
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& Connector Setup

. Add connector Summary
{ ArcSight Following are the added connector details:
Connector Name [Ubuntu Client], Connector Type [syslog Ffile]

Configure

1364 <Previous | (S | Cancel

1365 22. Click Next.
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& Connector Setup

To modify service configuration, you must be running as root
To manually configure, log on as root and execute the Following script:

Jhome/dizfArcSightSmartConnectors/Ubuntuz/current/bin/arcsight
agentsve -i-u user

To manually remove the service, log on as root
and execute the Following script:

Jhome/dizfArcSightSmartConnectors/Ubuntuz/current/bin/arcsight
agentsve -r

< Previous [ Next = Cancel

%‘[ ArcSight
Configure
1366
1367 23. Click Next.
1368 24. Select Exit.
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<X ArcSight

Configure

Would you like to continue or exit?

| ) Continue
@ [Exit
< Previous Mext = Cancel
1369
1370 25. Click Next.
ArcSight SmartConnector
<X ArcSight | CIFAEEE Install Complete
+ Introduction Congratulations! ArcSight SmartConnector has been
+ Choose Install Folder successfully installed to:
¥ Choose Install Set (homefdi2/ArcSightSmartConnectorsf/Ubuntu2
+ Pick Shortcut Folder _ )
v Prednstall Summary Press "Done" to quit the installer.
+ Installing...
+ Upgrade
+ System Restart
= Install Complete
InstallAmywhere @
:-_ = | Qone :
1371
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1373
1374

1375
1376

1377

DRAFT

26.

2.8.4
1.

2.
3.

Click Done.

Install a Connector Server for ESM on Windows 2012 R2
Run ArcSight-7.9.0.8084.0-Connector-Win64.exe.

<C ArcSight | IFRER

mo

=% Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

ArcSight SmartConnector

Introduction

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmarConnector.

The first step installs the core ArcSight SmartConnectar
compaonents; then you select the ArcSight SmanConnector
you wish to configure.

ArcSight recommends that you quit all other programs
hefore continuing with this installatio

Click the 'Mext' button to proceed to the next window.
[fyouwantto change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel’ button.

Previous

= [

Click Next.

Enter C:\Program Files\ArcSightSmartConnectors\Windows.
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4.

5.

<CArcSight  [IFAERE

+ Introduction

=» Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

@ Install Complete

ArcSight SmartConnector == -

Choose Install Folder

Please choose the installation folder. Itis recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or fcheckpointng. Ifyou are
upgrading from a previous version, please select the folder where the
Arc3ight SmantConnector is currently installed.

Where Would You Like to Install?
C\Program FiIechSightSmartConneu:Tors‘.‘.".findows|

Restore Default Folder || Choose...

| Previous || Mext |

Click Next.

<C ArcSight = [IFLERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

=» Pick Shortcut Folder

@ Pre-Install Summary

@ Installing...

@ Upgrade

® System Restart

@ Install Complete

ArcSight SmartConnector == -

Pick Shortcut Folder

Where would you like to create product icons?

® In a new Program Group: | ArcSight SmartConnectors

) Inthe Start Menu

() On the Desktop

) In the Quick Launch Bar

) Other: Choose ..

() Don't create icons

[] Create Izons for All Users

Previous | [ Mext

Click Next.
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H ArcSight SmartConnector [ [o =]

<C ArcSight | [FLETE Pre-Install Summary

« |ntroduction Please Review the Following Information Before Continuing:
+ Choose Install Folder
+ Choose Install Set

« Pick Shortcut Folder

= Pre-Install Summary Install Folder:
C\Program Files\ArcSightSmartConnectorsWindows

Product Name:
Arcsight SmartConnector

@ Installing...
@ Upgrade Shortcut Folder:
@ System Restart CUsers\Administrator. DAppData\Roaming\MicrosoftWindows\Ste

@ Install Complete

< ] > %

Previous | [ Instan |
1382
1383 6. Click Install.
1384 7. Select Add a Connector.
| Connector Setup =1I= -
q ArcSight What would you like to do?
Configure
(® Add a Connector
() Set Global Parameters
k
| Mext > | | Cancel
1385
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1386 8. Click Next.
1387 9. Select Microsoft Windows Event Log — Native.
B Connector Setup = | = -
{ Arc5|ght Select the connector to configure
Configure
Type Microsoft Windows Event Log - Native Pw
s
< Previous | | Next = | | Cancel
1388
1389 10. Click Next.
1390 11. Check the box next to Use Active Directory.
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x| Connector Setup

Configure Parameters

<X ArcSight

Configure Security log
System log

Select logs for event collection from local host

Application log
[] ForwardedEvents log
[] custom logs
Source hosts for all forwarded events
[[] Do not use any source for Windows OS version
[l Use Active Directory for OS version
[[] Use file for QS version

Parameters to add hests for event collection

[] Use common domain credentials

] Enter manually

| < Previous ||

MNext =

Cancel

I3

12. Click Next.

13. Enter information about your Active Directory server (it is recommended to create a new

administrator account for ArcSight to use).
14. Set Use Active Directory host results for to Replace Hosts.
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<X ArcSight

Configure

Enter the parameter details

Domain Name

Domain User Name

Connector Setup

Domain User Password

Active Directory Domain

Active Directory User Name

Active Directory User Password

Active Directory Server

Active Directory Filter

DI

arcsight_admin
SEEBBBEENERERS
DI.IFDR
arcsight_admin
SRR RENENERS

ad-dns.di.ipdr

{&(n=%)(operatingsystem=")(whencreated="))

Active Directory Protocol non_ss| w
Use Active Directory host results for Replace Hosts w
< Previous | | MNext = | | Cancel

15. Click Next.

16. Check the boxes under any event types that should be forwarded to this connector, for each

individual host. For example: Security, System, Application.

i

B Connector Setup = I:'-
Enter the device details
{ArcSight

Host Name Do... Use. Pas... Win... Is... Sec.. Sys... Appl... For... Cus... Fiter Locale Enc..

. %] [EXCHANGE.DL IPUR L wind.. | v ) ) L - en_Us |UIFS |
Conflgure REMOTEDESKTOP3.DL.... wind.. | [ O = en US |UTF-8
WINDOWS 10-1,0L.IPDR. Wind. O O - en_Us |UTF-3
WINDOWS 10-2.D1.IPDR. Wwind. O O = en US |UTF-8
HYPERY.DLIPOR Wind. O O = en_UUS |UTF-8
MSSQL.DLIPDR O O = en_US |UTF-3
WINDOWS 10-3.D1IPDR. === Wind... | [] O = en US |UTF-3
UC-TEST-SERVER.CLIP.., === Wind... | [ O = en_US |UTF-8
DESKTOP-7REQ7K0.DL.... ===, Wind... | [] O = en_US |UTF-8
[TRIPWIRE-E.DLIPOR. O O = en Us |UTF-3

WIN-OLIQ7SMBHS 2. DL O O = en Us [UTF8 | _
WIN-KBI2PSESOKB.DLL... O O = en_US |UTF-8
WIN-JHAL7J215VT.DLL.. O O = en US |UTF-8
AD-DNS03.DLIPDR O O - en_Us |UTF-3

BACKUP-STORAGE.DLL... | | | |

BACKUPSERV.DLIPDR O O = en_UUS |UTF-8
GLASSWALL DLIPDR === Wind... | [] O = en_US |UTF-3

SEMPERIS-DSP.DLIPDR === Wind... | [] O = en US (UTF3 |

‘ Add | | Import | ‘ Export |

| < Previous | | Next > | | Cancel
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1401 17. Click Next.
B Connector Setup = I:'-

{ A ICS i g hf Will use Active Directory at: ad-dns di ipdr

Microsoft Windows Event Collection connector is configured to collect events from 22 hosts.

Configure

1402
1403 18. Click Next.
1404 19. Select ArcSight Manager (encrypted).
[« | Connector Setup -18 -
. Enter the type of destination
<X ArcSight
Configure
(@ ArcSight Manager (encrypted)
() ArcSight Logger SmartMessage (encrypted)
() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File
(C) Event Broker
() CEF Syslog
() CEF Encrypted Syslog (UDP)
(O C8VFile
() Raw Syslog
&
< Previous | [ Next> ‘ Cancel |
1405
1406 20. Click Next.
1407 21. Enter the hostname, port, username, and password for the ArcSight ESM server.
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B Connector Setup == -
. Enter the destination parameters
< ArcSight
Configure
Manager Hostname arcsight-esm
Manager Port 8443
User administrator
Password sesenenvel
AUP Master Destination | false v
Filter Out All Events false v
Enable Demo CA false "
L
< Previous | | Next > | | Cancel |
1408
1409 22. Click Next.
1410 23. Enter identifying details about the system (only Name is required).
[« | Connector Setup -8 -
) Enter the connector details
< ArcSight
Configure
Hame Windows Connector Server
Location
Devicelocation
Comment
&
<Previous | [ Next> || cancel |
1411
1412 24. Click Next.
1413 25. Select Import the certificate to connector from destination.
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B Connector Setup

\ Following certificate will be imported into connector trust store:
{ AICSIghf Host/port: arcsight-esm_§443

Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure

@ Import the certificate to connector from destination

) Do not import the certificate to connector from destination

< Previous | [

Next >

Cancel |

26. Click Next.

B Connector Setup

) Add connector Summary
{ ArcSight Following are the added connector details:

Comnector Name [Windows Connector Server], Connector Type [winc]

Configure

27. Click Next.
28. Select Install as a service.
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29.

30.

B8 Connector Setup

The Smart Connector i1s currently installed as a standalone application

< ArcSight

Configure

(®) Instal as a service

() Leave as a standalone application

Y

<previous | [ Hext= | [ Cancel
Click Next.
B Connector Setup == -
. Specify the service parameters
< ArcSight
Configure
Service Internal Name winc
Service Display Name Microsoft Windows Event Log - Native
Start the service automatically | Yes “
I,
[ <previos | [T Hexts | [ cancel

Click Next.
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a Connector Setup -0 -

., Install Service Summary
<X ArcSight
The ArcSight SmartConnector is now configured to run as a service.
C[mhg ure You can now start the SmartConnector by
Going to the services application and starting the service:
ArcSight Microsoft Windows Event Log - Native
1423
1424 31. Click Next.
1425 32. Select Exit.

x| Connector Setup - [o[=]

Would vou like to continue or exit?

<X ArcSight
Configure
OF="
L
< Previous ‘ | Mext > | ‘ Cancel
1426
1427 33. Click Next.
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B ArcSight SmartConnector \;‘i-

<CArcSight | CIFASERE Install Complete

<

Introduction Congratulations! ArcSight SmartConnector has been successfully
Choose Install Folder installed to:

Choose Install Set
Pick Shortcut Folder
Pre-Install Summary Press "Done” to quit the installer.

C:\Program Files\arcSightSmanConnectorsiWindows

Installing...
Upgrade
System Restart

L 2 W L L W S S

Install Complete

InstallAmawhere
Cancel Previous

34. Click Done.
35. Note: Ensure that all machines selected do not block traffic from this device through their
firewalls.

2.8.5 Install Pre-Configured Filters for ArcSight

2.8.5.1 [Install Activate Base

1. Go to the ArcSight Content Brain web app (https://arcsightcontentbrain.com/app/) and log in.
This page allows you to keep track of packages to be installed—which packages should be in-
stalled is dependent on the needs of the organization, but the “activate base” is required for all
products.

Level 2 Physical Perimeter Network Application Entity f}::;' In:l:lrf:;'e Malware
SHuational Awaranes Siteational [ Situational i Situational Situational Situational A L i Situational
Situational § Situational
Level 1 4 " e . System Threat
Physical Perimeter Network lication Entity Malware
. - “ H s fmse

criond

Security Products & Connectors

2. Click the Download link for the activate base. (Note: This package should be installed on the
Arcsight Console, not on the ESM.)

3. Copy the contents of the zip file to ARCSIGHT_HOME. The default for this is C:\arcsight\Con-
sole\current, assuming a Windows Server.
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4. In PowerShell, navigate to the ARCSIGHT HOMIE directory (C:\arcsight\Console\current), and

run:

> _\ActivateBaselnstal IAndUpdate2540.bat

ATTENTION

ATTENTION

2 Administrator: Windows PowerShell

e\current> . “ActivateBaseInstal lAndUpdate2540. bat

ATTENTION: Activate Base 2.5.4.0 reguires ArcSight ESM vé.8c or greater!

sm
default) :8443

5. Enter the hostname of the ArcSight machine, the port (default: 8443), and the username and

password used to connect to the ESM.

6. Delete Activate_Base_Updated_2.5.4.0.arb from the ARCSIGHT_HOME directory.

7. Login to ArcSight Console.
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ArcSight Comsole 7.0.0.2436.1 [arcsight-esmeadministrator.ast] Trial license. Customer: ARST-Farner, Expiration date: 2019/02/01

1451 ;
1452 8. Under Packages > Shared > All Packages > ArcSight Activate, right-click Activate Base Update
1453 2.5.4.0, and select Delete Package.

1454 2.8.5.2  Install Packages

1455 Once the Activate Base is installed, packages can be installed to monitor for specific types of events. As
1456  an example, find below instructions for the Malware Monitoring package.

1457 1. Navigate to the ArcSight Content Brain web app.
1458 2. Select the Level 1 box labeled Malware.

Level 1 : : et - System Threat
o . HHH RIS

Security Products & Connectors

Track Execution Devices - @

(@ Business Challenges - (@) Associated Packages - @ swaws~ (3 Amack Vector Solutions Expand Al G
1459
1460 3. Inthe Track Execution section, under Associated Packages, you can see the list of packages
1461 used to address the challenge of “Malware Monitoring.” In this case, there is just one package,
1462 “L1 — Malware Monitoring — Indicators and Warnings.” Click the link to be taken to a download
1463 page for the package, and download it. (Note: This package should be installed on the Arcsight
1464 Console, not on the ESM.)
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4. Copy the contents of the zip file to ARCSIGHT _HOME. The default for this is C:\arcsight\Con-

sole\current, assuming a Windows Server.

5. In PowerShell, navigate to the ARCSIGHT_HOME directory (C:\arcsight\Console\current), and

run:
> _\L1-Malware_Monitoring_1.1.0.1_bat

a pacl-:age B
ght Activate/Activate

ATTENTION
ATTENTION
ATTENTION:

: From your ESM co tem:
: Please delete / ted_2.5.4.0.arb

.0.1.bat

=
administrato
nt:

ight Activate/Activate Base

ey Administrator: Windows PowerShell

ole.properties

ght-esm' with username 'administrator’...done.

Update 2

BE |

6. Enter the hostname of the ArcSight machine, the port (default: 8443), and the username and

password used to connect to the ESM.

2.8.6 Apply Filters to a Channel

Enter a name for the channel.
Select a time frame.

pwnNPRE

In the ArcSight Console, click File > New > Active Channel.

For Filter, select one the filters that was imported from the packages you installed.
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Channel Name:
Start Time:

Use as Timestamp:

Filter

Fields:

Examples *

MNew Active Channel

unresolved malware
SNow - 30m

=% End Time

@ Continuously evaluate time parameters (like $Mow)
O Evaluate time parameters once at aktach time

All Unresolved Malware Events

Select a Field Set

For time ranges over 3 day, the end time e evaluated in |

End Time: SNow

5. Click OK. All events that match the filter can be displayed in the newly created channel. Filters
from imported packages can be found under Filters > Shared > All Filters > ArcSight Activate >

2.8.7

2.8.7.1
1.

N

Solutions.

Configure Email Alerts in ArcSight

Configure a New Destination

In ArcSight Console, click File > New > Destination.
Enter a name for the Destination.
For Destination Type, select Email Address.

For Email Address, enter the email that should be associated with this destination.
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shortcuts

-1l Rules
B
= I Shared
--flF allRules

12) [10: = 121 fields in the selected fieid set f

Rules Cirl+altH W

=]

=l Common
External ID
Al

splay Name)

(Hame)
(De )

supported fiekds th ot be diplayed.

B ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/02/01

Cancel

B

Apply

Help

—
=

5. Click OK.

6. Select a place to save the new Destination.

7. Click OK.

2.8.7.2  Configure a New Rule

1. Click File > New > Rule > Standard Rule.

2. Enter a name for the rule.
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. ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/02/01 l;li-
File Edit
im WE

Ciri+Alt+L

Shortcuts

= [ Rules

administrator's Rules

= [ Shared
- [ allRules
i

ption
on D
d

otification Groups

External ID
Enter an exter

1495 :
1496 3. Click the Conditions tab.
Ciri+Alt
Shortcuts =}
= -Ji¥ Rules
it tors s
= I Shared
B Condition A2 @
¥ H
|
C
s m
|
.
1497 4 5 f the 121 fields in the =
1498 4. Either create a custom condition for the rule or click the Filters button to select a pre-
1499 configured Filter. (Ensure you check the box next to desired filters if you choose to select a pre-
1500 configured filter.)
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B Filter Selector

—|- ¥ administrator's Filters
B B Hotlist
—|- i Shared
-4 All Filters
- B ArcSight Activate
W Core
] oprient
I Solutions
-5 Malware Monitoring
—- @ Indicators and Warn

=4Il Malware Eve

rantined [

5. If you selected afilter, click OK.
6. Click the Actions tab.
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[« | ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/02/01 I;li-

Crl+AltH  w

Shortcuts

=l Rules

_Jadministrator's Rules

= [ Shared

le Chain Is Off

1504 5] 4 of the 121 in the selected fisd st ¥ iz or not supparted fiekds that c:

1505 7. Select the trigger for the notification, and click Add > Send Notification.

1506 8. Select the Destination Group in which the desired destinations reside.
[« | Add "Send Motification” Action -

When: On First Event

1507
1508 9. Click OK.

1509 2.9 Tripwire Enterprise
1510 Notes:

1511  This installation requires MSSQL to be installed on a remote server and configured according to the
1512 instructions in the Tripwire Enterprise 8.6.2 Installation and Maintenance Guide.
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2.9.1 Install Tripwire Enterprise

1. Ensure that you have a current version of Oracle Java. You must install both the Java Runtime
Environment (JRE) and the Java Cryptography Extension (JCE).
2. Download and run the JRE installer.

Welcome to Java

Java provides access to a world of amazing content. From business solutions to helpful utilities and
entertainment, Java makes your Internet experience come to life.

MNote: Mo persanal information is gathered as part of our install process. Click here for more information on
what we do collect.

Click Install to accept the license agreement and install Java now.

[ change destination folder Cancel | [ Install> |

3. Click Install.
4. Download the JCE, and extract the files.

Name Date modified Type Size

| ] local_policy 12/20/2013 1:54 PM  JAR File 3KB
| README 12/20/2013 1:54 PM  Text Document BKB
ij US_export_policy 12/20/2013 1:54 PM  JAR File IKBE

5. Copy the local_policy.jar and US_export_policy.jar files to /lib/security/Unlimited/ and
/lib/security/Limited in the Java installation directory.

6. Run install-server-windows-amdé64.

7. Select the Java runtime that was just installed.

te

Please select the Javaitm) Runtime to use

Oracle/Sun 1.8.0 84-bit C:/Program Files/Java/jrel.8.0_181/bin/java.e w

Ok || Cancel

8. Click OK.
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TR

ﬂ' Welcome to the Tripwire Enterprise Console installation wizard.
.E TEHPR.SE This wizard will install and configure Tripwire Enterprise Console.

8 7 Before continuing, please review the installation doecumentation to
= ensure that you are in compliance with all installation requirements.
Failure to meet all requirements may cause the installation to fail.

I < Back | ‘ Mext = | ‘ Cancel
1527
1528 9. Click Next.
1529 10. Select | accept the agreement.
. » i TAKE
License Agreement CONTROL.
Please read the following License Agreement. You must accept the terms of this agreement
before continuing with the installation.
IMPORTANT INFORMATION | ~
TRIPWIERE SOFTWRERE IS LICENSED, NOT SOLD. USE OF THIS S50FTWARE IS |:|
SUBJECT TO LICENSE RESTRICTIONS. CAREFULLY READ THIS LICENSE
REREEMENT BEFCRE USING THE SOFTWARE. USE OF SOFITWARRE INDICATES
COMPLETE AND UNCCHNDITICONAL ACCEFTANCE OF THE TERMS BND CONDITICHNS
SET FORTH IN THIS ACREEMENT. ANY ADDITICNAL OR DIFFERENT DURCHASE
ORDER TEBMS AND CONDITIONS SHALL NOT APDPLY.
- (®) || accept the agreement;
Do you accept this license?
(0) | do not accept the agreement
InstallBuilder
<Back || Net> || Cancel
1530
1531 11. Click Next.
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. . o TAKE
Installation Directory mtmﬁm_

Please specify the directory where all Tripwire Enterprise components will be installed.

Installation Directory IZ::"-.F'r-::u:||'ar'r'| Files\ Tripwire\TE | Re

InstallBuilder

<Back || Ned> || Cancel

12. Click Next.
13. The installer should automatically detect the hostname of the system on which Tripwire
Enterprise is being installed. If it does not, enter the hostname here.

Tripwire Enterprise Console Configuration Part 1 of 4 m&fmnl_

Please provide the hostname of the system where Tripwire Enterprise Console will be
installed.

TE Server Hostname

InstallBuilder

<Back || Ned> || Cancel
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14. Click Next.

15. Enter the port numbers to use for each of the HTTPS Web Services port, HTTP EMS Integration
Port, and Tripwire Enterprise RMI port. The RMI port is used for inbound communication from

Tripwire agents to the server, so ensure that it is allowed through the firewall.

Tripwire Enterprise Console Configuration Part 2 of 4 mﬁm%

Specify the ports that Tripwire Enterprise Conscle uses to communicate.

This port is used for user-initiated Web console sessions.

HTTPS Web Services port |@ |

This port is used for external integrations (such as plugins).

HTTP EMS Integration Port  |8080 |

This port is used for Consele/Agent Java communications.

Tripwire Enterprise RMI Port |9893 |

InstallBuilder

<Back || Net> || Cancel

16. Click Next.
17. Enter a passphrase to use.
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Tripwire Enterprise Console Configuration Part 3 of 4 mﬂdﬁmm"

The services passphrase is used to secure Tripwire Enterprise communications.

This password must be between 19 and 84 characters, and cannot contain single-quote ('),
double-quote ("), less-than (<), greater-than (=), or backslash {\) characters, most other
characters are allowed. See the Installation and Maintenance Guide for more details.

Services Passphrase

Confirm Passphrase

InstallBuilder

<Back || Net> || Cancel

18. Click Next.

Tripwire Enterprise Console Configuration Part 4 of 4 MﬁTﬁDL_

Please review the installation settings for Tripwire Enterprise Console.

The following settings are configured for Tripwire Enterprise Console:

Installation Directony: C:hProgram Files\ Tripwire\ TE
Available Disk Space: 184716 MB

Hostname: TRIPWIRE-E

IP Address(Listening): 0.0.0.0

HTTPS Web Services Port: 443

HTTP EMS Integration Port: 3080

TE Services (RMI) Port: 9852

TEConsolelnstaller: Java Version detected: 1.8.0_181 64

InstallBuilder

<Back || Net> || Cancel
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1547 19. Click Next.
1548 20. Check the box next to Install Real-time Monitoring.
1549 21. Enter 1169 for Real-time Port.

Tripwire Enterprise Agent Configuration mﬂﬁmm_

Tripwire Enterprise Agent software is installed on the Tripwire Enterprise Console system to
enable monitoring of that system. Do you want to install Real-time Menitering functionality
for this local Agent? The Real-time Monitoring feature can also be installed later.

[#] Install Real-time Maonitaring
Please specify the local port to be used by the Real-time subsystem.

Real-time Port  [[EE |

InstallBuilder

<Back || Net> || Cancel

1550
1551 22. Click Next.
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« i TAKE
aabl tripwire 2l

The installer is ready to begin installing Tripwire Enterprise Console.

Click Mext to begin installing Tripwire Enterprise,
Click Back to make any changes before you begin the installation.

InstallBuilder

<Back || Net> || Cancel

23. Click Next.

24. Check the box next to Open a browser after clicking Finish to continue configuring Tripwire

Enterprise.
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e Tripwire Enterprise Console Installer - [o [

@ ENTERPRISE

8 7 [v] Open a browser after clicking Finish to continue configuring
o

The installation is complete,

Tripwire Enterprise,

Te finish configuration later, use a browser to access
https//TRIPWIRE-E

< Back Cancel

1556
1557 25. Click Finish.

1558 26. Once at the web address, enter the Services passphrase chosen earlier.

Tripwire Enterprise Post-install Gonfiguration

Tripwire Enterprise needs additional configuration.

To finish installing, please enter your Services Passphrase for authentication. The Services Passphrase was created when you installed Tripwire Enterprise

Services Pass?hrase'

Login

1559
1560 27. Click Login.

Tripwire Enterprise Post-install Configuration

Database Configuration Settings

These settings control how the TE Console connects to a remote database that stores data for all TE operations. You can check the current configuration here, and make
any necessary changes in the fields below.

Remote Database T,

Microsoft SQL Server ¥

Microsoft SQL Server

Remote Database Type: The type of remote database used by TE

Oracle RAC

1561 MysQL e e e e
1562 28. Select Microsoft SQL Server for Remote Database Type.

1563 29. Select SQL Server for Authentication Type.
1564 30. Enter login details for the account created during the MSSQL setup.
1565 31. Enter the hostname or IP of the database server.
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1566 32. Enter the port on which the database is operating.
1567 33. Enter the name of the database to be used for Tripwire Enterprise.
1568 34. Select the appropriate setting for SSL according to your organization’s needs.

1569

Authentication Type:
SQL Server v

Login Name:
twadmin

Password:

Database Host
192.168.78.125

Port (default 1433)
1433

Database Mame:
TE_DB

Instance Name (Optional):

S8L:
Off v

Test Database Login |

Authentication Type: Specifies whether the database login should authenticate using a Windows account (typically of
the format domain‘user), or an SQL Server account (an account defined only in SQL Server). With the Windows
authentication type, NTLMv2 should be used, as itis cryptographically superior to the first version of NTLM. However, as
NTLMv2 is configured in the operating system, not in the database or application, TE can be used with NTLM to ensure
compatibility

Login Name: The login name that TE will use to authenticate with the database

Password: The password that TE will use to authenticate with the database

Database Host: The fully qualified domain name, hostname or IP address of the system where the database is installed.

Port: The TCP port that the database is listening on. If an Instance Name is specified here, then the database connection
will use UDP 1434 to connect to the SQL Server Browser Service, and this Port field will be disabled. The SQL Sarver
Browser service listens for incoming connections to a named instance and provides the client the TCP port number that
comresponds to that named instance

Database Name: The name of the database that TE should use when connecting to the remote database. Note that the
login name in SQL Server should have this database set as the default, and the login name should be mapped to this
database.

Instance Name (Optional): The location/name of the database instance on the server. Ask your DBA if a non-default
instance should be used for TE

SSL (Secure Sockets Layer): Specifies whether the database connection should request, require or authenticate SSL.

Request - S5L will be used if available

Require - SSL will always be used, and an error will occur if SSL is not available for the database

Authenticate - SSL will always be used, and an error will occur if SSL is not available for the database. In addition,
the certificate chain of the database server's public key will be authenticated using TE's trust store. If the certificate
chain does not originate from a trusted source, an errer will occur.

Off - SSL will never be used. This setting is not recommended

.

1570 35. Click Test Database Login to ensure the connection is functional.

1571

Test Database Login |+

Test Results:

Connection Succeeded.

Tripwire Enterprise 8.7.0.b8.7.0.r20180606173604-e215728 b40 Save Configuration and Restart Console l Logout

1572 36. Click Save Configuration and Restart Console.
1573 37. After the reboot, enter a new administrator password.
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Tripwire Enterprise Post-Install Configuration

Configuration Steps Needed:

Tripwire administrator account password needs to be changed from the default

(2]

reate Administrator Password

Passwaord:

Passwords must s e e |
Be between 8 and 128 characters in length L
Contain at least 1 numeric character
Con at least 1 uppercase character Confirm Password
Contain at least 1 non-alphanumeric character ‘ ............... ‘

Supported characters: “~I@#5%"&()-_=+{T\;"<.>.J?
Confirm and Continue

Support Information

For faster assistance from Support, please generate a support bundle to collect
information about your system and this installation. Attach the support bundle file to your
web ticket or email. What is a Support Bundle?

Generate Support Bundle

Still having problems with your installation?

Contact Tripwire Support:
https-/isecure tripwire com/customers/contact-support cfm

Or open a Support ticket: https://secure tripwire com/customers/

1574 Tripwire Enterprise 8 7.0 b8 7.0 120180606173604-5215728 ba0
1575 38. Click Confirm and Continue.

Tripwire Enterprise Fast Track

Welcome to Tripwire Enterprise Fast Track!

TRIPWIRE®

S ENTERPRISE
Fast Track

Fast Track will help you to configure Tripwire Enterprise for Change Auditing, Policy Management, or an integrated Security Configuration
Management (SCM) selution. It only takes a few minutes to complete the setup questionnaire. After you do, Fast Track will use your
answers to install the components that you need

Step 1: Add your license file and describe your envirenment. This includes the platforms you want Tripwire Enterprise to monitor, the
policies you want to enforce, and the schedule that Tripwire Enterprise should use

Step 2: Review the items that will be configured and save the manifest for your records.
Step 3: Apply the configuration and let Fast Track do the rest.

Mote: After Fast Track configures Tripwire Enterprise, you can ahways make changes to your configuration later from the Tripwire
Enterprise user interface

1577 39. Click Configure Tripwire Enterprise.
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Step 1: Add your Tripwire Enterprise license (*.cert)

|VChouseiFHe | No file chosen

1578
1579 40. Click Choose File, and select the Tripwire Enterprise license file, which should be a .cert file.
1580 41. Check the box next to Change Auditing and Policy Management.
Step 2: Configure Change Auditing and/or Policy Management
Monitoring Solutions #| Change Auditing
| Policy Management
Available Policies Oecis
# PCl
DISA
! NIST 800-53 (FISMA)
1581
1582 42. Select any available policies desired.
Step 3: Specify the platforms to monitor
Note: You are licensed for the Highlighted platforms
Available Platforms Selected Platforms
Operating System xMicrosoft Windows Server 2008 R2
x Microsoft Windows Server 2012 R2
¥ Microsoft Windows Server 2008 R2 4 Oracle Solaris 10
¥l Microsoft Windows Server 2012 R2 x Oracle Solaris 11
7 . x Red Hat Enterprise Linux 6
Qs Sotansil) x Red Hat Enterprise Linux 7
¥ Oracle Solaris 11 x WMware ESXi 5.5 Server
¥ Red Hat Enterprise Linux 6
| Red Hat Enterprise Linux 7
Virtual Infrastructure
I« VMware ESXi 5.5 Server
1583
1584 43. Select all the operating systems that you wish to monitor with Tripwire Enterprise (TE).

Step 4: Set up a schedule for running checks and reports

Change Audit Scheduling

Checks Reports

How frequently would you like to run checks on How frequently would you like to run reports on
your assets? your assets?

Daily v Daily v

Runthe checksat |1:00 v| [AM v Run the reports at 400 v| |AM v

Policy Scheduling

Checks Reports
How frequently would you like to run checks on How frequently would you like to run reports on
your assets? your assets?
Weekly Y| on |Sundays v Weekly Y| on |Sundays v
Runthe checksat |100 v | |AM v Run thereportsat  (4:00 ¥ | |AM v
[J Enable Checks and Reports (Gptional) Note: Tripwire does not recommend enabling checks

and reports until after you have installed Tripwire Agent
software on the systems that you want to monitor.

1585
1586 44. Set up a schedule for running checks and reports according to your organization’s needs. Leave

1587 the box next to Enable Checks and Reports unchecked for now.
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Step 5: Configure an email server for sending reports and alerts

) Set up the email server now

'® Set up the email server at another time

Before Tripwire Enterprise can deliver alerts or reports, an
email server must be created. You can set up the server
now, or you can wait and do it later using the Tripwire
Enterprise Console.

45. Select Set up the email server at another time.

Step 6: Create an administrator account for Tripwire Enterprise Console access

Passwords must: User Name:

Be between 8 and 128 characters in length

I .
Contain at least 1 numeric character | St
Contain atleast 1 uppercase character Password:
Contain at least 1 non-alphanumeric character ...,

Supported characters: “~1@#5%&™()-_=+{]W;:"<.>.1? L
Confirm Password:

Email Address

46. Enter a username and password for a new administrator account for TE Console.

Preview Configuration' L& WGdntelC

47. Click Preview Configuration.

P UNLY IS TV INIVEGES L ol T VST

These tasks will be applied to your configuration
Critical Change Audit Check - RHEL &

Critical Change Audit Check - RHEL 7

Critical Change Audit Check - Solaris 10

Critical Change Audit Check - Solaris 11

Critical Change Audit Check - Windows

Palicy Check - RHEL 6

Policy Check - RHEL 7

Palicy Check - Solaris 10

Policy Check - Solaris 11

Policy Check - ViMware ESX

Policy Check - Windows

Report Task - Daily File System Changes by Node
Report Task - Daily File System Changes by Rule

Report Task - Test Result Summary - Red Hat - PCI v3.1
Report Task - Test Result Summary - Solaris - PCl v3.1
Report Task - Test Result Summary - VMware ESX - PCI v3.1
Report Task - Test Result Summary - Windows - PCI v3.1
Report Task - Test Results by Node - Red Hat - PCl v3.1
Report Task - Test Results by Node - Solaris - PCIv3A1
Report Task - Test Results by Node - VMware ESX - PCl v3.1
Report Task - Test Results by Node - Windows - PCI v3.1
Report Task - Top 5 Nodes with Daily Changes

Report Task - Waivers - Red Hat - PCl v3.1

Report Task - Waivers - Solaris - PCl v3.1

Report Task - Waivers - VMware ESX - PCl v3.1

Report Task - Waivers - Windows - PCI v3.1

These home pages will be applied to your configuration
Change Audit

Customer Center Home Page

PCI Overview - Red Hat

BCI Qverview - Solaris

PCI Overview - VMware ESX

PCI Overview - Windows

Tripwire Enterprise Administrator

48. Click Apply Configuration.
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49.

2.9.2

1.
2.

ring Tripwire Enterprise

Tripwire Enterprise Best Practice for the selected platforms _

PCI for Microsoft Windows Server 2008 R2 EI Configuring 120 Rules
Change Audit for Microsoft Windows Server 2008 R2 |:I
PCl for Microsoft Windows Server 2012 R2 I:I
Change Audit for Microsoft Windows Server 2012 R2 |:|
PCI for Oracle Solaris 10 [——
Change Audit for Oracle Solaris 10 |:|
PCl for Oracle Solaris 11 I:I
Change Audit for Oracle Solaris 11 I:I
PCI for Red Hat Enterprise Linux 6 I:I
Change Audit for Red Hat Enterprise Linux 6 I:I
PCI for Red Hat Enterprise Linux 7 I:I
Change Audit for Red Hat Enterprise Linux 7 I:I
PCI for VMware ESXi 5.5 Server I:I

Finalize Policy Management configuration for the selected platforms I:I
Finalize Change Auditing configuration for the selected platforms |:I

Click Continue to Tripwire Enterprise when the installation finishes.

Install the Axon Bridge

Ensure that TCP traffic on port 5670 is allowed through the firewall.
Navigate to the TE Console installation directory, to the /server/data/config folder. Copy
bridge_sample.properties to bridge.properties.

In the bridge.properties file, find the line that says:
#tw.cap-bridge.registrationPreSharedKey=

Remove the # character. After the = character, enter a password. The password has some
restrictions, so ensure that it meets the requirements if the connection fails later.

Restart the TE console by running the following command from an administrator command
prompt, where <te_root> is the TE installation directory:

> <te_root>/server/bin/twserver restart

Install the Axon Agent (Windows)

Download the Axon Agent .zip file from the Tripwire customer website
(https://tripwireinc.force.com/customers), under the Product Downloads tab.

Unzip the file.

To begin the installation, double-click the .msi file in the extracted folder. Note: No installation
wizard will appear; the installation happens automatically.

After the Axon Agent is installed, navigate to C:\ProgramData\Tripwire\agent\config, and copy
twagent_sample.conf to twagent.conf.
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2.9.4
1.

HOST based agent configuration:
Instead of using a DNS SRV record, the agent may be configured
to talk to a specific host, or list of hosts. Lists use a comma separator and
can optionally specify a port. The default of port 5678 will be used if a port
is not specified.

Example: hostl, host2:590@, 10.123.8.15, [feac:baB@:6fff:93fe]:7582

The agent may be configuked to connect to hosts in a randomized or textual order
(default: true)

d# o B K B O R H R

bridge.host=192.168.1.136
#bridge.port=5678
#bridge.randomize.hosts=true
#

Open twagent.conf, and find the line that says bridge.host. Remove the # character, and
enter the hostname or IP address of the Axon Bridge server.

In a file called registration_pre_shared_key, enter the value of the pre-shared key that was set
in the Axon Bridge.

Restart the Axon Agent Service by opening a command prompt and running the following

commands:
> net stop TripwireAxonAgent
> net start TripwireAxonAgent

&l Administrator: Command Prompt - u] X

i ft [\ on

Install the Axon Agent (Linux)

Download the Axon Agent .tgz file from the Tripwire customer website
(https://tripwireinc.force.com/customers), under the Product Downloads tab.

To install the software, run the following commands:

RHEL or CentOS: > rpm -ivh <installer_file>

Debian or Ubuntu: > dpkg -i <installer_file>

Navigate to /etc/tripwire/ and copy twagent_sample.conf to twagent.conf.

Open twagent.conf, and find the line that says bridge.host. Remove the # character, and enter
the hostname or IP address of the Axon Bridge server.
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1636 5. Inafile called registration_pre_shared_key.txt, enter the value of the pre-shared key that was
1637 set in the Axon Bridge.

1638 6. Restart the Axon Agent Service by opening a command prompt and running the following
1639 commands:

1640 RHEL or CentOS:

1641 > /shin/service tripwire-axon-agent stop

1642 > /shin/service tripwire-axon-agent start

1643

1644 Debian or Ubuntu:

1645 > /usr/sbin/service tripwire-axon-agent stop

1646 > /usr/sbin/service tripwire-axon-agent start

1647 2.9.5 Configure Tripwire Enterprise

1648 2.9.5.1  Terminology

1649 Node: A monitored system, such as a file system, directory, network device, database, or virtual
1650 infrastructure component.

1651 Element: A monitored object, which is a component or property of a node being audited by TE.

1652 Element Version: A record of an element’s state at specific points in time. Multiple element versions
1653 create a historical archive of changes made to the element.

1654 Rule: A rule identifies one or more elements to the TE Console.

1655  Action: An object that initiates a response to either changes detected by TE or by failures generated
1656  from policy tests.

1657  Task: A TE operation that runs on a scheduled or manual basis.
1658  TE Policy: A measurement of the degree to which elements comply with a policy.
1659 Policy Test: A determination of whether elements comply with the requirements of a policy.

1660  Baseline: The act of creating an element that reflects the current state of a monitored object (also
1661 called the current baseline. When a node’s baseline is promoted, TE saves the former baseline as a
1662  historic baseline.

1663  Version Check: A check on monitored objects/elements. It is a comparison of the current state of the
1664  element against its already recorded baseline for changes.
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295.2 Tags

In TE, tags can be used to label and target specific nodes. Tags are not required but allow for targeting

nodes more granularly than by the operating system. This section will describe how to create and assign
tags.

1. Navigate to the TE Console in your browser.
2. Click Asset View.

@ Tripwire Web Console X | @ Firefox Survey x I + Il‘i-
3 c ® @ & https://tripwire-e/conscle/app.showApp.cmd @ n@o =
@ ENTERPRISE +ove RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Nodas Node Search Elameant Search Varsion Search + Refresh [ Belp 01 Logout
[CEFETN Manage Tagging All | MNone g0f9 ABC (&] S

192.168.78.126
Q 1
5 19216678 126 -

Clear all | Save current filter
ad.dns.di.ipdr
192 168.1 12 -

EXCHANGE
| 192.166.1.134 -
¥ System Tag Sets ) HYPERV.DLIPDR
Database Server 192.168.78.105 =

3. Click the Manage Tagging tab.

4. Enter the name of a tag set or use one of the four existing ones (Location, Owner, Platform
Family, Primary Function). Click Add if adding your own tag set.

@PENTERPRISE HOME | MODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Hodes Asset View Node Search  Element Search Verson Sesrch

& Refresh @ Halp [ Logout

Create and Edit Tag Sets

Tag Sets
Tutorial ] | ace
Tagging Profiles &
o sdsingn | Tags and Tag Sets are limited to 50 characters in length and may
not contain the following characters
Saved Filters Pedanews ]

% w Owner

[rdd a new tag Add)

% Dl Testing

k These tags would

cation: Chicago, and

5. Under the tag set you wish to add a tag to, enter the name of thé tag.
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Create and Edit Tag Sets

it~ ik

i |

s -
"] Location {Add tags) |
1
|Ac|r:| a new tag | #.ci-:ll d
T
#  w QOwner (1 tag) g
Y
|Ac|u:| a new tag | Add | E
x DI Testing F
F
»# w Platform Family (4 tags) :
|Ac|u:| a new tag | ;-'\Clljl 1
®x Red Hat = 0
x Solars
x WMware ESX 1
x Windows &
T
»* w Prmary Function (1tag)
[
|Ac|u:| a new tag | Add) I
» Domain Controller
X Tutorial [Add tags)
ITutoriaI tag | Add I
W
6. Click Add.
7. Navigate to Nodes > Asset View > Filter Assets.
8. Check the boxes next to the nodes to which you wish to add this tag.
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e
@PENTERPRISE +HoMe | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Asset View

Manage Tagging || Al | None 90f8. ABC B || Selected 3 | Clear
192.168.78.126
Filter assets by keyword Edit Tags J|_Health Check ¥
econrd || [0 e e | oo
e r—T g L e
[ od-dns.diipdr on || % WINDOWS10-ZDLIPDR
192168.1.12 [ R
[ EXCHANGE |
192 168.1.134 -
¥ || g weervoLIPOR
Database Server 192 168.78.105 -
Directory Server
ietwon Dewtco = :‘;zsfsbwm -
» Operating System o
» Status TRIPWIRE £.DLIPDR 4
Virtual Infiastructure 1921681136 =l
WINDOWS10-1.DLIPDR
» Locatien ™ 192 168.1138 -
» Owner
» Platform Family WINDOWS10-2.DLIFDR
» Primary Function 192.168.76.118 ==
» Tutorial & WINDOWS10.3.DLIPDR
192 168.78.11 -
Windows 2008 R2 Domain Controllers
Windaws 2012 R2 Domain Controllers
» Health
Activate Windows

9. Click Edit Tags.
10. Check the boxes next to any tags you wish to add to these nodes.

m HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REFORTS | SETTINGS

Edit Tags

[J Domsin Controller

4 Tutorial tag

Hode Hanager j g 36 s s (O 12, 618 12:0917 ) | ner i

11. Click Close.

2953 Rules

This section will describe how to create a rule.

1. Click Rules.
m«u nommm TASKS POLICIES LOG REPOATS | SETTINGS

Aules

2. Select or create a rule group in which to put the new rule.
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5.
6.

@PENTERPRISE HOME NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REFORTS | SETTINGS

Rules | Rule Search
EL ¥ New Group |:2 New Rule | ] Import | 51

=@ Trewke Rules
= [ Roat Rute Group
4 [Uux0s Fue Group [ & Namee

[T Solaris OS Rue Group
m,q ware VeI nTasig

5 (L) Windaws OS Rule Group
5 [LJCrilcal Change Audt
& ([ Poscy Rues
[ jTesting

(g Uninked

Click New Rule.

4+ Refresh [ Help [ Logout

g Tutan

Select the type of rule. For monitoring Windows filesystems, we choose Windows File System

Rule.

G’ £ https://tripwire-e/console/app.showEdit ERE

Create Rule

Select the rule type to create:
o @ Types
[ [ Database Server
[ [ Directory Server
=] L_.L.] File Server
% Command Output Capture Rule
[ i5/0S File System Rule
[y iS/0S System Value Rule
g’@ Log Transfer Rule
% UNIX File System Rule
%Windnws Reqgistry Rule
{i5 Windows RSoP Rule
| 7] Metwork Device
_'j Tripwire Data Collector
@ [ Virtual Infrastructure

Selected type: (g Windows File System Rule

e Create Rule - Moxzilla Firefox ILIE-

| =

Gl Help

oK Cancel

Click OK.
Enter a name and description for the rule.
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| GJ. ﬁ; https://tripwire-efconsole/app.showWizard.cond?wizardMame=siwweb.specifierRul LLL] 1:r: =

New Windows File System Rule Wizard [ Help

Enter a name and description for the rule.

Name: futorial rule

Description: 3 rule specifically for tutorial documentation

[¥] Enable Tracking Identifier

< Back Next > Finish

1699
1700 7. Click Next.

| 6] £ https://tripwire-e/conscle/app.showWizard.cmd?wizardName=si.web.specifierRul L 1:!:

New Windows File System Rule Wizard [ Help

! t:blew Start Point |mlew Stop Point | | @_;Emwse | X Delete

B Type Default Severity Griteria Set_Recurse Lovel Archive Content
1701
1702 8. Click New Start Point.
1703 9. For Path, enter a directory that represents the scope of the scan. It can be limited to the
1704 documents folder or be wide enough to encompass all the files on a system. Note that the latter
1705 will take much longer to scan.
1706 10. Check the box next to Recurse directory if you also wish to scan all subfolders.
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| 6] ) https://tripwire-e/console/app.showWizard.cmd?wizardName=si.web.startPointV

New Star L‘._ _ﬂl- nt Wizar . .d

Specify the monitored object for the start point, and enter associated settings.

Path:  [Ci\Users\DI2\Desktop\Tutorial docs | L
Default Severity: (0-10,000, 0 = no severity assigned)

[] Archive element content
[ Recurse directory

Limit depthto 0 | (0-100, 0 = no limit)

< Back || Mext> || Finish | Cancel|
Actival

11. Click Next.
12. Select Windows Content and Permissions.

| G.’ ﬁ; https://tripwire-e/conscle/app.showWizard.cmd?wizardMName=si.web.startPointV MEE ﬂ' ‘ =

New Crit;ria Set | E ew From Selected |

W=

® Windows - Content and Permissions

| e
O Windows - Content Only

|
@) Windows - Permissions Only

13. Click Finish.
14. Click New Stop Point.

15. Enter the path of any folders or files that should not be included in the scan, and indicate
whether they should end the recursion.
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| a7 f. https://tripwire-e/consolefapp.showWizard.cmd?v,  *ee ﬂ'| =

New Stop Point Wizard E Help

Specify the monitored object for the stop peint, and enter associated
settings.

Path: |=:\Users\DI12\Desktop\Tutorial docs\Tutorial3 | Eﬁ?

E Stop recursion

< Back Next > Finish Cancel

16. Click Finish.
17. Click Next.
18. Click Next.
19. Click Finish.

2954 Tasks

This section will describe how to create a task.

1. Click Tasks.
.m HOME | NODES | RULES nUI:NSE!’GLﬂ:[ES LOG | REPORTS | SETTINGS
2. Select a folder for a new task or create one.

voske || feskemch
2L |Manage 4 ¥ New Group ENEW Taskl@ Import | [g] Expart | 72 Duplicate | X Delets |2, tink | 35 Uniink |2 Move [Gontral ¢| &y Run | Baseline | @ Ston | 6y Disable | &y Fnable |
& @ Tripwire Tasks
3 [ Root Task Group = e o . ” e 7
(G Check Tasks — . "% Type Status LastStart Last Duration Timeout Mext Start Description
= [ Report Tasks
38 Change Audt Report

) Sa:umy ‘Canfiguratio

() Testing Tasks
B UrnEs

3. Click New Task.
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1727 4. Select Baseline Rule Task or Check Rule Task (Note: Both are needed: baseline creates the
1728 initial state of the monitored object, and check updates the state and reports any changes).

_ G [ https://tripwire-e/conscl m s 'ﬂi’ =

Mew Task G Help

Select the type of task to create:
(®) &y Baseline Rule Task
(O &y Check Rule Task

()& Report Task

1729
1730 5. Click OK.
1731 6. Enter a name and description for the task.
) = - -
. 6] £ https://tripwire-e/console/app.showWizard.cmd?wizardName=wizard.newBaselin: ~ =*» ﬂ': =
New Baseline Rule Task Wizard B Help
Enter the task name and description.
Name: [Tutorial Task
Description: [Task for tutorial documentation
Run as user:
[w] Use ti it
’7 0 ] hour(s) minute(s)
< Back | Mext® | Finish Cancel
1732
1733 7. Click Next.
1734 8. Select whether you want all baselines to be updated or to only create new baselines.
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G & https://tripwire-e/console/app.showWizard.cmd?wizardName=wizard.newBaseline = *** ﬁ! =

~ New Baseline Rule Task Wizard [ Help

Select the scope of the baseline operation.
(®)New baselines only
(Al baselines

< Back | MNext> Finish Cancel

1735 =
1736 9. Click Next.

1737 10. Select the systems to be included in the task. You can use tags or select by operating system (or
1738 other defaults).

| a7 . https://tripwire-e/console/app.showWizard cmd?wizardName=wizard.newBaselin: ﬁ| é)

B. @ RUUL INUUE DI UUp
= O Smart Node Groups

[ Q Operational Tag Sets

=] Q Saved Fitters

= Q System Tag Sets

=) Q Tag Setz
= Q Owner

e Q Dl Testing

@ @ Platform Famity
& Q Primary Function
i ) Tutorial

) 1ut0ri 129

WINDOWS10-1.DLIPDR
: E'WIPDOWS1O—2.DJ.IPDR
WINDOWS10-3.DLIPDR

L.

Selection: ) Tutorial tag

< Back Next > Finish Cancel

1739 =
1740 11. Click Next.

1741 12. Select the rule created earlier.
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e New Baseline Rule Task Wizard - Mozilla Firefox \;‘i-

et
f

FoE : - - . 0
@ £ https://tripwire-e/console/app.showWizard.cmd?wizardName=wizard.newBase| s D 1‘.} =
New Baseline Rule Task Wizard B Help
Perform baseline on

O Selected nodes with currently associated rules
@ Selected nodes with rule or rule group:

= Ruut Rule Group =
| [:lLinux 0S5 Rule Group

| DSDIﬁris 05 Rule Group

=] DTutu-riaI

] DVMware Virtual Infrastructure Rule Group
= DWinduws 05 Rule Group
=] [:l Critical Change Audit Rules

Rule: [Eg Tutorial rule

< Back Next > Finish Cancel

13. Click Next.
14. Set the schedule of this task according to your organization’s needs.

(-3 New Baseline Rule Task Wizard - Mozilla Firefox - [=[]
-0
Gl & https:/Aripwire-e/conscle/app.showWizard.cmd?wizardName=wizard.newBasel maw o =
New Baseline Rule Task Wizard & Help

Specify when you want this task to run.

Interval: [Manually [
| Hourly |

The task w Daily V-

Weeakly

Maonthby

Monthly by Day

Once

Interval

Periodic

Manually

< Back Finish Cancel

15. Click Finish.
2.10 Tripwire Log Center

2.10.1 Install Tripwire Log Center Manager

See the Tripwire Log Center 7.3.1 Installation Guide that should accompany the installation media for
instructions on how to install Tripwire Log Center. Use the Tripwire Log Center Manager installer.
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1752
1753
1754
1755
1756
1757
1758
1759
1760
1761

1762
1763

1764
1765
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Notes:

2.10.2

1.

2.

It is recommended that you install Tripwire Log Center on a separate system from Tripwire
Enterprise.

You will need to install JRE8 and the Crypto library. Instructions are also in the Tripwire Log
Center 7.3.1 Installation Guide.

.NET Framework 3.5 is required for this installation; install this from the Server Manager.

You may need to unblock port 9898 on your firewall for the TE agents.

Do not install PostgreSQL if you wish to use a database on another system; this guide will use a
local PostgreSQL database, however.

When it finishes installing, there should be a configuration wizard (see below for configuration
steps).

Configure Tripwire Log Center Manager

The configuration wizard should start after the installation is complete.

> Conﬂgura[fg)n Wizard -

Welcome to the
Tripwire Log Center Manager
Configuration Wizard

To begin the configuration process, click Start.

Far further guidance, see the Tripwire Log Center
Installation Guide.

Start )

Click Start.
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Configuration Type

@ Configure Tripwire Log Center Manager as
your Primary Manager

New Install

R

@ Configure Tripwire Log Center Manager as a
Secondary Manager

U Existing Uipgrade Tripwire Log Center Manager
Installation

1766
1767 3. Click New Install.
1768 4. Enter the registration details for your Tripwire Log Center license.
Register Tripwire Log Center
To continue you must register your copy of Tripwire Log Center.
1769
1770 5. Click Register.
1771 6. Enter details about the database that Tripwire Log Center should use.
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1776
1777

1778
1779
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Default Event Database

An optional component of your Tripwire Log Center environment. an Event-Management
Database stores Events. Following installation, you may add other databases to manage your
Tripwire Log Center data.

Connectivity Security

Database software | M5 SQL [v] Encrypt data with SSL O
Host IP address 152.168.1.141

Host port

This option uses the Windows credentials

assigned to the Tripwire Log Center Manager
Service to connect to an MS SOL instance.

.

Password

7. Click Next.
8. Select a directory to store log messages in, such as C:\Program Files\Tripwire\Tripwire Log
Center Manager\Logs\AUDIT.

Audit Logger Settings

The Audit Logger is the log-management tool in Tripwire Log Center. Collected log messages
are stored in the Audit Logger File Store.

Rooct directory for the Audit Logger File Store
| C:\Program Files'Tripwire\Tripwire Log Center M ]

[€ Bock | tew D] | B et |

9. Click Next.
10. Enter a password and an email.
11. Change the IP to a hostname, if preferred.
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Primary Manager Settings
Enter a name of your choosing for the Primary Manager, as well as the Manager's |P address.

Additionally, enter and confirm a password for the default Administrator user account. You will
need this password to log in to Tripwire Log Center.

Primary Manager

Manager name | Primary Manager

Manager |P/hestname | arcsight-cons di.ipdr

[¥ Enable Auto-Discovery o

Administrator Settings

Administrator password | T——

Administrator password (confirm) |

Email address | administrator@di ipdr|

[€ Bk | New 3] | Ext |

1780
1781 12. Click Next.
Manager Service Credentials
Specify the user account with which Tripwire Log Center will authenticate with other hosts.
Authenticate with:
' The local Windows System user account
" Domain user account
Username; |
Password: |
Password (confirm); |
1782
1783 13. Click Next.
1784 14. Select any log sources that you expect to collect with Tripwire Log Center. Examples: Tripwire
1785 Enterprise, Microsoft Windows 10, Tripwire IP360 VnE, Linux Debian, Ubuntu Linux, Microsoft
1786 Exchange, Microsoft SQL Server.
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Log Source Types

Select the types of Log Sources from which Tripwire Log Center will collect log messages.
Following installation, you may add other types of Log Sources to your Tripwire Log Center

environment.

["] Sophos Enterprise Console
[ ] Sophos 5G Series UTM
[ Sourcefire

[ Sourcefire Clam Antivirus
] Sourcefire Snort

[ Squid Cache

[] SSH Tectia Server

[ Symantec

(] Symantec AntiVirus

[ Symantec EPC

] Symantec EPM

[] TACACS+

[] Tofine Configurator

[] Tofine Xenon SA

[] TopLayer

[] Transition Networks Indura
[] Trend Micro

[] Trend Micro OSSEC

[T] Trend Micro Third Brigade
[] Trend Micre TippingPaint
[] Tripp Lite BOS6 Series

[ Tripwire CCM

[w] Tripwire Enterprize

[] Tripwire for Servers

[ Tripwire IP360 VnE

[ Trustwave Secure \Web Gateway
[#] Ubuntu Linusx

[[] Vasco IDENTIKEY Server

[] Verifone Co
[] Verifone Say
[] Veritas Bacl
[] Veritas Sys
[] VMware ES]
[] Whtware ES]
] VMware Paq
[ Whtware wC4
[] VSFTPD
[ watchGuar
[ ‘wave Data
[] websense 1
[] WELF

[ Westell

<]

INE

[€ Bock [ Next 3] [B &t |

15. Click Next.

Perform Configuration

[€ Beck [B sun | @ et |

16. Click Start.
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1793
1794

1795

1796
1797

1798
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Importing Tasks for Event Databases tasks to database..
Tasks for Event Databases Import... Completed
Importing Audit Logger Queries and Reports tasks to .|
Audit Logger Queries and Reports Import... Completed

Alerts : Adding

Comelation Rules  : Adding

Adding Comelation Rules.

Corfiguration Files: Generating

Validating Monitored Assets

Configuration Wizard Complete

w

Next & | |[B Finish

> Configuration Wizard - Tripwire Log Center -
Configuration Complete

Importing Tags... ~
Tags Import... Completed

Fules : Adding

Importing Rule : Linux Debian

Importing Rule : Microsoft Exchange Server

Importing Rule : Microsoft SQL Server

Importing Rule : Microsoft Windows 10

Importing Rule : Tripwire Erterprise

Importing Rule : Tripwire IP360 VnE

Importing Rule : Ubuntu Linwe

Comelation Lists : Adding

Tasks : Adding

17.

Click Next.

Assign Normalization Rules to Monitored Assets

> Configuration Wizard - Tripwire Log Center -

ITo classify log messages with TLC Classfication Tags, at least one Mormalization Rule should be
assigned to each of your Monitored Assets. If a Monitored Asset lacks Momalization Rules, then the
Asset Group containing the Monitored Asset should have at least one Nomalization Rule.

To assign Momalization Rules to a Monitored Asset or Asset Group, open the Rules tab in the
object's properties dialog in the Corfiguration Manager of your TLC Console. For further details, see
the Tripwire Log Center User Guide or Online Help.

Start Tripwire Log Center Manager on Finish

18.

2.10.3

Click Finish.

Install Tripwire Log Center Console

Chapter 4 of the Tripwire Log Center 7.3.1 Installation Guide details the installation of the Tripwire Log
Center Console. Use the Tripwire Log Center Console installer.

You can install this on the same machine as the Tripwire Log Center Manager, if desired.
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1800
1801

1802

1803
1804
1805
1806
1807
1808
1809
1810
1811
1812
1813
1814
1815
1816
1817

1818

1819
1820

1821

1822
1823
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2.11 Cisco Identity Services Engine

This section will detail the installation and some configurations for the Cisco Identity Services Engine
(ISE). It assumes the use of the ISE virtual machine.

2.11.1 Initial Setup

1. When prompted to log in for the first time, enter setup. (You can use the command reset-
config to change these values later.)

2. Enter the desired hostname for the machine.

3. Enter the desired IP address for the machine. (Ensure that the specified hostname is associated
with this IP address in your DNS.)

4. Enter the netmask for the machine.

5. Enter the default gateway.

6. Enter the default DNS domain (the name of your domain).

7. Enter the primary nameserver (the IP address of your DNS).

8. Enter a second nameserver if desired.

9. Enter an NTP time server.

10. Enter the timezone.

11. Enter Y for SSH service.

12. Enter an administrator username for the machine.

13. Enter a password twice.

2.11.2 Inventory: Configure SNMP on Routers/Network Devices

See the corresponding vendor documentation for the correct way to enable SNMP on your network
device. Ensure that the community string you choose is considered sensitive, like a password.

2.11.3 Inventory: Configure Device Detection

1. Loginto the web client by visiting https://hostname/admin, but replace hostname with the
hostname of the ISE machine.
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© 2018 Cisco Syslems Inc. Cisco. Cisco SysIems and CISco Systems 1090 are registe

1824
1825 2.

PassivelD Setup
Visibility Setup

Wireless Setup (BETA)
1826
1827 3. Click Next.

‘s identity Services Engine Hame  + Context Visibility

A Welcome 1 Endpomts 2 Metwork Devices 3 Actwe Direclory 4 Poslure o Summary

lizard

+ Operations

Password | sseess

]
Cisco

ldentity Services
Engine

Username = admin

Problem logging in?

» Policy

iher countries. Cisco ISE uliizes 0pen SOurce SoMware fron Vanous

» Administration  » Work Centers License Waming 4

G Exil Wizz

Get to know the devices and users' details of your network. Gain visibility and context with this setup wizard.

Domain

Cisco.com
Cisco.com
Cisco.com
Cisco.com
Cisco.com

Cisco.com

DC Host

DC1.Cisco.com
DC2 Cisco.com
DC3.Cisco.com
DCA Cisco.com
DS Cisco.com

OB Cisco.com

IP Address
10565576
10565377
10585978
10565379
10565380

10585881

Group Name

Csco.comNetaork Configuration Operators
(Csco.com/Performance Moniior Usars.
Cisco.comiPerformance Log Use's
Cisco.comDisiributed COM Users
Cleco.comCryniographie Operasors

Gaco.com/Evant Log Readery

if you already have configured some of these setings in ISE, continue using this wizard will sverwrite prior configurations,

1828

1829 4. Enter the range of IP addresses to add to ISE’s inventory.

1830 5. Ensure that Active Scanning is checked.
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Ml \gantity Servicss Engina Hame

- CED CED

1831
1832 6. Click Next.
1833 7. Click the Add Device Manually link.
1834 8. Enter a name.
1835 9. Enter the IP address of the network device you configured for SNMP.
1836 10. Select 1 for SNMP version.
1837 11. Enter the community string you created.

Add Network Device
1838
1839 12. Click OK.
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“Hath’ Mdenifty Services Engine Mome b ContextVisbity  » Operstions b Pobcy ¢ Administrafion  » Work Centers

ISE VISIBILITY SETUP WIZARD

A Welcome 1 Endpoimts 2 Metwork Devices 3 Actwve Dieclory 4 Posture o Surnimary
e e

O» Exit Werand

MNetwork Devios Discovery

Total Added (1) Failed {0}

Q Scan o Add B Remove (% Add Location ¥ Fiker=
Name 1P Address Device Type Location Description Action
GATEWAYROUT 162 16811 Edit
1840 i —————
1841 13. Click Next.
1842 14. Enter a display name.
1843 15. Enter the domain name.
1844 16. Enter the hostname of Cisco ISE.
1845 17. Enter a username and password.
1846 18. Click Test Connection to ensure that this works.

Conext Vistity » Operations. » Pokcy ¥ Admnistraion Work Centers Licerrse Warning &

- CE2D CED
1847
1848 19. Click Next.
1849 20. Enter a username and password.
1850 21. Check the box next to Enable Endpoint Logging.
1851 22. Check the box next to Include Range.
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b

tisco  Identity Services Engine

ISE VISIBILITY SETUP WIZARD

A Waleome 1 Endpoints 2 Metwerk Devices 3 Active Dirsctory 4 Posturs o Summary b
Posture Discovery
Discover postiure on endpants usng common admintrative sccount it and same [P rangeqs) from step 1
Enable Encpont Logoing @ @
ncudeRange # @
S
[ Back ] Next }
1852
1853 23. Click Next.
el \dantity Services Engine Home:
Network Device Discovery GEdn
GEdn
Posture Discovery GEa
I
A o
1854 [ gaci | Done
1855 24. Verify the settings, and click Done. (This should begin importing endpoints connected to the
1856 network device, and they will be visible on the ISE dashboard.)
1857 2.11.4 Policy Enforcement: Configure Active Directory Integration
1858 1. Navigate to Administration > Identity Management > External Identity Sources > Active

1859 Directory.
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 Administration

» System  wldentity Manag » Network » Device Portal Management  puGrid Services  » Feed Service  » Theeat Con

Click here to do wireless setup and visibility setup Do nat =

b ldentities  Groups  External ldentity Sources  ldentity Source Sequences ¢ Selfings
—_— .

Active Directory
Edt oo Add Delete  [NodeView g Advanced Tooks =  Scope Mode

External Tdentity Sources

TiEr e
» [ Cenifcate Aunenlication Profie [ | Jain Poine Name & Active Directory Domain
) Active Due(:ua'f| No data available
(=
3 coec

(5 RADILIS Token
[ RS SecuriD
[ SAML 1d Providers
(53 Social Login

1860
1861 2. Click Add.

1862 3. Enter a name.
1863 4. Enter the domain.

afuile.
cluclo ging = Administration

» System  +(dentity e » Metwark » Device Portal Management  pxGnd Services  » Feed Service  » Threat Cen

Click here 10 do wireless selup and visibility setug D

» Identities  Groups  External identity Sorces  Identity Source Sequences  » Settings
B

External Identity Sources

iviEY .
* Join Point Name: | AD-DNS |

v [ Cenficate Auhentication Profie
(5 Active Directory * Active Directory Domain | diipdr ]
3 wone
£ opec +

[ RADIS Token
[ R34 SecuiD

5 SAML 10 Providers
[ Socal Login

1864
1865 5. Click Submit.
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o Wioudd you like to Join al ISE Nodies to this Active Directary Domain?

1866

1867 6. Click Yes.

1868 7. Enter a username and password to join ISE to the domain.

x:seD:::‘:lm credentials required to Join ISE node{s) to the Active Directory Domain.
e ——
o Specify Dvw-monu l..h\il i
1869
1870 8. Click OK.
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1878

1879
1880

1881
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Join Operation Status
Status Summary: Successhul
15E Node & MNode Status

CisCo-ise diipdr I Completed

9. Click Close when the join is finished.

2.11.5 Policy Enforcement: Enable Passive Identity with AD

This configuration allows users to use Active Directory usernames/passwords as authentication for the
portal. The web portal will allow clients to download profiling software to ensure that clients have up to
date software and can be trusted on the network.

1. Navigate to Administration > System > Deployment.
2. Check the box next to ISE.

sttt dantity Sarvices Engine Home b Conbext Visitsity

=Sysem | b identity Management  » Network Resources  » Device Portal Management  paGrid Services  » Feed Sendce  » Theest Centric NAC

Deployment  Licensng  » Cencates b Logging  » Mainienance  Upgrade & Backup & Restore  # Admin Access b Setings

DBeployment Deployment Nodes

AxiEr e Salacted 1 | Total 1 B 66 _
+ 5 Deployment 7 r - -
o PAN Faover S e B Regster | D sman  [fperegees Show | All 18

[ Hosinama | Parscras. Rale(s) Sanices. Node Status
%
3. Click Edit.

4. Check the box next to Enable Passive Identity Service.
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1889
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bt \dentity Services Engine Haome [ ity +0 w5 = Administration

w System » Identity Managemsent * Network Resowrces # Device Portal Management 30 Sennces *» Feed Service » Threat Centric NAC
Deployment Licensey » Cenficates » Loggng » Masrfenance Upgrade » Backup & Restore » Admin Access * Setlings
Rele STANDALONE
o Administration
4w Manitoring
Riote PRIMARY

Other Manitoring Hode
4w Poacy Senvice
w Enable Session Servces |
Include Node & Node Group | None
Enabie Profiing Service
[0 Enabée Trveat Centnc NAC Serice
[0 » Enable $XP Senice
(] Enatie Device Admin Senvice i

=] Enatda Passive Identity Senace |

5. Click Save.

6. Navigate to Administration > Identity Management > External Identity Sources > Active
Directory.

7. Click the name of the Active Directory machine.

8. Check the box next to the join point you just created.

wtleth dentity Services Engine Home  » ComextVisblily  # Oy - — Rdriniirion

License: Waming 4

b System | widendty Management ¢ Network Resources  » Device Porial Management.  piGnd Sences ¢ Feed Senice  » Theat Gentnic NAG

»idertives  Groups  Extemal kerfy Sources  Kentiy Source Sequences  » Settings
External Identity Sources Active Directory
) ,‘{ij oAkl M Delme  Onedevew g advanced Tools = Scope Mode
= e
[ Cennicae Auherscaton Profie ]| Join Port Name: » | Active Dienctoey Domain
@ ADONS DUIPDR

(53 SAML K Froviders
[ SocmiLogn

9. Click Edit.
10. Click the PassivelD tab.
11. Click Add DCs if there are no domain controllers listed.
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1899

1900
1901
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Add Domain Controllers

DC Host
ad-grs-supp i ipde
AD-DNS DI IPDR

ad-cnsdf o ipdr

12. Select the Active Directory domain controller.

13. Click OK.

14. Check the box next to the selected domain controller.
15. Click Edit.

16. Enter credentials for an administrator account.

Edit Item

Edit Domain Controller

17. Click Save.
18. Click Config WM.
19. Click OK.
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1908
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1911
1912
1913
1914
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20.
21.
22.

23.
24.

25.
26.
27.

28.

‘5”__. Config WMI in process...

Configuration of WM has begun and will take some time.
Status will be shown on completion. Run in background?

Click OK when this configuration finishes.
Navigate to Administration > System > Settings > Client Provisioning.
Set Enable Automatic Download to Enable.

sl dentity Services Engine RCEIEEEI ¢ Work Centers

*Systen b ideridy Managernerd  » Network Resources  » Device Portal Mamagemen!  pxGrid Servces  » Feed Service b Theest Centric NAC
Deployment  Licensing  » Gertificales  » Loggng  » Mamdenance  Upgrade  » Backup & Restore  » Aomin Access = Settings.
]

Chient Provissoning

Client Provisioning
FIPS Mode
Socunty Settings * Enadie Provssioning.  Enable =
Alarm Settngs * Enable Automatic Download: | Enable = i
¥ Posture

* Update Feed URL. | hisps updi | i

Protiing * Native Supghcant Provesioring Policy Unavadadle. | Appy Defined Autharizatien Poliey =
» Protocols

Proxy Save | Resst

SMTP Server &
SMS Gateway

System Time

ERS Settings.

Smart Call Home

DHCP & DNS Services

Max Sessions

Click Save.

Navigate to Administration > Identity Management > External Identity Sources > Active
Directory.

Click the Groups tab.

Click Add > Select Groups from Directory.

Click Retrieve Groups. (This should populate the window with the groups from Active
Directory.)

Select them all.
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Select Directory Groups
This chalog 15 used to select groups from the Declory.

Domair| di.ipdr
Hame Fiter * | 510 Fimed *
Refrieve Groups. | 68 Groups Retneved
Narmse D wa S0 Gfm T\'W

D ceess Control Operators di pdriS-1-5-32-5T8 BUILTIN, DOMAIN LOCAL
DLIPDR/Bultin/Account Operators i ipdr/5-1-5-32-548 BUILTIN, DOMAIN LOCAL

DLIPDR/Bultin/adminisirators di.ipdriS-1-5-32-544 BUILTIN, DOMAIN LOCAL
DI IPDRBuitinBackup Operators di.ipdriS-1-5-32-651 BUILTIN, DOMAIN LOCAL :

DLIFDR/ButinGertificate Senvice DCOM Access GipdriS-1.6-32.574 BUILTIN, DOMAIN LOGAL
D1 IPDR/Buitin/Cryptographic Operators dipS-1.6.32.869 BLILTIN, DOMAIN LOGAI

DIIPDR/Bultin Distributed COM Users diipdris-1.5-32-562 BUILTIN, DOMAIN LOCAL
diipdifS-1-5-32.573 BUILTIN, DOMAIN LOCAL
dijpdriS-1.5-32-546 BUILTIN, DOMAIN LOCAl
DI IFDR/Builtin/yper-V Administrators di ipdiiS-1-5-32-578 BUILTIN, DOMAIN LOCAL
DLIPDR/BuitinlIS_IUSRS di.ipdriS-1-5-32-568 BUILTIN, DOMAIN LOCAL
DLIPDR/Buiinfincoming Forest Trust Builders diipdr/$-1-6-32-557 BUILTIN, DOMAIN LOCAI
DIIPDR/Builtin/Network Configuration Operators: dijpdriS-1.6-32.556 BUILTIN, DOMAIN LOCAL
DI IPDRyBuiltinPerformance Log Users di ipdriS-1-5-32-569 BUILTIN, DOMAIN LOCAL _

e

SMMEEEEEEEEEEEEREER

v
B | Cancel |
ol | Cancel

i

1915
1916 29. Click OK. (If you add more groups to Active Directory, they can be imported in the same way in
1917 the future.)
1918 30. Click the Attributes tab.
1919 31. Click Add > Select Attributes from Directory.
1920 32. Enter a username.
1921 33. Click Retrieve Attributes. (This will populate the window with Active Directory’s available
1922 attributes, so they can be used for policy in Cisco ISE.)
1923 34. Click OK.
1924 35. Select any desired attributes.
Directory Attributes
Only altributes selecled below will be available lor use as poiicy condibons in palicy nikes
* Sample User or Machine Account | oseoizaadmin i
Retrieve Attributes | '
] Name - | Type Exanmpie Vake
L1 loganHours LKITEI_SIRING (Binary Value)
[0 mDBUseDefaults STRING TRUE
[0 member0f STRING CN=Organization Management OU=Microsoft Exchange Security Grou |
[ msExchDumpsterQuota STRING 31457280
[0 msExchDumpstesWarningCuota STRING 20871520
[0 msExchHomeServerName STRING {Non-Displayable of XSS data)
[ msExchiseracoountControl STRING 1]
[ name STRING crscomsadmn
O objeciCategory STRING CN=Person, CH=Schema, CH=Configuration DC=DI DC=IFDR
[J ohjeciClass STRING top
O eneacun STRING BETZ2IADDOE062 46B51803CIBAESA0CT
O ovmarsia STRING $.1-5.21.2803005080. 3046564343 24 107 386301268
[ primaryGroupliD STRING 513
[ protocoiSettings OCTET_STRING (Binary Valua)
a pwdlasiSel STRING 131BBG436405004672
O sAMAccountName STRING ciscaiseadmin
M cAMArcnsmtTene STRING AMAIWIRR
1925
1926 36. Click OK.
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1938
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1940
1941
1942
1943
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37.

2.11.6

1.
2.

W o N, A

Click Save.

Policy Enforcement: Developing Policy Conditions

Navigate to Policy > Policy Elements > Conditions > Posture.

Expand the Posture section. This will reveal a list of categories for conditions. (Note: these
conditions allow you to select or define requirements that endpoints should meet. In typical
enterprises these conditions can be used as requirements to gain network access; however, this
strongly depends on the capabilities of your network device. Furthermore, the network device
As an example, we will require that Cisco AMP be installed on all Windows devices. If you are
using a different anti-malware software, locate that instead. Click Anti-Malware Condition.

o

ire | kitpsyicisco-ise.diipdr/admin/#palicy/policy_elements/policy elements conditions/posture/posture_am_conditior & O :

@ Identity Senvices Engme x e

"t Identity Services Engine Home b Conbext Visbility b Operations Polic » Adminestration v Waark Centers.
Policy Sets  Profiling  Posture  Chent Provisioning = Policy Elements .
Clitk here to do wirehtss setup and visibility setur
Dictionaries  »Conditions  » Results
°-
Lisrary Gonditians Anti-Malware Conditions
Semart Conditions.
o Il
Time and Date Show
Profiing =
()
~ Posture O
Anti-Malware Condition a
O
Ani-Spyware Condaion 0
Anti-Virus Condition

Appication Condsticn
Compound Conddticn

Disk Encryption Condition
File Conditn

Firewall Condition

Patch Management Condition

Registry Candilion

USE Candition

Hardware Attnbutes Condibon

Click Add.

Enter a name.

Enter a description if desired.

Select Windows All for Operating System.

Select Cisco Systems, Inc. for Vendor.

Under Products for Selected Vendor, check the box next to Cisco Advanced Malware
Protection, with the version number you have installed.
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[-[e T
& Igentity Services Engine x
« C A Notsecure | hites//dsco-ise diipdr/admin/#policy/policy_alementsfpolicy_elaments_conditions/posture/posturs_am_conditior it B

"0sth: identity Services Engine Home  » Conlext Vishiity  + Operations @  censeWoneg 4

Policy Sets  Profiling ~ Posture Chent Provisioning |~ Folicy Elements
Chck here to 0o wireless setup and wisibiity setuf

Dictionaries = Conditions » Results
o-
Aati-Malware Condiions List = New Anti-Malware Condition
Anti-Malware Condition

Library Condions

Smart Congitions. B}
“Name | CscoAMP
Tiene and Date
& Description | Cheek for cisco AMP
Profiling !
Comphance Module 4 x or later §
= Posture

* Dperaing System | Windows ARl

AntMalwara Condition
Anti.Spyware Condition Vendor |C

Anti-Vinues Condition Check Type (#) Installation () Definition

Agplication Condition

Compound Condrtion * Products for Selected Vendor

Disk Encryption Canddion Product Name = Mersion Remediation Support  Definition Check Latest Definition Date Latest Dedindtion

e 0 ANY ANY A YES

File Condition g

] Cisco Advanced Matware Frotec . 5. NO YES 02182018 T 79603

e leit i [ Cisco Advanced Makwars Protec. . 6x NO YES 021182019 779603

Patch Management Condibon

Regatry Condition

Service Condition

USE Condition i3

Hardware Attributess Condition
1944 : :
1945 10. Click Submit.

1946 2.11.7 Policy Enforcement: Developing Policy Results

1947 1. Navigate to Policy > Policy Elements > Results > Posture > Requirements.

1948 2. Click one of the black arrows next to the Edit link, and select Insert New Requirement.

1949 3. Enter a name.

1950 4. Select Windows All for Operating Systems.

1951 5. Select 4.x or later for Compliance Module.

1952 6. Select Temporal Agent for Posture.

1953 7. Select User Defined Conditions > Anti-Malware Condition > Cisco AMP (substitute “Cisco AMP”
1954 with the name of the condition you just created).

1955 8. Select Message Text Only for the Remediation Action. (Other remediation actions can be
1956 defined by going to Policy > Policy Elements > Results > Posture > Remediation Actions, but
1957 there is no option for Cisco AMP to be installed, so we leave the default for now.)

1958 9. Enter a Message to show to the user to inform them that they must install Cisco AMP.
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& Identity Sennces Engine

&

quirements: policy

"ieh’ Identity Services Engine Home  » Contest Vesibdty » Worl

-] metit

Policy Sets  Profiing  Posture  Client Provisioning v Policy Elements Po— TR Pre——
Dictionanes  » Conditions = Resuls
o ANY _arv_win_inst et Message Text Only
* Authentication Any_AV_Defintion_Win Windows Al 3.x of earier AnyConnect
ANY_av_win_dal AnyAVDefRemediation'Vi
b Autharization =
Any_AS. Instalation_Win Windows All 3 of eadlier AnyConnect
¥ Profiling ANY_as_win_inst T Message Tex Only
Any_AS_Detintion_Win o0 Windowes A1 3 or earlier AnyConnect
~ Posture. ANY_as_win_def o AnyASDefRemedationVh
n
i Fmch ot Actcha & | ave_areck ] e [WidowsAn % | using (2 or tarer + ] wsing [Temporal Agent
Requremeats [Cscommr & [men ] vessope . |
Ay_AV_Installation_Mac Mac 08X 3 x of earher AnyConnect
» Clien Provistoning ANY_ay_mac_ingl Message Test Only
Any_A\_Definition_Mac Mac 05X 33 or earlier AnyConnect
ANY_av_mac_def M AnyAVDefRemediaboniia
¢
Any_AS_Instaliation_Mac Mac 05X 3 x or eartior AnyConnect
ANY_as_mac_insl fen Message Text Onty
Any_AS_Defntion_Mac Mae OSX 3x or earher AnyConnect
ANY_as_mac_del i AnyASDefemedalionhta
c
Any_AM_instakation_Win Windows A8 ax of aner AnyConnect
ANY_am_win_inst Message Text Only
Any_AM_Definition_Win Windawes Al 43 or later AnyConnect
ANY am win def then AnyAMOeRemediationyVi

* O i

10. Click Save.

2.11.8 Policy Enforcement: Enforcing a Requirement in Policy

1. Navigate to Policy > Posture.

Click one of the black arrows next to the Edit link and select Insert New Policy.
Enter a name.

Select Windows All for Operating Systems.

Select 4.x or later for Compliance Module.

Select Temporal Agent for Posture Type.

NO U wN

Select Cisco AMP (substitute “Cisco AMP” with the name of the requirement you just created).
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@ Idenby Seraces Engane o

ey s
ac_temnparal
A Installaten W
n

e Cisco AMP
en Default_Apghis_Reduir
ement_Mac

e Detault_Appvis_Reguir
ement_Mac_temporal

emern_Win

e = e = -

R EIR R K HEBE

8. Click Done.

Policy Sets  Profiing  Post Chent Provisioning - » Policy Elements
s Chck here 10 do wireless sefup and visibiity setup Do not show
and Mag 05X il 4 or lader ann Temporal Agent and

=

9. Ensure that the green checkboxes next to the rules you wish to apply are the only checkboxes

enabled, as anything enabled will be enforced.

2.11.9 Policy Enforcement: Configuring a Web Portal

1. Navigate to Administration > Device Portal Management > Client Provisioning.
2. Select the Client Provisioning Portal (default).

* Administrabon

* System b identity L - [ Py puGrd Services  » Foed Service  » Theeat Centric NAG

Blackint  BYOD ifi wg  Cliert i ng  Mobile Device My Devices  Custom Fortal Files  » Semings

Client Provisioning Portals

i can edit d customize the difaull Chert F and create additions

3. Click Edit.
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1978 4. Under Portal Settings, go to Configure authorized groups, and select the groups that should
1979 require a Cisco ISE client.
1980 5.

Administratien > System > Certificates >
System Certificates

Aumhertication methed: *  Certificate_Request_Sequence *
Administration > dentity Management >
Identity Source Sequances
Configure autherized groups
Avatates

# Choose all

1981
1982 6. Click Save.

1983 2.11.10 Configuring RADIUS with your Network Device

1984 Cisco ISE requires a RADIUS session for posture to function. Posture refers to ISE’s ability to check that a
1985 machine complies with a specified policy, which may be based on the OS and may contain requirements
1986  such as the installation of certain security applications or the presence of configuration files. Machines
1987  that are not in compliance can be kept separated from the network. The process for setting this up
1988  varies widely between machines, but the overall requirements have commonalities between systems.

1989 1. The Network Device (i.e. the router or switch) must support RADIUS functions, specifically
1990 Authentication, Authorization, and Accounting. Furthermore, it must also support CoA, which
1991 is Change of Authorization.

1992 a. To configure this, you must configure your network device to use Cisco ISE as a Radius
1993 Server. What this means is that your network device will forward authentication

1994 requests to Cisco ISE, and Cisco ISE will respond with an “accept” or “reject.”

1995 2. The Network Device must support some form of 802.1x. Note that this is not supported on
1996 certain routers, even if RADIUS is supported. 802.1x is a mechanism for authenticating the end
1997 workstation to the network device, potentially over wireless or through ethernet.

1998 a. This can take various forms, such as a captive web portal, MAC address authentication,
1999 or user authentication. A captive web portal, if the device supports it, may be ideal for
2000 configuration without the correct hardware.

2001 b. There are also many switches that provide direct 802.1x username/password

2002 authentication. Note that if you choose to use this mechanism, a client is still required,
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and it will not be in the web browser. Windows has a built-in 802.1x client that can be
configured on Network adapters under the Authentication tab. To enable it, you must
first start the service Wired AutoConfig, and then the Authentication tab will become
available for configuration.
¢.  Whichever form of 802.1x is chosen, the request for authentication must be forwarded
to Cisco ISE. Cisco ISE will process the request for authentication.
The two steps above detail the authentication phase. Once authenticated, the network device
must redirect the user to the client provisioning portal (or to a guest portal), depending on the
setup. The URL for this can be acquired from the active Authorization Profile in ISE.
The user will then authenticate to the Guest Portal or Client Provisioning Portal (depending on
your setup). The portal will prompt the user to download an executable, which will run posture.
The executable will first check for the existence of a RADIUS session in Cisco ISE for the user
who downloaded the executable. It will primarily check the MAC address that visited the ISE
web portal against the MAC addresses of existing sessions. If and only if a session exists, it will
run posture based on the policy you set up. You can verify that a session exists by navigating to
Operations > RADIUS > Live Sessions.

2.11.11 Configuring an Authentication Policy

Navigate to Policy > Policy Elements > Results > Authentication > Allowed Protocols.
Select the Default Network Access protocol, or create your own.
Ensure any protocols that need to be supported for your network setup are allowed. In

particular, if using 802.1x, you should likely check the box next to Allow MS-CHAPv2.
[-To s

» Conlext Visitility b Operations

L
&« C A Notsecure | hitps//cisco-ise.diipdr/admin/#policy/policy_el: i | lpments_permis: 3 y gt ithenticatio ic * 8
I

5

[

Click hare 16 6o wireless selup and visibility seeup Do not show

Adowed Prot 5 Ses ist > Defalt Network Access
* Authentication
Allowed Protocols

¥ Authorization Name | pafaul b

Deserphon | Defauit Allowed Protocol Service
¥ Profiling

* Posturs
w Allowed Protocols

¥ Client Provisioning ot i N

Process Host Lookup (f

Authentication Frotocels

L Aulew Authentication of axpirad cemficates to allaw cerificats renawal in Authorization Folcy |

' Enable Siateless Session Resume
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No ks

9.

Click Save.

Navigate to Policy > Policy Sets.

Select the default policy.

Ensure that the Allowed Protocol selection matches the allowed protocol you just
created/edited.

Expand the Authentication Policy section, and select the ID stores from which to authenticate
users. For example, if you set up an Active Directory integration, it may be desirable to

authenticate users from there.
n [=[o

L
& C A Notsecure | bitesy/dsco-ise.diipdr * O
i
e

» Operations - Pty » Admersiration » Work Coenters . License Wasmnyg 4k

Click here to do wirekess sefup and visiity setup

Policy Sets = Default m

Status  Policy Set Name Description Conditions Allowed Profocols / Server Seque:

Detaul Dataul pabey set

¥ Authentication Policy (1)

+ Status  Rule Name Conditions Use Hits

¥ Opticns

* Authorization Pol icy - Local Exceptions
¥ Authorization Puoficy - Global Exceptions

B &ibarivabinn Dalie (71

=

Click Save.

2.11.12 Configuring an Authorization Policy

1.

The Authorization Profile is likely dependent on your network device, but it is possible that the
Cisco_Temporal_Onboard profile will work even for non-Cisco devices. You can edit the
authorization policy by navigating to Policy > Policy Elements > Results > Authorization >
Authorization Profiles.

The temporal onboard profile will attempt to redirect the user to a client provisioning portal—
this redirection will most likely only happen automatically on compatible Cisco network devices.
If another device is used, the device may need to manually redirect the user to the client
provisioning portal after authentication. (We accomplished this in PFSense for our build using a
“Post-authentication redirection” feature in the Captive Portal.)

Once you are finished configuring the Authorization Profile, navigate to Policy > Policy Sets.
Select the default policy.

Expand the Authorization Policy section.
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6. Note that you can configure this for as many groups and conditions as desired, potentially
specifying different authorization profiles for various user groups or levels of authentication,
including unauthenticated access. Under Results > Profiles, you can select the authorization
profiles you configured.

& Icentity Services Engine Bl

L C A Notsecure | hitps//dsco-isediipdr/admin/#policy/policy grouping new it 6

‘;" e Identity Services Engine o b Context Visilty » Operations

Policy Seis | Prafiling  Posture:  Chlent Provisioning ¢ Policy Elements 7 z
Click hee to do wirekess setup and visibility setup Do nol show

¥ Authentication Palicy (1)
¥ Authorization Policy - Local Exceptions
¥ Authorization Plicy - Global Exceptions

W Autharization Policy (2)

Results
+

Statws  Rule Name Conditions Profiles Security Groups Hits
Basic_Authenbcated_Access E machineuserath Cisco_Temporal_Onboard + Guests u = N
@ Dafault < Cisco_Temporal_ Dnboard +* Unkmewn Wow |
7. Click Save.

2.12 Cisco Advanced Malware Protection

This section assumes the use of the Cisco Advanced Malware Protection (AMP) Console, a cloud-based
server that connects to clients on individual machines. There is some configuration to be done on this
cloud-based server, which may impact the installation. Cisco provides best practices guides online for
AMP configuration. Here is a link to one such guide:
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213681-best-practices-for-
amp-for-endpoint-excl.html.

2.12.1 Dashboard Configuration

1. From the Cisco AMP dashboard, located at https://console.amp.cisco.com/dashboard, click Set
Up Windows Connector.

2. The configuration of this will be different for each enterprise, so consult your Cisco
representative for the proper way to set this up. For the purposes of this build, we accepted the
default values.
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2067 2.12.2 Installing the Connector on a Windows Server

2068 1. On the Cisco AMP dashboard, navigate to Management > Download Connector.

2069 2. Select the AMP group in which to put the machine. For example, when installing on an Active
2070 Directory machine, we chose Domain Controller.

2071 3. Find the correct OS version of the installer, and click Download.

2072 4. Run the downloaded executable (for example, Domain_Controller_FireAMPSetup.exe).

Choose Install Location
Choose the folder in which to install Cisco AMP for Endpoints Connector.

Setup will install Cisco AMP for Endpoints Connector in the following folder. To install in a
different folder, dick Browse and select another folder. Click Install to start the installation.

C:\Program Files\Cisco\aMP Browse... |

Space required: 105 MB
Space available: 64 GB

"Desﬁnat’on Folder

By dlicking 'Install' below, vou verify that you have read and %cept the Subscription Agreement

2073
2074 5. Click Install.
Installation Complete
Setup was completed successfully.
Cisco AMP for Endpoints Connector has completed
|
Show details |
2075
2076 6. Click Next.
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7.

2.12.3

1.

2.
3.
4

B Cisco AMP for Endpoints Connector Setup 8] X

Installation Completed

Please choose final installation options below

[~ Create Desktop Shortcut

< Back | Close I Cancel

Click Close.

Installing the Connector on a Windows 10 Machine

On the Cisco AMP dashboard, navigate to Management > Download Connector.

Select the AMP group in which to put the machine. For this installation we chose Protect.

Find the correct OS version of the installer, and click Download.
Run the downloaded executable (for example, Protect_FireAMPSetup.exe).

a’ Cisco AMP for Endpoints Connector Setup — *

Choose Install Location
Choose the folder in which to install Cisco AMP for Endpoints Connector.

Setup will install Cisco AMP for Endpeints Connector in the following folder. To installin a
different folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder
’7| C:\Program Files\Cisco\AMP Browse... |

Space required: 105 ME
Space available: 3 GB

By dlicking "Install' below, you verify that you have read and accept the Subscription Agreement

Cancel
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2085 5. Click Install.
=:’ Cisco AMP for Endpoints Connector Setup —

Installation Complete
Setup was completed successfully.
Cisco AMP for Endpoints Connector has completed

|
Show details |

2086 < Back Cancel
2087 6. Click Next.
::’ Cisco AMP for Endpoints Connector Setup —
Installation Completed
Please choose final installation options below
[~ Create Desktop Shortcut
%
2088 % Back Cancel
2089 7. Click Close.
2000 2.12.4 Scanning using AMP
2091 1. If the AMP software does not run automatically, open it from the start menu.
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[LIX]
N

|~

Cisco AMP for Endpoints

Scan Now

History

Settings

Status:  Connected

4 Scanned: 5/8/2019 10:47:44 AM

Policy:  Domain Controller

afra]n,
CISCO %
2092 About
2093 2. Click Scan Now.
Scan Now

Flash Scan
Quick scan of running processes.

Custom Scan
Scan of User Defined locations.

Full Scan
Scan of entire computer.,

Rootkit Scan
Scan system for running rootkits.

I r

2094
2095 3. Click Full Scan.
2096 4. Ascan should begin.

2097 2.12.5 Configure AMP Policy

2098 1. Onthe web console, navigate to Management > Policies.
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2. Select a policy to edit; for this example, we choose Domain Controllers. (To edit which policies
map to which groups, select Management > Groups, and click Edit on the group for which you

wish to select a policy. You can select a policy for each Operating System (OS) in that group.)
Policies @ View All Changes

Q

All Products Windows Android Mac Linux i0s bl Enlicie 8 B
B == Audit

(£ &= Audit Mode Policy-This is for monitoring and visibility only. CKING
@ 8 Audit Mode Policy-This is f g and visibility only. NO BLOCKING

@ =8 Blocking Policy. All detections are set to BLOCK.

O B
| 40| ) M

B &8 Domain Controller

Modes and Engines Exclusions Proxy Groups
Audit oma =2
Disabled

=... Disabled

ctionProtect « Diebold Warsaw -
Outbreak Control
Custom Detections - Simple Custom Detections - Advanced Application Control Network
File Blacklist Execution Blacklist

File Whitelis
® View Changes 2019-05-20 14:56:48 UTC 54 & Download XML EEI Duplicate (# Edit
58 Protect he sta ) he AMP f Jints = > e s % Qo
== Server 3 light ht a s and 1 & o
1 - 8 of 8 total records 25 ~ | [ page 3 1 of 1
3. Click Edit.

4. Inthe Modes and Engines tab, “Conviction Modes” refers to the response taken to various
detected suspicious activity or files.

e Audit is a detection/logging approach that does not take any action other than logging
the activity.

e Quarantine involves the move of the offending file to its own folder, where it is
monitored and deleted after a certain amount of time. Quarantining can also be applied
to processes, in which the process is monitored and prevented from affecting system
operations.

e Block involves the deletion of the file or the stopping of the process or network traffic.

5. “Detection Engines” refer to the actual detection of the suspicious activity.

e TETRA s intended to be an anti-malware engine and recommends that it not be used
when other antimalware software is in use.

e Exploit Prevention refers to an engine that defends endpoints against memory injection
attacks.
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Name = Domain Controller

Description | This is a lightweight policy for use on Active Directory Domain Controllers.

Modes and Engines s e
Conviction Modes Recommended Settings

Exclusions These settings control how AMP for Endpoints responds to suspicious Workstation
P oxcllSIOn Ses files and network activity. Files: Quarantine
;i Network: Block
Files
Proxy 1 Malicious Activity Protection: Quarantine
Quarantine Audit

System Process Protection: Protect

Network Server
Files: Quarantine
Network: Disabled

Qutbreak Control T
Block | Audit Disabled

Product Updates
Malicious Activity Protection Malicious Activity Protection: Disabled

Advanced Settings | Quarantine Block Audit Disabled System Process Protection: Disabled

System Process Protection

Protect Audit Disabled

Detection Engines
¥ TETRA @

® Exploit Prevention €

Cancel Save

2118
2119 6. Click Save.

2120 2.13 Cisco Stealthwatch

2121  This section will describe the setup and configuration of Cisco Stealthwatch, a network monitoring
2122  solution. This guide assumes the use of the Stealthwatch virtual machines.

2123 2.13.1  Configure Stealthwatch Flow Collector, Stealthwatch Management

2124 Console, Stealthwatch UDP Director and Stealthwatch Flow Sensor
2125 1. Login to the console of Stealthwatch Flow UDP Director.
2126 2. Navigate the menu to highlight Management and Select.
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System Configuration
Select one:

hange the Management Port Network

Password Change the passuord for the current user
Trusteddosts Change the Trusted Hosts
Advanced Advanced Dperations

< Exit >

3. Press Enter.
4. Enter an IP Address for this machine.
5. Highlight OK.

System Configuration
Enter the FlowReplicator Administrative IP Address

1152.163.1.55

{Cancel>

6. Press Enter.
7. Enter a network mask for the IP Address.
8. Highlight OK.
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System Confiquration
Enter the FlowReplicator Administrative IP Netmask

1255.255.255.8

<{Cancel>

9. Press Enter.
10. Enter the network gateway.
11. Highlight OK.

System Configuration
Enter the FlowReplicator Administrative IP Gateway Address

llSZ-l&B.l.l_

{Cancel>

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

288



DRAFT

2140 12. Press Enter.
2141 13. Enter the network broadcast address.
2142 14. Highlight OK.

System Configuration
Enter the FlowReplicator Administrative IP Broadcast Address

1192.163.1.255_

<Cancel>

2143
2144 15. Press Enter.
2145 16. Highlight Yes.
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System Configuration

IP Address=192.168.1.55
NetMask=255.255.255.0
Broadcast=192.168.1.255
Gateway=192.168.1.1

fire these the correct settings?

2146
2147 17. Press Enter.
2148 18. Highlight OK.
System Configuration
Primary netuwork parameters have been modified. Please note that
modifying the settings for the primary network interface may disable
network access to this system which will require console access to
repair. This system will now be restarted to implement these changes.
2149
2150 19. Press Enter.
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20. Repeat steps 1-19 for each of the Stealthwatch Management Console, Stealthwatch UDP
Director, Stealthwatch Flow Sensor, and Stealthwatch Flow Collector.

2.13.2 Change Default Stealthwatch Console Passwords

1. In the System Configuration menu, highlight Password and Select.

System Configuration
Select ome:

Management Change the Management Port Network
@ hange the passuord for the current user

TrustedHosts  Change the Trusted Hosts
Advanced fAdvanced Operations

<Select> < Exit >

2. Press Enter.
3. Enter the original password.
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System Configuration
Select one:

Management Change the Management Port Network

hange the password for the current user|

TrustedHosts Change the Trusted Hosts
Advanced Advanced Operations

< Exit >

At the prompt type in your current pa *d. Then type your new password at the next two prom

Changing pass
(current) UNIX p

2158
2159 4. Press Enter.
2160 5. Enter the new password, and confirm it.
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System Configuration
Select one:

Management Change the Management Port Netuwork
Passvord
TrustedHosts Change the Trusted Hosts

Aduvanced Advanced Operations

< Exit >

At the prompt type in your current password. Then type your new password at the next two prompts.

Changing password fc admin.

Retype new password:

2161 =

2162 6. Press Enter.

2163 7. Inthe System Configuration menu, highlight Advanced and Select.

2164 8. Press Enter.

2165 9. Highlight RootShell and Select.

System Configuration

FactoryDefaults Heztore System to its Factory Defaults
cireshinage Refresh the System Inage
InterfaceSettings Change Hanagement Port Interface Settings
Ul‘ri(!n‘|T::::irfufrl'.‘:h Refresh M?I Basecil. on Allocated Hemory
Sstppstad Open a Root Shell
Renouvefipp l lance Remoue Appliance from Central Hanagement
ConfighesctPassword Disable Reset Password on Boot Feature

2166

2167 10. Press Enter.

2168 11. Log in using the original root shell password.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 293



DRAFT

Type the root password at the prompt to open a root shell.

2169
2170 12. Enter the command root.
2171 13. Type the new password, and confirm it.
Tupe the root password at the prompt to open a root shell.
2172
2173
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2180
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2182
2183

DRAFT

14. Press Enter.
15. Repeat steps 1-14 for each console.

2.13.3 Configure the Stealthwatch Management Console Web Interface

1. Change the default password by filling in the fields for Current Password, New Password, and

Confirm New Password.

% StealthWatch Management Console VE

® Change Default Passwords

Note: You must change the password for all the users before continuing.

© ADMIN

Current Password

New Password:

Confirm New Password:

2. Click Next.
3. Fillin the fields for IP Address, Subnet Mask, Default Gateway and Broadcast Address
according to your network topology.
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% StealthWatch Management Console VE

anc up

b appliance and th
=== Management Nelwork Inlerface é settings, confor

F:m

1P Address:

Subnet Mask:

Default Gateway:

Broadcast Address:

2184
2185 4. Click Next.
2186 5. Enter a host name.
2187 6. Enter the network domain that Stealthwatch is in for Network Domain.
2188 7. Enter the network domain that Stealthwatch will be monitoring for Stealthwatch Domain.
% StealthWatch Management Console VE
Host Name and Domains
Enter marmf*,-m-; information for this appliance and the network domain wh
ment Network Interface
Host Name:
Network Domain: diipdr
organization’s domain and the IP a
Stealthwatch Domain: diipdr
IP Address Ranges:
2189
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2190 8. Click Next.
2191 9. Enter a DNS Server.

% StealthWatch Management Console VE

DNS Settings

2192
2193 10. Click Next.
2194 11. Configure the NTP server according to your network topology.
tch Management Console VE
NTP Settings
2195
2196 12. Click Next.
2197 13. Select Restart.
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2204
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1 StealthWatch Management Console VE

Review Your Settings

Management Network Interface - B Host Name and Domains

14. Click Apply.

& StealthWatch Management Console VE

Complete

T

15. After the restart, click Next.

2.13.4 Configure the Stealthwatch UDP Director, Stealthwatch Flow Collector
and Stealthwatch Flow Sensor Web Interfaces

1. Repeat steps 1-12 from Configure the Stealthwatch Management Console Web Interface.
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Add SMC

ice from

2205
2206 2. When prompted to manage this device from an SMC, click Yes.
2207 3. Enter the IP Address of the Stealthwatch Management Console.
ol UDP Direzc!nr VE
Central Management Settings
2208
2209 4. Click Save.
2210 5. Verify the certificate.
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Add Trust Certificate

found an SMC Trust C

SHA-256 Fingerprint=D0:FE:04:CB:95:4E:E8:
89:B9:0B:A6:F0:48:78:E5:CF;3E:DB:AA:B1:8
2:BB:AT:9F:0C:ED:69:DC:E0:E8:9A:88

2211
2212 6. Click Yes.
2213 7. Enter the User ID and Password for the Stealthwatch Management Console.

Please enter your administration

credentials below.

In order to be :

C administrati

2214
2215 8. Click Next.
2216 9. Repeat steps 1-8 for the Flow Collector first and then for the Flow Sensor. The Flow Sensor
2217 cannot be added to the Management Console until after the Flow Collector is successfully
2218 added.
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2219 2.14 Symantec Analytics

2220  This section details the installation and configuration of Symantec Analytics, a network analysis tool.
2221  This guide assumes that Symantec Analytics is connected via serial to a terminal.

2222 2.14.1 Initial Setup

2223 1. Loginto the Symantec Analytics command line.
2224 2. Enter the following command to configure the IP for the interface:
2225 sudo cfg_bond_interface.py -i ethO -n 192.168.1.42/255.255.255.0 -g 192.168.1.1

£ COM2 - PUTTY HEIEN

2226

2227 3. Navigate to the IP you assigned in a browser.
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¥ User Login X +

€« C A Notsec tps://192.168.1.42/1

Symantec.

Security Analytics

lUsername

Password

The appliance time does not match the browser's time

Appliance Time: Wed Dec 19 2018 17:21:34 GMT-0500 (Eastem
Standard Time)
Browser Time: Wed Dec 19 2018 10:21:33 GMT-0500 (Eastern

Standard Time)

Please check your computer's date/time settings and the

appliance’s date/time settings.

2228
2229 4. Enter the username and password to log in. The default is (Admin/Solera).

2230 5. Check the box next to | have read and agreed to the terms of the End User License Agreement
2231 on behalf of the end user.

Vi End-User License Agreement x +

BE |

<« C A Notsecure | hitps//192.168.1.42/m

@

Security Analytics N

Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90

SYMANTEC SOFTWARE END USER LICENSE AGREEMENT

SYMANTEC CORPORATION (IF YOU ARE LOCATED IN THE AMERICAS OR THAILAND) OR SYMANTEC LIMITED (IF YOU ARE LOCATED IN ANY OTHER COUNTRY) ("SYMANTEC”) IS WILLING TO LICENSE THE
SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE USING THE SOFTWARE (REFERRED TO AS "YOU" OR “YOUR™) ONLY ON THE CONDITION THAT YOU ACCEPT
ALL OF THE TERMS AND CONDITIONS OF THIS SYMANTEC SOFTWARE LICENSE AGREEMENT AND THE PRODUCT USE RIGHTS SUPPLEMENT (AS DEFINED BELOW) (COLLECTIVELY, THE “LICENSE
AGREEMENT"). READ THE LICENSE AGREEMENT CAREFULLY BEFORE USING THE SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND SYMANTEC. BY DOWNLOADING,
INSTALLING, COPYING, CLICKING THE *I AGREE" OR "YES" BUTTON, OR OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR USING THE SOFTWARE, YOU AGREE TO THE TERMS AND CONDITIONS OF
THE LICENSE AGREEMENT. IF YOU DO NOT AGREE TO THE LICENSE AGREEMENT, CLICK THE “I DO NOT AGREE" OR "NO” BUTTON OR OTHERWISE INDICATE REFUSAL AND CEASE ANY AND ALL USE OF
THE SOFTWARE.

1. DEFINITIONS. Unless otherwise defined in this Licnse Agresment, capitalized terms will have the mezning given below.

isclose and use in connection with Your use of the Software, or Your devices or systems with which the Software

ma:

“Collected Data” means certain information which Symam llect, retain, process,

operates, and may include, but is not limited to, Personal Data

which may be provided from time to time, used by certain Software 1o maintain the efficacy of the product, including but not limited to: updated anti-spyware definitions for
anti-spyware products; updated anti-spam rules for anti-spam products; updated virus definitions for anti-virus and crim: e products; updated URL lists for content fikering and anti-phishing products;
updated firewall rule: firewall products; updated intrusion detection data for intrusion detection products; updated lists of authenticated web pages for website authentication products; updated policy
compliance rules for policy compliance products; and updated iy signatures for vulnerabili products. Content Updates may include content produced by the Software based on Your
use of the Software.

“Content Updates” means content,

“Documentation” means the user documentation, user manual, and release notes provided for the Software. Documentation may be delivered in 2 text file, printed form, or published on a product Web page
*Maintenance” means Product Updates/Upgrades and Content Updates to the Software, and may be offered with technical support ("Maintenance/Support”).

*Order Confirmation” means a receint confirming the Software title, Use Level, and Maintenance/Support you have acquired 23 issusd by Symantec, or a Symantec affliate.

“Personal Data” means the personal data as defined by applicable privacy or data protection legislation and in particular the EU Data Protection Legislation, contained in the Collected Data or otherwise
provided by or collected from You, in connection with Your purchase and use of the Software and Maintenance. The term “EU Data Protection Legislation” means the: (i) Directive 95/46/EC of the European
Parliament and of the Council of 24 Octaber 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data and, as of 25 May 2018, the then
applicable General Data Protection Regulation (EU) 2016/679 of the Eurapean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the pracessing of persanal
data and on the free movement of such data, and repealing Directive 95/46/EC ("GDPR’); and (i to the extent applicable 10 the Software and Maintenance, any other EU or EU Member State data protection
|aws with respect 1o the processing of Personal Data under this License Agreement.

“Product Updates/Upgrades” or “Update” means any generally available update 1o the Software, including, but not limited 10, an enhancement, fix or patch, Version Upgrades, and Coment Updates delivered as

of the end user.

cense Agreement on benal

English v I have read and agree to the terms of the End User

ith, the Sof

accompanied bt < Agreement, including ai

2232

Symanize 50
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6. Click Next.
7. Enter the license key.

8. If you do not have internet connectivity, follow the instructions under Upload License File.

Otherwise, click Send Request.

& System Message

€ > C A Notsecure | https//192.168.1.42/messages/control_center#LicenseDialog

License Details

Retrieve License

This i licensed. Pl i itbelow.

Use this section if your appliance has access to the Intemet. Type your license key in the space provided and

click Update. After the license is retrieved, the appliance will b rebooted sutamatically.

Send Request

License Key

Upload License File
Use this section if your appliance does not have access 1o the Interner. Click Download DS Seed and save

dsseed|tgz 1o your workstation. Go 1o licen: follow the

Retum o this
page, click Browse 10 retrieve license tgz, and then click Update. After the license is uploaded, the appliance will

be rebooted automatically.

Download DS Seed
License File

9. Click Update. The device will reboot.
10. Log in to the web page again.
11. Click the silhouette in the top right corner and click Account Settings.

# Laptow

"

€ 3 O & Netsscn | GabTajcapiaeynan: « e
= (@) Sscurity Analytics ooco_o P e
ey R
ARTDOGR  Sywbers Lblime: 27 dayn 7348 howrn Rk and Vinikaity Repcrt
L) # LI Encoder/ Decoder Took
Lag Out
.

E o o

|
AT LT T =
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2242 12. Click Change Password.

Lot

2243

2244

2245 . .

2246 14. The screen should reflect that the password has been changed. Close out of both windows and
2247 return to the main web console.
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15. In the top left corner of the web console, click the menu button. (It shows as three horizontal

bars).

W W Alerts

ra

(C]
m

4

» G A Notsecure | hitps//192.168.1.42

* Authentication

« Central Management
* Communication
+ Data Enrichment
- Date/Time

- Geolocation

* Metadata

* Network

* Security

- System

- Upgrade

« Users and Groups

ATOTTIETTS

Capture

Statistics

Settings

16. Navigate to Settings > Data Enrichment.
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17. Click the red upside-down power symbols next to Symantec Web Reputation Service and

' 4 Data Enrichment

€ - C A Notsecure | hitps//192.168.1.42/integration_providers/index % 6 0

CO; Security Analytics 000 _0 P e

|
;

Select the amount of indexing, analysis, and data enrichment 1o enable and then click ‘Save’

Profile | Full Data Envi {No Anomaly Detection) * |
‘Symantec Analysis Providers

Name Data Enrichment Fitters Actions
ICAP Default filters oW}
Malware Analysis Appliance Archives, Debian Packages, Office Documents, Programs and Libraries, Adobe PDF oW i}
‘Symantec On-Demand Providers

Name Data Enrichment Fitters Actions
aTP g (oW i ]
DeepSight -na oY i ]

4 =

[ Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90 ]
Data Enrichment =
‘Symantec Intelligence Services
Name Licensed Data Enrichment Fiiters Actions
gi;rr\:;:crxec Web Reputation es . O+0
Symantec File Reputation Service Yes Archives, Binaries, Debian Packages, Office Documents, Programs and Libraries, JAR Archives, Adobe PDF q} + 0

b

Symantec File Reputation Service to turn them on.

' 4 Data Enrichment

€ - C A Notsecure | hitps//192.168.1.42/integration_providers/index % 6 0

)} Security Analytics 00O _0©0 P (2]

|
i

Select the amount of indexing, analysis, and data enrichment 1o enable and then click ‘Save’

Profile | Full Data Enri with Anomaly Delection * |
‘Symantec Analysis Providers

Name Data Enrichment Fitters Actions
ICAP Default filters oW}
Malware Analysis Appliance Archives, Debian Packages, Office Documents, Programs and Libraries, Adobe PDF oW i}
‘Symantec On-Demand Providers

Name Data Enrichment Fitters Actions
ATP -na oW i}
DeepSight -na oY i ]

4 =

[ Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90 ]
Data Enrichment =
‘Symantec Intelligence Services
Name Licensed Data Enrichment Fiiters Actions
Symartes et Reauiaion s ot L+ 0
Symantec File Reputation Service Yes Archives, Binaries, Debian Packages, Office Documents, Programs and Libraries, JAR Archives, Adobe PDF (3. + 0

b

18. Select Full Data Enrichment (with Anomaly Protection) for the profile under Data Enrichment

Profiles.
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19.

2.14.2
1.

' @ Data Enichment x _

€ > C A Notsecure | bitps//192.168.1.42/integration_providers/index * 6 O

= SecurityAnaIytics O00_0 P e

Download the current YARA file
Upload a local YARA file Upload

Restore the YARA file to its default

Save

]

o to Cuctor in Fontenl Donolen - b

[ Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90
@ Office Documents @ Programs and Libraries ]
Login Comrelation Service
Download Version 1.1.2 of the Login Correlation Servies Installation File
‘Web Reputation Service Version Web Reputation Service has never been updated.
Initiate Web Reputation Service Update
Update Interval in Seconds 300
Enable Custom Update Location ]

13

Click Save.

Capturing Data

Navigate to Capture > Summary in the menu.

' & Capture x |

€ > C A Notsecure | bitps//192.168.1.42/captures/index

a Analyze
@ Capture

* Summary

* Import PCAP

ﬂ Statistics

* Settings
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2.

Begin capturing data on any desired interfaces by clicking Start Capture.

' @ Capture * _
&«

C A Notsecure | hitps//192.168.1.42/captures/index ¥r e [+]

= (@) Security Analytics 0O0O0_0 P e

[ Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90
. Ak
14 Dec Dec-14 12:00 15. Dec Dec-15 12:00 16. Dec Dec-16 12:00 17. Dec Dec-17 12:00 18. Dec Dec-18 12:00 19. Dec

Interfaces Not Capturing Start Capture on All

Captured Filtered Captured Filtered
Current Current
Not Connected Not Connected
Max B 0bss Max s ab/s
Total LE LE Total 08 08
Start Playback | % Y | Start Capture Start Playback o | v | Start Capture &
ethd No Link ethd. No Link
Captured Filtered Captured Fittered
Current Current
Not Connected Not Connected
Max B Obss Max s ob/s
0B 0B Total 0B 0B

Start Playback P a Start Capture Start Playback I'jlﬂ Start Capture

*

op de Cuckore in Canteal Danal éa -
SR N

2.15 Symantec Information Centric Analytics

This section describes the installation and configuration of Symantec Information Centric Analytics

(ICA).

2.15.1 Installing MS SQL 2017

1.

Launch the SQL Setup Wizard.
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Microsoft SQL Server 2017
2271

Hardware and Software Requirements m
View the hardware and software requirements.

Security Documentation
View the security documentation.

[Clay Onfine Release Notes
View the |stest information about the relesse.

_?‘\ System Configuration Checker
Launch a tool to check for conditions that prevent a successful SOL Server installation, |®

I-T Download Data Migration Assistant (DMA)
Data Migration Assistant (DMA) analyzes SOL Server components that are installed
and identifies issues to fix either before or after you upgrade to SOL Server 2017.
= Online Installation Help
Launch the online installation decumentation.

I How to Get Started with SOL Server 2017 Fadlover Clustering
Read instructions on how to get started with SOL Server 2017 failover clustering.

Upgrade Documentation

View the document about how to upgrade to S0L Server 2017 from a previous version
of SQL Server.

Download SOL Server Migration Assistant (SSMA)

SOL Server Migration Assistant (SSMA] can migrate Oracle, SAP ASE, MySQL, DB2, and
Access databases to SOL Server, Microsoft Azure SCL Database, md Nﬁ(mﬂi{ Amrt

SOL Data Warehouse. SSMA all aspects of migration i g

#ssessment anslysis, schema and SOL ion, data migrati and -

2272 2. Click Installation.

u.
Planning
Installation
Maintenance
Tooks

Microsoft SQL Server 2017

2273

SQL Server Installation Center
-alene installation or add features to an exsting installation

@ & MNew SCL Server
Launch a wizard to wistall SOL Server 2017 in & non-clustered environment or to add
features to an existing SOL Server 2017 instance.

== Install SCL Server Reporting Services

Lsunch s download page that provides 3 link to install SOL Server Reporting Services.
An internet connection is required to install S5R5.

73 Install SOL Server Management Tools

"'}é Launch a download page that provides a link to install SOL Server Managemen 2
Studio, SOL Server command-line utilities (SOLCMD and BCP), SOL Server Powuihdl
provider, SQL Server Profiler and Database Tuning Advisor, An interet connection is
required to install these tools.

l E ; Ingtall SCIL Server Data Tocls
Launch a download page that provides a link to install SOL Server Data Teals (SSDT).
5507 provides Visual Studic integration including project system support for Azure
SOL Database, the SOL Server Database Engine, Reporting Services, Analysis Senvices
and Integration Services. An internet connection is required to install SSDT. —

-@ New SQL Server failover chuster installstion
Launch a wizard to install a single-node SCL Server 2017 failover cluster,

Add node to a SOL Server failover cluster

&
¢ Launch a wizard to add a node to an exsting SOL Server 2017 falover cluster.

E’ Upgrade from & previous version of SOL Server
Launch a wizard te upgrade a previous version of SQL Server to SQL Server 2017,

New Machine Learning Server (Standalone) installation

Launch a wizard to install Machine Leaming Server (Standalone) on a Windows
rmachine. This is typically used by data scientists a5 a standalone analysic server orasa ™|

2274
2275

3. Click New SQL Server stand-alone installation or add features to an existing installation.
4. Enter a product key.
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= —ja]ix
Product Key
Specify the edition of SQL Server 2017 to install.
ke
Product Key Validate this instance of SOL Server 2017 by entering the 25-character key from the Microsoft certificate
e of authenticity or product packaging. You can also specify 3 free edition of SQU Server: Developer,
Evaluation, or Express. Evaluation has the largest set of SQL Server features, as documented in SQL Server
Global Rutes mmwi;mmnm-qwﬁmwmmmm“aﬁm_
Microsoft Update has the same set of features found in Evaluation, but is licensed for ducti
Product Updates d«dwtmlyhmﬂd!hmommﬂﬂedﬁbmbmoﬂmmhimwwm
Instail Setup Files ) )
tntal Rk () Specify » free edition:
Fastuna Selection Evaluation
Featiwe Rufes ® Entar the product key:
Feature Configuration Rules |
Ready to Install
Installation Progress
Complete
T
2276
2277 5. Click Next.
2278 6. Check the box next to | accept the license terms.
License Terms
Toinstall SOL Server 2017, you the Microsoft Software License Terms.
b MICROSOFT SOFTWARE LICENSE TERMS -
License Terms ARE j
Global Rules MICROSOFT SQL SERVER 2017 ENTERPRISE
Microsoft Update
Product Updates These license terms are an ag: k Mi ft Corporation (or based on where
Install Setup Files you live, one of its affiliates) and you. Please read them. They apply to the software named
above, which indudes the media on which you received it. if any. The terms also apply to
{nstali Ristes tany Microsoft
Feature Selection
Feature Rules » updates,
Feature Configuration Rules
Ready to Install * “supplements
Installation Progress » Internet-based services. and v
Complete
a 9
Sopy  Print
Els:qkﬂsllkq}nm
SOL Server 2017 transmits i abaut i 3z well 83 other usage and
p-'ﬂotmm:lmtolhcmwﬂwhdplmprmthpmduclhhrnMMSG.S-WZII!T;MII
processing and privacy controls, please see the Privacy Statement.
| <msek || pea> || cancel
2279
2280 7. Click Next.
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Microsoft Update
Praduct Key Microsoft Update offers security and other important updates for Windeows and othes Microsoft
License Terms software, inchuding SOL Server 2017, Updates are defivered using Automatic Updates, of you can visit
Global Rules the Microsoft Update website.
Microsoft Update [7] Use Microsoft Update to check for up d)
Product Updates :
Microsoft Update FAG
Install Setug Files
Instal Rules Microsoft Update Privacy Statement
Feature Selection
Feature Rules
Festure Canfiguration Rules
Feady to Install
Installation Progress.
Complete
ke
[ <psk [ Mes |[ coce |
8. Click Next.
Install Rules
Setup rules identify potential probiems that might occur while running Setup, Falures must be comected before Setup
Product Key Operation completed. Passec: 3. Faded 0. Waming 1. Skipped 0.
b o —————————————
Global Rules
Micrescft Update Hide detaily <<
Product Updates View detailed report
Install Setug Files
Irstall Rules. Fule Status
Feature Selection & | Fusion Active Template Library (ATL) | Pazzad
Feature Rules & | Consistency validstion for SGL Server registry keys | Passed
Festure Configuration Rules @ | Computer domain contraller | Pagzed
Ready to Install Ay | Windows Firewall | Waming
Installation Progress
Complete
I
(IRTET = | =
9. Click Next.

10. Ensure that box next to R and the box next to Analysis Services is checked.
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Product Key
U @ Looking for Reporting Services?  Dowenload it from the web
Global Rules Features: Feature deseription:
= | The configuration and operation of each -
Product Updates [+ Database Engine Services instance feature of a SOL Server instance is
Install Setup Files [] 5GL Server Replication s v
Install Rules ¥ Machine Lesrning Services (In-Database) | | Brevequisites for selected features:
=
Feature Selection [ Python M'w ) .
o [ Full-Text and Semantic Extractions for Sea || | Ww‘mﬂ'ﬁ" =
Instance Configuration [ Data Quality Services - ELE
Server Configuration [ PolyBase Query Service for Externa Data | | 2 Space Requirements
Database Engine Config ,LE,‘.“"“" Snear « || Drive €: 2820 M8 required, 183834 MB y
Analysis Services C < " > |0 || e v
Consent to install Ms R z
Feature Configs Rules I Sedect &) ” m”l
Ready to install Instance foot directory: l(:\ngum Files\Microsoft SQL Server, | rzl
I:Mnmus o e [CAProgram Fles Microroh SGL 5 |EI
Shared festure directory (x6): | C:\Program Fies jcrosft SCL Server, ]EI
[ <poek |[ Mewt> || concet |

11. Click Next.

12. Select Named instance.
13. Specify a name for the instance.

Specify the name and inst

Product Key
License Terms

Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules

Feature Selection
Feature Rules

Instance Configuration
Server Ci

1D for the instance of QL Server. Instance ID b part of the path,

O Detault instance
@ Mamed instance: [ica |

Instance |0 Jica |

SOL Server directory: C\Program Files\Microsoft SOL Server\MSSQL14.ICA

directory: CA\Pragr #1501 A

Installed instances:

Database Engine Configuration
Analysis Services Configuration
Consent to install Microsoft R ..
Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Instance Name Instance ID Features Edition Version

e

14. Click Next.
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Product Key

License Terms

Glabal Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Festure Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Analysis Senvices Configuration
Consent to install Micresoft R ..
Feature Configuration Rubes
Ready to Install

Installation Progress

Complete

[ Service hccoun;;i Collation

Microsoft recommends that you use a separate account for each SOL Server service.

Segl(e _Pasm!d ‘ShrtuE 'lms |
SO SecverAgent Il o Y
SQL Server Database Engine | NT Senvice\MSSQLSICA Automatic | v
SOL Server Analysis Serices NT Service\MSOLAPSICA Automatic |v
SQL Server Launchpad |NT Senvice MSSQLLaun... ' Automatie

5L Server Browser |NT AUTHORITVLOGAL . | [automatic |+

[7] Grant Perform Volume Maintenance Task privilege to SOL Server Databate Engine Service

This privilege enables instant file initislization by avoiding zeroing of data pages. This may lead
to information disclosure by allowing deleted content to be sccessed.

Chick here for detaily

15. Click Next.

16. Select Mixed Mode (SQL Server authentication and Windows authentication).

17. Enter a password.

18. Add any users who should be administrators of the SQL database.

Database Engine Configuration
Specify Database Engine authenti security mode, admins data di tes and TempDE settings.

Product Key | Server Configuration | Data Directories | TempDB | F ]
License Terms
Glabal Rales Specify the authentication made and administrators for the Database Engine.
Microsoft Update ron Mode
Pracuct Updates ) Windows suthentication mode
e ®) Mined Mode (SQL Server ication and Windows suth
Install Rules
Feature Selection Specify the password for the SOL Server system administrator (s8) account.
Feature Rules Enter password: [ounuoun-n ]
Instance Configuration
Server Configuration ]
Database Engine Configuration
Analysis Services Configuration e e
Consent to install Microsoft R .. have unrestricted access
Feature Configuration Rules to the Database Engine.
Resdyto Install
Installation Progress
Complete mg.mmmu“ yd_Hspm'

<gack Negr |[ concd |

19. Click Next.
20. Select Multidimensional and Data Mining Mode.

21. Add any users who should be administrators of the Analysis Services.
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Glebal Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Installation Type

Product Key

License Terms

Feature Selection

Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Analysis Services Configuration
Consent to install Microsoft R .
Ready to Install

Installation Progress

Complete

Server Configurstion | Data Directories |

Server Mode:
@ Multidimensicnal and Data Mining Mode

) Tabular Made

O PowerPivet Mode

for Analysis Services.

o

DiAdministrator?

Raogine] [[aox ] [mams ]

2301

2302 22. Click Next.

Microsoft R Open is an ent d ion of R made svailable by Mi ft under the GNU General
Pulblic License v2.

Ris © the R Feundation for Statistical Co ing. For i i R-related products and services,
Ivisit httpe//r-project.ong.

&m'ﬂuﬁ'mmmww Microsoft R Open and install it on your machine, snd

g to your SQL Server update preferences.

2303

[T - |[FSSST

2304 23. Click Accept.
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24

= SQL Servar 2017 Setup
Consent to install Microsoft R Open
load i Y pre-requisite,
s . Open is ar of R made 1y under the GNU General
License Terms Public License v2.
Global Rules
Microsoft Update
Product Updates Ris © the R Foundation for Statistical Computing. Fer more i Rerelated products and
Install Setup Files P oS
Install Rules
e By clicking “Accept” you are choosing to L it on your machine, and
Feature Rules mwnmmwmmnmwmuummwmrnmwm
Instance Configuration
Server Configuration
Database Engine Configuration
Analysis Services Configuration
Consent to install Microsoft R .
Feature Configuration Rules
Ready 10 Install
Installation Progress
Complete
[ <psek || ez ][ conce |
Click Next.
Verify the SQL Server 2017 features to be installed.
Product Key Ready to install SQL Server 2017:
License Terms P e—— e
Global Rules Edition: Enterprise
Microsoft Update Action: Install (Product Update) .
Product Updates = Prerequisites
S & Already installed: -
Windows PowerShell 3.0 or higher
el Rudes ~Microsoft NET Framework 45
Feature Selection = To be installed from media:
Feature Rules Microsaft Visual C++ 2015 Redistributable
Confi 2 Microsoft MPI w7
N N = General Configuration
Server Configuration & Features
Database Engine Configuration Database Engine Services
Analysis Services Configuration Machine Leaming Senices (In-Database)
Consent ta install Micrasaft R k
“l\llyﬂ‘hu‘(.‘
Festure Configuration Rules Machine Learing Server (Standalone) |
Ready to lnstall i - :
Instaliation Progress < m | »
Eoicts Configuration file path:
[cAProgram SQL Server\140\Setup B 3 060819 C: |

25. Click Install.
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Your SQL Server 2017 with product updates.
Product Key Informaticn about the Setup cperation or possible next steps:
License Terms —
e Feature Status B
Microsoft Update 1 Machine Leamning Services (in-Database} Succeeded ']
Product Updates 19 Database Engine Services Succeeded
Install Setup Files 9 Analysis Services Succeeded
Install Rules 1 SOL Browser Succeeded
IR £ 50 Writer Succeeded hd
Festure Rules
Instance Configuration Details: &
Senifer Coeficyatation: Install successful. |
Database Engine Configuration
Analysis Services Configuration
Censent to install Microsoft R ..
Feature Configuration Rules
Ready to Install
Installation Progress Summary log file has been saved to the following location:
mpete C\Program Files\Microsoft SOL Server\140\Setup B Log\20190606 06084015

ica 20190806 0608495

26. Click Close.

2.15.2 Install Windows Services

1. Open Server Manager.

[

B R WELCOME TO SERVER MANAGER
i Local Server
B@ Al Servers

B File and Storage Services

o Configure this local server

2 Add roles and f{%ata.res
3 Add other servers to manage

= prp— n
—_— 4  Create a server group

5 Connect this server to cloud services

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers total: 1

File and Storage
Services

Hide

2. Click Add Roles and Features.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

316



2315
2316

2317
2318

DRAFT

Before you begin

DESTIMATICN SERVER
ymantec-ica.0LIPOR

This wizard heips you install robes, role services, or features. You determine which roles, role senices, or

features to install based on the ing neads of your organization, such as sharing documents, o
Instafiation Type hesting a website.
Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the fellowing tasks have been completed:
* The Administrator account has a strong password
* Network settings, such as static P addresses, are configured
* The most current security updates from Windows Update are installed
If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.
To continue, click Next.
[ Skp this page by default
[ < previus | ot | [ cancel|
3. Click Next.
+ . DESTINATION SERVER
Select installation type symantec ca 1P
Before You Begin Selact the installation type. You can install roles and features on & running physical computer or virtual
maching, or on an offfine virtual hard disk (VHD),
Q Bole-b d or b o
Server Selection
Configure & single server by adding roles, role serices, and features.
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
Iy
=
4. Click Next.
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5.

Bafora You Begin
Instaliztion Type

Select destination server Smanmec cADLFOR

DESTINATION SERVER

Select a server or a virtwal hard disk on which to install reles and features.

@) Select a server from the server pool
(0 Select a virtual hard disk

Server Reles Server Pool
Features
Filter: |
Mame IP Address Operating System
1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shawn.
(o> ] [ s |
Click Next.

Select server roles
Bafora You Begin
Instaliation Type

Server Selection

Features

DESTINATION SERVER
symantec-ica DLIPOR

Select one or more roles to mstall on the selected server,

Roles Description
o ' ~| Wb Server (II5) provides a reliable,
L] Application Server manageable, and scalable Web
L] DHCP Server application infrastructure.
] DNS Server
[7] Fax Server |
b [W] File and Storage Services (1 of 12 installed)
[[] Hyper-v

[] Metwork Policy and Access Services
[] Print and Document Services

[C] Remote Actess

[] Remate Desktop Services

] Volume Activation Services

[ ] Windews Server Essentials Experience
[[] Windows Server Update Senvices

-

=

6. Select Web Server (IIS).
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Add features that are required for Web Server (lI5)?

The following tooks are required 1o manage this feature, but do not
have to be installed on the same sérver,

.4 Web Server (II5)
4 Management Tools
[Tools] IS Management Consale

¥ Include management tools (if applicable)

Fad resures]

7. Click Add Features.

Select server roles

DESTINATION STRVER
SyTantec-icADLIPDR

Before You Begin Sefect one ar more roles 1o install on the selected server.
Installation Type Roles Description
Server Selection = - | Wb Sarver (15) provides a reliable,
] Application Server | manageabie, and scalable Web
] DHCP Server application infrastructure.
Featixes ] DNS Server
Web Server Rele (IS) [ Fax Server n
Rale Services b [W] Fite and Storage Services (1 of 12 installed)
Confirmation [] Hyper-v
[ Metwork Policy and Access Servces
[] Print and Document Services
(] Remate Access
] Remote Deskiop Services .
[] Volume Activation Services
[Ealveb Server (15)
[] Windows Deployment Services
[ Windaws Server Essentials Experience
[] Windows Server Update Services =
[ty [ o
8. Click Next.

9. Select all services under .NET Framework 3.5 Features.
10. Select all services under .NET Framework 4.5 Features.
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Select features

11. Click Next.

Add Roles and Features Wizard =i

X

DESTINATION SERVER
Symantec-ica DLIPDR

Sedect one or moee features 1o install on the selecled server.

Features Description
b [w] NET Framework 2.5 Features 2] TEPActivation suppons process
activation via TCP. Applications that
4 [W] NET Framework 4.5 Features (2 of 7 installed) wse TCP Activation can start and
¥ N amework 4.5 {in: | | stop dynamically in response to
[ ASPNET45 | work itemns that arrive over the

network via TCP.
A (W] WCF Services (1 of 5 mstalled)

(W] HTTP Activation
| Message Queuing (MSMOD Activation

famed Pipe Activation

i

L] Bitlocker Netwaork Unlock
[ ] BranchCache

:<21winus | Hewts Install Cancel

12. Click Next.

Web Server Role (lIS)

Add Roles and Features Wizard =i

Web servers are computers that let you share information over the Internet, of through intranets and
extranets. The Web Server role inchedes Internet Information Services (115) 8.5 with enhanced security,
diagnostic and administration, a unified Web platform that integrates 115 8.5, ASP.NET, and Windows
Communication Foundation.

Things o note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable serviang of Web
server traffic, especially when there are multiple roles on this computer.

® The default nstallabon for the Web Server (115) role includes the installation of role services that

DESTINATION SERVER
Symantec-ica DLIPDR

X

enable you to serve static content, make mingr customizations (such as default documents and HTTP

errors), monitor and log server activity, and configure stalic content compression,

More information about Web Server 115

[ <revious | | i mnstatl | [ cancel

13. Ensure that the following Role Services are selected:
a. Common HTTP Features

Default Document
Directory Browsing
HTTP Redirection

b. Health and Diagnostics

HTTP Logging

c. Performance
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iii.
iv.

Static Content Compression
d. Security

Windows Authentication
e. Application Development

.NET Extensibility 4.5

ASP.NET 4.5

ISAPI Extensions
ISAPI Filters

Add Roles and Features Wizard

Role services

4 [v] Web Server

[¥] Detault Document
[w] Directory Browsing
| HTTP Errors

(] Static Content

| HTTP Redirection

] WebDAV Publishing
4 [ Health and Disgnosties

[¥] HTTP Logging
_| Custom Logging
] Logging Tools
] ODBC Logging

Request Monitor

< m

4 ¥ Common HITP Features

Sebect the role services 1o install for Web Sesver (IS)

< Previous

Mext =

=E |

DESTINATION SERVER
Symantec-ica DLIPDR

Description

Application Development provides
infrastructure for developing and
hosting Web applications. Use these
features to on Wehb content or
extend the functionality of IS, These
technologies typically provide a way
to perform dymamic ope
result in the creation of HTML
output, which 115 then sends to fulfill
cliant requests,

Cancel

14. Click Next.

15. If necessary, specify a path to /Sources/SxS, which is found in the Windows Installation Media.

16. Check the box next to Restart the destination server automatically if required.
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Confirm installation selections Gl it

| A Do you need to specify an alternate source path? One or mare installation selections are missing source files on the destinati.. X

Before You Begin Ta install the following roles, robe services, or features on selected server, chick Install.
Installation Type I} Restart the server sutomatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want 1o install these opticnal features, click Previous to clear

Seever Rojes their check baves.

Features
Web Server Roke (II5) -MET Framewark 3.5 Features
NET Framework 3.5 (includes NET 2.0 and 3.0) E
MNET Framewerk 4.5 Features
ASPNET 4.5
WCF Senices
HTTP Actrvation
Message Queving (MSMC Activation
Named Pipe Activation
TCP Activation

Role Services

Export configuration sattings
Specify an alternate source path

e | [ ] [ |

17. Click Install.

Installation progress i

View instaflation progress

0 Feature installation

Instaflation succeaded on symantec-ica. DLIPDR.

NET Framework 3.5 Features sl
NET Framework 3.5 {includes NET 2.0 and 3.0)
NET Framework 4.5 Features
ASPNET 45
WCF Services
[ ress | WTTP Actaton
Message Queuing (MSMQ) Activation
Named Pipe Activatian
TCP Activation
Message Queuing |
Messane Oueiinn Senvines ]
ou can close this wizard without interrugting running tasks. View Lask progress or open this
B page again by clicking Notifications in the command bar, and then Task Details.
Export configuration settings

< Previous Neéxt > EMW] | Cancel

e

18. Click Close when the installation finishes.
19. Open Internet Information Services Manager.
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C; SYMANTEC-ICA Home T
Fiter: + Vo - Showll |Groupby: Aves -B- ‘:' i“’.‘"
ASP.NET ‘s ;;'P
Eﬂ &\\“2 @ @QJ LT;!" * 5 I;\ View Application Pools
NET NET NET Error (NET Trust  Application Connection Machine Key Pages and View Sites
Authorizat.. Compilation  Pages  Globalization  Levels Settings Strings Controls CW
2 & 5 | o
@ nelp
B 9 o & 2 &€ 0
Authentic... Compression Default m’; Error Pages MH::':::; ﬁ:‘::-:n g (ISGT:;”:_ |
O 8 »» M ¥ E T 2
ISAPIFilters  Logging MIMETypes  Modules 5-'3?-‘; Er(:«: . us:ﬁv(:ﬁ 'wmu::s
T 15| L5 Features View i Content View
2358 i %
2359 20. Navigate to SERVER-NAME > Sites.
2360 21. Right-click the Default Web Site, and select Bindings.
2361 22. Change the port for http to 8080.

Type  Host Name Port IP Address Binding Informa... Add...
nettcp 808"
net.m... localhost
msm... localhost
et .
o =
ks
2362
2363 23. Click Close.
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&l » SYMANTEC-ICA » Sites »

Q-8 G sites
~ 8 SuntFa 1

4 93 SYMANTEC-ICA (DNAdminist

- % Go - ghShewAll | Group by: No Grouping -

(i) This site has multiple
bind

Neme * ] Status. Binding

2 Application Pocls

» il Stes | @ Defauit web Ste 1

Unknown (.. 803" (nettcpl localhost (net.ms...

| Bt
%SystemDrived\inetpub\wawwroot | | @ Add Website...
Set Website Defaults...
Edit Site
Bindings...
& Basic Settings...
B Bxplore
Edit Permissions... -
X Remove
Rename
View Applications
View Virtual Directories
2 Restart
P St [

@ Stop

<1 "

[ [T | oo

Ready

Browse Website
[S] Browse *:8080 (http)

24. Click Restart under Manage Website.

2.15.3 Installing Symantec ICA

1. InTask Manager, verify that the SQL Server Agent service is running.
2. Copy the installation media SymanteclCASoftware_65.zip onto the server.

3. Extract the installation media.

2
7] E Wiew
TH 5| : :
T b » ThisPC b Downloads » SymanteclCASoftware 65
& Favorites Name = Date moditied
I Desktop #3 ADConnectormsi 41972008 1224 P
" Downioeds L. BayDynamics RiskFabricintegration®ack...  6/29/2016 650 AM
%5 Recent places 1 BayDynamics RisFabricintegrationPack..  11/20/2017 %20 A
1. BaybDynamics RiskFabricintegrationPack...  10/24/2016 926 A_
A5 This PC ¥ symanteciCAlnstaller.exe 17272018 10:26 A
& Network
]
Siters

Type

Windows Installer
Compressed (zipp-
Compressed (Zipp._
Compressed (zipp..

Application

v e
v & [ search SymanteciCasatwace. 2
Stze

2010 KB
AxE
6KE
THE
210048 KE

4. Run SymanteclCAlnstaller.exe.
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Risk Fabric’

Dynamics

Full Install

Powered by Predictive Security Intelligence (PSI™) Engine

Welcome to the Risk Fabric Installer. This utility will guide you through the process of installing or upgrading
the Risk Fabric Database and Website. Please select an option below to get started.

Database Utilities

Select this to install Risk Fabric. You will also have the Select this if Risk Fabric is already installed and you
option to install the database utllitles. need to Install the database utllities to the SQL Server.
If you are not installing this on the server hosting SQL
[ Server, ensure you have access to a shared drive on
the server.

“ SiTie

License Activation Uninstall

Select this to install a license generated offline. Select this to uninstall Risk Fabric.

5. Under Full Install, click Start.
6. Scroll down and check the box next to | have read, understood, and agree with the terms of
the license agreement.

Risk Fabric’
Bay Dynamics:
Terms and Conditions
Prerequisites
Website
Motifications
Data Sources
Database Utilities
Integration Warnings.

License

Powered by Predictive Security Intelligence (PSI™) Engine

8.2 Dischosure and Use. For so long as Owners Cs remain Co the Recipient =
will {i} not disclose such Confidential Infarmatian; (i) not use any of the Confidential Information other than in

with its {Hi) protect the secrecy of the Confidential Information, using the sama
measures that Recipient takes to protect its own Confidential Information; and (iv) notify Owner immediately if
Recipient discavers any iz e af such C
a3 On i of the i Subrscripti wach party will discontinue its use of

tha ather garty's Confidential Information thin in its possession and return or destrey, on the Owners request, all

originals and copies of the other party’s C: and certify that

9 Security Data,

9.1 Restrictions. Bay Cynamics will take reasonable steps to protect the Security Data from unauthorized disclosure,
ki tore i £

aggregated for comparative, me
wectors. Bay Dynamics will not disclose
10 General.

10.1 Governing Law. These T&C are governed by the laws of the State of New York without regard to its choice-of-laws

p or the of the Uniform Computer Information Transactions Act or the UN Convention on Contracts
for the International 5ale of Goods. The parties consent to personal jurisdiction in the state of New York and the
exchusive jurisdiction and wenue of the federal or state courts serving New York County, New York with respect 1o any
disputes arising out of or related to these TEC, any Subscription, and/or any Professional Services.

10.2 Assignment. A parly may not assign or otherwise transfer its rights or abligations under 3 Subseription without the
prior written consent of the other party, except that Bay Dy may assign in with a
wransfer of all or substantally all of Bay Dynamics’ assets.

10.3 Mis All notices must be in writing to the other party at its designated address via hand
delivery, courier, express dilivery, or facsimile and deemed given the nest business day atter actual delivery, No waiver
of any right or remedy on one oceasion dieemied i waiver of that right or remiedy on any other sccasion, 1fa
pravision of these TEC hereunder is declared or found to be unenforceable or void, that provision will be void but all
others will remain in force. Al other amendments must be in writing and signed by both parnes.

[+ 1 have read, understood, and agree with the terms of the license agreement. Print

7. Click Next.
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Risk Fabric’

Bay Dynamics

Terms and Conditions
Prerequisites
Website

Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

Powered by Predictive Security Intelligence (PSI™) Engine

System Prerequisites The following features are required for the installation of Risk Fabric
s

NET Framework Extensibility base and v4.5 enabled for Application
Development Features

Auto Install

s
HTTP Activation enabled for Windows Communication Foundation
(WCF)

Auto Install

Microsoft

Microsoft NET Framework 4.7.1 Already Installed
Runtime

Visual C++ Redistributable Packages for Visual Studio 2013 (x64)
https://www.microsoft.com/en-us/download/details.aspx?
id=40784. Will require restarting the installer after this has been
installed.

Already Installed

Authorization

User is Local Admin Already Installed

s

ASP.NET v45 Already Installed

s

ISAPI Extensions enabled for Application Development Features Already Installed

s

ISAPI Filters enabled for Application Development Features Already Installed

1S e

. - |

8. Click Next.

9.

Risk Fabric’

Bay Dynamics

Terms and Conditions
Prerequisites
Website

Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

Enter a username and password with privileges on the domain.

Powered by Predictive Security Intelligence (PSI™) Engine

upgrade. -
Website Name RiskFabric -

Port 80 Check Port

Website URL http://symantec-ica.DI.IPDR:80/RiskFabric

Installation Directory Select a base directory for the Risk Fabric server on the local machine. A sub
folder 'RiskFabric’ will be automatically created in the base directory. It is the physical path to the
content of the Risk Fabric Server application in I1S.

Path C:\Program Files\Bay Dynamics\Risk Fabric Server Web Browse

Service Account Enter a service account that will be used as the identity of the Risk Fabric server
application pool in 11S. The account will be granted sysadmin server role on the Risk Fabric SQL Server
automatically. The account will also require elevated permissions to other systems such as
administrator access to an Analysis Server.

Domain\Username  DI\Administrator

o
>

Administrator Account Enter a Windows Domain User name that will be granted administrator rights
on the Risk Fabric Portal.

Domain\Username =~ DI\Administrator

10. Click Next.
11. Configure any alert settings desired; these can be changed later.
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12.
13.

14.
15.

16.

Risk Fabric

Bay Dynamics

Terms and Conditions
Prerequisites
Website

Notifications

Dala Sources
Database Utilities
Integration Warnings
License Activation

Install

Risk Fabric Installation Wizard

e

Powered by Predictive Security Intelligence (PSI™) Engine

Motifications ©

Emall Address' sho

|| Fnable Emalls
SMTP Server

SMTP Part 1]

From Email Address

Send Test Email To

Vulnerability Summai

Override From Email Address

Scan Exclusions Scan

Owverride From Email Address

Global False Positives Global fa

cations can be

Send Test Email

Click Next.

Enter the name of the SQL Server you created in the format <SERVER-DOMAIN-NAME>\<SQL-
SERVER-NAME>.
Click Connect, and verify that there are no connection issues.

Enter the name of the SQL Analysis Services server you created in the format <SERVER-
DOMAIN-NAME>\<SQL-SERVER-NAME>. (It may be the same as the SQL Server).

Click Connect, and verify that there are no connection issues.
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17

[ wsabrcmsalatonwima =[O
Risk Fabric’

Bay Dynamics

Powered by Predictive Security Intelligence (PSI™) Engine

Prerequisites
Website

Notifications
Data Sources

Database Utilities

License Activation

Install

Terms and Conditions

Integration Warnings

SQL Server Configuration
Server SYMANTEC-ICAVICA Connect
Database RiskFabric -

Analysis Services Configuration
Server SYMANTEC-ICAVICA Connect

Database RiskFabric -

Default Domain Domain to be used in case an integration provides an account name without a demain.

Domain DI

C ]

Click Next.

Risk Fabric’

Bay Dynamics

Powered by Predictive Security Intelligence (PSI™) Engine

Prerequisites
Website
Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

Terms and Conditions

Database Files Please select a directory for the database utility files. Please note, this directory must be
on the same server as the Risk Fabric SQL Server. If you do not have access, please contact your system
administrater and restart this installer.

Install Database Utilities Now?

\W\SYMANTEC-ICA\ c:\Program Files\Bay Dynamics\Database Utilities\ Browse

|

18. Click Next.
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Risk Fabric’

Bay Dynamics

Powered by Predictive Security Intelligence (PSI™) Engine

Prerequisites
Website
Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

Terms and Conditions

This section shows integration warnings that might require actions outside the installer. These
integration warnings will be saved to the log file if you click the save button at the end of the
installer process.

Integration
No Warnings

Copy Warnings

e

19. Click Next.

20. Check the box next to Activate Offline.

Risk Fabric’

Bay Dynamics

Powered by Predictive Security Intelligence (PSI™) Engine

Terms and Conditions
Prerequisites

Website

Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

License Activation

Activate Offline

|

21. Click Next.
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22.

Risk Fabric’

Bay Dynamics

Terms and Conditions
Prerequisites
Website

Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

Powered by Predictive Security Intelligence (PSI™) Engine

A new website will be created using the setting below.
RiskFabric

http://localhost:80

Service Account: DNAdministrator

Portal Admin: DINAdministrator
This user will be added to portal users at completion of the install.

SQL Database

A new SQL Database will be created using the setting below.
Server: SYMANTEC-ICA\ICA

Database: RiskFabric

Analysis Service

A new Analysis Services database will be created using the setting below.
Server: SYMANTEC-ICA\CA
Database: RiskFabric

Access the Analysis Service database will be configured for the service account above.

-

Click Install.

Risk Fabric’

Bay Dynamics

Terms and Conditions
Prerequisites
Website

Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

Powered by Predictive Security Intelligence (PSI™) Engine

has

Output Log File

Simple
Errors and Warning Only

Verbose

Post Installation Options

Launch Site

Close I

23. Click Close.
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2.15.4  Configuring Symantec ICA for Analysis

This section will contain instructions for navigating some aspects of the ICA admin console and
dashboards, though this largely depends on the specific data your organization has identified and is
trying to analyze.

2.15.4.1 Installing Integration Packs

1. Download the relevant integration packs to someone on the local system. These are typically
provided by Symantec, in a zip file. The zip file should be titled in the format of
BayDynamics.RiskFabric.IntegrationPack.<productName>.

2. Login to the Risk Fabric web interface.

3. Navigate to Admin > Integration.

N Ximpot & Movalp | v Move Down

4. Click Import.
5. Find the zip file for the integration pack that you downloaded earlier.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 331



DRAFT

(3 QOpen
(-) - 1 . ¢ ThisPC » Downloads » SymanteclCASoftware 85 » W C;‘ | Search SymanteclCASoftware., B |
Organize *  MNew folder = o ﬁj lﬁ'
¢ Favorites Name Date medified Type S
B Desktop i5) ADConnector f19/2018 12:24 PM indows Installer ...
& Downloads 1} BayDynamics.RiskFabric.IntegrationPack.MicrosoftActiveDirectory 6/29/2016 6:30 AM Compressed (zipp...
| Recent places 4. BayDynamics.RiskFabric.IntegrationPack.SymantecDatal ossPrevention 11/20/20 20AM  Compressed (zipp...

10/24/2016 %26 AM  Compressed (zipp...

1, BayDynamics.RiskFabric.IntegrationPack.SymantecEndpointProtection
1M This PC v SymantecICAlnstaller /2018 10:26 AM  Application
¥ C on MM246942-PC

i Desktop
| Documents
& Downloads
o Music
= Pictures
& Videos
Local Disk (C:)

&‘ﬂ MNetwork

< m

File name: |EE)’D)’HEI’I’]ICS‘RISkFEbI’IC.h’]tEgrEtIUI‘IPECk.S)’I’TIEHtE[DEtELUSSPIEVEHt\DI’] ~t| |AII Files V|

‘ Open | | Cancel ‘

2418
2419 6. Select the file and click Open.

Risk Fabric s . -

ntegration Packs Dela Sources. Data Infegrafions Jab Status

2 Refresh & import | a MoveUp v Miove Down

Intagration Pack Creatad Do,
Risk Fabric Symantac Data &1 Rast Inteqration Pack same &
1120017 &

Data In Mation Risk Fabric Symantar Data Loss Pravantian ntagestion Pack

Pty

2420

2421 2.15.4.2 Create a View
2422 1. Navigate to Analyzer > New View.
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Risk Fabric am otk (@) 12 k)

Vewsw  Flw S Demw  Cwm v 5 Feldlist

View Gonfiguration

2. Inthe field list on the right, manually select or search for the data fields desired.

3. The fields can be added either by dragging the field onto the screen or by right-clicking on the
field and selecting where it should be added. Ultimately, which views to select depends on the
needs and preferences of your organization.

4. When finished, click Save.

5. Enter a name for the View Name.

6. Select the type of View for Type.

7. Check the box next to This view is accessible by all Users (Public) only if you wish for this view
to be visible by anyone logged in.

Save View "
® Create new View QO Overwrite existing View
View Name: Testing
Type: Analyzer View o
@ This view is accessible by all Users (Public)
[ save ] Cancel |
8. Click Save.

2.15.4.3 Open an Existing View

1. Navigate to Analyzer > Open View.
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M Views Manager

View Name Type Accessibil..  Chwner Date Croated Modified By Dats Maddified
Insddes Throats | Dat ‘Widget Dofiniian Publc (RiskF abeic Systom) 05062019 055 (RiskF abric System) 906/2015 055
Endpoint Protection Metric Definition Public (RiskF abric System) 09062019055, (RiskF abric System) 0E2015 055
Faded Authentication Risk Vecicr Definition ~ Public (RiskFabric Syssem) OEUE2015 055 (RiskF abric Sysbem) CRUE2015 055
Low Severity Cloud | Matric Dafinition Public (RiskF abric Systom) 050672019 055 (RiskF abric System) 06/2019 055
Unmitigated EF Eve. Metric Definition Public (RighF abric System) 09062019 05.5. (RiskFabric System) 09062015 055
New High Severity In Event Scenario Set Publc (RiskMabric System) 09062013 05:5. (RiskFabric System) 09062015 055,
Remediation | Data | Widgat Dwfinition Fublic (RiskF abric System) 090620159055 (RiskFabwic System) 09062019055
Medium Severity Teg Metric Definition Public (RiskF abric System) 09062019055, (RiskF abric System) 0E2015 055
EP Events 1o Comgr Risk Vector Definition  Public (RiskF abric System) 09062019 05:5. (RiskFabric System) OG0E2015 055
Users with SEP Eve. Matric Definition Fublic (RiskF abric System) 09062019055 (RiskFabric System) 0%06/2019 055

Page 12 » ; Disglaying 1 - 26 of 285

2. Begin to search for the view you want by typing a search term into Search Cube Views. (Note: if
you created a view, it will also be present in this list).

3. Click the Search icon.

4. Select aview.

@ Views Manager

=
Dar

Accessibility Owner Daote Created

Private 082

Displying 111

& omn | o |

5. Click Open.
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2444  2.15.4.4 Viewing Detailed Analyzer Data

2445 1. The desired field data can be exported to either a .csv or .excel format, by clicking on the Export
2446 button in the details tab.

Bt Dutain (1]

View Cenfiguration” DAR Incident Details tnahyzer View)

2447 =

2448 2. Charts can be added or removed using the Charts dropdown menu near the top of the analyzer.
2449 3. Any data in the Field List on the right side can be added to or removed from the view and will
2450 be automatically incorporated into its relevant rows or columns.

2451 4. The entire view format can be exported as a .json file from the Open View option.

2452 2.16 Integration: Cisco Identity Services Engine and Cisco Stealthwatch

2453  This section will detail an integration between Cisco Identity Services Engine (ISE) and Cisco

2454  Stealthwatch, allowing Stealthwatch to apply certain policies to hosts in ISE. Stealthwatch acts as a
2455 network monitoring solution and can be integrated with ISE to enable mitigation capabilities in
2456 response to events. Please see Deploying Cisco Stealthwatch 7.0 with Cisco ISE 2.4 using pxGrid for
2457  details and other potential uses of the integration.

2458 2.16.1  Configuring Certificates for pxGrid

2459 1. Login to the Cisco ISE web console in a browser.
2460 2. Navigate to Administration > System > Deployment.
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& ldentity Services Engine

€ - € A Notsecurs i ise.diipdr/admin/#administrati Amii _system/ad, trat systorn_depl * 2
e " “ontext Visthiity * Operation » Pokcy - Administratan » Wk Centers -
=Systern | b Mdentity s * Device Portal Management  paeGnid Senices ¥ Feed Service  » Theeal Gen ik e e mivakea ks viality s Dot i
Depioyment  Licensing  » Cenmficates b Logging  » Mamtenance  Upgrade  » Backup & Restore  » Admin Access b Seitings
Deployment Deployment Nodes
N ﬂv Saleced 0 | T)
wla PN Fasover [ Hostrame -  Personas Role{s) Services Node S
m] erscogye Adminstrition, Mortoring, Polcy Service STANDALONE  IDENTITY MappinG,sesston,proFier [l
2461 + 3
2462 3. Click the hostname of the Cisco ISE machine.
2463 4. Check the box next to pxGrid.
& ldentity Services Engine =
€ & C & Notsecure | Mips//eisco-ise.diipdrfadmin/#administrati Ami _system/ad tration_systorn_depl T 8

W ldentity Services Engine

=System | ¥ identity » ¥ Device Portal Maniagement  poGrid Services  F Feed Senice ¢ Theeat Cen

Click hete I do wirehess setup and visibility setup Do rat sh
Deployment  Licensing  » Cemtficates  » Logging  # Mamienance  Upgrade  » Backup A Restore  » Admin Access b Seitngs
B —— ]
Rile PRIMARY ¥
Other Monstoning Node

¥ Paolicy Service
= Enable Session Sennces (i
Inchude Kode in Node Group  None
4 Enable Profiling Serdce |
[0 Enable Threa Certrc NAC Service i
] » Enable SXP Senvice
[0  Enabée Device Admin Service i
@ Enable Passive identty Serace

2464
2465 5. Click Save.

2466 6. Navigate to Administration > pxGrid Services.
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» Conlext Vietilty ¥ Operatons. » Pobcy w Admunisirabon * Work Canters

» System ¥ kdenlity Management  » Network Resources ¢ Oewice Porlal Management | puGnd Services # Feed Service.  » Theeat Cen

AlClenis  WebChents  Capabiities  Lwelog  Sefings  Cemficgies  Pemissions
)
Qi Qe @ ¢ WhDecine  Qoese - @ ffresh  Total Pending Approvalld)
1 Chent Name Clent Description Capabilites Status Chent Group(s) Aath Method

No data available

Hao connectivity b prGrid node (cient status uneeliable)

2467 : :
2468 7. Click Certificates.
2469 8. Select Download Root Certificate Chain for | want to.
2470 9. Select the hostname of the Cisco ISE server for Host Names.
2471 10. Select Certificate in Privacy Enhanced Electronic Mail (PEM) format, key in PLCS8 PEM format
2472 (including certificate chain) for Certificate Download Format.
(===
o -
» Conlext Vietilty » Operatons » Policy Admunistraton * Wark Canters e
Generate pxGrid Certificates
Certificate Download Format ® | Cendicate in Privacy Enhanced Electronic Mail (PEM) format, key in PKCSS PEM format (including cerbcate chaie v @
D ED
2473 - 3
2474 11. Click Create. This will download a zip file containing the certificate.
2475 12. Extract the zip file—it may contain several files—the one we are interested in is the Root CA.
2476 13. Log in to the Stealthwatch Management Console through the browser.
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_ 15, Svory i toed S X

d

Security Insight Dashboard | Inside Hosts

Alarming Hosts @

& 5 C A Notsecure | ips//192.168.1.52/c-landing-page/sme htmi#/dashk
alane Stealthwatch
[4E14-]
Dashboards Manitor Analyze Jobs
T

DDoS Source

Concem lndex  Target Indax Racon caC Exploitation
[§] L) 0 (8] ()
Top Alarming Hosts il Alarms by Type
Mo data 1o display

Configure Deploy

DOOS Target Dt Hoarding

Today's Alarms

4]

@ e e Deskiop Client

Giobal Settings

Contral Managogpqnt

Packet Anaiyzer Configura...

UDP Director Conbguration

Extirmal Lookup Configura,..

Exfiltration  Pa User Management

0 4]

14. In the top right corner of the console, hover over the gear icon and select Central Management

15. In the table, find the row with the Stealthwa

from the submenu.

* O & Notsecure | Mips//192.168.1.52/contral-mgmt/#E firventory/

cseo otealthwatch Central Management

4 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS - LICENSE STATUS ~ HOST NAME
up 60 Days or Less smc-01

Up 90 Days or Less fenf-01

Up 90 Days or Less fr-01

Up 90 Days or Less f=aa-01

_ & Yaepion | oot Mmaernl 5

Appliance Manager

“ TYPE

SMC
SMCVE-Viware-

4Z320Edbe T30 14-

281062 114241570

Flow Coliector
FONFVE - Whhwarg -
423206 16201084
f10TedbE40ad 1660

LDP Director
LOVE- Vitware-
4232cla 73009303
47I570289 7408

Flow Sensor
Epobliii

Update Manager

“ IP ADDRESS

192.168.1.52

192.168.1.54

192.168.1.55

192.168.1.53

App Manager

Click the ellipses button in the Actions column.

tch Management Console (likely labeled as SMC).
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B ity | izl it

%
& = € A Notsecure | hetps//192.168.1.52/central-mgmt/#!/inventory/ :
dud Stealthwatch Central Management Appliance Manager  Update Manager  App Manager ©
4 Appliances found
Q, Filter Appliance Inventory Table Edit Appliance
Configuration &
APPLIANCE STATUS ~ LICENSE STATUS HOST NAME ~ TYPE - . _ \CTIONS
View Appliance Statistics
Up 60 Days or Less smec-01 SMC
SRV WA Manage Licenses
4232d80be1b32e14-
8100214211570
serfelitize Suppon ©
Up 90 Days or Less fenf-01 Flow Collector Reboot Appliance
FONFVE-ViMware-
4232dbf162c01ead- i
F1bledbEdad166b Shut Down Appliance 3]
Remove This Appliance
Up 90 Days or Less fr-01 UDP Director
UDVE-Vikware-
42320187 30b93ch3-
472570289 7a4dea ©
Up 90 Days or Less fsae-01 Flow Sensor 192.168.1.53
A B TS

16. This will open a submenu. Select Edit Appliance Configurations.

17. Click the General tab.

18. Scroll down to the Trust Store section.

e
cisco

Invertory | Applance Confgueasian

Appliance Network Services.

Trust Store

FRIENDLY MA...

otaOndfywi2m2e

wzihmatkxotdmaze
mzmimSnirknza.,.

ta2ywmazdc Ingu
Smcznjadymeznji

wodvmndhhyw==-
cert

ISSUED TO
smc-01.di.ipdr

fr-01.di.ipdr fr-07.di.ipdr

Stealthwatch Central Management

Appliance Configuration - SMC

smc-01 (192.168.1.52) [ Last Updated: 06/27/2019 8:34 AM by admin

General

ISSUED BY
sme-01.dl.ipdr

fr-01.di.ipdr

Appliance Manager

WVALID FROM VALID TO
2015-06-25 2024-06-25
07:50:35 07:50:35
2019-06-18 2024-06-18
05:51:57 05:51:57

_ & Aoplanon Conpsrition Contn 2 _

€ = C A Notseoure | hits//192.168.1.52/central-mgmt/#/configuration/4b036830-8386-44b1-83bd-ae23dedbe(60 r

-
Update Manager App Manager
Cnc
Configuration Manu ¥
M%Naw
SERIAL NUMB... KEY LENGTH ACTIONS
64c2d2753702e5 8192 bits =
53Be855930131
s
633aa308a37cbaz 8192 bits
3e511c486d1f2c9
8h6e1b83bd | ~

(<]

19. Click Add New.
20. Enter a name.
21. Click Choose File.

22. Select the Cisco ISE Root certificate from the files downloaded earlier.
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e Fr

€ & C A& Notsecure | hitps//192.168.1.52/contral-mgmt/#l/confi 30-8366-44b1-83bd-ae2 "

atfuanfie

asco  Stealthwatch Central Management Appliance Manager Update Manager App Manager

Irwertory | Appliance Configuration

Appliance Configuration - SMC
smc-01 (192.168.1.52) / Last Updated: 06/27/2019 B:34 AM by admin

Appliance Network Services General

Trust Store Acict Now

Add Certification Authority Certificate

FRIENDLY NAME = CERTIFICATE FILE »

ClscolSE cisco-lse.dl.ipdr_cisco-ise.dl.ipdr.car
Add Certificate
i

FRIENDLY MA_. ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMB...  KEY LENGTH ACTIONS

sme 0l e soe Ol sdiinde  I0A006. 95 J0TA 0836 BAsTdITEIT00E, B0 hite, =

| configuration Menu v

23. Click Add Certificate.
A Notsecure | hitps//192.168.1,52/contral-mgmit/#] i 30-8386-44b1-83hd-ae2
é'.',,;l‘, Stealthwatch Central Management Appliance Manager Update Manager App Manager

Irwertory | Appliance Configuration

smc-01 (192.168.1.52) / Last Updated: 06/27/2019 B:34 AM by admin

Appliance Network Services General
—_—
Trust Store e
FRIENDLY NA...  ISSUEDTO ISSUED BY VALID FROM VALID TO SERIAL NUMB...  KEY LENGTH ACTIONS
aSIBrnEEY Delete =
fsae-01.diipdr fsae-01.diipdr fsae-01.diipdr 2019-06-26 2024-06-26 201a1158dd248d 8192 bits
13:02:19 13:02:119 abdbfalcOdices2
74403d0caBt Delete
CiscotSE cisco-ise.diipdr  cisco-isedilpdr  2019-04-08 2021-04-08 Scacf13c0000000 2048 bits
12:23:40 12:23:40 0df37c2085¢187c
%

Appliance Configuration - SMC w

| configuration Menu v

@

24. Click Apply Settings.
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25.

€ 5 C A Notsecure | hips//192.168.1.52/central-mamt/8l/configuration/4b036830-8386-44b1-83bd-ae2 3de0be060

Apply Configuration Changes to Appliance

¢ ﬁ Anphance ConfiguraRon | Centrs: % _

T &

required, the appllance will go offine untll the process has finished.

The followi " S Fane

General:

» Trust Store

While the system applies changes, you cannot make any additional modifications. If a reboot Is

e

Click Apply Changes if prompted to confirm the changes.

26. When that finishes, navigate back to the Appliance Configurations section.
27. In the table, find the row with the Stealthwatch Management Console (likely labeled as SMC).

Click the ellipses button in the Actions column.

28. This will open a submenu. Select Edit Appliance Configurations.

29.
30.
31.

€ = O A& Notsecure | hitps//192.168.1.52 /central-magmiy

feonfigueation/ab036830-A366-44b1-83bd-aed 3deBhel60
’;'l's'él;‘ Stealthwatch Central Management Appiiance Manager Update Manager

Iventory | Appliance Configuration

Appliance Configuration - SMC
sme-01 (192,168.1.52) / Last Updated: 06/27/2019 9:36 AM by acmin

Appliance Metwork Sernvices General

Additional SSL/TLS Client [dentities @

'y ifying your Certi «can break your Stealthwatch System.

There is no data to display

FRIENDLY NA... ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMB...

ﬁ Anphance ConfiguraRon | Centrs: % _

T &

App Manager @

Cancel

| Configuration Menu ¥

MH\.‘Ew

KEY LENGTH ACTIONS

Click Add New under Additional SSL/TLS Client Identities.
Select 2048 for RSA Key Length.
Enter your organization’s information.
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— £ Applhn Cuibquratin] Cani _

» C A Notsecurs | sw-sme/central-mgmt/#!fconfiguration/b1915de2-2979-45fc-bo0T-42de 19¢caT0b6

el Stealthwatch Central Management — Appisnce Manager  Update Manager  App Manager (@]

CIsco
—_—

Inventory | Appliance Confguration

Appliance Configuration - SMC
sw-sme (192.168.1.150) / Last Updated: DB/08/2019 6:55 AM by admin
| Configuration Manu ¥
Appliance Network Services General

Generate a CSR

RSA KEY LENGTH * COMMON NAME
(O 2048 bits () 4096 bits () 8192 bits Sw-smc.di.ipdr
ORGANIZATION DORGANIZATIONAL UINIT
o IPDR
LOCALITY OR CITY STATE OR PROVINCE
Rockville MD
COUNTRY CODE EMAIL ADDRESS
us administrator@di.ipdr
2506 .
2507 32. Click Generate CSR.
- C A Notsecure | sw-smefcentral-mgmb/elconfiguration/b491 Sde2-2979-45fc-b90T-42de 1 9eT0bE
'é'.'s‘ét;' Stealthwatch Central Management Appliance Manager Update Manager App Manager @
Imentony | Appliance Configuration
Appliance Configuration - SMC
sw-smc (192.168.1.150) / Last Updated: DB/08/2019 6:31 AM by admin
| Configuration Menu ¥ |
Appliance MNetwork Senvices General
Add SSL/TLS Client Identity W
FRIENDLY NAME = CERTIFICATE FILE =
[ chooseFie ]
A Your certificates are critical for your system's security. Improperly modifying your certificates can break your Stealthwatch system. Follow the
instructions in Stealthwatch Help to update the Additional SSLITLS Client Identities.
FRIENDLY M... ISSUED TO ISSUED BY WVALID FROM VALID TO SERIAL NUM... KEY LENGTH ACTIONS
There is no data to display
2508 s
2509 33. When this finishes, click Download CSR.
2510 34. Open the CSR in a text file, and copy all the contents.
2511 35. On the ISE web console, navigate to Administration > pxGrid Services > Certificates > Generate
2512 pxGrid Certificates.
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2513 36. Select Generate a single certificate (with certificate signing request) for | want to.
2514 37. Paste the copied text into the Certificate Signing Request Details.
2515 38. Enter a description such as SMC for the Description.
2516 39. Select IP Address for Subject Alternative Name (SAN).
2517 40. Enter the IP Address of the Stealthwatch Management Console.
2518 41. Select PKCS12 format (including certificate chain; one file for both the certificate chain and
2519 key) for Certificate Download Format.
2520 42. Enter a password, and confirm the password.
& Identity Senvices Engine ®  ww Cisco® ISE Configuration | Stesl % | aw Security Insight Dashboard | Ste: % | + ';iﬂ-
&« c e | icisoo-tce dtipdr fadminy#administration/administration, messageser e
» Conlext Visibily  » Operations
Generate pxGrid Certificates o
Certhtate Sining Requesi Detats*
Description
Cenificate Template  PxGrid_Certificate Tempiate ©
Subject Alternative Name (SAN) | IF address
Cerificate Downkead Format* | PKES12 format (including certificate chain; ane file for bath the certificate chain and key) L
[+ ]
s X el
2521 '
2522 43. Click Create.
2523 44. This will download a zip file. Unzip the file.
2524 45. On the Stealthwatch Management Console (SMC) web console, under Additional SSL/TLS Client
2525 Identities (where you downloaded the CSR), click Choose File.
2526 46. Upload the certificate file from the zip file that has the hostname of the SMC in it; the file
2527 extension should be .p12.
2528 47. Enter a name for Friendly Name.
2529 48. Enter the password used in ISE when generating the certificate.
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_ 5 Applance Soofigumarion| Cen: X _

& - € & Notsecure | 192.168.1.150/central-mamt/# configuration/b4915dc2-2979-45c-b907-42dc 190 T0LG

e Srealthwatch Central Management Appliance Manager Update Manager

B

Invantery | Appliance Configuration

Appliance Configuration - SMC
sw-smc (192.168.1.150) / Last Updated: 08/08/2019 7:34 AM by admin

Tt e i

App Manager @

instructions in Stealthwatch Help to update the Additional SSLITLS Client Identities.

Appliance Network Senvices General
Add SSLITLS Client Identity
FRIENDLY NAME * CERTIFICATE FILE *
SMC_PKCS12 sw-sme.diipdr_192.168.1.150.p12 Choose File
BUNDLE PASSWORD * CONFIRM PASSWORD =
'S Your certificates are critical for your system's security. ¥ fying your i can break your Stealthwatch system. Follow the

2530 SDIENDLY M ISSUENTO JSsuEn By

2531 49. Click Add Client Identity.

_ G Aphnce CopigUrtion Camr: _

& - € A Notsecure | sw-smefcentral-mamt/#!fconfiguration/bdd 1 5dc2-2979-45fc-b907-42dc 190 TObG
e Srealthwatch Central Management Appiiance Manager Update Manager

B

Invantery | Appliance Configuration

Appliance Configuration - SMC
sw-smc (192.168.1.150) / Last Updated: 08/08/2019 6:55 AM by admin

Appliance Network Senvices General

Additional SSL/TLS Client Identities @ @EEIZEED

ACTIONS

Tt e i

App Manager @

Apply Setting
)

Configuration Menu ¥

A\ 'mproperly modifying your Certificates can break your Stealthwatch System.

FRIENDLY N... ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUM... KEY LENGTH ACTIONS
SMC_PKCS12 o Certificat 2019-08-07 2021-08-07 S5eBafbc?7484 2048 bits
sem“e 07:02:34 07:02:34 06{9d07c4 29641 @
Endpoint Sub CA a5b05
- cisco-ise
| s
2532
2533 50. Click Apply Settings.
2534 51. Navigate back to the SMC web console home screen.
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_ L5 Secuy it Oaiploend [Siem %

€ - C A Notsecure | sw-smeflc-landing-page/sme htmid/dashboard 1r

alp, Stealthwatch

Dashboards Monitor Analyze Jebs Configure Depw

Cisco" ISE Configuration
Security Insight Dashboard | Inside Hosts

Active Directory

Stealthwatch Clowd

0 0 0 0 0 0 0 0 0 0 0

Mo data to display

Alarming Hosts @ o

Cancem Indes:  Target Indax Racon cac Explotation  DDoS Source  DODoS Target  Dats Hoarding  Exfitration  Policy Viclation  Anomaly

Top Alarming Hosts -— Alarms by Type - Today's Alarms - &

-
-

© 0 0 C=x
Cisco

52. Navigate to Deploy > Cisco ISE Configuration.

Cisco® ISE Configuration

Cisco ISE Configuration @

No Cisco ISE configurations. Click Add new configuration to begin.

&5 Clacal® I Conliguratin | Staal 3 _

€ = C A Notsecure | sw-sme/flc-landing-page/sme html#/settings/pxorid 1r

alp, Stealthwatch T

sttt e @ e Desktop Client
Dashboards Manitor Analyze Jobs Configure Daploy

.l‘-.-:"'-ﬂ new configuration

-
-

53. Click Add New Configuration.

54. Enter a Cisco ISE cluster name.

55. Select the certificate you just uploaded for Certificate.

56. Enter the IP Address of Cisco ISE for Primary pxGrid Node.
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2543
2544

2545

2546
2547
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57. Enter a username for the SMC to use.

_ £, Qo Be Colbguration | SN

1.

Cisco ISE Configuration @

CLUSTER NAME:
cisCco-ise
CERTIFICATE: @
SMC_PKCS12
PRIMARY PXGRID NODE: *
192.168.1.61
USER NAME: @+
sSMC
Integration options @
Adaptive Network Control @
Static SGT Classifications @

User sessions @

€ - C & Netsecure | sw-sme/lc-landing-page/

Cisco ISE Configuration Setup @

SECONDARY PXGRID NODE!

ex. 10.10.10.10

Add new configuration

Canceal

58. Click Save.

59. On the Cisco ISE web portal, navigate to Administration > pxGrid Services > All Clients.

& [dentity Senices Engine ®

€& - C & Notsecure | cisco-i

e Identity Services Engine

AllClients  Web Clients  Capabilities
—

Chent Name K
s ot -cisco-se
Is2-adman-cisco-ise

e pubsub-cisco-se
IsE-mt-Cisto-ise

£me.

EOO0ooog
y v v rrw

Gonnected o prGeid cisco-ise diipdr

60. If the SMC client you just created says Pending, check the box next to it and click Approve.

diipdr/admi

b System  » Idenlity Management  » Network Resources

Livelog  Sedtings
ftubk @Dimbe Qupove @ Gowp W Deior ookt «  Bsfesh  Total Pendng Approval(o) =
: | Chent Descrition p

Cerlificates  Pemissans

Capabilities:

Capalalities{ Pub, 0 Sub)
Capakilities(4 Pub, 2 Sub)
Capabifities(0 Pub, 0 Sub)
Capalafities( Pub, 4 Sub)
Capabilities(2 Pub, 1 Sub)
Capalilities{0 Pub, 0 Sub)

» Device Portal Management | pxGrid Services | » Feed Service

| Status

Online (OPR)
Online (XMPP)
Online {XMPF}
Online (PP}
Online (PP}

Online: (XMPP)

» Threat Cen
Click here 1o do wreless setup and nsibidy set

1selecledtern  1-6of8  Show |25 v
At

Chent Groupl(s)
Internal
Internal
Internal
Triternal
Intermnal

4

Cerr
Cary
Cert
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2550

2551
2552
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2554
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61. The SMC Cisco ISE Configuration page will have a green status icon if it can successfully

_ ‘r; kR RS gwaton] Betsd _

€ > C A& Notsecurs | 192.168.1.150/c-landing-pagersme htmisettings/prgrid Tt e

ala, Stealthwateh e e e Dasidep it

Cisco

Dashboards Manitar Analyze Jabs Configure Deplay

Cisco® ISE Configuration

Cisco ISE Configuration @

<+ Cluster Name - Primary pxGrid Node < Secondary pxGrid Node + User Name Status Actions

cisco-ise 192.168.1.61 O SMC ec o)

authenticate to ISE.

2.16.2  Configuring Stealthwatch to Quarantine through ISE

Navigate to Operations > Adaptive Network Control > Policy List.

1.

2.
3.

@ identiy Services Eng X

* & A Notsecure | cisco-isediipdr/admin/#montor/anc/anc_policies lisipage

= Adaprve Network Control | Reperts

»RADIUS  Thweat-Centnc NAC LiveLogs  » TACACS  » Troubleshoot

Pobcy List  Endpoint Assignment
List
D Refresn *+ {5 B Tashe O oEm

= Policy Name ANG Actions
b dlata found

Click Add.
Enter a name for a quarantine action.
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@ identity Services Enc X
3 @ A Notsecure | dsco-ise.diipde/admin/#maniton/anc/anc_policies lstpage

gine

P RADIZS  TrweatCentnc MAC Live Logs  # TACACS  » Troubleshool | =Adapive Network Conrol  Reports

Policy List  Endpont Assignment

List = New
Irput ks, marked wih an astetisk (*) are requred

rame | CUARANTINE

2556
2557 4. Select QUARANTINE for the Action.

@ identity Services Enc X

€ = C A Notsecure | dsco-isediipdriadmin/#manitor/anc/anc_ policies listpage T @

;. Identity Services

» RADIIS  Trweat-Centic NAG Live Logs  # TACACS  » Troubleshoot
Policy List  Endpont Assignment

= Adapirve Netwerk Conrol | Reperts

Chick hare L asitalty L show this agan

List > Hew
It relos. marked weh an astetisk () are requred
rame | ANG_OUARANTINE

b

2558
2559 5. Click Submit.

2560 6. Navigate to Policy > Policy Sets.
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2567

2568
2569

2570
2571
2572
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7.
8.
9.

10.
11.
12.

13.

& denn seraceibr % | GH Chcoldengity Senvic % |G Cisco Identiey Sarvice % | ww inventary | Central e % | am F) et x| m I

& C A Notsecure | dscoisediipdrjadmin/#policy/; w & @ i

olicy Sets
+
e @  Defauk Drefaudt pobicy set Dietauit Metwork Atcess R 84 o ‘,_’
Click the > arrow next to the default policy set.
Expand the Authorization Policy - Global Exceptions section.
Click the + plus sign to add a new policy.
Click the + plus sign under Conditions.
Select the field Session — ANCPolicy.
Select the quarantine action you just created for the Attribute value.
% @ Ciscodentity Servicr % | & Ciscoldentity Servicr % | #w inventory | Central 1 % | we F x| 2 psen x| + l;E-
& O A Notsecure | cisco-ise.ciipde/ad policy I r

Library Editor

Sasslon ANCPolcy

E Equals . ANC_CUARANTINE -
Sot to 'l net Duplicate m
MNew AND OR

Click Use.

14. Select the Deny Access profile; the profile selected here will be applied to the machine when

15.

the machine is added to the quarantine group.
Select Quarantined_Systems for Security Groups.
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16. Click Save.

b SessonANCPoky ECUALS ANG_ QUARSNTINE

17. In the SMC web console, click Monitor > Users.

inside Hosts
Chear All

Filter Results By:

LOCATIONS w

RFC 1918 (1)
Select Muliiple

€ - ©C & Notsecure | 182.168.1.150/Ic-landing-page/sme hombe fuserdistview
] [ [ StealthwatCh
cisco
Dashboards Monitor Analyze Jobs Configura Deplay
—
Users (1)
Current Filters Users

Sorted by overall severity @
< User Name Sessions e} 5| S RC - cac e

Amnini%ratur 1/34

000

m

Dasktop Client

18. Select a user to quarantine.
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19.

% pdministrator | Stea %

€ & ©C A Notsecure | 192.168.1.150/Ic-landing-page/sme hamb userentity/Administrator e @ i

Fdays. W - -~
24 hrs
A

Command &
Control

7 days. Devices & Sessions
24 hra

MAC Address: 00:50:56:02:8c:ad
Host Name Group

19688102 O -

MAC Vendor: Device Type: Microsoft-Warkstation
Location Count Stan End
&£ RFC 1918 34

Exploitation

+ Catch Al E/8/199:25 AM % Currant
Teays_

24 hrs.

DDoS Source

7 days.
24 hrs..

DDoS Target

Tdays
24 hrs

Click a host to quarantine.

& - O A Notsecure | 192.768.1.150/-landing-pagelsme himbé host192.1688.102 T & @
Host Growps: ~ Catch Al 192 1688 102 Z
Location: RFC 1918
First Searn:

Last Sean:
Policies: Insicle
MAC Addrass: 00-50:56;b2:8c:ad (Viware, inc.)

ISEANC Folicy: - E&:

Top Security Events for 192.168.8.102

Source (0] Target (0)
Mo events were found, If you are sure this result is incorrect, contact your Stealthwatch administrator,
Users & Sessions Application Traffic Intarmal Extaenal
MAC Address: MAC Vendor: Device Typa:
O0:50:56:02:B0:a0 VMware, Inc, Micrasof- Application  Totsl % Sent Ratlo Received 7-day Trend 24~-hour Trend
Waorkstation
There are no appiication traffic detals to display
User Start End
Administrator  B/8/19 9:25 AM w Currant -

20. Click Edit next to ISE ANC Policy.
21. From the drop down, select the quarantine action you created earlier.
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£5 Host Repart | Stealt

€ =+ C A Notsecure | 192.168.1.150/c-landing-page/sme him|#/host/192.166.8.102
Applying ANC policy =
Select the ANC Policy to apply to ISE cluster for this host: 192.168.8.102

ISE Usemame MAC ANC Policy

cisco-ise Aciministrator O0:S0:S6E2ECA0 | ANC_QUARAN..,

cow | EEER
2583
2584 22. Click Save.
2585 23. This will apply the quarantine action to the machine.

2586 2.17  Integration: Tripwire Log Center and Tripwire Enterprise

2587 1. Create a user account in Tripwire Log Center by logging into Tripwire Log Center Console.

File View Options Help

i.!ﬁhiﬂ@.!i.é}@@iQainmeﬁner 24 Hours -

Administration Manager

2588 - Manager Status Coment s Ad st
2589 2. Click the Administration Manager button.
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2590 3. Click User Accounts.

File View Options Help

‘@FQ%N L1 59@9 WYHPOY: F Q@ Timefilter 24Hous ~

&8 &4(B

[y AdminView- 1 Users
DY  Name ¥ Full Name ¥ Description ¥ LastLogin
» 1 administrator sdministrator Default Global Administrator Account 09106 12:35:56

5591 Status; Crent LsesAd vistrtor
2592 4. Click the Add button.
2593 5. Enter the details of the user.

2594
2595 6. Click Add.
2596 7. Double-click the user account.
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a User Name | WELISEN |

@ E] Audit Logger Permissions
General |ﬂ User Groups |o Information |g Permissions E_ Database Permissions

Full name

Description

|
|
|
o
o

Authentication

validIPs | |

Auth method | Tripwire Log Center [ v]

External User |

Account is Disabled [

‘ oK ‘ ‘ T |
2597
2598 8. Click the Permissions tab.
a User Name | tweuser |
? Manager Permissions |E Audit Logger Permissions
(General Lﬂ User Groups |a Information éJ Permissions Database Permissions
g &%
MName Description
2599
2600 9. Click Edit list of permissions.
2601 10. Select Databases.
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MName Description
iew System Databas  Allows the user to view the System Database dat

—[f] Discovered Assets

2602
2603 11. Check the box next to View System Database.
2604 12. Select API.
MName Description
Allow REST APl Logon  Allows the user to connect using the REST API.
%
—[¥] Discovered Assets
2605
2606 13. Check the box next to Allow REST API Logon.
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a User Name | tweuser |

[ Manager Permissi | Audit Logger P
General Lﬂ User Groups |o Infe i Q Permissi Diatab
|5 &

Mame Description

p View System Database  Allows the user to view the System Database data.
Allow REST APl Logon  Allows the user to connect using the REST API.

14. Click OK.

15. Click OK.

16. Log in to the Tripwire Enterprise web console.
17. Click Settings.

@ Tripwire Web Conscle X

<« [¢] |A Not secure | btpsy/tripwire-e/console/app.showApp.cmd ﬁ|
st

@ENTERPRISE HOVE | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS
Settings 4% Refresh [ Help (I Logout

5 & Tiewie -

=] Use |

=
e — Table page size: (1-500)
Differences
o (5 Svatem Refresh rate: (5-3,600 seconds, 0 to disable)
Preferences Max version display: (Kbytes)
[ Log Management Max element name display width: [0 | (characters, 0 to disable)
M Database Max description display width: 0 display for tion columns, 0 to view first line)

g Severity Ranges

g Glcbal Variables (¥ Always login to Home Page

& Approval Templates | Display exact table count

e Display elements

¢ RO IR ) AR rrh mEe i

Import Seftings N N

] Expon settngs o Only within the Node Manager

1 Supmort Data (® In both locations
=[] Administration T

() Post-Remediation Se (] Animation

fifp Users [ Disable Multi-Expand

(B User Groups - k

5 Home Pages (| Enable Tree Filter Field

G Roles

[h Login Method |# Detailed node view

RpLicenses (¥ Open property editors to the last sheet visited
=[] Custom Properties |# Display remediation disclaimer in popup

[I% Version Properties |# Display automated remediation disclaimer in popup

[ Element Properties

&5 Node Properies Apply

= (L) Monitering

el

[ Criteria Sets
[A% File Systems -
« 3
e R
Settings Manager Last Axon Agent config: 16 hours ago (Sep 6, 2018 12:00:11 AM) | Vel aiisisrator

GO 1o System in Control Panel
— —

18. Go to System > Log Management.
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2617
2618
2619
2620

2621
2622

2623
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19.
20.
21.
22.

23.
24.

Check the box next to Forward TE log messages to syslog.

Enter the hostname and port of the Tripwire Log Center server. The default port is 1468.
Check the box next to Allow TE to use information from Tripwire Log Center.

Enter the service address like this: https://arcsight-cons.di.ipdr:8091/tlc, replacing the
hostname with the hostname of your Tripwire Log Center server.

Enter the account information of the account just created for Tripwire Log Center.

You can use Test Connection to verify that the connection is working.

i Severity Ranges
gz Global Variables
EAppmval Templates
3 E-mail Servers
(2% Configure TE Consol
[ Import Setings
53] Export Settings
[ Support Data

=1 [0 Administration
(& Post-Remediation Se
{7 Users
2B User Groups
£3r]Home Pages
S Roles
L3 Login Method
P Licenses

5[] Custom Properties
[ Version Properties:
E{Z] Element Properties
&7 Node Properties

= [ Monitoring
(=] Gustom Node Types
[ Criteria Sets
4% File Systems -

v

Settings Manager

@ Tripwire Web Consale % \\

B - 1= =

& C' | A Not secure | https://tripwire-e/conscle/app.showApp.cmd ¥
e
‘EmnlsE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG =REPORTS | SETTINGS
Settings & Refresh [ Help [ Logout
o 4 Tripwire Log Management Preferences
5[0 User
55 Pref
(i EEEED ¥ Forward TE log messages to syslog
[ Differences
o System Transport protocol: [TCP ¥
y Preferences Host: aresight-cons.di.ipdr
B Log Management Port: 1468
0, Database 5
Test Connection|

! Allow TE to use information from Tripwire Log Center

Service address:  https://arcsight-cons.di.ipdr:8051/tlc

User name: tweuser
Password:  sssesessssesess
Confirm:  |essesescsscscne
Test Connection|
Apply

Last Axon Agent config: 16 hours ago (Sep 6, 2018 12:00:11 M} - | User: ‘administrator

25. Click Apply when finished.
26. Go back to the Tripwire Log Center Console.
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File View Options Help

‘@FFQMN 0@ WO D & @ @ : TimeFilter 24Hours

2624

2625 27. Click Configuration Manager.

2626 28. Click Resources > Tripwire Enterprise Servers.
File View Options Help
‘@FQ%N A0@9 MDD @O L O TmeFiter 24Hours ~

Resource View - 0 Tripwire Enterprise Server
b

2627 L

2628 29. Click Add.

2629 30. Enter a name for the server.

2630 31. Enter the URL of the TE server.
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2635

2636
2637
2638
2639
2640

2641
2642
2643
2644
2645
2646

2647

2648
2649
2650
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32. Enter the name of a user account on the TE server. The account must have the following
permissions: create, delete, link, load, update, view.

» Tripwire Enterprise -

Mame Tripwire

Base URL | hitps:tripwire-e.di.ipdr
Username | tlcadmin

Passphrase

Use this server for Asset View [
Crptographic Protocols
I ssL3 [ TLs10 T TLS11 T TLS 1.2

# Tripwire Enterprise Server connection successful. L\\\’

Save || Cancel ‘

33. Click Save.

2.18 Integration: Symantec ICA and ArcSight ESM

This section describes the integration of Symantec ICA and ArcSight ESM, to import data from ArcSight
into ICA for analysis. For the purposes of this build, we did not use ArcSight Logger, a tool which
provides a web API for other applications. Because of this, the standard integration between ICA and
ESM was unavailable. However, it is still possible to import CSV files exported from ArcSight into ICA,
and we will detail the process below. There are a few things to note when doing this import:

e On the version of Symantec ICA we are using, it is required to replace empty fields in the CSV
with NULL. This may be unnecessary in future updates.

e The CSV file should be in a location accessible to the ICA server. You can replace this file with a
new CSV file on a daily basis, and Symantec ICA has the capability to import the new data.

e The following integration details how to do it for a subset of fields on Active Directory logging
events, but the process can be expanded for your organization’s needs.

2.18.1 Export the CSV File from ArcSight Console

1. In ArcSight Console, find a connector which you wish to import events from. Right-click it, and
select Create Channel with Filter.
2. Inthe channel, apply any filters desired.
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t Packsges | Use Cases

CirladitsE W

a ArcSight Console 7.0.0.2436.1 [arcsight-esmiadministrator.ast] Limited validity license: Customer: ILR, Expiration date: 2020/01/12

BE |

Tolal Evenls: 528 -

3. When finished, right-click any of the events in the channel, and select Export > Events in

Channel....

4. Enter a name for the CSV file for File name:.

5. Select All in Channel for Rows:.

6. For Columns: either select a custom field-set to determine the output columns or leave the

default selected.

Jata Options

© allin channel

Export Events

ca-minimal

7. Click OK.
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8. Move the file to the desired location for ICA to collect. (Ensure that if required for your version

2.18.2

1.
2.

LN hE W

of Symantec ICA, all empty fields are replaced with "NULL") For the purposes of this
demonstration, we moved it to C:\Temp\unprocessed on the Symantec ICA server.

Import the CSV File to Symantec ICA

On the Symantec ICA web console, navigate to Gear Icon > Integration.
Click the Data Sources tab.

=E |
@ Glasswall | Login 3 o MCisco Web Secunisy VisUsl B3 3 Risk Fabric x| New Tab x | +
€ C @ Notsecure | symantec-ica/#adi tegrat T 6

R|Sk Fabrlc DMAdministrator (@) (4 DraR(0)
L]

ntegration Packs Data Sources Data Integrations Job Status
lo”
P Choose Data Source  User Defined
© Create Data Source & & Edit Z Refresh
4
L1
Name TypeiS. Host Refreshed

L 4
=1
ko)
- S
(1]

Select User Defined for Choose Data Source.

Click Create Data Source.

Select File System IW for the Data Source Type.

Enter a name for the data source for Data Source Label.

Enter the hostname of the Symantec ICA server for Server Name.
Select Windows/Active Directory for the Authentication Mode.

Enter the location for the downloaded CSV file for Download Directory (relative to the

Symantec ICA server).

. Enter the location for the CSV file to be downloaded from for Source Folder (relative to the

Symantec ICA server).
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3 RiskFal x [

symantec-ica

o . -

Dhadministrator (@) )

9 Draft (0)

L.
o Integration Packs Data Sources Data Integrations Job Status
Ct Data Source  User Defined

©

i ea ure

o Data Source Type:  File System IW

L Data Source Label:  ArcSight Import

=1

Server Name:  symantec-ica.di.ipdr

2 Authentication Mode:  Windows / Active Directory

i Download Directory:  C.\Temp'processed

° Source Folder:  C:\Tempiunprocessed

ks
=
2677
2678 11. Click Save.
EETE]
3 Risk Fal x
« C A Not se symantec-ica, 44 8

Risk Fabric:

2679

o . -

L2
ntegration Packs Data Sources Data Integrations Job Status
" ]
Choose Data Source  User Defined
©
© Create Data Source & (# Edit < Refresh
i
v Data S Label
Name Type!/S... Host Refreshed ata Source Labe
[~ ] Server Name
£ Arcsignt import File Syst . symantecd Authentication Mode
o Edit Data Source & Usemame
Password
9 © 0'"'«?‘"" Download Directory
&
L]
652

DhAdministrator (&) )

ArcSight Import
symantecca di ipdr

Windows

C \Temp\processed

49 Draft (0)

2680
2681

12. Right-click the newly created data source and select Create Query.
13. Enter a Query Name and Query Description.
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3 Risk Fabric x
< C A Notsecure | syma

Restarting Hanging Jobs:

€ Delimiter

Custom Options

Timeout (secy 30

2682 —

+

intec-ica

I . -

Data Sources Data Integrations Job Status

Watermarking / Scheduling
ArcSight CSV Import

Importing AD events from ArcSight exported CSV

L
Integration Packs
l”
Choose Data Source  User Defined
©
e} Sight CSV Img
it
Query Details
U
Query Name:
=
Query Description
=1
Table Name.
2
© Days to Retain
o
© Minutes Before
@

B Save A Test Query
D Cancal ] & Test Query |

DhAdministrator @y )

4 Draft (0)

2683 14. If you specified the Source Folder correctly, you will see the CSV file listed.
2684 15. Check the box next to any CSVs to import.

k Fal x

Risk Fabric:

Integration Packs

e R

EB
u
7

Query Details

© Minutes Before
Restarting Hanging Jobs:

€ Delimiter.

Custom Options:

®© &8 O p K a (=

Timeout (secy 30

2685 —

+

< C A Notsecure | symantec-ica

Em— . -

Data Sources Data Integrations lob Status

Choose Data Source  User Defined

Watermarking / Scheduling

Select which files to import into the table

@ Path

& C\Templunprocessadiexport_withnulls.csv

S

Note: The destination table will be completely replaced with the latest spreadsheet data

(& 5o J'5 cares J s e

DiAdministrator (&)

Modified Date

10/28/2019 8:27 AM

e
* O

f4 Draft (0)

2686 16. Click Save.
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3 RiskFabrc x [

<« C A Notsecure | symantec-ica,

Status

The following columns have been detected: end time, generator name, name
attacker address, target address, priority, device vendor, device product

17. Click OK.
18. If desired, set a schedule for this import.

3 Risk Fabric x [+
<« C A Notsecure | symantec-ica/# int
CXE . -
Integration Packs Data Sources Data Integrations Job Status
"
Choose Data Source  User Defined
L]
] Sight CSV Img
4
Query Details Watermarking / Scheduling
L
Query
o
-
o f
9 Scheduling
o Note: Scheduling not honored if this query depends on other queries. Queries will run after dependent queries complate
Scheduling: Initial Run Date Initial Run Time
@
Oceurs Every Hours Minutes
Intra Day (1] 0
Timeout (sec) 30 s.fbve m A Test Query
652

DiAdministrator { &)

4 Draft (0)

19. Click Save.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

364



2692
2693

2694
2695

2696
2697

DRAFT

20.

21.

2.18.3
1.

3 Rick Fabric x [
« C A Notsecure | symaritec-ica/#adm

Run Staging Table Creation?

the query or suspect there is different data that will be returned from your query,
running the staging table creation will allow for the new columns to be available in
Import Rule Mappings as well as choosing watermarks, but this can take some time

g There is already an existing staging table. but if you've made significant changes to

If you'd like to skip the staging table creation, choose No below:

|

Click Yes.

3 Risk Fabric *
« c A Mot zecure | symantec-ica

Status

6 The following columns have been detected: end time, generator name, name

attacker address, target address, priority, device vendor, device product

Click OK.

Create a Mapping between ArcSight events and Symantec ICA

Navigate to the Data Integrations tab.
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2698
2699

2700

2701
2702

DRAFT

= -
x |
< c @ e | symantec-ica T 8
R'Sk Fabrlc DMdministrator ‘. 4 Draft (0)

-

" ntegration Packs Data Sources Data Integrations Job Status

© Create Integration Pack > # Edit

© a Ll

Name Entity Create/Augment

£

0

w

a

2

o

()

652

2. Click Create Integration Pack.
3. Enter a Name and Description.

= -
x [N
< C A symantec-ica * O
R|Sk Fabrlc DhAdministrator (@) (4 Draft (0)
“
w Integration Packs Data Sources Data Integrations Job Status
© —_—
egration Pack
Name ArcSight CSV Integration
i e
Description Arcsight CSV Impoart|
0
L
o
2
o
(*]
652

4. Click Save.
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2703
2704

2705

2706
2707

2708
2709

DRAFT

e |
¥ Risk Fabric x
< C A ecure | symantec-ica * O
RlSk Fabrlc DMdministrator . 4 Draft (0)

]

o niegration Packs Data Sources Data Integrations Job Status

© © Create Integration Pack & @ Edit

Name Entity Create/Augment

i £ ArcSight CSV Integration

Edit Integration Pack &

LV [+] 0«‘“&‘

w

=1

2

-

]

652

5. Right-click the newly created Integration Pack, and select Create Import Rule.

6. Enter a Name and Description.

3 Risk Fabri x I
€ C A Notsscure

symantec-ica/#ad

Risk Fabric:

“
egration Packs Data Sources
%
L7
eale t Rule

Name ArcSight AD Event Import Rule
4 :

Description For importing AD login events|
0
L
=1
]
o
@

DiAdministrator () 4 Draft (0)

Data Integrations Job Status

s || aieci |

7. Click Save.

8. Right-click the newly created Import Rule and select Create Import Rule Mapping.

9. Enter a Name for the mapping.
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2710 10. Enter a Description.
2711 11. Select the Data Source created earlier.
2712 12. Select the Query created earlier.
2713 13. Select EP Events for the Entity Type (or explore other Entity Types that may better match the
2714 events you are importing).
B Rk e x EEIES)
- G A Notsecure | symantecica/fadmin/integratio o % O
Risk Fabric o @) oo
L
b Integration Packs Data Sources Data Integrations Job Status
- 2ule Mapping: ArcSight AD Event Import Rule Mapping
Mapping Name: | ArcSight AD Event Import Rule Mapping
I Description:  AD events
v Data Source:  ArcSight Import
™) Query:  ArcSight CSV Import
o Risk Fabric Processing Watermark: 528
) Run Intra-Day:  No &
o Run Order. 0
o Entity Type:  EP Events
© Update Pre-Process Table:  Yes
© Create Entities:  Yes
e
=
2715
2716 14. Below, the Entity Column refers to the target field in ICA to which a field is being mapped. Map
2717 event fields from the CSV to fields in the Entity Column.
2718 15. For example, EventDate in ICA corresponds directly to the End Time in ArcSight, so we select
2719 that value directly as a Source Column for the mapping.
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2724
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DRAFT

16. Formulas can be used to transform columns in the CSV to something more specific in ICA.

X

® & O p K @& = B &

x |+

C A Not

Risk Fabric’

Integration Packs

Required Fields
&

Entity Column

EventDate
datetime

SourceEventiD
nvarchar(50)

Optional Fields

Search

Entity Column

ecure | symantec-ica

Data Sources

Type

Source Column

Formula

Type

I . -

Data Integrations Job Status

rt Ru apping
Value

End Time

Convert unique £

Value

DiAdministrator { )

Default Value

Default Value

4 Draft (0)

Because we did not export an event ID to our CSV file, we use a formula to create a hash of the

End Time and use that as the ID.

17. All Required Fields must be mapped, and you will likely also want to map some optional fields
to make useful data.

5

© &8 O D K @ = 3 &

x

C A Not

Risk Fabric:

Integration Packs

EventObjectTypeName 51
nvarchar(254)

+

ecure | symantec-ica, i

Data Sources

CI— - -

Data Integrations Job Status

Source Column

Create and Associate Event Activity Type

DRAdministrator (g

4 Draft (0)

Entity Column

EventActivity TypeName I

nvarchar(254)

Type

Value

Source Column

Create and Associate Event Rule

Default Value

Entity Column

EventRuleName 5
nvarchar(1000)

e

Value

Source Column

Default Value

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

369



DRAFT

2727 18. Click Save when finished.
2728 19. Navigate to the Job Status tab.
4 e DMdminisvator ()  £4 Drat (0)

]

w Integration Packs Data Sources Data Integrations Job Status

©

‘!‘ ™~ N Enabled Status Last Run Outcome Last Run Last Run Duration Next Run

) ™ R yes Not running  © Failed 10/29/2018 75700 AM  00:00:01 10/29/2019 11:00:00 AM

= & R yes Notrunning @ Succeeded 10/29/2019 7.57:00 AM  00:10:44 10/30/2019 12:15:.00 AM

=1 & R. yes Notrunning @ Succeeded 10/29/2019 757:00 AM  00:00:05

ko)

o

7]

Page 1 of 1 o Displaying records 1 -3 of 3

2729 -
2730 20. Select all the jobs and click Start. This is to force a refresh of the ICA processing, allowing the
2731 data from the CSV to be imported immediately.

2732 2.18.4 View ArcSight Events in the Analyzer

2733 1. Once the processing jobs are finished, navigate to the Analyzer.
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2735

2736

2737

2738
2739
2740

2741

2742
2743

DRAFT

e
H x
<« C A Notsecure | symantec-ica * 8

o K 2

B

®© & U D £ & =

Risk Fabric’

Views » Filler ~ Sort - Details ~ Chars =

EP Event Date Range | EP Event Count

2-7 Days Ago 258
L B8 Details
EP Event Date Ra... Action Taken
2-7 Days Ago Alogon was attemp.
2-T Days Ago An account failed to
Page 1
Detais

View Configuration: arcsight (Analyzer View)
Measures Rows Columns

EP Event Count EP Event Date Range

CI— . -

L IS
Export =
EP Event Date EP Event Count
2019-10-25 10
2019-10-25 2
o Records: 1 - 15| Total: 15

Fillers

DMAdministrator ()

Field List

4 Draft (0)

M Measures

ion Plan Expi

»
»
»
» 88 AD Group Last Detected
»
»
»

D Organizational Unit L

Plan
Plan Assigned To

Plan Closed

Plan Committed C
Plan Due Date
d C

ction Plan Requested C

Details

Action Taken

EP Event Dale

2. Drag mapped columns (from the import rule mapping you created) from the list on the right to

2.19

view them in the analyzer.

Integration: Micro Focus ArcSight and Tripwire

This section will detail the forwarding of logs from Tripwire Log Center to Micro Focus ArcSight. This

will forward Tripwire IP360 and Tripwire Enterprise logs to ArcSight, assuming those logs are being

collected by Tripwire Log Center.

2.19.1

1.

Install Micro Focus ArcSight

Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on any server except the one running
Tripwire Log Center.
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2745

2746
2747

DRAFT

2.

3.

<L Aresight | IFLER

ma

—# Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

=Tl

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnector.

The first step installs the care ArcSight SmanConnector
components; then you selectthe ArcSight SmartConnectar
you wish to configure.

ArcSight recommends that you quit all othey programs
before continuing with this installation. Et%

Click the 'Mext' button to proceed to the nextwindow.

If you want to change something on a previous window,
click the 'Previous' button. To cancel this installation at
anytime, clickthe 'Cancel' button.

Previous

Click Next.

<CArcSight | CIFLET

mo

+ Introduction

=» Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

(== |

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connect to, for example fciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmanConnector is currently installed.

Where Would You Like to Install?
C:\Program Files\ArcSightSmartConnectors Tripwire]

Restore Default Folder || Choose...

| Previous | | Mext

Enter C:\Program Files\ArcSightSmartConnectors\Tripwire.
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DRAFT

<CArcSight | CIHFLERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

—* Pick Shortcut Folder

@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

BE |

Pick Shortcut Folder

ArcSight SmartConnector

VWhere would you like to create product icons?

® In a new Program Group: | ArcSight SmartConnectors
() Inthe Start Menu
() On the Desktop

) In the Quick Launch Bar

) Other:

) Don't create icons

[[] Create Icons for All Users

Previous | E o Mext

4. Click Next.

<CArcSight | CIHAERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder

= Pre-Install Summary
@ Installing...

@ Upagrade

@ System Restart

@ Install Complete

[= [ |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
C\Program Files\ArcSightSmantConnectors\Tripwire

Shortcut Folder:
CiUsers\Administrator DIVAppData\Roaming\MicrosoftiWvindows\Ste

R

Previous || Install |

5. Click Install.

6. Select Add a Connector.
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9.

B Connector Setup == -

. What would vou like to do?
-@: ArcSight
Configure
(® Add a Connector
() Set Global Parameters
< Previous Mext > | | Cancel
Click Next.

Select Syslog Daemon.

B Connector Setup = | = -

Select the connector to configure

-@:ArcSight

Configure

< Previous | | MNext = | | Cancel

Click Next.
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2758 10. Enter a port for the daemon to run on.
2759 11. Select Raw TCP for Protocol.
[+ | Connector Setup =0 -
{ Arc5|ght Enter the parameter details

Configure

Network Port 514
IP Address (ALL)

Protocol Raw TCP iw
Forwarder false v
s
< Previous | | Next > | | Cancel
2760
2761 12. Click Next.
2762 13. Select ArcSight Manager (encrypted).
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2766
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<X ArcSight

Configure

Connector Setup

Enter the type of destination

(® ArcSight Manager {encrypted)

(") ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File

(") Event Broker

() CEF Syslog

(") CEF Encrypted Syslog (UDP)

(O CSV File

() Raw Syslog

< Previous | [ Mext =

Cancel

14. Click Next.

15. Enter the hostname, port, username, and password for the ArcSight ESM server.

<X ArcSight

Configure

Connector Setup

Enter the destination parameters

Manager Hostname arcsight-esm
Manager Port 3443

User administrator
Password LTTTTITTY

AUP Master Destination | false
Filter Out All Events false
Enable Demo CA false

= Lo

< (ﬁ

< Previous | | MNext =

Cancel
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2767 16. Click Next.
2768 17. Enter identifying details about the system (only Name is required).
B Connector Setup = | = -
{ ArcS|ght Enter the connector details
Configure

Name Tripwire Log Cenher|

Location

DevicelLocation

Comment

%
< Previous | | Mext = | | Cancel

2769
2770 18. Click Next.
2771 19. Select Import the certificate to connector from destination.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 377



2772
2773

2774
2775

2776

DRAFT

<X ArcSight

Configure

Connector Setup = [ = -

Following certificate will be imported into connector trust store:
Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US

(®) Import the certificate to connector from destination

() Do not import the certificate to connector from destination

< Previous | [ hMext> |

Cancel

20. Click Next.

< ArcSight

Configure

Connector Setup = [ = -

Add connector Summary
Following are the added connector details:
Connector Name [Tripwire Log Center], Connector Type [syslog]

Tevious MNext = | |

Cancel

21. Click Next.

22. Select Install as a service.
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B Connector Setup

The Smart Connector is currently installed as a standalone application

< ArcSight

Configure

(® Install as a service

() Leave as a standalone application

= L= I

< Previous | [ Mext> | Cancel |
23. Click Next.
B Connector Setup == -
. Specify the service parameters
< ArcSight
Configure

Service Internal Name syslog

Service Display Name Syslog Daemon

Start the service automatically |Yes W
< Previous | [ Mext> | Cancel

24. Click Next.
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2783

2784
2785

DRAFT

< ArcSight

Configure

Connector Setup

Install Service Summary

The ArcSight SmartConnector is now configured to run as a service.

You can now start the SmartConnector by:
Going to the services application and starting the service:

ArcSight Syslog Daemon

Tevious Mext =

| | Cancel

25. Click Next.
26. Select Exit.

<X ArcSight

Configure

Connector Setup

Would you like to continue or exit?

() Continue

< Previous | | MNext =

| | Cancel

27. Click Next.
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<C ArcSight ' Install Complete

+ Introduction Congratulations! ArcSight SmartConnector has been successfully
+ Choose Install Folder installed to:

+ Choose Install Set
+ Pick Shortcut Folder
+ Pre-Install Summary Press "Done” to quitthe installer.

CAProgram Files\AreSightSmanConnectors\Tripwire

+~ Installing...

+ Upgrade

+ System Restart
=» Install Complete

Cancel Previous || Done

2786
2787 28. Click Done.
2788 29. Open the Tripwire Log Center Console.
2789 30. Go to the Configuration Manager.
File View Options Help
‘@ TQ% 0@ 2 WY @O QD Timefiter 24Hours v
e e e
1 Frii Manager arcsight-cons.di.ipdr Current  Primary Manager
—4» Tripwire Enterprise Servers
" §& Active Directory
# Nutmdi?aﬁm
2790 E] ,m User:
2791 31. Select Resources > Managers.
2792 32. Double-click the Primary Manager.
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2796
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2799
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DRAFT

33. Click the Advanced Settings tab.

File View Options Help

‘RATQ%m AP0 @? MY @D QD Timefiter 24Hours v

7
Configuration

| Primary Manager

Description | Primary Manager

Permissions ) Asset-Configuration Rules

[&N configuration Eha\aga—ﬁ EMa\aga—Pr EMaBgE—Pr

| Manager Status: Current | User: Administra rm

34. Click the Add button.

35. In the Advanced Option box select Log Message Forwarding — Destinations.

36. In the Value box next to it, type <ip_address>:<port>:tcp with the IP address and port of the

syslog daemon just created.

Successfully forwarded test log message to destination
192.168.1.121:314

37. Click OK.
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-

File View Options Help

‘@AW A 0@ 8 WYHYDI @I L D Tmefiter 24Hous -
Views L]
M e Configuration [=[a]x]
o ki
L =
- Name
Dashbo
a Description | Frimary Manager |
ol [7] Settings | & Installed Modules Email Logging Authentication |8 Proxy | &Y Network Collecter |[] File Collector |g Advanced Windows Collector
Vi G} Audit Logger Advanced Settings =} Permissions ] Asset-Co tion Rules
5 aflde 3¢
.. i ﬁ Advanced Option. Value
- #H | Database Server - Query Timecut 300

» Log Message Forwarding - Destinations 192.168.1.121:514:tcp

Iz
aeply | [ ok | [ Cencel
2801 [EW Configuration | g Manager - Pr...] /2, Manager Status: Not Current | User: Administrator -
2802 38. Click OK.
2803 39. Restart the Tripwire Log Center Manager.

2804 2.20 Integration: Micro Focus ArcSight and Cisco AMP
2805  This section will detail the collection of logs from Cisco AMP’s REST APIs using Micro Focus ArcSight.

2806 2.20.1  Create API Credentials for ArcSight to access AMP

2807 1. Onthe Cisco AMP web console, log in and navigate to Accounts > API Credentials.
Dashboard  Analysis~  Qutbreak Conwol~  Management > ACcounts ~ Search Q
API Credentials @ View APL Documentation

+ New APl Credential | B &
B B = Arcsight Last used: 2019-06-17 15:17:04 UTC

0 @ + ArcSight Resd/Write

[ [ — e
2808
2809 2. Click New API Credential.
2810 3. Enter a name for the credential.
2811 4. Select Read-only.
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New API Credential

Application name | ArcSight Connector{

Scope '® Read-only
Read & Write

Cancel . Create .
- =l

2813 5. Click Create.
2814 6. This will direct you to a page with an ID and API Key. Keep track of these, as you will need them
2815 in the setup for the ArcSight Connector, and Cisco AMP may not let you view them again.

2816 2.20.2 Install Micro Focus ArcSight
2817 1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on any server.

B ArcSight SmartConnector \;li-

<CArcSight | CIFLET

mo

Introduction

= Introduction The ArcSight Installer will guide you through the installation
@ Choose Install Folder ofthe ArcSight SmartConnector.

@ Cnoose Install Set The first step installs the core ArcSight SmanCGonnector

@ Pick Shorteut Folder components; then you selectthe AreSight SmartConnector
@ Pre-Install Summary you wish to configure.
@ Installing...

ArcSight recommends that you quit all othes programs
@ Upgrade before continuing with this installation. Et%

@ System Restart

@ Install Complete Click the Mext' button to proceed to the nextwind ow.

If you want to change something on a pravious window,
click the 'Previous' button. To cancel this installation at
anytime, click the 'Cancel' button.

InstallAnywhers
_ PIE : IGLIS

2818
2819 2. Click Next.
2820 3. Enter C:\Program Files\ArcSightSmartConnectors\CiscoAMP.
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4.

< arcsight | CIPHERE
+ Introduction

~* Choose Install Folder
@ Choose Install Set

@ Pick Shortcut Folder

@ Pre-Install Summary

@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

== |

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. It is recommended that you ~
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. if you are upgrading
from a previous version, please select the folder where the ArcSight
SmartConnector is currently installed. A

Where Would You Like to Install?
C-\Program Files\Arc SightSmartConnectors\CiscoAMP

Restore Default Folder | | Choose...

| Previous ‘ ‘ MNext., |

Click Next.

< ArcSight | IFAEEE

+ Introduction

+ Choose Install Folder
+ Choose Install Set
—* Pick Shortcut Folder
@ Pre-install Summary
@ Installing...

® Upgrade

® System Restart

® Install Complete

[= T |

Pick Shortcut Folder

ArcSight SmartConnector

Where would you like to create product icons?

® Ina new Program Group: | ArcSight SmarConnectors

O Inthe Start Menu

) Onthe Desktop

) Inthe Quick Launch Bar

O Other: Choose...

0 Don't create icons

[] Create Icons for All Users

Previous | E o Next %J

5. Click Next.
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a

< ArcSight | [CIFLETE
+ Intraduction
v Choose Install Folder
+ Choose Install Set
+ Pick Shortcut Folder
= Pre-Install Summary
@ Instaliing...
® Upgrade
@ System Restart
® Install Complete

BE |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
C\Program Files\ArcSightSmartConnectors'\CiscoAMP

Shortcut Folder:
G \Users\Administrator DIVAppDataiRoaming\Microsoft'Windows\Start Me

Previous ‘ | Instfﬂg |

6. Click Install.

7. Select Add a Connector.

<X ArcSight

Configure

What would vou like to do?

(==

Connector Setup

(® Add a Connector

() Set Global Parameters

8. Click Next.

9. Select ArcSight FlexConnector REST.
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B Connector Setup \;‘5-

Select the connector to configure

<X ArcSight

Configure

< Previous | | NextT | Cancel

10. Click Next.
11. Enter Cisco_AMP for the Configuration File.

12. Enter https://api.amp.cisco.com/vl/events?start date=SSTART AT TIME for the Events URL.

(Note: You can see the Cisco AMP REST API documentation for more information on how to
formulate this URL for things other than events.)

13. Enter the username and password from the credential generated on Cisco AMP in Section
2.20.1.
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a Connector Setup
" Enter the parameter details
<X ArcSight
Configure
Proxy Host
Proxy Port

Proxy User Name

Proxy Password

Configuration File Cisco_AMP
Events URL https: /fapi.amp. dsco. comfv 1jevents?start_date=85TART
Authentication Type Basic v

Password
OAuth2 Client Properties File [
Refresh Token

< Previous | | Mext = | | Cancel

14. Click Next.
15. Select ArcSight Manager (encrypted).

B Connector Setup

Enter the type of destination

< ArcSight

Configure

(®) ArcSight Manager (encrypted)

() CEF File

(O) Event Broker

() CEF Syslog

() CEF Encrypted Syslog (UDP)
() CSV File

() Raw Syslog

() ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Poal {encrypted)

N

< Previous |

Next >

i | Cancel

16. Click Next.

17. Enter the hostname, port, username, and password for the ArcSight ESM server.
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B Connector Setup == -
. Enter the destination parameters
<X ArcSight
Configure

Manager Hostname arcsight-esm

Manager Port 8443

User administrator

Password YT

AUP Master Destination | false v

Filter Out All Events false v

Enable Demo CA false W

< Previous | | Mext = | | Cancel
2845
2846 18. Click Next.
2847 19. Enter identifying details about the system (only Name is required).
a Connector Setup el L -
{ AfCSighf Enter the connector details
Configure

Hame Cisco AMP|

Location

DeviceLocation

Comment

< Previous | | Next > | | Cancel

2848
2849 20. Click Next.
2850 21. Select Import the certificate to connector from destination.
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B Connector Setup =-|0 -

. Following certificate will be imported into connector trust store:
{ Arcsi 9 ht Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US

Configure

(® Import the certificate to connector from destination

() Do not import the certificate to connector from destination

ks

< Previous | [ Next= | Cancel

22. Click Next.
23. Click Next.
24. Select Install as a service.

[ x| Connector Setup =-|0 -

The Smart Connector is currently installed as a standalone application

<X ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

< Previous ‘ [ Next> [}J ‘ Cancel

25. Click Next.
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2857 26. Enter a service name and display name.
a Connector Setup el -
. Specify the service parameters
§: ArcSight ? ?
Configure
Service Internal Name sdkrest
Service Display Name ArcSight FlexConnector REST
Start the service automatically |Yes W
< Previous | | Mext = | | Cancel
2858
2859 27. Click Next.
| Connector Setup el -
. Install Service Summary
é{ ArcSight
The ArcSight SmartConnector is now configured to run as a service.
Configure
You can now start the SmartConnector by:
Going to the services application and starfing the service:
ArcSight ArcSight FlexConnector REST
2860
2861 28. Click Next.
2862 29. Select Exit.
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<X ArcSight

Configure

Would you like to continue or exit?

Connector Setup = | = -

() Continue

A

< Previous | | MNext > | | Cancel |

30. Click Next.

<L ArcSight | CIFEED

mo

<

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

L N U O N T

Install Complete

InstallAmwhere

ArcSight SmartConnector = || = -

Install Complete

Congratulations! ArcSight SmantConnector has been successfully
installed to:

C\Program Files\ArcSightSmantConnectors'WindowsUDP

Press "Done” to quit the installer.

by

Previous

31. Click Done.

2.20.3

Create a Parser for Cisco AMP REST events

1. Ensure that the ArcSight connector service is not running.
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2889
2890
2891
2892
2893
2894
2895
2896
2897
2898
2899
2900
2901
2902
2903
2904
2905
2906
2907
2908

2909
2910
2911
2912
2913

2914

2915
2916
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2. Create a text file located at
<ARCSIGHT_HOME>/current/user/agent/flexagent/Cisco_ AMP.jsonparser.properties. (Note:
Replace Cisco AMP with the name used for “Configuration File” during setup.)

3. Use the following text to parse some basic information such as the IP, the type of event, and
links to Cisco AMP’s more detailed descriptions of the event.

trigger.node.location=/data
token.count=6

token[0] .-name=id
token[0] -type=String
token[0]. location=id

token[1] .name=timestamp
token[1] -type=String
token[1].location=date

token[2] .name=event_type
token[2] -type=String
token[2].location=event_type

token[3].name=hostname
token[3]-type=String
token[3]. location=computer/hostname

token[4] .name=external_ip
token[4] .type=IPAddress
token[4] - location=computer/external_ip

token[5] -name=links
token[5].type=String
token[5] - location=links

event._deviceReceiptTime=__createOptional TimeStampFromString(timestamp,"y
yyy-MM-dd* T"HH:mm:ssX")

event_destinationAddress=external_ip

event.destinationHostName=hostname

event.name=event_type

event.message=links

event._deviceCustomStringl=id
event.deviceCustomStringlLabel=__stringConstant("’AMP Event ID")

4. This parser will allow for details of Cisco AMP events to be shown in ArcSight. Custom parsers
are a functionality of ArcSight. For more information on the creation of custom parsers, please
see the ArcSight FlexConnector Developer’s Guide as well as the FlexConnector REST Developer’s
Guide. You can start the service for these changes to take effect.

2.21 Integration: Micro Focus ArcSight and Cisco ISE

This integration will briefly detail how to send logs to an ArcSight syslog collector from Cisco ISE. Please
see Section 2.18 (under integrating Tripwire & ArcSight) for instructions for setting up an ArcSight syslog
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2923

2924
2925
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2927
2928
2929
2930
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collector. If a server is already configured, you do not need to install a new one—simply use the address
of that server to which to forward logs.

2.21.1 Configure Cisco ISE to Forward Logs

1. Inthe Cisco ISE web client, navigate to Administration > System > Logging > Remote Logging
Targets.

* Context Visibilty  + Operabons. » Pobey

Local Log Settings Remote Logging Targets

e offad @y o 0 Show | Al

a [P Address Port Type

Statu
BEn
BEn
BEn

Click Add.

Enter a name for Name.

Enter the hostname of the ArcSight syslog collector server for Host/IP Address.

Select TCP SysLog for Target Type. (Ensure that your syslog collector server is configured to use
TCP).

Enter 514 or the port used on the syslog server.

Enter 8192 or a custom message size limit for Maximum Length.

8. Ensure that Status is set to Enabled.

ukhwnN

No
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9.

10.

2.21.2
1.

& Identity Services Engmne ®

5 @ A Nt sacure | hitps:/ck

b ldentity Services Engine

~Systern | b Idenly » Network R » Device Portal poclind Serices b Feed Serace ¥ Theeat Cen
Click here fo do wireless setup and visibilty setup Do not show

Deployment  Licensing b Certficates ~logging  » Maindenance  Upgrade  » Backup & Restore  # Admin Access  » Sefiings

e * Remote Loggng Targels List > New Logging Target
Remote Loggng Tarpets Logaea Taiget " ;
e *Name [ arcsohe | montve [Spog -]
S stAcs catbeg Deseripion [ ] Status (@ Enabled
Debug Lag Canfiguraton *Host 1P Address | backupsery diipdr ]
Callecton Fiters <ot [514 | (vatia Fange 110 88538}
Pt o
*Masmom Length [B182 | (Vabd Range 20010 8192)

Include Alarms For this Target ]

Bufter Messages When Server Down L
Enabie Server tdensty Check [
Butler Sze (MB) | 100 (Walid Range 10 to 100)
Reconnect Timecut (Sec) [30 | [Vabd Range 3010 120)

 cyor QRSN

Click Submit.

& identity Senaces Engme. ®

€ 5 © A Notsecwe | hitps/c

You have chosan to ereats an unsacure (TCP/UDF) connection in the sarver, Are you sure you want i procesd?

Click Yes.

Select Logs for Forwarding

Navigate to System > Logging > Logging Categories.
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& identity Services Engine

€« = C A Notsecure | hitpsi//cisco-ise.diipdr/admin/fadministration/administration_system/administration_system logging. ..
‘thiehe Identity Services Engine Home y Opetatons ¥ Policy - Administration » Worl
TSysiem | ldentity Management  » Network Resources b Device Porial Management  pxGrid Services b Feed Service  » Threat Cen
+ Ghck here o do wireless
Deployment  Licensing  » Certificates = logging ¢ Maintenance  Upgrade b Backup & Restore b Admin Access b Settings
o E 5 AAL Audit ABA Apdit LogCollector
Local Log Seltings Q Failed Attempls LogCollector ProfiferRadisPro
(8] Passed Authentications LogCollector ProfilerRadivsPro
Ramale Logaing Tages O AAA Diagnostics AMA Disgnostics. | ogCallector
Logging Galegones 0 A h and ArcSight
Catal Authentcaton Flow Dagnostics
Message og 9]
Debug Log Gonfigurat 0O Identity Stores Diagnastics
Q Palicy Diagnostics
E
Sorccionipe O RADIUS Dizgnostics LogCollector
Q Guest LogCallector
Q MyDevices LagCallector
Q AD Connector LogCallector
o] TACACS Diagnostics LogUallector
(9] Accounting Accounting LogCollector
® [ RADIUS Accounting cryptonite, cryptonite?, LogCall
@ TACACS Accounting LogCollector
O Admmistrative and Operational Audit Admanistratve and Operabonal Audil LogCollector -
2937 a | :

2938
2939

2. Select a log file to forward to ArcSight.
3. Click Edit.

@ Identity Sennces Engine

5

(_

wlinlee
cise

C A Notsecure | hitps://cisco-ise.diipdr/admin/#administrat

Identity Services Engine Home » Operations b

1_system/admini

Fohcy

1_system_logging...

¥

= System | b it nl  » Network Resources ¥ Device Portal xGnd Services  » Feed Service ¥ Threat Gen
vs Identity Manageme Monogement 0 Click here 1o do wireless
Depioyment  Licensing  » Centificates  ~Logaing  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seftings
—————
]
Local Log Sefii Logging C. List > RADTUS Ac
. Logging Category

Remote Logging Targets

Name RADIUS Accounting
Logging Categonies

INFO
Catalog Log Severity Level
( Log bevel can not be changed. }

Debug Log Configuration

Local Logging 4
Caollection Filters

Tergens Avaitable; Selecied:

SecureSyslogCollector . | | = ArcSight 73
. cryplonite
cryptonite?
= LogCollector
ProfilerRadiusFrobe [
L> |
- « -
_I -
2940 - !

2941

4. Move the ArcSight logging target you just created to the Selected box.
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@ identily Senaces Engine X

£ c A Notsecure | hips://cisco-ise.diipdr/admin/#administration/administration_system/administration_system_lagging o

alalis 1dentity Services Engine ome b Confext Visihility  » Operations ¢ Policy  [ERR Ut

- Sysbem » identity Management  » Network Resources r Device Portal Management  peGrid Services  » Feed Service  » Threat Gen
Click here to do wireless
Deployment  Licensing ¢ Cenificates =Llogging  » Maintenance  Upgrade  » Backup & Restore ¢ Admin Access » Seftings
o | | LogCollector
| ProhlerRadsusFrobe

Local Log Settings
Remote Logging Targets

Logging Categories =

Message Catalog

Debag Log Configuration @ Hezset.

Collection Filters

2942 : :
2943 5. Click Save.
2944 6. Repeat steps 1-5 for any log files you wish to forward to ArcSight.

2945 2.22 Integration: Micro Focus ArcSight and Semperis DSP

2946  This integration will briefly detail how to send logs to an ArcSight syslog collector from Semperis DSP.
2947 Please see Section 2.18 (under integrating Tripwire & ArcSight) for instructions for setting up an

2948  ArcSight syslog collector. If a server is already configured, you do not need to install a new one—simply
2949 use the address of that server to which to forward logs.

2950 Note: This integration requires Semperis DSP version 2.6.

2951 2.22.1  Configure Semperis DSP to Forward Logs

2952 1. In Semperis DSP, navigate to Settings > SIEM Integration.

2953 2. Check the box next to Enable SysLog.

2954 3. Under Syslog Server, enter the hostname for the ArcSight syslog collector, as well as the port.
2955 4. Select TCP.

2956 5. Enter a value for Change Event Polling Frequency based on the needs of your organization; this
2957 is how often it will poll for new logs to forward.

2958 6. Under Change Event Filtering, select AD Changed Items, and Send Operation Log to SysLog.
2959 Ensure that All is selected for Partitions.

2960 7. You can also select any specific operations, classes, and attributes to be forwarded or simply
2961 leave it as All.
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Primary Sysleg Server  backupseny di ipdr Primary Syslog Pert: 514 % TCP () UDe

Seccagary Sysiog Server ERVER Secondary Sysiog Port

e Bt
@ Cosrations AN IO iter steeel " B 4D Changed tems
AlL(O iterns seteed ® Patitions i

[

s
= @

B Send Operaticns Log 1o Syilog

L]

I

o

8. Click Save.

@ Success

SyslLog configuration has been saved.

9. Click Close.

2.23 Integration: Micro Focus ArcSight and Symantec Analytics

This section will first detail the forwarding of logs from Symantec Analytics to Micro Focus ArcSight.
Please see section 2.18 (under integrating Tripwire & ArcSight) for instructions for setting up an
ArcSight syslog collector. If a server is already configured, you do not need to install a new one; simply
use the address of that server to which to forward logs.

The second part of this section will detail a further integration for ArcSight that allows ArcSight to better
analyze network packets received from Symantec Analytics.

2.23.1 Configure Symantec Analytics to Forward Logs

1. Loginto the Symantec Analytics web console.
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= (@ Security Analytics (0] O _0 P (2]
b

Alerts

Dashboard | Summary  List

Update

From: | 06/27/2013 15:39:18 «

Filter by IP o

There are no alerts to display.

Advanced Fitter
(AND) =N Set Up Rules for Alerts Go to Summary Page

2975 far example, indicator~1918
2976 2. Click the menuicon in the top left.
2977 3. Navigate to Settings > Communication.
2978 4. Scroll down to the Syslog Settings section.
2979 5. Select SysLog for Syslog Facility.
2980 6. Enter the hostname or IP of the ArcSight syslog collector server under Server.
2981 7. Enter 514 for the port.
2982 8. Select TCP for the protocol.
= (@ Security Analytics 0O O _0 lo 8
s = e > . -
Sysiog Fa Syslog
Syslog Servers:
b i 4 T.CP x
2983 —
2984 9. Click Save.
2985 10. Click the Advanced tab.
2986 11. Select the box under Remote Syslog column for any events that you wish to forward to
2987 ArcSight, for example, System Events, Unclassified Events, Alert Events, Rule Events, Anomaly
2988 Events.
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= (@ Security Analytics (0] O _0 P (&)

NS s

N B N R

2989 = |
2990 12. Click Save.

2991 2.23.2 Install Symantec Analytics Package for ArcSight

2992 1. Navigate to the ArcSight marketplace. Look for the “Blue Coat Security Analytics” package for
2993 ArcSight. It may be available here: https://marketplace.microfocus.com/arcsight/content/blue-
2994 coat-security-analytics-platform but not please contact your ArcSight representative to get the
2995 package. The package should be called Blue_Coat_SA_HP_ArcSight-3.0.arb.
2996 2. Place this package on a system with ArcSight ESM Console installed.

 « | ArcSight Console 7.0.0.2436.1 HEIEY

<X ArcSight Please log in

) administrator

Manager

Login Cancel

2997
2998 3. Login to the ArcSight ESM Console with a user that has the privileges to install packages.
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2999
3000

3001
3002

3003

DRAFT

B ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

3N eat

\ Help

B =FCE

Navigator

Crl+AlE-X iption
ts

Viewers

4. In the Navigator pane, click the Packages tab.

H ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

ewer

= (=

5. Click Import.
6. Inthe window that it opens, find and select the package you downloaded.
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Look in: m Do v B

l jee_policy-8

l L 1-Malware_Monitoring_-_Indicators_and_Warnings_1.1.0.1

Bt 731

_ Blue_Coat_SA_HP_ArcSight-3.0.arb

ﬁ File name: Blue t_SA_HP_ArcSight-3.0.arb
-
T Files of type:  |ArcSight package bundles
3004
3005 7. Click Open.
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| Importing Packages

Importing Packages Completed. Review the summary below for details.

Summary Report

s\Administrator, D SA_HP_ArcSight-3

Security Analytics

3006

3007 8. Click OK when the import finishes.

3008 9. Under the Packages tab in the Navigator pane, navigate to Packages > Shared > All Packages >
3009 Blue Coat Systems > Blue Coat Security Analytics.
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[ =] ArcSight Console 7.0.0.2436.1 [arcsight-esm:admini:

ast] Trial license. C

= I Packages
& ad
= ¥ Shared
~ @ All Packages
= ht Activate

e Coat Systems
0k Security Analytics

Yiewer

ARST-Partner, Expiration date: 2019/08/01

10

Right-click Blue Coat Security Analytics, and select Install Package.

x| Install Packages

Selected package:

urity An,

Additional required packages:
The ing packa il also be ins

11. Click OK.
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B Installing Packages

Installing Packages Completed. Review the summary below for details.

Summary Report

12. Click OK.

13. When this completes, you can verify that the installation was successful by the existence of a

Blue Coat Systems folder when you navigate to Resources > Integration Commands >
Commands > Shared > All Integration Commands.

14. In the Resources tab of the Navigation pane, under Integration Commands, select the Targets

tab.

15. Navigate to Integration Targets > Shared > All Integration Targets > Blue Coat Systems > Blue

Coat Security Analytic > Blue Coat Security Analytics.
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16

= | ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

i Fle Edit

B =

Navigator

Shortcuts

= I Integration Targets
=
= [ Shared
= I All Integration Targets
ArcSight

I Blue Coat Systems
= I Blue Coat Security Analytic

|- Jelue Coat secur Analytics

Ctrl+Alt+0

X
Viewers

=

Right-click Blue Coat Security Analytics, and click Edit Target.

[ = | ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

B =

Navigator

Shortcuts

= I Integration Targets
B adri
= I Shared
= & All Integration Targets
. A

I Blue Coat System
= I Blue Coat Security Analytic

- JElue Coat Security Analytics

Ctrl+Alt+0

ewer

= Common
= 1D
External ID

Notification Groups
=l Parent Groups

Bl rity Analytics
=l Creation Information

(Name)
(Desripton)

=

17. Click the Integration Parameters tab.
18. Replace the SAHost value with the IP address of Symantec Analytics.
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[ <] ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

Cl+Alt+0

Shortcuts

- [ Integration Targets
-
[ shared
~ [ All Integration Targets
L iaht

ight
& Blue Coat Systems
-l Blue Coat Security Analytic

[ Joie Coo seniiy anotes Viewers

e

19. Click OK.

20. To verify the functionality, right-click an event in any channel, and select Integration

Commands > Blue Coat Security Analytics.

[ <] ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

Crl+Alt+E W

Shortcuts (=]
End Time:

= I Connectors
=+ [ Shared
= [ All Connectors
-l Arcsight admi

Launching URL in a bre

e

21. Select Security Analytics Investigation.
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[« | Blue Coat Security Analytics -
Select a command:

Cancel Help

22. Click OK. This will open Security Analytics in the browser and perform a packet search based on
the event parameters.

2.24 Integration: Micro Focus ArcSight and Glasswall FileTrust

Glasswall FileTrust for Email stores its logs in C:\Logging, on the server running the Glasswall services.

2.24.1 Install Micro Focus ArcSight

1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on the same server as Glasswall FileTrust.
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<CArcSight | [IFLERE

= Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

® Upgrade

® System Restart

@ Install Complete

BE |

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
of the ArcSight SmarConnector.

The first step installs the core ArcSight SmanConnector
components; then you selectthe ArcSight SmartConnector
you wish to configure.

ArcSight recommends that you quit all other programs
hefore continuing with this installation.

Click the Mext' button to proceed to the next window.,
Ifyouwant to change something on a previous window, %
click the Previous' button. To cancel this installation at

any time, click the 'Cancel button,

Previous

Click Next.
Enter C:\Program Files\ArcSightSmartConnectors\Windows.

<L Arcsight | [IFLERE

+ Introduction

=» Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Uparade

@ System Restart

@ Install Complete

Cancel

[= L= |

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. Itis recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmarConnector is currently installed.

Where Would You Like to Install?
C:AProgram Files\ArcSightSmanConnectorstWindows

Restore Default Folder || Choose...

Previous | | Next

4. Click Next.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

409



3046
3047

3048
3049

DRAFT

<CArcSight  CIFLETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

= Pick Shortcut Folder

@ Pre-Install Summary

@ Installing...

® Upgrade

® System Restart

@ Install Complete

ArcSight SmartConnector == -

Pick Shortcut Folder

Where would you like to create product icons?

®) In a new Program Group: | ArcSight SmartConnectors

) Inthe Start Menu

() On the Deskiop

() In the Quick Launch Bar

) Other: Choose...

) Don't create icons

[[] Create Icons for All Users

Previous | | MNet |

5. Click Next.
6. Click Install.
7. Select Add a Connector.
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x| Connector Setup = = -

What would you like to do?

<X ArcSight

Configure

(® Add a Connector

() Set Global Parameters

3050
3051 8. Click Next.
3052 9. Select Syslog File.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 411



DRAFT

B Connector Setup = [ = -
‘é: AI’CSIghf Select the connector to configure
Configure
Type |Syslog File P
s
< Previous | | Mext = | | Cancel |

3053

3054 10. Click Next.

3055 11. Enter C:\Logging\gw-inbound-smtp-analysis-agent.current.log for File Absolute Path Name.
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< ArcSight

Configure

Connector Setup

Enter the parameter details

File Absolute Path Name

1g'gw-nbound-smtp-analysis-agent. current.log

Reading Events Real Time or Batch | realtime

w
Action Upon Reaching EOF Mone W
File Extension If Rename Action processed
< Previous | | Mext = | | Cancel

12. Click Next.
13. Select ArcSight Manager (encrypted).
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x| Connector Setup = [ = -

Enter the type of destination

< ArcSight

Configure

(®) ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File

() Event Broker

() CEF Syslog

() CEF Encrypted Syslog (UDF)

() C5V File
) Raw Syslog
X
| < Previous | [ Next> | Cancel |
3059
3060 14. Click Next.
3061 15. Enter the hostname, port, username, and password for the ArcSight ESM server.
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| Connector Setup = | & -
. Enter the destination parameters
<X ArcSight
Configure
Manager Hostname arcsight-esm
Manager Port 3443
User administrator
Password LLITITT L)
AUP Master Destination | false v
Filter Out All Events false v
Enable Demo CA false v
[
< Previous | | Next = | | Cancel
3062
3063 16. Click Next.
3064 17. Enter identifying details about the system (only Name is required).
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B Connector Setup = [ = -
‘é: AI’CSIghf Enter the connector details
Configure

Name Glasswall Inbound SMP Analysis

Location

DevicelLocation

Comment

| < Previous | | Mext = | | Cancel

3065
3066 18. Click Next.
3067 19. Select Import the certificate to connector from destination.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 416



DRAFT

B Connector Setup = [ = -
. Following certificate will be imported into connector trust store:
‘é: AfCSIg ht Host/port: arcsight-esm_ 8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure
(®) Import the certificate to connector from destination
() Do not import the certificate to connector from destination
< Previous | [ Next> | Cancel
3068
3069 20. Click Next.
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x| Connector Setup = [ = -

. Add connector Summary
{ AfCSIght Following are the added connector details:
Connector Name [Glasswall Inbound SMTP Analysis], Connector Type [syslog_ﬁlelj

Configure

Previous Mext = | | Cancel
3070
3071 21. Click Next.
3072 22. Select Install as a service.
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x| Connector Setup = [ = -

The Smart Connector is currently installed as a standalone application

< ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

5

< Previous | [ Next> | Cancel |
3073
3074 23. Click Next.
3075 24. Change the service parameters to more appropriate names, because multiple connectors need
3076 to be installed on this server.
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B Connector Setup = [ = -
. Specify the service parameters
<X ArcSight
Configure

Service Internal Name glasswall_inbound_smip

Service Display Name Glasswal| Inbound SMTP

Start the service automatically |Yes W

< Previous | | Mext = | | Cancel

3077
3078 25. Click Next.
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B Connector Setup = | = -

. Install Service Summary
<X ArcSight

The ArcSight SmartConnector is now configured to run as a service.

Configure

You can now start the SmartConnector by:
Going to the services application and starting the service:

ArcSight Glasswall Inbound SMTP

Previous | | Next> | Cancel
3079
3080 26. Click Next.
3081 27. Select Exit.
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<X ArcSight

Configure

Connector Setup

Would you like to continue or exit?

() Continue

< Previous | | MNext = | | Cancel |
28. Click Next.
B ArcSight SmartConnector \Lli-

mo

<CArcSight | IFLED

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

S . T Y S

Install Complete

Install Complete

Congratulations! ArcSight SmarConnector has been successfully
installed to:

C:\Program Files\ArcSightSmanConnectorsWindows

Press "Done”to quitthe installer.

29. Click Done.
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3097

3098
3099

3100

3101
3102

3103
3104

3105

DRAFT

30. Repeat steps 1-29 for the other three “current” log files in C:\Logging, with the following
caveats:
a. Replace C:\Program Files\ArcSightSmartConnectors\Windows with a different folder
name for each connector.
b. Replace C:\Logging\gw-inbound-smtp-analysis-agent.current.log with the appropriate
log file.
i. C:\Logging\gw-management-service.current.log
ii. C:\Logging\gw-file-analysis-process-InboundSMTPAgent-0.current.log
iii. C:\Logging\gw-administration-console.current.log
c. Replace the Name of the connector in its identifying details.
Replace the service parameters with different names so that the services do not
conflict.

2.25 Integration: Micro Focus ArcSight and Cisco Stealthwatch

This section will detail the forwarding of logs from Cisco Stealthwatch to Micro Focus ArcSight.

2.25.1 Install Micro Focus ArcSight

1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on any server except the one running Cisco
Stealthwatch.

x| ArcSight SmartConnector M

<CArcSight | CIFUED

mo

Introduction

= Introduction The ArcSight Installer will guide you through the installation
@ Choose Install Folder ofthe ArcSight SmartConnector.

® Cnoose Install Set The first step installs the core ArcSight SmanConnector

@ Pick Shorteut Folder components; then you selectthe AreSight SmanConnector
@ Pre-Install Summary you wish to configure.
@ Installing...

ArcSight recommends that you quit all othey programs
@ Upaorade before continuing with this installation. E[%

@ System Restart

@ Install Complete Click the Mext' button to proceed to the nextwind ow.

If you want to change something on a previous window,
clickthe 'Previous' button. To cancel this installation at
any time, click the ‘Cancel" button.

InstallAnvwhere

2. Click Next.
3. Enter C:\Program Files\ArcSightSmartConnectors\WindowsUDP.
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4.

5.

<CArcSight | [IFAERE

+ Introduction

—* Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Uparade

@ System Restart

@ Install Complete

ArcSight SmartConnector

BE

Choose Install Folder

Where Would You Like to Install?
C:\Program Files\ArcSightSmanConnectors\WindowsUDP

Please choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmarnConnector is currently installed.

Restore Default Folder || Choose...

Previous | | Next |

Click Next.

<CArcSight | CIFAERE

+ Introduction

+ Choose Install Folder
+ (Choose Install Set
=» Pick Shortcut Folder
@ Pre-nstall Summary
® Installing...

® Upgrade

® System Restart

® Install Complete

ArcSight SmartConnector

= = |

Pick Shortcut Folder

VWhere would you like to create product icons?

® In a new Program Group: | ArcSight SmartConnectors

) In the Start Menu

(0 Onthe Desktop

() In the Quick Launch Bar
) Other:

) Don't create icons

[] Create Icons for All Users

Choose...

Click Next.
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<CArcSight | [IFAERE

+ Introduction

+~ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder

=» Pre-Install Summary
® Installing...

® Upgrade

® System Restart

® Install Complete

InstallAnﬁh are

BE |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmanConnector

Install Folder:
C\Program Files\ArcSightSmanConnectors\WindowsUDP

Shortcut Folder:
CiUsers\Administrator DIVAppData'Roaming\Micros oftiWindows\Stz

Previous || Installkﬂ

6. Click Install.

7. Select Add a Connector.

<X ArcSight

Configure

What would you like to do?

(= T= |

Connector Setup

(®) Add a Connector

() Set Global Parameters

8. Click Next.

9. Select Syslog Daemon.
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B Connector Setup = [ = -

Select the connector to configure

<X ArcSight

Configure

Type |5ysiog Daemon v
5
< Previous | | MNext > | | Cancel
3116
3117 10. Click Next.
3118 11. Enter an unused port for the daemon to run on. (Ensure that this port is allowed through the
3119 firewall.)
3120 12. Select UDP for Protocol.
B Connector Setup = [ = -
é: AfCSighT Enter the parameter details
Configure
Network Port 6514
IP Address (ALL)
Protocol LDP W
Forwarder false iw
I3
< Previous | | MNext = | | Cancel
3121
3122 13. Click Next.
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3123 14. Select ArcSight Manager (encrypted).
| Connector Setup = [ = -
. Enter the type of destination
<X ArcSight
Configure
(®) ArcSight Manager (encrypted)
() ArcSight Logger SmartMessage {encrypted)
() ArcSight Logger SmartMessage Poal (encrypted)
(") CEF File
() Event Broker
() CEF Syslog
() CEF Encrypted Syslog (UDP)
() CSV File
() Raw Syslog
< Previous | [ Next> | Cancel
3124
3125 15. Click Next.
3126 16. Enter the hostname, port, username, and password for the ArcSight ESM server.
B Connector Setup = [ = -
N Enter the destination parameters
<X ArcSight
Configure
Manager Hostname arcsight-esm
Manager Port 3443
User administrator
Password LTI LT
AUP Master Destination | false W
Filter Out All Events false v
Enable Demo CA false v
< Previous | | Next > | | Cancel
3127
3128 17. Click Next.
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18. Enter identifying details about the system (only Name is required).

<X ArcSight

Configure

Connector Setup = = -

Enter the connector details

Name Windows UDP Syslog
Location
DeviceLocation

Comment

< Previous ‘ | Next > | ‘ Cancel

19. Click Next.

20. Select Import the certificate to connector from destination.

< ArcSight

Configure

Connector Setup == -

Following certificate will be imported into connector trust store:
Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US

(®) Import the certificate to connector from destination

() Do not import the certificate to connector from destination

ks

< Previous | [ Next= | | Cancel

21. Click Next.
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. Add connector Summary
é: Af(SIghf Following are the added connector details:
Connector Name [Windows UDP Syslog]. Connector Type [syslog]

Configure

B Connector Setup == -

< Previous MNext = | ‘

Cancel

22. Click Next.
23. Select Install as a service.

The Smart Connector is currently installed as a standalone application

<X ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

B Connector Setup =-|0 -

Cancel

< Previous ‘ [ Next > %J ‘

24. Click Next.
25. Enter a service name and display name.
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B Connector Setup == -

. Specify the service parameters
<X ArcSight

Configure

Service Internal Name arc_syslog_udp
Service Display Name Syslog U Daemon
Start the service automatically Yes W
< Previous ‘ | Next > | ‘ Cancel |

3139 26. Click Next.
H Connector Setup = I:'-

é: ArcSight Install Service Summary

The ArcSight SmartConnector is now configured to run as a service.

Configure

You can now start the SmartConnector by:

Guoing to the services application and starting the service:

ArcSight Syslog UDP Daemon

Iz
<Previous | [ Next> | ‘ Cancel

3140 27. Click Next.
3141 28. Select Exit.
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<X ArcSight

Configure

Would you like to continue or exit?

Connector Setup = | = -

() Continue

A

< Previous | | MNext > | | Cancel |

29. Click Next.

<C ArcSight | CIFAEEE

<

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

L N U O N T

Install Complete

ArcSight SmartConnector \;li-

Install Complete

Congratulations! ArcSight SmantConnector has been successfully
installed to:

C\Program Files\ArcSightSmantConnectors'WindowsUDP

Press "Done” to quit the installer.

by

Previous

30. Click Done.
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3144 2.25.2 Configure Cisco Stealthwatch

3145 1. Login to the Cisco Stealthwatch Management Console desktop interface. (This can be

3146 downloaded from the web interface and run using javaws.exe. You may need to add the site to
3147 your Java exceptions in Control Panel > Java.)

3148 2. Click Configuration > Response Management.

Type Enabled ¥ Description =

£ 4 This rule will send

an email message to
users populated
within the "Send

Syslog Formats email” action.

To send additional

alarm types, edit

% this rule to

addfremove alarm
types.

SMC System Alarms StealthWatch This rule will send

Management an email message to

Console System users populated
Alarm within the "Send
email” action.

To send
additional alarm
types, edit this rule
to add/remove

alarm types.
StealthWatch Host This rule will send

Alarms - Inside
Hosts as the Source
of alarm

Add

3149 3. Click Actions.
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e

Rules

Used by Rules *
4

Actions

e

Syslog Formats

Add H Remove || Duplicate H Edit |
e

3150 4. Click Add.
3151 5. Select ArcSight Common Event Format (CEF).

3152 6. Click OK.

3153 7. Enter a name for the Action.

3154 8. Enter a description.

3155 9. Enter the IP address of the server with the UDP ArcSight Connector that you just created.
3156 10. Enter the port used in the UDP ArcSight Connector that you just created.

3157 11. (Optional) Click Test to send a test message to ArcSight, and verify that ArcSight receives the
3158 message.
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Name: |ArcSight CEF

Description:

Send to ArcSight.

Enabled: [v]

Destination

P Adts:

3159 12. Click OK.

3160 13. Verify that the action was created properly.

Syslog Formats

Name =1

Description

ArcSight CEF

Send to
ArcSight.

Send email

Send email
message

Edit to add
recipients within
the "To:™ field

3161 14. Click Rules.

|| Remove || Duplicate H Edit
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Syslog Formats

SMC System Alarms

Stealthw]
Managemeht
Console System
Alarm

This rule will send
an email message to
users populated
within the “Send
email” action.

To send
additional alarm
types, edit this rule
to add/remove

alarm types.

StealthWatch Host
Alarms - Inside
Hosts as the Source
of alarm

This rule will send

15. Click Add.
16. Select Host Alarm.

Flease select a rule type:

‘Add

FlowCollector System Alarm
Exporter or Interface Alarm

Host Group Relationship Alarm

StealthWatch Management Console System Alarm

Host Alarm

17. Click OK.
18. Enter a name.
19. Enter a description.
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Rule

Name: |Jost Alarm to ArcSight

Description: | This rule sends host alarms to ArcSight.

Enabled:
This rule is triggered if
The Domain that originated this alarm is and

Al w | of the following are true

Execute the following actions when the Alarm becomes active
Mame 41[  Type %[ Enabled 2| Description % [UsedbyRules %

[ [ e |
K

Execute the following actions when the Alarm becomes inactive ————————————
Mame 41|  Type %[ Enabled % | Description # [UsedbyRules %

21. Click the Add button for the top section; this adds an action when the alarm becomes active.
22. Select the ArcSight CEF rule you just created.
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24. Click the Add button for the bottom section; this adds an action when the alarm becomes

ArcSight CEF ArcSight Send to ArcSight.
Common Event
Format (CEF)

Send email Send email

message

Edit to add
redipients within
the "To:" field

inactive.

Execute the following actions when the Alarm becomes active
Name 4! Type % | Enabled # | Description Used by Rules %

‘ArcSight CEF ArcSight L¥ 4 Send to
‘Comman Event ArcSight.
Format {CEF)

Remove

Execute the following actions when the Alarm becomes inactive
Mame 41| Type & Enabled % | Description % |UsedbyRules &

o ][]
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3173 25. Select the ArcSight CEF rule you just created.

Sight CEF ArcSight
Common Ev

Send email Send email
message

Edit to add
recipients within
the "To:" field

3174

Execute the following actions when the Alarm becomes active

MName ~1 Type S Enabled % | Desciption & |Used by Rules 5
‘ArcSight CEF ArcSight (¥4 Send to
‘Common Event ArcSight.
Format (CEF)

Execute the following actions when the Alarm becomes inactive
Mame  ~1 Type % Description % |Used by Rules %
‘ArcSight CEF ArcSight Send to

‘Common Event ArcSight.
Format (CEF)
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27. Click OK.

Syslog Formats

Send Host Alarm to
ArcSight

Host Alarm

This rule sends host
alarms to ArcSight.

SMC System Alarms.

StealthWatch
Management
Consale System
Alarm

This rule will send

types, edit this rule
to add/remove
alarm types.

StealthWatch Host
Alarms - Inside
Hosts as the Source

Host Alarm

This rule will send
an email message to

users populated

28. Click Close.

T add

H Remove H Duplicate || Edit

™ oese ]
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AD
AMP
CEF
DNS
DSP
ESM
ICA
s
ISE

JCE

JRE
MSsQL
NCCoE
NIST
oS
PEM
SAN
SMC

Active Directory

Advanced Malware Protection
Common Event Format
Domain Name System
Directory Services Protector
Enterprise Security Manager
Information Centric Analytics
Internet Information Services
Identity Services Engine
Information Technology

Java Cryptography Extension
Java Runtime Environment
Microsoft SQL

National Cybersecurity Center of Excellence
National Institute of Standards and Technology

Operating System
Privacy Enhanced Mail
Subject Alternative Name

Stealthwatch Management Console
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